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for detecting whether an Internet protocol link is not working, and enabling
the use of a backup SIP signaling link to the main site via a SIP gateway
and a public telephone network when the Internet protocol link is not
working; - means for transterring SIP signaling information on this backup
link; - means for, when receiving a registration request from a terminal of
the remote site while the Internet protocol link is not working, registering
this terminal locally and forwarding the registration request to the main site
via the backup link; - means (POM) for storing policies detining what ser-
vices, supplied by the main SIP server, are compatible with said backup
SIP signaling link, and for altering the content of at least one field in each
SIP signaling message addressed to the main SIP server before transferring
this SIP signaling message on the backup link, this content being altered
according to said policies.



WO 2012/123151 A1 WK 00N A O A

—  with amended claims (Art. 19(1))

Published:
—  with international search report (Art. 21(3))



10

15

20

25

30

WO 2012/123151 PCT/EP2012/051060

A backup SIP server for the survivability of an enterprise network using SIP

BACKGROUND OF THE INVENTION

Field of the invention

The invention relates to the enterprise telecommunication networks. An enterprise
telecommunication network often links terminals that are spread on a plurality of
sites, and today it uses the Internet Protocol (IP) and the Session Initiation Protocol
(SIP). Voice samples, data packets, and signaling messages are carried by an IP
network that is independent of the public telephone switched network (PSTN),
though the enterprise network is also linked to the PSTN by a gateway in order to
communicate with the world outside the enterprise.

Each SIP terminal runs a SIP User Agent. All the sip user agents are interconnected
through an IP network comprising at least one SIP server that acts as a registrar
server, a redirect server, a proxy server, and possibly as a presence server, in order
to set up telephone communications, and also provide numerous telephony
services. For instance: message waiting indications, presence state indications,
conference membership notifications, call statistics, messaging ... Generally an
enterprise network comprises a single SIP server, located in a main site of the
enterprise, and the terminats of the remote sites communicate with the SIP server
of the main site via an IP network.

in case of failure of this IP network, part or totality of the services previously

provided by a SIP server in the main site is no longer available in the remote sites.

Description of the prior art

Some solutions are known:

- Calls may be rerouted to the PSTN but none out of band service
information is conveyed through this way.

- Some local proxy servers may offer specific services in case of loss of the
link with the SIP server of the main site, but they do not exchange any information

with it as long as the IP network is down; so, all the services hosted in the SIP



10

15

20

25

30

WO 2012/123151 PCT/EP2012/051060

server of the main site are no longer available in the remote site.
- Global IP routing through the PSTN, by means of a fully backed up
infrastructure. The cost of deployment and the cost of the required bandwidth are

very high.
The aim of the present invention is to provide at least some of these telephony
services to the SIP terminals located on remote sites, when the IP link to the SIP

server of the main site is down, at a reasonable cost.

SUMMARY OF THE INVENTION

A first object of the invention is a backup SIP server for the survivability of an
enterprise network using session initiation protocol, this network comprising a main
site and at least one remote site, the main site comprising a main SIP server and
the remote site comprising said backup SIP server, these two sites exchanging SIP
signaling messages via an Internet protocol link through an Internet protocol
network;

characterized in that it comprises:

- means for detecting whether the Internet protocol link is not working, and
enabling the use of a backup SIP signaling link to the main site via a SIP gateway
and a public telephone network when the Internet protocol link is not working;

- means for transferring SIP signaling information on this backup link;

- means for, when receiving a registration request from a terminal of the remote
site while the Internet protocol link is not working, registering this terminal locally
and forwarding the registration request to the main site via the backup link;

- means for storing policies defining what services, supplied by the main SIP server,
are compatible with said backup SIP signaling link, and for altering the content of
at least one field in each SIP signaling message addressed to the main SIP server
before transferring this SIP signaling message on the backup link, this content being

altered according to said policies.

Thanks to the means for transferring SIP signalling information on this backup link,
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the main SIP server can continue to provide services to the terminals of the remote
site because this SIP signalling information enables the main SIP server to continue
to provide some of the telephony services to the SIP terminals located on remote
sites, when the IP link to the SIP server of the main site is down.

Thanks to the means for storing policies and for altering the content of at least one
field in each SIP signalling message addressed to the main SIP server according to
said policies, it is possible to continue to provide services by means of a cheap
backup link, because these means allow to discriminate the services that are
compatible with the backup link and those that are not compatible. For instance, it
is possible to use a backup link constituted of one or a few voice channels of the
public switched telephone network by allowing only services for which the signalling

can be carried by such a low bandwidth link.

Other features and advantages of the present invention will become more apparent
from the following detailed description of embodiments of the present invention,

when taken in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to illustrate in detail features and advantages of embodiments of the
present invention, the following description will be with reference to the
accompanying drawings. If possible, like or similar reference numerals designate
the same or similar components throughout the figures thereof and description, in
which:

- Figure 1 is a block diagram showing an exemplary enterprise telecommunication
network, on a main site and a remote site, comprising a backup SIP server
according to the invention.

- Figure 2 illustrates the transmission of a REGISTER message from the SIP user
agent of a terminal located in the remote site to the main SIP server located in the

main site, for registering the terminal in the main SIP server.
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- Figure 3 illustrates the transmission of a SUBSCRIBE message from the SIP user
agent of a terminal located in the remote site to the main SIP server located in the
main site, for subscribing to message waiting indication.

- Figure 4 illustrates the transmission of a NOTIFY message from the main SIP server
located in the main site to the SIP user agent of a terminal located in the remote
site, for notifying the terminal that a message is waiting.

- Figure 5 illustrates the transmission of a SUBSCRIBE message from the main SIP
server located in the main site to the SIP user agent of a terminal located in the
remote site, for subscribing to call statistics publication.

- Figure 6 illustrates the transmission of a PUBLISH message from the SIP user agent
of a terminal located in the remote site to the main SIP server located in the main
site, for notifying call statistics to the latter.

- Figure 7 is a block diagram showing an embodiment of the backup SIP server
according to the invention.

- Figure 8 illustrates the operations made by a link monitor manager in this
embodiment.

- Figure 9 illustrates with more details one of the operations made by the link
monitor manager in this embodiment.

- Figure 10 illustrates, with more details, the operations of a forward registration
manager in this embodiment.

- Figure 11 illustrates, with more details, the operations of a policy manager in this
embodiment.

- Figure 12 illustrates the operations of a classical SIP terminal when it collaborates
with an embodiment of the backup SIP server according to the invention.

- Figure 13 is a block diagram showing an embodiment of the gateway according to
the invention.

- Figure 14 illustrates operations made by this embodiment of the gateway
according to the invention.

- Figures 15 and 16 illustrate other operations made by this embodiment of the

gateway according to the invention.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The exemplary enterprise network represented on figure 1 comprises, on a main
site:
- SIP terminals such as T2,
- Time Division Multiplexing (TDM) terminals such as T4,
- a main SIP server MSS,
- arouter R2,
- a SIP gateway SIPGW2 according to the invention;
and on a remote site:
- SIP terminals such as T1,
- Time Division Multiplexing (TDM) terminals such as T3,
- a backup SIP server BSS, according to the invention,
- a router R1,

- a SIP gateway SIPGW1 according to the invention.

All the network elements of the main site are linked to a local area network LAN2,
except the TDM terminals that are linked to the gateway SIPGW2. All the network
elements of the remote site are linked to a local area network LAN1, except the
TDM terminals that are linked to the gateway SIPGW1.

The routers R1 and R2 are linked by an IP link IPL through an IP network WAN. The
SIP gateways SIPGW1 and SIPGW2 are linked by a public switched telephone
network PSTN that may be analog or digital. In other embodiments, it may be
replaced by a public mobile network.

The SIP gateways SIPGW1 and SIPGW?2 are used for calls between TDM terminals and
IP or TDM terminals of the enterprise network, and for calls between terminals of
the enterprise network and terminals of the network PSTN. In addition, they are
used for exchanging SIP signaling messages via the public network PSTN in case the

IP link IPL through an IP network WAN the IP network WAN does not work.

Normal mode:
When the IP network WAN is working, the backup SIP server BSS is on standby. It

periodically checks that the IP link IPL is working. The main SIP server MSS acts as a
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registrar server, a redirect server, and a proxy server, for the users of all the
terminals of both sites, for setting up the calls to and from all the terminals of both
sites. For instance, when the SIP terminal T1 sets up a session with one of the
terminals T2, T3, or T4, its sends SIP signaling message that are forwarded to the
main SIP server MSS via the local area network LAN1, the router R1, the IP network
WAN, the router R2, and the local area network LAN2. Then the main SIP server MSS

forwards the messages to the destination terminal via the local area network LAN2.

Backup mode:
When the SIP signaling link IPL, through the network WAN, does not work, the

backup SIP server BSS or one of the SIP terminals of the remote site, T1 for
instance, detects the failure of the link IPL. Then the backup SIP server BSS orders
the setup of a backup SIP signaling link BL over the public switched telephone
network PSTN (It may be on an analog or digital trunk, according to the
configuration of the public switched telephone network PSTN). In other
embodiments, the backup link BL may be setup via a mobile network, for instance a
third generation mobile network. It may also be a permanent link, for a quicker
reactivity in case of interruption of the IP link IPL.

The backup SIP server BSS becomes fully activated to act as a registrar server, a
redirect server, and a proxy server, for the users of all the terminals of the remote
site. So it accepts the registration of all the terminals of the remote site. This local
registration enables the terminals of the remote site to set up local calls between
them.

In addition, the backup SIP server BSS forwards their registration requests to the
main SIP server MSS, via the backup SIP signaling link BL, in order to keep the main
SIP server MSS updated. This registration in the main site enables the terminals of
the remote site to set up calls to terminals of the main site, and anywhere else, via
the public switched telephone network PSTN.

In addition, the backup SIP signaling link enables the main SIP server MSS to
continue to provide at least a part of the services it usually provides to the
terminals of the remote site. The backup SIP server BSS can transfer, on the backup

SIP signalling link BL, various kinds of SIP signalling information. However it cannot
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be real time signalling or high bandwidth signalling since the backup SIP signalling
link BL is carried by one or a few voice channels of the public switched telecom
network PSTN.

According to the invention, the backup SIP server BSS allows only a subset of the
services usually provided by the main SIP server MSS to the terminals of the remote
site. It allows the services that require signalling information that is compatible
with the backup SIP signalling link BL. For allowing or forbidding services, it parses
the SIP signalling messages that are sent from the terminals of remote site to the
main SIP server, on the main site; and it alters the contents of some fields of these
SIP messages, by deleting some information that would be necessary for providing
the forbidden services.

On the other hand, it propagates, on the backup SIP signalling channel BL, signalling
information necessary for allowed services such as:

- SIP device registrations;

- Service subscribing from local or remote users, and relevant notifications;

- Service messaging;

- Contextual data publications.

It may have additional capabilities such as routing feature for local and external
calls, local services, conference...

For instance, when the SIP terminal T1 on the remote site sends a SIP message
addressed to the terminal T2 on the main site, this message is received by the
backup SIP server BSS. This latter alters the Allow header field of this message, if
necessary, in order to allow only some services ; inserts the relevant route
headers ; and then forwards the message to the main SIP server MSS via the
gateway SIPGW1, the backup signaling link BL through the public switched
telephone network PSTN, and the gateway SIPGW2. Then the main SIP server MSS

forwards the message to the terminal T2.
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The figures 2 to 6 illustrate the transmission of different kinds of SIP signaling
messages between the SIP user agent of terminal T1 and the main SIP server MSS,
and the transmission of the corresponding acknowledgements, in backup mode, for

various services.

Figure 2 illustrates the transmission of a REGISTER message from the SIP user
agent of the terminal T1 located in the remote site to the main SIP server MSS
located in the main site, for registering the terminal in the main SIP server MSS, in
backup mode. When this terminal T1 detects that the IP link IPL with the main SIP
server no longer works, it registers to the backup SIP server BSS. The backup SIP
server BSS propagates the registration request to the main SIP server MSS via the
backup SIP signalling link BL setup over the public switched network PSTN. In the
REGISTER message, the backup SIP server BSS may:

- rewrite the content of the field “Request-URI” to match the main SIP server
registrar URI (Uniform Resource Identifier).

- alter the content of the header field “Allow” (that contains a list of “SIP
methods” such as SUBSCRIBE, NOTIFY, MESSAGE, PUBLISH, OPTIONS ...).

- insert the route headers of the corresponding gateway URI SIPGW1 and SIPGW2

according to its configuration.

For instance, if:

BackupSIPServer.com is the URI of the backup SIP server BSS,

MainSIPServer.com is the URI of the main SIP server MSS,
SIPUA@BackupSIPServer.com is the URI of the terminal T1,

SIPUA®@IPSIPUA is the contact URI of terminal T1 formed by its IP address,
then the terminal T1 sends to the backup SIP server BSS a message:
Register1: registrar.BackupSIPServer.com

From: SIPUA@BackupSIPServer.com

Contact: SIPUA@IPSIPUA

Allow: INVITE, ACK, BYE, REGISTER, SUBSCRIBE, NOTIFY, MESSAGE, PUBLISH,
OPTIONS,...

So the terminal T1 has been registered in the backup SIP server BSS, and this latter
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has indicated that it allows the SIP methods INVITE, ACK, BYE, REGISTER,
SUBSCRIBE, NOTIFY, MESSAGE, PUBLISH, OPTIONS...

Then the backup SIP server BSS sends, to the gateway SIPGW1 a message:
Register2: registrar. MainSIPServer.com

From: SIPUA@ MainSIPServer.com

Contact: SIPUA®@IPSIPUA

Allow: REGISTER, SUBSCRIBE, NOTIFY, MESSAGE, PUBLISH, OPTIONS...

In the message Register2, the field “Allow” has been modified by the backup SIP
server BSS in order to suppress some SIP methods (INVITE, ACK, etc) among those
that were allowed by the terminal T1. The suppressed methods correspond to
services (such as establishment of real time media sessions and attached services
like transfer, ..., for instance) that need a real time signalling or a wide band
signalling that cannot be supported by the backup SIP signalling link BL. Then the

backup SIP server BSS sends an acknowledgement 2000k to the terminal T1.

Then the gateway SIPGW1 sends, to the gateway SIPGW2, via the backup SIP
signaling link BL, a message:

Register3:registrar.MainSIPAppliServer.com

From: SIPUA@MainSIPServer.com

Contact: SIPUA@IPSIPUA

Allow: REGISTER, SUBSCRIBE, NOTIFY, MESSAGE, PUBLISH, OPTIONS,...

Path: SIPGW1.MainSIPServer.com

In the message Register3, a field Path has been added by the gateway SIPGW1 in
order to indicate a path towards the backup SIP server BSS, conforming to standard

RFC3327.

The gateway SIPGW?2 sends, to the main SIP server MSS, a message:
Register4: registrar. MainSIPServer.com

From: SIPUA@ MainSIPServer.com

Contact: SIPUA@IPSIPUA
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Allow: REGISTER, SUBSCRIBE, NOTIFY, MESSAGE, PUBLISH,OPTIONS,...

Path: SIPGW2. MainSIPServer.com, SIPGW1.MainSIPServer.com

The field Path has been completed by the gateway SIPGW2 in order to indicate a
full path towards the backup SIP server BSS, conforming to standard RFC3327.

Then the main SIP server MSS sends an acknowledgement message “2000k” to

backup SIP server BSS via the gateway SIPGW2 and the gateway SIPGW 1.

The backup SIP server according to the invention also enables service subscribing
from the remote site. In the following examples, the backup SIP server BSS shall

alter the relevant headers, including the Route header when needed.

Examples of services:

a) Message waiting indication (see figures 3 and 4): Each user located on the

remote site can use a Voice Mail service located in the main SIP server MSS. This
service notifies the user with the state of his/her mailbox, in whatever mode
(normal/backup) the system is. For such purpose, after registration of a terminal,
the backup SIP server BSS propagates the relevant subscribe request (Message
Waiting Indication EventPackage) to the main SIP server MSS. Upon any significant
change of the user’s voice mailbox state, relevant notification shall be sent from
the main SIP server MSS and propagated to the corresponding user. An application
or equipment can use this notification to inform the user through an appropriate
way (Popup window, icon, blinking LED, tone ...)

b) Resource presence state: SIP devices of the remote site may display global

resource state information (remote user presence state, services availability as
Voicemail services ...). For such a purpose, a SIP user agent sends a subscribe
request (Presence Event Package) to the backup SIP server BSS. This latter forwards
such requests to the main SIP server MSS and processes subsequent notifications to

the corresponding user agents.

¢) Conference membership notification: A SIP user agent may participate to a

conference hosted by a conference server in the main SIP server MSS, and require
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the respective presence states of all participants, through a subscribe request
(Conference Event Package) to the backup SIP server BSS which shall forward such

requests and shall process subsequent notifications.

Figure 3 illustrates the transmission of a SUBSCRIBE message from the SIP user
agent of the terminal T1 located in the remote site to the main SIP server MSS
located in the main site, for subscribing to the service called “message waiting
indication”, in backup mode.

The terminal T1 sends, to the backup SIP server BSS, a message:
Subscribe1:SIPUA@vmail.BackupSIPServer.com

From: SIPUA@BackupSIPServer.com

Event: message-summary

where SIPUA@vmail.BackupSIPServer.com is the URI of the Voice Mail service
attached to Terminal 1 in Backup mode,

and where SIPUA@BackupSiPServer.com is the URI of Terminal 1 in Backup mode.

Then the backup SIP server BSS sends, to the gateway SIPGW1, a message:
Subscribe2:SIPUA@vmail.MainSIPServer.com

From: SIPUA@MainSIPServer.com

Route: SIPGW1.MainSIPServer.com, SIPGW2.MainSIPServer.com

Event: message-summary

In the message Subscribe2, a field Route has been added by the gateway SIPGW1 for

routing the message to the main SIP server MSS.

Then the gateway SIPGW1 sends, to the gateway SIPGW 2, via the public switched
telephone network PSTN, a message:

Subscribe3:SIPUA@vmail.MainSIPServer.com

From: SIPUA@MainSIPServer.com

Route: SIPGW2.MainSIPServer.com

Event: message-summary

In the message Subscribe3, the header field Route has been altered by the gateway
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SIPGW1 by suppressing the URI of the SIP Gateway SIPGW1 which has just been

crossed.

Then the gateway SIPGW 2 sends, to the main SIP server MSS a message:
Subscribe4:SIPUA@vmail.MainSIPServer.com

From: SIPUA@MainSIPServer.com

Event: message-summary

In the message Subscribe4, the field Route has been altered by the gateway SIPGW2
by suppressing the URI of the SIP Gateway SIPGW2 which has just been crossed.

Then the main SIP server MSS sends an acknowledgement message “2000k” to the
terminal T1 via the gateway SIPGW2, the public switched telephone network PSTN,
the gateway SIPGW 1, and the backup SIP server BSS.

The backup SIP server according to the invention enables publications and
notification from the remote side.
a) Publications (An example will be described below with reference to figure 6)
-- Presence state publication (RFC 3856and PUBLISH method):
Devices of the main site (Conference servers, messaging applications,
routing ...) may need Presence state information relative to the users
located in the remote site. These presence data are conveyed from user
agents in the remote site to a Presence agent associated to main SIP server
MSS, via the backup SIP server BBS and the backup SIP signalling link.
-- Call statistics publication (PUBLISH method):
Some devices of the main site (Billing application, conference servers,
routing, voice quality system monitoring ...) need permanent call statistics
information. These call statistics are conveyed from user agents in the
remote site to a Call Statistics agent associated to main SIP server MSS, via

the backup SIP server BBS and the backup SIP signalling link.

b) Notifications (An example will be described below with reference to figure 4)

-- Call statistic notifications: according to RFC6035, the subscribe/notify
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mechanism may also be used in such a case.

-- Call Terminated notification: An automatic redial feature using Dialog
Event Package (RFC4235) may be invoked by a user A located on the main
site, as this user A is trying to contact a user B located on the remote site
and that is busy. A notification of call termination is forwarded to the main
SIP server MSS when the user B becomes available, in order to allow an

automatic redial for the user A.

Figure 4 illustrates the transmission of a NOTIFY message from the main SIP server
MSS located in the main site to the SIP user agent of the terminal T1 located in the
remote site, for notifying the terminal T1 that a message is waiting, in backup
mode.

The main SIP server MSS sends, to the gateway SIPGW2, a message:
Notify1:SIPUA@MainSIPServer.com

From: SIPUA@MainSIPServer.com

Route: SIPGW2.MainSIPServer.com, SIPGW1.MainSIPServer.com

Event: message-summary

Messages-Waiting: yes

The main SIP server MSS adds a field Route for routing the message to the backup
SIP server BSS.

Then the gateway SIPGW2 sends, to the gateway SIPGW1, via the public switched
telephone network PSTN, a message:

Notify2:SIPUA@MainSIPServer.com

From: SIPUA@MainSIPServer.com

Route: SIPGW1.MainSIPServer.com

Event: message-summary

Messages-Waiting: yes

The gateway SIPGW2 modifies the field Route in the message Notify2, by
suppressing the URI of the SIP gateway SIPGW2 which has just been crossed.
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Then the gateway SIPGW1 sends, to the backup SIP server BSS, a message
Notify3:SIPUA@MainSIPServer.com

From: SIPUA@MainSiPServer.com

Event: message-summary

Messages-Waiting: yes

The gateway SIPGW1 modifies the field Route in the message Notify3, by
suppressing the URI of the SIP gateway SIPGW1 which has just been crossed.

Then the backup SIP server BSS sends, to the terminal T1, a message
Notify4:SIPUA@BackupSIPServer.com

From: SIPUA@BackupSIPServer.com

Event: message-summary

Messages-Waiting: yes

Then the terminal T1 sends an acknowledgement message “2000k” to the main SIP
server MSS via the backup SIP server BSS, the gateway SIPGW1, the public switched
telephone network PSTN, and the gateway SIPGW?2.

The backup SIP server according to the invention enables subscription from the
main site.

Figure 5 illustrates the transmission of a SUBSCRIBE messages from the main SIP
server MSS located in the main site to the SIP user agent of a terminal T1 located in
the remote site, for subscribing to call statistics publication, in backup mode.

The main SIP server MSS sends to the gateway SIPGW2 a message:
Subscribe1:SIPUA@MainSIPServer.com

From: callStat@MainSIPServer.com

Route: SIPGW2.MainSIPServer.com,

SIPGW1.MainSIPServer.com

Event: vg-rtcpxr

In the message Subscribe1, the main SIP sever MSS adds a field Route for routing

the message to the backup SIP server BSS.



10

15

20

25

30

WO 2012/123151 PCT/EP2012/051060
15

Then the gateway SIPGW2 sends, to the gateway SIPGW1, via the public switched
telephone network PSTN, a message:

Subscribe2: SIPUA@MainServer.com

From: callStat@MainSIPServer.com

Route: SIPGW1.MainSIPServer.com

Event: vg-rtcpxr

Where callStat@MainSIPServer.com is the URI of the call statistics publication

service.

Then the gateway SIPGW1 sends, to the backup SIP server BSS, a message:
Subscribe3: SIPUA@MainSIPServer.com
From: callStat@MainSIPServer.com

Event: vg-rtcpxr

Then the backup SIP server BSS sends, to the terminal T1, a message:
Subscribe4: SIPUA@BackupSIPServer.com
From: callStat@BackupSIPServer.com

Event: vq-rtcpxr

Then the terminal T1 sends an acknowledgement message “2000k” to the main SIP
server MSS via the backup SIP server BSS, the gateway SIPGW1, the public switched
telephone network PSTN, and the gateway SIPGW2.

The backup SIP server according to the invention enables publications from the
remote side.

Figure 6 illustrates the transmission of a PUBLISH message from the SIP user agent
of the terminal T1 located in the remote site to the main SIP server MSS located in
the main site, for notifying call statistics to the latter, in backup mode.

Terminal T1 sends, to the backup SIP server BSS, a message:

Publish1: SIPUA@BackupSIPServer.com

From: SIPUA@BackupSIPServer.com

Event: vg-rtcpxr
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Then the backup SIP server BSS sends, to the gateway SIPGW1 a message
Publish2:SIPUA@MainSIPServer.com

From: SIPUA@MainSIPServer.com

Route: IPGW1.MainSIPServer.com,

SIPGW2.MainSIPServer.com

Event: vq-rtcpxr

The backup SIP server BSS adds a field Route for routing the message to the main
SIP server MSS.

Then the gateway SIPGW1 sends, to the gateway SIPGW2, via the public switched
telephone network PSTN, a message:

Publish3:SIPUA@MainSIPServer.com

From: SIPUA@MainSIPServer.com

Route: SIPGW2.MainSIPServer.com

Event: vg-rtcpxr

Then the SIP gateway SIPGW2 sends to the main SIP server MSS, a message:
Publish4: SIPUA@MainSIPServer.com
From: SIPUA@MainSIPServer.com

Event: vg-rtcpxr

Then the main SIP server MSS sends an acknowledgement message “2000k” to the
terminal T1 via the gateway SIPGW2, via the public switched telephone network

PSTN, the gateway SIPGW1, and the backup SIP server BSS.

Figure 7 is a block diagram showing an embodiment BSS of the backup SIP server
according to the invention. It comprises:

a management and configuration module MMC;

a classical SIP server CSS;

and a backup application server BAS for implementing the backup operations

according to the invention.
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The classical SIP server CSS comprises a registrar module RGM and a proxy server

PRX. The backup application server BAS comprises:

10

15

20

25

30

- a forward registration manager FRM that duplicates and sends to the main SIP
server MSS, via the proxy PRX, the registration data that are being written into
the registrar module RGM;

a policy manager POM that checks the “SIP methods” (INVITE, ACK, BYE,
REGISTER, SUBSCRIBE, NOTIFY, MESSAGE, PUBLISH, OPTIONS,...) indicated in a
message being sent by a terminal, for keeping or deleting each of these
methods in the message before forwarding the message to the main SIP server
MSS;

- and a link monitor manager LMM that monitors the IP link IPL carried by the
IP network WAN. If it detects any failure of the IP link IPL, it enables the
registrar module RGM of the backup SIP server BSS for registering the local
terminals, and it sets up a backup SIP signaling channel BL via the public
switched telephone network PSTN. The signaling information concerning
services is forwarded to the main SIP server MSS, whereas the signaling

concerning voice is dealt with by the backup SIP server BSS.

Examples of methods selected by the policy manager POM:
- INVITE :

o Non media session (Case Content-Type header <> sdp :
depends on Content-Length header) : cf media type
description (http://www.iana.org/assignments/media-
types)

o Media session (Content-Type header : application/sdp) :
NO

o Content-Type absent: NO (supposed to be SDP in Ack,...)

CANCEL:

BYE:
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ACK:
o If from a non media session : YES

o Otherwise : no
REFER : NO
REGISTER : YES

SUBSCRIBE/NOTIFY : Depends on Event header contents; may also
depend on the Content-Length header value:

o Message-summary : YES (rfc3842)

o Vq-rtcpxr 1 YES (rfc6035)

o presence : YES (rfc3856)

o winfo: YES (rfc3857)

o dialog : YES (rfc4235)

o conference : YES (rfc4575)

o .. (listis not exhaustive)

MESSAGE: depends on the Content-Length value (and the rate :

all data may not be transmitted if traffic is too important)
OPTIONS : YES
INFO : depends on the Content-Length value and the rate

PUBLISH : if Event header is accepted (rfc3903)

Some priorities may also be associated to methods, events or users (SDP invite

might be authorized for a determined user or with a determined low priority),

depending on the value and the capacity of the backup signalling link, the transfer

may whether or not be guaranteed.
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Figure 8 illustrates the operations made by the link monitor manager LMM in the
backup application server BAS:

Step 81: At initialization, the backup SIP server BSS is on standby, i. e. its port is
closed.

Step 82: The link monitor manager LMM periodically sends a keep-alive message to
the main SIP server MSS via the IP network WAN, in order to detect a possible
default of the IP link through the network WAN.

Step 83: Then the link monitor manager LMM checks whether it receives a response
from the main SIP server MSS via the IP network WAN. If it receives a response, it
continues to keep the backup SIP server BSS on standby (Return to step 81).

Step 84: If it does not receive a response, the link monitor manager LMM activates
the backup SIP server BSS in order to forward the registration requests to the main
SIP server MSS.

Step 85: Then the link monitor manager LMM awaits a recovery of the IP network
WAN: It periodically sends a keep-alive message to the main SIP server MSS via the
IP network WAN.

Step 86: Then the link monitor manager LMM checks whether it receives a response
from the main SIP server MSS via the IP network WAN. If it does not receive a
response, the backup SIP server remains active (Return to step 84).

Step 87: If it receives a response from the main SIP server MSS via the IP network
WAN, i. e. if the IP link IPL carried by IP network WAN is working again, it
unregisters the SIP user agents that it had registered locally, and then puts the

backup SIP server BSS back to standby state (Return to step 81).

Figure 9 illustrates, with more details, the step 84 made by the link monitor
manager LMM in the backup application server BAS. If it does not receive a
response, the link monitor manager LMM activates the backup SIP server BSS:

Step 91: It activates the register module RGM so that it accepts to register the
users of the terminals, of the remote site, which request registration.

Step 92: Then it sends a SIP message INVITE to the gateway SIPGW1, for requesting
it to setup a call to the gateway SIPGW2 via the public network PSTN, to set up the
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backup SIP signaling link BL.

Step 93: If the gateway SIPGW1 responds negatively or does not respond, the link
monitor manager LMM tries again (Return to step 92).

Step 94: If the gateway SIPGW1 responds positively, a backup SIP signaling link BL is
now available via the public switched telephone network PSTN. Then the link

monitor manager LMM proceeds to the step 85.

Figure 10 illustrates, with more details, the operations of the forward registration
manager FRM:

When the SIP user agent of a SIP terminal, located in the remote site, sends a SIP
register request RRQ1, via the proxy PRX, this request is locally dealt with by the
forward registration manager FRM. If the backup SIP server BSS is activated:

- The forward registration manager FRM forwards the registration request by
sending a SIP register request message RRQ2 to the main SIP server MSS, via the
proxy PRX. Then the main SIP server MSS acknowledges that it has registered the
user. Then the forward registration manager FRM stores, in a data base D that is
part of the registrar module RGM, an indication that the main SIP server MSS has
registered the user.

- The forward registration manager FRM allows a local registration, in a registrar
memory RM that is part of the registrar module RGM, and allows the sending of an
acknowledgement message ROK, 2000k, to the terminal that sent the register

request RRQ1.

Figure 11 illustrates, with more details, the operations of the policy manager POM:
All the requests that transit through the proxy PRX are dealt with by the policy
manager POM. When the SIP user agent of a SIP terminal, located in the remote
site, sends a SIP request RRQ1, via the proxy PRX, the policy manager POM supplies
a response RS, to the proxy PRX, that may be one of the following ones according to
predetermined rules:

Continue treatment without modification (for instance for a local call, or a

mere phone call via the public network PSTN).

Negative response (For instance refusing a video call via the public switched
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telephone network PSTN because the available bandwidth is insufficient, or
refusing a service that needs a real time signaling that the public switched
telephone network PSTN cannot support).

- Forward the request to its destination (with header modifications).

- No action (For instance, on figure 2, there is no action done when the
backup SIP server BSS receives the message 2000k, because the message
Register1 has already been acknowledged previously by sending a message

2000k to the terminal T1).

It is possible to use classical SIP terminals, without any modification in these SIP
terminals, when a backup SIP server according to the invention is installed in an

enterprise network.

Figure 12 illustrates the operations of a classical SIP terminal T1 located in the
remote site, when it collaborates with an embodiment of the backup SIP server
according to the invention. This terminal stores the address of a main SIP server
and the address of a backup SIP server.

Step 121: The terminal is in its initial state. Generally, in this initial state, the
terminal has been previously registered on the main SIP server.

Step 122: The terminal periodically sends a SIP message, REGISTER, requesting a
registration on any SIP server.

Step 123: Then it checks that the main SIP server responds. If the main SIP server
responds, then the terminal stays in its initial state (Return to step 121), or
continues the normal steps of a call if a call is ongoing.

Step 122’: Between two periodic automatic checking, the user of the terminal may
attempt to make a call while the IP link with the main SIP server does not work
anymore. The attempt triggers the sending of a SIP message, INVITE, addressed to
the main SIP server.

Step 123’: Then the terminal checks that the main SIP server responds. If the main
SIP server responds, then the terminal continues the normal steps of a call.

Step 124: If the main SIP server does not respond, the terminal sends a SIP

message, REGISTER, in order to be registered on the backup SIP server (For instance



10

15

20

25

30

WO 2012/123151 PCT/EP2012/051060
22

the backup SIP server BSS described above).

Step 125: Then it checks whether a SIP server responds. If the backup SIP server
has responded within a predetermined time interval, the terminal goes back to in
its initial state (Return to step 121) in order to continue to periodically send a SIP
message, REGISTER, requesting a registration on the main SIP server.

Step 126: If the backup SIP server has responded that it has registered the
terminal, then the terminal enters into a new state “Registered on backup SIP
server”. It can benefit from the backup SIP server for using services hosted by the

main SIP server.

Figure 13 is a block diagram showing an embodiment SIPGW1 of the
gateway according to the invention. The peer gateway SIPGW2 located in the main
site is similar. This embodiment SIPGW1 comprises a classical gateway CGW, a
proxy PRO and a data compression module DC. The classical gateway CGW
comprises:

- A management and configuration module MC that stores parameters such
as the parameters of IP interfaces, SIP and trunk layers, and route configuration.

- An analog or digital trunk interface module Tl for coupling the gateway to
a trunk of the public network PSTN. Its type depends on the type of trunk.

- A media Server module MS coupled to the enterprise network: It is
located on the |P network side, and manages the RTP/RTCP/T38 ... flows.

- A transcoder module TC: It comprises several types of transcoding
resources, such as audio coders, a HDLC (High-Level Data Link Control) transcoder,
and a modem, in order to convert the protocol used in the enterprise IP network
protocol, for the data payload, to the protocol used in a trunk of the public
network PSTN, and reciprocally.

- A call control module CC: It manages a call according to the type of the
signalization (SIP, Q931, analog ...) used by the terminal of a calling party, and it
drives the Media Server module MS, the transcoder module TM, and the trunk

module TM.

The use of the backup SIP server BSS implies modification of the management and
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configuration module MC and of the call control module CC of the classical gateway
CGW. The management and configuration module MC is modified in order to
receive and store the following parameters:

- A rescue call number that will be used for establishing the backup link BL.

- A data compression flag (to enable/disable compression).

- Value of the bandwidth of the backup link BL (optional).

The call control module CC is modified so as to start (respectively stop) the
relevant HDLC resources of the transcoder module TC in case the called number
matches the rescue call number (instead of starting (respectively stopping)
resources of media server MS and audio coder resources of the transcoder module
TC, as it is normally done for any other call).

The proxy module PRO forwards each SIP message according to the IP address
contained in a SIP Request-URI. The SIP message is either sent to the Call Control
module CC if its IP address is the address of the gateway SIPGW1 (normal ISDN call),
or to the Data compression module DC if the IP address is the address of the main
SIP Server MSS. In the latter case the proxy adds its own IP address in Path header
on each register method. For each other SIP method sent to the Main SIP Server
MSS, the proxy PRO suppresses its own IP address in the Route header.

The data compression module DCM applies a compression according to the
configuration parameters, in order the decrease the size of SIP packets, thus

increasing the maximal signalling data rate on the backup link BL.

Figure 14 illustrates operations made by this embodiment of the gateway
according to the invention for call establishment on the SIP Gateway SIPGW1 (and
SIPGW2). There are two types of calls managed by the gateway SIPGW1:

- Basic outgoing/incoming calls used from/to a local phone in order to make a voice
call.
- An outgoing rescue call, based on the rescue call number, when the call control

module CCM must establish a back up link BL for the SIP signalling data.

There are two types of calls managed by the gateway SIPGW2:

- Basic outgoing/incoming calls used from/to a local phone in order to make a voice
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call.
- An incoming rescue call, based on the rescue call number, when the call control

module CCM of SIPGW1 must establish a back up link BL for the SIP signalling data.

- Step 140: The call control module CC receives a request to set up an outgoing call
(SIPGW1)/incoming call (SIPGW2) to/from the public network PSTN.

- Step 141: The call control module CC checks the called number, on the
outgoing/incoming call establishment request.

- Step 142: If the number matches the rescue call number, then the call control
module CC sets up a backup link BL supporting the HDLC protocol.

- Step 143: If the number does not match the rescue call humber, then the call
control module CC sets up a classical voice link supporting a RTP (Real Time
Transport) protocol on the side of the enterprise network, and starts the data

transcoding in the transcoder module TC.

Figure 15 illustrates operations made by this embodiment SIPGW1 of the gateway
according to the invention, for sending SIP requests and responses to the main site:
- Step 150: A SIP message originating from the remote site is received by the
proxy PRO of the gateway SIPGW1.

- Step 151: The proxy PRO checks the content of its destination URI (request-URI or
identified destination for a SIP response message):

- Step 152: If URI= XXX@SIPGWAddress, the proxy PRO forwards the message
directly to the call control module CC of the gateway SIPGW1.

- Step 153: If URI= XXX@MainSIPGServerAddress, the proxy PRO forwards the
message to data compression module DC, in order to save bandwidth on the backup
link BL.

- Step 154: Then the compressed message is sent to the transcoder module TC
(HDLC coder) of the gateway SIPGW1, in order to transmit the compressed message

via the PSTN network, on the backup link BL.

Figure 16 illustrates operations made by both the SIPGW1 in remote site and the

peer gateway SIPGW2 in the main site for processing SIP egress traffic. The proxy
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may receive SIP requests or responses from the local network, or from the remote
entity (either in the main site or in the local site) via the public network PSTN:

- Step 160: The gateways SIPGW1/SIPGW2 receive SIP a request or response from
the local network.

- Step 161: The gateways SIPGW1/SIPGW2 receive SIP a request or response from
the remote site via the public network PSTN.

- Step 162: In this latter case, an HDLC driver receives compressed data, forwards
them to a decompression module. The decompression module decompresses the
data to reconstitute a SIP message and transmits the SIP message to the proxy of
the gateway.

- Step 163: The proxy receives the SIP message.

- Step 164: The proxy forwards the SIP message to its destination in its local
network (BSS for SIPGW1 and main SIP server MSS for SIPGW2).
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THERE IS CLAIMED:

1) A backup SIP server (BSS) for the survivability of an enterprise network using
session initiation protocol (SIP), this network comprising a main site and at least
one remote site, the main site comprising a main SIP server (MSS) and the remote
site comprising said backup SIP server (BSS), these two sites exchanging SIP
signaling messages via an Internet protocol link (IPL) through an Internet protocol
network (WAN);

characterized in that it comprises:

- means (LMM) for detecting whether the Internet protocol link (IPL) is not working,
and enabling the use of a backup SIP signaling link (BL) to the main site via a SIP
gateway (SIPGW1) and a public telephone network (PSTN) when the Internet
protocol link is not working;

- means (FRM) for transferring SIP signaling information on this backup link (BL);

- means (FRM) for, when receiving a registration request from a terminal of the
remote site while the Internet protocol link (IPL) is not working, registering this
terminal locally and forwarding the registration request to the main site via the
backup link (BL);

- means (POM) for storing policies defining what services, supplied by the main SIP
server (MSS), are compatible with said backup SIP signaling link, and for altering the
content of at least one field in each SIP signaling message addressed to the main SIP
server before transferring this SIP signaling message on the backup link (BL), this

content being altered according to said policies.
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AMENDED CLAIMS
received by the International Bureau on 29 March 2012 (29.03.2012)

1) A backup SIP server (BSS) for the survivability of an enterprise network using
session initiation protocol SIP, this network comprising a main site and at least one
remote site, the main site comprising a main SIP server (MSS) and the remote site
comprising said backup SIP server (BSS), these two sites exchanging SIP signaling
messages via an Internet protocol link (IPL) through an Internet protocol network
(WAN); comprising:

- means (LMM) for detecting whether the Internet protocol link (IPL) is not working,
and enabling the use of a backup SIP signaling link (BL) to the main site via a SIP
gateway ‘(SIPGW1) and a public telephone network (PSTN) when the Internet
protocol link is not working;

- means (FRM) for transferring SIP signaling information on this SIP backup link (BL);
- means (FRM) for, when receiving a registration request from a terminal of the
remote site while the Internet protocol link (IPL) is not working, registering this
terminal to the backup SIP server and forwarding the registration request to the
main SIP server via the SIP backup link (BL);

characterized in that it further comprises means (POM) for storing policies defining
what services, supplied by the main SIP server (MSS), are compatible with said
backup SIP signaling link, and for altering the content of at least one field in each
SIP signaling message addressed to the main SIP server before transferring this SIP
signaling message on the SIP backup link (BL), this content being altered according

to said policies.

AMENDED SHEET (ARTICLE 19)



PCT/EP2012/051060

WO 2012/123151

1/12

-
[ . 554
l
ZL \\\\ chd IMdIS X
0 O- /
Mp<4 LNV
‘ @
< ] REs]
1dl L
_ 4% kS|
SSKW IS NIVIN NYM 31I1S 3LOW3d




PCT/EP2012/051060

WO 2012/123151

2/12

€01
_ ) I S
000z N1Sd U0 %000z 1000z "L 1000
_ 73QHIsqng N1Sd Uogaquasqng 149sgng Dnma:uma: G
| | | |
| _ | | |
SSK MOdIS IMOdIS SSd LL
ARSIE
_
Q ﬂvQ NLSdU0 %000
#0002
| 7 y2)51b9y m—AW NISd U0 Jaisibay
| |
” |
_
SSH IMAdIS




PCT/EP2012/051060

WO 2012/123151

3/12

A i p—

&

.
%o 002 10 00Z m ; %0002Z 10002

Lsquosens NLSd U0 Z8qiasqns :_ﬁ caquasqng T 729udsqng
| | _ _ _

SSI ZMOdIS LMOdIS ‘ Ssd 1l

——————

yARSIE!

Dﬁ 0002 Gf NLSd U0 3o 00Z
_
_

SSKH

E:ozl_u NLSd uo ZA4HoN

_
,
¢MOdIS L MOdIS Ssd 3




PCT/EP2012/051060

WO 2012/123151

L/12

S —————

97914

%0002

|
-
s

44stiqnd

NiSd U0 4000z

NISd Yo g Ustiqnd

|

LMOJIS

SSH




WO 2012/123151 PCT/EP2012/051060

Management/Configuration module

|

|

|
AT RGM (FRM | |
"{ Forward Registration

Manager

T

REGISTRAR

. J
j Policy
ul Manager
Proxy
| (LMM
W # LinB Monitor
Manager




WO 2012/123151 PCT/EP2012/051060

6/12
FIG_8 LMM

R ——

Stanby /’81
Backup SIP server

) v 82
Periodic KeepAlive
with main SIP server

83
[ OK

NOK

84

Running
Backup SIP server

- 85
Periodic KeepAlive
‘ with Primary SIP server

86
NOK

——e S —— ot

OK 87

SIPUser Agents

ll Unregistering
|
l

— Tttt gt e, gt



WO 2012/123151 PCT/EP2012/051060

7/12

Start REGISTRAR memory “]
RGM l

' 9
SIPINVITE
to SIPGW!

I
!
]
I
!
[

NOK

OK

94
Backup Signalization /,———a/

established

85



WO 2012/123151 PCT/EP2012/051060

8/12
FIG_10
SiP Register requests 1™~ RRQ1
trom loal SIPUserAgents
l . PRX
Proxy
RGM

L - g,_’ F?M

!

s [ T D )
. / Forward Registration
Registar DataBase | |

e . J
T T v J’PRX
/PRX Proxy
Proxy 1
RRQ2
y ROK SIP (
register request
2000K § to rnalgn SIP Sqervvg>
FIG_11
SIP requests/responses f~—RG
POM
, ﬁ[.szx RQ {
Policy
P
roxy v Manager
7,:FZ'S RS
Response




WO 2012/123151

PCT/EP2012/051060

Pernodidkeep alive

SIPREGISTER
request

| 200 OK

l
Others

123

122

9/12
FIG_12
/TY
!
Registered
on main SIP server 121
122’

SIP INVITE request
to main SIP server

No response

124

|

i Sip REGI STER

request

responses

123/

No response

Time out

Registered

on Backup SIP server

| — 126




PCT/EP2012/051060

10/12

WO 2012/123151

ﬁlll! lllllllll 7
| |
T”NV 1oA19G RIPS ¢ >
| wagow . SEIPSW “ MN3'dLY
27dH 4 x
€701 | iopoosuel] e SH o uoissaidwiod
_ ¥ eleg
S \
| 0
| |
syunuy o1uoA |[e Ax0l1g :
.Tz_,mm _¢v Euig/Boreuy [ QUED fe—f—s dis 1 dis
: |
- 8&
DA~ _— Odd
a|npow
uoneinbiyuor;juswabeusy 7\ M99
IMadIS~ | - o ]




WO 2012/123151 PCT/EP2012/051060

Outgoing call(to PSTN) d—140
Incoming call(from PSTN)

141

=Rescue Cail Number

Call Control

#+ Rescue CallNum

| o

Trunk establisment
Allocate RTP channel Trunk establisment
Start Coder Start HOLC




WO 2012/123151 PCT/EP2012/051060

12 /12
FIG_15

> SIP requests/responses 150

URI==0 MainSIPServerAddress

(153

Gctéway Data Compression
Call Control
r
154
Send to v
HDLC driver

Ingress routing on SIPGW1

FIG_16
161
/160 (
Gateway Receive from
Call Control HDLC driver
I ] 163 l 162
Data [

Proxy &

Compression

I

SIPrequests/res p%

Egress routing on SIPGW 1




INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2012/051060

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4M7/00 HO4L29/06 HO4L12/24
ADD.

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HO4AL HOA4M

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A US 2007/047571 Al (KANDIKONDA PRASAD V 1
[US] ET AL) 1 March 2007 (2007-03-01)
page 1, paragraph 16 - page 3, paragraph
33

page 3, paragraph 45 - page 6, paragraph
84
figures 1-4

A US 7 613 170 B1 (GRABELSKY DAVID A [US] ET 1
AL) 3 November 2009 (2009-11-03)
column 9, line 7 - column 12, line 34
column 24, line 6 - column 28, line 3
figures 3-5,10-13

_/__

Further documents are listed in the continuation of Box C. See patent family annex.

* Special categories of cited documents : . . . .

"T" later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

"A" document defining the general state of the art which is not
considered to be of particular relevance

"E" earlier document but published on or after the international "X* document of particular relevance; the claimed invention
filing date cannot be considered novel or cannot be considered to

"L" document which may throw doubts on priority claim(s) or involve an inventive step when the document is taken alone
“f:"f.h 18 °'tetg to QStaI?I'ISh the publlcatlon_fgia;e of another "Y" document of particular relevance; the claimed invention
citation or other special reason (as specified) cannot be considered to involve an inventive step when the

"O" document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu-
other means ments, such combination being obvious to a person skilled
"P" document published prior to the international filing date but inthe art.
later than the priority date claimed "&" document member of the same patent family
Date of the actual completion of the international search Date of mailing of the international search report

7 March 2012 15/03/2012

Name and mailing address of the ISA/ Authorized officer

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040, .
Fax: (+31-70) 340-3016 Koch, Gyorgy

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2



INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2012/051060

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

A

US 2008/098117 Al (FUKUHARA RYUJI [JP] ET
AL) 24 April 2008 (2008-04-24)

page 2, paragraph 32 - page 5, paragraph
71

figures 1-4

KLIMOV SYNTERRA-URAL A: "B2BUA with
Survivability Feature;
draft-klimov-sipcore-b2bua-survivab
ility-00.txt",

B2BUA WITH SURVIVABILITY FEATURE;
DRAFT-KLIMOV-SIPCORE-B2BUA-SURVIVAB
ILITY-00.TXT, INTERNET ENGINEERING TASK
FORCE, IETF; STANDARDWORKINGDRAFT,
INTERNET SOCIETY (ISOC) 4, RUE DES
FALAISES CH- 1205 GENEVA, SWITZERLAND,
26 May 2009 (2009-05-26), XP015062527,
the whole document

JENS FIEDLER ET AL: "Reliable VolP
Services Using a Peer-to-Peer Intranet",
MULTIMEDIA, 2006. ISM'06. EIGHTH IEEE
INTERNATIONAL SYMPOSIUM ON, IEEE, PI,

1 December 2006 (2006-12-01), pages
121-130, XP031041773,

ISBN: 978-0-7695-2746-8

page 121, section "I. Introduction"
page 122, section "A. VoIP Load Balancing"
figure 1

US 2008/075265 Al (KHANCHANDANI NIRAJ
[US]) 27 March 2008 (2008-03-27)

page 3, paragraph 27 - paragraph 28
page 3, paragraph 33 - paragraph 39
figures 1,3,4

EP 1 526 697 A2 (3COM CORP [US])

27 April 2005 (2005-04-27)

page 7, paragraph 35 - page 8, paragraph
45

page 8, paragraph 47 - page 10, paragraph
66

page 12, paragraph 81 - page 13, paragraph
90

figures 1,2,7

US 2005/111390 Al (KOBAYASHI YOSHIKAZU
[JP]) 26 May 2005 (2005-05-26)

page 4, paragraph 72 - page 6, paragraph
110

figures 3-26

1

Form PCT/ISA/210 (continuation of second sheet) (April 2005)

page 2 of 2




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/EP2012/051060
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2007047571 Al 01-03-2007  NONE
US 7613170 Bl 03-11-2009 US 7613170 Bl 03-11-2009
US 2010061228 Al 11-03-2010
US 2011273979 Al 10-11-2011
US 2008098117 Al 24-04-2008 JP 2008104112 A 01-05-2008
US 2008098117 Al 24-04-2008
US 2008075265 Al 27-03-2008  NONE
EP 1526697 A2 27-04-2005  EP 1526697 A2 27-04-2005
US 2005083911 Al 21-04-2005
US 2009003535 Al 01-01-2009
US 2011267986 Al 03-11-2011
US 2005111390 Al 26-05-2005 JP 2005159431 A 16-06-2005
US 2005111390 Al 26-05-2005

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - claims
	Page 29 - amend-body
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - wo-search-report
	Page 43 - wo-search-report
	Page 44 - wo-search-report

