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WIRELESS ACCESS AUTHENTICATION

Background

{0001} In wircless local arca network (WLAN) technology, many wircless authentication
protocols such as Wireless-Fidelity (WIFD), ZigBee, and Bluetooth have been proposed.
Terminal devices such as smart phones, smart tablet computers, smart bracelets, and compound
intelligent gateways may support several wireless aunthentication protocols used in different
WL ANSs. Nevertheless, when a terminal device intends to access several different WLANS, the
terminal device is subject to multiple wireless access authentications according to the wireless
authentication protocols supported by access points (APs) of cach WLAN such as an intelligent
gateway and a relay device. The wireless access authentication operation may include for

example inputting a username and password.

Brief Description of the Drawings

[0002] Fig.1is a schematic diagram illustrating a network structure according to an example
of the disclosure.

[0003] Fig.2 illustrates a flowchart of a method for wireless access anthentication according to
an example of the disclosure.

{0004] Fig.3 illustrates a flowchart of a method for wireless access authentication according to
an example of the disclosure.

{0005] Fig.da schematically illustrates an interacting process of a method for wireless access
authentication according to an example of the disclosure.

{0006} Fig.4b schematically illustrates an interacting process of a method for wireless access
authentication according to an example of the disclosure.

{00071 Fig.5a schematically illustrates an interacting process of a method for wireless access
authentication according to an example of the disclosure.

[0008] Fig.5b schematically illustrates an inferacting process of a method for wireless access
authentication according to an example of the disclosure.

[0008] Fig.6a is a schematic diagram illustrating a device for wireless access authentication
according to an example of the disclosure.

[0010] Fig.6b is a schematic diagram illustrating the logic structare of a device for wireless
access authentication according to an example of the disclosure.

{0011} Fig.7a is a schematic diagram illustrating a device for wircless access anthentication
according to an example of the disclosure.

{0012} Fig.7b is a schematic diagram illustrating the logic structure of a device for wireless

1



|4}

10

20

WO 2016/173536 PCT/CN2016/080668

access authentication according to an example of the disclosure.

Betailed Description of the Embodiments

[0013] Fig.1 is a schematic diagram illustrating a network structure according to an example
of the disclosure. Referring to Fig.1, a cloud server 110 may establish connection with several
intelligent gateways located in different areas via Internet. For ipstance, the cloud server 110
may connect with intelligent gateway 12A and intelligent gateway 12B respectively. Relay
devices 131 and 132 may access a network through the intelligent gateway 124, and relay
devices 133 and 134 may access a network through the intelligent gateway 12B. Terminal
devices 141 and 142 may support many wireless authentication protocols. In a unified
authentication mode, if intend to access several different WL ANSs, terminal devices 141 and 142
are to subject tfo multiple wircless access authentications according to the wireless
autheuntication protocols supported by wireless APs of each WELAN. For instance, in case that
relay devices 131-134 are based on different authentication protocols, when a terminal device
such as cell phone 141 accesses relay devices 131-134, the user will perform predetermined
authentication action for the terminal device according to the respective authentication protocols
of relay devices 131-134, such as inputting a password for anthentication aunthority.

{0014} According to the method for wireless access authentication, an intelligent gateway may
be previously associated with account information of an account registered on the intelligent
gateway on a cloud server. The account information may include identity information such as a
uscrname, password for verification authority, and information of a trusted terminal device
corresponding to the account. And wherein, the number of trusted terminal devices
corresponding to the account may be one or more, and the information of the trusted terminal
device may be, for example, the address of the device and referred to “trusted terminal device
information” hereinafter. When receiving an access authentication packet, the intelligent
gateway may construct an identity verification packet by using authentication identification of a
terminal device to access a WLAN, which is carried in the access authentication packet, and
identity information (such as a asername) of an account previounsly registered on the intelligent
gateway. And wherein, the aunthentication identification may be mentioned as “access
authentication identification”, and the identity information may be mentioned as “association
account identification”. Then the intelligent gateway may transmit the constructed identity
verification packet to the cloud server. When the cloud server determines the terminal device
cotresponding to the access authentication identification as a trusted terminal device according
to the access authentication identiflication and the association account identification, the
terminal device corresponding to the access authentication identification is permitted to pass the
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access authentication. Consequently, when the terminal device intends to access multiple
different WLANSs, this method may be used for unified asthentication instead of security
verification for cach WLAN. In this way, operations on wireless access authentication can be
reduced and less authentication information during the authentication process will be generated,
which avails to intelligent gateway management.

[0015] Referring to Fig.2, the flowchart of the method for wireless access authentication
according to an example is illustrated. This method can be applied to intcHigent gateway. The
cloud server may save account information of an account previously registered on infelligent
gateway. The account information may include, for example, a username, password, and the
address of trusted terminal device. The method may comprise following blocks.

{00161 At block 201, the intelligent gateway may receive an access authentication packet,
which compriscs authentication identification indicating a terminal device that is to access the
WLAN managed by the intelligent gateway.

{00171 In this example, when the terminal device makes a request to access the WLAN, the
intelligent gateway may receive the access authentication packet sent by the termunal device, the
access authentication packet comprises the authentication identification of the terminal device.
The authentication identification may be the hardware address of the termunal device, such as
the Media Access Control (MAC) address, the Bluctooth address, the ZigBee address and the
clectronic label of the terminal device.

{00187 At block 202, the intelligent gateway may coustruct an identity verification packet,
which comprises access authentication identification and association account identification, and
the access authentication identification represents the authentication identification of the
terminal device carried in the access authentication packet, the association account
wdentification indicates an account previously registered on the intelligent gateway.

{0018} After acquiring the authentication identification of the terminal device carried in the
access authentication packet, the intelligent gateway may construct an identity verification
packet according to the authentication identification and the identity information of the account
previously registered on the intecHigent gateway.

{00201 When initially setting the intelligent gateway, the user may register account
information of an account on the intelligent gateway, for example, by logging in a client
interface of the intelligent gateway. For example, the user may set information sach as a
username, password and the address of a trusted terminal device on the client interface. After
acquiring the account information registered by the user, the intelligent galeway may further
transmit the account information to the cloud server. Then the cloud server may establish
correspondence between the account information and the intelligent gateway, and accordingly
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the association between the intelligent gateway and the registered account information is
accomplished in the cloud server. Further, the account registered on the intelligent gateway may
be saved as a trusted account in the cloud server. In an example, the cloud server may acquire a
character string of a fixed length by calculating information such as address information of the
intelligent gateway, timestamp (information such as year, month, day, and the current time} and
a period of validity with a predetermined algonithm. Aund the clond server may transmit the
character string as a security code to the intelligent gateway. In this way, when constructing an
identity verification packet as follows, the jutelligent gateway may add the security code
acquired from the cloud server in advance to the identity verification packet.
{00211 At block 203, the inteHligent gateway may transmit the identity verification packet to
the cloud server, which saves account information of one or more trusted accounts in advance.
{00221 In this disclosure, the intelligent gateway may send information of the account
previously registered on intelligent gateway to the cloud server, wherein the imformation
includes a username, password, the address of trusted terminal device, etc. Thus the cloud
server may collect all information of one or more frusled devices corresponding to one account.
After that, when the intelligent gateway receives an access authentication packet, it may take
authentication identification of a terminal device to access the WLAN, which is carried in the
access authentication packet, as access authentication identification, and take identity
information of the account registered on the intelligent gatcway as association account
identification. Then the intelligent gateway may construct an identity verification packet with
the access authentication identification and the association account identification and send it to
the cloud server to verify whether the terminal device corresponding to the access authentication
identification is a trusied terminal device of the account corresponding to the association
account identification. If the terminal device corresponding to the access authentication
identification 1s a trusted terminal device, the cloud server may return to the intelligent gateway
a verification success packet carried with the access authentication identification, so that the
intelligent gateway may confirm that the terminal device corresponding to the access
authentication wdentification 1s trusted.
{00231 Atblock 204, when receiving the verification success packet from the cloud server, the
intelligent gateway may permit the terminal device corresponding to the access authentication
identification carried in the verification success packet to pass the access authentication.
{0024] When receiving the verification success packet from the cloud server, the intelligent
gateway may determine the terminal device corresponding to the access authentication
identification carried in the verification success packet as a trusted terminal device, thus permits
the terminal device to access the WLAN managed by the intelligent gateway.
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[0025] According to the method for wircless access authentication, the intelligent gateway
may be associated in advance with the account information of the account registered on the
intelligent gateway on the cloud server. When receiving the access authentication packet, the
intelligent gateway may determine the authentication identification of the terminal device to
access the WLAN, which is camried in the access authentication packet, as the access
avthentication identification. And the intelligent gateway may determine the identity
information of the account previously registered on the intelligent gateway as the association
account identification. Then the intelligent gateway may counstruct the identity verification
packet with the access authentication identification and the association account identification,
and send it to the cloud server. When determining the terminal device corresponding to the
access auothentication identification as a trusted terminal device based on the access
authentication identification and the association account identification carried in the identity
verification packet, the cloud server may send the verification success packet carried with the
access authentication identification to the intelligent gateway, so as to permit the terminal
device corresponding to the access authentication identification o pass the access authentication.
Consequently, when a terminal device intends to access multiple different WLANS, this method
can be used for unified authentication instead of security verilication for each WLAN. In this
way, user operations can be reduced and less authentication information during the
authentication process will be generated, which avails to intelligent gateway roanagement.
{00281 In another example, the intelligent gateway may also receive the access aunthentication
packet from a relay device wherein the relay device may be previously registered on the
intelligent gateway. For example, when a terminal device makes a request to access a WLAN
managed by the intelligent gateway via a relay device, the terminal device may send to the relay
device an access authentication packet carried with the authentication identification of the
terminal device. After receiving the access authentication packet, the relay device may
reconstruct and send a new access authentication packet to the intelligent gateway according to
the authentication identification caried in the access authentication packet. The terminal device
may perform the access authentication by using its own hardware address such as MAC address
as the authentication identification, and the source address of the access anthentication packet
reconstructed by the relay device will be the address of the relay device instead of the address of
the terminal device. Therefore, the relay device may add the authentication identification of the
terminal device into a preset ficld of the reconstructed access authentication packet, for the sake
that the intelligent gateway may acquire the hardware address of the terminal device to perform
the access authentication.

{00277 In this situation, when receiving the access anthentication packet reconstructed by the
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relay device, the intelligent gateway may determine whether the received access authentication
packet includes the preset field before constructing the identity verification packet. If the access
authentication packet does not include the preset ficld, then the intelligent gateway may
determine the source MAC address of the access aunthentication packet as the aunthentication
identification of the terminal device. If the access authentication packet includes the preset field,
then the intelligent gateway may extract the authentication identification of the terminal device
from the preset ficld of the access authentication packet as the access authentication
identification, and determine the identity information such as a usermame of the account
registered on the intelligent gateway as the association account identification. Then the
intelligent gateway may construct an identity verification packet with the access authentication
identification and the association account identification and transmit it to the cloud server
According to the association account identification and the access authentication identification
carried in the identity verification packet, when the cloud server locally finds out a record
matching the access authentication identification in the trusted terminal device information of
the trusted account corresponding to the association account identification, the terminal device
corresponding to the access authentication identification may be determined as a trusted
terminal device. And thereby, a verification success packet carried with the access
authentication identification may be returned to the intelligent gateway. After receiving the
vertlication success packet, the wntelligent gateway may inforro the relay device to allow the
terminal device corresponding to the access authentication identification in the verification
success packet to access the WLAN managed by the intelligent gateway via the relay device.
When the cloud server cannot {ind out a record of the trusted terminal device matching the
access authentication identification locally according to the association account identification
carried in the identity verification packet, the terminal device corresponding to the access
authentication identification may be determined as a distrusted terminal device. And thereby, a
verification failure packet carried with the access anthentication identification may be returned
to the intelligent gateway. After receiving the verification failure packet, the intelligent gateway
may inform the relay device to request the termunal device corresponding to the access
authentication identification perform manual authentication. For example, a user may input the
account formation such as a username and password previously registered on the intelligent
gateway. And after the terminal device passes the manual authentication, the intelligent gateway
allows the terminal device to access the WLAN managed by the intelligent gateway via the
relay device. The relay device may send the authentication identification of the terminal device
to the cloud server via the intelligent gateway after the terminal device passes the manual
authentication. Therefore, the cloud server may establish correspondence between the
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authentication identification of the terminal device and the account information previously
registered on the intelligent gateway. For example, the cloud server may add the authentication
identification of the terminal device to the trusted terminal device information of the account
registered on the intelligent gateway. Thus, when the terminal device is to subject to wireless
access authentication the next time, it may be determined as a trusted ternminal device according
to the correspondence. Therefore, no more manual authentication is needed, morcover user
operations can be reduced and the authentication efficiency can be improved.

{0028} The intelligent gateway may perform a similar process to the access authentication
packet directly received from the terminal device. In other words, the intelligent gateway may
determine whether the received access authentication packet includes the preset field before
constrocting the identity verification packet, and then proceeds correspondingly.

{00291 In another example, when the terminal device to access the WLAN supports multiple
wireless access protocols, the authentication identification of the termunal device may comprise
multiple hardware addresses such as MAC address, Bluetooth address, ZigBee address, and
electrical label. Tn order for the intelligent gateway to obtain all the hardware addresses of the
terminal device efficiently, the terminal device may add a specific field in a predetermined
position of an access authentication packet to transmit the access authentication packet, and the
specific field may comprise all the hardware addresses of the terminal device. Therefore, when
the intelligent gateway receives the access aunthentication packet from the terminal device, it
may quickly obtain all the hardware addresses of the terminal device by analyzing the specific
field in the access aunthentication packet, and the obtained hardware addresscs may be used as
the authentication identification of the terminal device, thereby improving the processing
ctficiency of access authentication.

{00301 In another example, when the relay device reconstructs a new access aunthentication
packet based on the access authentication packet from the terminal device, it may also add the
content of the specific field in the access authentication packet to the preset field in the newly
reconstructed access authentication packet. Thus the intelligent gateway may obtain all the
hardware addresses of the terminal device as the access authentication wdentification efficiently.
{0031] Referring to Fig.3, it illustrates a flowchart of a method for wireless access
authentication applied on a cloud server according to an example of the present disclosure. The
cloud server may associate an intelligent gateway and account information of an account
registered on the intelligent gateway in advance. The account information may comprise
identity information such as a username, password {or verification authority and the addresses
of one or more trusted terminal devices corresponding to the account. This method comprises

the {oHowing steps.
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{00327 At block 301, the cloud server may receive an identity verification packet carried with
access authentication ideuntification and association account identification, which is sent by the
intclligent gateway. The access authentication identification represcnts authentication
identification indicating a terminal device which is to access the WLAN managed by the
intelligent gateway. The association account identification indicates an account previously
registered on the intelligent gateway.

{0033} When receiving the identity verification packet from the intelligent gateway, the cloud
server may acquire the access authentication identification and the association account
identification carried in the identity verification packet. The access authentication identification
may comprise one or more of the MAC address, the Bluetooth address, the ZigBee address, the
electrical label of the terminal device, etc. The association account identification may be
identity information such as the username of the account previously registered on the intelligent
gateway.

{00341 At block 302, the cloud server may search pre-saved trusted accounts to determine
whether the access authentication identification exists 1o trusted termival device information of
the trusted account corresponding to the association account identification.

[00358] The cloud server may scarch, in the locally-saved trusted accounts, the account
information corresponding to the association account identification carried in the identity
verification packet. Then the cloud server may determine whether a record matching the access
authentication identification exists in the account information.

{00361 At block 303, when the access authentication identification exists in the trusted
terminal device information of the trusted account corresponding to the association account
identification, a verification success packet carried with the access authentication identification
may be returned to the intelligent gateway.

[0037] When the access authentication identification exists in the trusted terminal device
information of the trusted account corresponding to the association account identification stored
in the cloud server, the cloud server may determine the terminal device corresponding to the
access authentication identification to be a trusted terminal device. Thus, a verification success
packet carried with the access anthentication identification mway be returned to the intelligent
gateway which sent the identity verification packet. If the access aunthentication identification
does not exist in the trusted terminal device information, the terminal device may be determined
to be a distrusted terminal device, and a verification failure packet carried with the access
authentication wdentification may be returned to the intelligent gateway.

{0038} In another example, the cloud server may receive the account information which is
previously registered on the intelligent gateway and sent by the intelligent gateway, and
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cstablish correspondence between the account information and the intelligent gateway. Further,
the cloud server may obtain a character string of a fixed length by calculating the wnformation
such as address information of the intelligent gateway, timestamp (information such as year,
month, day, and the current time) and a period of validity with a predetermined algorithm. The
obtained character string may be distributed as a security code to the intclligent gateway. In this
way, the cloud server may firstly check the security code wheun performing access authentication
for the terminal device the next time. If the identity verification packet {rom the intelligent
gateway does not carry any security code or the security code carried in the identity verification
packet is invalid, then the intelligent gateway may be instructed to send the account information
registered thereon to the cloud server again. Thus, the intelligent gateway may regain a security
code, and perform the access authentication of the terminal device again based on the regained
sccurity code. Therefore the disclosure may ensure the uniformity between the account
information registered on the intelligent gateway and the account information saved on the
cloud server, moreover the security of the internet may be improved.

{00391 In another example, for the sake of preventing hostile attack, the cloud server may also
restrict the number of authentication repeat times of a same network node by judging the MAC
address or IP address of the network node. For instance, when auothentication of the same
network node fails several times (such as three times), the network node should be restricted to
authenticate again for a period. Accordingly, the security of the access authentication process
may be improved.

{00401 Hereinafter, referring to the network structure illustrated in Fig.1, a further detailed
description according to an example will be given as follows.

{0041] Suppose that a user employs compound intelligent gateways 12A and 12B as data
processing backbones respectively in residences in city A and city B. The user may log in the
client interfaces of intelligent gateways 12A and 12B respectively by using a terminal device
such as personal laptop. The wser may register vnilied account nformation N on the client
interfaces, wherein, the unified account information N may comprise a username, password and
trusted terminal device information, etc. The trusted terminal device information may comprise
one or more of the MAC address, the Bluetooth address, the ZigBee address and the electronic
label of the terminal device, etc. After the user registered successfully, intelligent gateways 12A
and 12B may encapsulate the account information N into a register request (Register REQ)
packet and send it to the cloud server 110, respectively. For example, the intelligent gateway
12A may encrypt the account information such as wsername and password, and encrypt the
trusted terminal device information such as the MAC address, the Bluetooth address, the
ZigBee address and the electronic label of the personal laptop mentioned above according to a

o
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predetermined algorithm. Then the intelligent gateway 12A may fill the encrypted account
wformation and the encrypted trusted terminal device information in different predetermined
positions of the Register REQ packet, respectively. Additionally, the encapsulated Register REQ
packet may carry MAC address MACA of the intelligent gateway 124, and the MAC address
MACA may be used as the identification of the intelligent gateway 12A. The process of the
intelligent gateway 12B 1s similar, therelore, is not described here.

{0042} When receiving the Register REQ packets respectively from the intelligent gateway
12A and 128, the cloud server 110 may further determine whether the username and password
in Register REQ packet are correct. If they are correct, the cloud server 110 may associate the
MAC addresses MACA, MACB of the intelligent gateways 12A and 12B with account
wnformation N respectively. And as a response to the Register REQ packet, the cloud server 110
may send back a register acknowledgement (Register ACK) packet and security codes M1, M2
to the intelligent gateways 12A and 12B, respectively. If the username and password are not
correct, the cloud server 110 may send back a register non-acknowledgement (Register NAK)
packet to the infelligent gateways 12A and 12B as a response to Register REQ packet. The
Register NAK packet may instruct the intelligent gateways 12A and 12B to reregister the
account information. When receiving the Register ACK packet returned {rom the cloud server
110, the intelligent gateways 12A and 12B may determine that the account information N
registers successfully on cloud server 110, and the indelligent gateways 12A and 12B may
update the security code by sending Register RE(} packet periodically. When successfully
associating with the account information on cloud server 110, the intelligent gateways 12A and
12B wmay also locally establish a legal user database based on the associated account
information, and the users in the legal wser database arc allowed to acquire WLAN access
authority. Thus, other users may be forbidden to perform access authentication on the intelligent
gateways 12A and 12B. The following two examples will be described to show how to carry out
the wireless access authentication of this disclosure by using account information N.

[0043] Example 1

[0044] As shown in Fig.1, suppose that a user uses a cell phove 141 (ie., a terminal device
141} to make a request to access the WLAN managed by intelligent gateway 12A by WIF] for
the first time in residence in city A. The interactive process among the cell phone 141,
intelligent gateway 12A and cloud server 110 may be shown in Fig.4a.

{0045] The intelligent gateway 12A may send a Beacon frame in a Beacon Interval, and a
non-encryption mode of authentication is designated in the Beacon frame. When the wireless
function of the cell phone 141 is ON, the cell phone 141 may keep up monitoring in the
Industrial Scientific Medical (ISM) band. The ISM band used in industry, science, medicine
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fields, etc. may be 2,4GHz and 5GHz at present. When receiving the Beacon frame from the
intelligent gateway 12A, the cell phone 141 may add the Service Set ldentifier (S5ID) of
intclligent gateway 12A to the wireless channel list of the cell phone 141, In this example, the
cell phone 141 may connect (o the intelligent gateway 12A by WIFI. However, the user may
decide which network the ccll phone 141 is to access according to the SSID, or the Cell phone
141 may also automatically choose the network to be accessed. For example, the cell phone 141
may automatically connect the network with the strongest signal coverage according to the
Recetved Signal Streogth Identification (RSS1). Suppose the cell phone 141 chooses to access
the wireless network managed by intelligent gateway 12A. then it may construct a wireless
access authentication Probe Request packet and send it to the intelligent gateway 12A. The
source MAC address of the access authentication Probe Request packet is the MAC address
MACO of the cell phone 141. Suppose no preset field is added in the predetermined position of
the access authentication Probe Request packet, then the source MAC address MAC( may be
considered as the authentication identification of the cell phone 141 to access the WLAN.
[0048] When receiving the access anthentication Probe Request packet from the cell phone
141, the intelligent gateway 12ZA may determine whether there is a preset field in the
predetermmined position of the access authentication Probe Request packet. If the access
authentication Probe Request packet does not include the preset field, then the intelligent
gateway 12A may determune the source MAC address MACO of the access anthentication Probe
Reqguest packet as the access authentication identification of the cell phone 141. And the
intclligent gateway 12A may encrypt the access aunthentication identification of MACO, identity
information (mentioned as the association account identification thereinafter) such as a
username of account information N associated with the intelligent gateway 12A, and security
code M1 with a predetermined encryption algorithm. Then the intelligent gateway 12A may add
the encrypted information to an identity verification Account REQ packet with the source MAC
address of MACA (1.e., the MAC address of the intelligent gateway 12A), and send the identity
verification Account REQ packet to the cloud server 110.

{00477 Afler decrypting the received identity verification Account REQ packet by using a
decryption algorithm corresponding to the predetermined encryption algorithm, the cloud server
110 may determine whether the access anthentication identification of MACU carried in the
identity verification Account RE(} packet exists in the trusted terminal device information of
account information N corresponding to the association account identification carried in the
identity verification Account REQ packet. Since the cell phone 141 corresponding to the access
authentication identification of MACO has not been registered on the cloud server 110, the clond
server 110 may determine the terminal device corresponding to the MACUO is not a trusted
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terminal device in account information N, and return a verification failure packet to the
intelligent gateway 12A.

{0048} After receiving the verification failure packet, the intelligent gateway 12A may
determine that the cell phone 141 is not a trusted terminal device in the account information N,
and send to the cell phone 141 an HTTP redirection packet for directing the browser in the cell
phone 141 to a local authentication webpage. Only alter a user inputs the usernarne and the
password of the account information N having been registered on the intelligent gateway 1ZA
on the local authentication webpage, the cell phone 141 may get the authority to access the
wireless network managed by intelligent gateway 12A. Furthermore, the intelligent gateway
12A may also send the MAC address MACO of the cell phone 141 and the account information
N registered on intelligent gateway 12A to the cloud server 110, so that the cloud server may
add the MAC address MACO of the cell phone 141 to the trusted terminal device information of
the account information N.

{00491 Suppose that the user arrives at the residence in city B later, when the user uses the cell
phone 141 o access the WLAN mavaged by the intelligent gateway 12B through WIFI for the
first time, the interaction process among the cell phone 141, the intelligent gateway 12B and the
cloud server 110 is showed n Fig. 4b.

[0050] The intelligent gateway 12B may send a Beacon frame in a Beacon Interval, and a
non-encryption mode of authentication is designated in the Beacon frame. When the wircless
function of the cell phone 141 is ON, the cell phone 141 may keep up monitoring in the ISM
band. When receiving the Beacon frame from the intelligent gateway 12B, the cell phone 141
may add the SSID of the mtelligent gateway 12B to the wireless channel hist of the cell phone
141. The cell phone 141 may send an access authentication Probe Request packet to the
intelligent gateway 12B. The source MAC address of the access authentication Probe Reqguest
packet i1s the MAC address MACO of the cell phone 141. Since there is no preset field in a
predetermined position of the access anthentication Probe Request packet, thus the source MAC
address MACO may be determined as the authentication identification of the cell phone 141 to
access the WLAN.

[0051] After receiving the access authentication Probe Request packet from the cell phone 141,
the intelligent gateway 12B finds out that there is no preset field in the predetermined position
of the access authentication Probe Reguest packet, and may determine the source MAC address
MACO of the access authentication Probe Request packet as the access authentication
identification of the cell phone 141. And the intelligent gateway 12B may encrypt the access
authentication identification of MACQU, identity information (mentioned as the association
account identification thereinafier) such as a username of accownt information N associated with
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intelligent gateway 12B, and security code M2 with a predetermined encryption algorithm.
Then the intelligent gateway 12B may add the encrypted information to an identity verification
Account REQ) packet with the source MAC address of MACB (i.e., the MAC address of the
intelligent gateway 12B), and send the identity verification Account REQ packet to the cloud
server 110.

{00827 Afler decrypting the received identity verification Account REQ packet by using a
decryption algorithm corresponding to the predetermined encryption algorithm, the cloud server
110 may determine whether the access anthentication identification of MACU carried in the
identity verification packet exists in the trusted terminal device information of account
information N corresponding to the association account identification carried in the identity
verification packet. Since the cell phone 141 corresponding to the access authentication
identification of MACO has been registered on the cloud server 110, the cloud server 110 may
determine the terminal device corresponding to the MACO is a trusted terminal device in
account information N, and return a verification success packet to the intcHigent gateway 12B.
[0083] After receiving the verification success packet, the intelligent gateway 12B may permit
the cell phone 141 to access the wireless network managed by the intelligent gateway 12B,
without Inputting a username and password again for access authentication,

[0054] Example 2:

{0055] As shown in Fig.1, suppose that a user uses a Bluctooth speaker as a relay device 131
in the residence in city A, and sets the intelligent gateway 12A as an authentication server; and
uscs an smart lamp supporting ZigBec connection as a relay device 133 in the residence in city
B, and sets the intelligent gateway 12B as an auothentication server. Therefore, the Bluetooth
speaker 131 and the smart lamp 133 may accomplish registration via the intelligent gateways
12A and 12B.

{00568} Suppose the user uses a bracelet as terminal device 142 in the Fig.1, when the user
accesses the bracelet 142 into the WLAN managed by the intelligent gateway 12A via Bluetooth
for the first time in the residence in city A, the interaction process among the bracelet 142, the
intelligent gateway 12A and the cloud server 110 is shown in Fig. Sa.

{00571 The bracelet 142 may construct a Bluetooth access anthentication packet and sends it to
the intelligent gateway 12A. Suppose a preset field is added in a predetermined position of the
Bluetooth access authentication packet, the preset field camries information such as MAC
address, Bluetooth address and ZigBec address of the bracelet 142. Then the authentication
wdentification of the terminal device to access the WLAN, which is carried in the Bluetooth
access authentication packet, may be considered to comprise the MAC address, the Bluetooth
address and the ZigBec address of the bracelet 142,
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[0058] After receiving the Bluctooth access authentication packet from the bracelet 142, the
intelligent gateway 12A may determine whether there is a preset f{ield in the predetermined
position of the Bluctooth access aunthentication packet. When determining that the Bluctooth
access authentication packet includes a preset field, the intelligent gateway 12A may extract the
information such as MAC address, Bluetooth address and ZigBee address of the preset field in
the predetermined position of the Bluetooth access authentication packet as access
authentication identification of the bracelet 142. And the intelligent gateway 12A may
determine the identity information of account information N registered on the intelligent
gateway 12A as association account identification. Afier encrypting the access authentication
identification, the association account identification and security code M1 with a predetermined
encryption algorithm, the intelligent gateway 12A may add the encrypted information to the
identity verification Account REQ packet with the source MAC address of MACA. And
wherein, the security code M1 may be acquired when the intelligent gateway 12A registered on
the cloud server 110. Then the intelligent gateway 12A may send the identity verification
Account RE(Q packet to the cloud server 110,

{00581 After decrypting the received identity verification Account REQ packet according to a
decryption algorithm corresponding to the encryption algorithm, the cloud server 110 may
determine whether a record matching the access authentication identification (such as MAC
address, Bluetooth address and/or ZigBee address of the bracelet 142) carried in the identity
verification Account RE(Q) packet exists in the trusted terminal device information of account
information N corresponding to the association account identification carried in the identity
verification Account REQ packet. Since the bracelet 142 has not been registered on the cloud
server 110, the cloud server 110 may determine that the bracelet 142 is not a trusted terminal
device, and return a verification fatlure packet to the intelligent gateway 12A.

{00607 After receiving the verification failure packet, the intelligent gateway 12A may
determine that the bracelet 142 is not a trusted terminal device in the account information N.
Therefore the intelligent gateway 12A may inform the user to manually input the PIN code
maiching the bracelet 142, and then establish Bloetooth connection with the bracelet 142, At
this time, the bracelet 142 may get all authorities to access the wireless network managed by the
intclligent gateway 12A. Furthermore, the intelligent gateway 12A may send the MAC address,
the Bluetooth address and the ZigBee address of the bracelet 142 and account information N
associated with the intelligent gateway 12A to the cloud server 110, so that the cloud server 110
may add the MAC address, the Bluetooth address and the ZigBee address of the bracelet 142 to
the trusted ferminal device information in account information N.

[0061] After that, the user may attempt to connect the Bloetooth speaker 131 with the bracelet
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142. In such situation, the interaction process among the bracelet 142, the Bluctooth speaker
131, the intelligent gateway 12A and the cloud server 110 is shown in Fig. 5b.

{0062} The bracclet 142 may send a Bluetooth access authentication packet carried with
Bluetooth authentication identification to the Bluetooth speaker 131. The preset field in the
predetermined position of the Bluetooth access authentication packet may comprise the MAC
address, the Bluetooth address and the ZigBee address of the bracelet 142, ete. In this way, the
authentication identification of the terminal device to access the WLAN may be determined to
comprise the MAC address, the Bluetooth address and the ZigBee address of the bracelet 142,
etc. The Bluetooth speaker 131 may reconstruct a new Bluetooth access authentication packet
according to the Bluetooth access authentication packet, and send it to the intelligent gatcway
12A. The new Bluetooth access authentication packet carries the Bluetooth authentication
identification, and comprises the authentication identification such as MAC address, Bluctooth
address and ZigBee address of the bracelet 142 in the preset field in the predetermined position.
{0063} After receiving the Bluetooth access authentication packet from the Bluetooth speaker
131, the intelligent gateway 12A may extract and determines the MAC address, the Bloetooth
address, the ZigBee address. cte. from the preset field in the predetermined position of the
Bluetooth access authentication packet as the access authentication identification. Then. the
intelligent gateway 12ZA may encrypt the access authentication identification, the identity
mformation {(mentioned as the association account identification thereinafter) of account
wformation N associated with the intelligent gateway 12A, and security code M1 with a
predetermined encryption algorithm. And wherein, the security code M1 may be acquired when
the intelligent gateway 12A registered on the cloud server 110. Then the intelligent gateway
12 A may add the encrypted information to an identity verification Account RE(Q) packet with the
source MAC address of MACA, and then sends the identity verification Account REQ packet to
the cloud server 110.

[0064] After decrypting the received identity verification Account REQ packet by using a
decryption algorithm corresponding to the predetermined encryption algorithim, the cloud server
110 may determine whether a record matching the access authentication identilication (such as
the MAC address, the Bluetooth address and the ZigBee address of the bracelet 142) carried in
the identity verification packet cxists in the trusted terminal device information of account
information N corresponding to the association account identification carried in the identity
verification packet. Since the bracelet 142 has been registered on the cloud server 110, the cloud
server 110 may determine that the bracelet 142 is a trusted terminal device, and returns the
verification success packet to the intelligent gateway 12A. The intelligent gateway 12A may
feed the verification success packet back to Bluctooth speaker 131. Since the intelligent

15



|4}

10

20

35

WO 2016/173536 PCT/CN2016/080668
gateway 12A determines the PIN code manually input by the user previously as a local PIN
code of the Bluetooth speaker 131, a Bloetooth connection may be established between the
bracelet 142 and the Bluetooth speaker box 131 without inputting PIN code by the user.

[0065] Similarly, when the user arrives at the residence in city B, the bracelet 142 may connect
directly to the intelligent gateway 12B and the smart lamp 133 without an access authentication
operation, because the bracelet 142 has already been recorded as a trusted terminal device of the
account information N on the cloud server 110.

[0068] Thos it can be seen that when being determined as a trusted terminal device of the
account associated with the intelligent gateway, the terminal device may be permitted to pass
wireless access authentication via any protocol, without manual authentication operation. Thus,
it may simplify user’s operation greatly, and reduce the administration work of the intelligent
gateway.

{00671 This disclosure also discloses a device for wireless access anthentication. The functions
of the device for wireless access authentication may be achieved by software, hardware, or
combination thereof. For example, the device for wireless access authentication may be a logic
device which functions by reading corresponding machine executable instructions in a storage
medium by a processor such as a central process unit (CPU).

[0068] Referring to Fig.6a and Fig.6b, a device for wireless access authentication 600 may be
applied to an intelligent gateway, and comprise a processor 610 such as a CPU, a nonvolatile
storage medium 620, and other hardware such as a network interface 630. The processor 610,
nonvolatile storage medium 620, and network interface 630 may communicate with each other
via internal bus 640. The device 600 may logically comprise the following function modules.
{00691 Account associating unit 601 may associate, on a cloud server, the intelligent gateway
and accound information of an account previously registered on the intelligent gateway.

{00707 Packet receiving unit 602 may receive an access authentication packet comprising
authentication identification indicating a terminal device which is to access a WLAN via the
intelligent gateway.

{0071} Packet constructing unit 603 may construct an identity verification packet which
comprises access asthentication identification and association account identification. Aund
wherein, the access authentication identification represents the authentication identification of
the terminal device carried in the access authentication packet, and the association account
identification indicates the account previously registered on the intelligent gateway.

[0072] Packet transmitting unit 604 may transmit the identity verification packet to the cloud
server.

{00731 Access authenticating unit 605 may permit a terminal device corresponding to access
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authentication identification carried in a verification success packet received from the cloud
server to pass the access authentication, wherein the verification success packet is returned by
the cloud server according to the saved account information of the one or more trusted accounts
in response to receipt of the identity verification packet.

{0074} In another example, account associating unit 601 may acquire account information of
an account registered on the intelligent galeway, and transmit the account information fo the
cloud server, so as for the cloud server to determine the account registered on the intelligent
gateway as a trusied accounnt and establish correspondence between the account information of
the trusted account and the intelligent gateway.

{0075] In another example, account associating unit 601 may acquire a security code returned
from the cloud server in response to receipt of the account information.

{00761 Packet constructing unit 603 may construct the identity verification packet according to
the access authentication identification, the association account identification, and the security
code.

{00777 In another example, packet receiving unit 602 may receive the access aunthentication
packet sent from the terminal device or a relay device previously registered on the inteliigent
gateway.

[0078] In another example, packet receiving unit 602 may receive the access authentication
packet sent from the rclay device previously registered on the intelligent gateway, wherein a
preset field of the access authentication packet includes authentication identification indicating a
terminal device which is to access the WLAN managed by the intelligent gateway through the
relay device.

{00791 Access authentication unit 605 may feed the verification success packet back to the
relay device, so that the relay device permits the terminal device corresponding to the access
authentication identification carried in the verification success packet to access the WLAN
managed by the intelligent gateway via the relay device.

{00807 In another example, the authentication identification of the terminal device may
comprise onc or more of an MAC address. a Bluctooth address, a ZigBec address, an electrical
label, etc.

[0081] In another example, the device for wireless access authentication 600 may also
comprise a field checking unit, which may determine whether there is a preset field in the
predetermined position of the access authentication packet. If there is a preset field in the
predetermined position of the access authentication packet, the authentication identification
such as the MAC address, Bluctooth address, ZigBec address and clectronic label recorded in

the preset field, may be determined as the access authentication identification of the terminal
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device. If there is no preset ficld, the source MAC address of the access authentication packet
may be determined as the access aunthentication identification of the terminal device.

{0082} Referring to Fig.7a and Fig.7h, a device for wircless access authentication 700 may be
apphied to a cloud server, and comprise a processor 710 such as a CPU, a nonvolatile storage
medium 720, and other hardware such as network interface 730. The processor 710, nonvolatile
storage mediom 720, and vetwork interface 730 may communicate with each other via juternal
bus 740. The device 700 may logically comprise the following function modules.

{0083] Account associating unit 701 may associate an intelligent gateway and account
information of an account previously registered on an intelligent gateway.

{0084} Packet receiving unit 702 may receive an identity verification packet sent from the
intelligent gateway. The identity verification packet comprises access aunthentication
identification and association account identification. The access authentication identification
represents authentication identification indicating the terminal device which is to access the
WLAN managed by the intelligent gateway. and the association account identification indicates
an account registered on the intelligent gateway.

{0085] Account authentication unit 703 may determine whether the access authentication
identification exists in trusted terminal device information of pre-saved trusted account
according to the association account identification.

{0086] Packet transmitting unit 704 may return a verification success packet carried with the
access authentication identification to the inlelligent gateway when the access authentication
identification exists in the trusted terminal device information.

{00871 In another example, account associating unit 701 may receive the account information
of the account previously registered on the intelligent gateway transmitted by the intelligent
gateway, and determine the account previously registered on the intelligent gateway as a trusted
account so as to establish correspondence between the account information of the trusted
account and the intelligent gateway.

[0088] In another example, account associating unit 701 may also send a security code to the
intelligent gateway in response to receipt of the account information.

[0088] Thus it can be seen that in a cloud server, the device for wireless access aunthentication
may associate an intelligent gateway with account information of an account registered on the
intelligent gateway. Wheo the intelligent gateway receives an access authentication packet
carried with authentication identification of a terminal device which is to access WLAN, it may
construct an identity verification packet by using the authentication identification of the
terminal device as access aunthentication identification and using identity information of the
account previously registered on the intelligent gateway as association account identification.
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Then the intclligent gateway may send the identity verification packet carrying the access
authentication identification and the association account identification to the cloud server. When
determining the terminal device corresponding to the access authentication identification as a
trusted termunal device according to the identity verification packet, the cloud server may
instruct the intelligent gateway to permit the terminal device corresponding to the access
authentication identification to pass the access authentication. Cousequently, when a terminal
device intends to access multiple different WELANSs, this method may be used for unified
authentication, without wultiple security verification for each WLAN. In this way, user
operations can be reduced and less authentication information during the authentication process
will be generated, which avails to intelligent gateway management.

{00901 The foregoing example are merely iHlustrative but not intended to Himit the disclosure,
and any modifications, equivalent substitutions, adaptations, thereof made without departing
from the spirit and scope of the disclosure shall be encompassed in the claimed scope of the

appended claims.
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CLAIMS

1. A method for wireless access authentication, comprises:

receiving, by an intelligent gateway, an access authentication packet comprising an
authentication identification indicating a terminal device which 1s to access a wireless local area

network (WLAN) managed by the intelligent gateway;

constructing, by the intelligent gateway, an identity verification packet comprising an
access authentication identification and an association account identification, wherein, the
access authentication identification represents the authentication identification of the terminal
device carried in the access aunthentication packet, and the association account identification

indicates an account registered on the intelligent gateway;

transmitting, by the intelligent gateway, the identity verification packet to a cloud server,
wherein, the cloud server saves account information of one or more trusted accounts;

permitting, by the intelligent gateway, a terminal device corresponding to access
authentication identification carried in a verification success packet received from the cloud
server to access the WLAN, wherein the verification success packet is returned by the cloud
server according to the saved account information of the one or more trusted accounts in
response to receipt of the identity verification packet.
2. 'The method according to claim 1, further comprises:

acquiring, by the intelligent gateway, account information of an account registered on the
intelligent gateway;

transmitting, by the intelligent gateway, the account information to the cloud server, so as
for the cloud server to determine the account registered on the intelligent gateway as a trusted
account and establish correspondence between the account information of the trusted account
and the intelligent gateway.
3. The method according to claim 2, forther comprises:

acquiring, by the intelligent gateway, a security code returned by the cloud server in
response to receipt of the account information;

the identity verification packet {further comprises the security code.
4. The method according to claim 1. wherein,

the access authentication packet ts from the termiinal device or a relay device previously
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registered on the intelligent gateway.
5. The mwethod according to claim 4, wherein, in case that the access authentication packet 1s

from the relay device previously registered on the intelligent gateway,

a preset ficld in the access authentication packet comprises an authentication identification
indicating a terminal device which is to access the WLAN managed by the intelligent gateway

via the relay device;

permitting the terminal device corresponding to the access authentication identification

casried in the verification success packet to access the WLAN, comprises:

feeding back, by the intelligent gateway, the verification success packet to the relay
device, so that the relay device permils the terminal device corresponding to the access
authentication identification carried in the verification success packet to access the WLAN

managed by the intelligent gateway via the relay device.

6. The method according to claim 1, wherein, before constructing the identity verification

packet, the method further comprises:

determining, by the mntelligent gateway, whether the access authentication packet includes

a preset field;

extracting, by the intelligent gateway, the content in the preset {ield as the authentication

identification of the terminal device if the access authentication packet includes the preset field;

determining, by the intelligent gateway. a source Media Access Control (MAC) address of
the access authentication packet as the authentication identification of the terminal device if the

access authentication packet does not include the preset field.
7. A method for wireless access authentication, comprises:

receiving, by a cloud server, an identity verification packet transmilted by an intelligent
gateway, wherein, the identity verification packet comprises an access authentication
wdentification and an association account identification, the access authentication identification
represents an authentication identification indicating a terminal device which 18 to access the
WLAN managed by the intelligent gateway, and the association account identification indicates
an account registered on the intelligent gateway;

determining, by the cloud server, whether the access anthentication identification exists in
trusted terminal device information of a pre-saved trusted account according to the association

account identification; and

returning, by the cloud server. a verification success packet carried with the access
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authentication identification to the intelligent gateway if the access authentication identification
exists in the trusted terminal device information.

8. The method according to claim 7, further comprises:

receiving, by the cloud server, account information of the account registered on the
intelligent gateway transmitted by the intelligent gateway;

determining, by the cloud server, the account registered on the intelligent gateway as a
trusted account so as to establish correspondence between the account information of the trusted
account and the intelligent gateway.
9. A device including a processor and a non-transitory storage medium for storing machine
executable nstructions corresponding to functional logic of wireless access authentication, and

by executing the machine executable instructions, the processor is caused to:

oW

receive an access authentication packet comprising an authentication identification
indicating a terminal device which is to access a wireless local area vetwork (WLAN) managed

by an intelligent gateway;

construct an identity verification packet comprising an access authentication identification
and ap association account identification, wherein, the access authentication identification
represents the authentication identification of the terminal device carried in the access
authentication packet, and the association account identification indicates an account registered

on the intelligent gateway;

transmit the identity verification packet to a cloud server, wherein, the cloud server saves

account information of one or more trusted accounts;

permit a terminal device corresponding to an access authentication identification carried in
a verification success packet received from the cloud server to access the WLAN, wherein the
verification success packet is returned by the cloud server according to the saved account
information of the one or more trusted accounts in response to receipt of the identity

verification.

10. The device according to claim 9, the machine executable instructions further cause the

processor {o:
acquire account information of an account registered on the intelligent gateway;

transimit the account information to the cloud server, so as for the cloud server to determine
the account registered on the intelligent gateway as a trusted account and establish

correspondence between the account information of the trusted account and the intelligent
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gateway.
11. The device according to clairn 10, the machive executable 1nstructions further the processor

Lo

acquire a security code returned by the cloud server in response to receipt of the account

information:
the identity verification packet further comprises the security code.

12. The device according to claim 9, wherein, the access authentication packet is from the

terminal device or a relay device previously registered on the imtelligent gateway,

in case that the access anthentication packet is from the relay device previously registered

on the intelligent gateway,

a preset field in the access authentication packet comprises an authentication
identification indicating a terminal device which is to access the WLAN managed by the

intelligent gateway via the relay device;
and the machine executable instructions further cause the processor to:

feed back the verification success packet to the relay device, so that the relay

device permits the terminal device corresponding to the access authentication identification
carried in the verification soccess packet to access the WLAN managed by the intelligent
gateway via the relay device.
13. The device according to claim 9, wherein, the machine executable instructions further cause
the processor to:

determine whether the access authentication packet includes a preset field;

cxtract the content in the preset ficld as the authentication identification of the terminal
device if the access authentication packet includes the preset field;

determine a source Media Access Control (MAC) address of the access authentication
packet as the authentication identification of the terminal device if the access authentication
packet does not include the preset field.
14. A device including a processor and a non-transitory storage medium for storing machine
executable nstructions corresponding to functional logic of wireless access authentication, and

by executing the machine executable instructions, the processor is caused to:

oW

receive an identity verification packet transmitted by an intelligent gateway, wherein, the
wdentity verilication packet comprises an access authentication identification and an association
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account identification, the access authentication identification represcnts an authentication
identification indicating a terminal device which 1s to access the WLAN managed by the
intelligent gateway, and the association account identification indicates an account registered on
the intelligent gateway;

determine whether the access authentication identification exists in trusted terminal device
information of a pre-saved trusted account according to the association account identification;
and

return a verification success packet carried with the access authentication identification to
the intelligent gateway if the access authentication identification exists in the trusted terminal
device information.
15. The device according to claim 14, the machine executable instructions further cause the

processor {o:

receive account information of the account registered on the intelligent gateway

transmitted by the intelligent gateway;

determine the account registered on the intelligent gateway as a trusted account so as (o
establish correspondence between the account information of the trusted account and the

intelligent gateway.
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