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MANAGING SECURE TRANSACTIONS 
BETWEEN ELECTRONIC DEVICES AND 

SERVICE PROVIDERS 

CROSS - REFERENCE TO RELATED 
APPLICATION ( S ) 

[ 0001 ] This application is a divisional of U.S. patent 
application Ser . No. 15 / 620,305 , entitled “ Managing Secure 
Transactions Between Electronic Devices and Service Pro 
viders , ” filed on Jun . 12 , 2017 , which claims the benefit of 
U.S. Provisional Patent Application No. 62 / 349,003 , entitled 
“ Managing Secure Transactions Between Electronic 
Devices and Service Providers , ” filed on Jun . 12 , 2016 , the 
disclosure of each of which is hereby incorporated herein in 
its entirety 

received service provider fulfillment data , wherein the 
administration fulfillment data includes the item of value . 
[ 0007 ] As yet another example , a product may include a 
non - transitory computer - readable medium and computer 
readable instructions , stored on the non - transitory computer 
readable medium , that , when executed , are effective to cause 
a computer to receive , from a source electronic device , 
device order data indicative of an order for an item of value 
of a service provider system to be stored on a target 
electronic device , transmit , to the service provider system , 
authorization order data that includes at least a portion of the 
device order data indicative of the order , in response to the 
transmitted authorization order data , receive , from the ser 
vice provider system , service provider fulfillment data that 
includes the item of value , and transmit , to the target 
electronic device , at least the item value of the received 
service provider fulfillment data . 
[ 0008 ] This Summary is provided only to present some 
example embodiments , so as to provide a basic understand 
ing of some aspects of the subject matter described in this 
document . Accordingly , it will be appreciated that the fea 
tures described in this Summary are only examples and 
should not be construed to narrow the scope or spirit of the 
subject matter described herein in any way . Unless otherwise 
stated , features described in the context of one example may 
be combined or used with features described in the context 
of one or more other examples . Other features , aspects , and 
advantages of the subject matter described herein will 
become apparent from the following Detailed Description , 
Figures , and Claims . 

TECHNICAL FIELD 

[ 0002 ] This disclosure relates to managing secure trans 
actions between electronic devices and service providers . 

BACKGROUND OF THE DISCLOSURE 

[ 0003 ] A portable electronic device ( e.g. , cellular tele 
phone ) may be provided with a secure element for storing 
and / or generating credential data that may be used for 
conducting a transaction with a service provider in exchange 
for a good or service . However , secure authorization and 
management of such a transaction is often ineffective or 
inefficient . 

SUMMARY OF THE DISCLOSURE 
BRIEF DESCRIPTION OF THE DRAWINGS [ 0004 ] This document describes systems , methods , and 

computer - readable media for managing secure transactions 
between electronic devices and service providers . 
[ 0005 ] As an example , a method , at an administration 
entity subsystem , may include receiving , from an electronic 
device , device order data indicative of an order for an item 
of value of a service provider subsystem to be stored on the 
electronic device , transmitting , to the service provider sub 
system , administration order data that includes at least a 
portion of the device order data indicative of the order , 
receiving , from the service provider subsystem , order status 
update data indicative of a status of the fulfillment of the 
order for the value by the service provider subsystem , and 
verifying the received order status update data using a 
shared secret of the administration entity and the service 
provider subsystem . 
[ 0006 ] As another example , an administration entity sys 
tem in communication with a service provider system and an 
electronic device may include at least one processor com 
ponent , at least one memory component , and at least one 
communications component , wherein the administration 
entity system is configured to receive device order data from 
the electronic device , wherein the received device order data 
is indicative of an order for an item of value of the service 
provider system to be stored on the electronic device , 
transmit administration order data to the service provider 
system based on the received device order data , wherein the 
administration order data is indicative of the order for the 
item of value , receive service provider fulfillment data from 
the service provider system based on the transmitted admin 
istration order data , wherein the service provider fulfillment 
data includes the item of value , and transmit administration 
fulfillment data to the electronic device based on the 

[ 0009 ] The discussion below makes reference to the fol 
lowing drawings , in which like reference characters refer to 
like parts throughout , and in which : 
[ 0010 ] FIG . 1 is a schematic view of an illustrative system 
for managing secure transactions ; 
[ 0011 ] FIG . 1A is a more detailed schematic view of the 
illustrative system of FIG . 1 ; 
[ 0012 ] FIG . 2 is a more detailed schematic view of an 
example electronic device of the system of FIGS . 1 and 1A ; 
[ 0013 ] FIG . 3 is a front view of the example electronic 
device of FIGS . 1-2 ; 
[ 0014 ] FIGS . 3A - 3E are front views of screens of a 
graphical user interface of at least one electronic device of 
one or more of FIGS . 1-3 illustrating processes for managing 
secure transactions ; 
[ 0015 ] FIG . 4 is a more detailed schematic view of the 
example administration entity subsystem of the system of 
FIGS . 1 and 1A ; and 
[ 0016 ] FIGS . 5 and 6 are flowcharts of illustrative pro 
cesses for managing secure transactions . 

DETAILED DESCRIPTION OF THE 
DISCLOSURE 

[ 0017 ] FIGS . 1 and 1A show a system 1 in which one or 
more transaction credentials ( e.g. , payment credentials and / 
or service credentials ) provisioned on a secure element of an 
electronic device 100 may be shared with a service provider 
( “ SP ' ) ) subsystem 200 via an administration entity subsys 
tem 400 that may manage a secure transaction between 
electronic device 100 and service provider subsystem 200 , 
while FIGS . 2 and 3 show further details with respect to 
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particular embodiments of electronic device 100 of system 
1 , FIGS . 3A - 3E show example screens 190a - 190e that may 
be representative of graphical user interfaces of electronic 
device 100 of system 1 during such a secure transaction , 
FIG . 4 shows further details with respect to particular 
embodiments of administration entity subsystem 400 of 
system 1 , and FIGS . 5 and 6 are flowcharts of illustrative 
processes for managing secure transactions . 
[ 0018 ] FIG . 1 is a schematic view of an illustrative system 
1 that may allow for managing secure transactions between 
electronic device 100 and service provider subsystem 200 at 
an administrative entity subsystem 400. Electronic device 
100 may generate device order ( or purchase ) data for use in 
a transaction with service provider subsystem 200 for fund 
ing a transfer of new service provider value from service 
provider subsystem 200 to electronic device 100 that may be 
later used by device 100 for accessing a particular service 
provider product ( e.g. , any suitable good or service ) of the 
service provider subsystem ( e.g. , for enabling access to a 
particular service provider event or for enabling access to 
particular service provider data or physical goods ) for the 
benefit of a user of electronic device 100. Such device order 
data may include any suitable transaction credential data that 
may be provided by or based on any suitable transaction or 
funding credential stored on a secure element of electronic 
device 100 and that may be operative to fund the transaction 
with service provider subsystem 200 ( e.g. , a service provider 
credential or a financial institution credential or any other 
suitable transaction credential that may be operative to 
provide or identify any suitable value source for funding the 
transaction ) . However , rather than communicating such 
device order data to service provider subsystem 200 , elec 
tronic device 100 may communicate such device order data 
to administration ( or commercial or authorizing ) entity 
subsystem 400 , which may be a trusted service manager 
electronic device 100 and / or of service provider subsystem 
200. For example , a device order may be generated using a 
funding credential on a secure element of device 100 and 
may fund the addition of new service provider value on that 
same secure element of device 100 , while administration 
entity subsystem 400 may perform a central role in the entire 
transaction by acting as a conduit for all communications 
between service provider subsystem 200 and electronic 
device 100 , which may enable administration entity subsys 
tem 400 to securely communicate sensitive credential data 
amongst the subsystems by using one or more shared secrets 
available to administration entity subsystem 400 and one or 
more of the other subsystems / devices . In some embodi 
ments , administration entity subsystem 400 may be the only 
subsystem in system 1 that may be operative to securely 
communicate credential data ( e.g. , cryptographically com 
municate service provider credential data and / or financial 
institution credential data ) onto and / or from a secure ele 
ment of device 100 , such that administration entity subsys 
tem 400 may act as a gatekeeper for all order transaction 
data communicated between a service provider subsystem 
and electronic device 100. Administration entity subsystem 
400 may be operative to securely track the status of any 
orders and / or to manage the liability for funding a device 
order with service provider subsystem 200 and / or the liabil 
ity for provisioning new service provider value on electronic 
device 100. Communication of any suitable data between 
electronic device 100 and administration entity subsystem 
400 may be enabled via any suitable communications set - up 

95 , which may include any suitable wired communications 
path , wireless communications path , or combination of two 
or more wired and / or wireless communications paths using 
any suitable communications protocol ( s ) and / or any suitable 
network and / or cloud architecture ( s ) . Additionally or alter 
natively , communication of any suitable data between ser 
vice provider subsystem 200 and administration entity sub 
system 400 may be enabled via any suitable 
communications set - up 95. Additionally or alternatively , 
communication of any suitable data between electronic 
device 100 and service provider subsystem 200 that may not 
be made via administration entity subsystem 400 may be 
enabled via any suitable communications set - up 95 . 
[ 0019 ] As shown in FIG . 1A , a more particular embodi 
ment of system 1 may include electronic device 100 ( e.g. , a 
" host " or " source ” electronic device ) , an electronic device 
100 ' ( e.g. , a “ client ” or “ target ” or “ recipient ” electronic 
device ) , service provider ( “ SP ” ) subsystem 200 , a financial 
institution subsystem 350 , and administration entity subsys 
tem 400 , where SP subsystem 200 may include a service 
provider authorization ( “ SPA ” ) subsystem 202 , a first ser 
vice provider issuer ( " SPI ” ) subsystem 250 , and a second 
SPI subsystem 290. Moreover , as shown in FIG . 1A , system 
1 may include a communications path 15 for enabling 
communication between electronic device 100 and service 
provider subsystem 200 ( e.g. , first SPI subsystem 250 ) , a 
communications path 25 for enabling communication 
between electronic device 100 and administration entity 
subsystem 400 , a communications path 35 for enabling 
communication between administration entity subsystem 
400 and service provider subsystem 200 ( e.g. , SPA subsys 
tem 202 ) , a communications path 45 for enabling commu 
nication between administration entity subsystem 400 and 
financial institution subsystem 350 , a communications path 
55 for enabling communication between service provider 
subsystem 200 ( e.g. , first SPI subsystem 250 ) and financial 
institution subsystem 350 , a communications path 65 for 
enabling communication between electronic device 100 ' and 
administration entity subsystem 400 , a communications path 
75 for enabling communication between SPA subsystem 202 
and first SPI subsystem 250 of SP subsystem 200 , and a 
communications path 85 for enabling communication 
between SPA subsystem 202 and second SPI subsystem 290 
of SP subsystem 200. One or more of paths 15 , 25 , 35 , 45 , 
55 , 65 , 75 , and 85 may be at least partially managed by one 
or more trusted service managers ( “ ' TSMs ” ) . Any suitable 
circuitry , device , system , or combination of these ( e.g. , a 
wired and / or wireless communications infrastructure that 
may include one or more communications towers , telecom 
munications servers , or the like ) that may be operative to 
create a communications network may be used to provide 
one or more of paths 15 , 25 , 35 , 45 , 55 , 65 , 75 , and 85 , which 
may be capable of providing communications using any 
suitable wired or wireless communications protocol . For 
example , one or more of paths 15 , 25 , 35 , 45 , 55 , 65 , 75 , and 
85 may support Wi - Fi ( e.g. , an 802.11 protocol ) , ZigBee 
( e.g. , an 802.15.4 protocol ) , WiDiTM Ethernet , BluetoothTM , 
BLE , high frequency systems ( e.g. , 900 MHz , 2.4 GHz , and 
5.6 GHz communication systems ) , infrared , TCP / IP , SCTP , 
DHCP , HTTP , BitTorrentTM , FTP , RTP , RTSP , RTCP , RAOP , 
RDTP , UDP , SSH , WDS - bridging , any communications 
protocol that may be used by wireless and cellular tele 
phones and personal e - mail devices ( e.g. , GSM , GSM plus 
EDGE , CDMA , OFDMA , HSPA , multi - band , etc. ) , any 
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communications protocol that may be used by a low power 
Wireless Personal Area Network ( “ GLOWPAN ” ) module , 
any other communications protocol , or any combination 
thereof . One or more of paths 15 , 25 , 35 , 45 , 55 , 65 , 75 , and 
85 may be enabled by any suitable communications set - up 
( e.g. , communications set - up 95 of FIG . 1 ) . 
[ 0020 ] As shown in FIG . 1A and / or FIG . 2 , for example , 
electronic device 100 may include a processor 102 , memory 
104 , communications component 106 , power supply 108 , 
input component 110 , output component 112 , antenna 116 , 
and near field communication ( “ NFC ” ) component 120 . 
Electronic device 100 may also include a bus 118 that may 
provide one or more wired or wireless communication links 
or paths for transferring data and / or power to , from , or 
between various other components of device 100. Electronic 
device 100 may also be provided with a housing 101 that 
may at least partially enclose one or more of the components 
of device 100 for protection from debris and other degrading 
forces external to device 100. In some embodiments , one or 
more components of electronic device 100 may be combined 
or omitted . Moreover , electronic device 100 may include 
other components not shown in FIG . 1A and / or FIG . 2. For 
example , electronic device 100 may include any other 
suitable components or several instances of the components 
( e.g. , antennas ) shown in FIG . 1A and / or FIG . 2. For the 
sake of simplicity , only one of each of the components is 
shown in FIG . 2. One or more input components 110 may be 
provided to permit a user to interact or interface with device 
100 and / or one or more output components 112 may be 
provided to present information ( e.g. , graphical , audible , 
and / or tactile information ) to a user of device 100. It should 
be noted that one or more input components and one or more 
output components may sometimes be referred to collec 
tively herein as an input / output ( “ I / O ” ) component or I / O 
interface 114 ( e.g. , input component 110 and output com 
ponent 112 as I / O component or I / O interface 114 ) . For 
example , input component 110 and output component 112 
may sometimes be a single I / O component 114 , such as a 
touch screen , that may receive input information through a 
touch of a display screen and that may also output visual 
information via that same display screen . Processor 102 of 
electronic device 100 may include any processing circuitry 
that may be operative to control the operations and perfor 
mance of one or more components of electronic device 100 . 
For example , processor 102 may receive input signals from 
input component 110 and / or drive output signals through 
output component 112. As shown in FIG . 2 , processor 102 
may be used to run one or more applications , such as an 
application 103 and / or an application 113. As one example , 
application 103 may be an operating system application 
while application 113 may be a third party application or any 
other suitable online resource ( e.g. , an application associated 
with a service provider of service provider subsystem 200 ) . 
Moreover , processor 102 may have access to device iden 
tification information 119 , which may be utilized to provide 
identification of device 100 . 
[ 0021 ] NFC component 120 may include or otherwise 
provide a secure element 145 that may be configured to 
provide a tamper - resistant platform ( e.g. , as a single - chip or 
multiple - chip secure microcontroller ) that may be capable of 
securely hosting applications and their confidential and 
cryptographic data in accordance with rules and security 
requirements that may be set forth by a set of well - identified 
trusted authorities ( e.g. , an authority of SP subsystem 200 

and / or of administration entity subsystem 400 and / or of 
financial institution subsystem 350 and / or of an industry 
standard , such as GlobalPlatform ) . Any suitable transaction 
credential information , such as service provider credential 
information and / or financial institution credential informa 
tion , may be stored in an applet on secure element 145 ( e.g. , 
of NFC component 120 ) of device 100 and may be config 
ured to provide transaction credential data for use in any 
suitable device order data of a transaction with a remote 
entity subsystem , such as service provider subsystem 200 
and / or financial institution subsystem 350 ( e.g. , a banking 
institution ) . For example , the transaction credential data may 
provide an actual value source and / or may provide sufficient 
detail for identifying an account associated with a remote 
entity subsystem that may be used to as a value source , and 
the value source may be used to at least partially fund a 
transaction between electronic device 100 and service pro 
vider subsystem 200 for any suitable service provider ser 
vice ( e.g. , any suitable good or service that may be provided 
on behalf of service provider subsystem 200 for the benefit 
of a user of electronic device 100 ) . 
[ 0022 ] NFC component 120 may be configured to com 
municate certain transaction credential data as a contactless 
proximity - based communication 5 ( e.g. , near field commu 
nication ) with service provider subsystem 200 ( e.g. , with an 
SPI terminal 220 of SP subsystem 200 ( e.g. , of SPI subsys 
tem 250 ) , which may be located at a brick and mortar store 
or any physical location at which a user of device 100 may 
use one or more transaction credentials stored on device 100 
to conduct a transaction with a proximately located service 
provider terminal 220 via a contactless proximity - based 
communication ) . Alternatively , or additionally , communica 
tions component 106 may be provided to allow device 100 
to communicate any suitable transaction credential data 
( e.g. , as an online - based communication ) with one or more 
other electronic devices or servers or subsystems ( e.g. , one 
or more subsystems or other components of system 1 , such 
as with SPI server 210 of SP subsystem 200 ( e.g. , of SPI 
subsystem 250 ) via any suitable online communication ) 
using any suitable wired or wireless protocol ( e.g. , via one 
or more of communications paths 15 , 25 , and 35 ) . Processor 
102 of device 100 may include any processing circuitry that 
may be operative to control the operations and performance 
of one or more components of device 100. For example , 
processor 102 may be configured to run one or more 
applications on device 100 ( e.g. , a device or administration 
entity application 103 and / or an online resource or service 
provider or financial institution application 113 ) that may at 
least partially dictate the way in which data ( e.g. , transaction 
credential data of any suitable device order data ) may be 
communicated by device 100 for funding or otherwise 
carrying out a transaction with service provider subsystem 
200. Moreover , device 100 may include any suitable device 
identification information or device identifier ( e.g. , device 
identifier information 119 of FIG . 2 ) , which may be acces 
sible to processor 102 or any other suitable portion of device 
100. Any suitable device identification information may be 
utilized by any suitable subsystem of system 1 , such as 
administration entity subsystem 400 and / or service provider 
subsystem 200 , for uniquely identifying device 100 to 
facilitate a transaction with service provider subsystem 200 
and / or to enable any suitable secure communication with 
device 100. As just one example , device identification 
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information may be a telephone number or e - mail address or 
any unique identifier that may be associated with device 100 . 
[ 0023 ] NFC component 120 may be any suitable proxim 
ity - based communication mechanism that may enable con 
tactless proximity - based transactions or communications 
between electronic device 100 and a service provider ter 
minal ( e.g. , service provider payment terminal 220 ) of 
service provider subsystem 200. NFC component 120 may 
include any suitable modules for enabling contactless prox 
imity - based communication between electronic device 100 
and such a service provider terminal . As shown in FIG . 2 , for 
example , NFC component 120 may include an NFC device 
module 130 , an NFC controller module 140 , and / or an NFC 
memory module 150. NFC device module 130 may include 
an NFC data module 132 , an NFC antenna 134 , and an NFC 
booster 136. NFC data module 132 may be configured to 
contain , route , or otherwise provide any suitable data that 
may be transmitted by NFC component 120 to a service 
provider terminal as part of a contactless proximity - based or 
NFC communication . Additionally , or alternatively , NFC 
data module 132 may be configured to contain , route , or 
otherwise receive any suitable data that may be received by 
NFC component 120 from a service provider terminal as 
part of a contactless proximity - based communication . NFC 
controller module 140 may include at least one NFC pro 
cessor module 142. NFC processor module 142 may operate 
in conjunction with NFC device module 130 to enable , 
activate , allow , and / or otherwise control NFC component 
120 for communicating an NFC communication between 
electronic device 100 and a service provider terminal . NFC 
controller module 140 may include at least one NFC pro 
cessor module 142 that may be used to run one or more 
applications , such as an NFC low power mode or wallet 
application 143 that may help dictate the function of NFC 
component 120. NFC memory module 150 may operate in 
conjunction with NFC device module 130 and / or NFC 
controller module 140 to allow for NFC communications 
between electronic device 100 and service provider subsys 
tem 200. NFC memory module 150 may be tamper resistant 
and may provide at least a portion of a secure element 145 . 
For example , such a secure element may be configured to 
provide a tamper - resistant platform ( e.g. , as a single - chip or 
multiple - chip secure microcontroller ) that may be capable of 
securely hosting applications and their confidential and 
cryptographic data ( e.g. , applets 153 and keys 155 ) in 
accordance with rules and security requirements that may be 
set forth by a set of well - identified trusted authorities ( e.g. , 
an authority of financial institution subsystem and / or an 
industry standard , such as GlobalPlatform ) . 
[ 0024 ] As shown in FIG . 2 , for example , NFC memory 
module 150 may include one or more of an issuer security 
domain ( “ ISD " ) 152 and a supplemental security domain 
( “ SSD " ) 154 ( e.g. , a service provider security domain 
( “ SPSD ” ) , a trusted service manager security domain 
( “ TSMSD ” ) , etc. ) , which may be defined and managed by an 
NFC specification standard ( e.g. , GlobalPlatform ) . For 
example , ISD 152 may be a portion of NFC memory module 
150 in which a trusted service manager ( “ TSM ” ) or issuing 
remote subsystem ( e.g. , service provider subsystem 200 
and / or financial institution subsystem 350 and / or adminis 
tration entity subsystem 400 ) may store keys and / or other 
suitable information for creating or otherwise provisioning 
one or more credentials ( e.g. , credentials associated with 
various credit cards , bank cards , gift cards , store value cards , 

reloadable cards , access cards , transit passes , service pro 
vider product access passes or value , digital currency ( e.g. , 
bitcoin and associated payment networks ) , etc. ) on elec 
tronic device 100 ( e.g. , via communications component 
106 ) , for credential content management , and / or for security 
domain management . A credential may include credential 
data ( e.g. , credential information ) that may be assigned to a 
user / consumer / device and that may be stored securely on 
electronic device 100 , such as a credit card payment number 
( e.g. , a device primary account number ( “ DPAN ” ) , DPAN 
expiry date , CVV , etc. ( e.g. , as a token or otherwise ) ) . As 
shown , NFC memory module 150 may include at least three 
SSDs 154 ( e.g. , at least a first SSD 154a , a second SSD 
154b , and a third SSD 154c ) . For example , first SSD 154a 
( e.g. , a service provider credential SSD 154a ) may be 
associated with a specific service provider credential ( e.g. , a 
specific type of value source credential that may be provi 
sioned by service provider subsystem 200 ) that may provide 
specific privileges or access rights to electronic device 100 , 
while a second SSD 154b ( e.g. , a financial institution 
credential SSD 154b ) may be associated with a specific 
financial institution credential ( e.g. , a specific credit card 
credential or other suitable payment credential provisioned 
by financial institution subsystem 350 ) that may provide 
specific privileges or payment rights to electronic device 
100 , while third SSD 154c ( e.g. , an administration SSD 
154c ) may be associated with an administration entity ( e.g. , 
an administration entity of administration entity subsystem 
400 , which may be a controlling entity for device 100 ) that 
may control access of device 100 to a specific credential of 
another SSD ( e.g. , first SSD 154a and / or second SSD 1546 ) , 
for example , to provide specific privileges or payment rights 
to electronic device 100. Different SSDs may be provided on 
different secure elements or the same secure element . For 
example , SSD 154a may be provided on a first secure 
element of device 100 and SSD 154b may be provided on a 
second secure element of device 100 that may be different 
than the first secure element . An SSD 154 may include 
and / or be associated with at least one applet 153 ( e.g. , SSD 
154a with applet 153a , SSD 154b with applet 153b , and 
SSD 154c with applet 153c ) . For example , an applet 153 of 
an SSD 154 may be an application that may run on a secure 
element of NFC component 120 ( e.g. , in a GlobalPlatform 
environment ) . A credential applet 153 may include or be 
associated with credential information ( e.g. , credential infor 
mation of SSD 154a and / or of SSD 154b may be operative 
to provide transaction credential data for funding a transac 
tion between device 100 and service provider subsystem 
200 ) . Each SSD 154 and / or applet 153 may also include 
and / or be associated with at least one keys 155 ( e.g. , applet 
153a with at least one key 155a , applet 153b with at least 
one key 155b , and applet 153c with at least one key 1550 ) . 
[ 0025 ] A key 155 of an SSD 154 may be a piece of 
information that can determine a functional output of a 
cryptographic algorithm or cipher . For example , in encryp 
tion , a key may specify a particular transformation of 
plaintext into ciphertext , or vice versa during decryption . 
Keys may also be used in other cryptographic algorithms , 
such as digital signature schemes and message authentica 
tion codes . A key of an SSD may provide any suitable shared 
secret with another entity ( e.g. , key 155a of service provider 
credential SSD 154a may also be accessible to service 
provider subsystem 200 ( e.g. , key 155a of service provider 
credential SSD 154a may be the same as or associated with 
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SPI key 155a of SP subsystem 200 ( e.g. , they may be a 
public / private key pair ) to enable secure communication of 
credential data of SSD 154a between SSD 154a and SP 
subsystem 200 ) , key 155b of financial institution credential 
SSD 1546 may also be accessible to financial institution 
subsystem 350 ( e.g. , key 155b of financial institution cre 
dential SSD 154b may be the same as or associated with key 
155b of financial institution subsystem 350 ( e.g. , they may 
be a public / private key pair ) to enable secure communica 
tion of credential data of SSD 154b between SSD 154b and 
financial institution subsystem 350 ) , and / or key 155c of 
administration credential SSD 154c may also be accessible 
to administration entity subsystem 400 ( e.g. , key 155c of 
administration credential SSD 154c may be the same as or 
associated with administration key 155c of administration 
entity subsystem 400 ( e.g. , they may be a public / private key 
pair ) to enable secure communication of credential data of 
SSD 154c between SSD 154c and administration entity 
subsystem 400 ) . Such a shared secret between an SSD of 
secure element 145 of device 100 and a remote subsystem 
may be any suitable shared secret ( e.g. , a password , 
passphrase , array of randomly chosen bytes , one or more 
symmetric keys , public - private keys ( e.g. , asymmetric 
keys ) , etc. ) to both the secure element of electronic device 
100 and the remote subsystem that may be operative to 
enable any suitable crypto data ( e.g. , a cryptogram ) or any 
other suitable data to be independently generated by elec 
tronic device 100 and the remote subsystem ( e.g. , for 
validating funding data for a transaction ) , such as by using 
any suitable cryptographic algorithm or cipher whose func 
tional output may be at least partially determined by the 
shared secret , where such a shared secret may be provi 
sioned on device 100 by the remote subsystem . A shared 
secret may either be shared beforehand between the remote 
subsystem and device 100 ( e.g. , during provisioning of a 
credential on device 100 by the remote subsystem ) , in which 
case such a shared secret may be referred to as a pre - shared 
key , or a shared secret may be created prior to use for a 
particular financial transaction by using a key - agreement 
protocol ( e.g. , using public - key cryptography , such as Dif 
fie - Hellman , or using symmetric - key cryptography , such as 
Kerberos ) . The shared secret and any suitable cryptographic 
algorithm or cipher whose functional output may be at least 
partially determined by the shared secret may be accessible 
to the secure element of device 100. Each key and applet 
may be loaded on the secure element of device 100 by a 
TSM or an authorized agent or pre - loaded on the secure 
element when first provided on device 100. As one example , 
while credential SSD 154b may be associated with a par 
ticular credit card credential , that particular credential may 
only be communicated as transaction credential data from a 
secure element of device 100 ( e.g. , from NFC component 
120 ) for a transaction when applet 153b of that credential 
SSD 154b has been enabled or otherwise activated or 
unlocked for such use . 
[ 0026 ] Security features may be provided for enabling use 
of NFC component 120 that may be particularly useful when 
transmitting confidential credential information , such as 
credit card information or bank account information of a 
credential , from electronic device 100. Such security fea 
tures also may include a secure storage area that may have 
restricted access . For example , user authentication via per 
sonal identification number ( “ PIN ” ) entry or via user inter 
action with a biometric sensor may need to be provided to 

access the secure storage area . As an example , administra 
tion SSD 154c may leverage applet 153c to determine 
whether such authentication has occurred before allowing 
other SSDs 154 ( e.g. , credential SSD 154a or credential SSD 
154b ) to be used for communicating its credential informa 
tion . In certain embodiments , some or all of the security 
features may be stored within NFC memory module 150. In 
certain embodiments , NFC memory module 150 may 
include a microcontroller embedded within electronic 
device 100. As just one example , applet 153c of adminis 
tration SSD 154c may be configured to determine intent and 
local authentication of a user of device 100 ( e.g. , via one or 
more input components 110 , such as a biometric input 
component ) and , in response to such a determination , may 
be configured to enable another particular SSD for conduct 
ing a transaction ( e.g. , with a credential of a credential SSD 
154a ) . 
[ 0027 ] Service provider subsystem 200 may include SPA 
subsystem 202 and at least one SPI subsystem , such as first 
service provider issuer ( “ SPI ” ) subsystem 250 and second 
SPI subsystem 290. Each one of the SPI subsystems of SP 
subsystem 200 may be a merchant or other suitable type of 
service provider ( e.g. , transportation provider , event pro 
vider , hospitality provider , goods seller , etc. ) that may be 
operative to provide any suitable service or good for the 
benefit of a user of device 100. For example , in some 
embodiments , an SPI subsystem may be controlled by or 
operated on behalf of a SP entity that may control access to 
any suitable SP product ( e.g. , goods or services or locations 
or other suitable constructs ) that may be of value to a user 
of device 100 , and the SPI subsystem may be operative to 
generate any suitable service provider value ( “ SPV ” ) data 
that may be shared with a recipient electronic device ( e.g. , 
ordering host electronic device 100 or any suitable recipient 
device ( e.g. , client device 100 ' ) that may be identified by 
ordering host electronic device 100 ) , where such SPV data 
may be stored on the recipient device ( e.g. , as an item of 
actual value ) for later use by the recipient device to gain 
certain access to the SP product . For example , SPV data may 
be an actual monetary value that may be stored on a recipient 
device ( e.g. , in secure element 145 of device 100 ) and 
decremented by a particular monetary value when used by 
the recipient device to gain access to an SP product of that 
value ( e.g. , SPV data may be $ 80 to be stored on a stored 
value card on a recipient device and then decremented by a 
certain amount when the recipient device uses credential 
data of the stored value card to gain access to SP product 
( e.g. , $ 12.37 to pay for a ride of that value as provided by 
a ride providing service provider or $ 2 to gain access to a 
single ride on a transit system service provider or $ 5 to gain 
access to a transit system of a service provider for 5 
consecutive hours ) ) . As another example , SPV data may be 
valued by its ability to grant SP product access of a certain 
type , where the SPV data may be stored on a recipient device 
( e.g. , in secure element 145 of device 100 ) and decremented 
by any suitable unit or completely removed when used by 
the recipient device to gain access to an SP product ( e.g. , 
SPV data may be indicative of 10 single admission passes to 
an SP product that can be stored on a stored value card on 
a recipient device and then decremented by a certain amount 
when the recipient device uses credential data of the stored 
value card to gain access to SP product ( e.g. , 2 passes to gain 
access for two people to a zoo ) ) . 

a 
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[ 0028 ] SPV data may be stored on a recipient device and 
adjusted in any suitable manner when utilized by the recipi 
ent device to generate SP access data ( e.g. , contactless 
proximity - based communication 5 ) for receipt by SP sub 
system 200 ( e.g. , terminal 220 ) in order to grant any suitable 
SP product access to the recipient device and / or its owner 
and / or its owner's associates ( e.g. , admission to a particular 
entertainment event or transportation event or media data 
( e.g. , for download to the recipient device ) or the like ) , 
where the SPV data may be provisioned on the recipient 
device for use as proof of a receipt of purchase of particular 
SP product access that may be redeemed for the SP product 
access through communication of the SPV data with SP 
subsystem 200 ( e.g. , a receipt that may be presented by a 
user of the recipient device to pick up a physical good of a 
service provider ) . Therefore , SPV data may any suitable 
data that may be stored on a recipient device ( e.g. , device 
100 and / or device 100 ' ) to define at least a portion of service 
provider credential data ( e.g. , of service provider applet 
153a of service provider SSD 154a on secure element 145 
or as service provider credential data 123 that may be stored 
in memory 104 of device 100 and not in a secure element ) , 
which may then be provided by the recipient device as at 
least a portion of SP access data to a service provider for 
gaining access to an SP product . Specific service provider 
credential data provisioned on a recipient device may be 
associated with a specific SP credential that may be elec 
tronically linked to an account or accounts of a particular 
user with SP subsystem 200 ( e.g. , accounts for various types 
of stored - value cards ( e.g. , transit cards or e - Money cards ) , 
gift cards , loyalty cards , rewards cards / accounts , points 
cards / accounts , advantage cards / accounts , club cards / ac 
counts , member cards / accounts , disloyalty cards / accounts , 
gift cards / accounts , stamp cards / accounts , class cards / ac 
counts , private label account cards / accounts , reloadable pre 
paid account cards / accounts , non - reloadable prepaid 
account cards / accounts , punch cards / accounts , stored value 
cards / accounts , digital representations of the same , and the 
like , and the like ) . Such SP credential data may be provi 
sioned on device 100 ( e.g. , as an SP credential of an SP 
credential supplemental security domain of NFC component 
120 or as data 123 of memory 104 ) by SP subsystem 200 
( e.g. , via administration entity subsystem 400 ) and may later 
be used by device 100 as at least a portion of device order 
data for funding a transaction with service provider subsys 
tem 200 ( e.g. , to pay for a good or service or for other service 
provider credential data ( e.g. , new SPV data ) ) . For example , 
SPI subsystem 250 may generate SPV data for provisioning 
on device 100 ( e.g. , from server 210 via SP subsystem 202 
and administration entity subsystem 400 to device 100 ) and 
then that SPV data may be used by device 100 to generate 
SP access data that may be communicated to SPI subsystem 
250 for gaining access to a particular SP product ( e.g. , 
device 100 may communicate SPV data as a portion of SP 
access data as a contactless proximity - based communication 
5 to terminal 220 of SPI subsystem 250 , where terminal 220 
may be provided at a gated turnstile of a transit system that 
may grant a user of device 100 particular access to that 
transit system in response to receiving particular SP access 
data with particular SPV data from device 100 , or device 100 
may communicate SPV data as a portion of SP access data 
as an online communication via communications path 15 to 
server 210 of SPI subsystem 250 , where server 210 may 
manage an SP website or portal that may grant a user of 

device 100 particular access to particular data in response to 
receiving particular SP access data with particular SPV data 
from device 100 ( e.g. , special content of the website that 
may only be accessible to user devices that are able to 
present particular SPV data ( e.g. , to prove a monthly sub 
scription to that SP website ) ) ) . In some embodiments , the 
SPI subsystem that may generate the SPV data may be a 
ticketing or other suitable partner subsystem of another SP 
subsystem of SP subsystem 200 that may actually provide 
the SP product ( e.g. , a first SPI subsystem may generate SPV 
data for provisioning on a recipient device , while the recipi 
ent device may then use that SPV data to gain access to SP 
product of a second SPI subsystem ) . A specific service 
provider credential applet of NFC component 120 of device 
100 and / or a specific service provider credential data struc 
ture ( e.g. , data 123 ) of memory component 104 of device 
100 may be associated with a specific service provider 
credential that may be defined by SPV data generated by and 
communicated from SP subsystem 200 ( e.g. , from a specific 
SPI subsystem ) that may be generic for all users ( e.g. , an 
anonymous SP credential that may provide SP product 
access to any particular person that may use device 100 ( e.g. , 
access to a sporting event product ) ) and / or that may be 
personalized for a specific user and electronically linked to 
an account or accounts of a particular user with service 
provider subsystem 200 ( e.g. , a personalized SP credential 
that may be registered to a particular user for specific SP 
product access ( e.g. , access to a specific transportation 
itinerary product ) ) . Certain SPV data may be presented by 
the recipient device ( e.g. , on a display output component ) as 
a particular code or redeemable data structure ( e.g. , QR 
code ) that may be scanned or otherwise detected by the SP 
subsystem for authenticating the SP value stored on and / or 
being presented by the recipient device . 
[ 0029 ] Also known as a technology provider or a service 
enabler or bridge , SPA subsystem 202 may be operated by 
and / or as a partner of one or more SPI subsystems ( e.g. , SPI 
subsystem 250 and / or SPI subsystem 290 ) and may be 
configured to work with administration entity subsystem 
400 to communicate device order data provided from device 
100 to an appropriate SPI subsystem , such that administra 
tion entity subsystem 400 need not communicate directly 
with ( or even be aware of ) each SPI subsystem and such that 
each SPI subsystem need not communicate directly with 
administration entity subsystem 400. While in some 
embodiments , SPA subsystem 202 and an SPI subsystem 
( e.g. , SPI subsystem 250 ) may be a single entity ( e.g. , a 
single subsystem operated by a single controlling entity ) , 
SPA subsystem 202 and an SPI subsystem may be separate 
entities ( e.g. , different subsystems operated by different 
controlling entities ) . For example , FeliCa Networks may be 
a controlling entity of SPA subsystem 202 while East Japan 
Railway Company ( " JRE " ) may be a controlling entity of 
SPI subsystem 250 and while another railway company may 
be a controlling entity of SPI subsystem 290. By interfacing 
between administration entity subsystem 400 and first SPI 
subsystem 250 ( and / or second SPI subsystem 290 ) , SPA 
subsystem 202 may reduce the number of entities that 
administration entity subsystem 400 and each SPI subsys 
tem may have to interact with directly . That is , to minimize 
direct integration points of service provider subsystem 200 , 
SPA subsystem 202 may act as an aggregator for various SPI 
subsystems and / or various administration entity subsystems . 
While SPA subsystem 202 may be shown in FIG . 1A to 
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include an SPA server 204 and access to one or more SPA 
keys 157 and / or at least one SPA identifier 167 that may be 
unique to SPA subsystem 202 , one , some , or all components 
of SPA subsystem 202 may be implemented using one or 
more processor components , which may be the same as or 
similar to processor component 102 of device 100 , one or 
more memory components , which may be the same as or 
similar to memory component 104 of device 100 , and / or one 
or more communications components , which may be the 
same as or similar to communications component 106 of 
device 100. While first SPI subsystem 250 may be shown in 
FIG . 1A to include an SPI server 210 , an SPI bus 218 , an SPI 
terminal 220 , and access to one or more SPI keys 155a 
and / or at least one SPI identifier 267 that may be unique to 
first SPI subsystem 250 , one , some , or all components of 
first SPI subsystem 250 may be implemented using one or 
more processor components , which may be the same as or 
similar to processor component 102 of device 100 , one or 
more memory components , which may be the same as or 
similar to memory component 104 of device 100 , and / or one 
or more communications components , which may be the 
same as or similar to communications component 106 of 
device 100. Similarly , second SPI subsystem 290 may 
include an SPI server , an SPI bus , an SPI terminal , and 
access to one or more SPI keys and / or at least one SPI 
identifier that may be unique to second SPI subsystem 290 , 
one , some , or all components of second SPI subsystem 290 
may be implemented using one or more processor compo 
nents , which may be the same as or similar to processor 
component 102 of device 100 , one or more memory com 
ponents , which may be the same as or similar to memory 
component 104 of device 100 , and / or one or more commu 
nications components , which may be the same as or similar 
to communications component 106 of device 100. In the 
case of SPA subsystem 202 and first SPI subsystem 250 
being separate subsystems , data may be communicated 
therebetween using any suitable communications path 75 . 
Additionally or alternatively , in the case of SPA subsystem 
202 and second SPI subsystem 290 being separate subsys 
tems , data may be communicated therebetween using any 
suitable communications path 85 . 
[ 0030 ] Although not shown , financial institution subsys 
tem 350 may include a payment network subsystem ( e.g. , a 
payment card association or a credit card association ) and / or 
an issuing bank subsystem . One or more specific financial 
institution or payment credential applets of NFC component 
120 of device 100 ( e.g. , financial institution applet 153b of 
financial institution SSD 154b of secure element 145 ) may 
be associated with a specific payment credential that may be 
electronically linked to an account or accounts of a particu 
lar user with financial institution subsystem 350 ( e.g. , 
accounts for various types of payment cards may include 
credit cards , debit cards , charge cards , stored - value cards 
( e.g. , transit cards ) , fleet cards , gift cards , and the like ) . Such 
a payment credential may be provisioned on device 100 
( e.g. , as financial institution credential information of applet 
153b of SSD 154b ) by financial institution subsystem 350 
( e.g. , via administration entity subsystem 400 ) and may later 
be used by device 100 as at least a portion of device order 
data for funding a transaction with service provider subsys 
tem 200 ( e.g. , to pay for a good or service or service provider 
credential data ( e.g. , SPV data ) ) . 
[ 0031 ] For certain transactions to occur within system 1 , at 
least one transaction credential ( e.g. , a service provider 

credential and / or a financial institution credential ) may be 
provisioned on device 100 ( e.g. , on secure element 145 of 
electronic device 100 ( e.g. , as credential information of an 
applet 153 ) and / or on any other suitable memory portion 
( e.g. , memory component 104 ( e.g. , as service provider 
credential data 123 ) ) ) . For example , such a credential may 
be at least partially provisioned in memory 104 of device 
100 as service provider credential data 123 directly from 
service provider subsystem 200 ( e.g. , via communications 
path 15 or as a communication 5 between service provider 
subsystem 200 and device 100 ) or on secure element 145 as 
SP credential information of SP applet 153a ( e.g. , via 
administration entity subsystem 400 ) . Any suitable creden 
tial data may be provisioned on secure element 145 of device 
100 as at least a portion or all of a credential supplemental 
security domain of the secure element and may include a 
credential applet with credential information and / or a cre 
dential key , such as credential application or credential 
applet 153a with credential information and credential key 
155a . Such a transaction credential may then be used to 
define at least a portion of device transaction data that may 
be operative to fund a transaction for an SP product ( e.g. , 
access to a particular good or service of a service provider 
or new SPV data for defining new SP credential information 
on an SP applet 153a ) . 
[ 0032 ] Administration entity subsystem 400 may be pro 
vided as an intermediary between device 100 and service 
provider subsystem 200 and / or any other remote subsystem 
( e.g. , financial institution subsystem 350 ) , where adminis 
tration entity subsystem 400 may be configured to provide a 
new layer of security and / or to provide a more seamless user 
experience when a credential is being provisioned on device 
100 and / or when such a provisioned credential is being used 
as part of a credential data communication between device 
100 and service provider subsystem 200. Administration 
entity subsystem 400 may be provided by a specific admin 
istration entity that may offer various services to a user of 
device 100 via user - specific log - in information to a user 
specific account with that administration entity ( e.g. , via 
user - specific identification and password combinations ) . As 
just one example , administration entity subsystem 400 may 
be provided by Apple Inc. of Cupertino , Calif . , which may 
also be a provider of various services to users of device 100 
( e.g. , the iTunesTM Store for selling / renting media to be 
played by device 100 , the Apple App StoreTM for selling / 
renting applications for use on device 100 , the Apple 
iCloudTM Service for storing data from device 100 and / or 
associating multiple user devices and / or multiple user pro 
files with one another , the Apple Online Store for buying 
various Apple products online , the Apple iMessageTM Ser 
vice for communicating media messages between devices , 
etc. ) , and which may also be a provider , manufacturer , 
and / or developer of device 100 itself ( e.g. , when device 100 
is an iPodTM , iPadTM , iPhoneTM , or the like ) and / or of an 
operating system ( e.g. , device application 103 ) of device 
100. The administration entity that may provide administra 
tion entity subsystem 400 ( e.g. , Apple Inc. ) may be distinct 
and independent from any financial entity of any remote 
financial institution subsystem 350. For example , the admin 
istration entity that may provide administration entity sub 
system 400 may be distinct and / or independent from any 
payment network or issuing bank that may furnish and / or 
manage any credit card or any other payment credential to 
be provisioned on end - user device 100 by financial entity 
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subsystem 350. Additionally , or alternatively , the adminis 
tration entity that may provide administration entity subsys 
tem 400 ( e.g. , Apple Inc. ) may be distinct and independent 
from any service provider of service provider subsystem 200 
that may furnish and / or manage any SP credential data to be 
provisioned on end - user device 100. For example , the 
administration entity that may provide administration entity 
subsystem 400 may be distinct and / or independent from any 
service provider of service provider subsystem 200 ( e.g. , of 
SPA subsystem 202 , of SPI subsystem 250 , and / or of SPI 
subsystem 290 ) that may provide a service provider terminal 
for contactless proximity - based communications , a service 
provider server and / or a third party application or online 
resource 113 for online communications , and / or any other 
aspect of service provider subsystem 200. Such an admin 
istration entity may leverage its potential ability to configure 
or control various components of device 100 ( e.g. , software 
and / or hardware components of device 100 , such as when 
that administration entity may at least partially produce or 
manage device 100 ) in order to provide a more seamless user 
experience for a user of device 100 when he or she wants to 
provision a credential offered by service provider subsystem 
200 or any other remote subsystem on device 100 and / or 
when such a provisioned credential is being used as part of 
a credential data communication with service provider sub 
system 200 to carry out a transaction . For example , in some 
embodiments , device 100 may be configured to communi 
cate with administration entity subsystem 400 seamlessly 
and transparently to a user of device 100 ( e.g. , via commu 
nications path 25 ) for sharing and / or receiving certain data 
that may enable a higher level of security ( e.g. , during 
provisioning of credential data on device 100 and / or during 
an online - based secure data communication between device 
100 and service provider subsystem 200 ) . Although not 
shown , administration entity subsystem 400 may also 
include a processor component that may be the same as or 
similar to processor component 102 of electronic device 100 
of FIGS . 1A and 2 , a communications component that may 
be the same as or similar to communications component 106 
of electronic device 100 of FIGS . 1A and 2 , an I / O interface 
that may be the same as or similar to I / O interface 114 of 
electronic device 100 of FIG . 2 , a bus that may be the same 
as or similar to bus 118 of electronic device 100 of FIGS . 1A 
and 2 , a memory component that may be the same as or 
similar to memory component 104 of electronic device 100 
of FIG . 2 , and / or a power supply component that may be the 
same as or similar to power supply component 108 of 
electronic device 100 of FIG . 2 , one , some or all of which 
may be at least partially provided by server 410 . 
[ 0033 ] As mentioned , administration SSD 154c with an 
administration key 155c may also be provisioned on secure 
element 145 or memory component 104 of device 100 in 
order to more securely enable device 100 to conduct a 
transaction with service provider subsystem 200. Adminis 
tration entity subsystem 400 may also have access to an 
administration key 155C ( e.g. , for decrypting data encrypted 
by device 100 using administration key 1550 ) . Administra 
tion entity subsystem 400 may be responsible for manage 
ment of keys 155c , which may include the generation , 
exchange , storage , use , and replacement of such a key . 
Administration entity subsystem 400 may store its version of 
key 155c in a secure element of administration entity 
subsystem 400. Administration SSD 154c of device 100 
with key 155c may be configured to determine intent and 

local authentication of a user of device 100 ( e.g. , via one or 
more input components 110 of device 100 , such as a 
biometric input component ) and , in response to such a 
determination , may be configured to enable another particu 
lar SSD for conducting a transaction ( e.g. , with a service 
provider credential and / or a financial institution credential of 
a credential SSD of device 100 ) . By storing such an admin 
istration SSD on device 100 , its ability to reliably determine 
user intent for and authentication of a transaction may be 
increased . Moreover , access data provided by key 155c of 
such an administration SSD of device 100 may be leveraged 
to provide increased encryption to transaction data that may 
be communicated outside of the secure element of device 
100 or outside of device 100 itself . Additionally , or alterna 
tively , such access data may include an issuer security 
domain ( “ ISD ” ) key 156k for an ISD 152 of electronic 
device 100 , which may also be maintained by administration 
entity subsystem 400 , and may be used in addition to or as 
an alternative to key 155c . 
[ 0034 ] A service provider application or online resource 
113 may be accessed by device 100 in order to enable an 
online transaction ( e.g. , data transaction , commercial trans 
action , purchase transaction , financial transaction , etc. ) to be 
facilitated between device 100 and service provider subsys 
tem 200 or to enable online access to any other suitable 
secure device functionality of device 100 by service pro 
vider subsystem 200. First , such an application 113 may be 
approved or registered or otherwise enabled by administra 
tion entity subsystem 400 before application 113 may be 
effectively utilized by device 100. For example , an applica 
tion store 420 of administration entity subsystem 400 ( e.g. , 
the Apple App StoreTM ) may receive at least some data 
representative of application 113 from service provider 
subsystem 200 via communications path 35. Moreover , in 
some embodiments , administration entity subsystem 400 
may generate or otherwise assign a service provider key 
( e.g. , SPA key 157 ) for SPA subsystem 200 ( e.g. , for 
application 113 or subsystem 202 generally ) and may pro 
vide such a service provider key 157 to service provider 
subsystem 200 ( e.g. , via path 35 ) . Alternatively , service 
provider subsystem 200 may generate or otherwise assign a 
service provider key 157 for SPA subsystem 200 ( e.g. , for 
application 113 or subsystem 202 generally ) and may pro 
vide such a service provider key 157 to administration entity 
subsystem 400 ( e.g. , via path 35 ) . Either service provider 
subsystem 200 or administration entity subsystem 400 may 
be responsible for management of service provider key 157 , 
which may include the generation , exchange , storage , use , 
and replacement of such a key . No matter how or where such 
a service provider key 157 may be generated and / or man 
aged , both service provider subsystem 200 and administra 
tion entity subsystem 400 may store a version of service 
provider key 157 ( e.g. , in a respective secure element of 
service provider subsystem 200 and administration entity 
subsystem 400 , where , in some embodiments , the service 
provider key 157 stored by service provider subsystem 200 
may be a private key and the service provider key 157 stored 
by administration entity subsystem 400 may be a corre 
sponding public key ( e.g. , for use in asymmetric key encryp 
tion / decryption processes ) ) . In some embodiments , such a 
service provider key 157 may be specifically associated with 
a service provider application 113 and / or with a service 
provider credential , while , in other embodiments , service 
provider key 157 may be specifically associated with a 

? 
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service provider of service provider subsystem 200 ( e.g. , 
SPA subsystem 202 ) such that service provider key 157 may 
be associated with multiple third party applications or web 
resources or credentials of the same service provider of 
service provider subsystem 200 ( e.g. , with multiple SPI 
subsystems ) . A unique service provider identifier 167 may 
be generated and / or otherwise assigned to or associated with 
an application 113 and / or one or more service provider 
credentials and / or SP subsystems by administration entity 
subsystem 400 and / or by service provider subsystem 200 . 
For example , a service provider ( or merchant ) identifier 167 
may be an alphanumeric string , a domain ( e.g. , a URL or 
otherwise for a web resource type online resource applica 
tion 113 ) , or any other suitable identifier that may uniquely 
identify a service provider ( e.g. , SPA subsystem 202 ) and / or 
a particular service provider online resource and / or a par 
ticular service provider credential ( e.g. , uniquely identify 
such to administration entity subsystem 400 ) . A table 430 or 
any other suitable data structure or source of information 
that may be accessible to administration entity subsystem 
400 may be provided for associating a particular service 
provider key 157 with a particular service provider identifier 
167 of a service provider application 113 or service provider 
credential or service provider entity ( e.g. , SPA subsystem 
202 ) . A service provider online resource may be associated 
with a particular service provider identifier 167 and a 
particular service provider key 157 , each of which may be 
securely shared between service provider subsystem 200 and 
administration entity subsystem 400. Table 430 may enable 
administration entity subsystem 400 determine and utilize 
an appropriate service provider key 157 for providing a layer 
of security to any secure device data communicated to 
service provider subsystem 200 ( e.g. , credential data that 
may include financial institution payment credential data 
and / or SP credential data native to device 100 ) for a trans 
action that may involve device 100 interfacing with service 
provider subsystem 200 via service provider application 113 
or device application 103 or otherwise that may be associ 
ated with key 157 and service provider identifier 167 . 
Device 100 may be configured to access application 113 
( e.g. , from application store 420 via communications path 
25 ) and run application 113 ( e.g. , with processor 102 ) . 
Alternatively , or additionally , a service provider key 157 and 
service provider identifier 167 may be associated with a 
service provider's website ( e.g. , one or more URLs or 
domains , which may be referred to herein as a service 
provider online resource or service provider application in 
some embodiments ) or with the service provider generally , 
rather than or in addition to a service provider's third party 
native app . For example , a service provider of service 
provider subsystem 200 may work with administration 
entity subsystem 400 to associate a particular service pro 
vider website or the service provider generally with a 
particular service provider key 157 and service provider 
identifier 167 within table 430 , which may enable adminis 
tration entity subsystem 400 to determine and utilize an 
appropriate service provider key 157 for providing a layer of 
security to any secure device data communicated to service 
provider subsystem 200 ( e.g. , credential data that may 
include credential data native to device 100 ) for a transac 
tion that may involve device 100 interfacing with service 
provider server 210 to conduct a transaction via an internet 
application or web browser running on device 100 that may 
be pointed to a URL or domain whose target or web resource 

may be associated with that service provider key 157 and 
service provider identifier 167 ( e.g. , the unique domain of 
that web resource ( e.g. , store.program.provider.com ) ) . 
Device 100 may be configured to access such a URL , for 
example , from service provider server 210 via communica 
tion path 15 ( e.g. , using an internet application 113 on device 
100 that may be considered a service provider online 
resource when targeting such a service provider web 
resource ) . In other embodiments , an application 113 may not 
be associated with a specific service provider , service pro 
vider subsystem 200 , service provider key 157 , and / or 
service provider identifier 167 , but instead may be an 
independent application available to device 100 with a 
webview targeting such a service provider web resource , 
thereby acting as a service provider online resource . Such a 
registration of a service provider online resource by admin 
istration entity subsystem 400 ( e.g. , secure and validated 
sharing of service provider key 157 and service provider 
identifier 167 between service provider subsystem 200 and 
administration entity subsystem 400 ( e.g. , for storage in 
table 430 ) ) may be carried out in any suitable manner to 
ensure administration entity subsystem 400 that service 
provider subsystem 200 is a valid owner of the online 
resource . Therefore , a service provider online resource ( e.g. , 
native app , domain / URL , or any other suitable web 
resource , or perhaps even a service provider terminal ) and / or 
a service provider credential and / or a service provider 
subsystem ( e.g. , SPA subsystem 202 ) may be associated 
with a particular service provider identifier 167 and at least 
one particular service provider key 157 ( e.g. , during regis 
tration at operation 502 of process 500 of FIG . 5 ) , each of 
which may be securely shared between service provider 
subsystem 200 and administration entity subsystem 400 in 
any suitable manner and such an association may be acces 
sible to administration entity subsystem 400 ( e.g. , in table 
430 ) for use as a shared secret ( e.g. , to enable secure 
communication between administration entity subsystem 
400 and service provider subsystem 200 ( e.g. , SPA subsys 
tem 202 , etc. ) ) . 
[ 0035 ] As shown in FIG . 3 , and as described below in 
more detail , a specific example of electronic device 100 may 
be a handheld electronic device , such as an iPhoneTM , where 
housing 101 may allow access to various input components 
110a - 110i , various output components 112a - 112c , and vari 
ous I / O components 114a - 114d through which device 100 
and a user and / or an ambient environment may interface 
with each other . For example , a touch screen I / O component 
114a may include a display output component 112a and an 
associated touch input component 110f , where display out 
put component 112a may be used to display a visual or 
graphic user interface ( “ GUI ” ) 180 , which may allow a user 
to interact with electronic device 100. GUI 180 may include 
various layers , windows , screens , templates , elements , 
menus , and / or other components of a currently running 
application ( e.g. , application 103 and / or application 113 
and / or application 143 ) that may be displayed in all or some 
of the areas of display output component 112a . For example , 
as shown in FIG . 3 , GUI 180 may be configured to display 
a screen 190 with one or more graphical elements or icons 
182 of GUI 180. When a specific icon 182 is selected , device 
100 may be configured to open a new application associated 
with that icon 182 and display a corresponding screen of 
GUI 180 associated with that application , such as a service 
provider online resource application . For example , when the 
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specific icon 182 labeled with a “ S.P. App ” textual indicator 
181 ( i.e. , specific icon 183 ) is selected by a user of device 
100 , device 100 may launch or otherwise access a specific 
third party service provider application ( e.g. , a native appli 
cation or hybrid application ) . As another example , when the 
specific icon 182 labeled with an “ Internet " textual indicator 
( i.e. , specific icon 184 ) is selected by a user of device 100 , 
device 100 may launch or otherwise access an internet 
browser application that may be directed to a URL of a web 
resource of a specific third party service provider for pro 
viding another type of service provider online resource to 
device 100. As another example , when the specific icon 182 
labeled with a “ Wallet ” textual indicator ( i.e. , specific icon 
185 ) is selected by a user of device 100 , device 100 may 
launch or otherwise access a card or pass or credential 
management application ( e.g. , a wallet or passbook appli 
cation ( e.g. , an application 103 ) ) that may enable a UI for a 
user to generate credential data for a particular type of 
transaction ( e.g. , between a financial institution credential 
and an SP credential on a single device or between two SP 
credentials on two different devices , or the like ) . When any 
application is accessed , device 100 may be operative to 
display screens of a specific user interface that may include 
one or more tools or features for interacting with that 
application using device 100 in a specific manner ( see , e.g. , 
FIGS . 3A - 3E for specific examples of such displays of GUI 
180 during use of any suitable application ( e.g. , a service 
provider online resource 113 ) that may be used by a device 
user for any carrying out any secure transaction of device 
100 ( e.g. , making a transaction to service provider subsys 
tem 200 with a payment and / or SP credential ( e.g. , a 
credential of credential SSD 154a and / or SSD 154b ) of 
device 100 ) ) . For each application , screens may be displayed 
on display output component 112a and may include various 
user interface elements . Additionally , or alternatively , for 
each application , various other types of non - visual informa 
tion may be provided to a user via various other output 
components 112 of device 100. For example , in some 
embodiments , device 100 may not include a user interface 
component operative to provide a GUI but may instead 
provide an audio output component and mechanical or other 
suitable user input components for selecting and authenti 
cating use of a payment credential and / or loyalty credential 
for conducting a transaction with service provider subsystem 
200 and / or for conducting any other suitable secure func 
tionality of device 100 . 
[ 0036 ] Referring now to FIG . 4 , FIG . 4 shows further 
details with respect to particular embodiments of adminis 
tration entity subsystem 400 of system 1. As shown in FIG . 
4 , administration entity subsystem 400 may be a secure 
platform system and may include a secure mobile platform 
( “ SMP ” ) broker component 440 , an SMP trusted services 
manager ( “ TSM ” ) component 450 , an SMP crypto services 
component 460 , an identity management system ( “ IDMS ” ) 
component 470 , a fraud system component 480 , a hardware 
security module ( “ HSM ” ) component 490 , store component 
420 , and / or one or more servers 410. One , some , or all 
components of administration entity subsystem 400 may be 
implemented using one or more processor components , 
which may be the same as or similar to processor component 
102 of device 100 , one or more memory components , which 
may be the same as or similar to memory component 104 of 
device 100 , and / or one or more communications compo 
nents , which may be the same as or similar to communica 

tions component 106 of device 100. One , some , or all 
components of administration entity subsystem 400 may be 
managed by , owned by , at least partially controlled by , 
and / or otherwise provided by a single administration entity 
( e.g. , Apple Inc. ) that may be distinct and independent from 
any financial institution subsystem and / or from service 
provider subsystem 200. The components of administration 
entity subsystem 400 may interact with each other and 
collectively with any suitable financial institution subsystem 
350 and / or electronic device 100 and / or service provider 
subsystem 200 for providing a new layer of security and / or 
for providing a more seamless user experience . 
[ 0037 ] SMP broker component 440 of administration 
entity subsystem 400 may be configured to manage user 
authentication with an administration entity user account 
and / or to manage service provider validation with a service 
provider subsystem account . SMP broker component 440 
may also be configured to manage the lifecycle and provi 
sioning of credentials on device 100. SMP broker compo 
nent 440 may be a primary end point that may control the 
user interface elements ( e.g. , elements of GUI 180 ) on 
device 100. An operating system or other application of an 
end user device ( e.g. , application 103 , application 113 , 
and / or application 143 of device 100 ) may be configured to 
call specific application programming interfaces ( “ APIs ” ) 
and SMP broker 440 may be configured to process requests 
of those APIs and respond with data that may derive the user 
interface of device 100 and / or respond with application 
protocol data units ( “ APDUs ” ) that may communicate with 
device 100 ( e.g. , via a communication path 25 between 
administration entity subsystem 400 and electronic device 
100 ) . Such APDUs may be received by administration entity 
subsystem 400 from financial institution subsystem 350 via 
a trusted services manager ( “ TSM ” ) of system 1 ( e.g. , a 
TSM of a communication path between administration 
entity subsystem 400 and a remote subsystem ( e.g. , financial 
institution subsystem 350 and / or SP subsystem 200 ) ) . SMP 
TSM component 450 of administration entity subsystem 400 
may be configured to provide GlobalPlatform - based ser 
vices or any other suitable services that may be used to carry 
out credential provisioning operations on device 100 from a 
financial institution subsystem . GlobalPlatform , or any other 
suitable secure channel protocol , may enable SMP TSM 
component 450 to properly communicate and / or provision 
sensitive account data between secure element 145 of device 
100 and a TSM for secure data communication between 
administration entity subsystem 400 and a remote subsys 
tem . 

( 0038 ] SMP TSM component 450 may be configured to 
use HSM component 490 to protect keys and generate new 
keys . SMP crypto services component 460 of administration 
entity subsystem 400 may be configured to provide key 
management and cryptography operations that may be pro 
vided for user authentication and / or confidential data trans 
mission between various components of system 1. SMP 
crypto services component 460 may utilize HSM component 
490 for secure key storage and / or opaque cryptographic 
operations . A payment crypto service of SMP crypto ser 
vices component 460 may be configured to interact with 
IDMS component 470 to retrieve information associated 
with on - file credit cards or other types of commerce cre 
dentials associated with user accounts of the administration 
entity ( e.g. , an Apple iCloudTM account ) . Such a payment 
crypto service may be configured to be the only component 



US 2023/0008793 A1 Jan. 12 , 2023 
11 

a 

of administration entity subsystem 400 that may have clear 
text ( e.g. , non - hashed ) information describing commerce 
credentials ( e.g. , credit card numbers ) of its user accounts in 
memory . IDMS component 470 may be configured to enable 
and / or manage any suitable communication between device 
100 and another device , such as an identity services ( “ IDS ” ) 
transport ( e.g. , using a commercial - entity specific service 
( e.g. , iMessageTM by Apple Inc. ) ) . For example , certain 
devices may be automatically or manually registered for 
such a service ( e.g. , all devices in an eco - system of admin 
istration entity 400 may be automatically registered for the 
service ) . Such a service may provide an end - to - end 
encrypted mechanism that may require active registration 
before messages can be sent using the service . IDMS 
component 470 and / or any other suitable server or portion of 
administration entity subsystem 400 may be operative to 
identify or otherwise lookup the status of any credentials 
provisioned on any electronic devices associated with a 
given user account or otherwise , such that administration 
entity subsystem 400 may be operative to efficiently and 
effectively identify one or more non - native payment creden 
tials that may be available to a particular client device 
associated with a particular user account ( e.g. , multiple 
devices of a family account with administration entity 
subsystem 400 ) . Administration entity fraud system compo 
nent 480 of administration entity subsystem 400 may be 
configured to run an administration entity fraud check on a 
commerce credential based on data known to the adminis 
tration entity about the commerce credential and / or the user 
( e.g. , based on data ( e.g. , commerce credential information ) 
associated with a user account with the administration entity 
and / or any other suitable data that may be under the control 
of the administration entity and / or any other suitable data 
that may not be under the control of a remote subsystem ) . 
Administration entity fraud system component 480 may be 
configured to determine an administration entity fraud score 
for the credential based on various factors or thresholds . 
Additionally or alternatively , administration entity subsys 
tem 400 may include store 420 , which may be a provider of 
various services to users of device 100 ( e.g. , the iTunesTM 
Store for selling / renting media to be played by device 100 , 
the Apple App StoreTM for selling / renting applications for 
use on device 100 , the Apple iCloudTM Service for storing 
data from device 100 and / or associating multiple user 
devices and / or multiple user profiles with one another , the 
Apple Online Store for buying various Apple products 
online , etc. ) . As just one example , store 420 may be con 
figured to manage and provide an application 113 to device 
100 ( e.g. , via communications path 25 ) , where application 
113 may be any suitable application , such as a banking 
application , a service provider application , an e - mail appli 
cation , a text messaging application , an interne application , 
a card management application , or any other suitable com 
munication application . Any suitable communication proto 
col or combination of communication protocols may be used 
by administration entity subsystem 400 to communicate data 
amongst the various components of administration entity 
subsystem 400 ( e.g. , via at least one communications path 
495 of FIG . 4 ) and / or to communicate data between admin 
istration entity subsystem 400 and other components of 
system 1 ( e.g. , service provider subsystem 200 via commu 
nications path 35 of FIG . 1 and / or electronic device 100 via 
communications path 25 of FIG . 1 ) . 

[ 0039 ] FIG . 5 is a flowchart of an illustrative process 500 
for managing secure transactions between electronic devices 
and service providers . Process 500 is shown being imple 
mented by electronic device 100 , service provider subsys 
tem 200 , administration entity subsystem 400 , and , option 
ally , financial institution subsystem 350. However , it is to be 
understood that process 500 may be implemented using any 
other suitable components or subsystems . Process 500 may 
provide a seamless user experience for securely and effi 
ciently managing secure transactions between electronic 
devices and service providers , which may include a trans 
action for provisioning a service provider credential of a 
third party service provider subsystem 200 on electronic 
device 100 , where such a service provider credential as 
provisioned on electronic device 100 may then be used to 
access a product of service provider subsystem 200. To 
facilitate the following discussion regarding the operation of 
system 1 for personalizing service provider credentials 
according to process 500 of FIG . 5 , reference is made to 
various components of system 1 of the schematic diagrams 
of FIGS . 1-4 , and to front views of screens 190-190e of 
FIGS . 3-3E that may be representative of a graphical user 
interface of device 100 ( e.g. , a GUI as may be provided by 
a card or credential management application ( e.g. , a wallet 
or passbook application ( e.g. , an application 103 ) ) and / or a 
service provider online resource 113 or any suitable appli 
cation of device 100 ) during such a process . The operations 
described may be achieved with a wide variety of graphical 
elements and visual schemes . Therefore , the embodiments 
of FIGS . 3-3E are not intended to be limited to the precise 
user interface conventions adopted herein . Rather , embodi 
ments may include a wide variety of user interface styles . 
While the term “ service provider ” may be utilized for 
describing service provider subsystem 200 and / or any fea 
ture thereof , such as a service provider online resource or 
key or server or terminal or identifier or credential , it is to 
be understood that subsystem 200 may be any suitable 
subsystem operated by any suitable third party entity that 
may be distinct from an owner or user of electronic device 
100 and / or from administration entity subsystem 400. For 
example , service provider subsystem 200 may be any suit 
able third party subsystem that may enable a transaction for 
provisioning a credential or pass on device 100 and / or any 
suitable subsystem that may receive such credential or pass 
information from device 100 for furthering a transaction for 
granting access to a product ( e.g. , a transaction that may 
benefit an operator of device 100 ) . 
[ 0040 ] At operation 501 of process 500 , SPA subsystem 
202 may be registered with each SPI subsystem of SP 
subsystem 200 ( e.g. , through communication of any suitable 
registration data therebetween ) . For example , if SP subsys 
tem 200 may include first SPI subsystem 250 and second SPI 
subsystem 290 , each of which may communicate with 
administration entity subsystem 400 via SPA subsystem 202 , 
then SPA subsystem 202 may register with each SPI sub 
system . Although FIG . 5 may only show first SPI subsystem 
250 registering with SPA subsystem 202 , it is to be under 
stood that more than one SPI subsystem may register with a 
single SPA subsystem 202 ( e.g. , SPI subsystem 290 may 
also register with SPA subsystem 202 at operation 501 ) . 
Such registration of SPA subsystem 202 with an SPI sub 
system may include sharing any suitable data that may 
enable secure communication of data therebetween in the 
future ( e.g. , at least one shared secret may be realized 
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between SPA subsystem 202 and SPI subsystem 250 through 
communication ( e.g. , via communications path 75 ) at reg 
istration operation 501 , such as to enable transport layer 
security ( “ TLS ” ) , and / or any suitable API specification data 
may be shared between SPA subsystem 202 and SPI sub 
system 250 at registration operation 501 for defining one or 
more APIs that may be used to define future communica 
tions between SPA subsystem 202 and SPI subsystem 250 ) . 
[ 0041 ] At operation 502 of process 500 , SP subsystem 200 
( e.g. , SPA subsystem 202 ) may be registered with adminis 
tration entity subsystem 400 ( e.g. , through communication 
of any suitable registration data therebetween ) . For example , 
if SP subsystem 200 may include SPA subsystem 202 that 
may act as a technology provider or service enabler for one 
or more SPI subsystems of SP subsystem 200 ( e.g. , first SPI 
subsystem 250 and / or second SPI subsystem 290 ( e.g. , 
through registration at operation 501 ) ) , each of which may 
then communicate with administration entity subsystem 400 
via SPA subsystem 202 , then SPA subsystem 202 may 
register with administration entity subsystem 400. Such 
registration of SPA subsystem 202 with administration entity 
subsystem 400 may include sharing any suitable data that 
may enable secure communication of data therebetween in 
the future ( e.g. , at least one shared secret may be realized 
between SPA subsystem 202 and administration entity sub 
system 400 through communication ( e.g. , via communica 
tions path 35 ) at registration operation 502 ) . For example , as 
mentioned , SPA subsystem 202 may be associated with a 
particular service provider identifier 167 and at least one 
particular service provider key 157 during registration at 
operation 502 , each of which may be securely shared 
between service provider subsystem 200 and administration 
entity subsystem 400 in any suitable manner , and such an 
association may be accessible to administration entity sub 
system 400 ( e.g. , in table 430 ) for use as a shared secret ( e.g. , 
to enable secure communication between administration 
entity subsystem 400 and service provider subsystem 200 
( e.g. , SPA subsystem 202 ) , such as to enable transport layer 
security " TLS ' ) ) . Additionally or alternatively , any suitable 
API specification data may be shared between SPA subsys 
tem 202 and administration entity subsystem 400 at regis 
tration operation 502 for defining one or more APIs that may 
be used to define future communications between SPA 
subsystem 202 and administration entity subsystem 400 . 
[ 0042 ] At operation 504 of process 500 , administration 
entity subsystem 400 may be registered with electronic 
device 100. For example , to affect such registration , access 
data 554 may be provisioned on secure element 145 of 
electronic device 100 by administration entity subsystem 
400 at operation 504. For example , at least one access or 
administration SSD ( e.g. , administration SSD 154c ) may be 
provisioned on secure element 145 of device 100 at least 
partially by access data 554 from administration entity 
subsystem 400 ( e.g. , from server 410 ) in order to more 
securely enable device 100 to conduct a transaction with 
service provider subsystem 200. As mentioned , SSD 1540 
may be at least partially provisioned on secure element 145 
of electronic device 100 directly from administration entity 
subsystem 400 ( e.g. , as access data 554 via communication 
path 25 between server 410 of administration entity subsys 
tem 400 and communications component 106 of device 100 , 
which may then be passed to secure element 145 from 
communications component 106 ( e.g. , via bus 118 ) ) . Access 
data 554 via path 25 may be provisioned on secure element 

145 of device 100 as at least a portion or all of SSD 154c and 
may include applet 153c and / or key 155c . Operation 504 
may be at least partially carried out when device 100 is 
initially configured ( e.g. , by administration entity subsystem 
400 before device 100 is sold to a user ) . Alternatively , 
operation 504 may be at least partially carried out in 
response to a user of device 100 initially setting up secure 
element 145 of NFC component 120. Additionally or alter 
natively , access data 554 may include ISD key 156k for ISD 
152 of secure element 145 and may be used in addition to or 
as an alternative to key 1550 ( e.g. , as a shared secret ) for 
enabling secure transmissions between administration entity 
subsystem 400 and electronic device 100. Any key for a 
shared secret between device 100 and administration entity 
subsystem 400 that may be associated with access data 554 
may also include device identifier 119 ( e.g. , a unique iden 
tifier of device 100 ( e.g. , of device 100 generally and / or of 
secure element 145 specifically ( e.g. , an SEID ) ) ) that may be 
associated with the shared secret key ( e.g. , in table 430 of 
administration entity subsystem 400 ) , such as to enable 
transport layer security ( “ TLS ” ) . Communication at opera 
tion 504 may be initiated by either device 100 or adminis 
tration entity subsystem 400 ( e.g. , in any suitable push or 
pull manner ) . 
[ 0043 ] At operation 506 of process 500 , payment or finan 
cial institution credential data 556 may be provisioned on 
secure element 145 of electronic device 100 by financial 
institution subsystem 350 , in some embodiments , via admin 
istration entity subsystem 400. For example , such credential 
data 556 may be at least partially provisioned on secure 
element 145 of electronic device 100 directly from financial 
institution subsystem 350 or via administration entity sub 
system 400 ( e.g. , via communications path 45 of FIG . 1A 
between financial institution subsystem 350 and administra 
tion entity subsystem 400 , which may be passed to device 
100 as credential data 556 via communications path 25 of 
FIG . 1A between administration entity subsystem 400 ( e.g. , 
server 410 ) and communications component 106 of device 
100 , which may then be passed to secure element 145 from 
communications component 106 ( e.g. , via bus 118 ) ) . Cre 
dential data 556 may be provisioned on secure element 145 
of device 100 as at least a portion or all of financial 
institution credential SSD 154b and may include credential 
applet 153b with financial institution credential information 
and / or credential key 155b . Operation 506 may be at least 
partially carried out when a user of device 100 selects a 
particular payment or financial institution credential to be 
provisioned on device 100 ( e.g. , via an online resource 
running on device 100 or any other suitable mechanism ) . In 
some embodiments , credential data 556 may also include or 
otherwise use administration key 1550 , which may be ini 
tially provided from administration entity subsystem 400 to 
financial institution subsystem 350 and / or may be added by 
administration entity subsystem 400 ( e.g. , to secure the 
transaction of data 556 to device 100 ) . Communication at 
operation 506 may be initiated by either device 100 or 
administration entity subsystem 400 or financial institution 
subsystem 350 ( e.g. , in any suitable push or pull manner ) . 
[ 0044 ] The financial institution credential information of 
SSD 154b that may be defined by credential data 556 and 
provisioned on device 100 at operation 506 may include data 
necessary to make a payment with that credential ( e.g. , to 
identify a funding account at financial institution subsystem 
for funding a transaction ( e.g. , with SP subsystem 200 ) ) , 



US 2023/0008793 A1 Jan. 12 , 2023 
13 

such as , for example , a primary account number ( “ PAN ” ) , a 
card security code ( e.g. , a card verification code ( “ CVV ” ) ) , 
PAN expiration date , name associated with the credential , 
and the like , as well as other data that may be operative for 
electronic device 100 to generate appropriate crypto data 
( e.g. , any suitable shared secret and any suitable crypto 
graphic algorithm or cipher whose functional output may be 
at least partially determined by the shared secret ) . A “ vir 
tual ” credential or virtual PAN or device PAN ( “ D - PAN ” ) 
may be provisioned on device 100 rather than the user's 
" actual ” credential or actual PAN or funding PAN ( “ F 
PAN ” ) of an actual user account at financial institution 
subsystem 350 . 
[ 0045 ] At operation 508 of process 500 , service provider 
credential data 558 may be provisioned on secure element 
145 of electronic device 100 by service provider subsystem 
200 , in some embodiments , via administration entity sub 
system 400. For example , such SP credential data 558 may 
be at least partially provisioned on secure element 145 of 
electronic device 100 directly from service provider subsys 
tem 200 or via administration entity subsystem 400 ( e.g. , via 
communications path 35 of FIG . 1A between service pro 
vider subsystem 200 and administration entity subsystem 
400 , which may be passed to device 100 as SP credential 
data 558 via communications path 25 of FIG . 1A between 
administration entity subsystem 400 ( e.g. , server 410 ) and 
communications component 106 of device 100 , which may 
then be passed to memory 104 and / or secure element 145 
from communications component 106 ( e.g. , via bus 118 ) ) . 
SP credential data 558 may be provisioned on secure ele 
ment 145 of device 100 as at least a portion or all of SP 
credential SSD 154a and may include credential applet 153a 
with SP credential information and / or SP credential key 
155a . Alternatively or additionally , SP credential data 558 
may be at least partially stored on memory 104 as service 
provider credential data 123. Operation 508 may be at least 
partially carried out when a user of device 100 selects a 
particular SP credential to be provisioned on device 100 
( e.g. , via an online resource running on device 100 or any 
other suitable mechanism ) . In some embodiments , creden 
tial data 558 may also include or otherwise use administra 
tion key 155c , which may be initially provided from admin 
istration entity subsystem 400 to SP subsystem 200 and / or 
may be added by administration entity subsystem 400 ( e.g. , 
to secure the transaction of data 558 to device 100 ) . SP 
credential data 558 may include any suitable data operative 
to define or otherwise identify one or more actions ( e.g. , 
action data or pass data ) that may be appropriately carried 
out by the SP credential provisioned on device 100 , includ 
ing , but not limited to , add value to the SP credential , 
decrement value from the SP credential , and the like , and / or 
information that may define any suitable characteristics of 
such actions , including , but not limited to , the maximum 
value that may be added to the SP credential , which may be 
included in any suitable structure , such as one or more 
JavaScript Object Notation ( “ JSON " ) files ( e.g. , action.json , 
which may be a pass file , of which certain information may 
be presentable to a user of device 100 ( e.g. , via a card 
management application running on processor 102 of device 
100 ) ) . Communication at operation 508 may be initiated by 
either device 100 or administration entity subsystem 400 or 
SP subsystem 200 ( e.g. , in any suitable push or pull manner ) . 
One exemplary way in which SP credential data ( e.g. , 
additional SP credential data or SP credential data 558 of 

operation 508 ) may be updated on device 100 may be 
described in more detail with respect to operations 510-549 
of process 500 . 
[ 0046 ] At operation 510 of process 500 , device 100 may 
be operative to enable a user to generate and submit an order 
for adding value to an SP credential on device 100 ( e.g. , for 
adding value to an SP credential that has already been 
provisioned on device 100 ( e.g. , an SP credential provi 
sioned at operation 508 ) or for adding a new SP credential 
of some value to device 100 ) . As shown in FIGS . 3A - 3C , 
any suitable application ( e.g. , a device application 103 ( e.g. , 
a card management ( e.g. , Wallet ) application ) or a service 
provider online resource or application ( e.g. , application 
113 ) ) may be run by device 100 for presenting a user with 
one or more options for generating and submitting a par 
ticular order for adding SP credential value to a device . For 
example , as shown in FIG . 3A , GUI 180 may provide screen 
190a that may present a user query 301 asking the user 
whether or not service provider credential value ought to be 
added , as well as one or more suitable response options that 
may be selected by a user for responding to query 301 , such 
as a response options 303 , 305 , 307 , and 309. Response 
option 303 may be selected to decline adding any SP 
credential value . Response option 305 may be selected to 
add SP credential value to an existing “ SP Credential A ” on 
device 100 ( e.g. , to an SP credential that may have been 
provisioned on device 100 at operation 508 ) . Response 
option 307 may be selected to add SP credential value to a 
new SP credential that has not yet been provisioned on 
device 100. Response option 309 may be selected to add SP 
credential value to a remote recipient device other than 
device 100 ( e.g. , to client device 100 ' of system 1 ( see , e.g. , 
FIG . 1A ) ) , which may be identified through use of any 
suitable remote recipient device identifier ( e.g. , a telephone 
number or e - mail address or otherwise that may be uniquely 
associated with the remote recipient device ( e.g. , with 
respect to administration entity subsystem 400 ) , similarly to 
device identifier 119 of host device 100 ) . Operation 510 may 
include any suitable data fetches or other suitable sub 
operations where updated information about one or more SP 
credentials may be obtained by device 100 ( e.g. , from 
administration entity subsystem 400 and / or SP subsystem 
200 ( e.g. , via administration entity subsystem 400 ) ) . Any 
suitable data from SP credential data 558 ( e.g. , action data ) 
may be utilized at operation 510 and / or any updated or 
additional information may be fetched at operation 510 to 
present any suitable options or to enable any suitable selec 
tions or definitions of an order by device 100. Additionally , 
before or after presenting screen 190a for potentially select 
ing what target SP credential to add value to ( e.g. , with one 
of response options 305-309 ) , GUI 180 may provide screen 
190b , as shown in FIG . 3B , that may present a user query 
311 asking the user how to fund an addition of SP credential 
value , as well as one or more suitable response options that 
may be selected by a user for responding to query 311 , such 
as a response options 313 , 315 , 317 , and 319. For example , 
one of response options 313 and 315 may be selected to 
choose a particular existing financial institution ( “ FI ” ) cre 
dential that may have already been provisioned on device 
100 at operation 506 , such as “ FI Credential A ” or “ FI 
Credential B ” that may be associated with different funding 
accounts of financial institution subsystem 350. Additionally 
or alternatively , one of response options 317 and 319 may be 
selected to choose a particular existing SP credential that 
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may have already been provisioned on device 100 at opera 
tion 508 , such as “ SP Credential A ” or “ SP Credential B ” 
that may be associated with different SP credentials of SP 
subsystem 200 ( e.g. , of SPI subsystem 250 and / or of SPI 
subsystem 290 ) . Next , after a selection of a target SP 
credential to add value to ( e.g. , with one of response options 
305-309 of FIG . 3A ) and after a selection of a funding 
source for new SP credential value ( e.g. , with one of 
response options 313-319 of FIG . 3B ) , GUI 180 may 
provide screen 190c , as shown in FIG . 3C , that may present 
a user query 321 that may enable a user to edit a previous 
selection of a target SP credential for adding value with 
option 323 ( e.g. , one of responses 305 , 307 , and 309 of 
screen 190a ) and / or of a funding credential with option 325 
( e.g. , one of responses 313 , 315 , 317 , and 319 of screen 
1905 ) . Moreover , screen 190c may provide a user with the 
ability at option 327 to select an SP value to be added to the 
target SP credential of option 323 ( e.g. , $ 80 value that may 
be decremented or a monthly subscription or a single transit 
pass , etc. ) . Alternatively or additionally , screen 190c may 
provide a user with the ability at option 329 to select a 
funding amount to be funded by the funding credential of 
option 325 ( e.g. , a specific monetary value that may be 
required to fund the desired new SP credential value ) . 
Finally , also at operation 510 , screen 190c of FIG . 3C may 
prompt a user to interact with device 100 in one or more 
ways to authenticate the user and its intent to utilize the 
selected funding credential of option 325 with an authenti 
cation and order submission prompt 331. Use of authenti 
cation prompt 331 may include prompting the user to enter 
user authentication via personal identification number 
( “ PIN ” ) entry or via user interaction with a biometric sensor 
in order to access the secure element of device 100 and , thus , 
the funding credential of option 325 to be used for funding 
the SP value order being submitted . Access SSD 154c may 
leverage applet 153c to determine whether such authentica 
tion has occurred before allowing other SSDs 154 ( e.g. , a 
credential SSD 154 associated with the selected funding 
credential of option 325 ) to be used for enabling its creden 
tial information as funding information in a device order for 
SP value . As just one example of operation 510 , applet 153c 
of access SSD 154c may be configured to determine intent 
and local authentication of a user of device 100 ( e.g. , via one 
or more input components 110 , such as a biometric input 
component 110i of FIG . 3 , as may be used by a user 
interacting with an application via GUI 180 ) and , in 
response to such a determination , may be configured to 
enable another particular SSD for funding an SP value order 
transaction ( e.g. , with a credential of credential SSD 154a or 
of credential SSD 154b ) . 
[ 0047 ] Once authentication information has been provided 
at operation 510 for a particular order , process 500 may 
advance to operation 512 where such authentication infor 
mation and any other suitable order information ( e.g. , as 
defined at screen 190c ) may be provided by processor 102 
to secure element 145 as order request data 562. For 
example , order request data 562 may include not only any 
suitable authentication information provided by a user , but 
also identification of a funding credential ( e.g. , of option 325 
( e.g. , an applet identifier of an FI credential on secure 
element 145 ( e.g. , applet 153b ) or an applet identifier of an 
SP credential on secure element 145 ) ) and / or a funding 
amount ( e.g. , of option 329 ) and / or a target SP credential for 
added value ( e.g. , of option 323 ( e.g. , an applet identifier of 

an SP credential on secure element 145 ( e.g. , applet 153a ) 
and / or an identifier of a particular SPI subsystem ( e.g. , SPI 
ID 267 ) and / or an identifier of a particular SPA subsystem 
( e.g. , SPA ID 167 ) and / or an identifier of a recipient device 
( e.g. , device identifier of host device 100 or of client device 
100 ' ) ) ) and / or a particular value to be added ( e.g. , of option 
327 ) . Certain portions of order request data 562 may be 
indicative of a selection of one or more actions ( e.g. , add 
value / top - up ) that may be defined by any suitable action data 
( e.g. , of SP credential data 558 ) that may be associated with 
a particular SP credential to be used ( e.g. , updated ) with the 
order . 

[ 0048 ] Next , at operations 514 and 516 , process 500 may 
include device 100 ( e.g. , secure element 145 ) generating , 
encrypting , and transmitting payment data 564 as at least a 
portion of order response data 566 back to processor 102 of 
device 100. Such payment data 564 may be generated as any 
suitable funding or payment instrument for inclusion in an 
SP value order from device 100 through use of the funding 
credential identified by order request data 562 of operation 
512 ( e.g. , the funding credential of option 325 of screen 
190C ( e.g. , of a user order sheet ) ) . Once the funding cre 
dential on secure element 145 of device 100 has been 
selected , authenticated , and / or enabled for use in generating 
a funding instrument ( e.g. , based on the identification of the 
funding credential and the authentication information of 
order request data 562 , secure element 145 of device 100 
( e.g. , processor module 142 of NFC component 120 ) may 
generate and encrypt certain credential data of that selected 
funding credential for use by administration entity subsys 
tem 400. For example , secure element ( “ SE ” ) funding 
credential data of an applet of the selected funding credential 
SSD ( e.g. , financial institution credential data of SSD 1546 
( e.g. , token data and crypto data operative to securely 
identify a funding account of financial institution subsystem 
350 ) or SP credential data of SSD 154a ( e.g. , any suitable 
value data from a provisioned SP credential ( e.g. , a monetary 
value or certain access data ) ) ) may be generated and / or at 
least partially encrypted and / or encoded with a credential 
key of that funding credential SSD ( e.g. , key 155a or key 
155b ) at operation 514 as encrypted funding credential data , 
such that such encrypted funding credential data may only 
be decrypted and / or decoded by an entity with access to that 
credential key ( e.g. , financial institution subsystem 350 or 
SP subsystem 200 ) for accessing the generated funding 
credential data . That funding credential data may include all 
data necessary to fund an acquisition of new SP credential 
value from SP subsystem 200 ( e.g. , from an SP subsystem 
responsible for adding value to the SP credential identified 
by option 323 ) , such as , for example , a primary account 
number ( e.g. , an actual F - PAN or a virtual D - PAN ) , a card 
security code ( e.g. , a card verification code ( “ CVV ” ) ) , 
expiration date , name associated with the credential , asso 
ciated crypto data ( e.g. , a cryptogram generated using a 
shared secret between secure element 145 and financial 
institution subsystem 350 and any other suitable informa 
tion ) , and / or the like when the funding credential is a 
financial institution funding credential or one or more suit 
able value scripts when the funding credential is an SP 
credential . In some embodiments , once some or all of that 
funding credential data of a funding credential SSD has been 
encrypted with a key of that funding credential SSD at 
operation 514 , which may provide payment data 564 , that 
encrypted funding credential data , either alone or along with 
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at least a portion if not all of any other suitable order data of 
order request data 562 ( e.g. , identification of a funding 
credential ( e.g. , of option 325 ( e.g. , an applet identifier ) ) 
and / or a funding amount ( e.g. , of option 329 ) and / or a target 
SP credential for added value ( e.g. , of option 323 ( e.g. , an 
identifier of a particular SPI subsystem ( e.g. , SPI ID 267 ) 
and / or of a particular SPA subsystem ( e.g. , SPA ID 167 ) 
and / or an identifier of a recipient device ( e.g. , device iden 
tifier of host device 100 or of client device 100 ' ) ) ) and / or a 
particular value to be added ( e.g. , of option 327 ) ) , may be 
encrypted by access information ( e.g. , by administration key 
155c of access SSD 154c and / or ISD key 156k of ISD 152 ) 
at operation 514 as encrypted administration entity ( “ AE ” ) 
funding credential data , which may provide payment data 
564. For example , secure element 145 of device 100 ( e.g. , 
processor module 142 of NFC component 120 ) may use 
access information to encrypt not only an identification of 
the SP subsystem to add SP credential value , but also the 
identification of the amount of the funding and / or amount of 
value to be funded , as well as the encrypted funding cre 
dential data of the funding credential SSD into encrypted AE 
credential data for providing payment data 564. In some 
embodiments , funding credential data of the funding cre 
dential SSD may be generated but not encrypted with a 
credential key before being encrypted with an access key , 
and , instead , such funding credential data may be encrypted 
with an access key and provided as payment data 564 that is 
not encrypted with any credential key . In some embodi 
ments , such an access key may be an administration entity 
public key associated with a scheme of administration entity 
subsystem 400 and of which administration entity subsys 
tem 400 may have access to an associated administration 
entity private key ( e.g. , key 155c ) . Administration entity 
subsystem 400 may provide such an administration entity 
public key to financial institution subsystem 350 and finan 
cial institution subsystem 350 may then share that admin 
istration entity public key with device 100 ( e.g. , when 
provisioning financial institution credential data on device 
100 ( e.g. , at operation 506 of process 500 ) ) and / or to SP 
subsystem 200 and SP subsystem 350 may then share that 
administration entity public key with device 100 ( e.g. , when 
provisioning SP credential data on device 100 ( e.g. , at 
operation 508 of process 500 ) ) . 
[ 0049 ] Next , payment data 564 along with any additional 
information , such as at least some of order request data 562 
or otherwise that may be indicative of the order ( e.g. , 
identification of a funding credential ( e.g. , of option 325 
( e.g. , an applet identifier ) ) and / or a funding amount ( e.g. , of 
option 329 ) and / or a target SP credential for added value 
( e.g. , of option 323 ( e.g. , an identifier of a particular SPI 
subsystem ( e.g. , SPI ID 267 ) and / or of a particular SPA 
subsystem ( e.g. , SPA ID 167 ) and / or an identifier of a 
recipient device ( e.g. , device identifier of host device 100 or 
of client device 100 ' ) ) ) and / or a particular value to be added 
( e.g. , of option 327 ) and / or any other suitable information 
( e.g. , any information identifying device 100 itself , a unique 
device - based transaction or order identifier , and / or the like ) 
may together be transmitted as order response data 566 at 
operation 516 from secure element 145 to processor 102 
and / or from processor 102 to administration entity subsys 
tem 400 as transaction order data or device order data 568 
at operation 518. Therefore , at least portions of device order 
data 664 ( e.g. , encrypted AE funding credential data ) may 
only be decrypted by an entity with access to that access 

information used for the encryption ( e.g. , administration key 
155c and / or ISD key 156k ) that generated encrypted AE 
funding credential data of payment data 564 of device order 
data 568 ( e.g. , administration entity subsystem 400 ) . Such 
device order data 568 may be generated at operations 
514-518 and then transmitted to administration entity sub 
system 400 ( e.g. , via communications component 106 and 
communication path 25 ) . Operations 514-518 may ensure 
that any funding credential data generated and transmitted 
from secure element 145 of device 100 as part of device 
order data 568 has first been encrypted in such a way that it 
cannot be decrypted by another portion of device 100. That 
is , funding credential data of device order data 568 may be 
encrypted as encrypted funding credential data with a fund 
ing credential key that may not be exposed to or accessible 
by any portion of device 100 outside of its secure element . 
Moreover , such encrypted funding credential data of device 
order data 568 may be encrypted as encrypted AE funding 
credential data with an access key ( e.g. , administration key 
155c and / or 156k ( e.g. , referred to herein as " access infor 
mation " ) ) that may not be exposed to or accessible by any 
portion of device 100 outside of its secure element . There 
fore , device order data 568 communicated from device 100 
to administration entity subsystem 400 may define an order 
that may include order data identifying a payment instru 
ment and order data identifying an item to be funded , where 
the order data identifying the payment instrument may 
include the funding credential data of payment data 564 that 
may be operative to securely identify a funding source ( e.g. , 
a user account at financial institution subsystem 350 and / or 
stored value of an SP credential provisioned by SP subsys 
tem 200 ( e.g. , as may be identified by option 325 ) ) as well 
as an amount of value of that funding source to be used for 
funding ( e.g. , as may be identified by option 329 ) , and where 
the order data identifying an item to be funded may be any 
suitable data identifying an SP credential and value to be 
added to that SP credential ( e.g. , as may be identified by 
options 323 and 327 ) , which may identify any suitable SP 
product ( e.g. , goods or services ) of an SP subsystem or any 
suitable SP credential value to be stored on a device for use 
in accessing other SP product of an SP subsystem as well as 
a recipient device for that value ( e.g. , an identifier of a 
recipient device ( e.g. , device identifier of host device 100 or 
of client device 100 ' ) ) . For example , the order data identi 
fying the item may include data defining an object specify 
ing what SP credential is being purchased ( e.g. , funded ) by 
the order , such as a description identifying the item being 
purchased ( e.g. , a description that may be entered and / or 
edited by a user ( e.g. , at option 323 and / or option 327 ) 
and / or that may be at least partially generated by system 1 
( e.g. , by device 100 and / or by any other suitable subsystem 
of system 1 ) ) and may include context about the particular 
order , such as an object with one or more keys inside the 
object that may be defined by SPA subsystem 202 ( e.g. , an 
SPA implementer ) and / or administration entity subsystem 
400 ( e.g. , at operation 502 ) and may include any data that 
may be required by SPA subsystem 202 to process the order 
request . For example , such an object may include one or 
more keys that may be item - type specific and may be defined 
as a contract between administration entity subsystem 400 
and SPA subsystem 202. The order data identifying the item 
may include any suitable data indicative of a selection of one 
or more actions ( e.g. , add value / top - up ) that may be defined 
by any suitable action data ( e.g. , of SP credential data 558 ) 
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that may be associated with a particular SP credential to be 
used ( e.g. , updated ) with the order . Such actions of the action 
data for an SP credential may be defined by SP subsystem 
200 and / or administration entity subsystem 400 prior to use 
on device 100 for generating an order , where such action 
data may be a portion of a contract between SP subsystem 
200 and administration entity subsystem 400 to enable the 
order and value transaction of process 500 . 
[ 0050 ] Next , at operation 520 of process 500 , administra 
tion entity subsystem 400 may receive and process device 
order data 568 for generating administration order data 570 . 
For example , administration entity subsystem 400 may 
receive device order data 568 and may then decrypt 
encrypted AE funding credential data of device order data 
568 using access information as available at administration 
entity subsystem 400 ( e.g. , key 155c and / or key 156k ( e.g. , 
a shared secret between administration entity subsystem 400 
and device 100 ) ) . This may enable administration entity 
subsystem 400 to determine an unencrypted identification of 
the service provider subsystem that may be the target for the 
order ( e.g. , SP subsystem 200 that may be identified by any 
suitable SP identification data in device order data 568 ( e.g. , 
SPI ID 267 and / or SPA ID 167 that may be associated with 
a target SP identified by option 323 ) ) , while also maintaining 
funding credential data of payment data 564 in an encrypted 
state ( e.g. , as encrypted funding credential data ) , because 
administration entity subsystem 400 may not have access to 
a funding credential key ( e.g. , key 155a or key 155b ) with 
which such funding credential data may have been 
encrypted by secure element 145 of device 100 at operation 
514 as encrypted funding credential data of payment data 
564. Additionally or alternatively , the identification of the 
service provider subsystem that may be the target for the 
order ( e.g. , a target SP subsystem ) may be identified by the 
additional data that may have been included in order 
response data 566 and / or device order data 568 along with 
payment data 564 ( e.g. , along with encrypted funding cre 
dential data ) . Device order data 568 may include any suit 
able information identifying device 100 ( e.g. , device iden 
tifier 119 ) or at least its secure element 145 , such that , when 
device order data 568 is received by administration entity 
subsystem 400 , administration entity subsystem 400 may 
know which access information ( e.g. , which of key 1550 
and / or key 156k ) to use at operation 520 to decrypt at least 
a portion of device order data 568. For example , adminis 
tration entity subsystem 400 may have access to multiple 
access keys and / or multiple ISD keys , each one of which 
may be particular to a specific device ( e.g. , host device 100 
or client device 100 ' ) or to a specific secure element of a 
specific device . 
[ 0051 ] Next , also at operation 520 of process 500 , after 
administration entity subsystem 400 may identify the service 
provider subsystem that is the target for the order ( e.g. , 
through certain processing of device order data 568 at 
operation 520 , administration entity subsystem 400 may 
identify an SP key ( e.g. , SPA key 157 ) that may be associ 
ated with that identified target service provider subsystem 
and then re - encrypt at least a portion of device order data 
568 using that SP key . That is , after decrypting at least a 
portion of device order data 568 using suitable access 
information at operation 520 ( e.g. , after decrypting the 
encrypted AE funding credential data of device order data 
568 to realize the encrypted SE funding credential data of 
payment data 564 and any other information that may have 

been included in device order data 568 ) , administration 
entity subsystem 400 may then , at operation 520 , re - encrypt 
at least a portion of decrypted device order data 568 ( e.g. , the 
encrypted SE funding credential data of payment data 564 ) 
with an appropriate SP key 157 that may be associated with 
target SP information identified in device order data 568. For 
example , such an SP key 157 may be determined by com 
paring target SP identifier information identified in device 
order data 568 with data in table 430 of administration entity 
subsystem 400. With this determined appropriate SP key 
157 , administration entity subsystem 400 may re - encrypt 
with SP key 157 at least a portion of device order data 568 
( e.g. , encrypted SE funding credential data of payment data 
564 ) as encrypted SP funding credential data . Such 
encrypted SP funding credential data may be generated at 
operation 520 as at least a portion of administration order 
data 570 and then such administration order data 570 may be 
transmitted to the target SP subsystem at operation 522. For 
example , administration order data 570 may include such 
encrypted SP funding credential data and any other suitable 
data , such as any suitable data from device order data 568 , 
including , but not limited to , identification of a funding 
credential ( e.g. , of option 325 ) and / or a funding amount 
( e.g. , of option 329 ) and / or a target SP credential for added 
value ( e.g. , of option 323 ( e.g. , an identifier of a particular 
SPI subsystem ( e.g. , SPI ID 267 ) and / or of a particular SPA 
subsystem ( e.g. , SPA ID 167 ) and / or an identifier of a 
recipient device ( e.g. , device identifier of host device 100 or 
of client device 100 ' ) ) ) and / or a particular value to be added 
( e.g. , of option 327 ) and / or any other suitable information 
( e.g. , any information identifying device 100 itself , a unique 
device - based transaction or order identifier , a unique admin 
istration - based transaction or order identifier generated by 
administration entity subsystem 400 , and / or the like ) . For 
example , while device order data 568 may include not only 
SPA ID 167 but also SPI ID 267 , administration entity 
subsystem 400 may only utilize SPA ID 167 to identify SP 
key 157 for use in encrypting the encrypted SE funding 
credential data of device order data 568 as the encrypted SP 
funding credential data of administration order data 570 
( e.g. , only SPA ID 167 , and not SPI ID 267 , may be 
identified in table 430 by administration entity subsystem 
400 ( e.g. , for use in identifying SP key 157 to do such 
encryption ) ) and / or for use in defining the target SP subsys 
tem for the communication of administration order data 570 
from administration entity subsystem 400 at operation 522 
( e.g. , SPA subsystem 202 associated with that SPA ID 167 ) . 
However , SPI ID 267 of device order data 568 may be 
included in administration order data 570 for later use by 
that target SPA subsystem 202 ( e.g. , to identify SPI subsys 
tem 250 for targeting SPA order data 574 at operation 526 ) . 
In some embodiments , operation 520 may include admin 
istration entity subsystem 400 ensuring that an SP subsystem 
associated with the identified target SP information ( e.g. , 
SPA subsystem 202 that may be associated with SPA ID 167 
of device order data 568 ) is an SP subsystem that is currently 
trusted by administration entity subsystem 400 before 
enabling the encryption of operation 520 and / or communi 
cation of data 570 at operation 522. For example , at opera 
tion 520 , administration entity subsystem 400 may be opera 
tive to ensure that SPA subsystem 202 has been properly 
registered with administration entity subsystem 400 ( e.g. , at 
operation 502 ) and is still a trusted partner before adminis 
tration entity subsystem 400 may proceed with the encryp 
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tion of operation 520 and / or the communication of data 570 
at operation 522. Therefore , communication of device order 
data 568 between device 100 and administration entity 
subsystem 400 prior to certain communication of order data 
to SP subsystem 200 may enable administration entity 
subsystem 400 to perform any suitable fraud check and / or 
validation and / or confirmation of SP subsystem 200 ( e.g. , to 
protect an order being made by device 100 ) . Operations 520 
and 522 may be operative to ensure that funding SP cre 
dential data transmitted from administration entity subsys 
tem 400 as part of administration order data 570 may be 
encrypted in such a way that it cannot be decrypted by any 
entity that does not have access to SP key 157 ( e.g. , a shared 
secret between SP subsystem 200 and administration entity 
subsystem 400 , which may have been shared at operation 
502 ) . Administration order data 570 may then be forwarded 
on to SP subsystem 200 ( e.g. , server 204 of SPA subsystem 
202 ) by administration entity subsystem 400 via communi 
cations path 35 using any suitable protocol at operation 522 . 
Alternatively , although not shown , rather than sharing 
administration order data 570 with SP subsystem 200 via 
path 35 at operation 522 , administration entity subsystem 
400 may share administration order data 570 with SP 
subsystem 200 via device 100 ( e.g. , via communications 
path 25 and then communications path 15 and / or as con 
tactless proximity - based communication 5 ) . 
[ 0052 ] Once such administration order data 570 is 
received by SP subsystem 200 ( e.g. , by SPA subsystem 202 ) , 
SP subsystem 200 may be operative to process such admin 
istration order data 570 for generating SPA order data 574 at 
operation 524. For example , SPA subsystem 202 may 
receive administration order data 570 and may then decrypt 
encrypted SP funding credential data of administration order 
data 570 using SP information as available at SPA subsystem 
202 ( e.g. , SPA key 157 ( e.g. , a shared secret between SP 
subsystem 200 and administration entity subsystem 400 ) ) . 
This may enable SPA subsystem 202 to determine an unen 
crypted identification of the service provider issuer subsys 
tem that may be the target for the order ( e.g. , SPI subsystem 
250 that may be identified by any suitable SP identification 
data in device order data 568 ( e.g. , SPI ID 267 that may be 
associated with a target SP identified by option 323 ) rather 
than SPI subsystem 290 or any other SPI subsystem that may 
also be associated with SPA subsystem 202 ) , while also 
maintaining SE funding credential data of payment data 564 
in an encrypted state ( e.g. , as encrypted SE funding creden 
tial data ) , because SPA subsystem 202 may not have access 
to a funding credential key ( e.g. , key 155a or key 155b ) with 
which such funding credential data may have been 
encrypted by secure element 145 of device 100 at operation 
514 as encrypted SE funding credential data of payment data 
564. Additionally or alternatively , the identification of the 
service provider subsystem that may be the target for the 
order ( e.g. , a target SPI subsystem ) may be identified by the 
additional data that may have been included in order 
response data 566 and / or device order data 568 along with 
payment data 564 ( e.g. , along with encrypted SE funding 
credential data ) and / or by the additional data that may have 
been included in administration order data 570. Administra 
tion order data 570 may include any suitable information 
identifying the target SPI subsystem ( e.g. , SPI ID 267 of SPI 
subsystem 250 ) , such that , when administration order data 
570 is received by SPA subsystem 202 , SPA subsystem 202 
may identify , based on that identifying information , a shared 

secret with the target SPI subsystem ( e.g. , an SPA - SPI 
shared secret key ( e.g. , a key that may have been shared at 
operation 501 ) ) to use at operation 524 to encrypt at least a 
portion of administration order data 568 . 
[ 0053 ] For example , also at operation 524 of process 500 , 
after SPA subsystem 202 may identify the service provider 
subsystem that is the target for the order ( e.g. , through 
certain processing of administration order data 570 at opera 
tion 524 , SPA subsystem 202 may identify a shared secret 
with the target SPI subsystem ( e.g. , an SPA - SPI shared 
secret key ( e.g. , a key that may have been shared at operation 
501 ) ) that may be associated with that identified target 
service provider subsystem and then re - encrypt at least a 
portion of administration order data 570 using that SPA - SPI 
key . That is , after decrypting at least a portion of adminis 
tration order data 570 using suitable SPA key information at 
operation 524 ( e.g. , after decrypting the encrypted SP fund 
ing credential data of administration order data 570 using 
SPA key 157 ( e.g. , a shared secret between AE subsystem 
400 and SPA subsystem 202 ) to realize the encrypted SE 
funding credential data of payment data 564 and any other 
information that may have been included in administration 
order data 568 ) , SPA subsystem 202 may then , at operation 
524 , re - encrypt at least a portion of decrypted administration 
order data 570 ( e.g. , the encrypted SE funding credential 
data of payment data 564 ) with an appropriate SPA - SPI 
shared secret key that may be associated with target SP 
information identified in administration order data 570. For 
example , such an SPA - SPI shared secret key 155d may be 
determined by comparing target SP identifier information 
identified in administration order data 570 with data in a 
table of SPA subsystem 202. With this determined appro 
priate SPA - SPI key 155d , SPA subsystem 202 may re 
encrypt with SPA - SPI key 155d at least a portion of admin 
istration order data 570 ( e.g. , encrypted SE funding 
credential data of payment data 564 ) as encrypted SPI 
funding credential data . Such encrypted SPI funding cre 
dential data may be generated at operation 524 as at least a 
portion of SPA order data 574 and then such SPA order data 
574 may be transmitted to the target SPI subsystem at 
operation 526. For example , SPA order data 574 may include 
such encrypted SPI funding credential data and any other 
suitable data , such as any suitable data from device order 
data 568 , including , but not limited to , identification of a 
funding credential ( e.g. , of option 325 ) and / or a funding 
amount ( e.g. , of option 329 ) and / or a target SP subsystem / SP 
credential for added value ( e.g. , of option 323 ( e.g. , an 
identifier of a particular SPI subsystem ( e.g. , SPI ID 267 ) 
and / or of a particular SPA subsystem ( e.g. , SPA ID 167 ) 
and / or an identifier of a recipient device ( e.g. , device iden 
tifier of host device 100 or of client device 100 ' ) ) ) and / or a 
particular value to be added ( e.g. , of option 327 ) and / or any 
other suitable information ( e.g. , any information identifying 
ordering device 100 itself , a unique device - based transaction 
or order identifier , a unique administration - based transaction 
or order identifier generated by administration entity sub 
system 400 , a unique SPA - based transaction or order iden 
tifier generated by SPA subsystem 202 , and / or the like ) . For 
example , while administration order data 570 may include 
not only SPA ID 167 but also SPI ID 267 , SPA subsystem 
202 may only utilize SPI ID 267 to identify SPI key 155a for 
use in encrypting the encrypted SE funding credential data 
of administration order data 570 as the encrypted SPI 
funding credential data of SPA order data 574 ( e.g. , only SPI 
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ID 267 , and not SPA ID 167 , may be identified in a table by 
SPA subsystem 202 ( e.g. , for use in identifying SPI key 155a 
to do such encryption ) ) and / or for use in defining the target 
SPI subsystem for the communication of SPA order data 574 
from SPA subsystem 202 at operation 526 ( e.g. , SPI sub 
system 250 associated with that SPI ID 267 ) . However , SPA 
ID 167 of administration order data 570 may be included in 
SPA order data 574 for later use by that target SPI subsystem 
250 ( e.g. , to identify SPA subsystem 202 for responding to 
SPA order data 574 with any suitable response data ( e.g. , SPI 
purchase object data 584 at operation 534 and / or SPI value 
data 592 at operation 542 ) ) . In some embodiments , opera 
tion 524 may include SPA subsystem 202 ensuring that an 
SPI subsystem associated with the identified target SPI 
information ( e.g. , SPI subsystem 250 that may be associated 
with SPI ID 267 of administration order data 570 ) is an SP 
subsystem that is currently trusted by SPA subsystem 202 
before enabling the encryption of operation 524 and / or 
communication of data 574 at operation 526. For example , 
at operation 524 , SPA subsystem 202 may be operative to 
ensure that SPI subsystem 250 has been properly registered 
with SPA subsystem 202 ( e.g. , at operation 501 ) and is still 
a trusted partner before SPA subsystem 202 may proceed 
with the encryption of operation 524 and / or the communi 
cation of data 574 at operation 526. Therefore , communi 
cation of administration order data 570 between adminis 
tration entity subsystem 400 and SPA subsystem 202 prior to 
certain communication of SPA order data 574 to SPI sub 
system 250 may enable SPA subsystem 202 to perform any 
suitable fraud check and / or validation and / or confirmation of 
SPI subsystem 250 ( e.g. , to protect an order being made by 
device 100 ) . Operations 524 and 526 may be operative to 
ensure that encrypted SPI funding credential data transmit 
ted from SPA subsystem 202 as part of SPA order data 574 

be encrypted in such a way that it cannot be decrypted 
by any entity that does not have access to SPA - SPI key 155d 
( e.g. , a shared secret between SPA subsystem 202 and SPI 
subsystem 250 ) . SPA order data 574 may then be forwarded 
on to SPI subsystem 250 ( e.g. , server 210 of SPI subsystem 
250 ) by SPA subsystem 202 via communications path 75 
using any suitable protocol at operation 526 . 
[ 0054 ] Once such SPA order data 574 is received by SPI 
subsystem 250 , SPI subsystem 250 may be operative to 
process such SPA order data 574 for identifying order 
payment data 578 at operation 528. For example , SPI 
subsystem 250 may receive SPA order data 574 and may 
then decrypt encrypted SPI funding credential data of SPA 
order data 574 using SP information as available at SPI 
subsystem 250 ( e.g. , SPA - SPI key 155d ( e.g. , a shared secret 
between SPI subsystem 250 and SPA subsystem 202 ) that 
may be identified at operation 528 using SPA ID 167 and a 
table of SPI subsystem 250 ) . This may enable SPI subsystem 
250 to determine encrypted SE funding credential data of 
payment data 564 by decrypting encrypted SPI funding 
credential data of SPA order data 574. Processing of opera 
tion 528 may reveal any suitable information of SPA order 
data 574 , such as any suitable data from device order data 
568 , including , but not limited to , identification of a funding 
credential ( e.g. , of option 325 ) and / or identification of a 
funding amount ( e.g. , of option 329 ) and / or identification of 
a target SP subsystem / SP credential for added value ( e.g. , of 
option 323 ( e.g. , an identifier of a particular SPI subsystem 
( e.g. , SPI ID 267 ) and / or of a particular SPA subsystem ( e.g. , 
SPA ID 167 ) and / or an identifier of a recipient device ( e.g. , 

device identifier of host device 100 or of client device 100 ' ) ) ) 
and / or identification of a particular value to be added ( e.g. , 
of option 327 ) and / or any other suitable information ( e.g. , 
any information identifying ordering device 100 itself , a 
unique device - based transaction or order identifier generated 
by ordering device 100 , a unique administration - based trans 
action or order identifier generated by administration entity 
subsystem 400 , a unique SPA - based transaction or order 
identifier generated by SPA subsystem 202 , and / or the like ) . 
For example , identification at operation 528 of a funding 
credential and / or an entity responsible for the funding cre 
dential may be combined with the obtained encrypted SE 
funding credential data of payment data 564 ( e.g. , order 
payment data 578 ) to communicate that order payment data 
to the appropriate entity for processing and funding . As 
shown , for example , at operation 528 , SPI subsystem 250 
may identify order payment data 578 ( e.g. , the encrypted SE 
funding credential data of payment data 564 ) and a respon 
sible entity of that payment data , such as financial institution 
subsystem 350 for SE funding credential data from a finan 
cial institution credential provisioned on device 100 ( e.g. , 
from an FI SSD 154b ( e.g. , provisioned at operation 506 ) ) , 
and then , at operation 528a , SPI subsystem 250 may com 
municate such order payment data 578 with the identified 
responsible entity ( e.g. , financial entity subsystem 350 via 
communications path 55 ) for enabling the order to be 
funded . For example , at operation 528a , financial institution 
subsystem 350 may receive the encrypted SE funding cre 
dential data of payment data 564 ( e.g. , of order payment data 
578 ) from SPI subsystem 250 along with any other suitable 
data ( e.g. , a funding amount ( e.g. , of option 329 ) and / or 
identification of the target SP subsystem / SP credential for 
added value ( e.g. , of option 323 ) that may be included in 
SPA order data 574 or otherwise ) , and then financial insti 
tution subsystem 350 may decrypt the encrypted SE funding 
credential data ( e.g. , with key 155b , which may be a shared 
secret between financial institution subsystem 350 and 
ordering device 100 that generated the encrypted SE funding 
credential data ) to validate and reveal the funding credential 
data , and then financial institution subsystem 350 may 
determine whether the funding credential data may identify 
a funding account with the requested funding amount ( e.g. , 
of option 329 ) , and then financial institution subsystem 350 
may confirm or deny the funding of the order for the benefit 
of SP subsystem 200 ( e.g. , for the benefit of SPI subsystem 
250 ) . That is , operation 528a may result in financial insti 
tution subsystem 350 authorizing a transfer of funds from an 
account at financial entity subsystem 350 identified by the 
funding credential data of the order data to SPI subsystem 
250 or to an account associated with SPI subsystem 250 
( e.g. , an account of an acquiring bank associated with SPI 
subsystem 250 ) , such that SPI subsystem 250 may receive 
benefit of the funding credential data from the order gener 
ated by device 100 when payment data 564 generated by 
device 100 includes funding credential data from a financial 
institution credential of device 100 ( e.g. , from financial 
institution SSD 154b ( e.g. , as provisioned at operation 506 ) ) . 
Alternatively , if the funding credential data of payment data 
564 ( e.g. , of order payment data 578 ) is determined to be the 
responsibility of SPI subsystem 250 ( e.g. , through process 
ing of SPA order data 574 at operation 528 ) , such as when 
payment data 564 generated by device 100 includes funding 
credential data from an SP credential of device 100 ( e.g. , 
from an SP SSD 154a ( e.g. , as provisioned at operation 

may 
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508 ) ) , then operation 528 may also include SPI subsystem 
250 authorizing or confirming a transfer of funds or value 
back to SPI subsystem 250 from device 100 ( e.g. , the 
encrypted SE funding credential data of payment data 564 
( e.g. , of order payment data 578 ) may be decrypted by SPI 
subsystem 250 ( e.g. , using device - SPI shared secret SPI key 
155a ) and / or the funding credential data may be used by SPI 
subsystem 250 to reclaim SP value from device 100 ( e.g. , 
value that had been previously provisioned on device 100 by 
SPI subsystem 250 ( e.g. , at operation 508 ) ) ) . 
[ 0055 ] When the funds or other suitable value identified 
by the funding credential data of payment data 564 ( e.g. , of 
order payment data 578 ) may be authorized and / or con 
firmed as received by SPI subsystem 250 at operation 528 
and / or operation 528a for funding the order requested by 
device 100 ( e.g. , the order that may be identified by device 
order data 568 and / or administration order data 570 and / or 
SPA order data 574 ) , SPI subsystem 250 may be operative 
to generate service provider value ( “ SPV ” ) data 590 at 
operation 540 for fulfilling the funded order . For example , 
SPI subsystem 250 may be operative to generate any suit 
able SPV data 590 that may be shared ( e.g. , as an item of 
value ) with an appropriate recipient electronic device ( e.g. , 
ordering host electronic device 100 or any suitable recipient 
device ( e.g. , client device 100 ' ) that may be identified by the 
order data ( e.g. , device identifier information ( e.g. , of option 
323 ) ) ) , where such SPV data 590 may be generated based on 
any suitable data , including , but not limited to , a funding 
amount of order data 574 ( e.g. , of option 329 ) and / or 
identification of the target SP subsystem / SP credential for 
added value of order data 574 ( e.g. , of option 323 ) and / or the 
value ( e.g. , of option 329 ) of the received funds for the order 
( e.g. , at operation 528 and / operation 528a ) and / or identifi 
cation of a particular value to be added ( e.g. , of option 327 ) . 
SPV data 590 may be an actual monetary value that may be 
stored on a recipient device ( e.g. , in a secure element or 
otherwise ) and decremented by a particular monetary value 
when used by the recipient device to gain access to an SP 
product of that value ( e.g. , SPV data 590 may be $ 80 to be 
stored on a stored value card on a recipient device ( e.g. , in 
applet 153a of SP credential SSD 154a ) and then decre 
mented by a certain amount ( e.g. , through a truth - on - card 
script handshake or any suitable command to update value 
on the secure element ) when the recipient device uses 
credential data of the stored value card to gain access to SP 
product ( e.g. , $ 12.37 to pay for a ride of that value as 
provided by a ride providing service provider or $ 2 to gain 
access to a single ride on a transit system service provider or 
$ 5 to gain access to a transit system of a service provider for 
5 consecutive hours ) ) . In some embodiments , where SPV 
data 590 may be operative to be stored in an SP credential 
SSD on secure element 145 of device 100 , at least a portion 
of that SPV data may be encrypted with a shared secret of 
SP subsystem 200 and that SP credential SSD ( e.g. , key 
155a ) , which may later be decrypted on device 100 using 
that shared secret when such SPV data may be received by 
that SP credential SSD ( e.g. , at operation 547 ) . As another 
example , SPV data 590 may be valued by its ability to grant 
SP product access of a certain type , where SPV data 590 may 
be stored on a recipient device ( e.g. , in a secure element or 
otherwise ) and decremented by any suitable unit or com 
pletely removed or just authenticated when used by the 
recipient device to gain access to an SP product ( e.g. , SPV 
data 590 may be indicative of 10 single admission passes to 

an SP product that can be stored on a stored value card on 
a recipient device and then decremented by a certain amount 
when the recipient device uses credential data of the stored 
value card to gain access to SP product ( e.g. , 2 passes to gain 
access for two people to a zoo ) , or SPV data 590 may be 
stored on a recipient device and then be authenticated by an 
SP subsystem during use to prove authority to access a 
certain SP product ( e.g. , to prove ownership of a monthly all 
access subscription to data SP product of an SP website or 
to prove ownership of a monthly all access pass to a transit 
system SP product ) ) . Such SPV data 590 may include any 
suitable scripts ( e.g. , personalization scripts ) and / or APDUS 
or other suitable data that may successfully store actual 
value on a recipient device ( e.g. , on a secure element or 
otherwise ) for later use by the recipient device to access an 
SP product . Certain SPV data 590 may include any suitable 
data that may be presented by the recipient device ( e.g. , via 
any suitable output component and / or communication com 
ponent ) as a particular code or redeemable data structure 
( e.g. , QR code ) that may be scanned or otherwise detected 
by the SP subsystem for authenticating the SP value stored 
on and / or being presented by the recipient device . 
[ 0056 ] At operation 542 of process 500 , SPI subsystem 
250 may communicate SPV data 590 as at least a portion of 
SPI value data 592 to SPA subsystem 202 ( e.g. , via com 
munications path 75 using any suitable communications 
protocol ) . SPI value data 592 may include any other suitable 
data along with SPV data 590 including , but not limited to , 
data identifying a funding credential ( e.g. , of option 325 ) for 
SPV data 590 and / or data identifying a funding amount ( e.g. , 
of option 329 ) for SPV data 590 and / or data identifying a 
target SP subsystem / SP credential for added value ( e.g. , of 
option 323 ( e.g. , an identifier of a particular SPI subsystem 
( e.g. , SPI ID 267 ) and / or of a particular SPA subsystem ( e.g. , 
SPA ID 167 ) and / or an identifier of a recipient device ( e.g. , 
device identifier of host device 100 or of client device 100 ' ) ) 
and / or an identifier of a particular SP credential existing on 
a device or to be provisioned on a device ) of SPV data 590 
and / or data identifying a particular value to be added ( e.g. , 
of option 327 ) by SPV data 590 and / or any other suitable 
information ( e.g. , any information identifying ordering 
device 100 itself , a unique device - based transaction or order 
identifier generated by ordering device 100 , a unique admin 
istration - based transaction or order identifier generated by 
administration entity subsystem 400 , a unique SPA - based 
transaction or order identifier generated by SPA subsystem 
202 , a unique SPI - based transaction or order identifier 
generated by SPI subsystem 250 ) , and / or the like ) . In some 
embodiments , at least SPV data 590 or more or all data of 
SPI value data 592 may be encrypted or otherwise secured 
using a shared secret between SPI subsystem 250 and SPA 
subsystem 202 prior to communicating SPI value data 592 
to SPA subsystem 202 at operation 542 ( e.g. , SPA - SPI key 
155d ) , such that SPV data 590 may be securely communi 
cated from SPI subsystem 250 without fear of being inter 
cepted and used by an untrusted entity . 
[ 0057 ] At operation 544 of process 500 , SPA subsystem 
202 may communicate at least SPV data 590 of SPI value 
data 592 as at least a portion of SPA value data 594 ( e.g. , 
order fulfillment data ) to administration entity subsystem 
400 ( e.g. , via communications path 35 using any suitable 
communications protocol ) . SPA subsystem 202 may identify 
administration entity subsystem 400 as a target for such SPV 
data by identifying any suitable data from SPI value data 
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592 , such as a device identifier of the recipient device , which 
may be determined by SPA subsystem 202 to be a device 
registered with administration entity subsystem 400. SPA 
value data 594 may include any other suitable data along 
with SPV data 590 including , but not limited to , data 
identifying a funding credential ( e.g. , of option 325 ) for SPV 
data 590 and / or data identifying a funding amount ( e.g. , of 
option 329 ) for SPV data 590 and / or data identifying a target 
SP subsystem / SP credential for added value ( e.g. , of option 
323 ( e.g. , an identifier of a particular SPI subsystem ( e.g. , 
SPI ID 267 ) and / or of a particular SPA subsystem ( e.g. , SPA a 
ID 167 ) and / or an identifier of a recipient device ( e.g. , 
device identifier of host device 100 or of client device 100 ' ) ) 
and / or an identifier of a particular SP credential existing on 
a device or to be provisioned on a device ) of SPV data 590 
and / or data identifying a particular value to be added ( e.g. , 
of option 327 ) by SPV data 590 and / or any other suitable 
information ( e.g. , any information identifying ordering 
device 100 itself , a unique device - based transaction or order 
identifier generated by ordering device 100 , a unique admin 
istration - based transaction or order identifier generated by 
administration entity subsystem 400 , a unique SPA - based 
transaction or order identifier generated by SPA subsystem 
202 , a unique SPI - based transaction or order identifier 
generated by SPI subsystem 250 ) , and / or the like ) . In some 
embodiments , at least SPV data 590 of SPA value data 594 
may be encrypted or otherwise secured using a shared secret 
between SPA subsystem 202 and administration entity sub 
system 400 ( e.g. , SPA key 157 ) prior to communicating SPA 
value data 594 to administration entity subsystem 400 at 
operation 544 , such that SPV data 590 may be securely 
communicated from SPA subsystem 202 without fear of 
being intercepted and used by an untrusted entity . In some 
embodiments , at least SPV data 590 of SPI value data 592 
may first be decrypted or otherwise unsecured or validated 
using a shared secret between SPA subsystem 202 and SPI 
subsystem 250 ( e.g. , SPA - SPI key 155d ) before re - securing 
SPV data 590 ( e.g. , with SPA key 157 ) for communication 
from SPA subsystem 202 to administration entity subsystem 
400 as at least a portion of SPA value data 594 . 
[ 0058 ] At operation 546 of process 500 , administration 
entity subsystem 400 may communicate at least SPV data 
590 of SPA value data 594 as at least a portion of device SP 
value data 596 to an appropriate recipient electronic device 
( e.g. , ordering or host electronic device 100 ( as shown in 
FIG . 5 ) via communications path 25 using any suitable 
communications protocol or to client electronic device 100 
( not shown in FIG . 5 ) via communications path 65 using any 
suitable communications protocol , where device 100 ' may 
be registered or associated with administration entity sub 
system 400 in any suitable manner ( e.g. , at an operation 
similar to operation 504 ) ) . Administration entity subsystem 
400 may identify the appropriate recipient electronic device 
as a target for such SPV data by identifying any suitable data 
from SPA value data 594 , such as a device identifier of the 
recipient device . Device SP value data 596 may include any 
other suitable data along with SPV data 590 including , but 
not limited to , data identifying a funding credential ( e.g. , of 
option 325 ) for SPV data 590 and / or data identifying a 
funding amount ( e.g. , of option 329 ) for SPV data 590 
and / or data identifying a target SP subsystem / SP credential 
for added value ( e.g. , of option 323 ( e.g. , an identifier of a 
particular SPI subsystem ( e.g. , SPI ID 267 ) and / or of a 
particular SPA subsystem ( e.g. , SPA ID 167 ) and / or an 

identifier of a recipient device ( e.g. , device identifier of host 
device 100 or of client device 100 ' ) ) and / or an identifier of 
a particular SP credential existing on a device or to be 
provisioned on a device ) of SPV data 590 and / or data 
identifying a particular value to be added ( e.g. , of option 
327 ) by SPV data 590 and / or any other suitable information 
( e.g. , any information identifying ordering device 100 itself , 
a unique device - based transaction or order identifier gener 
ated by ordering device 100 , a unique administration - based 
transaction or order identifier generated by administration 
entity subsystem 400 , a unique SPA - based transaction or 
order identifier generated by SPA subsystem 202 , a unique 
SPI - based transaction or order identifier generated by SPI 
subsystem 250 ) , and / or the like ) . In some embodiments , at 
least SPV data 590 of device SP value data 596 may be 
encrypted or otherwise secured using a shared secret 
between administration entity subsystem 400 and the recipi 
ent electronic device ( e.g. , key 155c and / or key 156k ( e.g. , 
for device 100 ) ) prior to communicating device SP value 
data 596 to the recipient device at operation 546 , such that 
SPV data 590 may be securely communicated from admin 
istration entity subsystem 400 without fear of being inter 
cepted and used by an untrusted entity . In such embodi 
ments , at least SPV data 590 of SPA value data 594 may first 
be decrypted or otherwise unsecured or validated using a 
shared secret between administration entity subsystem 400 
and SPA subsystem 202 before re - securing SPV data 590 for 
communication from administration entity subsystem 400 as 
at least a portion of device SP value data 596. In some 
embodiments , as shown , such device SP value data 596 may 
be communicated at operation 546 to a secure element of the 
recipient electronic device ( e.g. , to secure element 145 of 
device 100 ) . For example , at least a portion of device SP 
value data 596 ( e.g. , at least a portion of SPV data 590 ) as 
device SP value data 597 may be provisioned in an SP 
credential SSD ( e.g. , SP credential SSD 154a or a similar 
SSD ) of secure element 145 or in any other suitable memory 
of device 100 at operation 547 ( e.g. , to store / add new SP 
value to the recipient device ) , and then update data 598 may 
be shared with processor 102 at operation 548 for indicating 
that such SPV data has been successfully provisioned on 
device 100 , where any suitable application of device 100 
( e.g. , a credential management or wallet application running 
on processor 102 ) may utilize such update data 598 to 
present screen 190e of FIG . 3E to indicate with message 335 
that the SP value add of an order has been a success ( e.g. , a 
new value of a particular SP credential on the recipient 
device due to the completed order may be indicated by 
message 335 ) . Similar data may be forwarded on from 
device 100 to administration entity subsystem 400 to indi 
cate the successful provisioning on device 100 to adminis 
tration entity subsystem 400 and , possibly , from adminis 
tration entity subsystem 400 to SP subsystem 200 to indicate 
the successful provisioning on device 100 to SP subsystem 
200. Alternatively , in some embodiments , such device SP 
value data 596 may be communicated for storage on the 
recipient device other than at a secure element ( e.g. , as 
service provider credential data 123 that may be stored in 
memory 104 of device 100 and not in a secure element ) . 
[ 0059 ] Once SPV data 590 has been successfully stored on 
a recipient device ( e.g. , as at least a portion of device SP 
value data 596 , at operation 546 and / or operation 547 ) , the 
order initiated at operation 510 may be complete . Then , the 
new SP credential value added to the recipient device may 
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be used by the recipient device in any suitable manner to 
gain any suitable access to any suitable SP product . For 
example , device 100 may be the recipient device of SPV 
data 590 and may communicate to an appropriate target SP 
subsystem 200 at operation 549 any suitable SP access data 
599 that may be at least partially based on SPV data 590 for 
gaining any suitable access to any suitable SP product of 
target SP subsystem 200. As shown , device 100 may utilize 
received SPV data 590 in any suitable manner for generating 
and communicating SP access data 599 to SPI subsystem 
250 at operation 549 for use in gaining access to any suitable 
SP product associated with SPI subsystem 250. For example , 
device 100 may communicate SP access data 599 as con 
tactless proximity - based communication 5 for receipt by SP 
subsystem 200 ( e.g. , from NFC component 120 for receipt 
by terminal 220 of SPI subsystem 250 ) and / or as any 
suitable online - based communication for receipt by SP 
subsystem 200 ( e.g. , from communications component 106 
for receipt by SPI server 210 via communications path 15 ) 
and / or as any suitable data presented in any suitable way by 
device 100 for receipt by SP subsystem 200 ( e.g. , presen 
tation of visual and / or audible and / or any other suitable data 
via an output component 112 of device 100 for receipt by 
any suitable scanner or other suitable sensing input compo 
nent of SP subsystem 200 or an operator thereof ( e.g. , SP 
access data 599 may be presented as a particular QR code on 
a display output component 112 of device 100 that may be 
scanned by SP subsystem 200 for authenticating the SP 
value stored on device 100 ) ) in order to grant access to any 
suitable SP product 599a at operation 549a to device 100 
and / or its owner and / or its owner's associates ( e.g. , admis 
sion to a particular entertainment event or transportation 
event or acquisition of any suitable media data ( e.g. , for 
download or streaming to device 100 ) or the like ) . SP access 
data 599 may be provided as proof of a receipt of purchase 
of particular SP product access ( e.g. , proof of funding the 
device order ) that may be redeemed for access to SP product 
599a through communication of the SPV data as SP access 
data 599 with SP subsystem 200 ( e.g. , a receipt that may be 
presented by a user of device 100 to pick up a physical good 
of a service provider or to access a particular service of a 
service provider ) . Therefore , SPV data 590 may be any 
suitable data that may be stored on a recipient device to 
define at least a portion of service provider credential data 
that may then be provided by the recipient device as at least 
a portion of SP access data 599 to a service provider for 
gaining access to an SP product . 
[ 0060 ] At any suitable moment ( s ) during process 500 for 
executing a device order between at least an ordering 
electronic device and a service provider issuer subsystem 
( e.g. , after any suitable duration of time has occurred after 
a particular operation with no response receiver or after any 
suitable timer has elapsed ) , administration entity subsystem 
400 may be operative to track the status of the device order 
for managing credentials on electronic devices and commu 
nications with a service provider on behalf of the electronic 
devices . For example , administration order data 570 com 
municated from administration entity subsystem 400 to SP 
subsystem 200 ( e.g. , SPA subsystem 202 ) at operation 522 
may include order data for initiating a new order with SP 
subsystem 200. In addition to SP subsystem 200 processing 
such an order of order data 570 for attempting to fund new 
SP credential data for provisioning on a recipient electronic 
device ( e.g. , at operations 524 , 526 , 528 , 528a , 540 , 542 , 

and / or 544 , as described above ) , SP subsystem 200 may be 
operative to respond to such an order of order data 570 with 
an order confirmation that may be in the form of a purchase 
object shared with administration entity subsystem 400. For 
example , as shown , at operation 536 of process 500 , SP 
subsystem 200 ( e.g. , SPA subsystem 202 ) may be operative 
to generate and communicate SPA order purchase object 
data 586 to administration entity subsystem 400 , where SPA 
order purchase object data 586 ( e.g. , order status update 
data ) may be communicated as responsive to the order 
provided by administration entity subsystem 400 to SP 
subsystem 200 as administration order data 570 at operation 
522 or as responsive to any subsequent administration status 
update request for that order as may be provided by admin 
istration update request data 580 to SP subsystem 200 from 
administration entity subsystem 400 at operation 530 ( e.g. , 
at any suitable moment after the order has been initially 
provided to SP subsystem 200 at operation 522 ) or such 
purchase object data may be provided by SP subsystem 200 
without being responsive to a particular request from admin 
istration entity subsystem 400 . 
[ 0061 ] An order status request of administration order data 
570 and / or of any such administration update request data 
580 may include any suitable data that may be uniquely 
indicative of the order being processed ( e.g. , data identifying 
a funding credential ( e.g. , of option 325 ) and / or data iden 
tifying a funding amount ( e.g. , of option 329 ) and / or data 
identifying a target SP subsystem / SP credential for added 
value ( e.g. , of option 323 ( e.g. , an identifier of a particular 
SPI subsystem ( e.g. , SPI ID 267 ) and / or of a particular SPA 
subsystem ( e.g. , SPA ID 167 ) and / or an identifier of a 
recipient device ( e.g. , device identifier of host device 100 or 
of client device 100 ' ) ) , etc. ) and / or data identifying a par 
ticular value to be added ( e.g. , of option 327 ) and / or any 
other suitable information ( e.g. , any information identifying 
ordering device 100 itself , a unique device - based transaction 
or order identifier generated by ordering device 100 , a 
unique administration - based transaction or order identifier 
generated by administration entity subsystem 400 , a unique 
SPA - based transaction or order identifier generated by SPA 
subsystem 202 , and / or the like ) , and SPA order purchase 
object data 586 that may be communicated as responsive to 
such an order status request may also include any suitable 
information that may be uniquely indicative of the order 
being processed ( e.g. , with respect to administration entity 
subsystem 400 , such that administration entity subsystem 
400 may be operative to track multiple different orders with 
the same SP subsystem and / or with different SP subsystems 
at the same time ) . For example , SPA order purchase object 
data 586 may include a unique identifier that may be unique 
across all orders / transactions ( e.g. , a unique SPA - based 
transaction or order identifier generated by SPA subsystem 
202 and / or a unique administration - based transaction or 
order identifier generated by administration entity subsys 
tem 400 and / or a unique device - based transaction or order 
identifier generated by ordering device 100 ) as well as an 
order state ( e.g. , information indicative of the current state 
of the order being processed , such as “ pending " ( e.g. , a state 
of the order between receipt at operation 524 and sharing of 
SPV data 590 at operation 544 ) , “ complete ” ( e.g. , a state of 
the order after sharing SPV data 590 at operation 544 or after 
confirmed provisioning of the same on the recipient device ) , 
or “ failed ” ( e.g. , a state of the order if the funding credential 
of the order data failed to be authenticated or approved for 
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funding the order ( e.g. , at operation 528 and / or operation 
528a ) ) ) , a state message ( e.g. , any suitable system - generated 
message that may describe the current state ( e.g. , details 
about the order state , such as why it failed or when it was 
completed , etc. ) ) , and / or an array of one or more available 
actions that can be performed on the order based on the 
current ( e.g. , based on the current order state identified by 
the purchase object ) as may be determined by SPA subsys 
tem 202 ( e.g. , an available action may be “ cancel ” if the 
current order state is “ pending “ such that administration 
entity subsystem 400 may respond to the purchase object by 
instructing SPA subsystem 202 to cancel the pending order ) . 
For example , if a purchase object of SPA order purchase 
object data 586 received by administration entity subsystem 
400 includes an order state of “ pending ” and an available 
action of " cancel ” at operation 536 , then administration 
entity subsystem 400 may respond with an instruction to 
SPA subsystem 202 to cancel the pending order ( e.g. , a 
cancel action for the uniquely identified order of the pur 
chase object of SPA order purchase object data 586 may be 
returned to SPA subsystem 202 , which may instruct SPA 
subsystem 202 to cancel the order ( e.g. , by communicating 
an instruction to SPI subsystem 250 ) and to send an updated 
purchase object of new SPA order purchase object data 586 
with an order state that has been updated from “ pending ” to 
“ cancelled ” accordingly . SPA subsystem 202 may receive an 
order status request of administration order data 570 at 
operation 522 and / or of administration update request data 
580 at operation 530 from administration entity subsystem 
400 and then communicate with SPI subsystem 250 of the 
order at operations 532 and 534 before generating and 
communicating a purchase object of SPA order purchase 
object data 586 at operation 536. For example , SPA subsys 
tem 202 may communicate SPA update request data 582 to 
SPI subsystem 250 at operation 532 that may request the 
current status of the identified order from SPI subsystem 250 
and then SPI subsystem 250 may generate and communicate 
SPI order purchase object data 584 at operation 534 as 
responsive to the request that may include the current status 
of the identified order , which may then be used by SPA 
subsystem 202 to define at least a portion of the purchase 
object of SPA order purchase object data 586. In response to 
receiving any suitable SPA order purchase object data 586 at 
operation 536 , administration entity subsystem 400 may be 
operative to generate and communicate associated device 
purchase object data 588 to device 100 ( e.g. , processor 102 ) 
at operation 538 , where any suitable application of device 
100 ( e.g. , a credential management or wallet application 
running on processor 102 ) may utilize such device purchase 
object data 588 to present screen 190d of FIG . 3D to indicate 
with message 333 that current order state of the order ( e.g. , 
as identified by order purchase object data 586 ) . At least a 
portion of SPA order purchase object data 586 ( e.g. , a 
purchase object ) may be encrypted or signed or otherwise 
secured by any suitable shared secret between SPA subsys 
tem 202 and administration entity subsystem 400 ( e.g. , key 
157 ) to prove that any order status received from SPA 
subsystem 202 may be trusted by administration entity 
subsystem 400 as authentic and may be used as proof of 
funding of an order ( e.g. , if the received order status is 
" completed ” ) , even if the actual SPV data was not received 
by the recipient device , such that administration entity 
subsystem 400 may manage the liability for the funding and 
SPV data between the ordering device and the SP subsystem 

( e.g. , by keeping track of all purchase objects and SPV data 
communicated with respect to a particular order transac 
tion ) . Therefore , purchase object data may be communicated 
between SP subsystem 200 and ordering device 100 and / or 
any recipient device via administration entity subsystem 400 
( e.g. , at any suitable number of iterations of operations 
530-538 ) for tracking the status of a device order ( e.g. , for 
updating status at administration entity subsystem 400 and / 
or at device 100 ( e.g. , at any suitable application of device 
100 ( e.g. , a credential management or wallet application 
running on processor 102 ) ) ) in parallel with the generation 
and communication of SPV data 590 from SP subsystem 200 
to the recipient device ( e.g. , device 100 or device 100 ' ) via 
administration entity subsystem 400 ( e.g. , at any suitable 
number of iterations of operations 524-528 and 540-598 ) for 
actually adding value to a recipient device for fulfilling the 
device order . 

[ 0062 ] Any suitable API ( s ) may be used between any two 
communicating entities of system 1. Administration entity 
subsystem 400 may call an API endpoint with a status 
request of data 570 and / or data 580 to retrieve a current state 
of a particular order , and the API response to the call may be 
the purchase object of SPA order purchase object data 586 
from SPA subsystem 202. Such an API used by administra 
tion entity subsystem 400 with SP subsystem 200 may be a 
continuation of an API that may originate from ordering 
device 100 ( e.g. , from a credential management or other 
suitable application running on processor 102 ) for commu 
nicating device order data with administration entity sub 
system 400. Any data communicated between administra 
tion entity subsystem 400 and SPA subsystem 202 may be 
communicated inside a file of any suitable type and / or 
structure , such as a JavaScript Object Notation ( “ JSON ” ) 
file or dictionary , where string encoding may be carried out 
in any suitable manner , such as UTF - 8 string encoding . For 
example , SPA order purchase object data 586 may be a 
purchase object ( e.g. , any suitable confirmation of the order 
status request ) that may be represented by a JSON dictionary 
with key purchase . In some embodiments , a particular key , 
such as a “ statusCode ” key , may be an optional key that may 
be defined within a response header ( e.g. , a response header 
JSON data structure ) that may be included in one , some , or 
all API response . If a request was successfully processed and 
no errors occurred , then such a “ statusCode ” key may not be 
included in the response header . However , if such a “ sta 
tusCode ” key is present in a response header , the receiving 
server may be operative to determine that it need not parse 
the remainder of the data ( e.g. , the remainder of the JSON 
data structure ) . For example , if an error were to occur in the 
processing of a device order or a device order status request , 
a purchase object may be absent from the structure ( e.g. , 
JSON data structure ) of SPA order purchase object data 586 . 
[ 0063 ] It is understood that the operations shown in pro 
cess 500 of FIG . 5 are only illustrative and that existing 
operations may be modified or omitted , additional opera 
tions may be added , and the order of certain operations may 
be altered . Therefore , a device order may be generated using 
a funding credential on a secure element of ordering device 
100 and may fund the addition of new SP value on that same 
secure element of ordering device 100 and / or on a secure 
element or otherwise of another recipient device from 
remote SP subsystem 200. Administration entity subsystem 
400 may perform a central role in the entire transaction by 
acting as a conduit for all communications between SP 
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subsystem 200 and ordering device 100 and any recipient 
device , which may enable administration entity subsystem 
400 to act as a trusted service manager for securely com 
municating sensitive credential data amongst the subsystems 
by using one or more shared secrets available to adminis 
tration entity subsystem 400 and one or more of the other 
subsystems / devices . In some embodiments , administration 
entity subsystem 400 may be the only subsystem in system 
1 that may be operative to securely communicate credential 
data ( e.g. , cryptographically communicate SP credential 
data and / or financial institution credential data ) onto and / or 
from a secure element of host device 100 and / or of client 
device 100 ' , such that administration entity subsystem 400 
may act as a gatekeeper for all order transaction data 
communicated between an SP subsystem and one or more 
user electronic devices during process 500. Therefore , 
administration entity subsystem 400 may be configured to 
provide a new layer of security and / or to provide a more 
seamless user experience when a credential is being provi 
sioned on device 100 and / or when such a provisioned 
credential is being used as part of a credential data commu 
nication between device 100 and service provider subsystem 
200 for funding an order transaction . 
[ 0064 ] FIG . 6 is a flowchart of an illustrative process 600 
for managing a secure transaction ( e.g. , order ) . At operation 
602 of process 600 , an administration entity subsystem may 
receive , from an electronic device , device order data indica 
tive of an order for value of a service provider subsystem to 
be stored on the electronic device ( e.g. , administration entity 
subsystem 400 may receive device order data 568 from 
electronic device 100 ) . At operation 604 of process 600 , the 
administration entity subsystem may transmit , to the service 
provider subsystem , administration order data that may 
include at least a portion of the device order data indicative 
of the order ( e.g. , administration entity subsystem 400 may 
communicate administration order data 570 to service pro 
vider subsystem 200 ) . At operation 606 of process 600 , the 
administration entity subsystem may receive , from the ser 
vice provider subsystem , order status update data indicative 
of a status of the fulfillment of the order for the value by the 
service provider subsystem ( e.g. , administration entity sub 
system 400 may receive order purchase object data 586 from 
SP subsystem 200 ) . At operation 608 of process 600 , the 
administration entity subsystem may verify the received 
order status update data using a shared secret of the admin 
istration entity and the service provider subsystem ( e.g. , 
administration entity subsystem 400 may confirm the valid 
ity ( e.g. , the source of order purchase object data 586 ) using 
a shared secret between administration entity subsystem 400 
and SP subsystem 200 ( e.g. , using key 157 ) ) . The verifying 
may include at least one of decrypting , decoding , and 
unsigning at least a portion of the received order status 
update data using the shared secret , where the shared secret 
may include data shared between the administration entity 
and the service provider subsystem ( e.g. , at the registration 
of operation 502 of process 500 ) prior to the receiving the 
order status update data . After the verifying , the adminis 
tration entity subsystem may transmit , to the electronic 
device , at least a portion of the received order status update 
data ( e.g. , administration entity subsystem 400 may com 
municate object data 588 ) . The administration entity sub 
system may also receive , from the service provider subsys 
tem , order fulfillment data including the value of the order 
( e.g. , administration entity subsystem 400 may receive value 

data 594 ) and may transmit at least a portion of the value to 
the electronic device ( e.g. , to secure element 145 as value 
data 596 ) , where the value may enable the electronic device 
to access a product of the service provider subsystem ( e.g. , 
device 100 may use value data 596 to access product 599a ) . 
The administration entity subsystem may decrypt a portion 
of the received device order data using a shared secret of the 
administration entity and the electronic device and then re 
encrypt the portion of the received device order data using 
a shared secret of the administration entity and the service 
provider subsystem , wherein the administration order data 
( e.g. , of operation 604 ) may include the re - encrypted portion 
of the received device order data , which may include pay 
ment data operative to fund the fulfillment of the order ( e.g. , 
payment data 564 ) . 
[ 0065 ] It is understood that the operations shown in pro 
cess 600 of FIG . 6 are only illustrative and that existing 
operations may be modified or omitted , additional opera 
tions may be added , and the order of certain operations may 
be altered . 
[ 0066 ] As mentioned , electronic device 100 can include , 
but is not limited to , a music player ( e.g. , an iPodTM available 
by Apple Inc. of Cupertino , Calif . ) , video player , still image 
player , game player , other media player , music recorder , 
movie or video camera or recorder , still camera , other media 
recorder , radio , medical equipment , domestic or commercial 
appliance , transportation vehicle instrument , musical instru 
ment , calculator , cellular telephone ( e.g. , an iPhoneTM avail 
able by Apple Inc. ) , other wireless communication device , 
personal digital assistant , remote control , pager , computer 
( e.g. , a desktop , laptop , tablet ( e.g. , an iPadTM available by 
Apple Inc. ) , server , etc. ) , monitor , television , stereo equip 
ment , set up box , set - top box , modem , router , printer , or any 
combination thereof . In some embodiments , electronic 
device 100 may perform a single function ( e.g. , a device 
dedicated to conducting device orders for SP value ) and , in 
other embodiments , electronic device 100 may perform 
multiple functions ( e.g. , a device that conducts device orders 
for SP value , plays music , and receives and transmits 
telephone calls ) . Electronic device 100 may be any portable , 
mobile , hand - held , or miniature electronic device that may 
be configured to conduct device orders for SP value wher 
ever a user travels . Some miniature electronic devices may 
have a form factor that is smaller than that of hand - held 
electronic devices , such as an iPodTM . Illustrative miniature 
electronic devices can be integrated into various objects that 
may include , but are not limited to , watches ( e.g. , an Apple 
WatchTM by Apple Inc. ) , rings , necklaces , belts , accessories 
for belts , headsets , accessories for shoes , virtual reality 
devices , glasses , other wearable electronics , accessories for 
sporting equipment , accessories for fitness equipment , key 
chains , or any combination thereof . Alternatively , electronic 
device 100 may not be portable at all , but may instead be 
generally stationary . 
[ 0067 ] Memory 104 may include one or more storage 
mediums , including for example , a hard - drive , flash 
memory , permanent memory such as read - only memory 
( “ ROM ” ) , semi - permanent memory such as random access 
memory ( “ RAM ” ) , any other suitable type of storage com 
ponent , or any combination thereof . Memory 104 may 
include cache memory , which may be one or more different 
types of memory used for temporarily storing data for 
electronic device applications . Memory 104 may be fixedly 
embedded within electronic device 100 or may be incorpo 
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rated on one or more suitable types of cards that may be 
repeatedly inserted into and removed from electronic device 
100 ( e.g. , a subscriber identity module ( “ SIM ” ) card or 
secure digital ( " SD " ) memory card ) . Communications com 
ponent 106 may be referred to as an online communications 
component when operative to communicate any suitable 
data to any remote server or other suitable entity ( e.g. , to any 
suitable internet connection ) . Communications component 
106 may be configured to determine a geographical position 
of electronic device 100. For example , communications 
component 106 may utilize the global positioning system 
( “ GPS ” ) or a regional or site - wide positioning system that 
may use cell tower positioning technology or Wi - Fi tech 
nology . 
[ 0068 ] One or more input components 110 may be pro 
vided to permit a user to interact or interface with device 
100. For example , input component 110 can take a variety of 
forms , including , but not limited to , a touch pad , dial , click 
wheel , scroll wheel , touch screen , one or more buttons ( e.g. , 
a keyboard ) , mouse , joy stick , track ball , microphone , cam 
era , scanner ( e.g. , a bar code scanner or any other suitable 
scanner that may obtain product identifying information 
from a code , such as a bar code , a QR code , or the like ) , 
proximity sensor , light detector , motion sensor , biometric 
sensor ( e.g. , a fingerprint reader or other feature recognition 
sensor , which may operate in conjunction with a feature 
processing application that may be accessible to electronic 
device 100 for authenticating a user ) , and combinations 
thereof . Each input component 110 can be configured to 
provide one or more dedicated control functions for making 
selections or issuing commands associated with operating 
device 100 . 
[ 0069 ] Electronic device 100 may also include one or 
more output components 112 that may present information 
( e.g. , graphical , audible , and / or tactile information ) to a user 
of device 100. For example , output component 112 of 
electronic device 100 may take various forms , including , but 
not limited to , audio speakers , headphones , audio line - outs , 
visual displays , antennas , infrared ports , haptic output com 
ponents ( e.g. , rumblers , vibrators , etc. ) , or combinations 
thereof . 
[ 0070 ] Processor 102 of electronic device 100 may include 
any processing circuitry that may be operative to control the 
operations and performance of one or more components of 
electronic device 100. For example , processor 102 may 
receive input signals from input component 110 and / or drive 
output signals through output component 112. As shown in 
FIG . 2 , processor 102 may be used to run one or more 
applications , such as an application 103 , an application 113 , 
and / or an application 143. Each application 103/113/143 
may include , but is not limited to , one or more operating 
system applications , firmware applications , media playback 
applications , media editing applications , NFC low power 
mode applications , biometric feature - processing applica 
tions , or any other suitable applications . For example , pro 
cessor 102 may load application 103/113/143 as a user 
interface program to determine how instructions or data 
received via an input component 110 or other component of 
device 100 may manipulate the way in which information 
may be stored and / or provided to the user via an output 
component 112. Application 103/113/143 may be accessed 
by processor 102 from any suitable source , such as from 
memory 104 ( e.g. , via bus 118 ) or from another device or 
server ( e.g. , via communications component 106 ) . Processor 

102 may include a single processor or multiple processors . 
For example , processor 102 may include at least one “ gen 
eral purpose ” microprocessor , a combination of general and 
special purpose microprocessors , instruction set processors , 
graphics processors , video processors , and / or related chips 
sets , and / or special purpose microprocessors . Processor 102 
also may include on board memory for caching purposes . 
[ 0071 ] Electronic device 100 may also include near field 
communication ( “ NFC ” ) component 120. NFC component 
120 may be any suitable proximity - based communication 
mechanism that may enable contactless proximity - based 
transactions or communications between electronic device 
100 and service provider subsystem 200 ( e.g. , service pro 
vider payment terminal 220 ) . NFC component 120 may 
allow for close range communication at relatively low data 
rates ( e.g. , 424 kbps ) , and may comply with any suitable 
standards , such as ISO / IEC 7816 , ISO / IEC 18092 , ECMA 
340 , ISO / IEC 21481 , ECMA - 352 , ISO 14443 , and / or ISO 
15693. Alternatively , or additionally , NFC component 120 
may allow for close range communication at relatively high 
data rates ( e.g. , 370 Mbps ) , and may comply with any 
suitable standards , such as the TransferJetTM protocol . Com 
munication between NFC component 120 and service pro 
vider subsystem 200 may occur within any suitable close 
range distance between the NFC component and service 
provider subsystem 200 ( see , e.g. , distance D of FIG . 1 
between NFC component 120 and service provider payment 
terminal 220 ) , such as a range of approximately 2 to 4 
centimeters , and may operate at any suitable frequency ( e.g. , 
13.56 MHz ) . For example , such close range communication 
of an NFC component may take place via magnetic field 
induction , which may allow the NFC component to com 
municate with other NFC devices and / or to retrieve infor 
mation from tags having radio frequency identification 
( “ RFID ” ) circuitry . Such an NFC component may provide a 
manner of acquiring merchandise information , transferring 
payment information , and otherwise communicating with an 
external device ( e.g. , communicating between NFC compo 
nent 120 and service provider terminal 220 ) . 
[ 0072 ] NFC controller module 140 and NFC memory 
module 150 may independently or in combination provide at 
least a portion of a secure element 145 , which may be tamper 
resistant . For example , such a secure element 145 may be 
configured to provide a tamper - resistant platform ( e.g. , as a 
single or multiple chip secure microcontroller ) that may be 
capable of securely hosting applications and their confiden 
tial and cryptographic data ( e.g. , applet 153 and key 155 ) in 
accordance with rules and security requirements that may be 
set forth by a set of well - identified trusted authorities ( e.g. , 
an authority of financial institution subsystem and / or an 
industry standard , such as GlobalPlatform ) . NFC memory 
module 150 may be a portion of memory 104 or at least one 
dedicated chip specific to NFC component 120. NFC 
memory module 150 may reside on a SIM , a dedicated chip 
on a motherboard of electronic device 100 , or as an external 
plug in memory card . NFC memory module 150 may be 
completely independent from NFC controller module 140 
and may be provided by different components of device 100 
and / or provided to electronic device 100 by different remov 
able subsystems . Secure element 145 may be a highly 
secure , tamper - resistant hardware component within a chip , 
which may be used for storing sensitive data or applications 
on electronic device 100. At least a portion of secure element 
145 may be provided in a removable circuit card , such as a 
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universal integrated circuit card ( “ UICC ” ) or a subscriber 
identity module ( “ SIM ” ) card , that may be used in electronic 
devices 100 compatible within global system for mobile 
communications ( “ GSM ” ) networks , universal mobile tele 
communications systems ( “ UMTS ” ) and / or long - term evo 
lution ( “ LTE ” ) standard networks . Alternatively , or addi 
tionally , at least a portion of secure element 145 may be 
provided in an integrated circuit that may be embedded into 
electronic device 100 during manufacturing of device 100 . 
Alternatively , or additionally , at least a portion of secure 
element 145 may be provided in a peripheral device that can 
be plugged into , inserted into , or otherwise coupled to 
electronic device 100 , such as a micro secure digital ( " SD " ) 
memory card . 
[ 0073 ] Service provider terminal 220 of service provider 
subsystem 200 of FIG . 1 may include a reader for detecting , 
reading , or otherwise receiving an NFC communication 
from electronic device 100 ( e.g. , communication 5 when 
device 100 comes within a certain distance or proximity of 
terminal 220 ) . Accordingly , it is noted that an NFC com 
munication between such a service provider terminal and 
electronic device 100 may occur wirelessly and , as such , 
may not require a clear “ line of sight ” between the respective 
devices . As mentioned , NFC device module 130 may be 
passive or active . When passive , NFC device module 130 
may only be activated when within a response range of a 
suitable reader of such a service provider terminal . For 
instance , a reader of such a service provider terminal may 
emit a relatively low - power radio wave field that may be 
used to power an antenna utilized by NFC device module 
130 ( e.g. , shared antenna 116 or NFC - specific antenna 134 ) 
and , thereby , enable that antenna to transmit suitable NFC 
communication information from NFC data module 132 , via 
antenna 116 or antenna 134 , to such a service provider 
terminal as an NFC communication . When active , NFC 
device module 130 may incorporate or otherwise have 
access to a power source local to electronic device 100 ( e.g. , 
power supply 108 ) that may enable shared antenna 116 or 
NFC - specific antenna 134 to actively transmit NFC com 
munication information from NFC data module 132 , via 
antenna 116 or antenna 134 , to service provider terminal 220 
as an NFC communication , rather than reflect radio fre 
quency signals , as in the case of a passive NFC device 
module 130. Service provider terminal 220 may be provided 
by a service provider of service provider subsystem 200 
( e.g. , in a store of the service provider for selling products 
or services directly to the user of device 100 at the store ) . 
While NFC component 120 has been described with respect 
to near field communication , it is to be understood that 
component 120 may be configured to provide any suitable 
contactless proximity - based mobile payment or any other 
suitable type of contactless proximity - based communication 
between electronic device 100 and such a service provider 
terminal . For example , NFC component 120 may be con 
figured to provide any suitable short - range communication , 
such as those involving electromagnetic / electrostatic cou 
pling technologies . Alternatively , in some embodiments , 
NFC component 120 of device 100 may be configured to 
include any suitable components for enabling data available 
to processor 102 or any other part of device 100 to be 
communicated as any suitable contactless proximity - based 
communication 5 between NFC component 120 of device 
100 and terminal 220 of service provider subsystem 200 , but 

NFC component 120 may or may not include a secure 
element operative to securely store credential applets . 
[ 0074 ] One , some , or all of the processes described with 
respect to FIGS . 1-6 may each be implemented by software , 
but may also be implemented in hardware , firmware , or any 
combination of software , hardware , and firmware . Instruc 
tions for performing these processes may also be embodied 
as machine- or computer - readable code recorded on a 
machine- or computer - readable medium . In some embodi 
ments , the computer - readable medium may be a non - tran 
sitory computer - readable medium . Examples of such a non 
transitory computer - readable medium include but are not 
limited to a read - only memory , a random - access memory , a 
flash memory , a CD - ROM , a DVD , a magnetic tape , a 
removable memory card , and a data storage device ( e.g. , 
memory 104 and / or memory module 150 of FIG . 2 ) . In other 
embodiments , the computer - readable medium may be a 
transitory computer - readable medium . In such embodi 
ments , the transitory computer - readable medium can be 
distributed over network - coupled computer systems so that 
the computer - readable code is stored and executed in a 
distributed fashion . For example , such a transitory com 
puter - readable medium may be communicated from one 
electronic device to another electronic device using any 
suitable communications protocol ( e.g. , the computer - read 
able medium may be communicated to electronic device 100 
via communications component 106 ( e.g. , as at least a 
portion of an application 103 and / or as at least a portion of 
an application 113 and / or as at least a portion of an appli 
cation 143 ) ) . Such a transitory computer - readable medium 
may embody computer - readable code , instructions , data 
structures , program modules , or other data in a modulated 
data signal , such as a carrier wave or other transport mecha 
nism , and may include any information delivery media . A 
modulated data signal may be a signal that has one or more 
of its characteristics set or changed in such a manner as to 
encode information in the signal . 
[ 0075 ] It is to be understood that any , each , or at least one 
module or component or subsystem of system 1 may be 
provided as a software construct , firmware construct , one or 
more hardware components , or a combination thereof . For 
example , any , each , or at least one module or component or 
subsystem of system 1 may be described in the general 
context of computer - executable instructions , such as pro 
gram modules , that may be executed by one or more 
computers or other devices . Generally , a program module 
may include one or more routines , programs , objects , com 
ponents , and / or data structures that may perform one or 
more particular tasks or that may implement one or more 
particular abstract data types . It is also to be understood that 
the number , configuration , functionality , and interconnec 
tion of the modules and components and subsystems of 
system 1 are only illustrative , and that the number , configu 
ration , functionality , and interconnection of existing mod 
ules , components , and / or subsystems may be modified or 
omitted , additional modules , components , and / or subsys 
tems may be added , and the interconnection of certain 
modules , components , and / or subsystems may be altered . 
[ 0076 ] At least a portion of one or more of the modules or 
components or subsystems of system 1 may be stored in or 
otherwise accessible to an entity of system 1 in any suitable 
manner ( e.g. , in memory 104 of device 100 ( e.g. , as at least 
a portion of an application 103 and / or as at least a portion of 
an application 113 and / or as at least a portion of an appli 
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cation 143 ) ) . For example , any or each module of NFC 
component 120 may be implemented using any suitable 
technologies ( e.g. , as one or more integrated circuit devices ) , 
and different modules may or may not be identical in 
structure , capabilities , and operation . Any or all of the 
modules or other components of system 1 may be mounted 
on an expansion card , mounted directly on a system moth 
erboard , or integrated into a system chipset component ( e.g. , 
into a “ north bridge ” chip ) . 
[ 0077 ] Any or each module or component of system 1 
( e.g. , any or each module of NFC component 120 ) may be 
a dedicated system implemented using one or more expan 
sion cards adapted for various bus standards . For example , 
all of the modules may be mounted on different intercon 
nected expansion cards or all of the modules may be 
mounted on one expansion card . With respect to NFC 
component 120 , by way of example only , the modules of 
NFC component 120 may interface with a motherboard or 
processor 102 of device 100 through an expansion slot ( e.g. , 
a peripheral component interconnect ( “ PCI ” ) slot or a PCI 
express slot ) . Alternatively , NFC component 120 need not 
be removable but may include one or more dedicated 
modules that may include memory ( e.g. , RAM ) dedicated to 
the utilization of the module . In other embodiments , NFC 
component 120 may be integrated into device 100. For 
example , a module of NFC component 120 may utilize a 
portion of device memory 104 of device 100. Any or each 
module or component of system 1 ( e.g. , any or each module 
of NFC component 120 ) may include its own processing 
circuitry and / or memory . Alternatively , any or each module 
or component of system 1 ( e.g. , any or each module of NFC 
component 120 ) may share processing circuitry and / or 
memory with any other module of NFC component 120 
and / or processor 102 and / or memory 104 of device 100 . 
[ 0078 ] While there have been described systems , methods , 
and computer - readable media for managing secure transac 
tions between electronic devices and service providers , it is 
to be understood that many changes may be made therein 
without departing from the spirit and scope of the subject 
matter described herein in any way . Insubstantial changes 
from the claimed subject matter as viewed by a person with 
ordinary skill in the art , now known or later devised , are 
expressly contemplated as being equivalently within the 
scope of the claims . Therefore , obvious substitutions now or 
later known to one with ordinary skill in the art are defined 
to be within the scope of the defined elements . 
[ 0079 ] Therefore , those skilled in the art will appreciate 
that the invention can be practiced by other than the 
described embodiments , which are presented for purposes of 
illustration rather than of limitation . 

1-10 . ( canceled ) 
11. An administration entity system in communication 

with a service provider system and an electronic device , the 
administration entity system comprising : 

at least one processor component ; 
at least one memory component ; and 
at least one communications component , wherein the 

administration entity system is configured to : 
receive device order data from the electronic device , 

wherein the received device order data is indicative 
of an order for an item of value of the service 
provider system to be stored on the electronic device ; 

transmit administration order data to the service pro 
vider system based on the received device order data , 

wherein the administration order data is indicative of 
the order for the item of value ; 

receive service provider fulfillment data from the ser 
vice provider system based on the transmitted 
administration order data , wherein the service pro 
vider fulfillment data comprises the item of value ; 
and 

transmit administration fulfillment data to the elec 
tronic device based on the received service provider 
fulfillment data , wherein the administration fulfill 
ment data comprises the item of value . 

12. The administration entity system of claim 11 , wherein 
the item of value comprises a script configured to update a 
balance of a stored value on the electronic device . 

13. The administration entity system of claim 11 , wherein 
the transmitted administration fulfillment data is configured 
to provision the item of value on a secure element of the 
electronic device . 

14. The administration entity system of claim 11 , wherein : 
the transmitted administration fulfillment data is config 

ured to provision the item of value on the electronic 
device ; and 

the provisioned item of value enables the electronic 
device to access a product of the service provider 
system . 

15. The administration entity system of claim 11 , wherein : 
the administration entity system is further configured to 

encrypt a portion of the received service provider 
fulfillment data using a shared secret of the adminis 
tration entity system and a secure element of the 
electronic device ; and 

the administration fulfillment data comprises the 
encrypted portion of the received service provider 
fulfillment data . 

16. The administration entity system of claim 15 , wherein 
the portion of the received service provider fulfillment data 
comprises the item of value . 

17. The administration entity system of claim 11 , wherein : 
the administration entity system is further configured to 

encrypt a portion of the received device order data 
using a shared secret of the administration entity sys 
tem and the service provider system ; and 

the administration order data comprises the encrypted 
portion of the received device order data . 

18. The administration entity system of claim 17 , wherein 
the portion of the received device order data comprises 
payment data operative to fund the fulfillment of the order . 

19. The administration entity system of claim 11 , wherein : 
the administration entity system is further configured to 

identify the service provider system indicated by the 
received device order data ; 

the administration entity system is further configured to 
determine if the identified service provider system is 
trusted by the administration entity system ; and 

the administration entity system is configured to transmit 
the administration order data to the service provider 
system based on the received device order data when 
the administration entity system determines that the 
identified service provider system is trusted by the 
administration entity system . 



US 2023/0008793 A1 Jan. 12. 2023 
27 

20. A product comprising : 
a non - transitory computer - readable medium ; and 
computer - readable instructions , stored on the non - transi 

tory computer - readable medium , that , when executed , 
are effective to cause a computer to : 
receive , from a source electronic device , device order 

data indicative of an order for an item of value of a 
service provider system to be stored on a target 
electronic device ; 

transmit , to the service provider system , authorization 
order data that comprises at least a portion of the 
device order data indicative of the order ; 

in response to the transmitted authorization order data , 
receive , from the service provider system , service 
provider fulfillment data that comprises the item of 
value ; and 

transmit , to the target electronic device , at least the item 
value of the received service provider fulfillment 
data . 

21. The product of claim 20 , wherein the item of value 
comprises a script configured to update a balance of a stored 
value on the electronic device . 

22. The product of claim 20 , wherein : 
the provisioned item of value enables the electronic 

device to access a product of the service provider 
system . 

23. A method comprising : 
receiving device order data from an electronic device , 

wherein the received device order data is indicative of 
an order for an item of value provided by a service 
provider system ; 

transmitting administration order data to the service pro 
vider system based on the received device order data , 
wherein the administration order data is indicative of 
the order for the item of value ; 

receiving service provider fulfillment data from the ser 
vice provider system based on the transmitted admin 

istration order data , wherein the service provider ful 
fillment data is indicative of the item of value ; and 

transmit administration fulfillment data to the electronic 
device based on the received service provider fulfill 
ment data , wherein the administration fulfillment data 
is indicative of the item of value . 

24. The method of claim 23 , wherein the item of value 
comprises a script configured to update a balance of a stored 
value on the electronic device . 

25. The method of claim 23 , wherein the transmitted 
administration fulfillment data is configured to provision the 
item of value on a secure element of the electronic device . 

26. The method of claim 23 , wherein : 
the transmitted administration fulfillment data is config 

ured to provision the item of value on the electronic 
device ; and 

the provisioned item of value enables the electronic 
device to access a product of the service provider 
system . 

27. The method of claim 23 , further comprising : 
encrypting a portion of the received service provider 

fulfillment data using a shared secret , wherein the 
administration fulfillment data comprises the encrypted 
portion of the received service provider fulfillment 
data . 

28. The method of claim 27 , wherein the portion of the 
received service provider fulfillment data comprises the item 
of value . 

29. The method of claim 23 , further comprising : 
encrypting a portion of the received device order data 

using a shared secret , wherein the administration order 
data comprises the encrypted portion of the received 
device order data . 

30. The method of claim 29 , wherein the portion of the 
received device order data comprises payment data opera 
tive to fund the fulfillment of the order . 


