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SYSTEMS AND METHODS FOR GENERATING SIGNATURES

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to US Provisional Application No. 62/881,729,
filed 01-AUG-2019, US Provisional Application No. 62/881,711, filed 01-AUG-2019, and US
Provisional Application No. 62/946,912, filed 11-DEC-2019, which are each incorporated

herein in its entirety by this reference.

TECHNICALFIELD

[0002] This invention relates generally to the cryptocurrency field, and more

specifically to a new and useful system and method for generating signatures.

BACKGROUND

[0003] Several cryptocurrency protocols requiring signing of transactions for
operations related to management of a cryptocurrency protocol. Such transactions are
typically separate from transactions for transfer of cryptocurrency assets. Ordinarily, a
private key is used to sign such transactions. However, accessing and using such a private key
for transaction signing can increase the likelihood of the private key being accessed by an
unauthorized entity.

[0004] There is a need in the computer networking field to create a new and useful
systems and methods for secure signing of transactions. This disclosure provides such new

and useful systems and methods.

BRIEF DESCRIPTION OF THE FIGURES

[0005] FIGURE 1 is schematic representations of a system, in accordance with
variations.

[0006] FIGURES 2A-D are representations of a method, in accordance with variations.
[0007] FIGURE 3 is a representation of a method, in accordance with variations.
[0008] FIGURE 4 is a representation of a method, in accordance with variations.

[0009] FIGURE j5 is a representation of a system, in accordance with variations.
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[0010] FIGURE 6 is a representation of an exemplary key allocation flow, in
accordance with variations.

[0011] FIGURE 7 is a representation of an exemplary signing flow, in accordance with
variations.

[0012] FIGURE 8 is a representation of a key generation flow for a single message

signing key and participant set, in accordance with variations.
[0013] FIGURE 9 is a representation of a message signing flow for a single message,

using a single message signing key, in accordance with variations.

[0014] FIGURE 10 is a representation of a proactive secret sharing, in accordance with
variations.
[0015] FIGURE 11 is a flowchart representation of an example of the method.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0016] The following description of embodiments is not intended to limit the claims
to these embodiments, but rather to enable any person skilled in the art to make and use
embodiments described herein.

1. Overview.

[0017] The method for distributed signature generation functions to restrict
information about a private key, such that the private key does not need to exist in the clear
outside of key generation. The system and method enables cryptographic signature
generation with ¢ of n participants without requiring the signing private key to be in the clear
(e.g., reconstituted) for signing.

[0018] All or portions of the method can be performed by a remote computing system,
a local participant system, a combination thereof, and/or any other suitable system.
Communications between systems can be: signed (e.g., with a private key of an asymmetric
key pair, with a symmetric key), encrypted, and/or otherwise authenticated and/or secured.

[0019] In some variations, a quorum of signers (¢ of n) must collaborate to produce a
valid signature, and no malicious group of adversaries can gain useful information about the
private key without access to at least t signers and key-share ciphertext. In some variations,
asynchronous signing is provided, where signers can be offline by default, and come online

only when there is an action to take. Variations leverage a trusted key generation and key-
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share issuance ceremony to distribute secrets to signers, as well as an online centralized
server to manage protocol state. In some variations, signing-keys (e.g., private keys) are
generated in an off-line key generation ceremony.

[0020] In some variations, a signing system (e.g., 110 shown in Fig. 1) is used to sign
transactions. In some variations the signing system includes at least one of: an application
programming interface (API) system (e.g., 113); an issuer system (e.g., 111); a message signing
system (e.g., 112); and at least one participant system (e.g., 114a-c).

[0021] In some variations, the method (e.g., 200 shown in Fig. 2A) includes at least
one of: generating a private key (e.g., S210); generating signing secrets by using the generated
private key (e.g., S220); and processing a signing request by using the stored signing secrets
(e.g., S230). In some implementations, at least one component of the signing system (e.g.,
110) performs at least a portion of the method (e.g., 200).

[0022] In one example, the method can include: at an issuer system, generating a
signing key (message signing key), splitting the signing key into secret shares encrypted to
different participants, and uploading the encrypted secret shares to a message signing system.
To sign a message, the method can include: with a first quorum of participants, generating a
nonce for a message to be signed (e.g., using a distributed key generation method) based on
the respective secret shares, splitting the nonce into nonce shares encrypted to different
participants, and uploading the encrypted nonce shares to the message signing system; and
at each of a second quorum of participants, generating a partial signature from the nonce
shares encrypted to the respective participant, and uploading the partial signature to the
message signing system; the partial signatures are then aggregated into a signature that
verifies under the aggregate public key (PK) (e.g., by a participant, the message signing
system, etc.), wherein the message can be signed with the signature and optionally sent to the
respective blockchain network. Each participant of the first quorum can generate the nonce,
a partial nonce, or other datum that is subsequently split, encrypted, and uploaded.
Generating the partial signature can include, at each participant of the second quorum:
downloading and decrypting the nonce shares that are encrypted to them; downloading and
decrypting the signing key shares that are encrypted to them; optionally verifying the validity
of all encrypted data; combining the decrypted nonce shares into a single nonce share; and

creating the partial signature using the key and nonce share. This example can be coordinated
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by the message signing system, which can function as shared data storage and state machine
coordinator, and can be blind to the private signing key and/or nonce values.

[0023] In a second example, the method includes generating a signing key sk and
splitting sk into key shares using a t of n splitting construction; at each participant system of
a first quorum of at least t participants, generating a nonce r; based on randomness and a key
share and splitting the nonce into nonce shares using the same ¢ of n splitting construction;
at each participant system of a second quorum of at least  participants, retrieving a key share
and nonce shares of the at least ¢ nonces (from the first quorum), generating an aggregate
nonce, and generating a partial signature based on a message, the key share, and the

aggregate nonce; and reconstructing a signature for the message based on the atleast t partial

signatures.

2, Benefits.

[0024] This method can confer several benefits over conventional systems and
methods.

[0025] First, messages (e.g., cryptocurrency transactions) can be signed without

exposing a private key of a cryptocurrency wallet. Instead, the private key is split into shares,
the shares are used to generate partial signatures, and the partial signatures are combined to
generate a signature for the message. The systems generating the partial signatures do not
need access to the complete private key, and the system combining the partial signatures does
not need to access either the shares of the private key or the complete private key to generate
a full signature for the message.

[0026] Second, messages can be signed by using on-line systems. Since the complete
private key is not needed to sign the message, signing can be performed by on-line systems
that have access to shares of the private key, or partial signatures. There is no need to
reconstruct the private key in a secure, off-line environment to perform signing. This further
enables the private keys to be reused for multiple signatures.

[0027] Third, security can be improved by distributing the signing process among a
plurality of systems, rather than entrusting signing to a single trusted system.

[0028] Fourth, variants of the system and method enable valid signature generation
without message signing key reconstruction. In variants leveraging Shamir’s Secret Sharing

(SSS) to split the message signing key, shares generated using SSS can be linearly combined
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to reconstruct the message signing key as long as t of n shares are available. This allows any
participant to construct a valid signature as long as t of n partial signatures, generated using
the same message (m), but different message signing key shares, are available. For signing
protocols that require one or more pieces of additional signing data (e.g., a nonce), the
additional signing data can be collectively generated, particularly when one or more
participants each determine respective additional signing data from a respective private key
share and/or the message (e.g., by generating the data using a random value, hashing the
private key share and the message, etc.). Furthermore, when an additional signing data itself
is split using SSS (e.g., with the same t of n configuration), its shards are also linearly
combinable with shards of additional signing data generated using a different message
signing key share, such that a partial signature generated using shards from multiple
additional signing data (each generated from a different message signing key share) can be

aggregated with other partial signatures (generated in the same manner) to generate a valid

signature.

[0029] Additional benefits can be provided by the systems and methods disclosed
herein.

3. System.

[0030] The signature generation method is preferably performed with a signing

system 110, but can alternatively be performed with a different system. The signing system
110 preferably functions to facilitate message signing. In a first variation, the signing system
110 functions to sign messages (e.g., cryptocurrency transactions). In a second variation, the
signing system 110 functions to coordinate signature generation for a message. For example,
the signing system 110 can function as a shared data storage, as a state machine coordinator,
to verify the authorization key signatures of the participants requesting or sending data, or
perform other functionalities. The signing system is preferably blind (e.g., has no knowledge
of, cannot access) the message signing key (private signing key) and/or nonce values, but can
alternatively function as a participant or otherwise participate.

[0031] The message is preferably a blockchain message, compatible and verifiable
with the respective blockchain that the signed message is sent to, but can alternatively be a
datum or other message. The message can be: a transaction message, a governance message

(e.g., for staking, delegating, voting, etc.), and/or other message. The message can be
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generated by: a platform, a dApp (distributed application), an exchange, a client, and/or any
other suitable system. The message can be associated with a signature verification key PK, an
address generated from PK, and/or any other suitable address or message signing key
identifier.

[0032] The signing system 110 is preferably used with a set of keys, which can be used
for authorization or verification, encryption, signing, or otherwise used. Examples of keys
used with the signing system 110 include: a message signing public key (PK) (signature
verification key) used to verify the final signature (e.g., generated from the signing private
key, paired with the signing private key (sk)); a message signing private key (sk); a keygen
integrity key (PKx¢) or public-private keypair (PKxe, Skxe, respectively), which can be used by
participant systems to validate encrypted key shares as being provided by a known key
generation system (e.g., the Issuer System 111) or process; a server authentication key (AK5s)
or public-private keypair (AKs, aks, respectively), wherein AKs can be used by participants to
verify that they are communicating with the correct message signing system 112; a participant
authentication key (AKp;) or public-private keypair (AKpi, akp;, respectively, for participant i),
wherein the public key AKp; can be used for authenticating participant systems with the server
and other participants; a participant encryption key (ENKp;) or public-private keypair (ENKp;,
enkp;, respectively or ENCp;, encp;, respectively, for participant i), wherein the public key
ENKp; can be used by other participants to encrypt data to the receiving participant; one or
more ephemeral issuer keys (EKr) used to encrypt the shares of the signing private key (sk) to
each participant system; one or more participant ephemeral keys (EKp) created by the
participant systems when encrypting data to another participant; and/or other keys.

[0033] The message signing key (e.g., public and/or private) can be a key that
conforms to any suitable message signing format or protocol. Examples of cryptocurrency
signature schemes that the signing key and/or resultant signature can be compatible with
include: DSA signature schemes, ECDSA signature schemes, EdDSA signature schemes (e.g.,
Ed25519, Ed448, etc.), pairing-based schemes (e.g., BLS), Schnorr, RSA, ring signatures,
and/or any other suitable cryptocurrency signature scheme (e.g., public key algorithm). When
the cryptocurrency signature scheme requires additional signing data in addition to the
private key and the message (e.g., a nonce), the additional signing data is generated. The

signing system 110 can be compatible with one or more cryptocurrency signature schemes.
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When the signing system 110 is compatible with a single cryptocurrency signature scheme, a
system can include a different signing system 110 implementation for each cryptocurrency
signature scheme. In some variations, the message signing private key is a sequence of
randomly generated bytes. In some variations, S210 includes fetching 32 bytes of random
data from a cryptographically secure random data source.

[0034] In some variations, keys PKks, EK;, EKp are ephemeral keys. In some
variations, key PK is an Ed25519 key. In some variations, keys PKxg, EK;, AKp, ENKp, EKp,
and AK;s are NIST-P256 keys.

[0035] In one variation, a platform account (e.g., institution, individual, etc.) can be
associated with a participant group including n or more participant key sets (e.g., wherein a
participant key set can include: AKp;, akpi, ENKpi, enkp; for participant i), held by participants
affiliated with the platform account (e.g., institution employees). The participant group
(and/or platform account) can be associated with one or more message signing keys, wherein
t of n participants from the participant group can cooperatively sign messages verifiable to
the public message signing key (PK). Each message signing key can be associated with a
keygen integrity key (PKxg), which is associated with (and/or identifies) the keygen ceremony
that generated the respective message signing key.

[0036] All or a portion of the keys can be generated by: the issuer system, the
participants, and/or otherwise generated. When all keys are generated by a single system
(e.g., issuer system), the keys are preferably distributed to the participants (e.g., users). The
keys are preferably generated offline (e.g., in a system isolated from the Internet or other
communication networks), but can alternatively be generated online. Key distribution
preferably occurs offline (e.g., an HSM with the keys are physically or manually delivered to
the participant), but can alternatively occur online (e.g., transferred over a secure
communication channel). The plaintext version of the keys are preferably destroyed after key
storage, but can alternatively be otherwise retained. The keys can be generated
contemporaneously (e.g., during the same ceremony), or asynchronously (e.g., during
different ceremonies). In a first example, all keys are generated during the same ceremony.
In a second example, the message signing keys for a set of participants are generated after the
participants’ authentication and encryption keys are generated. However, the keys can be

otherwise generated.
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[0037] The signing system 110 preferably interfaces with one or more blockchain
networks (e.g., via one or more blockchain nodes hosted by the signing system 110 or a
connected system). The blockchain networks are preferably compatible with the message
signing protocol(s) supported by the signing system 110, but can alternatively be
incompatible. Examples of blockchain networks include UXTO-model protocols (e.g.,
Bitcoin, etc.); account-model protocols (e.g., Ethereum, ERC20 tokens, such as USDC,
Litecoin, etc.); and/or other protocols.

[0038] The signing system 110 preferably includes at least one of: an issuer system 111;
and a message signing system 112. In variants, the message signing system 110 can optionally
include: an application programming interface (API) system 113; at least one participant
system 114 (examples 114a-c).

[0039] In variants, the issuer system 111 functions as a secure key generation system
(e.g., for generating one or more of a message signing key pair authentication key pair,
encryption key pair, etc.). The issuer system is preferably a centralized processing system
(e.g., a remote computing system, a cloud system, a server system, etc.), but can alternatively
be a distributed computing system. The issuer system can be an offline system that is secured
from public communication networks.

[0040] In some variations, the issuer system 111 performs one or more offline key
generation processes. Additionally, or alternatively, the issuer system 111 can perform one or
more online key generation processes. In some variations, the issuer system 111 functions to
generate a signing private key during an offline key generation ceremony. In some variations,
during the key generation ceremony, the issuer system 111 also generates a plurality of
participant keys. In some variations, the issuer system 111 provides the participant keys to
the participant systems 114a-c (or to users of the participant systems). Alternatively, the
participant keys can be generated before the key generation ceremony, wherein the
participant keys are provided to the key generation ceremony for use.

[0041] The issuer system 111 can generate (e.g., in one or more Keygen ceremonies)
one or more of the keys discussed above. Alternatively, the keys can be generated by a
different system. In some variations, the issuer system 111 provides each key AKp, ENKp to a
respective participant system (e.g., 114a-c). In some variations, the issuer system 111 provides

key AKs to the message signing system 112.
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[0042] In some variations, the message signing system 112 functions to coordinate and
maintain a protocol state and keep track of data that is provided to participant systems for
generation of a signature. The message signing system 112 can: identify the participants
associated with a public signing key (PK), identify the encrypted signing key shards associated
with the public signing key (c;), receive encrypted nonce shares from the first quorum of
participants, distribute the encrypted nonce shares that are encrypted to a requesting
participant, aggregate the partial signatures, sign the message or distribute the partial
signatures to a participant for message signing, authenticate every message received from a
participant, and/or perform other processes. The message signing system is preferably a
centralized system controlled by a platform or centralized service, but can alternatively be a
distributed system or other system.

[0043] The application programming interface (API) system 113 functions to receive
predetermined calls to the signing system 110, which can subsequently be sent to and fulfilled
by the issuer system, message signing system 112, participant system(s) 114, and/or other
system. Examples of calls include: key generation requests, message signing requests, and/or
other requests.

[0044] The signing system 110 preferably interfaces with a set of participant systems.
Alternatively, the signing system 110 can include the participant systems. Each participant
system 114a-c functions to perform at least one process for generating a signature.

[0045] A participant system is preferably remote computing devices associated with
(e.g., controlled by) a participant, but can alternatively be local and/or otherwise related to
the signing system 110. Examples of participant systems include: hardware security modules
(HSMs), secure cryptoprocessor chips, laptops, smartphones, mobile devices, tablets,
smartwatches, desktop computers, servers and/or other computing system. The participant
system can include including a processing system and memory (e.g., storing the participant’s
private keys and other participants’ public keys). In some implementations, at least one
participant system is a device (e.g., an Internet connected mobile device) has a persistent
network connection (e.g., to the Internet), and optionally includes a notification module that
functions to receive asynchronous notifications (e.g., notifications for authorization input,

etc.). In some implementations, at least one participant system is a device with an
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intermittent network connection (e.g., to the Internet) (e.g., a laptop that is only connected
to the network when the laptop is powered on and not in a sleep mode).

[0046] The participants (e.g., users, individual accounts, etc.) are preferably part of a
participant group, wherein the participant set is associated with a platform account (e.g.,
associated with an entity). A given participant can be associated with one or more participant
groups.

[0047] Each participant system can store a participant key set, which can include: a
participant authentication key (AKp;, akpi, respectively, for participant i) and a participant
encryption key (ENKp;, enkp;, respectively or ENCpi, encpi, respectively, for participant i), but
can additionally or alternatively be associated with other keys. The participant system can
optionally store the public keys for the message signing system (e.g., server, central system),
the issuer, and/or other systems.

[0048] In some variations, participant systems include participant systems managed
by humans and participant systems managed by server(s) of the signing system 110. In some
variations, server-managed participant systems are used to improve security. By using
server-managed participant systems, humans managing human-managed participant
systems do not need to be trusted. Users of server-managed participant systems can prevent
an attack where a malicious set of t human participants collude in an attempt to reconstruct
the signing private key. In some variations, a threshold of human-managed participant
systems and server-managed participant systems are required to be compromised for an
attack to be successful.

[0049] In some variations, one or more of the components of the system are
implemented as a hardware device (e.g., 500 shown in Fig. 5) that includes one or more of a
processor (e.g., 503a-n), a display device (e.g., 591), a memory (e.g., 522), a read only memory
(ROM) (e.g., 504), a storage device (e.g., 505), an audible output device, an input device (e.g.,
581), an output device, and a communication interface (e.g., 511). In some variations, one or
more components included in hardware device are communicatively coupled via a bus (e.g.,
501). In some variations, one or more components included in the hardware device are
communicatively coupled to an external system via the communication interface.

[0050] Processors can include one or more of a CPU (central processing unit), GPU

(graphics processing unit), NPU (neural processing unit), and any other suitable processing

10
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system that functions to execute machine-readable instructions. In variants, at least one of a
processor and a memory can be included in a processing unit (e.g., 599).

[0051] The communication interface functions to communicate data between the
hardware device and another device via a network (e.g., a private network, a public network,
the Internet, and the like).

[0052] The storage devices can include machine-executable instructions (and
optionally data) for one or more of an operating system 530, applications 513, and device
drivers 514.

[0053] In some variations, the storage device includes the machine-executable
instructions for performing at least a portion of the method 200 described herein.

[0054] In some variations, at least one component of the system performs at least a
portion of the method 200 described herein.

4. Method.

[0055] FIGURES 2A-D are flowchart representations of a method 200. In some
variations, the method 200 includes at least one of: generating a private key S210; generating
signing secrets by using the generated private key S220; and processing a signing request by
using the stored signing secrets S230. In some implementations, at least one component of
the signing system 110 performs at least a portion of the method 200. All or portions of the
method can be performed automatically (e.g., without user input), manually, in response to
user input (e.g., user approval, user connection of the respective participant system to a
network, etc.), or otherwise performed.

[0056] The method can leverage verifiable secret sharing in one or more steps of the
method. VSS can function to provide a proof (VSS) alongside a secret share (e.g., of the
message signing key, of a nonce) that allows the recipient to verify it was honestly generated,
and that the sender or system generating the proof knew the secret that was shared. In
variants, the VSS can serve as a knowledge of secret key proof (KOSK) that the system
generating the proof knows the discrete log of the public key it is creating the proof for. In one
example, the signing secret sharing proof is a set of commitments to coefficients of a sharing
polynomial used to split the message signing key into shares, and is generated with {V j =

aj:}j € {t1. To verify the proof, the verifier (e.g., receiver) with the share (s;)(e.g., of the

11
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S,
gk

message signing key k; or nonce) checks the equality of the following: for t
participants, and/or verifies that the provided PK equals the free-coefficient commitment Vi,
0in ¥,
[0057] The method can leverage mutual authentication in one or more steps of the
method. In variants, the receiver and sender (e.g., participants and server) are able to
mutually authenticate each other by signing the request and response payloads with the
respective authentication keys (e.g., with akp; or aks, respectively). In a specific example,
participants making a request to the server must sign the full payload with their participant
authentication key, wherein the server must verify the signature is valid and belongs to a
known participant before proceeding. In this example, response payloads from the server
must be signed with the server authentication key, wherein the participant must verify the
signature is valid and matches the known server authentication key before proceeding.
Similarly, recipient participants must verify that the sending participant’s signature is valid
before proceeding. However, the messages can be otherwise authenticated.
[0058] The method can leverage Authenticated Key Exchange (AKE) and/or
Authenticated Encryption with Associated Data (AEAD) in one or more steps of the method
(e.g., for all communication between two parties). This can enable secret data (e.g., nonce,
other signing secrets) to be shared with participants such that only the sender and receiver
know the plaintext content and can verify the participant who created it. In a specific example,
this can be accomplished by deriving a shared secret with AKE and encrypting the shared
secret with AEAD. However, this can be otherwise accomplished.
[0059] In an example, AKE can include, for sender P; and recipient P;:

DH1 = DH(AKp;, ENK))

DH2 = DH(EKp;, AKp))

DH3 = DH(EKp;, ENK,))

secret encryption key = KDF(DH1 || DH2 || DH3)

[0060] where secret encryption key is a symmetric key used to encrypt the message.
The recipient can independently derive the secret encryption key (e.g., using the same

method, with their information), and decrypt ciphertext received from the sender. In this

12
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example, (AKp;, EKp;) can be participant i's authentication key and a random ephemeral key
for the message, respectively, and (AKp;, EKp;) can be participant j’s authentication key and
encryption key, respectively. DH1, DH2, and DH3 can be generically represented as DH(PK1,
PK2), where PK1 and PK2 are generic placeholders. DH(PK1, PK2) can represent the shared
secret from an Elliptic-Curve Diffie-Hellman (ECDH) function between the keys (PK1, sk2)
and (PK2, sk1) for (public, private) key pairs (PK1, sk1) and (PK2, sk2) and wherein KDF(k)
computes a specified number of output bytes from HKDF (Hash-based Key Derivation
Function) which accepts an arbitrary sized byte sequence as input, and wherein wherein EKp;
, is an ephemeral key of the sending system. However, any other suitable key exchange
method can be used. Alternatively, one-time keys and/or signed pre-keys can be used. The
keys can be static (e.g., not regularly rotated, which minimizes the number of keys a
participant needs to track and reduces the need to retain large amounts of keys, re-encrypting
old data to new Kkeys, and/or burning previously-encrypted data on rotation), but can
alternatively be rotated (e.g., using proactive secret sharing or another method).

[0061] When AEAD is used, the ciphertext can include cleartext associated data. The
associated data can include the public authentication keys for simple identification of who the
message relates to. The associated data can optionally include information about the message
contents (e.g., ciphertext type, such as an identifier for a nonce, different identifier for a
signing key, etc.; protocol versioning), and/or other information. For example, the symmetric
secret key generated using AKE can be used to encrypt the message: Encrypt (sk, message,
AKpi || AKRy).

[0062] The method can leverage a distributed signing data generation protocol (e.g., a
distributed signature generation protocol, a distributed key generation protocol, a distributed
nonce generation protocol, etc.) in one or more steps (e.g., additional data generation). This
can include: sending shares of secret data (e.g., message signing Kkey, nonce) to other
participants, wherein the other participants perform a computation, shards and encrypts the
result to the other n participants, and returns the encrypted shards. For example, this can
include having each participant generate a nonce and create shares of it to send to other

participants.
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[0063] Throughout the method, cleartext versions of some or all secret data (e.g.,
message signing key, message signing key shares, nonce, etc.) can be deleted after encryption
or otherwise managed.

[0064] Generating a private key S210 functions to generate a message signing private
key (sk). In afirst variation, the issuer system 111 performs S210 (e.g., in a secure, offline key
generation ceremony). In a second variation, one or more systems perform a distributed key
generation process (e.g., an on-line process, such as using a threshold signing method) to
generate the message signing private key. However, the message signing private key can be
generated in any suitable manner.

[0065] In some variations, the private key is converted into an expanded private key
(epk) (S211). In some implementations, the expanded private key is an expanded private key
of a key pair for an Ed25519 signature. Alternatively, the private key can be a private key of a
key pair for any suitable type of signature. In some variations, converting the private keyinto
an expanded private key includes hashing the private key with SHA512 and extracting the
first 32 bytes of the hash output as a digest; and changing some bits of the digest, wherein the
changed digest is the expanded private key. However, keys generated at S210 can conform to
any suitable format or protocol.

[0066] In some implementations, S210 includes generating a signature verification
key (S212). In some implementations, the signature verification key is a public key (PK) of a
key pair that includes the message signing private key (sk), and the public key is used to verify
a signature generated by using the message signing private key.

[0067] In some implementations, the expanded private key (generated at S211) is used
to derive the signature verification key (e.g., PK). In some implementations, deriving the
signature verification key includes performing scalar multiplication on the expanded private
key. In some implementations, the scalar multiplication is performed by using a base point
according to the following equations: dG =Y, wherein d is the expanded private key, G is the
base point, and Y is the public key (PK). However, the signature verification key can be
otherwise generated.

[0068] S210 can be performed in response to a key allocation request (e.g., as shown
in Fig. 6), when key generation is requested, at a predetermined time, or at any other suitable

time. Each instance of S210 is preferably performed for a specific participant group, wherein
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the participant identities (e.g., participant key sets) and splitting- reconstruction
configuration (e.g., t and n for a t of n signing quorum; SSS parameters; etc.) are known before
or generated during the key generation ceremony. In variations, S210 includes selecting a
participant group that includes n participants. The participant group can be selected at any
suitable time (e.g., before or after receiving a key allocation request) In some
implementations, a participant group is selected based on one or more of user input,
configuration information, or in any suitable manner. In some implementations, a
participant group is identified based on a platform account (e.g., associated with the key
allocation request). However, S210 can be otherwise performed based on any other suitable
data.

[0069] In some variations, as shown in Fig. 6, a client system (e.g., external system 104
shown in Fig. 1), sends a request to a system (e.g., issuer 111, message signing system 112) to
allocate a message signing private key for a user account associated with the client system
(e.g., a cold storage system). In some implementations, the key allocation request is signed
by a private authentication key of the client system (e.g., 104). In some variations, in
response, the system associates a message signing private key with the client system’s
authentication public key corresponding to the authentication private key. In some
variations, the system can optionally provide the client system with a notification that the
message signing keys have been assigned to the authentication public key, provide the client
system with the message signing public key, and/or provide any other suitable response. In
some variations, further requests to authorize use of the allocated message signing private
key are authenticated by verifying that the request is signed with the client system’s
authentication private key. However, any other suitable process can be used for key
allocation.

[0070] The method can optionally include generating communication keys (e.g.,
authentication keys, encryption keys, integrity key, etc.) (e.g., at S222, S223, and S224) used
to securely provide the signing secrets (and additional signing data) to participants (via
participant systems 114-c), and used to securely provide additional signing data and partial
signatures to the message signing message signing system 112. In variants, the generated
communication keys generated are used to provide secure broadcast communication between

participant systems, and the message signing message signing system 112 (and optionally the
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issuer system 111). In some implementations, at least a portion of the communication keys
are generated during generation of signing secrets S220. However, the communication keys
can be generated at any suitable time (e.g., before receiving a message signing request, after
receiving a message signing request but before splitting the message signing key into shares,
after splitting the message signing key into shares, etc.). In some implementations, the issuer
system 111 generates at least a portion of the communication keys (e.g., all or some).
However, any suitable system (or combination of systems) can generate the communication
keys (e.g., at S222, S223, and S224).

[0071] The communication keys can be securely distributed to one or more of the
message signing system 112 and participant systems 114a-c in any suitable manner. In some
variations, at least a portion of the generated communication keys (e.g., private keys or
corresponding public/private key pairs) are injected into one or more HSM (Hardware
Security Module) devices. Such HSM devices can then be communicatively coupled (or
electrically coupled) to a respective participant system (or the message signing system 112).
Additionally, or alternatively, one or more communication keys can be encrypted with an
import key to later be imported into the destination system (e.g., participant system, message
signing system).

[0072] In variants, the generating communication keys includes one or more of
generating authentication keys, generating encryption keys, and generating an integrity key.
[0073] In some implementations, generating authentication keys S222 includes
generating public and private key pairs. In some implementations, S222 includes generating
a server authentication key pair that includes a public authentication key (AKs) and a private
authentication key (ak;) for the message signing system 112. In some variations, the server’s
public authentication key (AKs) and private authentication key (aks) are provided to the
message signing system 112. In some implementations, S222 includes generating a
participant authentication key pair that includes a public authentication key (AK,) and a
private authentication key (ak,) for each participant system p (e.g., 114a-c). In some
variations, each authentication key pair that includes the participant system public
authentication key (AK),,) and the private authentication key (ak,) is provided to the associated

participant system p (e.g., 114a-c).
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[0074] In some variations, generating participant encryption keys S223 includes
generating a participant encryption key pair that includes a public encryption key (ENK),) and
a private encryption key (enk,) for each participant system p (e.g., 114a-c). In some
variations, each participant encryption key pair that includes the participant system public
encryption key (ENK),) and the private encryption key (enk,) is provided to the associated
participant system p (e.g., 114a-c).

[0075] In some variations, generating an integrity key S224 includes generating a key
generation (keygen) integrity key. In variants, this keygen integrity key can be used to verify
the identify of the system (or systems) that generate the message signing key (or key shares).
In a first example, the keygen integrity key identifies the issuer system 111 as the source of the
message signing private key (and key shares). In a second example, the keygen integrity key
identifies participants used during a distributed key generation ceremony that for generation
of the message signing private key (and key shares). In variants, the signing secrets are
considered valid if the corresponding ciphertext decrypts using the keygen integrity key. In
some implementations, S224 includes generating a key generation integrity key pair that
includes a public keygen integrity key (PKkc) and a private keygen integrity key (skxc). The
keygen integrity key can be generated before or during the key generation ceremony (e.g., and
used to encrypt the message signing key shares during the key generation ceremony), or be
generated after.

[0076] Generating the signing secrets S220 functions to generate signing key shards,
each encrypted to a specific participant. In a first variation, the issuer system 111 performs
S220. In a second variation, one or more systems perform a distributed process (e.g., an
online process) to generate the signing secrets. However, the message signing secrets can be
generated in any suitable manner.

[0077] Generating signing secrets can include: splitting the message signing key S221
and encrypting the shares S225, but can additionally or alternatively include any other
suitable process.

[0078] S220 can include S221, which functions to split the message signing key. In a
first variant, splitting the message signing key includes splitting the message signing private
key (sk) generated at S210. In a second variant, splitting the message signing key includes

splitting the expanded private key (epk) generated at S211.
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[0079] In some variations, the message signing key is split into n shares or shards (k;,
..., kn), wherein t of the n shares are required to recover the message signing key. In variants,
the number nis a predefined number (e.g., a configurable number, a hardcoded number, etc.).
Additionally, or alternatively, the number n can be specified in a key allocation request (e.g.,
as shown in Fig. 6) or otherwise determined. The message signing key can be split using
Shamir’s Secret Sharing (SSS) or another secret sharing algorithm. In a specific example, the
Shamir’s Secret Sharing process is performed over a finite field modulo a number (Z,),
wherein the modulus is an order (q) of the base point (G) of the elliptic curve used to generate
the public key (PK). However, the message signing key can be split in any suitable manner.
[0080] In some implementations, S221 includes generating signing secret sharing
proof for the message signing key shares. The signing secret sharing proof is a set of data that
is used to verify that a message signing key share is actually a share of the message signing
key. By using the signing secret sharing proof, a recipient of a signing secret (generated at
S220) can verify that the share is a valid share for the message signing private key. The proof
is preferably generated using VSS, but can alternatively be generated using any other suitable
proof algorithm. The proof is preferably generated using the message signing key (sk) or the
expanded signing key (epk), but can alternatively be generated using any other suitable data.
[0081] The proof can be generated concurrently, before, or after message signing key
splitting using the same or different instance of the message signing key. In one example, the
signing key (sk or epk) is split into t of n shares and VSS proof with ((ki, . ..,kn) V) = VSS(epk,
t,n), with the secret signing proof represented as: V = {V; = 4;G} ;¢4

[0082] In some implementations, the Verifiable Secret Sharing process is performed
over a finite field modulo a number (Z), wherein the modulus is an order (q) of the base point
(G) of the elliptic curve used to generate the public key (PK). In some implementations, the
Verifiable Secret Sharing (VSS) process is a Pedersen’s Verifiable Secret Sharing process. In
some implementations, the Verifiable Secret Sharing (VSS) process is any suitable type of
secret sharing process.

[0083] In some implementations, the shares (k;, ..., kn) are encoded in big-endian bytes
as ass; = y; || x; where y uses a fixed-bit length encoding ranging from [0, ¢) and x is a single

byte which ranges from [1,n+ 1], wherein “x||y” represents the concatenation of byte
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sequences x and y, and wherein g is the order of the base point (G) of the elliptic curve used
to generate the public key (PK). However, the shares can be encoded in any suitable manner.
[0084] Encrypting the shares S225 functions to encrypt each message signing key
share to a specific participant. The shares can be encrypted to a participant in a 1:1, 1:m, or
m:1 shares : participants relationship, or any other suitable relationship. In some variations,
encrypting the shares at S225 includes encrypting the shares (k, ..., kn) generated at S221 to
generate encrypted shares (ci, ..., cn). Each encrypted share c;is preferably encrypted to a
different participant (e.g., wherein the participant group includes n participants), but can
alternatively be encrypted to a participant shared with another encrypted share.

[0085] Encrypting the shares S225 can include: identifying a participant to encrypt to,
determining the participant key set (or public keys thereof) associated with the identified
participant, and encrypting the message signing key share using the participant key set.
[0086] The participants can be identified in any suitable manner. In some
implementations, participants are identified based on one or more of configuration,
hardcoded data, or data received via a key allocation request (e.g., the key allocation request
shown in Fig. 6).

[0087] In variants, identifying participants includes identifying participant systems
(e.g., 114a-c) for each identified participant system. Identifying a participant system can
include identifying one or more of the following for each participant system: a message
signing application endpoint identifier (e.g., an application level identifier that identifies a
process running on a participant system), a physical layer network address (e.g., a MAC
address), a network layer address (e.g., an IP address), a port number (e.g., a TCP port
number), a session identifier, a communication link identifier (for a persistent
communication link), a security token, a participant identifier (e.g., user name, login
credentials, etc.), an account identifier, and the like. However, participant systems and
participants can otherwise be identified.

[0088] The participant key set can be: retrieved from storage (e.g., local storage,
remote storage), received from the participant, or otherwise determined.

[0089] In variants, the participant key set includes at least one of a participant system
public authentication key (AK,) a public encryption key (ENK,) for each identified
participant.
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[0090] In some implementations, encrypting the shares includes: for each share,
encrypting the share to a participant i using the participant’s public authentication key, the
participant’s public encryption key, the public keygen integrity key (PKkc) (e.g., as the
sender’s authentication key) to generate an encrypted private key share (c;). In some
variations, each share is encrypted to a specific participant. In some variations, each share is
encrypted to a specific set of participants, wherein encrypting a share to a set of participants
includes encrypting the share to each participant in the set of m participants (thereby
generating m encrypted versions of the same share). The shares can optionally be encrypted
based on additional information, such as an identifier for a key share (e.g., ciphertext type),
the public key of the keygen integrity key, the participant’s public authentication key, the
signing public key, the VSS proof, and/or any other suitable additional information. The
additional information can optionally be used to verify or identify the encrypted private key
share.
[0091] In some implementations, encrypting the shares includes: for each share (s;),
encrypting the share by using a public authentication key (e.g, PKxc) (e.g., the keygen
integrity key) of the sending system sending the share (e.g., the issuer system 111), a public
authentication key (e.g, AK;) of the participant receiving the share (e.g., a participant p;
associated with the share), a public encryption key (e.g., ENKyi) of the participant, and
optionally an a public ephemeral encryption key (e.g., EKi) generated by the sending system.
In an example, the aforementioned keys are used to generate an encryption key (e.g., a
symmetric key) shared between the sending system and the respective participant. In an
example, each share is preferably encrypted to a specific participant using AKE and AEAD,
but can be encrypted in any other suitable manner.
[0092] In a specific example, generating an encryption key shared between the sending
system and the respective participant includes deriving the encryption key by performing an
Elliptic-Curve Diffie-Hellman (ECDH) process by using the public keygen integrity key
(PKxg) as the issuer system 111’s public key and by using the public authentication key (AK})
generated for the participant system at S222.
[0093] In some implementations, generating an encryption key shared between the
sending system and the respective participant is performed as follows:

DH1 = DH(PKy¢ ENKp)
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DH2 = DH(EK, AK,)
DH3 = DH(EK,,ENK,)
shared encryption key = KDF(DH1 || DH2 || DH3)

[0094] In some implementations, PKyg, ENKp, EK;, and AK,, are all public keys known
to both the sending system and the respective participant, whereas the private keys
corresponding to each of PKy, and EK, are known only to the sending system, and the private
keys corresponding to each of ENK,,and AK, are known only to the participant (and
optionally the system that generates the private keys corresponding to each of
ENK,, and AK),).

[0095] In some implementations, the sending system (e.g., 111) calculates DH1 by
using ENK, and the private key corresponding to PKxe, and the participant system for the
participant p, calculates DH1 by using PKxg and the private key of ENK.

[0096] In some implementations, the sending system calculates DH2 by using AK,, and
the private key corresponding to EK;, and the participant system for the participant p,
calculates DH2 by using EK; and the private key of AK,,.

[0097] In some implementations, the sending system calculates DH3 by using ENK),
and the private key corresponding to EK;, and the participant system for the participant p,
calculates DH3 by using EK; and the private key of ENK,,.

[0098] In some implementations, encrypting the shares includes: for each share (k;),
encrypting the share k; as described herein to generate the share ciphertext (c;), and
combining the resultant encrypted share c; with the associated data (e.g., wherein the
associated data can be provided as cleartext). In this variation, the associated data can be
included as part of the encryption process, or be appended after k; encryption.

[0099] In some implementations, encrypting the shares includes: for each share (k;),
combining the share k; with associated data, and encrypting the combined data (as described
herein) to generate an encrypted share c;.

[00100] In some implementations, encrypting the shares includes: for each share (k;),

encrypting the share k; under the shared encryption key (e.g., generated as described herein)
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to generate an encrypted share c¢; (e.g., share ciphertext ¢;) and combining the encrypted share
with associated data.

[00101] In some implementations, the associated data includes the public keygen
integrity key (PKkc) and the participant’s authentication key AK,. In some implementations,
the associated data includes the signature verification key PK. In some implementations, the
associated data includes the signing secret sharing proof (e.g., the VSS proof Vgenerated at
S221). In some implementations, the associated data includes a participant broadcast round

identifier that identifies the secret share as being broadcast to each participant in at least a

first broadcast round.

[00102] In a specific example, the shares (of the private message signing key) can be
encrypted using:

[00103] ci = AES (3DH(PKks, AKpi, ENKpy), ki ciphertext type || PKke || AKpi || PK ||
7)

[00104] However, c; can be otherwise generated.

[00105] In variants, the signing secrets generated at S220 (e.g., the encrypted shares c;

encrypted at S225, and optionally the associated data) are stored at S226. In some variations,
the sending system (e.g., the issuer system 111) stores the encrypted signing secrets (signing
key share ciphertext) (c;) (and optionally the associated data) in association with the signature
verification key PK generated at S212. Additionally or alternatively, the signing secret (c;) can
be stored in association with the respective participant (p;). In some variations, the sending
system stores the encrypted signing secrets (c;) at the message signing system 112, or in
storage accessible by the message signing system 112. In some variations, the sending system
stores the encrypted signing secrets (c;) at a respective participant system p;. The encypted
signing secrets (c;) are preferably stored online (e.g., in Internet- or externally-connected
storage), but can alternatively be stored offline (e.g., in cold storage, etc.) in geographically
distributed storage, or otherwise stored.

[00106] In some variations, the sending system stores information at the message
signing system 112 that associates a participant system i with a particular share (c;). For
example, each encrypted message signing key share (¢;) can be stored at the message signing
system 112 in association with the public authentication key AK), associated with the key share

(ci). Additionally, or alternatively, the message signing system 112 can store information
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identifying each participant system with the associated message signing key share (c;).
However, message signing key shares (ci) can be associated with participants and/or
participant systems 114a-c in any suitable manner, such that during message signing the
message signing system 112 can broadcast the message signing key shares (c;) to the
appropriate participant systems (e.g., during the first broadcast round). In variants, the
message signing system 112 can store information associating an index with each participant,
such that the message signing system 112 can identify the index i of a partial signature
received from a participant system by based on the authenticated identity of the participant
system that provides the partial signature. For example, if the public authentication key AK);
is associated with index i at the message signing system 112, and the partial signature (s;)
provided by participant pi is signed by using the associated private authentication key akp;,
then the message signing system can identify the partial signature (s;) as being the iy, partial
signature, by verifying the signature with the public authentication key AK.

[00107] In variants, the signing secrets (c;) (generated at S220 and stored at S226) can
be updated to improve security. For example, to protect against a threat that several of the
participant systems have been compromised, the signing secrets can be updated such that any
information that an attacker obtains from a compromised system will no longer be useful for
message signing. In some variations, to protect against such attacks, the signing secrets can
be updated (e.g., re-encrypted to new participant keys; reconstructed, re-split, and re-
encrypted; funds transferred to another PK, etc.). The signing secrets (c;) can be updated
periodically, in response to detection of a threat, in response to a command, or in response to
any suitable trigger or event.

[00108] Updating the signing secrets can include accessing (or restoring) the message
signing private key generated at S210, and re-splitting the message signing private key into
shares as described herein for S221. The shares can be encrypted to a set of participants (as
described herein for S225). The set of participants can be the pervious set of participants.
Alternatively, the shares can be encrypted to a different set of participants (e.g., a set of
participants that excludes participants that are believed to have been compromised). Once
encrypted, the encrypted updated shares can be stored at the messaging signing system 112
(as described herein for S226). The old signing secrets can be deleted at the message signing

system 112, deprecated, or otherwise excluded from message signing operations. In this
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manner, the data needed to perform message signing can be updated such that compromised
data can be invalidated, without rotating the message signing private key. In this manner,
message signing private Key can still be used without being rotated. Alternatively, the signing
secrets (c¢;) can be re-encrypted using new participant keys assigned to the participants of the
respective participant group. However, the signing secrets (c;) can be otherwise updated.
[00109] In variants, the participants can perform proactive secret sharing to protect
against security threats (e.g., at S240), without requiring access to the message signing
private key.

[00110] In some variations, the issuer system 111 performs at least a portion of S221-
S226. In some variations, the participant’s local system (e.g., user device, HSM, etc.) performs
at least a portion of S221-S226.

[00111] Fig. 8 is an example of a key generation flow for a single message signing key
and participant set, in accordance with variations. As shown in Fig. 8, the expanded private
key (esk) is split (S210), authentication keys (S222) and encryption keys (S223) are generated
for a plurality of participant systems, the private key shares are encrypted to specific
participants (S225), and the encrypted private key shares are stored (S226). The private key
shares can optionally be encrypted to (or otherwise associated with) the key generation
ceremony instance via an integrity key for the key generation ceremony.

[00112] Processing a signing request by using the stored signing secrets S230 functions
to cooperatively generate a signature for a message in a distributed manner. Fig. 7 is a
representation of an exemplary signing flow, in accordance with variations. Fig. 9 is a
representation of a message signing flow for a single message, using a single split (or sharded)
message signing key, in accordance with variations.

[00113] As shown in Fig. 11, processing the signing request S230 can include one or
more of: receiving a signing request for a message S231; accessing stored signing secrets
S232; providing the respective signing secret to each of a set of participant systems S233;
accessing additional signing data (e.g., nonce shares) generated by other participants S234;
generating a signature based on the additional signing data (e.g., encrypted to the receiving
participant) S235, and providing the generated signature S236.

[00114] Additionally or alternatively, processing the signing request S230 can include:

optionally receiving a signing notification; requesting the message and the encrypted signing
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secrets encrypted to the participant; decrypting the encrypted signing secret S310; optionally
verifying the validity of the signing secret and aborting if validation fails S320; generating
additional signing data S330; splitting the additional signing data into additional signing data
shares S340; encrypting each additional signing data share to a different participant (e.g., of
the participant group) S350; and storing the additional signing data shares S360 (e.g., at the
message signing system 112) as shown in Fig. 3. Processing the signing request S230 can
additionally or alternatively include: after a first quorum of additional signing data has been
reached, at a participant system of the participant group: accessing the participant’s the
encrypted signing secret ¢; (S410); decrypting the participant’s encrypted signing secret c;
(S420); verifying the validity of the signing secret (aborting if validation fails) (5430);
accessing the additional signing data shares b; encrypted to the participant system p; by the
one or more other participant systems p; (S440); decrypting each encrypted additional
signing data share b; (S450); aggregating the decrypted additional signing data shares (e.g.,
noncej ) (S460); generating a partial signature by using the decrypted additional signing data
shares (nonce; ) (S470); and optionally providing the partial signature (e.g., to the message
signing system 112) (S480), as shown in Fig. 4, wherein a threshold number of partial
signatures are aggregated into a valid signature in S235.

[00115] However, the signing request can be otherwise processed. All or a portion of
S230 can be performed by the message signing system 112 (e.g., S231-236), a participant
system (e.g., S310-S360, S410-S480), and/or any other suitable system.

[00116] Receiving the signing request S231 functions to receive a request to sign a
message (m). The signing request can be received by the message signing system 112, a
participant system 114, and/or any other suitable system. The signing request can be received
from an external system (e.g., 104) via the API system 113, from a client of the message signing
system 112, be generated by the message signing system 112, or received from any other
suitable endpoint. The external system can be a digital wallet, a cold storage computing
system (CSS), or any suitable type of system. The signing request can include or identify: a
message m to be signed, the signature verification key (PK) (e.g., such that the request is a
request for a signed message that can be verified by the signature verification key (PK)), the
blockchain that the message should be sent to, an expiration time, other metadata (e.g.,

message source, message generation time, etc.), and/or any other suitable information.
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[00117] S232 functions to access stored encrypted signing secrets (c;) that are
associated with the signing request. In some implementations, the message signing system
112 stores signing secrets for a single signature verification key PK, and all signing secrets
stored by the message signing system 112 are associated with the single verification key PK.
In some implementations, the message signing system 112 stores signing secrets for a
plurality of signature verification keys (PK), the signing system 112 stores signing secrets in
association with a respective verification key PK; accessing the stored signing secrets includes
accessing the signing secrets stored in association with a signature verification key PK
identified in the signing request.

[00118] S232 functions to access signing secrets for the signing request received at
S231. In some variations, each signing secret ¢; is encrypted to a participant p;, and for each
signing secret ¢; the server stores participant information for the related participant system
(e.g., 114a-c) with the signing secret c;. In some implementations, the message signing system
112 uses the stored participant information to provide each signing secret c; to the participant
system of the respective participant p:.

[00119] In some variations, S233 includes, for each signing secret corresponding to the
signing request, providing the signing secret c; to respective participant system p; along with
the signature verification key PK and the message m associated with the signing request. In
some implementations, the message signing system 112 provides each signing secret c; to the
respective participant system in a payload signed with the server’s private authentication key
(ak;) (generated at S222). In some implementations, providing the signing secrets to the
participant systems at S233 is a first broadcast round (e.g., signing round) in the signing
process that includes a plurality of broadcast communication rounds for sending data from
the message signing system to the participant systems.

[00120] In some variations, the signing secret sharing proof (e.g., VSS proof) for the
signing secret is provided to the participant system along with the signing secret. In some
variations, the additional information for the signing secret is provided to the participant
system along with the signing secret. In some variations, the index i for the signing secret is
provided to the participant system along with the signing secret.

[00121] Participant systems 114a receiving signing secrets at S233 can include:

participant systems managed by humans, and participant systems managed by server(s) of
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the signing system 110 (e.g., server participants; system servers functioning as participants
and holding participant authentication keys and/or participant encryption keys; etc.), and/or
participant systems managed by any other suitable entity or system. The server participants
can be: centralized, distributed, or otherwise related. In some variations, a total number of
human-managed participant systems (h) is selected; a minimum number of required human-
managed participant systems (q) is selected (wherein h >= g); a number of server-managed
participant systems (s) is calculated based on h and g; a minimum number of shares (t) to
reconstruct the message signing private key is calculated based on ¢ and s; and the total

number of shares (n) is calculated based on i and s.

[00122] In some variations, s is calculated as follows: s =h-q + 1.

[00123] In some variations, t is calculated as follows: t = g + s.

[00124] In some variations, n is calculated as follows: n=h +s.

[00125] However, s, t, and n can be otherwise determined. Variants of the system and

method using server participants can automatically determine: the number of server
participants, shares required to reconstruct, and the total number of shares required (e.g.,
based on the number of human participants and user-specified or automatically determined
quorum); and can optionally automatically split the message signing key (e.g., in S220)
and/or generate authentication and encryption keys for the human and server participants
based on the automatically determined values above.

[00126] S234 functions to access additional signing data generated by at least ¢ of n
participants. The additional signing data is preferably data related to a nonce (e.g., a nonce
share), but can alternatively be related to a cryptographic seed or any other suitable additional
signing data required by the signing protocol. In variants, one or more participant systems
generates a portion of the additional signing data (e.g., an additional signing share) by using
information sent to the participants by the message signing system 112 in the current
broadcast round (e.g., the encrypted share ¢; the decrypted share s;, the signature verification
key, the key share secret sharing proof, the message to be signed, etc.). Participant systems
can generate the additional signing data in response to user input (e.g., input identifying user
authorization), or automatically (without requiring user input to authorize generation of the
additional data).
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[00127] In some variations, a participant system for participant p; generates additional
signing data (e.g., a nonce share) by using the signing secret ¢;, signature verification key PK
, and the message m provided by the server 111 at S233. In variants, a random nonce seed is
also used to generate the additional signing data. Any set of t of n participants can perform
nonce generation.

[00128] In some implementations, a participant system for participant p; generates
additional signing data by using a signed payload received from the message signing system
112. The signed payload is signed by the message signing system’s private authentication key
(aks) (generated at S222) and includes the signing secret ¢;, signature verification key PK ,
and the message m (and optionally the additional information and/or a key share secret
sharing proof). In some implementations, the participant system for p; verifies that the
payload’s signature is valid by using the server’s public authentication key (AK;) (generated
at S222). If the signature is invalid, p; aborts the message signing process.

[00129] Generating the additional signing data can include at least one of, by a
participant system p;: decrypting the encrypted signing secret ¢; (S310); optionally verifying
the validity of the signing secret (aborting if validation fails) (S320); generating additional
signing data (S330); splitting the additional signing data into additional signing data shares
(S340); encrypting the additional signing data shares (S350); and storing the additional
signing data shares (5360), as shown in Fig. 3. However, additional signing data can be
otherwise determined. In some implementations, storing the additional signing data shares
(S360) includes storing the encrypted nonce shares b at the message signing system 112. In
some variations, steps S310-S360 are performed by a participant system 114. This process is
preferably performed by at least ¢ participant systems (e.g., concurrently, within a
predetermined time threshold), but can alternatively be performed by less. However, S310-
S360 can otherwise be performed.

[00130] Decrypting a signing secret S310 with a participant system for p; can include
decrypting the encrypted signing secret by using the private authentication key (ak,;) for the
public authentication key (AK;) associated with the encrypted signing secret (e.g., identified
by the associated data for the signing secret). In variants, participant system for p; uses one
or more of the participant Pi’s private signing key (enk,;), the public keygen integrity key
PKke, and/or a public issuer ephemeral key (EK;) to decrypt the encrypted signing secret.
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[00131] Decrypting a signing secret S310 can include deriving the shared encryption
key used at step S225 (e.g., using AKE) and using the derived encryption key to decrypt the
signing secret. In some variations, the decrypted signing secret includes a message signing
key share generated at S221. In some variations, S310 includes accessing the key share secret
sharing proof generated at S221, and using the key share secret sharing proof to verify the
decrypted signing secret (e.g., to verify that the share is in fact a share of the message signing
private key). In some variations, the decrypted signing secret includes the additional
information for the signing secret.

[00132] In some variations, deriving the shared encryption key includes: calculating
DH1 by using PKke (stored in a trusted data source accessible to the participant system) and
the private key of ENK,, (which is securely stored for the participant system); calculating DH2
by using EK; (stored in a trusted data source accessible to the participant system) and the
private key of AK), (which is securely stored for the participant system); calculating DH3 by
using EK; and the private key of ENK,; generating a byte sequence by concatenating DH1 ||
DH2 || DH3; and deriving the encryption key as a result of KDF(DH1 || DH2 || DH3).
[00133] In some variations, key share secret sharing proof is a VSS proof, and verifying
the validity of the signing secret (S320) includes verifying the VSS proof (V = {V; =
a;G}ery = {a0G, 046 . . ., a,_1G}) for the decrypted signing secret. In some variations, each
Vj of the VSS proof is a commitment value, and each gj, is the j-th coefficient of the sharing
polynomial used for splitting the message signing key into shares and G is the base point of
the elliptic curve used to generate the signature verification key. In some variations, verifying

the validity includes verifying the signing secret k; by checking the equality for j € [t]:

kG =30 Y

i = (a6 i)+ (@G i) + e+ (@, G- i)

[00134] , wherein values for a,G,a,G . . .,a,_,G are provided by the VSS proof, and
wherein 1 is the index of the signing secret that is associated with the participant system (e.g.,
by information stored at the message signing system 112, and optionally provided by the
message signing system 112 to the participant system). In some variations, verifying the
validity includes verifying that the signature verification key PK equals the free-coefficient

commitment Vi in ;.
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[00135] In a first variation, generating additional signing data (S330) includes:
generating a random number (e.g., a nonce).

[00136] In a second variation, generating additional signing data (S330) includes:
generating the data by performing a distributed key generation process.

[00137] In a third variation, generating additional signing data (S330) includes:
generating the additional signing data based on the signing secret k; and/or the signing secret
with additional info. In a specific example, the additional signing data is generated by:

generating a random nonce seed (e.g., a 32-bit nonce seed, generated using r; $%{0, 1}32), and

calculating the nonce:

[00138] ri=HKDF{(signing secret || nonce seed, broadcast round identifier || PK || m)
[00139] wherein the broadcast round identifier (e.g., “2”) can be different from the
message signing key broadcast round identifier (e.g., “1’). In variants, the broadcast round
identifier identifies the broadcast round in which the generated additional signing data is
broadcasted from the message signing system to other participant systems.

[00140] In some variations, generating additional signing data (S330) includes:
generating a nonce public key pair that includes a generated nonce and a nonce public key R.
In some implementations, generating the nonce public key R includes performing scalar
multiplication of the nonce nonce by the base point G used to generate the signature
verification key (at S212) (e.g,. R = nonceG).

[00141] In some variations, generating additional signing data (S330) includes:
generating a random number, and multiplying the random number by one of two challenges
to produce a nonce.

[00142] In some variations, a subset of participants (of the set of participants) each
generate a different additional signing data (e.g., based on the decrypted key share k;, based
on the message m, etc.), wherein the respective additional signing data share (r;) is encrypted
to each participant (p;) of the set of participants to generate an encrypted additional signing
data share (b;) for each participant of the set of participants (b, ... bn), associated with the
respective additional signing data share. In variants, the additional signing data is generated
based on a secure distributed key generation protocol (e.g., such that the additional signing
data generated by different participants within the same participant set are related), but can

be generated using any other suitable method. The additional signing data can be: randomly
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generated, generated using a Monte Carlo method (e.g., LDS method), deterministically
generated, or otherwise generated.

[00143] In some variations, the additional signing data (e.g., ;) is split into shares (e.g.,
nonce shares). The additional signing data is preferably split using the same t of n
configuration as that used for message signing key splitting (e.g., wherein the splitting
configuration can be predetermined or sent to the participants), but can be otherwise split.
For example, splitting the additional signing data into shares (S340) includes splitting the
additional signing data into n shares (e.g., nonce;, ..., nonce,), wherein t of the n shares are
required to recover the message signing key (as described herein for S221). In some
variations, splitting the additional signing data into shares (S340) includes generating a
signing secret sharing proof that can be used to verify that the shares are in fact shares of the
additional signing data. In variants, the proofis a VSS proof generated by a VSS process used
to split the additional signing data into n shares (nonce;, ..., noncex) (as described above, such
as for S221).

[00144] In some variations, encrypting the additional signing data shares (S350)
includes: for each participant system for a participant P;, encrypting the associated additional
signing data share (e.g., noncejyto participant P;. In some implementations, encrypting the
shares includes: for each share (p;), encrypting the share by using a public authentication key
(e.g., AKp;) of the sending system sending the share (e.g., participant P;), a public
authentication key (e.g., AKp) of the participant receiving the share, a public encryption key
(e.g., ENKp;) of the receiving participant, and optionally a public ephemeral encryption key
(e.g., EKp;) generated by the sending participant P;. In an example, the aforementioned keys
are used to generate an encryption key (e.g., a symmetric key) shared between the sending
participant and the respective participant.

[00145] In some implementations, encrypting the shares includes: for each share (p;),
encrypting the share by using a shared encryption key. In some variations, the participant
system P; generating the additional signing data share derives a shared encryption key for
encrypting the data to a participant system P; by: calculating DH1 by using the private key of
AK,; (the authentication key of participant system P;) and ENK,; (the public encryption key
for participant system Pj); calculating DH2 by using the private key of EK,; (the ephemeral
key for participant system P;) and AK); (the authentication key of participant system P;);
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calculating DH3 by using the private key of EK); and ENKj; generating a byte sequence by
concatenating DH1 || DH2 || DH3; and deriving the encryption key as a result of KDF(DH1
|| DH2 || DH3).

[00146] In some implementations, encrypting the additional signing data shares
includes: for each share (e.g., nonce;), encrypting the share (e.g., nonce;) with the shared
encryption key (e.g., generated at S350), and combining the resultant encrypted share b; with
the associated data (e.g., wherein the associated data can be provided as cleartext). In this
variation, the associated data can be included as part of the encryption process, or be
appended after encryption.

[00147] In some implementations, encrypting the additional signing data shares
includes: for each additional signing data share (e.g., nonce;), combining the share (e.g.,
nonce; ) with associated data, and encrypting the combined data under the shared encryption
key (e.g., generated at S350) to generate an encrypted share b;.

[001438] In some implementations, encrypting the shares includes: for each share (e.g.,
nonce;), encrypting the (e.g., nonce; ) under the shared encryption key (e.g., generated at
S350) to generate an encrypted share b;., and combining the encrypted share with associated
data.

[00149] The associated data can include: the ciphertext type (e.g., nonce), AK,; (the
authentication key of participant system P;) and AK,; (the authentication key of participant
system Pj), the signature verification key PK, the message m, the signing secret sharing proof
generated at S340, and/or any other suitable information.

[00150] Each encrypted share b; is generated by the participant system p; for each
participant system p;. In one example, the encrypted nonce share is generated using:
[00151] by = AES (3DH(AKpi, AKp;, EKpi), 13,2 || AKpi || AKpj || PK ||m || V)

[00152] In some implementations, storing the additional signing data shares (S360)
includes storing the encrypted additional signing data shares b; at the message signing system
112 (e.g., sending the additional signing data shares b; ... bin to the message signing system
112 for storage). All shares are preferably uploaded (e.g., including the share encrypted to the
generating participant (b;); alternatively, only shares encrypted to other participants are

uploaded.
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[00153] In some implementations, the server S112 stores each encrypted nonce shares
by in association with the corresponding message m and signature verification key PK.
[00154] In some implementations, S360 includes the participant system p; signing a
payload that includes the additional signing data shares, the signed payload being signed by
the participant system’s private authentication key (akp) (generated at S222). In some
implementations, the message signing system 112 verifies that the payload’s signature is valid
by using the participant system p;’s public authentication key (AK}:) (generated at S222).
[00155] In some implementations, after accessing (and optionally authenticating)
additional signing data shares generated by a threshold number (e.g., t, quorum) of
participants (at S234 shown in Fig. 2D), a broadcast round begins (e.g., second broadcast
round).

[00156] Reverting to Fig. 2D, generating a signature S235 functions to generate a
signature for the signing request (received at S231) by using the stored signing secrets.
[00157] In some variations, the signature is an Ed25519 signature. In some
implementations, the signature is a signature in accordance with an EADSA signature
scheme. In some implementations, the signature is parameterized to SHA-512 and Curve
25519. However, the signature can be any suitable type of signature, including, but not
limited to, a Boneh-Lynn-Shacham (BLS) signature, a Schnorr signature, and the like.
[00158] In some variations, S235 includes two or more participant systems producing
partial signatures for the message identified in the signing request. In some implementations,
since the message signing private key is split into n shares, t of which are needed for signing,
at least t participant systems must produce partial signatures. The set of participant systems
that provide partial signatures for the message signing can be a different set of participant
systems that generate a nonce at S330.

[00159] In a first variation, generating partial signatures is performed after a first
broadcast round (e.g., a first round in which the encrypted signing secrets are broadcasted by
the message signing system to each participant system). In a second variation, generating
partial signatures is performed after two or more broadcast rounds. In each broadcast round
prior to the partial signature generation round, one or more participant systems receive data
from the message signing system 112, generates data (e.g., using the data provided by the

message signing system 112 in the current round, or in previous rounds), and provided the
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data generated by the participant system in that round to the message signing system. This
data can then be broadcasted by the message signing system 112 to all the other participant
systems in the signature generation round, or in a further data generation round. In variants,
the number of rounds can be based on security constraints, signature protocol requirements,
usability constraints, efficiency constraints, and network connectivity constraints, and any
other suitable type of constraint.

[00160] In some variations, S235 includes the message signing system 112 initiating a
second broadcast round by providing to each participant system p;: the message to be signed
m; the signature verification key (PK); their respective encrypted signing secret ¢; : and the
encrypted additional signing data shares by encrypted to the participant p; (by the participant
system for p; and each of the other participants p;). Alternatively, the second broadcast round
can be initiated by a participant or another system. In some implementations, at S235 the
message signing system 112 provides the message m, the signature verification key (PK), and
their respective encrypted signing secret ¢; to the participant system for p; in a payload signed
by the message signing system’s private authentication key (aks) (generated at S222). In
some implementations, each participant system verifies that the payload’s signature is valid
by using the server’s public authentication key (AK;) (generated at S222) (S410 shown in Fig.
4). In some variations, the encrypted additional signing data shares bj are included in the
signed payload.

[00161] In some variations, generation of a partial signature by a participant system for
pican be performed in response to user input (e.g., input identifying user authorization), or
automatically (without requiring user input to authorize generation of the a partial signature).
[00162] In some variations, generation of a partial signature by a participant system for
piincludes at least one of: accessing the participant’s the encrypted signing secret c¢; (S410);
decrypting the participant’s the encrypted signing secret c; (S420); verifying the validity of
the signing secret (aborting if validation fails) (S430); accessing the additional signing data
shares b; encrypted to the participant system p; by the participant system p; and each of the
other participants p; (S440); decrypting each encrypted additional signing data share by
(S450); aggregating the decrypted additional signing data shares (e.g., nonce; ) (S460);
generating a partial signature by using the decrypted additional signing data shares (nonce;;

) (S470); and providing the partial signature (e.g., to the message signing system 112) (5480),
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as shown in Fig. 4. In some variations, steps S410-S480 are performed by a participant
system 114. This process is preferably performed by at least t participant systems (e.g.,
concurrently, within a predetermined time threshold), but can alternatively be performed by
less. The tparticipant systems generating the partial signatures can be the same as or different
from the participant systems generating the nonce.

[00163] Decrypting the participant’s encrypted signing secret c¢; (S420) includes
decrypting the encrypted signing secret c;(e.g., using AKE; as described herein for S310; etc.).
[00164] Verifying the validity of the signing secret (aborting if validation fails) (S430)
includes: verifying the validity of the signing secret (e.g., using VSS; as described herein for
S320; etc.).

[00165] Accessing the additional signing data shares b; encrypted to the participant
system P; by the participant system P; (S440) functions to fetch at least t additional signing
data shares (e.g., nonce share ciphertexts, encrypted nonce shares), each generated by a
different participant (e.g., inclusive or exclusive of the instantaneous participant P;). The
additional signing data shares can be retrieved from the message signing system 112, from the
other participants, and/or any other suitable source. The additional signing data shares can
be retrieved or received: after signing secret validation; in response to a request to the
message signing system; with the encrypted signing secret; and/or at any other suitable time.
[00166] Decrypting each encrypted additional signing data share by (S450) with a
participant system for P; includes decrypting the encrypted additional signing data share by
using the private authentication key (akp;) for the public authentication key (AK}) associated
with the encrypted signing secret (e.g., identified by the associated data for the signing secret).
The participant system for P; can additionally or alternatively use one or more of the
participant P;’s private encryption key (enkpi), the public authentication key (AKp;) associated
with the participant generating the encrypted data, and a public participant ephemeral key
(EK;) (associated with the participant generating the encrypted data) to decrypt the encrypted
data at S450.

[00167] Decrypting additional signing data share b; can include deriving the shared
encryption key used at step S350 and using the derived encryption key to decrypt the
encrypted additional signing data share b;. The shared encryption key can be derived based
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on by’s associated data (e.g., ciphertext type, AKsender, AKrecipient, PK, m, proof, etc.), and/or
other data.

[00168] In some variations, the encrypted additional signing data share b; includes the
additional signing data share (e.g., nonce;) generated at S340. In some variations, the
signing secret sharing proof generated at S340 is provided with the encrypted additional
signing data share b;;.

[00169] In some variations, deriving the shared encryption key used at S350 includes:
calculating DH1 by using AK,; (the public authentication key of participant system p;) and the
private key of ENK); (the encryption key of the participant system p;); calculating DH2 by
using EK); (the public ephemeral key of the participant system p;) and the private key of AK);
(the authentication key of the participant system p;); calculating DH3 by using EK}; and the
private key of ENK),;; generating a byte sequence by concatenating DH1 || DH2 || DH3; and
deriving the shared encryption key as a result of KDF(DH1 || DH2 || DH3).

[00170] In some variations, S450 includes, for each additional signing data share (e.g.,
noncey), verifying the validity of the additional signing data share by verifying the signing
secret sharing proof included along side the decrypted nonce. This is preferably performed
after additional signing data share decryption, but can alternatively occur before. In variants,
the signing secret sharing proof is a VSS proof (V = {V, = a;G}xery= {a0G, 0,6 . . ., a,-,G}).
In some implementations, each Vk of the VSS proof is a commitment value, and each ax, is
the k-th coefficient of the sharing polynomial used for splitting the additional signing data
(e.g., nonce;j ) into shares (nonce; ) and G is the base point of the elliptic curve used to
generate the nonce public key. In some variations, verifying the validity includes verifying
the additional signing data share by checking the equality for k € [t]:

nonce;;G = Y=y Vi i =(aoG i+ (.6 - i) + .o + (@4 G- i)

[00171] , wherein values for a,G,a,G . . .,a,_,G are provided by the VSS proof, and
wherein i is the index of the additional signing data share (e.g., nonce; ) that is associated with
the participant system (e.g., by information stored at the message signing system 112, and

optionally provided by the message signing system 112 to the participant system). Verifying
the validity can optionally include verifying that there are no duplicate VSS proofs.
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[00172] In some variations, verifying the validity includes the participant system P;
verifying that t additional signing data shares (e.g., t nonce share ciphertexts) have been
provided to the participant system P;.

[00173] In some variations, verifying the validity includes verifying that there are no
two additional signing data shares have the same sender public authentication key (AK;)
(e.g., each share should be from a different participant system, and if authentication
information indicates that one participant system generated two or more of the receive nonce
shares, then the process should be aborted).

[00174] In some variations, verifying the validity includes verifying that all additional
signing data shares have the participant system’s public authentication key (AKy) as the
recipient authentication key (meaning that all received additional signing data shares were
intended for the participant system p;).

[00175] In some variations, if any verification step fails, the process is aborted. On the
other hand, if verification is successful, the verified and decrypted additional signing data
shares (one from a different participant system) are aggregated at S460.

[00176] Aggregating the decrypted additional signing data shares (e.g., nonce;; ) (S460)
functions to generate an aggregated additional signing datum for partial signing. The
aggregated additional signing datum is preferably specific to P; but can alternatively be
shared between participants. The aggregated additional signing datum is preferably different
from the additional signing data generated in S330, but can alternatively be the same.
Aggregating the additional signing data shares (e.g., decrypted nonce shares) can include
calculating the aggregated signing data shares according to:

[00177] pi =Y p;(modq)

[00178] where p;is the aggregated additional signing datum for P; (e.g., aggregated
nonce), and pj is the additional signing data share from each P; that was encrypted to P:.
However, the aggregated additional signing datum can be otherwise determined.

[00179] Aggregating the decrypted additional signing data shares can optionally
include aggregating the public keys of the additional signing data shares. In one example, this
includes aggregating the nonce share public keys R. In a specific example, R can be
determined using;:

[00180] R=X/= R
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[00181] where Rj is the public key for the additional signing data share from each P;. In
a specific example, S460 can output the tuple (k;, p; , R, PK), which can be used for partial
signature generation.

[00182] Generating the partial signature S470 functions to generate pieces of the
signature that are invalid in isolation but become valid under PK (e.g., for m) once a threshold
of partial signatures (e.g., t partial signatures) are combined. S470 is preferably performed by
participant system p;, but can be generated by other systems. The partial signature is
preferably generated based on the aggregated additional signing datum (e.g., the aggregated
nonce), the public aggregated additional signing data key (R), PK, the message, the decrypted
signing secret (e.g., decrypted signing key share k;), and/or other data. The partial signature
is preferably generated after the aggregated additional signing datum is generated (e.g.,
immediately after, after a delay), but can alternatively be generated: after the other
participants have generated their respective aggregated additional signing datum, after a
predetermined event occurrence, and/or at any suitable time. In a specific example, each
participant P; within the second participant set (e.g., each participant of ¢ participants, part
of the second quorum, part of the second broadcast round) calculates s;:= p; +
SHA512(R||PK||m) - k;(mod q), wherein g is the order of the base point G used to generate
the signature verification key PK, and determines the partial signature as o; := R||s;, wherein
the partial signature (s;) can be uploaded to the message signing system 112 with an identifier
for P;. However, the partial signatures can be otherwise generated.

[00183] In variants, several broadcast rounds are performed to generate a signature,
and in each round the message signing system 112 broadcasts information to each participant
system. In some implementations, after at least a predetermined number (e.g., t, the number
of partial signatures required to generate a signature) of participants return additional
signing data to the message signing system 112, the message signing system initiates another
broadcast round (e.g., to receive further additional signing data from the participant systems,
or to receive partial signatures from the participant systems). In some implementations,
additional signing data generated in at least one of the broadcast rounds is used to generate

the partial signatures.
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[00184] In variants, the participant system p; generates a partial signature S470 by
signing the message (to be signed) by using the signing secret decrypted at S310 and the
aggregated additional signing data shares (e.g., nonce shares nonce;; )

[00185] At S480, the participant system P; provides the generated partial signature to
the message signing system 112. In variants, the participant system P; provides the partial
signature in a signed payload that is signed by the participant system'’s private
authentication key (ak;;) (generated at S222). In some implementations, the message
signing system 112 verifies that the payload’s signature is valid by using the participant
system Pj‘s public authentication key (AK);) (generated at S222). In some variations, the
signed payload also includes the aggregated nonce public key R.

[00186] Generating a signature based on the additional signing data S235 functions to
generate a valid signature out of the partial signatures. S235 can include aggregating the t
partial signatures received from the participant systems, which functions to generate a
signature that verifies under signing public key PK. S235 can be performed by the message
signing system 112 (e.g., wherein the message signing system 235 receives partial signatures
from t participant systems), by a participant system, and/or any other system. In some
variations, aggregating the t partial signatures includes aggregating the partial signatures
together as Shamir Shares. In some variations, the message signing system 112 stores
information associating each message signing key share index i with a participant system, and
the key share index i is used to aggregate the partial signatures using the Shamir Sharing

reconstruction process as shown below:

- - Xj
S = Zf:(} S; ;:(1), * xj_]xi =r+c-8k
[00187] In some variations, the aggregate partial signature s, along with nonce pubkey

R, is a valid signature for the public key PK. In some variations, the message signing system
112 verifies the signature(R, s) with message m and PK and verifies that the nonce value R has
not been previously used. Prior to aggregation, the message signing system 112 can optionally

verify that each partial signature uses the same R value.

39



WO 2021/022246 PCT/US2020/044716

[00188] S236 functions to provide the generated signature (and/or signed message) to
at least one system (e.g., the external system 104, a blockchain network associated with the
message, etc.) as a response to the signing request.

[00189] In variants, the method 200 includes performing proactive secret sharing S240
to improve security (e.g., as shown in Fig. 10). In some variations, performing proactive
secret sharing includes each participant updating the additional signing data shares
generated by the participant and replacing the existing additional signing data shares (stored
at the message signing system 112) with the updated shares.

[00190] In variants, the message signing system 112 initiates proactive secret sharing
by sending each participant system a request to update their additional signing data shares
S241. The update request can be signed by using the authentication private key of the
message signing system.

[00191] In some variations, in response to the update request, a participant system
(e.g., 114a-c) splits a zero (0) value into n shares (zero-value shares), encrypts the zero-value
shares to each of the participants, and stores the zero-value shares at the message signing
system 112 (S242). In some implementations, the zero values are split as described herein for
S340, encrypted as described herein for S350, and stored as described herein for S360.
[00192] In response to the zero-value shares from at least a threshold number of
participants (e.g., t participants), the message signing system 112 provides each participant
system with the encrypted additional signing data shares and the encrypted zero-value shares
(from each participant) at S243.

[00193] The encrypted zero-value shares and the encrypted additional signing data
shares are decrypted, as described herein for S450. Each zero-value share is matched with a
corresponding additional signing data share (e.g., according to the participant that generated
the share), and the two shares are combined (e.g., added) S244. The combined shares are
encrypted to each of the participants S245, and stored at the message signing system 112
S246. In some implementations, combined shares are encrypted as described herein for
S350, and stored as described herein for S360. In some implementations, the message
signing system 112 replaces the old additional signing data shares with the encrypted
combined shares S247. Since valid aggregated zero-value shares sum to zero, the aggregated

value of the updated additional signing data shares does not change. However, if a malicious
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system does not have zero-value shares, then the malicious system will not be able to produce
a valid partial signature (e.g., a partial signature that can be combined with other partial
signatures to form a valid full signature).

[00194] However, proactive secret sharing can otherwise be performed.

[00195] Embodiments of the system and/or method can include every combination and
permutation of the various system components and the various method processes, wherein
one or more instances of the method and/or processes described herein can be performed
asynchronously (e.g., sequentially), concurrently (e.g., in parallel), or in any other suitable
order by and/or using one or more instances of the systems, elements, and/or entities
described herein.

[00196] As a person skilled in the art will recognize from the previous detailed
description and from the figures and claims, modifications and changes can be made to the
preferred embodiments of the invention without departing from the scope of this invention

defined in the following claims.
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CLAIMS

We Claim:

1. A method for digitally signing messages comprising:

with a secure key generation system, securely providing encrypted message signing
key shares and a key share secret sharing proof to a message signing system;

with the message signing system, in a first broadcast round, securely providing to
each of a plurality of participant systems a message to be signed, the key share
secret sharing proof, and the encrypted message signing key share that is
encrypted to a message signing participant of the participant system;

with the message signing system, from each participant system for a first set of
message signing participants: securely receiving an encrypted additional
signing data share and a corresponding signing secret sharing proof ;

with the message signing system, in response to receiving encrypted additional
signing data shares from a threshold number of participant systems: in a
subsequent broadcast round, securely providing to each of the plurality of
participant systems the message, the key share secret sharing proof, each
signing secret sharing proof, the encrypted message signing key share
encrypted to the participant of the participant system, and each encrypted
additional signing data share encrypted to the participant;

with the message signing system, from each participant system for a second set of the
message signing participants: securely receiving a partial signature; and

with the message signing system, in response to receiving partial signatures from the
threshold number of participant systems, generating a full signature for the

message by aggregating the received partial signatures.

2. The method of Claim 1, further comprising, with the secure key generation
system:
generating a message signing key pair, a plurality of participant authentication key
pairs, and a plurality of participant encryption key pairs, each key pair

including a private key and a corresponding public key;
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securely providing at least authentication private keys of participant authentication
key pairs and encryption private keys of participant encryption key pairs to
respective participant systems,

splitting a message signing private key of the message signing key pair into a
plurality of message signing key shares and generating the key share secret
sharing proof for the message signing private key, and

generating each encrypted message signing key share by encrypting each message
signing key share to a different participant, wherein encrypting a key share to
a participant comprises encrypting the key share by using at least the
participant’s encryption public key and the participant’s authentication public
key.

3. The method of Claim 2,
further comprising: selecting a participant group,
wherein generating each encrypted message signing key share comprises encrypting
each message signing key share to a different participant included in the

selected participant group.

4. The method of Claim 3, wherein the message signing system initiates the first
broadcast round in response to receiving a message signing request that

identifies the message.

5. The method of Claim 4, further comprising: with the message signing system,
receiving from at least a threshold number of participants of the participant
group, updated versions of the encrypted additional signing data shares that

have been generated by a proactive secret sharing process.

6. The method of Claim 1, wherein the secure key generation system is an
offline system that is secured from public communication networks, and
wherein at least one participant system is a mobile device with a persistent

connection to a public communication network.
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7. The method of Claim 6, wherein the message signing system receives the
encrypted additional signing data shares and the partial signatures in
response to at least one authorization input received from a participant via a

user interface.

8. The method of Claim 1, wherein the full signature is an ED25519 signature,
and wherein the encrypted additional signing data shares are encrypted

shares of a nonce.

9. The method of Claim 1, wherein the full signature is one of a Boneh-Lynn-

Shacham (BLS) signature, and a Schnorr signature.

10. The method of Claim 3, further comprising: with the secure key generation
system: for each participant in the participant group,

generating a shared symmetric key by using:
a private authentication key of the secure key generation system,
the participant’s encryption public key,
a private ephemeral encryption key of the secure key generation system, and
the participant’s authentication public key; and

encrypting the participant’s message signing key share with the generated shared

symmetric key.

11. The method of Claim 1, wherein the key share secret sharing proof is a
Verifiable Secret Sharing (VSS) proof, and wherein the signing secret sharing

proof is a VSS proof.

12. A method for digitally signing messages comprising:
with a secure key generation system, securely providing encrypted message signing
key shares to a message signing system;
with the message signing system, in a first broadcast round, securely providing to
each of a plurality of participant systems a message to be signed, and the
encrypted message signing key share that is encrypted to a message signing

participant of the participant system;
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with each participant system for a first set of message signing participants:
generating encrypted additional signing data shares based on the encrypted message
signing key share, and
securely providing the encrypted additional signing data shares to the message signing
System;
with the message signing system, in response to receiving encrypted additional
signing data shares from a threshold number of participant systems: in a
subsequent broadcast round, securely providing to each of the plurality of
participant systems the message, the encrypted message signing key share
encrypted to the participant of the participant system, and each encrypted
additional signing data share encrypted to the participant;
with each participant system for a second set of the message signing participants:
generating a partial signature by using the message, the encrypted message signing key
share encrypted to the participant, and each encrypted additional signing data share
encrypted to the participant, and
securely providing the partial signature to the message signing system; and
with the message signing system, in response to receiving partial signatures from the
threshold number of participant systems, generating a full signature for the

message by aggregating the received partial signatures.

13. The method of Claim 12,

further comprising:

with the secure key generation system, securely providing a key share secret sharing
proof to the message signing system; and

with the message signing system, in the first broadcast round, securely providing to
each of a plurality of participant systems the key share secret sharing proof,

wherein generating encrypted additional signing data shares with a participant
system in the first broadcast round comprises:

decrypting the encrypted message signing key share by using at least the participant’s

encryption private key and the participant’s authentication private key;
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validating the decrypted message signing key share by using the key share secret sharing
proof;

generating additional signing data by using the validated and decrypted message signing
key share;

splitting the additional signing data into a plurality of additional signing data shares and
generating a signing secret sharing proof for the additional data; and

generating each encrypted additional signing data share by encrypting each additional
signing data share to a different participant, wherein encrypting an additional
signing data share to a participant comprises encrypting the additional signing data
share by using at least the participant’s encryption public key and the participant’s
authentication public key,

wherein the participant system provides the signing secret sharing proof to the message

signing system.

14. The method of Claim 13, wherein generating additional signing data by using
the message and the validated and decrypted message signing key share
comprises:

generating a nonce seed; and
generating the nonce by using the nonce seed and the validated and decrypted

message signing key share.
15. The method of Claim 14, wherein the nonce seed is randomly generated.

16. The method of Claim 13,

further comprising: with the message signing system, in the subsequent broadcast
round, securely providing to each of the plurality of participant systems the
key share secret sharing proof, and each signing secret sharing proof,

wherein generating a partial signature with a participant system in the subsequent
broadcast round comprises:

decrypting the encrypted message signing key share by using at least the
participant’s encryption private key and the participant’s authentication

private key;
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validating the decrypted message signing key share by using the key share secret
sharing proof;

for each encrypted additional signing data share, decrypting the encrypted additional
signing data share by using at least the participant’s encryption private key
and the participant’s authentication private key, and validating the additional
signing data share by using the signing secret sharing proof;

generating the partial signature by using the message and the validated and
decrypted message signing key share, and each validated and decrypted

additional signing data share.

17. The method of Claim 16, further comprising: with the secure key generation
system: for each participant,

generating a shared symmetric key by using:
a private authentication key of the secure key generation system,
the participant’s encryption public key,
a private ephemeral encryption key of the secure key generation system, and
the participant’s authentication public key; and

encrypting the participant’s message signing key share with the generated shared

symmetric key.

18. The method of Claim 17, further comprising: with at least a threshold number
of participants, updating the encrypted additional signing data shares by

performing a proactive secret sharing process.

19. The method of Claim 17,
further comprising: with each participant system in the first broadcast round:
generating the shared symmetric key by using:
a public authentication key of the secure key generation system,
the encryption private key of the participant of the participant system,
a public ephemeral encryption key of the secure key generation system, and

the authentication private key of the participant,
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wherein the participant system uses the generated shared symmetric key to decrypt the
message signing key share of the participant associated with the participant system
further comprising: with each participant system in the first broadcast round:
generating a shared symmetric key between the participant of the participant system and
each other participant,
wherein the shared symmetric key between the participant and another participant is
generated by using:
the private authentication key of the participant,
the other participant’s encryption public key,
a private ephemeral encryption key of the participant, and
the other participant’s authentication public key; and
wherein the participant system encrypts the additional signing data share to another
participant by using the corresponding shared symmetric key;
further comprising: with a participant system in the subsequent broadcast
round:
generating the shared symmetric key for an encrypted additional signing data share by
using:
a public authentication key of the sending participant that provided the encrypted
additional signing data share to the message signing system,
the participant’s encryption private key,
a public ephemeral encryption key of the sending participant, and
the participant’s authentication private key; and
therein the participant system in the subsequent broadcast round decrypts the encrypted
additional signing data share with the generated shared symmetric key.
20. A distributed cryptographic signing method, comprising, at a computing system:
e receiving a message associated with a public signing key;
e facilitating collective generation of a set of nonce shares, wherein each of a first set of
participants, remote from the computing system, generates a nonce share of the set
based on the message, the public signing key, and a different share of a private

signing key associated with the public signing key;
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e facilitating collective generation of a signature for the message, wherein each of a
second set of participants, remote from the computing system, generate a partial
signature based on nonce shares of the set that are encrypted to the respective
participant, wherein the signature is aggregated from the partial signatures; and

e generating a signed message by appending the signature to the message.
A system configured to execute the method of any of the preceding claims.
The system of claim 21, comprising at least one of:

¢ aremote computing system; and

e aset of local participant systems.

The system of claim 22, wherein the remote computing system comprises at least one

¢ anissuer system; and

e amessage signing system.
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response to receiving encrypted additional signing data shares from a threshold number of participant systems: in a subsequent
broadcast round, securely providing to each of the plurality of participant systems the message, the encrypted message signing key
share encrypted to the participant of the participant system, and each encrypted additional signing data share encrypted to the

. participant; with the message signing system, from each participant system for a second set of the message signing participants:
securely receiving a partial signature; and with the message signing system, in response to receiving partial signatures from the
threshold number of participant systems, generating a full signature for the message by aggregating the received partial signatures, not
required by Group II.

The special technical feature of the Group Il invention is receiving a message associated with a public signing key; facilitating collective
generation of a set of nonce shares, wherein each of a first set of participants, remote from the computing system, generates a nonce
share of the set based on the message, the public signing key, and a different share of a private signing key associated with the public
signing key; facilitating collective generation of a signature for the message, wherein each of a second set of participants, remote from
the computing system, generate a partial signature based on nonce shares of the set that are encrypted to the respective participant,
wherein the signature is aggregated from the partial signatures; and generating a signed message by appending the signature to the
message, not required by Group |.

Groups |-l share the technical features of, in various combination, a first set of participants, at least one signing key, at least one key
share, a second set of participants, generation of a signature by aggregating partial signatures.

However, these shared technical features fail to represent a contribution over the prior art of US 2009/0217034 A1 to Sudia et al.
(hereinafter 'Sudia'), which discloses a first set of participants, at least one signing key, at least one key share, a second set of
participants, generation of a signature by aggregating partial signatures (para [0012], {[0031]-{0032], {0036], Figs. 1, 4-5, 9 - "a private
signature key consists of "operational shares" which can be used to affix or modify a partial signature, and sequential operation of
multiple shares produces a signature that can be verified using the public verification key. The full signature is not completed until all, or
some quorum, of the signing devices have signed"; "a signature is formed using multiple devices by having each device exponentiate a
partial signature left by a prior device, using one share ai of the private key"; "and then combine the resulting partial signatures to
produce the final desired official signature").

Thus, the inventions listed as Groups |-l lack unity of invention because they do not share a same or corresponding special technical
feature providing a contribution over the prior art.
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