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SYSTEMAND METHOD FOR COMPUTER 
SECURITY 

CROSS REFERENCE TO OTHER 
APPLICATIONS 

0001. This application is a continuation of co-pending 
U.S. patent application Ser. No. 1 1/244,714, entitled SYS 
TEMAND METHOD FOR COMPUTER SECURITY filed 
Oct. 5, 2005 which is incorporated herein by reference for all 
purposes, which is a continuation of U.S. patent application 
Ser. No. 09/615,967, now U.S. Pat. No. 6,981,155, entitled 
SYSTEMAND METHOD FOR COMPUTER SECURITY 
filed Jul. 14, 2000 which is incorporated herein by reference 
for all purposes, which claims priority to U.S. Provisional 
Application No. 60/143,821, entitled SYSTEM AND 
METHOD FOR COMPUTER SECURITY filed Jul 14, 
1999 and U.S. Provisional Patent Application No. 60/151,531 
entitled SYSTEM AND METHOD FOR PROVIDING 
COMPUTER SECURITY filed Aug. 30, 1999, which are 
incorporated herein by reference for all purposes. 

FIELD OF THE INVENTION 

0002 The present invention relates generally to comput 
ers. More specifically, a system and method for computer 
security is disclosed. 

BACKGROUND OF THE INVENTION 

0003 Computers and networks of computers, such as 
local area networks (LAN) and wide area networks (WAN). 
are used by many businesses and other organizations to 
enable employees and other authorized users to access infor 
mation, create and edit files, and communicate with one 
another, Such as by e-mail, among other uses. Often, Such 
networks are connected or are capable of being connected to 
computers that are not part of the network, Such as by modem 
or via the Internet. In such cases, the network becomes Vul 
nerable to attacks by unauthorized users, such as so-called 
computer “hackers', who may be able to gain unauthorized 
access to files stored on network computers by using ports or 
connections provided to connect the network to computers 
outside of the network. 
0004 One known technique for foiling an attacker seeking 
to gain unauthorized access to a computer or computer net 
work is a so-called "honey pot. A honey pot, in computer 
security parlance, is a computer system containing a set of 
files that are designed to lure a computer hacker or other 
attacker to access the files. Such as by making it seem like the 
files are particularly important or interesting. Since the honey 
pot files are typically not actually working files, any activity 
in the honey pot files is suspicious and an attempt is made to 
identify and locate any user who accesses or attempts to 
access the files. 
0005. The major shortcoming of the honey pot approach is 
that by the time the attacker has accessed the honey pot files, 
the attacker has already gained access to the computer con 
taining the files. The attacker also has access to other files on 
the same computer, and may be able to access other comput 
ers in the same computer network. There is typically no 
mechanism for restricting the hacker to viewing only the 
honey pot files. 
0006. A second known approach is to provide a deception 
server. A deception server contains false data. A router or 
firewall is configured to route suspected attackers to the 
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deception server instead of permitting the Suspected attacker 
to access the real computer system or network. 
0007. The major shortcoming of prior art deception serv 
ers is that it is relatively easy for attackers to discover they are 
in a deception server. Among other things, prior art deception 
servers cannot make it appear to an attacker that the attacker 
has been allowed on the actual computer or computer net 
work. In addition, deception servers have only a limited num 
ber of files, with the result that it is relatively easy to deter 
mine that a deception server does not contain the full array of 
files typically found in a true server, Such as a typical business 
network computer server. 
0008. As a result, there is a need for a way to deceive 
attackers into believing they have gained access to a true 
computer system, without actually allowing them to gain 
access to true files. In addition, there is a need for a way to 
monitor Such attackers, without their knowing, to facilitate 
efforts to improve security measures and identify attackers. 

SUMMARY OF THE INVENTION 

0009. Accordingly, a system and method for computer 
security is disclosed. 
0010. It should be appreciated that the present invention 
can be implemented in numerous ways, including as a pro 
cess, an apparatus, a system, a device, a method, or a com 
puter readable medium such as a computer readable storage 
medium or a computer network wherein program instructions 
are sent over optical or electronic communication links. Sev 
eral inventive embodiments of the present invention are 
described below. 
0011. In one embodiment, content is generated for a com 
puter associated with a network. It is determined whether a 
user should be routed to the generated content. If it is deter 
mined that the user should be routed to the generated content, 
the user is so routed. 
0012. In one embodiment, content is generated for a file 
system for a first computer associated with a network. A 
directory is created within the first computer. The file system 
of the first computer is copied into the directory. A user who 
attempts to gain unauthorized access to a second computer 
associated with the network is routed to the directory in the 
first computer. 
0013 Providing a virtual computer environment for test 
purposes also is disclosed. In one embodiment, a directory is 
created within a computer. The file system of the computer is 
copied into the directory. A configuration change is imple 
mented within the copy of the file system in the directory. 
0014. A system for providing security for a computer net 
work is disclosed. The system comprises a computer config 
ured to generate content for the computer, which computer is 
associated with the network. The system also comprises a 
network device configured to determine whether a user 
should be routed to the generated content and to route the user 
to the generated content if it is determined that the user should 
be routed to the generated content. 
0015. A computer program product for providing security 
for a computer network is disclosed. The computer program 
product is embodied in a computer readable medium and 
comprises computer instructions for generating content for a 
computer, which computer is associated with the network; 
determining whether a user should be routed to the generated 
content; and routing the user to the generated content if it is 
determined that the user should be routed to the generated 
COntent. 
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0016. These and other features and advantages of the 
present invention will be presented in more detail in the 
following detailed description and the accompanying figures, 
which illustrate by way of example the principles of the 
invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017 Various embodiments of the invention are disclosed 
in the following detailed description and the accompanying 
drawings. 
0018 FIG. 1 is a block diagram of a general purpose 
computer system 100 Suitable for carrying out the processing 
in accordance with one embodiment of the present invention. 
0019 FIG. 2 is a schematic diagram of a system used in 
one embodiment to provide computer security. 
0020 FIG. 3 is a flow chart illustrating a process used in 
one embodiment to provide computer security using a trap 
system such as trap system 210 of FIG. 2. 
0021 FIG. 4 is a flowchart illustrating a process used in 
one embodiment to installa trap system, as in step 302 of FIG. 
3. 
0022 FIG. 5 is an exemplary administration console dis 
play 500 used in one embodiment to provide a graphical user 
interface on the administration console for configuration and 
control of the trap system. 
0023 FIG. 6 is a flowchart illustrating a process used in 
one embodiment to generate file content for the trap, as 
required, e.g., in step 304 of FIG. 3. 
0024 FIG. 7 is a flowchart illustrating a process used in 
one embodiment to set the trap, as in step 306 of FIG. 3. 
0025 FIG. 8 is an illustration of a deception login screen 
800 used in one embodiment to prompt an intruder who has 
been routed into the cage directory of the trap system to enter 
a login name. 
0026 FIG. 9 is a flowchart illustrating a process used in 
one embodiment to keep an intruder in the trap, as in step 312 
of FIG. 3. 
0027 FIG. 10 is a flowchart illustrating a process used in 
one embodiment to determine whether access to a particular 
file requested by an intruder is permitted, as in step 906 of 
FIG. 9. 
0028 FIG. 11A is a flowchart illustrating a process used in 
one embodiment to monitor the activity of an intruder, as in 
step 314 of FIG. 3. 
0029 FIG. 11B is a flow chart illustrating a process used in 
one embodiment to regenerate a virtual cage environment by 
using a product serial number as the seed for a pseudo random 
number generator. 
0030 FIG.11C is a flow chart illustrating a process used in 
one embodiment to hide the connection between the admin 
istrative console and the trap host system by using a “connec 
tionless' port, as discussed above in connection with step 
1104 of FIG. 11A. 
0031 FIG. 12 is a schematic diagram of a system used in 
one embodiment to provide Such a test environment. 
0032 FIG. 13 is a flowchart illustrating a process used in 
one embodiment to provide a virtual test environment to test 
the effect of a configuration change prior to implementing the 
configuration change on the actual computer system 

DETAILED DESCRIPTION 

0033. A detailed description of a preferred embodiment of 
the invention is provided below. While the invention is 
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described in conjunction with that preferred embodiment, it 
should be understood that the invention is not limited to any 
one embodiment. On the contrary, the scope of the invention 
is limited only by the appended claims and the invention 
encompasses numerous alternatives, modifications and 
equivalents. For the purpose of example, numerous specific 
details are set forth in the following description in order to 
provide a thorough understanding of the present invention. 
The present invention may be practiced according to the 
claims without some or all of these specific details. For the 
purpose of clarity, technical material that is known in the 
technical fields related to the invention has not been described 
in detail so that the present invention is not unnecessarily 
obscured. 

0034 FIG. 1 is a block diagram of a general purpose 
computer system 100 Suitable for carrying out the processing 
in accordance with one embodiment of the present invention. 
FIG. 1 illustrates one embodiment of a general purpose com 
puter system. Other computer system architectures and con 
figurations can be used for carrying out the processing of the 
present invention. Computer system 100, made up of various 
Subsystems described below, includes at least one micropro 
cessor Subsystem (also referred to as a central processing unit, 
or CPU) 102. That is, CPU 102 can be implemented by a 
single-chip processor or by multiple processors. CPU 102 is 
a general purpose digital processor which controls the opera 
tion of the computer system 100. Using instructions retrieved 
from memory 110, the CPU 102 controls the reception and 
manipulation of input data, and the output and display of data 
on output devices. 
0035 CPU 102 is coupled bi-directionally with memory 
110 which can include a first primary storage, typically a 
random access memory (RAM), and a second primary Stor 
age area, typically a read-only memory (ROM). As is well 
known in the art, primary storage can be used as a general 
storage area and as Scratch-pad memory, and can also be used 
to store input data and processed data. It can also store pro 
gramming instructions and data, in the form of data objects 
and text objects, in addition to other data and instructions for 
processes operating on CPU 102. Also as well known in the 
art, primary storage typically includes basic operating 
instructions, program code, data and objects used by the CPU 
102 to perform its functions. Primary storage devices 110 
may include any Suitable computer-readable storage media, 
described below, depending on whether, for example, data 
access needs to be bi-directional or uni-directional. CPU 102 
can also directly and very rapidly retrieve and storefrequently 
needed data in a cache memory (not shown). 
0036. A removable mass storage device 112 provides 
additional data storage capacity for the computer system 100, 
and is coupled either bi-directionally or uni-directionally to 
CPU 102. For example, a specific removable mass storage 
device commonly known as a CD-ROM typically passes data 
uni-directionally to the CPU 102, whereas a floppy disk can 
pass data bi-directionally to the CPU 102. Storage 112 may 
also include computer-readable media Such as magnetic tape, 
flash memory, signals embodied on a carrier wave, 
PC-CARDS, portable mass storage devices, holographic 
storage devices, and other storage devices. A fixed mass stor 
age 120 can also provide additional data storage capacity. The 
most common example of mass storage 120 is a hard disk 
drive. Mass storage 112, 120 generally store additional pro 
gramming instructions, data, and the like that typically are not 
in active use by the CPU 102. It will be appreciated that the 
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information retained within mass storage 112, 120 may be 
incorporated, if needed, in standard fashion as part of primary 
storage 110 (e.g. RAM) as virtual memory. 
0037. In addition to providing CPU 102 access to storage 
Subsystems, bus 114 can be used to provide access other 
subsystems and devices as well. In the described embodi 
ment, these can include a display monitor 118, a network 
interface 116, a keyboard 104, and a pointing device 106, as 
well as an auxiliary input/output device interface, a Sound 
card, speakers, and other Subsystems as needed. The pointing 
device 106 may be a mouse, stylus, track ball, or tablet, and is 
useful for interacting with a graphical user interface. 
0038. The network interface 116 allows CPU 102 to be 
coupled to another computer, computer network, or telecom 
munications network using a network connection as shown. 
Through the network interface 116, it is contemplated that the 
CPU 102 might receive information, e.g., data objects or 
program instructions, from another network, or might output 
information to another network in the course of performing 
the above-described method steps. Information, often repre 
sented as a sequence of instructions to be executed on a CPU, 
may be received from and outputted to another network, for 
example, in the form of a computer data signal embodied in a 
carrier wave. An interface card or similar device and appro 
priate software implemented by CPU 102 can be used to 
connect the computer system 100 to an external network and 
transfer data according to standard protocols. That is, method 
embodiments of the present invention may execute solely 
upon CPU 102, or may be performed across a network such as 
the Internet, intranet networks, or local area networks, in 
conjunction with a remote CPU that shares a portion of the 
processing. Additional mass storage devices (not shown) may 
also be connected to CPU 102 through network interface 116. 
0039. An auxiliary I/O device interface (not shown) can be 
used in conjunction with computer system 100. The auxiliary 
I/O device interface can include general and customized 
interfaces that allow the CPU 102 to send and, more typically, 
receive data from other devices Such as microphones, touch 
sensitive displays, transducer card readers, tape readers, 
Voice or handwriting recognizers, biometrics readers, cam 
eras, portable mass storage devices, and other computers. 
0040. In addition, embodiments of the present invention 
further relate to computer storage products with a computer 
readable medium that contain program code for performing 
various computer-implemented operations. The computer 
readable medium is any data storage device that can store data 
which can thereafter be read by a computer system. The 
media and program code may be those specially designed and 
constructed for the purposes of the present invention, or they 
may be of the kind well known to those of ordinary skill in the 
computer Software arts. Examples of computer-readable 
media include, but are not limited to, all the mediamentioned 
above: magnetic media Such as hard disks, floppy disks, and 
magnetic tape; optical media Such as CD-ROM disks; mag 
neto-optical media Such as floptical disks; and specially con 
figured hardware devices Such as application-specific inte 
grated circuits (ASICs), programmable logic devices (PLDS), 
and ROM and RAM devices. The computer-readable medium 
can also be distributed as a data signal embodied in a carrier 
wave over a network of coupled computer systems so that the 
computer-readable code is stored and executed in a distrib 
uted fashion. Examples of program code include both 

Jun. 12, 2008 

machine code, as produced, for example, by a compiler, or 
files containing higher level code that may be executed using 
an interpreter. 
0041. The computer system shown in FIG. 1 is but an 
example of a computer system Suitable for use with the inven 
tion. Other computer systems suitable for use with the inven 
tion may include additional or fewer Subsystems. In addition, 
bus 114 is illustrative of any interconnection scheme serving 
to link the Subsystems. Other computer architectures having 
different configurations of Subsystems may also be utilized. 
0042 FIG. 2 is a schematic diagram of a system used in 
one embodiment to provide computer security. The system 
includes a computer network 202 to which the operator of the 
computer network wishes to limit access to authorized users. 
Computer network 202 is comprised of a plurality of network 
devices 204. The plurality of network devices 204 may 
include, for example, individual computer work Stations, net 
work servers, printers, and any number of other devices Such 
as may be found in a typical computer network, Such as a local 
area network (LAN) or wide area network (WAN). Computer 
network 202 also includes a Internet access server 206 con 
figured to enable users of host computer systems connected to 
the computer network 202 to access the Internet and in par 
ticular to access web pages via the World Wide Web by 
sending and receiving hypertext transfer protocol (HTTP) 
transmissions. Computer network 202 also includes a firewall 
208 interposed between Internet access server 206 and the 
network connection to the Internet. Firewall 208 may be 
either a firewall, or a router with firewall functionality, con 
figured to route authorized users to Internet access server 206 
and to detect and route unauthorized users to the trap system 
described below. 
0043. The system shown in FIG. 2 also includes a trap 
system 210. Trap system 210 is comprised of a trap host 
system 212 in which a virtual cage 214 is established, as 
described below. Trap system 210 also includes an adminis 
tration console 216 connected to trap host system 212 and 
configured to enable a system administrator (or other autho 
rized user) to control the configuration of trap host system 212 
and virtual cage 214. Trap system 210 also includes a data 
base 218 used to store data relating to activities within trap 
host system 212 and virtual cage 214. 
0044) The system shown in FIG. 2 is designed to protect 
the computer network 202 from being accessed or otherwise 
compromised by an intruder who is attempting to gain access 
to computer network 202 via the Internet. FIG. 2 shows an 
exemplary intruder's system 220 such as might be used by a 
would-be intruder to attempt to gain access to the computer 
network 202 via the Internet. 
0045 FIG. 3 is a flow chart illustrating a process used in 
one embodiment to provide computer security using a trap 
system such as trap system 210 of FIG. 2. The process begins 
with step 302 in which a trap system such as trap system 210 
of FIG. 2 is installed. In step 304, the file content for a 
deception environment to be presented to would-be intruders 
is created. Examples of the content of the deception environ 
ment include fictitious content generated automatically as 
described below; non-confidential (i.e., public) files drawn 
from the computer network being protected. Such as com 
puter network 202 of FIG. 2; or a combination of fictitious and 
non-confidential file content. 
0046. In step 306, a trap is established within the trap 
system. For example, a virtual cage such as virtual cage 214. 
shown in FIG.2 may be established within a trap host system, 
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such as trap host system 212 of FIG. 2, by establishing a file 
directory for the cage and copying the operating system of the 
trap host system—but not the modifications and additions to 
the operating system described below that function to monitor 
the intruder's actions, keep the intruder in the cage, and pre 
vent the intruder from detecting that the intruder is in the 
cage—and the file system of the trap host system into the 
directory. 
0047. In step 308, a would-be intruder is detected, as 
described more fully below. In step 310, the would-be 
intruder is routed into the trap system, such as trap system 210 
of FIG. 2, as described more fully below. Once the intruder 
has been routed into the trap, in step 312 affirmative efforts 
can be made to ensure that the intruder does not break out of 
the trap system and gain access to the portions of computer 
network 202 that are being protected from unauthorized 
access. In step 314, the activity of the intruder within the trap 
system is monitored, as described more fully below. 
0048. Once the activity of the intruder has ceased, either 
because the intruder has discontinued the attempt to access 
computer network 202 or because the system administrator 
has terminated the intruder's connection with the system, it is 
determined in step 316 whether the changes to the configu 
ration to the trap system that were made by the intruder during 
the attack will be kept in place. For example, a system admin 
istrator might wish to leave changes made by an intruder in 
place if the system administrator believes the same intruder 
may attempt a future attack and might realize that he or she 
has been routed into a deception environment, as opposed to 
gaining access to the true computer network, if the changes 
made by the intruder in the prior attack were not still present. 
If it is determined in step 316 that the changes will be kept, the 
process shown in FIG.3 ends and the trap remains in place, as 
modified by the intruder, unless or until a future intruder is 
routed into the trap or the trap is reset. If it is determined in 
step 316 that the changes made by a particular intruder will 
not be kept, the process proceeds to step 318 in which the trap 
is reset to eliminate the changes made by the intruder. In one 
embodiment, the trap is reset by regenerating the trap to 
restore the trap environment to the condition it was in at the 
time the intruder was first routed into the trap. In one embodi 
ment, additional content is added when the trap is regenerated 
to make it appear that additional content was created by users 
of the computer network during the time period from the last 
update of the trap to the time the trap was reset. 
0049 FIG. 4 is a flowchart illustrating a process used in 
one embodiment to installa trap system, as in step 302 of FIG. 
3. The process begins with step 402 in which a trap host 
system is installed. In one embodiment, the trap host system 
is a computer, Such as an Intel or SPARC computer, running 
the SOLARIS 7 operating system. In one embodiment, appli 
cation programs that the user of the trap system wishes to have 
appear in the deception environment may be installed in the 
trap host system prior to the installation of the trap system 
software and the establishment of the virtual cage environ 
ment into which the operating system and file system of the 
trap host system will be copied. In one embodiment, proba 
bilistic data combined with random number data from a 
pseudo random number generator are used to determine 
which application programs will appear in the deception envi 
ronment. In one embodiment, the nature of the business or 
other organization that uses the computer network influences 
which application programs are selected. For example, a 
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financial institution may have different application programs, 
and different types of files, than a law firm. 
0050. In step 404, an administration console, such as 
administration console 216 of is FIG. 2, is installed. The 
administration console is a second computer system con 
nected to the trap host system. The administration console is 
used to configure and control the operation of the trap host 
system. In addition, the administration console receives log 
ging information from the trap host system concerning the 
activities of the intruder within the trap host system. In one 
embodiment, administration console 216 is a computer sys 
tem running either a UNIX or a Windows operating system. 
The administration console uses its connection to the trap 
host system to retrieve log and configuration information for 
the purpose of displaying the information to the system 
administrator. 

0051. In step 406, the trap host system is configured. As 
noted above, the administration console 216 is used to select 
configuration options for the trap Software, once the trap 
Software has been installed in the trap host system. In one 
embodiment, upon installation, the trap Software automati 
cally configures the trap host system in accordance with the 
preferences selected by the system administrator or other 
authorized user of the system by means of the administration 
console and randomly generated variations in certain system 
settings, as described more fully below. 
0.052 The process shown in FIG. 4 continues with step 
408 in which a network connection is made between the trap 
system and the router or firewall used in the computer net 
work being protected to detect and route would-be intruders 
into the trap system. In one embodiment, network connec 
tions are made between the trap host system and the router or 
firewall for all or selected ones of the remote access services 
that an intruder might use to attempt to gain unauthorized 
access to, or control over, a target computer or computer 
network. In one embodiment, the trap host system operating 
system is the SOLARIS 7 operating system and the remote 
access services for which a network connection is established 
include FTP (file transfer protocol), telnet, and/or other ser 
vices considered to be in the so-called “demilitarized Zone', 
or “DMZ, of the network being protected. 
0053. In step 410, the policy editor of the routeror firewall, 
which is typically provided as part of the software associated 
with a router or firewall, is used to establish policies which 
will route likely intruders to the trap host system. Such poli 
cies may include, where Supported by the particular router or 
firewall being used, apolicy that attempts to gain access to the 
computer network via a port or service not normally used by 
the computer network, but known to be exploited by hackers 
and other intruders to gain access to computer networks. Such 
as the FTP and telnet ports, for example, can be routed to the 
corresponding port of the trap host system. In one embodi 
ment, a would-be intruder is permitted to see the devices 
behind the router or firewall. If the would-be intruder seeks to 
gain access to the virtual cage environment, which can be 
configured to appear to be an interesting and easy target for 
intrusion (e.g. because services that are known to be exploit 
able to gain unauthorized access or control. Such as FTP and 
telnet, will be available), the router or firewall can be config 
ured in step 410 to route the intruder to the appropriate port of 
the trap host system using well known network address trans 
lation (NAT) techniques. In one embodiment, a would-be 
intruder cannot see the devices behind the router or firewall 
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and any attempt to access a prohibited service on any network 
system is routed instead to the trap host system using NAT. 
0054 FIG. 5 is an exemplary administration console dis 
play 500 used in one embodiment to provide a graphical user 
interface on the administration console for configuration and 
control of the trap system. The administration console display 
500 includes a menu display area 502 in which menu choices 
are displayed. As shown in FIG. 5, in one embodiment, the 
major headings “General”, “Decoy User Names”, “Log 
ging”, “Alerting, and "Advanced’ are displayed in menu 
display area 502. In one embodiment, selection of a major 
menu listing results in the Subheadings under that menu list 
ing being displayed. Display 500 also includes an instruction 
display area 504 in which instructions relating to the current 
menu selection are displayed. Display 500 also includes an 
input area 506 in which the system administrator or other user 
either enters data or selects an option from a pick list to 
provide input with respect to the current menu selection. 
0055. In one embodiment, the “General menu provides 
options for entering the name of the company using the trap 
system; entering a license key or serial number for the system; 
entering a host name to be used in the contents created for the 
deception environment to identify the host associated with 
certain content; and to designate a domain name to be used for 
similar purposes, such as to be included as the domain name 
for Internet e-mail addresses for the fictitious and other user 
names used in the e-mail messages generated to be included 
in the deception environment. In one embodiment, the menu 
selection “Decoy User Name” enables the system adminis 
trator to provide the full name and a login or user name for 
from one to five individuals. Such an option may be used to 
provide the name of from one to five prominent and publicly 
known individuals associated with the computer system 
being protected, such as the chief executive officer and/or 
president of the company that uses the system. 
0056. In one embodiment, the menu option labeled “Log 
ging includes options that enable the system administrator to 
route logging information from the trap system to a remote 
logging device, such as by providing the DNS name or IP 
address of the remote logging server. In addition, the “Log 
ging menu in one embodiment includes an option to either 
enable remote logging, as described above, or to disable 
remote logging and to have the log information is spooled 
only to the trap host system. Finally, the “Logging menu 
option in one embodiment includes an option that permits the 
system administrator to designate the name of the network 
interface used to gather information on an intruder's network 
activity, for example for use in later tracing the Source of an 
intruder's attack. 

0057. In one embodiment the menu heading “Alerting 
provides options for controlling the manner in which alerts 
regarding intruder activity is provided and the criteria used to 
determine when such an alert should be sent. The purpose of 
Such an alert is to advise the system administrator that an 
intruder has gained a certain level of access to or control over 
the trap system. Providing Such an alert enables the system 
administrator to more closely monitor the intruder and, if 
necessary, to cut off the intruder's connection to the system. 
The degree to which an intruder has gained unauthorized 
access or control is sometimes referred to as the extent to 
which the security of the system or network has been com 
promised by the intruder. In one embodiment, the options 
under the menu heading “Alerting include the options to 
designate an e-mail address to be used to provide alerts, a 
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fictitious Subject line to be used in Such e-mail messages, and 
an option for selecting an alert threshold. 
0.058 For example, in one embodiment, one of five alert 
thresholds may be selected. The lowest threshold provides 
that no e-mail alert messages will be sent regardless of the 
type or severity of the compromise achieved by the intruder. 
A somewhat higher threshold provides for an e-mail alert 
message to be sent if the trap host computer system experi 
ences a fatal error, for example if the host runs out of disk 
space. The next higher level provides for an e-mail alert 
message to be sent in a clear case of compromise Such as if a 
new process has started within the virtual cage environment in 
the trap host system. The next somewhat higher level of alert 
provides for an e-mail alert message to be sent in situations 
that indicate a possible security compromise. Such as if mul 
tiple port connections are opened by an intruder in an attempt 
to determine which processes are currently running on the 
host system. The most sensitive and final level of alert pro 
vides for an e-mail alert message to be sent whenever the 
virtual cage environment experiences any traffic, regardless 
of type. At this heightened level, alert messages may be gen 
erated based on intruder activity within the cage environment 
even in cases where there is no information indicating that the 
cage has been compromised or is in risk of being compro 
mised. 
0059 Finally, the menu heading “Advanced' in one 
embodiment provides options for customizing the file content 
for the virtual cage environment and for making more com 
plex configuration changes, to accomplish such goals as opti 
mizing system performance or to otherwise tailor the trap 
system to the specific needs of a particular user. 
0060 Referring further to FIG. 5, the administration con 
sole display 500 also includes a back button 508 and a next 
button 510 used to navigate back to the previous menu option 
or forward to the next menu option, respectively. The display 
500 also includes a revert button 512 used to cancel a con 
figuration change entered at the administration console and 
revert to the configuration settings that were in place prior to 
any changes being made. Display 500 also includes an update 
button 514 used to update a file maintained locally at the 
administration console to store configuration changes entered 
at the administration console but not yet applied to the trap 
host system. Display 500 also includes an apply button 516 
used to apply configuration changes entered at the adminis 
tration console to the trap host system. Finally, display 500 
includes a reboot button 518, which causes the trap host 
system to reboot. In one embodiment, it is necessary to reboot 
the trap host system in order for configuration changes to be 
implemented in the trap host system. 
0061 FIG. 6 is a flowchart illustrating a process used in 
one embodiment to generate file content for the trap, as 
required, e.g., in step 304 of FIG. 3. The process begins with 
step 602 in which operating system settings are generated 
automatically for the operating system installed in the trap 
host system. Operating system settings are generated auto 
matically, with random variations included, to avoid having 
the same operating system configuration for each trap system. 
If such variations were not introduced, would-be intruders 
might be able to recognize that a system is a trap system 
provided by a particular manufacturer based on the presence 
of a standard operating system configuration used by the 
manufacturer. 

0062 Next, in step 604, information is generated auto 
matically concerning the hardware installed on the trap host 



US 2008/O 141349 A1 

system, the configuration of Such hardware, and other infor 
mation concerning the configuration of the trap host system. 
0063. The process continues with step 606 in which 
selected real data and files are received and loaded. Any 
selected real files to be made available in the trap system, such 
as publicly-available documents or information, are stored in 
the file system or the trap host system. Real data to be used to 
fill in document templates, such as the names of key employ 
ees or other publicly-known individuals, are stored in the 
applicable database. 
0064. Then, in step 608, a database of fictitious names to 
be used in automatically generated e-mail and other docu 
ments is generated. A unique key or serial number provided 
with each copy of the software for the trap system serves in 
one embodiment as the seed for a pseudo random number 
generator. Numbers from the pseudo random number genera 
tor are used in conjunction with probabilistic data concerning 
the occurrence of first and last names from a database of 
names to generate a list of fictitious user names to be used to 
generate file content for is a particular trap system. 
0065. The process continues with step 610 in which ficti 
tious file content, such as fictitious e-mail, word processing 
document, spreadsheet, and other file content, is generated. In 
one embodiment, e-mail and other document templates are 
provided which require data values such as dates, names, 
product names, and other types of information to be inserted. 
Random numbers from a pseudo random number generator 
and probabilistic data are used to select a set of file templates 
to be used for the file content of a particular trap system. The 
set oftemplates to be used for any given system will be unique 
because the pseudo random number generatoruses the unique 
product serial number or key for each particular system as the 
seed for the pseudo random number generator. Once the set of 
templates has been selected, the data values for each of the 
inputs required by each template are provided by using the 
pseudo random number generator and probabilistic data to 
select values from various databases of possible values pro 
vided for each type of input required by the templates. 
0066 An exemplary e-mail template used in one embodi 
ment for generating an e-mail message announcing a meeting 
for a project identified by a code name follows: 

0067 &MEETING: 10 
0068 To: (a)EMPLOYEE 
0069. Subject: Meeting re (a PROJECT 
(0070. The meeting re (a)PROJECT will take place on 

(a DAY, (a MONTH (a)1T028, at (a TIME. The meeting 
will be held in (a)NAME=1's office. Coffee and rolls will 
be served. Please RSVP to (a)NAME=2 NLT ((a)DAY 
1). 

0071. In the above exemplary template, the entry 
“&MEETING: 10 indicates that the template is a meeting 
announcement template with a relative probability of occur 
rence of 10. The relative probability of occurrence is a weight 
value for the template, which is based on studies of actual file 
systems found in a typical network server. The sum of all of 
the relative probability values for all templates appears at the 
top of the template file, and the relative likelihood that the 
above particular template will be selected at random from 
among the entire body oftemplates is determined by dividing 
the weight for the template, 10, by the sum of all of the 
weights. For example, if the sum of all of the weights were 
1,000, the probability of the above template being selected 
would be 10/1,000. By comparison, a product launch 
announcement template might have a weight of only 1. The 
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probability of such a template being selected would be 1/1. 
000, or about one tenth that of the above template. This would 
indicate that a product launchannouncement e-mail would be 
one tenth as likely as a meeting announcement e-mail to be 
found in a typical network server. As described above, in one 
embodiment the selection of a set of templates for the initial 
file content for the trap file system would be based on the 
probability weight values and numbers generated by a pseudo 
random number generator. 
(0072. The values of the variables (a EMPLOYEE, 
(a)PROJECT, (a DAY, (a MONTH, (a) 1T028, (a TIME, 
(a NAME=1, and (a)NAME=2 in the above exemplary tem 
plate are selected in one embodiment from corresponding 
files comprising possible values and a corresponding prob 
ability weight for each possible value. A number generated by 
a pseudo random number generator is used, in combination 
with the probability weights, to select the specific value for a 
particular instance. For example, the value of the variable 
(a EMPLOYEE is selected at random from a file comprising 
names of fictitious employees and associated data, Such as 
network usernames, e-mail addresses, and host system iden 
tification information. In one embodiment, the variable 
(a)EMPLOYEE is replaced with the e-mail address of from 
one to ten fictitious employees (and other information 
required for a file comprising an e-mail to the employee(s)), 
with the precise number of recipients being determined at 
random. In a similar manner, a day of the week would be 
selected as the value of the variable (a DAY, a month for the 
variable (a MONTH, a number from 1 to 28 for the variable 
(a) 1T028, and a time (e.g., at half hour increments during 
business hours) for the variable (a TIME, would be chosen at 
random from corresponding files of possible values. 
0073. A similar technique may be used to select values for 
the variables (a)NAME=1 and (a)NAME=2 from a file con 
taining the fictitious user names, created as described above. 
The annotations “=1 and “=2' indicate that a different name 
should be selected for each variable. 
0074 For certain types of variables, probabilities of occur 
rence would be considered in one embodiment in selecting 
the value. For example, the value for the variable 
(a PROJECT is selected in one embodiment from a file such 
as the following: 
(0075 (a)PROJECT: 90 
0076) 10: SPEAR 
10077) 20: WIN 
0078) 20: SPEED 
0079) 10: NORMANDY 
0080) 10: STORM 
0081) 20: VICTORY 
I0082 In the above file, the entry “(a)PROJECT: 90 iden 
tifies the files as containing possible values for the variable 
(a PROJECT and indicates the sum of the probability weights 
for the possible values is 90. (In one embodiment, if the 
relative probability of occurrence of each value were the 
same, the number after the colon would be the total number of 
possible values in the file and the relative weight of each value 
would be assumed to be 1.) Each of the remaining entries in 
the file comprises a probability weight followed by a possible 
value. For example, the entry “10: SPEAR’ has a probability 
weight of 10 and a value of “SPEAR’. The weight indicates 
the value SPEAR has a 10 in 90 (i.e., one in nine) probability 
of occurrence. The value chosen for a particular instance of a 
template is selected using a number generated by a pseudo 
random number generator and the probabilistic data. 
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0.083. In one embodiment, spelling, grammatical, and 
typographical errors are introduced into at least certain por 
tions of the generated file content. Probabilistic data concern 
ing the occurrence of such errors and a pseudo random num 
ber generator are used to determine the nature and location of 
the errors that are introduced. 

0084. In one embodiment, additional file content is gener 
ated, in the manner described above, at random intervals after 
the initial set of file content has been generated. In one 
embodiment, a pseudo random number generator is used to 
determine the intervals at which additional file content is 
generated. In one embodiment, file content is generated at 
more frequent intervals during certain times of the day, Such 
as business hours, than during other times of the day. Addi 
tional file content is generated over time in order to provide a 
more realistic deception environment. For example, if an 
intruder accesses the trap system on one occasion and later 
returns to access the trap system in the future, the intruder 
may become suspicious if no additional file content has been 
generated in the file system since the initial attack. In addi 
tion, even if an intruder only accesses the file system on one 
occasion, the intruder may become Suspicious if the system 
has been installed for a considerable period of time and no 
additional file content has been generated since the time of 
installation. 
0085 FIG. 7 is a flowchart illustrating a process used in 
one embodiment to set the trap, as in step 306 of FIG. 3. The 
process begins with step 702 in which a cage is established 
within the trap host system. In one embodiment, this is 
accomplished by creating within the file system of the trap 
host system a new directory to contain the file structure for the 
Cage. 
I0086. In step 704, the operating system of the trap host 
system is copied into the cage directory. As described more 
fully below, the interface to the operating system kernel is 
modified to monitor the intruder's actions (e.g., by generating 
log data regarding an intruders activities), keep the intruder in 
the cage, and prevent the intruder from detecting that the 
intruder is in the cage. The files and programs that perform 
these latter functions are not copied into the cage. In step 706, 
the file system of the trap host system is copied into the cage 
directory. 
0087. By copying the operating system of the trap host 
system and the file system of the trap host system into the cage 
directory, it becomes easier to route an intruder into the cage 
directory and present to the intruder a deception environment 
that leads the intruder to believe that the intruder has success 
fully gained access to the operating system and file system of 
the computer the intruder is targeting. From time to time, 
additional file content is generated and added to the copy of 
the file system in the cage directory, as described above, to 
provide a more realistic deception environment. 
0088. Once an intruder has been detected and routed into 
the cage directory of the trap host system, a deception envi 
ronment is presented to the intruder. The intruder interacts 
with the instance of the operating system running in the 
virtual cage environment. FIG. 8 is an illustration of a decep 
tion login screen 800 used in one embodiment to prompt an 
intruder who has been routed into the cage directory of the 
trap system to enteralogin name. In one embodiment, the trap 
host system is configured to make it relatively easy for an 
intruder to obtain a login or user name and the corresponding 
password that will enable the intruder to gain access to the 
trap system using well-known hacking techniques. 
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I0089 FIG. 9 is a flowchart illustrating a process used in 
one embodiment to keep an intruder in the trap, as in step 312 
of FIG.3. The process begins with step 902 in which a request 
to access a file within the cage directory is received from the 
intruder. In one embodiment, a software module is provided 
to serve as a filter between requests made by an intruder to 
access a file, on the one hand, and the copy of the file system 
contained in the cage directory of the trap system, on the other 
hand. Such filtering software is used to prevent the intruder 
from accessing files that might enable the intruder to discover 
that the intruder is in a trap system, and not an actual system, 
as described more fully below. 
0090. In step 904, the filtering software sends log infor 
mation to the user-specified destination for logging data con 
cerning activities of intruders. 
(0091. The process continues with step 906 in which it is 
determined whether the intruder is permitted to access the 
particular file the intruder has requested. In one embodiment, 
the filtering software referred to above, and described more 
fully below, makes this determination. If it is determined in 
step 906 that the intruder is not permitted to access the 
requested file, the process proceeds to step 908 in which an 
indication is provided to the intruder that the requested file 
does not exist. If it is determined in step 906 that the intruder 
is authorized to access the requested file, the process proceeds 
to step 910 in which the intruder is provided access to the copy 
of the requested file contained within the cage directory in the 
trap system. 
0092 FIG. 10 is a flowchart illustrating a process used in 
one embodiment to determine whether access to a particular 
file requested by an intruder is permitted, as in step 906 of 
FIG. 9. The process begins at step 1002 in which it is deter 
mined whether the intruder is attempting to request a file that 
is at a level within the trap host system file structure that is 
above the highest level of the cage file structure, i.e., above the 
directory created to hold the file structure and operating sys 
tem for the cage. For example, in one embodiment, the trap 
host system operating system is SOLARIS 7. In the 
SOLARIS 7 operating system, the command "/.../proc', for 
example may be used to gain access to the directory level 
above the file “proc', which would normally be in the highest 
level of the file structure for a system such as the trap host 
system. If an intruder were able to use this command to move 
above the “proc' file in the cage directory (which is a copy of 
the proc file of the trap host system copied into the cage 
directory), the intruder likely would realize that the intruder 
has been contained within the cage directory and, once the 
intruder has broken out of the cage directory, the intruder is 
much more likely to be able to compromise the trap host 
system. In one embodiment, the ". . . . /proc' command or 
similar commands that might be used to access a level of the 
trap host system file structure that is above the highest level of 
the cage file structure are filtered by a software module which 
recognizes such commands, prevents them from being 
executed, and provides an indication (as in step 1002) that an 
attempt is being made to move above the highest level of the 
cage file structure. 
(0093. If it is determined in step 1002 that an attempt is 
being made to move above the highest level of the cage file 
structure, the process proceeds to step 1004 in which access to 
the requested file structure level is denied and an indication is 
provided to the intruder that the requested file does not exist, 
in accordance with step 908 of FIG. 9. If it is determined in 
step 1002 that an attempt is not being made to move above the 
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highest level of the cage file structure, the process proceeds to 
step 1006 in which it is determined whether the intruder is 
making an attempt to access a blocked network data file. For 
example, in the SOLARIS 7 operating system, all network 
devices have a major and minor number associated with them. 
It is known in the art of computer security and the art of 
computer hacking that files associated with certain device 
numbers are Susceptible to being used to gain unauthorized 
access to or control over a target computer system. For 
example, in one embodiment the trap host system uses the 
SOLARIS 7 operating system for which the device files for 
devices that have a major number 7 and a minor number in the 
range of 0-7, or devices that have a major number 11 and a 
minor number 7, may be exploited by an intruder to gain an 
unauthorized level of access to or control over a target com 
puter system. As a result, in one embodiment, it is determined 
in step 1006 whether the intruder is attempting to access the 
device files associated with a device having a major and minor 
number in one of the ranges listed above. 
0094. If it is determined in step 1006 that an attempt is 
being made to access a blocked network data file, the process 
proceeds to step 1008 in which access to the requested file is 
denied, and an indication is provided that the file does not 
exist in accordance with step 908 of FIG.9. If it is determined 
in step 1006 that an attempt to access a blocked network data 
file is not being made, the process proceeds to step 1010 in 
which it is determined whether an attempt is being made to 
access a process file for a process running outside of the 
virtual cage environment. Each computer operating system 
provides a way to monitor the processes or tasks currently 
being performed by the host system. In the SOLARIS 7 
operating system, for example, a process table is provided in 
a file contained within the operating system's virtual file 
system. The process table is accessed by entering a file name 
in the directory “?proc'. In one embodiment, a software mod 
ule is used to filter access to the “proc' file to limitan intrud 
er's access to files associated with processes running within 
the cage environment and to prevent access to processes 
running on the trap host system outside of the virtual cage. 
0095. If it is determined in step 1010 that an attempt is 
being made to access a process file for a process running 
outside of the cage environment, the process of FIG. 10 pro 
ceeds to step 1012 in which access to the requested file is 
denied, and an indication is provided that the file does not 
exist in accordance with step 908 of FIG.9. If it is determined 
in step 1010 that an attempt is not being made to access a 
process file for a process running outside of the cage environ 
ment, the process proceeds to step 1014 in which access to the 
requested file is permitted in accordance with step 910 of FIG. 
9 

0096. In one embodiment, at least one of the steps of the 
process illustrated in FIG. 10 is implemented by replacing 
one or more operating system functions in the system entry 
(or 'sysent) table with a new program designed to perform 
the above-described filtering function. In one embodiment, 
the new program returns the output of the original operating 
system function if access to a requested file (or process) is 
permitted (i.e., the file or process is within the virtual cage) 
and returns an indication that the file (or process) does not 
exist, if the file (or process) is not inside the cage. In one 
embodiment, a similar approach is used to modify the func 
tion that responds to system calls such as “kill, in order to 
permit intruders to terminate only processes running inside 
the cage. 
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0097 FIG. 11A is a flowchart illustrating a process used in 
one embodiment to monitor the activity of an intruder, as in 
step 314 of FIG. 3. The process begins at step 1102 in which 
a log of the intruder's actions is maintained. In one embodi 
ment, the Software modules used to filter requests to access 
various types of files send information concerning each 
request by the intruder to access a file to a log file used to store 
information concerning the files requested by an intruder. In 
one embodiment, the trap system can be configured to log 
either each command entered by an intruder or to log each 
keystroke entered by the intruder. In addition to information 
concerning the intruder's actions sent by the filtering Software 
modules described above, information concerning the pro 
cesses running within the virtual cage environment and what 
specific tasks each process is performing is available from the 
existing process file system (/proc) and is logged along with 
the log information derived from the filtering software mod 
ules. 

0098. As noted above, the intruder is prevented from 
becoming aware of the monitoring and logging processes by 
operation of the software module that filters the intruder's 
requests to access files within the process file system to pre 
vent access to files relating to the monitoring and logging 
processes. 

0099. The process shown in FIG. 11A also includes a step 
1104 in which log information is made available to the system 
administrator or other user of the trap system at a graphical 
user interface (GUI) presented at a control station Such as 
administration console 216 of FIG. 2. This enables a system 
administrator or other user of the trap system either to per 
form an analysis of an intruder's actions Subsequent to an 
attack or to monitor the actions of an intruder in real time, so 
as to be in a position, for example, to terminate the connection 
of the intruder to the trap host system if there is a risk the 
intruder may gain access to files outside of the virtual cage 
environment. In one embodiment, the connection of the 
administration console or other control system providing a 
graphical user interface for the trap system is hidden from 
detection by an intruder by use of a so-called “connection 
less' port to provide for the exchange of information between 
the administration console and the trap host system, as 
described more fully below in connection with FIG. 11C. 
0100. The process illustrated in FIG. 11A also includes 
step 1106 in which it is determined whether the alert condi 
tions established at the time the trap system was configured 
have been met. For example, in one embodiment, as described 
above, the “normal level of alert conditions provides for the 
trap system to send an alert e-mail in a situation that indicates 
a possible security compromise, for example if multiple port 
connections are open, which may indicate that an intruder is 
attempting to determine which processes are currently run 
ning on the is host system. As described above, a more sen 
sitive level of alert may be established in which an alert e-mail 
message would be sent whenever the virtual cage environ 
ment experiences any activity, regardless of the type. 
0101 If it is determined in step 1106 that the alert condi 
tions have not been met, the process proceeds to step 1108 in 
which the monitoring and logging of the intruder's activities 
continues until the intruder leaves the system. If it is deter 
mined in step 1106that the alert conditions have been met, the 
process proceeds to step 1110 in which an alert is sent to the 
system administrator (or other designated user). In one 
embodiment, the alert is an e-mail message sent to the system 
administrator. In one embodiment, a Subject line provided as 
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part of the system configuration process is used to identify the 
nature of the message to an authorized individual who sees 
the subject line. If an alert has been sent in step 1110, the 
process continues with step 1112 in which the monitoring and 
logging of the intruder's activities continues either until the 
intruder voluntarily leaves the system or until the intruder's 
connection to the system is terminated by the system admin 
istrator, for example by regenerating the virtual cage environ 
ment, rebooting the trap host system, or changing the firewall 
rule set to no longer permit the intruder to access the trap host 
system. 
0102 The automatically logged information can be used 
to analyze the strategies and techniques used by the intruder 
to gain access to and attempt to gain control of the system. In 
one embodiment, another approach used to evaluate the 
activities of an intruder once an intruder has exited the system 
is to make a copy of the file system of the virtual cage envi 
ronment and then to regenerate the virtual cage environment, 
as described above, and compare the regenerated virtual cage 
environment, which will not have any of the changes made by 
the intruder, with the copy of the virtual cage environment as 
modified by the activities of the intruder. 
0103) In one embodiment, a unique key is used to seed the 
pseudo random number generator used to generate content 
for the file system, as described above. In one embodiment, 
the key is the serial number of the copy of the trap software 
provided for a particular installation. Using a unique key to 
seed the pseudo random number generator ensures that the 
content of each trap system installed will be unique. The use 
of the same key to seed the pseudo random number generator 
each time the virtual cage environment for a particular instal 
lation is regenerated results in the same content being created 
each time the cage is regenerated. As a result, a returning 
intruder will see all of the same file content that was in the 
cage during the intruder's previous attack, even if the cage has 
been regenerated. If the changes made by the intruder during 
a prior attack were kept (i.e., the cage was not regenerated), 
the intruder will see the effects of the intruder's previous 
attack in the virtual cage environment. If the cage has been 
regenerated since a prior attack, the file system will contain 
the same file content the intruder saw during the previous 
attack, but will not contain changes made or caused by the 
intruder's activities. This is the same environment an intruder 
would expect to see if the system had been reconstructed, 
Such as from back-up tapes. In either event, the intruder sees 
a sufficiently familiar environment that the intruder likely will 
continue to be deceived. 
0104 FIG. 11B is a flow chart illustrating a process used in 
one embodiment to regenerate a virtual cage environment by 
using a product serial number as the seed for a pseudo random 
number generator. The process begins with step 1120 in 
which a product serial number is received. In step 1122, the 
product serial number is used as the seed for a pseudo random 
number generator used to generate file content for the virtual 
cage environment, as described above. In step 1124, it is 
determined whether a command to regenerate the trap has 
been received. If a request to regenerate the trap has not been 
received, the process ends. If a request to regenerate the trap 
has been received, the process returns to step 1122 in which 
the product serial number is used once again as the seed for 
the pseudo random number generator used to generate file 
content for the virtual cage environment. 
0105 FIG.11C is a flow chart illustrating a process used in 
one embodiment to hide the connection between the admin 
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istrative console and the trap host system by using a “connec 
tionless' port, as discussed above in connection with step 
1104 of FIG. 11A. 
0106. A typical way to connect such an administration 
console to a system such as the trap host system would be to 
use a connection that employs transmission control protocol 
(TCP), in which many packets of information are assembled 
together to appear as a uniform stream of information 
exchanged between the administration console and the trap 
host system. The shortcoming of this approach in the context 
of a system such as the trap system described herein is that an 
intruder would be able to see a connection that uses TCP as a 
continuously live connection to the trap host system. An 
intruder may become Suspicious if the intruder can see that 
Such a live connection exists. 
0107. In one embodiment, this shortcoming is avoided by 
employing a user datagram protocol (UDP) connection to 
connect the administration console to the trap host system. 
Unlike a TCP connection, a UDP connection does not result 
in many packets of data being assembled and transmitted as a 
uniform stream of information. Instead, each packet of infor 
mation is sent with a hashed message authentication code 
(HMAC) used to identify the packet as having originated 
from an authorized source. Each packet is accepted at the 
receiving end if the required HMAC is present in the packet. 
In one embodiment, if the required HMAC is not present in a 
packet, the administration console replies with the Internet 
Control Message Protocol (ICMP) packet that would be sent 
if the port were not in use. 
0108. Unlike TCP, UDP does not require a communication 
channel to be established and maintained between the admin 
istration console and the trap host system in order for data to 
be exchanged between the two systems. When an authorized 
user logs into the administration console to view logging 
information, the user enters a password and the administra 
tion console generates a key that will be used to determine the 
HMAC that is required to be included in a valid transmission 
to the trap host system. Data packets sent by the trap host 
system to the administration console that contain the required 
HMAC will be accepted and acted on by the administration 
console system. If an intruder, on the other hand, sends a 
packet to the administration console via the UDP port in an 
attempt to determine if the trap host system is communicating 
with a device connected to the port (i.e., software is bound to 
the port), the administration console will see that the required 
HMAC is not present and will reply with the packet that 
would be sent if the port were not in use, as described above. 
As a result, the intruder will be led to believe that the port is 
not in use. 
0109 The process shown in FIG. 11C begins with step 
1140, in which a user name and password are received at the 
administration console. In step 1142, a key for the session is 
provided. In one embodiment, the key is randomly generated. 
In one embodiment, the key is derived from the password. In 
step 1144, a message is received at the administration console 
via the connection to the trap host system. In step 1146, it is 
determined whether the incoming message contains the 
required HMAC. 
0110. If it is determined in step 1146 that the incoming 
message does not contain the required HMAC, the process 
proceeds to step 1148 in which the ICMP packet that would 
be provided if the port of the trap host system to which the 
administration console is connected were not in use is sent in 
response to the incoming message. If it is determined in step 
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1146 that the incoming message does contain the required 
HMAC, the process continues with step 1150, in which the 
incoming message is accepted by the administration console 
and the administration console takes appropriate responsive 
action, for example by responding to a command or query 
from the trap host system. 
0111. In step 1152, it is determined whether the session 
has ended, for example by determining whether the user has 
logged out of the administration console. If it is determined in 
step 1152 that the session has ended, the process ends. If it is 
determined in step 1152 that the session has not ended, the 
process returns to step 1144 in which the next incoming 
message, if any, is received. 
0112 In addition to providing computer security, the sys 
tem and methods described herein may also be used for other 
purposes. For example, in one embodiment the techniques 
described above are used to provide a test environment to test 
the impact of a configuration change on a computer system 
without placing the actual files and data stored on the com 
puter system at risk. FIG. 12 is a schematic diagram of a 
system used in one embodiment to provide Such a test envi 
ronment. The system 1200 includes a network server 1202 in 
which a virtual test environment 1204 is established in the 
same manner as the virtual cage environment described 
above. One or more network devices 1206 are connected to 
the network server 1202 by means of a network bus 1208. A 
remote system 1210 is configured to connect to network 
server 1202 by means of the Internet. An administration con 
sole 1212 is connected to the network server 1202 to be used 
to configure the network server and test environment, and to 
monitor activities in the test environment, similar to the 
administration console in the above-described security 
embodiment. 

0113 FIG. 13 is a flowchart illustrating a process used in 
one embodiment to provide a virtual test environment to test 
the effect of a configuration change prior to implementing the 
configuration change on the actual computer system. The 
process begins with step 1302 in which the software for 
providing the virtual environment is installed in the server or 
other computer system in which the configuration change is 
to be made. Next, in step 1304, a virtual test environment is 
established in the same manner as described above for estab 
lishing a cage environment in the trap host system in a secu 
rity embodiment. Specifically, a test environment directory is 
established and the network server operating system and file 
system are copied into the virtual test environment. 
0114. Then, in step 1306, the contemplated change in con 
figuration of the network server is implemented only in the 
test environment. For example, the configuration change may 
be the installation of a new software application. Alterna 
tively, the configuration change may be the installation of a 
new network device on the network bus, or the connection of 
a new remote system via the Internet or some other means of 
remote access to the network server. 

0115) Next, in step 1308, the server is operated with the 
configuration change having been implemented in the test 
environment. 

0116. In step 1310, data concerning the operations of the 
server within the test environment is logged. In one embodi 
ment, data concerning the processes running on the server, 
and in particular processes running within the virtual test 
environment, is provided by the operating system kernel and 
sent to the administration console for storage in the database. 
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0117. In step 1312, logged data is analyzed to determine 
the effect of the configuration change on the virtual test envi 
ronment. In one embodiment, a copy of the virtual test envi 
ronment is made and then the virtual test environment is 
regenerated to restore the virtual test environment to the con 
dition it was in before the configuration change was made. 
Then, the copy of the virtual test environment as modified by 
the configuration change is compared to the regenerated Vir 
tual test environment to analyze all of the effects of the con 
figuration change. 
0118. The process continues with step 1314 in which it is 
determined whether the configuration change created any 
problems in the configuration or operation of the server 
within the virtual test environment. If the configuration 
change did create a problem, the process proceeds to step 
1316 in which the configuration change is reversed and the 
server is restored to the condition it was in prior to the con 
figuration change. If it is determined in step 1314 that the 
configuration change did not result in any problem in the 
virtual test environment, the process proceeds to step 1318, in 
which the configuration change is implemented in the server 
outside of the virtual test environment and the server is oper 
ated normally with the configuration change implemented. 
0119) Although the foregoing invention has been 
described in some detail for purposes of clarity of understand 
ing, it will be apparent that certain changes and modifications 
may be practiced within the scope of the appended claims. It 
should be noted that there are many alternative ways of imple 
menting both the process and apparatus of the present inven 
tion. Accordingly, the present embodiments are to be consid 
ered as illustrative and not restrictive, and the invention is not 
to be limited to the details given herein, but may be modified 
within the scope and equivalents of the appended claims. 
What is claimed is: 
1. A method for providing security for a computer network, 

comprising: 
automatically generating content for a file system for a first 

computer associated with the network; 
creating a directory within the first computer; 
copying the file system of the first computer into the direc 

tory; and 
routing a user who attempts to gain unauthorized access to 

a second computer associated with the network to the 
directory in the first computer. 

2. The method of claim 1 further comprising generating 
operating system configuration information for the first com 
puter. 

3. The method of claim 1 further comprising copying the 
operating system of the first computer into the directory. 

4. The method of claim 1 further comprising employing 
processes running outside of the directory to monitor the 
activities of the user within the directory. 

5. The method of claim 4 further comprising screening 
requests by the user to access files to prevent the user from 
detecting the processes used to monitor the user. 

6. A system for providing security for a computer network, 
comprising: 

a processor configured to: 
generate content for a file system for a first computer 

associated with the network; 
create a directory within the first computer; 
copy the file system of the first computer into the direc 

tory; and 
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route a user who attempts to gain unauthorized access to 
a second computer associated with the network to the 
directory in the first computer. 

7. A computer program product for providing security for 
a computer network, the computer program product being 
embodied in a computer readable storage medium and com 
prising computer instructions for: 

automatically generating content for a file system for a first 
computer associated with the network; 

creating a directory within the first computer; 
copying the file system of the first computer into the direc 

tory; and 
routing a user who attempts to gain unauthorized access to 

a second computer associated with the network to the 
directory in the first computer. 

8. A method for providing a virtual computer environment 
in a computer for test purposes, comprising: 

creating a directory within the computer; 
copying the file system of the computer into the directory; 
implementing a configuration change within the copy of 

the file system in the directory; and 
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performing a test associated with the configuration change 
as implemented within the copy of the file system in the 
directory. 

9. The method of claim 8 further comprising generating 
content for the file system. 

10. The method of claim 8 further comprising making a 
copy of the file system after the configuration change has been 
implemented and resetting the virtual computer environment 
to the condition it was in before the configuration change was 
implemented. 

11. The method of claim 10 further comprising comparing 
the copy of the file system after the configuration change has 
been implemented with the file system of the virtual computer 
environment after it has been reset to determine the effect of 
the configuration change. 

12. The method of claim 8 wherein the configuration 
change is the installation of a new software program. 

13. The method of claim 8 wherein the configuration 
change is a change in the hardware installed on the computer. 

14. The method of claim 8 wherein the configuration 
change is the connection of a new device to a network with 
which the computer is associated. 
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