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Description

Method for forwarding data of a data packet and device

The invention relates to a method for forwarding data of a
data packet. The method comprises the receiving of a first
data packet. The first data packet comprises a source identi-

fier.

Especially, the data packet is an IP-data packet (Internet
Protocol), that fulfills IETF (Internet Engineering Task
Force), RFC 791 (Request for Comment). Thus, the data packet
also comprises a destination IP-address that is used for for-
warding the data of the data packet. This method of forward-
ing of IP-packets is well established for many years. The
data in the data packet may comprise user data, for instance
music data, speech data, video data, program data or tele-

phone data.

However, it is an object of the invention to give another
method for forwarding IP-packets. Especially, the improved
method should be more appropriate for mobile applications

compared with the conventional method for forwarding.

This object is solved by a method according to claim 1. Em-

bodiments are given in the sub-claims.

According to claim 1 the method comprises:
— using a source identifier of the data packet for forwarding

the data of the data packet in a second data packet.

The main idea of this method is to use mainly the source ad-
dress of a data packet for finding the next destination ad-
dress. This allows a very flexible type of forwarding because
no final IP-address has to be known at the sending device. It
is sufficient that the sending device knows the destination
address of the first intermediate device and that the first

intermediate device knows the destination address of the sec-—
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ond intermediate device and so on. The source address of the
data packet may be used to find the next destination address
in an intermediate device, for instance in the first interme-
diate device the destination address of the second intermedi-

ate device.

The technical effect of this method is that the forwarding is
based only on a very restricted view in each device, namely
only using IP addresses of neighboring devices but not the
final IP-address of the destination user device. This re-
stricted or local view is the basis for only small changes in
the case that the source user device or the destination de-
vice 1s moving or changing. It 1s not necessary to change
such parts of the route where no chance of the local views

takes place.

The first data packet may comprise:

— the first source identifier that identifies the source of
the first data packet, and

— a first destination identifier.

Furthermore, the method may comprise:

— determining a second destination identifier using the first
source identifier, the second destination identifier being
different from the first identifier.

The second destination identifier may be included in the sec-
ond data packet for identifying the destination of the second

data packet.

Note that the first and the second data packets mentioned
above are basically the same data packet from user applica-

tion points of view. They contain the same payload data.

The identifiers may be source addresses, especially IP ad-

dresses.

The second data packet may also comprise:
— a second source identifier that identifies the source of

the second data packet,
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— same user data than first data packet.

The first data packet may comprise:

— a further identifier that identifies a transmission flow to
which the first data packet belongs.

The method may further comprise:

— determining the second destination address by using the

first source identifier and the further identifier.

The further identifier allows to use more than one data flow
between two user devices or more than two user devices. It is
possible to forward these flows in different ways with regard
to each other by using the further identifier. Examples of
different flows are voice data, video data and control data

of the same video telephone call.

The method may also comprise:

- determining a second further identifier using the first
source identifier and the first further identifier.

The second data packet may comprise the second further iden-
tifier. Thus, the same principle of forwarding that is used
for the IP-addresses is used for the further identifiers,
i.e. only local views are used for the further identifiers.
This has the technical effect that a great part of the local
views remain valid if there is a change and/or move of the

source user device and/or of the destination user device.

The method may be performed in at least two devices, in at
least five devices or in at least ten devices along the path
of which the data of the data packet is forwarded in the data
flow. Although there are only two sides of the flow that may
be move and/or change there may be much more than two inter-

mediate devices that perform the method.

A chain of bindings may be created between pairs of source
addresses and destination addresses for a data flow from a
first source device to a first destination device. This

method relates to a second aspect, i1i.e. flow establishment,
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and can also be performed independently of the method accord-
ing to the first aspect described above. Again the source ad-
dresses and the destination addresses may be IP-addresses.
The word "chain" relates here to devices that form a sequence
which is determined by the pairs of bindings. For instance, a
destination address of a first device may be used in a first
binding pair. A source address of the first device may be
used then in a second binding pair or in the next binding
pair together with the destination address of a second de-
vice. Then, a source address of the second device may be used
in a third binding pair together with the destination address
of a third device and so on. The first binding pair, the sec-
ond binding pair and the third binding pair may be stored in
the first device, in the second device and in the third de-

vice, respectively.

The method according to the second aspect may comprise:

— in a second device receiving a first message from a first
device,

the first message comprising:

— a source address of the first device,

— a destination address identifying a device that is differ-
ent from the second device,

the method comprises further:

— in the second device due to the first message initiating
the creation of a binding between the source address of the

first device and the destination address of a third device.

The second aspect relates to the establishment of a flow that
is used according to the first aspect for forwarding of data.
Thus, there is a close relation between both aspects. The

considerations and technical aspects of the first aspect are

also valid for the second aspect.

The method may also comprise:
- sending a second message from the second device to a third
device due to the first message,

the second message comprising:
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- a source address of the second device, and
— the destination address identifying the device that is dif-

ferent from the second device.

The second message may be a query message to get data in the
second device to complete a binding, especially a binding
pair of IP-addresses. The second message may further initiate

the creation of a further binding in the third device.

The method may comprise:

— in response to the second message receiving a third message
from the third device in the second device,

the third message comprising:

— a source address of the third device, and

— a destination address of the second device. The destination
address has the same value as the source address of the sec-

ond device.

Thus, the third message may be used to create the binding in

the second device.

The method of the second aspect may also comprise:

- sending a response message from the second device to the
first device in response to the first message,

the response message comprising:

— a source address of the second device, and

— a destination address of the first device. The destination
address has the same value as the source address of the first

device.

This response message may be used to create a binding in the
first device between a source address of another device and
the destination address of the second device, i.e. both de-
vices are different from the first device. Otherwise, if the
first device i1s a source device for a data flow, then there
may be stored a binding between a flow coming from an appli-
cation and the destination address of the second device in

the first device. It is,for instance, possible to use a flow
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identifier or the final destination address of the flow for

that purpose.

The chain of bindings may be created beginning at the first
source device. Then, the chain of bindings may be completed
step by step creating the bindings in the intermediate de-
vices. The sequence of creating the bindings may correspond
to the sequence in which the data of the data flow will be

forwarded by the intermediate devices.

A second chain of bindings may be created between pairs of
source addresses and destination addresses from the first
destination device to the first source device. Furthermore,
the second chain of bindings may be created beginning at the
source device. Then, the second chain of bindings may also
completed step by step creating the bindings in the interme-
diate devices. The sequence of creating the bindings may cor-—
respond to the sequence in which the data of the downstream
data flow will be forwarded by the intermediate devices.
Thus, there is the same route for upstream signaling as for
data forwarding in downstream direction. If there is an up-
stream data flow it can use the second chain of bindings. Al-
ternatively, another route can be established for this up-

stream data.

The method may comprise:

— using buffers in intermediate devices to store a pair of a
source address and of a destination address of the second
chain of bindings, and

- copying the content of the buffer to an upstream routing
table after a source address is known that is used for for-

warding along the second chain of bindings.

Thus, the complete address in the upstream routing table can
only be computed if the source address of a downstream inter-
mediate device is known as seen from the respective interme-
diate device that uses the buffer. It is not possible to com-

pute the complete address before.
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The method may further comprise:

- sending a data packet after the source address is known,
the data packet comprising at least one of the following:

— an identifier that is used to find an entry in a routing
table of the second chain of bindings,

— an upstream identifier identifying a buffer which is used
to create a second chain of bindings.

For all embodiments of the second aspects all downstream mes-
sages for flow establishing may comprise a RAO (Router Alert
Option), preferably of the same value, see RFC 2113 for IPv4
(Internet Protocol version 4) and RFC 2711 for IPv6. The ad-
vantage of using the router alert option is minimal overhead
in processing the data packets. Alternatively, other methods
are possible instead of using the router alert option. "Down-
stream" relates here to the transmission direction from the
source device to the destination device. The downstream mes-
sages may be sent by GIST (General Internet Signaling Trans-
port). The upstream messages may be sent by UDP (User Data-

gram Protocol)

Furthermore, all messages for flow establishment may comprise
a further identifier that identifies a flow between the same
devices if there is more than one flow between these devices.
Thus, it is possible to use different flows that may be

transmitted via different routes and different sub-flows.

A special identifier may be used to indicate the last sub-
flow, i.e. the flow to the final destination device. It is
not necessary to indicate different sub-flows at the IP-layer
with regard to the last sub-flows because higher layers of

the destination device can also do this.

Furthermore, an identifier may be used, for instance F, to
find pairs of query/response messages. Other methods may be
also used for this purpose, especially higher layers can be

used for this purpose.
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The bindings created by the method of the second aspect may
be used for determining the second destination identifier
during the method of the first aspect. The method of the sec-—
ond aspect is therefore performed especially before the
method of the first aspect, i.e. before receiving the first

data packet.

The method of the second aspect may comprise for supporting
mobile IP:
— changing at least one binding of the flow while maintaining

at least one binding of the flow.

This means that there is a part of the flow that is main-
tained despite of the change of bindings in the same flow. If
there is a next change of bindings then it is possible to
maintain another part of the flow and to change the part that

was maintained during the first change.

The changing may be necessary due to at least one of the fol-
lowing:

— a change from the first source device to a second source
device,

— a move of the first source device,

— a change from the first destination device to a second
source device,

— a move of the first destination device.

In all four cases there may be a change in the IP address of

the source device or the destination device too.

FEach binding may be stored in a different device or node and
may comprise:

— the source address of a device that sends data of the data
flow to the device that stores the pair, and

— the destination address of a device that receives data of

the flow from the device that stores the pair.

The method with changing of bindings may comprise:
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— modifying the chain of bindings at the side of the destina-
tion device using the same method as for establishing the
chain of bindings with the differences that:

— an intermediate device for forwarding the flow is used in-
stead of the first source device. The intermediate device
initiates the establishment of the modified part of the chain
of bindings.

— a new destination address is used instead of the original

destination address of the data flow.

This method uses the steps of flow establishment again. Thus,
the same implementations may be used with only slight

changes.

The method for changes at the destination side may comprise:
— sending a signaling message from the first destination de-
vice or from a second destination device that should be used
instead of the first destination device,

the signaling message comprising:

— a new destination address of the data flow.

This enables the intermediate node to initiate the change of
bindings or to process the change of bindings by itself. The
second chain of bindings may be used to determine the desti-

nation address of the signalling message.

The method may further comprise:

— after receiving the signaling message in a receiving device
checking if the receiving device is the appropriate device
for redirecting the flow to the new destination address. If
the receiving device is the appropriate device it starts with
the updating of the bindings. If the intermediate device is
not the appropriate device it may forward the signaling mes-
sage to the next upstream device and delete its old bindings

relevant to the changing flow.

Alternatively, the method may comprise:
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— modifying the chain of bindings at the side of the source
device using the same method like for establishing the chain
of bindings with the differences that:

— the flow is originated at a device with a new source ad-
dress, and

— the address of an intermediate device for forwarding the
data flow is used as a destination address instead of the

original destination address of the flow.

This method uses also the steps of flow establishment again.
Thus, the same implementations may be used with only slight

changes.

The method for changes at the source side may comprise:

- sending a signaling message from the first source device or
from a second source device that should be used instead of
the first source device,

the signaling message comprising:

- a new source address of the data flow.

Thus, the new source IP-address may be become known to the
intermediate devices step by step beginning with the first

intermediate device in downstream direction.

The method may comprise:

— after receiving the signaling message in a receiving device
checking if the receiving device is the appropriate device
for receiving and forwarding the flow from the new source ad-
dress. If the intermediate device is not the appropriate de-
vice it forwards the signaling message to the next downstream

device and deletes the old bindings.

The method for a change at the source device side may also
comprise:

— sending a signaling message from an intermediate device to
the first source device or to the second source device to
initiate flow establishment to the intermediate device. This

enables to establish the flow always from the source device,
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i.e. in downstream direction. The technical effect of this is
the optimal selection of a route for the data flow also in
cases with different optimal routes for downstream and up-
stream data. This is also valid for a change at the destina-

tion device side.

The source identifier may be an IP-address. The IP-layer is a
layer above the data 1link layer, for instance above an
Ethernet-layer or an ATM-layer. A transport layer is above
the IP-layer. The transport layer may be based on TCP, UDP or
another appropriate protocol. The use of the source identifi-
ers for routing in the IP-layer results in easier processing

for mobile IP and may be the basis for new applications.

The source identifier, a destination identifier and a flow
identifier of the first data packet may be replaced for for-
warding. Replacing can be achieved with hardware very fast.
Replacing is more efficient if the data fields are arranged
without intermediate data fields in a sequence. According to
the IP-protocol this is the case for the source identifier

and the destination identifier.

Furthermore, a device is given for forwarding data of a data
packet. The device comprises:

— a receiving unit, especially for receiving IP-packets,

- a sending unit, especially for sending IP-packets,

- and a control unit.

The control unit performs a method according to the first as-
pect or according to the second aspect. Thus, the same tech-
nical effects as stated above are valid for the device. The
device may be a source user device, an intermediate device,

for instance a router, or a destination user device.

As far as "may" 1s used in this application, this term shall
have the meaning of an actual embodiment and/or also the

technical possibility of doing so. The appending figures are
for illustrative purposes only and are not intended to limit

the scope of the invention. In the following some embodiments
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of the invention are described with reference to the figures,

wherein:

Figure 1 illustrates an IP network for transmitting a
first data flow,

Figure 2 illustrates the IP network after redirecting the
data flow,

Figure 3 illustrates a downstream routing table used for
forwarding the data flow,

Figure 4 illustrates an upstream routing table ,

Figure 5 illustrates a first part of a flow establishment,

Figure 6 illustrates a second part of the flow establish-
ment,

Figure 7 illustrates a third part of the flow establish-
ment,

Figure 8 illustrates payload forwarding,

Figure 9 illustrates flow redirection at the destination

side, and

Figure 10 illustrates flow redirection at the source side.

In the following a flow centric addressing in IP networks
will be described. The flow centric addressing is an innova-—
tive approach which optimises seamless mobile data streams.
Mobile telecommunication is penetrating into, influencing and
changing every aspect of our daily life and business. It be-
comes more and more clear that diverse IP networking tech-
nologies based on the principles of packet switching are and
will be dominating the world of telecommunication in a very
long period. Many typical applications running over IP net-
works rely on the smooth and fault-free transportation of
various kinds of data streams. Examples of data stream trans-
portation over IP networks can be found everywhere, for in-
stances file downloading, online and/or on-demand TV or ra-
dio, audio/video telephony, etc. This paper deals especially
with streams flowing exclusively between two end points, i.e.
no multicasting or broadcasting. During the whole life time
of a data stream, both of its two end points can move or even
change (the exact descriptions will be given below). For in-

stance, a person is walking in a train to a different car-



10

15

20

25

30

35

WO 2008/125620 PCT/EP2008/054411
13

riage while downlocading a film to his PAD (Personal Assisting
Device) from the laptop of another person walking in another
train between different carriages. This is an example of
“move” - the trains are moving and the persons are moving in
the trains, but the two end point entities remain the same.
Sometimes it 1s necessary to change even the end point enti-
ties 0of an existing data stream. For instance, a person leav-
ing home may instruct the video equipment in his car to take
over an on-going online film from the fixed TV equipment in
his living room. The concepts and the approaches of “network
compositions” which are being developed in EU (European Un-
ion) FP6 (Frame Program) Integration Project Ambient Networks
and standardized in 3GPP (TR 22.980), enable more dynamic co-
operation between different kinds of autonomous networks and
make 1t possible for control functions and applications of a
network to take over the tasks of the other control functions
and applications of another network online and dynamically,
which may lead to more frequent end point changes of living

or continuous data streams.

According to the teaching of this document data streams are
modeled by the concept of “flows”. A flow refers also to all
data packets transported from a source end point to a desti-
nation end point in the same context. The end points of a
flow are generic computing entities (e.g. network nodes, con-
trol functions or customer applications) which may move or
even change during the whole life time of that flow. “Moving
an end point” means here a change of the current locator of
this end point, e.g. a mobile node switches to a new CoA
(Care of Address), when MIP (Mobile IP, RFC 3344, REFC 3775)
is used. “Changing an end point” means a change of the end
point itself, e.g. an application with a different HI (Host
Identifier) takes over the flow being processed by another
application with another HI, when HIP (Host Identifier Proto-
col, "RFC" 4423) is used. Allowing changes of flow end points
may lead to new security attacks. In principle a flow can be
protected against this kind of attack by some flow-specific

secrete shared by the flow itself and its end points. The de-
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tailed security related discussion is out of the scope of

this paper.

A lot of researches have been and are being done in solving
the mobility issues related to flows in IP networking envi-
ronment. But almost all of the solutions proposed are based
on end-to—end address updates of the IP address of the flow
end points, e.g. diverse solutions based on MIP, HMIP (Hier-
archical MIP, RFC 4140) or HIP. A more detailed analysis can
be found below. When HIP is used, although the continuity of
flows may be ensured from the point of view of control enti-
ties and applications running at or above the data transpor-
tation layer when end points move, there is no continuity of
flows at the network layer (IP layer). Every time when the
locator, i1.e. the IP-address, of an end point of a flow
changes, all the signaling/routing states established for the
corresponding existing flow have to be cleared and the re-
quired states have to be newly established. This may lead to
a performance blackout of minutes, especially greater than 30
seconds, which is not always acceptable for some performance
sensitive applications. The flow continuity in the cases of
changes of end points are not even enabled in the layers

above the IP-layer.

Since both end points of a flow can move or even change con-
currently, all the solutions based on end-to-end address-
updates need some third-party help-service from the back-
ground infrastructure which does not move or change and is
well known for all computing entities of potential flow end
points. It is not really reasonable to require the existence
of such infrastructure help-services in all possible network-
ing environments, e.g. ad hoc networks, personal area net-
works and body area networks, and communicating with such in-
frastructure help-services results in general loss of per-
formance and resources. More related analysis concerning MIP,
HMIP and HIP can be found below.
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The main reason for the drawbacks of MIP, HMIP, HIP and all
other related researches is to handle only end points of
flows but not the flows themselves. As described above, the
existence of a flow can be, in many cases, independent of its
current end points (in the sense of locators or even identi-
fiers). During the whole life time of a flow, its end points
may move, i.e. change of locators, or even change, i.e.
change of identifiers. This paper presents the concepts of
and the basic approaches based on flow-centric addressing in
the IP networks. This eliminates the requirement to any in-
frastructural third-party service and minimizes the perform-
ance degrading of a flow when its end points move or change.
The concepts and ideas are introduced to meet the related re-
gquirements of performance sensitive and very mobile applica-
tions to complement the existing solutions like MIP, HMIP and
HIP.

In the scope of the on—-going EU (European Union) FP6 (Frame-—
work Program) Integration Project Ambient Networks we have
identified the urgent need for a mobility solution general
for IP networks, which overcomes the two main drawbacks -
long performance blackout and requirement to infrastructure
help - of current solutions. This paper proposes the concepts
and the basic approaches of flow-centric addressing in IP

networks meeting this need.

Mobile IP (MIP) is probably the most famous solution proposed
by IETF to enable mobile telecommunication over IP networks.
To set up a data connection to a moving node (MN) with MIP, a
source node sends the connection request to the permanent
home-address (HoA) of that MN which will then be caught by
the home agent (HA) of the MN and forwarded to its current
care-of-address (CoA). To avoid unnecessary expensive detour
over the HA after the connection establishment phase, a con-
nection between an MN and the related correspondent node (CN)
can be optimized so that the data packets are exchanged di-
rectly between the MN and the CN without involving the re-
lated HAs. Each time when a MN gets a new CoA it has to in-
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form both its HA and all its current CNs, where the dynamic
binding between its permanent home-address (HoA) and its cur-
rent care-of-address (CoA) is maintained. As described be-
fore, there are two main weak points with regard to MIP re-

lated to the issues of performance and third-party support.

During the normal operation of an optimized data connection
between a MN and one of its CNs, each time when the MN moves
and gets a new CoA it has to send an address-update message
to the CN to update the address-binding managed there. After
getting this address-update message, the CN uses the new dif-
ferent CoA to send data packets to the MN. To send data pack-
ets to a different destination IP-address means in principle
to set up a new data connection. Even when the new destina-
tion IP-address is very near to the old one, the routing and
the other signaling states established for the old data con-
nection bound to the old destination IP-address cannot be di-
rectly reused. To repeat the signaling processes to establish
the new routing and other signaling states along the whole
path from the CN to the MN may cause some serious performance
problems which cannot always be tolerated by some perform-

ance—-sensitive applications.

The CN of a MN can be another MN, i.e. it can move too. The
second serious issue of MIP relates to the processes of ad-
dress—-binding-update between two MNs connected by an opti-
mized data connection. When the two MNs move at the same time
and try to update each other concurrently using the old CoAs,
neither of them can receive the address-binding-update mes-
sage sent by the other one. In this case, some third-party
infrastructure service i1s required which ensures that the ad-
dress-binding-update messages can be forwarded to the corre-
sponding MNs, even when their CoAs are changing. MIP has not
yet provided any solution, although HAs can provide, in prin-

ciple, such third-party services.

By introducing a mobility anchor point (MAP), hierarchical

mobile IP (HMIP) reduces significantly the frequency of the
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processes of the address-binding-update of a MN at its HA and
CNs. But it also introduces additional communication over-—
head. All data messages sent to an MN have to be routed to
the MAP it currently attaches to which forwards them to its
current regional-care-of-address (RCoA). This makes the MAP a
fault-sensitive performance bottleneck of all the data pack-
ets sent to all MNs attaching to this MAP. The MAPs of HMIP
are statically installed. Although there can be a lot of MAPs
installed in the reachable area of an MN, the MN can attach
only to one of them at a time. Suppose an MN is currently
connected to CNs in all 4 directions - east, west, north and
south. Although there could be MAPs installed in all these 4
directions, the MN can select and attach to only one of them,
let us say the one in east. All the flows from the other
three directions, i.e. west, north and south, have to take
the detours across this MAP. This is why route-optimization
is not avoidable in general with MHIP. Route-optimizations
enable data packet deliveries directly between an MN and its
CNs without involving the HAs or even both HAs and MAPs. By
reducing the frequency of “remote” address-binding-updates,
HMIP eases in general the problems related to performance and
third-party support mentioned above, but does not eliminate

them when diverse optimized data connections are considered.

By separating identifiers and the locators of the end points
of a data connection, Host Identifier Protocol (HIP) ensures
the continuity of a mobile data connection at the layers
above the network layer (IP-layer). Applications running at
the data transport layer and above always use the same iden-
tifiers (HITs - Host Identity Tag) to communicate with each
other, even if their network layer locators (current IP-
addresses) change. But at the IP-layer the problems remain
basically the same. While the concept of “rendezvous servers”
is introduced to provide a centralized solution to the issue
of third-party services, the performance issue remains unat-

tached.
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The fundamental drawback of the current technologies, which
leads to the serious issues related to performance blackout
and third-party service in mobile data communication over IP-
networks, 1s that at the IP-layer source end points have to
address all user payload data packets they send with the cur-

rent locators of the corresponding destination end points.

In fact, a flow as discussed above may be considered as a
data stream flowing in a logical autonomous reconfigurable
tunnel connecting two mobile end points. After the “tunnel”
has been established, it is theoretically not necessary for
an end point to know the current IP-address of the other end
point. All the end point has to know is the local “entrance”
or "exit" of the “tunnel” and all it has to do is to send re-
lated data packets to and to receive data packets from the
“tunnel” and it does not care if the other end of the “tun-
nel” moves/changes or does not move/change. The “tunnel” en-
sures that all data will be correctly delivered from one end
point to the other end point, no matter if the end points are
moving/changing or not. When an end point of a “tunnel”
moves/changes, it is not necessary for this end point to in-
form the other end point. All it has to do is to inform the
“tunnel” about the movement of its local end point so that a
possible minimal part of the “tunnel” can be rebuilt autono-
mously to connect the new end point to ensure the most effi-

cient data delivery.

The following part of this paper presents the concepts of and
the basic approaches based on flow-centric addressing in the
IP networks, which eliminate the requirement of any third-
party service and minimize the performance degrading of a
flow when its end points move or change. The concepts and
ideas are introduced to meet the related requirements of per-
formance sensitive and very mobile applications to complement
the existing solutions like MIP, HMIP and HIP.

Principles and rationales
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The fundamental ideas of the concept and the approach of
flow-centric addressing are illustrated informally above. In-
stead of obliging end points to address each other at the
network layer with their current locators in every data
packet, this approach requests both the source end point and
the destination end point of a data stream to address and to
deal with only the local end of the related flow (the “tun-
nel”) between them, without taking care of the movements and
changes at the other end of the same flow. In this way the
effect of the movement and change of an end point of a flow
is limited and localized without influencing the normal op-
eration at the other end point of the same flow. Since the
effect and the requested modifications at an end point of a
flow are most possibly localized and no change at the other
end point of the same flow is required, the related perform-
ance degrading can be minimized. Since there is no need for
the two end points of a flow to update each other to ensure
correct address-bindings at each side anymore, there is no
need to any third-party service to guarantee the rendezvous

between the two moving or changing end points of the flow.

As defined above, a flow comprises all data packets trans-
ported from a source end point to a destination end point in
the same context. In the following parts of this document the
term “flow” is also used to refer to the paths along which
the data packets of the flow are delivered hop-by-hop from

its source end point to its destination end point.

Figure 1 illustrates an IP network 10 for transmitting a
first data flow F(S, D). As illustrated in Figure 1, the dif-
ferent data packets of one and the same flow F (S, D) may
travel hop-by-hop along different routes and intermediate
nodes 12 to 30 from the source end point, e.g. S, to the des-
tination end point, e.g. D, in the IP-network 10. All these
routes meet at some common points or routers, e.g. X, Y and
72, between the two end points S, D where the routing and the
other signaling states of the whole flow F (S, D) are estab-

lished, monitored and maintained. These points are called
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“conjunction points (CPs)” in this document. The two special

CPs of a flow are its two end points S and D.

The groups of the sub-routes along which data packets of a
flow are delivered between two neighboring CPs are called
“sub-flow”. A flow consists of a sequence of concatenated
sub-flows. For instance, in the graphic below, the flow F (S,
D) consists of sub-flows SF (S, X), SF(X, Y), SF(Y, Z) and
SF(z, D).

It is possible, of course, that there are more than two hops
in a sub flow or that there is only one hop in a sub-flow.
Furthermore, there may be only one route for one sub-flow or

there may be more than one route.

The first sub-flow SF (S, X) has, for instance, an identifier
"IP_S, IP_X1, 1". This is explained in more detail below with

reference to Figure 3.

As shown in Figure 2, when an end point of a flow moves or
changes, only the sub-flows nearest to that end point have to
be rebuilt. It is not necessary to always rebuild the whole
flow F (S, D) completely from the other end point. For in-
stance, when the end point D moves or changes, it may inform
the conjunction point Z about its new locator. Since 7 does
not move, it is always reachable from D and there is no need
to any third-party help. Z checks in this case if it is the
optimal point to rebuild the connection to D, i.e. a sequence
of one or many concatenated new sub-flows connecting Z and D.
If Z is the optimal point, it starts the regquired signaling
process immediately to establish a new connection to the end
point D. Otherwise, it forwards the regquest to the next CP,
i.e. Y. This procedure 1is repeated until the required new
connection is built from one of the CPs, which is as near as
possible to the end point D. This approach seems optimal and
easy. But it cannot be directly implemented in an IP network,
since it 1s required in the IP-network that every data packet

sent by the source end point has to contain the current ad-
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dress of its final destination end point, e.g. every packet
containing payload user data sent by the end point S has to
be addressed directly with the current IP-address of the end
point D. This requires end-to-end address-binding-updates and
complete reestablishments of signaling states between the two
end points of a flow, every time when end points move or
change. This leads to the problems related to performance

blackout and third-party rendezvous-service.

Flow and sub-flow identifiers

As shown in Figure 3, the concept and the approach of flow-
centric addressing enable an end point of a flow to address
the flow, more exactly, the nearest sub-flow of the flow, in-
stead of the other end point at the other end of the flow. To
avoid unnecessary scalability issues and to improve routing
efficiency a flow is identified by the identifiers of all its
sub-flows. The identifier of a sub-flow, for instance, SFidS4
consists of three parts:
1. the effective locator 70 of the upstream CP, i.e. the CP
from which the sub-flow begins;
2. the effective locator 72 of the downstream CP, i.e. the
CP at which the sub-flow ends and
3. a sequence number 74 with which the sub-flow is uniquely
identified among all the sub-flows of one flow or of
more than one flow existing concurrently between the up-
stream and downstream CPs of the same flow.
In an IP-network the identifier of a sub-flow is a triple
consisting of two IP-addresses and a sequence number. The
length of an IP-address is fixed. A sequence number with six-
teen bits should be long enough to distinguish all possible
concurrent sub-flows between an upstream CP and downstream CP
of the same sub-flow. In fact, the IP-addresses of the up-
stream CP and the downstream CP correspond to the source and
the destination IP-addresses in a normal IP data packet
transmitted between these two CPs. Only the seguence number

has to be carried additionally as an optional data.
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Routing at CPs

Instead of sending the user payload data packets directly
with the IP-address of the destination end point of the flow,
the source end point sends all the data packets with the
identifier of the next sub-flow of the flow, i.e. its own IP-
address as the source IP address of the data packets, the IP-
address of the next downstream CP as the destination address
of the data packets and the sequence number in an optional
data field. The data packets will be delivered autonomously
by the underlying IP-network to the next downstream CP, where
the identifier of the next sub-flow is found, e.g. in a ta-
ble, according to the IP-address of the upstream CP and the
sequence number. The data packets are then forwarded with the
identifier of the next sub-flow. This procedure repeats at
every CP until the data packets arrive at the destination end
point. Taking the flow shown in the graphic above as an exam-
ple, the data packets sent by S are addressed to X, then re-
addressed to Y at X, to Z2 at Y and at last to D at Z. This
process is described in more detail below with reference to

Figure 8.

Since the routing procedure at each CP is very simple and
straightforward, it can be directly implemented in hardware
and this makes the routing at CPs as efficient as normal IP
routings. The details of the related processes and mechanisms
can be found in the corresponding section in the chapter

“Processes and mechanisms”.

Flow establishment

There are basically two possibilities to determine the opti-
mal route from the source end point to the destination end
point of a flow and all the involved CPs. The first one is to
handle all CP-capable nodes as an overlay and to calculate

the optimal route only at this overlay. The second one is to
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rely only on the routing capability of the underlying IP net-
work. This paper only deals with the second possibility.

The basic approcach of the flow establishment proposed in this
paper is to use the router alert option (RAO) specified in
IETF RFC 2113 or in RFC 2711 to find and to signal all the
involved CPs step-by-step. Of course, it 1is possible to use
other methods instead of RAO. It is natural that before a
flow i1is successfully established the source end point S has
to dig out somehow the current IP-address of the destination
end point D. To establish the flow the source end point S has
to create a signaling data packet with the current IP-address
of the destination end point and to put this signaling data
packet to the underlying IP network with RAO set. This sig-
naling data packet is delivered hop-by-hop from the source
end point towards the destination end point D according to
the routing strategy of the underlying IP network until the
first CP-capable node is arrived. Alerted by checking RAO,
this CP catches the data packet and stops forwarding it. Fur-
ther signaling messages are then exchanged between the source
end point S and this CP and the first sub-flow is estab-
lished. The CP creates a new signaling data packet with the
IP-address of the destination end point D and puts this sig-
naling data packet back to the underlying IP network with RAO
set. This process is repeated until

1. all the involved CPs are found,

2. the last signaling data packet built by the last CP ar-

rives at the destination end point, and
3. all the corresponding sub-flows are successfully estab-
lished.

Taking the flow shown in Figure 1 as an example, a signaling
data packet is initially created by S and addressed to D.
This data packet is caught by X which builds a new signaling
data packet addressed to D. This new signaling data packet is
in turn caught by Y which builds a new signaling data packet
addressed to D. The signaling data packet sent by Y is then
caught by 72 which builds a new signaling data packet ad-
dressed to D. Finally, the signaling data packet created by Z
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is received by D and the flow F(S, D) between S and D con-
sisting of the sub-flows SF (S, X), SF(X, Y), SF(Y, Z) and
SF(Z, D) 1s successfully established.

If the destination end point D of the flow moves or changes
before or during the process of the flow establishment, the
process fails. In this case the source end point S has to dig
out the new IP-address of the destination end point D and to

retry the flow establishment process from the very beginning.

The details of the related processes and mechanisms can be
found in the corresponding section in the chapter “Processes

and mechanisms” and in Figures 5 to 7.

Connecting to moved or changed end points

Since the user payload data packets of a flow are always ad-
dressed only by the identifier of the next sub-flow of that

flow, it 1is not necessary for the related end points to up-

date each other when they move or change. This makes it pos-—
sible and easy to limit and to localize the effect of the

movement or change of an end point.

When an end point of a flow gets a new IP-address, it re-
quests the next CP of the flow for a new connection, i.e. a
sequence of one or several new sub-flows. The CP checks if it
is itself the optimal point to establish the new connection
to the new IP address of the end point. If it is not, it for-
wards the request to the next CP in the same direction. This
process is repeated until the optimal point is found at a CP
which uses the same signaling process described in the last
section to establish a new connection, 1i.e. a sequence of one
or several new sub-flows, to the moved or changed end point.
The resources allocated for the obsolete sub-flows are re-
leased. The flow is updated, but for all the CPs including
the unmoved end point behind the CP of the optimal point,

there is no change at all. Taking the flow shown in Figures 1
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and 2 above as an example, when D moves or changes it sends a
request to Z. Z checks and determines that itself is not the
optimal point for building up a new connection. Z forwards
the request to Y which decides to establish a new connection
to the new IP-address of D. A sequence of new sub-flows is
then established from Y to D, probably involving some new
CPs, for instance W. The obsolete sub-flows SEF (Y, Z) und
SF(Z, D) are removed. The flow SF (S, Dx) 1s updated. But from

the views of S and X there is no change.

Since the effect and influence of the movement and the change
of the end points of a flow are limited as far as possible
and localized as far as possible the performance degrading is
minimized. In fact, in the most cases only the nearest sub-
flow has to be reestablished, since most of the MNs usually
move continuously. Since the nearest CP does not move or
change and it is always reachable, there is no need to any
third-party rendezvous-service. The details on the related
processes and mechanisms can be found in the corresponding

section in the chapter “Processes and mechanisms”.

The algorithms, mechanisms and protocols used to determine
the optimal point for establishing the connection from an ex-
isting flow to a moved or changed end point are not the topic

of this document.

Processes and mechanisms

User payload data packet addressing

As described before, the central point of the flow-centric
addressing is to send user payload data packets with the
identifier of the next sub-flow instead of the IP-address of
the destination end point. A sub-flow identifier consists of
three parts, i.e. the IP-address of the upstream CP, the IP-
address of the downstream CP and a sequence number. The down-
stream CP address 1is basically used by the underlying IP net-
work to deliver the data packets from the upstream CP to the
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downstream CP while the upstream CP address together with the
seguence number are used to determine efficiently the next

sub-flow at the downstream CP.

The field of source | The field of desti- | A field of optional

address nation address data
The upstream CP ad- The downstream CP The sequence number
dress address

As shown in the table above, in the header of a user payload
data packet sent by the upstream CP to the downstream CP of a
sub-flow, the upstream CP address is carried in the field of
the source IP-address, the downstream CP address is carried
in the field of the destination IP-address and the sequence

number is packed as optional information.

Routing tables at a conjunction point (CP)

At each CP-capable node two routing tables may exist which
are maintained and updated during the signaling processes of
flow establishment. They are a routing table for the down-
stream direction and a routing table for the upstream direc-
tion. For bidirectional data flows, each routing table may be
used to forward user data packets in the corresponding direc-
tion. For unidirectional data flows, the upstream routing ta-
ble may be required to enable optimal rerouting of the data

flow, when their destination endpoints move or change.

Figure 3 shows the logical structure of a downward routing
table Tla which is used for forwarding in downstream direc-
tion. Each entry of this two dimensiocnal table Tla stores the
identifier of the next sub-flow of a flow in the downstream
direction. The flow which the corresponding sub-flow belongs
to is identified by the exact position of the entry in table
Tla. The column position of the entry is determined by the

upstream CP address carried in the field of the source IP ad-
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dress of a received data packet, see arrow 60, while the row
position of the entry is determined by the sequence number
carried as optional information in the same received data

packet, see arrow 62.

In Figure 3 an example is shown with table Tla having three
columns and four rows. The left column is supposed to belong
to a router A with an IP-address IP_A. The second column be-
longs to the source device S, i.e. to the IP-address IP_S of
the source device S. The right column belongs to another
router B with an IP-address IP_B.

Furthermore, it is supposed that the field in the second col-
umn, second row, belongs to the flow F (S, D) shown in Figures
1 and 2. This field contains the sub-flow identifier SFidS2
for the next sub-flow in downward direction as seen from
router X, i.e. for sub-flow SF (X, Y). As described in more
detail below with reference to Figure 6, the sub-flow SF (X,
Y) identifier SFid2 has the value "IP_X2, IP_Y1, 1".

The other rows of the second column may relate to further
sub-flows from source device S to destination device D. There
may be sub-flows for different media streams and/or control
streams. It is also possible to use sub-flows to more than

one destination device as in conferencing.

The structure of a routing table Tlb for upstream direction
is the same as that of the downstream routing table Tla. But
the content is different as shown in Figure 4. Each entry of
this two dimensional table Tlb stores the identifier of the
next sub-flow of a flow in the upstream direction, which is
the previous sub-flow of the same flow in the downstream di-
rection. The flow which the corresponding sub-flow belongs to
is identified by the exact position of the entry in the ta-
ble.
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Signaling of flow establishment

The principles of flow establishment are described above.
This section describes the related signaling processes first
in general and then in detail with reference to Figures 5 to
7.

At the source endpoint of the flow:

1. When a request is received from an upper layer application
which contains among other quality and quantity parameters
and at least the current IP-address of the destination end-
point of the flow a new entry of the routing table in the
downstream direction is created.

2. A flow index is calculated and given back to the upper
layer application which uses this flow index to address all
the user payload data packets of the flow. The position of
the flow entry in the routing table can be easily calculated
from this flow index.

3. The field of “upstream CP address” of the table entry is
filled with the IP-address of the corresponding local egress
interface.

4, A signaling data packet is created containing a “u-index”
field and addressed to the IP-address of the destination end-
point of the flow. The router alert option (RAO) of this data
packet is set. The u-index field is set to a special value,
e.g. “0”".

5. The signaling data packet is sent via the underlying IP
network.

6. The source endpoint waits for the backward signaling data

packet from the next downstream CP.

At an intermediate CP where the signaling data packet is
caught:

1. A new entry in the local downstream routing table is cre-
ated in the column dedicated for the source IP-address car-
ried in the signaling data packet. A d-sequence-number is
created pointing to the row position of the new entry in the

column mentioned before.



10

15

20

25

30

35

WO 2008/125620 PCT/EP2008/054411
29

2. A buffer is allocated to store the egress IP-address in
the upstream direction (which is the ingress IP-address in
the downstream direction) of this CP and the ingress IP-
address of the remote upstream CP in the upstream direction
(which is the egress IP-address in the downstream direction,
i.e. the source IP-address carried in the signaling data
packet). A new u-index 1is created pointing to this buffer.

3. This CP sends a signaling data packet back to the previous
upstream CP, from where the received signaling data packet
was sent. The data packet containing at least the ingress IP-
address of this CP, the d-sequence-number and the old u-
index, called u-index old, received in the forward signaling
data packet before and the newly locally created u-index,
called u-index-new. This CP waits for an additional signaling
data packet from the previous upstream CP.

4. This CP fills the field of “upstream CP address” of the
downstream routing table entry with the IP-address of the
corresponding local egress interface.

5. At the previous upstream CP (including the source end-
point) :

a) by receiving the backward signaling data packet sent by
the next downstream CP, the field “downstream CP address” of
the corresponding downstream routing table entry is filled
with the ingress IP-address of the next downstream CP and the
field “sequence number” is filled with the d-sequence-number
carried in that signaling data packet.

b) If the u-index-o0ld of the backward signaling data packet
has the special value, e.g. “0”, this previous upstream CP is
the source endpoint of the flow. In this case a u-seguence-
number is created and set to the special value, e.g. “0”".
Then the method is continued in step.

c) If this previous upstream CP is not the source endpoint,
i) It creates a new entry in the local upstream routing table
in the column dedicated to the ingress source IP-address of
the next downstream CP. A new u-sequence-number is created
pointing to the row position of this new entry.

ii) The wvalue of the u-index-o0ld carried in the backward sig-

naling data packet is used to find the buffer where two re-
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lated IP-addresses and the sequence number were stored before
for this new entry of the local upstream routing table.

iii) The corresponding values are copied from the buffer to
the new entry of the local upstream routing table. The buffer
is released.

d) This previous upstream CP sends an additional signaling
data packet containing at least the newly created u-sequence-
number and the u-index-new mentioned before to the downstream
CP, which is waiting for this additional signaling data
packet from the previous upstream CP. The process is then
closed for this previous upstream CP.

6. By receiving the additional signaling data packet, the
downstream CP uses the u-index-new to find the local buffer
and stores there the u-sequence-number received as “sequence
number” for the new entry of the local upstream routing ta-
ble, which will be created later.

7. This CP builds a new signaling data packet, which is basi-
cally identical to the original signaling data packet it
caught before (not the additional signaling data packet),
with the only exceptions that the “source address” field is
replaced by the IP-address of the related local egress inter-
face and “u-index” field contains the index pointing to the
local buffer.

8. The signaling data packet is sent via the underlying IP
network.

9. The source endpoint waits for the backward signaling data

packet from the next downstream CP.

At the destination endpoint of the flow:

1. By receiving a signaling data packet directly addressed to
it the destination endpoint of the flow creates a new entry
in the local upstream routing table to store the egress IP-
address in the upstream direction (which is the ingress IP-
address in the downstream direction) of this endpoint and the
ingress IP-address of the remote upstream CP in the upstream
direction (which is the egress IP-address in the downstream

direction, i.e. the source IP-address carried in the signal-
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ing data packet). A new u-index is created pointing to this
entry.

2. The endpoint sends a signaling data packet back to the
previous upstream CP from where the received signaling data
packet was sent. The data packet containing at least the in-
gress IP-address of this endpoint, the d-seguence-number and
the o0ld u—-index, called u-index old, received in the forward
signaling data packet before and the newly locally created u-
index, called u-index-new. This CP waits for an additional
signaling data packet from the previous upstream CP.

3. By receiving the additional signaling data packet it is
waiting for, this endpoint uses the u-index-new to find the
new entry of the local upstream routing table and store there
the u-sequence-number received as “sequence number”. The sig-

naling process is then closed.

In the example of Figure 5, at the source end point S of the
flow:

1. When from an upper layer application a request is received
which contains among other quality and quantity parameters,
and at least the current IP-address of the destination end
point of the flow a new entry of a routing table TO for the
downstream direction is created.

2. A flow index is calculated, for example with the wvalue
"1", and given back to the upper layer application which uses
this flow index to address all the user payload data packets
of the flow. The position of the flow entry in the routing
table TO can be easily calculated from this flow index or
both may have the same value as in the example.

3. The field “upstream CP address” or "local egress" of table
TO, table entry in row one, is filled with the IP-address of
the corresponding local egress interface, i.e. with IP_S in
the example of Figures 1 to 9.

4, A signaling data packet DPO is created containing a "u-
index" field and addressed to the IP-address IP_D of the des-
tination end point D of the flow F(S, D). The router alert
option (RAO) of this data packet DP0O is set. Furthermore, it

is possible to include a flow identifier F that has the value



10

15

20

25

30

35

WO 2008/125620 PCT/EP2008/054411
32

"1" in the example. The flow identifier F can be used for
identifying a response to the data packet DP0O. The u-index
field u-i is set to a special value, e.g. "0O".

5. The signaling data packet DP0 is sent via the underlying
IP network 10 at time t0, see message MO. The message MO may
be a GIST message (General Internet Signaling Transport) or a
message according to another appropriate protocol.

6. The source end point S waits for a backward signaling data

packet DP2 from the next downstream CP, i.e. router X.

As further shown for the example in Figure 5, at an interme-
diate CP, for instance router X, where the signaling data
packet is caught:

1. A new entry in a local downstream routing table Tla is
created in the column dedicated for the source IP-address
carried in the signaling data packet, i.e. in the second col-
umn. A d-sequence number (downstream) is created pointing to
the row position of the new entry in the column mentioned be-
fore. In the example, the second row is used for the new en-
try.

2. A buffer is allocated to store the egress IP-address IP_XI1
in the upstream direction (which is the ingress IP-address in
the downstream direction) of this CP and the ingress IP-
address IP_S of the remote upstream CP in the upstream direc-
tion (which is the egress IP-address in the downstream direc-
tion, i.e. the source IP-address carried in the signaling
data packet DP0O). A new u—-index 1is created pointing to this
buffer, e.g. u-in = 3. The allocation of the buffer is neces-
sary because the respective column in the upstream routing
table is not known at the moment.

3. Then, this CP, for instance router X, sends a signaling
data packet DP2 back to the previous upstream CP, in the ex-
ample of Figure 5 to source device S, from where the received
signaling data packet, for instance DP0O, was sent. Data
packet DP2 is sent at time t2, for instance in a UDP message
M2 (User Datagram Protocol, RFC 768). Alternatively, another
appropriate protocol may be used to send data packet DP2. The

data packet DP2 contains at least the ingress IP-address of
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this CP, for instance IP_X1, and the sequence number SN iden-
tifying the corresponding row in table Tla. In the example
the sequence number SN has the value "2". Furthermore, data
packet DP2 may contain the flow index F that was delivered in
data packet DP0O. The data packet DP2 contains also the old u-
index u-io=0, called u-index (upward) old, received in the
forward signaling data packet DP0O before and the newly lo-
cally created u-index u-in = 3, called u-index-new. This CP
waits for an additional signaling data packet from the previ-
ous upstream CP.

4. This CP fills the field of “upstream CP address” or "local
egress" of the routing table entry with the IP-address IP_X2
of the corresponding local egress interface. In the example,
the local egress address IP_X2 is stored in table Tla, second
column, second row, first field. It is also possible to store
this data earlier or later. The local address IP_X2 identi-
fies a port und may be determined with standard routing algo-
rithm for finding the next router to IP-address IP_D.

5. At the previous upstream CP (including the source end
point S):

a) By receiving the backward signaling data packet sent by
the next downstream CP, the field “downstream CP address” or
"remote ingress" of the corresponding routing table entry is
filled with the ingress IP-address of the next downstream CP
and the field “sequence number” is filled with the d-sequence
number carried in that signaling data packet. In the case of
data packet DP2, the remote egress address IP_X1 and the se-
guence number SN=2 are stored in table TO.

b) If the u-index-o0ld of the backward signaling data packet
has the special value, e.g. “0”, this previous upstream CP is
the source endpoint S of the flow. In this case a u-sequence-
number may be created and set to the special value, e.g. “0”".
Then, the method is continued in step d.

c) If this previous upstream CP is not the source endpoint
and as described later in more detail with reference to Fig-
ure 6:

i) It creates a new entry in the local upstream routing table

Tlb in the column dedicated to the ingress source IP-address
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of the next downstream CP, here IP_Y1 as indicated in DP6. A
new u-sequence-number u-SN is created pointing to the row po-
sition of this new entry.
ii) The wvalue of the u-index-old u-io = 3 carried in the
backward signaling data packet DP6 is used to find the
buffer, where two related IP-addresses and the sequence num-—
ber were stored before for this new entry of the local up-
stream routing table.
iii) The corresponding values IP_X1, IP_S, u-SN = 0 are cop-
ied from the buffer to the new entry of the local upstream
routing table. Then, the buffer is released.
d) This previous upstream CP sends an additional signaling
data packet DP3, DP7 containing at least the newly created u-
sequence-number and the u-index-new mentioned before to the
downstream CP which is waiting for this additional signaling
data packet from the previous upstream CP. The process 1is
then closed for this previous upstream CP. In the example,
data packet DP3 contians u-SN = 0 and u-in = 3.
6. By receiving the additional signaling data packet DP3,
DP7, the downstream CP uses the u-index-new to find the local
buffer and store there the u-sequence-number received as “se-
quence number” for the new entry of the local upstream rout-
ing table, which will be created later. In the case of data
packet DP3 u-SN = 0 is stored in buffer u-in = 3.
7. As shown further in Figure 6, this CP builds a new signal-
ing data packet DP4 which is basically identical to the sig-
naling data packet it caught before (not the additional sig-
naling data packet DP3), with the exception that the “source
address” field is replaced by the IP-address of the related
local egress interface and that the u-index field contains
the index pointing to the local buffer. In the example of
Figure 6, a data packet DP4 is created that comprises:

- source address IP_X2 of router X, egress,

— destination address IP_D of destination device D,

— router alert option RAO,

— flow index F = 2, and

— upstream index u-i = 3.
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8. The signaling data packet is sent via the underlying IP
network 10. In the example of Figure 6 the data packet DP4 is
sent with the help of a GIST message M4 at time t4.

9. The node then waits for the backward signaling data packet
from the next downstream CP. In the example, node X waits for
the answer to data packet DP4 that can be identified using
the flow index F=2.

The other steps with relation to routers X and Y correspond
to the steps that were explained in Figure 5 for the source
device S and router X. The data packet DP6 is created in
router X to answer message M4. Data packet DP6 comprises:

— source address IP_Y1 of router Y, ingress,

- destination address IP_X2,

— d-sequence number d-SN = 1,

- flow index F = 2,

- upstream index old u-io 3, and

— upstream index new U-in

Furthermore router Y uses a local buffer with the index u-in
= 2. This buffer stores the input port of data packet DPG6,
i.e. IP_Y1, and the remote upstream ingress IP-address IP_X2

as indicated in data packet DP6.

Data packet DP6 is sent with the help of a UDP message M6 at
time t6. After receiving data packet DP6 router X stores the
following in table Tla as indicated in message M6:

- remote ingress: IP_Y1, and

— sequence number of the corresponding flow SN=1.

Furthermore, router X creates or uses the column for IP_Y1 in
the upstream routing table Tlb. The IP-address IP_Y1 is now
known from data packet DP6. Router X copies the entry of
buffer u-in = 3, for instance, to row one of this column,

i.e. to the row with u-SN =1.
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Then, router X creates the data packet DP7 that contains, for
instance, the first four fields of data packet DP0O and the
following fields:

— upstream seqgquence number u-SN = 1, and
— upstream index new u-in = 2 as indicated in data packet
DP6.

The data packet DP7 is sent in a UDP message M7 at time t7.
Router Y receives message M7 and uses u-SN = 1 to add this

value to the buffer with the index u-in = 2.

These steps are repeated to create a chain of bindings from
source device S over router X, router Y and router 7 to the

destination device D as well as in the backward direction.

As shown for the example in Figure 7, at the destination end
point D of the flow:

1. By receiving a signaling data packet DP10 directly ad-
dressed to it, the destination end point D creates a new en-—
try in the local upstream routing table T4b to store the
egress IP-address IP_D in the upstream direction (which is
the ingress IP-address in the downstream direction) of this
endpoint D and the ingress IP-address IP_Z2 of the remote up-
stream CP in the upstream direction (which is the egress IP-
address in the downstream direction, i.e. the source IP-
address carried in the signaling data packet). A new u-index
u—-in = 2 is created pointing to this entry. The destination
device D does not store a downward routing table. It is pos-—
sible to identify the flow with the help of higher protocol
layers in the destination device D, for instance at the
TCP/UDP layer with the help of a UDP/TCP port number.

The data packet DP10 is sent in a GIST message M10 at time
£t10 from router Z to destination device D and comprises:

- source address IP_7z2 of router Z, egress,

- destination address IP_D of destination device D,

— router alert option RAO,

— flow index F = 1, and
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- upstream index u-i = Z1, i.e. a value used in router Z to

point to the local buffer.

2. The endpoint D sends a signaling data packet DP12 back to
the previous upstream CP, from where the received signaling
data packet DP10 has been sent. The data packet DP12 contain-
ing at least:

— the ingress IP-address IP_D of this end point D,

- the special d-sequence number “07,

— the o0ld u-index u-io = Z1 as indicated in data packet DP10,
and

— the newly locally created u-index u-in = 2, called u-index-
new.

The data packet DP12 is sent in a UDP message at time tl2.
Then, this CP D waits for an additional signaling data packet

from the previous upstream CP 7.

After receiving data packet DP12, router 7 stores the follow-
ing in his forwarding routing table T3a, column for IP_Y2:
- remote ingress: IP_D, and

- sequence number of the corresponding flow SN=0.

Furthermore, router Z reads the IP-address IP_D of the next
downstream device from data packet DP12 and creates or uses a
column in the upstream table T3b for this IP-address IP_D to
store the content of the local buffer u-ioc = Z1 as also indi-
cated in data packet DP12. In the example, it is supposed
that in this case row two is used to store the entry "IP_Z71,
IP_Y2, u-SN-Y", were u-SN-Y identifies the corresponding row

in the upstream routing table T2b of router Y.

Then router 7Z sends to device D an additional signaling data
packet DP13 that corresponds to data packet DP7 but contains:
- u—-SN = 2 as used in table T3b, column for IP_D, row number,

and

- u—in 2 as indicated in data packet DP12.

The data packet DP13 is sent in a UDP message at time tl3.
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3. By receiving the additional signaling data packet DP13 it
is waiting for, this endpoint D uses the u-index-new u-in = 2
to find the new entry of the local upstream routing table T4b
and stores there the u-sequence-number u-SN = 2 received as

“sequence number”. The signaling process 1s then closed.

The processes described in this section can be easily imple-
mented using the protocol of General Internet Signaling
Transport (GIST) being developed by the NSIS (Next Step In
Signaling) group of IETF. The signaling associations between
neighboring CPs of a flow, including both the source end
point S and the destination end point D, can be created and

maintained in the same way as GIST does.

User payload data delivery

As shown in Figure 8, at each CP, including the destination
end point D of the flow, when a user data packet is received:

1. The upstream CP address and sequence number of the pre-
vious sub-flow of the corresponding flow are taken out
respectively from the field of the source IP-address and
from the field of the related optioconal information of
the data packet;

2. A special d-sequence number, e.g. “0”, 1s reserved to
indicate that the destination end point of the flow is
reached. If the d-sequence number carried in the re-
ceived data packet is “0”, the user payload data is for-
warded to the upper layer application for further proc-
essing and the process ends successfully. Otherwise,

3. the table entry has to be found, where the identifier of
the next sub-flow of the same flow is stored. The row
and column positions of this entry are calculated re-
spectively from the d-sequence number and the upstream
CP address of the previous sub-flow.

4. The identifier of the previous sub-flow carried in the

data packet is then replaced by the identifier of the
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next sub-flow of the same flow stored in the table entry
found before.
5. The updated data packet is sent to the next downstream

CP by the underlying IP-network.

This means in the context of the example of Figures 1 to 9,
for instance, for router X that:

1. a data packet DP20 is received from the source device S.
The data packet DP20 is sent at time t20 and comprises:

- source address IP_S,

- destination address IP_XI1,

- d-sequence number SN = 2, and

- user data.

The data packet DP20 may be for instance a TCP or a UDP
packet. Alternatively, other protocols may be used for trans-
mitting the data of data packet DP20.

2. The sequence number d-SN in data packet DP20 is not "O",
therefore step 3 follows.

3. Table Tla, second column, is selected because this column
is for IP_S, 1i.e. the source address of data packet DP20. Ta-
ble Tla, second column, second row, 1s selected because the
d-sequence number in data packet DP20 has the value "2".

4. The old identifier ID1 (IP_S, IP_X1, 2) of the previous
sub-flow SF (S, X) carried in the data packet DP20 is then re-
placed by the identifier ID 2 (IP_X2, IP_Y1l, 1) of the next
sub-flow SF (X, Y) of the same flow F (S, D) as stored in the
table entry found before, i.e. in step 3.

5. An updated data packet DP22 is sent to the next downstream
CP, 1.e. to router Y, by the underlying IP-network 10 at time
t22.

At the source end point S of a flow, the upper layer applica-
tion uses a simple flow index, e.g. an integer, to address
the user payload data of the flow. The index is created dur-
ing the flow establishment as described above and can be used
to determine the table entry, where the identifier of the
first sub-flow of the flow is stored. The corresponding
fields of the data packets are then filled with this sub-flow



10

15

20

25

30

35

WO 2008/125620 PCT/EP2008/054411
40

identifier and sent to the next downstream CP of the flow by

the underlying IP-network.

This process is very simple and easy. It can be implemented
directly by using hardware so that the routing can be as ef-

ficient as normal classical routing in IP-networks.

Signaling when end points move or change

When the destination endpoint of a flow moves or changes,
i.e. it gets a new IP-address,

1. It sends a signaling message to the nearest CP, say CP(n-
1), in the upstream direction to inform CP (n-1) about the new
IP-address of the destination endpoint. The IP-address of
CP(n-1) can be found in the corresponding entry of the local
upstream routing table in the field “upstream CP address”.
Besides the new IP address of the destination endpoint, the
signaling data packet carries at least the “downstream CP ad-
dress” and the “sequence number” of the same table entry,
which are used to find the flow-entry at CP(n-1).

2. By receiving the signaling message, CP(n-1) checks 1if it
is itself the optimal CP to build the new connection to the
new destination endpoint address. If not, CP(n-1) forwards
the signaling message to the next nearest CP, say CP(n-2), in
the upstream direction to inform CP(n-2) about the new IP-
address of the destination endpoint. The IP-address of CP(n-
2) can be found in the corresponding entry of the local up-
stream routing table in the field “upstream CP address”. Be-
sides the new IP address of the destination endpoint, the
signaling data packet carries at least the “downstream CP ad-
dress” and the “sequence number” of the same table entry,
which are used to find the flow-entry at CP(n-2).

3. CP(n-1) removes the corresponding entry of this flow from
the routing tables.

4. Step 2 and 3 are repeated by CP(n-2), CP(n-3) and so on,
until CP(n-m) which finds out that it is itself the optimal
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CP for building the new connection to the new destination
endpoint.

5. CP(n-m) uses the processes described in the last section
“Signaling of flow establishment” to establish the new se-
quence of sub-flows to connect the new destination endpoint
of the flow. The only difference is that CP(n-m) doesn’t work
in the same way as the source endpoint of a flow does. It
must handle the local routing tables in both downstream and

upstream directions accordingly.

As shown for the example in Figure 9, when the destination
end point D of a flow moves, i.e. 1t gets a new IP-address
IP._Dx and is therefore called destination device Dx,

1. destination end point D or Dx sends a signaling message
S30 at time t30 to the nearest CP, say CP(n-1), in the up-
stream direction to inform CP (n-1) about the new IP-address
of the destination end point. Because D and Dx is the same
device both the old IP-address IP_D and the new IP-address
IP_Dx are known to D, Dx. Furthermore D, Dx also knows the
IP-address IP_Z2 of router 7z, for instance from message M10,
see Figure 7. The IP-address IP_Z2 is stored in the upstream
routing table T4b. The signaling message S30 may be a UDP
message that is directed to the operating system of router Z.
The data packet DP30 contains, for instance:

— source address 1P_Dx,

- destination address IP_Z72,

- IP_D for finding the columns in the upward routing table
T3b in router Z,

— u—-SN = 2 as indicated in routing table T4b for finding the
row in the upstream routing table T3b in router Z, and

- IP_Dx, i.e. the new IP-address for copying to other data

packets as described below in more detail.

2. By receiving the signaling message S30, CP(n-1) checks if
it is itself the optimal CP to build the new connection to
the new destination end point address. If it is not the opti-
mal CP, CP(n-1) forwards the signaling message to the next

nearest CP, say CP(n-2), in upstream direction to inform
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CP (n-2) about the new IP-address IP_Dx of the destination end
point D. It is assumed that router Z is not the optimal
router. Therefore, a signaling message S32 is sent from 7Z to
X at time t32. Router Z knows the address of router Y for in-
stance from flow establishing, see upstream routing table
T3b. A data packet DP32 of signaling message S32 contains:

— source address 1P_71,

- destination address IP_Y2,

— IP_Z1 as indicated in table T3b for finding the columns in
the upstream routing table T2b in router 7,

— u—-SN = u-SN-Y as indicated in routing table T4b for finding
the row in the upstream routing table T3b in router Z, and

- IP_Dx, i.e. the new IP-address as copied from data packet
DP30.

3.CP(n-1) removes the corresponding entries of this flow from
the routing tables T3a, T3b.

4. Steps 2 and 3 are repeated by CP(n-2), CP(n-3) and so on,
until CP(n-m) which finds out that it itself is the optimal
CP for building the new connection to the new destination end
point. In the example, 1t is assumed that router Y is the op-
timal router for redirecting the flow F(S, D) to Dx for cre-

ating the modified flow F (S, Dx), see also Figures 1 and 2.

5. CP(n-m) uses the processes described in the section “Sig-
naling of flow establishment” to establish the new seqguence
of sub-flows to connect the new destination end point Dx of
the flow. The only difference is that CP(n-m) does not work
in the same way as the source end point S of a flow does. It
should handle the local routing tables in upstream direction

and in downstream direction.

Figure 9 shows that signaling message S32 is received in
router Y. Router Y determines router W as the appropriate
router for the redirection of the flow by routing on the ba-

sis of the new destination address IP_Dx. The steps for flow
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establishing are performed as described above with relation
to Figures 5 to 7:

- a data packet DP34 is sent from router Y to router W in a
message M34 at time t34, for instance using GIST. Data packet
DP34 corresponds to data packet DP4.

- router W answers message M34 with a message M35 sent at
time t35. The message M35 is, for instance, a UDP message and
corresponds to message M6. When processing message M35,
router Y modifies the routing tables for both directions.

- router Y answers message M35 with a UDP message M36 at time

£36. The message M36 corresponds to message M7.

After receiving message M36, router W sends a GIST message
M37 to the new destination device Dx at time t37. Message M37
corresponds to message M10. Message M37 is answered by a UDP
message M38 at time t38. Message M38 corresponds to message
M12. A UDP message M39 is sent from router W to device Dx at

time t39. Message M39 corresponds to message MI13.

As also shown in Figure 9, when the destination end point D
of the flow changes, i.e. it is another device with a new IP-
address IP_Dx, step 1 is modified but steps 2 to 5 are the
same. In a first example, the new destination address Dx is
known to the old destination device D, for instance by manual
configuration or by direct signaling between D and Dx. The
0old destination device D sends the signaling message S30 to
router Z in the first example. The IP-address of router Z was
stored in the old destination device D during flow establish-

ment.

Alternatively, it is possible to transmit the IP-address of Z
and the u-SN to the new destination device Dx or to configure
this data manually in the new destination device Dx. Thus it

is possible to send signaling message S30 from the new desti-
nation device Dx to router 7Z including the new IP-address

IP Dx that is known in the new destination device Dx.
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When the source endpoint of a flow moves or changes, i.e. it
gets a new IP—address,

1. It sends a signaling message to the nearest CP, say CP(1l),
in the downstream direction to inform CP (1) about the new IP-
address of the source endpoint. The IP-address of CP(1l) can
be found in the corresponding entry of the local downstream
routing table in the field “downstream CP address”. Besides
the new IP address of the source endpoint, the signaling data
packet carries at least the “upstream CP address” and the
“sequence number” of the same table, which are used to find
the flow-entry at CP(1).

2. By receiving the signaling message, CP (1) checks if it is
itself the optimal CP for the new connection from the new
source endpoint address. If not, CP(l) forwards the signaling
message to the next nearest CP, say CP(2), in the downstream
direction to inform CP(2) about the new IP-address of the
source endpoint. The IP-address of CP(2) can be found in the
corresponding entry of the local downstream routing table in
the field “downstream CP address”. Besides the new IP address
of the source endpoint,, the signaling data packet carries at
least the “upstream CP address” and the “sequence number” of
the same table, which are used to find the flow-entry at
CP(2).

3. CP(l) removes the corresponding entry from the routing ta-
ble.

4. Steps 2 and 3 are repeated by CP(2), CP(3) and so on, un-
til CP(m) which finds out that itself is the optimal CP for
the new connection from the new source endpoint.

5. CP(m) sends a signaling message to the new source endpoint
to inform it to build the new parts of the flow to CP(m).

6. Receiving the signaling message the new source endpoint
starts the processes described in the last section “Signaling
of flow establishment” to establish the new sequence of sub-
flows of the flow to connect CP(m), with CP(m) as the “vir-
tual” destination endpoint. The only difference is that CP (m)
is not the real destination endpoint of a new flow, but just

a special intermediate CP of the same flow. CP(m) must also
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handle the local routing tables in both downstream and up-

stream directions accordingly.

As shown for the example in Figure 10, when the source end
point S of a flow moves, i1.e. it gets a new IP-address IP_Sx:
1. It sends a signaling message S40 to the nearest CP, say
CP(l), in downstream direction to inform CP (1) about the new
IP-address of the source end point. Because the device Sx re-
mains the same device it knows both the new IP-address IP_Sx
and the address IP_X of the next relevant router X of the
flow. The IP-address of CP (1) can be found in the correspond-
ing entry of the local downstream routing table, e.g. TO0 for
device Sx, in the field “downstream CP address” or "remote
ingress". Besides the new IP address of the source endpoint,
the signaling data packet carries at least the “upstream CP
address” and the “sequence number” of the same table, which
are used to find the flow-entry at CP(l). A data packet DP40
for message S40 contains:

— source address 1IP_Sx,

- destination address IP_XI1,

- IP_S as indicated in table TO for finding the columns in
the downstream routing table in router X,

- d-SN = 2 as indicated in routing table TO0 for finding the
row in the downstream routing table in router X, and

- IP_Sx, i.e. the new IP-address.

2. By receiving the signaling message, CP (1) checks if it is
itself the optimal CP for receiving the new connection from
the new source end point address IP_Sx. If it is not the op-
timal CP, CP(l) forwards the signaling message to the next
nearest CP, say CP(2), in downstream direction to inform

CP (2) about the new IP-address IP_Sx of the source end point.
It is assumed that router X is the optimal router. Alterna-

tively, more than one sub-flow has to be changed.

3. CP(1l) removes the corresponding entry from the routing ta-
bles.
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4. Steps 2 and 3 are repeated by CP(2), CP(3) and so on, un-
til CP(m) which finds out that it itself is the optimal CP

for the new connection from the new source end point.

5. CP(m) sends a signaling message S42 to the new source end
point Sx to inform it to build the new parts of the flow to
CP (m) . Message S42 contains the ingress IP-address IP_X1 to

indicate the aim for the new part of the flow.

6. Receiving the signaling message S42, the new source end
point Sx starts the processes described in the last section
“Signaling of flow establishment” to establish the new se-
quence of sub-flows of the flow to connect CP(m), with CP (m)
as the “wirtual” destination end point. The only difference
is that CP(m) is not the real destination end point of a new
flow, but just a special intermediate CP of the same flow.
CP (m) does not forward any signaling data packet redirecting

the flow and it creates new entries in its routing tables.

Source device Sx starts to establish a flow from itself to
router X in response to message S42 as described above with
relation to Figure 5. The new IP-address IP_Sx is stored in-
stead of the old IP-address IP_S in table TO0. Then, a data
packet DP44 is sent to router X. Data packet DP44 corresponds
to data packet DP0O, see Figure 5, with the exception that the
source IP-address is IP_Sx and that the destination IP-

address is IP_X1 according to message S42.

Data packet DP44 is transmitted in a GIST message M44 to
router X at time t44. The router X identifies message M44 as
an answer to message S42, for instance, by using higher layer
protocols. Router X answers to message M44 with a UDP message
M4d6 at time t46. The message M46 corresponds to message M2.
The source device Sx updates its table TO in response to mes-
sage M46 with the complete entry "IP_Sx, IP_X1, 2". further-
more a UDP message M47 is sent at time t47. Message M47 cor-

responds to message M3.
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In another example, more than one sub-flow is changed on the
source side of the flow. However, the source device Sx re-—
mains responsible for establishing the flow to the first
router that belongs to the old flow F(S, D) and to the modi-
fied flow F(Sx, D).

An advantage of establishing the flow from the source device
is that there may be different optimal routes for the up-
stream and downstream flows. This is also true with regard to

Figure 9.

As also shown in Figure 10, when the source end point S of
the flow changes, i.e. it is another device Sx with a new IP-
address IP_Sx, step 1 is modified but steps 2 to 6 are the
same. In a first example, the new source address Sx is known
to the old source device D, for instance by manual configura-
tion or by direct signaling between S and Sx. The old source
device Sx sends the signaling message 5S40 to router X in the
first example. The IP-address of router X was stored in the

old source device D during flow establishment.

Alternatively, it is possible to transmit the IP-address of
router X and other relevant data to the new source device Sx
or to configure this data manually in the new source device
Dx. Thus it is possible to send signaling message S40 from
the new source device Sx to router Z including the new IP-
address IP_Sx that is known in the new source device Dx. The
complete entry of table TO, row 1, may be also transmitted to
the new source device Sx and may be used to identify the sub-

flow in message S40.

Potential improvements

This paper focuses only on the principles and the logical
processes related to the concepts and the approaches of flow-
centric addressing. The mechanisms and the procedures pre-

sented here emphasize only the main structure and the logical
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sequences without considering possible improvements at the
engineering level. The following sections discuss some poten-—

tial improvements and extensions.

Bidirectional flows

So far this paper studies basically only the issues re-
lated to unidirectional flows, i.e. the streams of user
payload data packets flowing from one end point to the
other end point in one and the same direction. But it is
very easy and straightforward to extend the mechanisms
and the processes proposed in this paper to cover the

requirements of bidirectional flows.

A bidirectional flow can be considered as two unidirec-
tional flows established between the same pair of end
points and consisting of one and the same sequence of
bidirectional sub-flows connecting the same intermediate
CPs. To handle bidirectional flows, the routing table at
a CP must be extended to maintain the identifiers of the
next sub-flows of the same bidirectional flow in both
directions. The processes of flow establishment must be
extended accordingly to fill up the related entries of
the extended routing tables at each CP between the two

end points of a flow.

In some cases, to handle bidirectional flows can be even
simpler than to handle unidirectional flows - there is
no need to emphasize the difference between handlings in
downstream or in upstream directions. For instance,
there is no need to distinguish the second process from
the first one described above in the section “Signaling

when end points move or change”.

Optimal CP of rerouting

When an end point of a flow moves or changes, i.e. it

gets a new locator, it is very crucial to minimize the
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unavoidable performance degrading to determine fast and
efficiently the optimal CP from which a new connection,
i.e. a sequence of new sub-flows, is to be established
to connect the moved or changed end point. But this is-

sue 1s outside the scope of this paper.

End-to—-end signaling

The concept and the approach of flow-centric addressing
eliminate the need for an end point of a flow to address
directly the other end point of the same flow in every
user payload data packet. This makes it possible to
limit and to localize the effects and influences of the
movements and changes at one end of a flow so that rees-
tablishment of signaling state on the complete path be-
tween the two end points can be avoided. This feature
may bring a small additional task - after a flow is suc-—
cessfully established, an end point is not automatically
informed about each change at the other end point. For
some upper layer applications in some cases, 1t is nec-—
essary for one end point of a flow to know the current
locator or even identifier of the other end point of the
same flow. There are basically two ways to solve this
issue. The first way is to use signaling associations
established during the flow setup. The second way is to
have all or just some data packets sent by an end point
to carry the current locator or identifier of this end

point as an optional data.

Moving networks

A flow may cross the boundary of a moving network con-
necting to another network by a mobile router. When such
a network moves, the locators of its mobile routers
change when observed from outside the network. But the
internal structure of the mobile network remains the
same. From the points of view of a flow this means a se-

quence of concatenated sub-flows, from one end point to
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an intermediate CP, say CP-mobile, implemented at the
mobile router of the moving network, move together.
Within the moving part there is basically no change. The
guestion is how to rebuild the connection between CP-
mobile and the nearest and appropriate CP of the unmoved
part. The two processes introduced in the section “Sig-
naling when end points move or change” can easily be
modified to cover the specific reqguirements in this
case, where CP-mobile works in a similar way as an end

point of a flow.

Since the effect and the influence of a moving end point
or a moving mobile network is limited and localized with
the concept and the approach of flow-centric addressing,
in principle, multiple concurrent movements or changes
of different CPs (including both end points) of a flow

can be handled in parallel without inter-disturbances.

As mentioned before, the concept and the approach of flow-
centric addressing limits and localizes the effects and the
influences of a moving or changing node or a whole network by
enabling an end point (or a CP) of a flow to address the next
sub-flow instead of the other end point of the flow. Since
every user payload data packet of the flow has to carry only
the identifier of the local sub-flow, there is no need to
signal to and/or to update every node of the complete flow
when the end points of the flow move or change. In this case,
in order to maintain the whole flow, 1t is enough just to re-
build the nearest sub-flows to follow the moved or changed
end points. Since the effect and influence are most possibly
limited and localized, the expensive processes of reestab-
lishing the signaling states of the complete flow are
avoided. In this way the performance degrading caused by end
point movements or changes can be minimized and the possible
performance blackout is avoided. Since signaling is required
only between a moving part, the moved or changed end point,
and a fixed part, e.g. the CP nearest to the moved or changed

end point, there is no need to any third-party infrastructure
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service enabling rendezvous between two moving parts, which
is not always available in diverse ad hoc networking environ-
ments. The routing procedures designed for any CP are so sim-—
ple and easy that they can be implemented directly by hard-
ware, i.e. without using a program. The flow-centric approach
enables seamless continuity of data flows even if their flow-
end points change, e.g. Jjumps from one equipment to another
equipment, and provides a solid basis for the solutions to

the issues of application session mobility.
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Claims

1. Method for forwarding data of a data packet (DP20),
comprising:

receiving a first data packet (DP20),

using a source identifier (IP_S) of the data packet (DP20)
for forwarding the data of the first data packet (DP20) in a
second data packet (DP22).

2. Method according to claim 1, characterized in that the
first data packet (DP20) comprises:

— the first source identifier (IP_S) that identifies the
source of the first data packet (DP20),

— a first destination identifier (IP_X1),

the method further comprising:

determining a second destination identifier (IP_Y1) using the
first source identifier (IP_S),

the second destination identifier (IP_Y1l) being different
from the first identifier (IP_S),

the second data packet (DP22) comprising:

— the second destination identifier (IP_Y1) for identifying
the destination of the second data packet (DP22).

3. Method according to claim 2, characterized in that the
first data packet (DP20) comprises:

— a further identifier (d-SN) that identifies a transmission
flow F(S, D) to which the first data packet (DP20) belongs,
the method further comprising:

determining the second destination address (IP_Y1) by using
the first source identifier (IP_S) and the further identifier
(d-SN) .

4. Method according to claim 3, characterized in that the
method comprises:

— determining a second further identifier (d-SN) using the
first source identifier (IP_S) and the first further identi-
fier (d-8SN),

the second data packet (DP22) comprising:



10

15

20

25

30

35

WO 2008/125620 PCT/EP2008/054411
54

— the second further identifier (d-SN).

5. Method according to one of the preceding claims, charac-
terized in that the method comprises:

creating a chain of bindings between pairs of source ad-
dresses and destination addresses from a first source device

(S) to a first destination device (D).

6. Method according to claim 5, characterized in that the
method comprises:

in a second device (X) receiving a first message (M0O) from a
first device (S),

the first message (MO0) comprising:

— a source address (IP_S) of the first device (3),

— a destination address (IP_D) identifying a device (D) that
is different from the second device (X),

the method comprising:

in the second device (X) due to the first message (M0O) initi-
ating the creation of a binding (Tla, IP_S) between the
source address (IP_S) of the first device (S) and the desti-

nation address (IP_Y1l) of a third device (Y).

7. Method according to claim 6, characterized in that the
first message (M4) comprises:
— an upstream identifier (u—-i) which is used to create a sec-—

ond chain of bindings.

8. Method according to claim 6 or 7, characterized in that
the method comprises:

sending a second message (M4) from the second device (X) to a
third device (Y) due to the first message (MO),

the second message (M4) comprising:

— a source address (IP_X2) of the second device (X), and

— the destination address (IP_D) identifying the device (D)

that is different from the second device (X).

9. Method according to claim 8, characterized in that the

second message (M4) comprises:
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— an upstream identifier (u—-i) which is used to create a sec-—

ond chain of bindings.

10. Method according to claim 8 or 9, characterized in that
the method comprises:

in response to the second message (M4) receiving a third mes-—
sage (M6) from the third device (Y) in the second device (X),
the third message (M6) comprising:

- a source address (IP_Y1l) of the third device (Y), and

- a destination address (IP_X2) of the second device (X),
whereby the a destination address (IP_X2) has the same value

as the source address (IP_X2) of the second device (X).

11. Method according to claim 10, characterized in that the
third message (M6) comprises at least one of the following:

— an upstream identifier (u-io) which is used to create a
second chain of bindings and which was included in the second
message (M4),

— an upstream identifier (u-in) identifying a buffer which is

used to create a second chain of bindings.

12. Method according to claim 10 or 11, characterized in that
the method comprises:

using the third message (M6) to create the binding (Tla).

13. Method according to one of the claims 6 to 12, character-
ized in that the method comprises:

sending a response message (M2) from the second device (X) to
the first device (S) in response to the first message (MO),
the response message (M2) comprising:

— a source address (IP_X1) of the second device (X), and

— a destination address (IP_S) of the first device (3),
whereby the destination address (IP_S) has the same value as

the source address (IP_S) of the first device (S5).

14. Method according to claim 13, characterized in that the
response message (M2) comprises at least one of the follow-

ing:
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— an upstream identifier (u-io) which is used to create a
second chain of bindings and which was included in the first
message (MO),

— an upstream identifier (u-in) identifying a buffer which is

used to create a second chain of bindings.

15. Method according to one of the claims 5 to 14, character-
ized in that the chain of bindings is created beginning at

the first source device (S).

16. Method according to one of the claims 5 to 15, character-
ized in that a second chain of bindings is created between
pairs of source addresses and destination addresses from the

first destination device (D) to the first source device (9).

17. Method according to claims 16, characterized in that the
second chain of bindings is created beginning at the source

device (9).

18. Method according to claim 17, characterized in that the
method comprises:

using buffers in intermediate devices to store a pair of a
source address (IP_X1) and of a destination address (IP_S) of
the second chain of bindings, and

copying the content of the buffer to an upstream routing ta-
ble (Tlb) after a source address (IP_Y1l) is known that is

used for forwarding along the second chain of bindings.

19. Method according to claim 18, characterized in that the
method comprises:

sending a data packet (DP3, DP7, DP13) after the source ad-
dress (IP_Y) is known,

the data packet (DP3, DP7, DP13) comprising at least one of
the following:

— an identifier (u-SN) that is used to find an entry in a
routing table of the second chain of bindings,

— an upstream identifier (u-in) identifying a buffer which is

used to create a second chain of bindings.
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20. Method according to one of the claims 5 to 19, character-
ized in that the method comprises:
changing at least one binding of the flow while maintaining

at least one binding of the flow.

21. Method according to claim 20, characterized in that the
method comprises:

modifying the chain of bindings at the side of the destina-
tion device (D, Dx) using the same method as for establishing
the chain of bindings with the difference that an intermedi-
ate device (X) 1is used instead of the first source device (5)
for the establishment of the modified part of the chain of
bindings and with the difference that a new destination ad-
dress (IP_Dx) 1s used instead of the original destination ad-
dress (IP_D) of the data flow.

22. Method according to claim 20 or 21, characterized in that
the method comprises:

sending a signaling message (S30) from the first destination
device (D, Dx) or from a second destination device (Dx) that
should be used instead of the first destination device (D),
the signaling message (S30) comprising:

- a new destination address (IP_Dx) of the data flow.

23. Method according to claim 22, characterized in that the
signaling message (S30) comprises at least on of the follow-
ing:

— an identifier (u-SN) that is used to find an entry in a
routing table,

— the IP-address of (IP_D) of the first destination device
(D) .

24. Method according to claim 22 or 23, characterized in that
the method comprises:

- after receiving the signaling message (S30) in a receiving
device (Z), checking if the receiving device is the appropri-
ate device for redirecting the flow to the new destination
address (IP_Dx).
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25. Method according to claim 20, characterized in that the
method comprises:

modifying the chain of bindings at the side of the source de-
vice (S, Sx) using the same method like for establishing the
chain of bindings with the difference that the flow is origi-
nated by a new source address (IP_Sx) and with the difference
that the address of an intermediate device (X) is used as a
destination address instead of the original destination ad-
dress of the flow.

26. Method according to claim 20 or 25, characterized in that
the method comprises:

sending a signaling message (S40) from the first source de-
vice (S, Sx) or from a second source device (Dx) that should
be used instead of the first source device (D),

the signaling message (S40) comprising:

- a new source address (IP_Sx) of the data flow.

27. Method according to claim 26, characterized in that the
signaling message (S40) comprises at least one of the follow-
ing:

— an identifier (d-SN) that is used to find an entry in a
routing table,

— the IP-address of (IP_S) of the first source device (S).

28. Method according to claim 26 or 27, characterized in that
the method comprises:

— after receiving the signaling message (S40) in a receiving
device (X), checking if the receiving device is the appropri-
ate device for receiving and forwarding the flow from the new

source address (IP_Sx).

29. Method according to one of the claims 25 to 28, charac-
terized in that the method comprises:

sending a signaling message (S42) from an intermediate device
(X) to the first source device (S, Sx) or to the second
source device (Sx) to initiate flow establishment to the in-

termediate device (X).
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30. Method according to one of the preceding claims, charac-

terized in that the source identifier is an IP-address.

31. Method according to one of the preceding claims, charac-
terized in that the source identifier, a destination identi-
fier and a flow identifier of the first data packet (DP20)

are replaced for forwarding.

32. Device (S, X, D) for forwarding data of a data packet
(DP20),

comprising:

a receiving unit,

a sending unit,

and a control unit,

characterized in that the control unit performs a method ac-

cording to one of the claims 1 to 31.
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