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METHOD AND APPARATUS FOR THIRD PARTY 
CONTROL OF A DEVICE 

FIELD OF THE INVENTION 

0001. The present invention pertains to devices con 
nected to a network. More particularly, the present invention 
relates to a method and apparatus for third party control of 
a device or a group of devices. 

BACKGROUND OF THE INVENTION 

0002 Controlling a device may be broadly grouped into 
local and remote control. Local control of a device may be 
possible by a mechanism ranging, for example, from a 
simple Switch (e.g. a light Switch) to a computer controlled 
device (e.g. a computer terminal). Such local control is often 
activated by a human in close proximity to the device. In 
Such cases, the device must be able to Support the human 
inputs and be capable of displaying a result or feedback to 
guide the user. Often the human input requires that the 
device be much more “complicated than its basic function. 
For example, a vending machine dispenses product, how 
ever the user interface may require a keypad, a coin/bill 
changer, a user display (e.g. for coins deposited), etc. Thus 
the “view” of the vending machine and the “control of the 
machine are tightly coupled, especially from the viewpoint 
of the user. That is, the user believes that they are directly in 
control of the vending machine. 
0003) A remotely controlled device on the other hand, 
may have a “remote' user interface that still interfaces 
directly into the controlled device. Thus, the “remote” 
control is little more than an “extension cord connected 
between the device and the user input device. The device 
must still process the user inputs. This remote control is 
tightly coupled to the device and thus may be “complicated 
beyond its primary function. This presents a problem. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0004 The present invention is illustrated by way of 
example and not limitation in the figures of the accompa 
nying drawings, in which like references indicate similar 
elements and in which: 

0005 FIG. 1 illustrates a network environment in which 
the method and apparatus of the present invention may be 
implemented; 
0006 FIG. 2 is a block diagram of a computer system for 
implementing embodiments of the present invention; 
0007 FIGS. 3, 4, and 5 illustrate various embodiments of 
the present invention; 
0008 FIG. 6 is a flowchart illustrating one embodiment 
of the present invention; 
0009 FIG. 7 illustrates one embodiment where the ID 
and controlled device are separate; 
0010 FIG. 8A shows one embodiment of the present 
invention; 
0011 FIGS. 8A, 8B, 8C, 8D, and 8E illustrate various 
embodiments of signal flow for FIG. 8A: 
0012 FIG. 9A shows one embodiment of the present 
invention; 

Feb. 1, 2007 

0013 FIG.9B illustrates an embodiments of signal flow 
for FIG. 9A: 
0014 FIG. 10A is a flowchart illustrating another 
embodiment of the present invention; 
0.015 FIG. 10B shows signal flows for FIG. 10A: 
0016 FIG. 11A illustrates another embodiment of the 
present invention; and 
0017 FIG. 11B shows one embodiment of signal flows 
for FIG. 11A. 

DETAILED DESCRIPTION 

0018 A Method and Apparatus for Third Party Control of 
a Device are described. 

0019. The present invention by providing for third party 
control of a device, allows for viewer controller separation 
and authentication with validation. 

0020. In the explanation below various terminology is 
used. These are understood by those of ordinary skill in the 
art. For the benefit of the reader the following should be 
noted. To provide a concise illustration of the present 
invention the context of the description will often refer to 
connecting machines or devices to a network. One of 
ordinary skill in the art will appreciate that the Internet is but 
one example of a network and that the present invention may 
be practiced with other networks. 
0021 FIG. 3 illustrates one embodiment of the present 
invention. Device #1302 is communicating via a unidirec 
tional link 304 information to device #2306. Device #2303 
is then communicating via a one way link 308 information 
to the network 310. The network 310 is then communicating 
via link 312 information to device #1302. 

0022. Thus, for example, in one embodiment of FIG. 3, 
device #1 may be a vending machine. Link 304 may be an 
infrared beam to device #2306 a PDA. The PDA may then 
communicate via a wireless link 308 to a network 310 (e.g. 
the Internet). Finally the network 310 may communicate via 
312 a wired link to device #1. In this embodiment the 
information conveyed via the link 304 may be a vending 
machine identification (ID) number. The user of device #2 
may see that the vending machine has four choices and may 
press 1.2.3 or 4, to make a selection. The PDA may then 
connect to the network 310, and send the vending machine 
ID and the choice. Not shown are the intermediate steps of 
possibly checking the user's account for a Sufficient balance 
for the transaction. The network 310 may then send a signal 
via link 312 to the vending machine to dispense the user 
selection. 

0023 Thus, in this example, the view of the vending 
machine has been separated from the control of the vending 
machine and only a one-way communication was estab 
lished between the controlled device to the controlling 
device. However, from the user's standpoint, they may 
continue to believe that they are in direct control of the 
machine. 

0024. The choices that a user of a controlling device, for 
example a PDA, may select from may be coming from a 
preloaded program on the controlling device which is pre 
sented to the user in response to a device ID. Alternatively, 
the controlled device may send the ID and/or data, which 
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allows the controlling device to use a generic interface. Such 
as a web browser, for selecting choices. Another approach is 
where the PDA after receiving the information from the 
device will query a server at the network level to actually get 
the user interface to be displayed on the PDA. Other 
embodiments are also possible. 
0025. In the embodiment illustrated in FIG. 4, there is a 
bi-directional communication capability between device 
#2406 and the network 410. This may allow the device 
#1402 to be "dumber” than the embodiment illustrated in 
FIG. 3. The communication via link 404 to device #2406 
may still be as simple as an ID or more complicated Such as 
a selection choice. For example, continuing the example of 
the vending machine, the device #2406 (PDA) may now 
receive via the bi-directional link 408 from the network 410 
a menu selection of items available from device #1402 based 
on a lookup result from a database listing the contents in the 
vending machine based on the vending machine ID. The 
user may select an item and the network 410 would issue a 
command via link 412 to the vending machine (device 
#1402) to dispense the item. 
0026. In the embodiment illustrated in FIG. 5, there is a 
bi-directional communication link between device #1502 
and the network 510. This may allow the device #1502 to be 
“queried' and respond to the network 510 with status, 
information, acknowledgements, etc. For example, continu 
ing the example of the vending machine, the device #2506 
(PDA) may receive an ID from device #1502. This may be 
conveyed via link 508 to the network 510 that may query 
device #1 via 512 as to the current contents actually in the 
vending machine. A reply via link 512 to the network 510 
may then be relayed to the user device (device #2506) via 
link 508. The user of device #2 may then have a more 
accurate view of device #1. The user may make a selection 
based on actual content information and network 510 could 
send a signal to device #1502 to perform an operation. An 
acknowledgment could be sent by device #1502 via link 512 
to the network 510 to complete the transaction (e.g. actually 
charging the user of device #2's account once the item is 
dispensed). 
0027. One of ordinary skill in the art will appreciate that 
other combinations are possible as well. For example, com 
munication between device #1 and a network may be 
bi-directional while communication from device #2 to the 
network may be unidirectional. What is to be appreciated is 
that the present invention allows viewer and controller 
separation. An important aspect is to understand that the 
communication between device #1 and device #2 is unidi 
rectional (from device #1 to device #2). 
0028 FIG. 6 is a flowchart illustrating one embodiment 
of the present invention. Here at 602 an ID from a 1" device 
is received by a 2" device. At 606 the ID received by the 2" 
device is sent to a 3" device. At 606 control of the 15 device 
is effected from the 2" device though the 3" device. 
0029 FIG. 7 illustrates one embodiment of the present 
invention. In this more general embodiment, the device, 
emitting for example an ID, is separate from the device 
controlled. Here at 702 an ID from device #1 is sent via link 
707 to device H2706. Device H2706 communicates via link 
708 to device #3710 which in turn communicates via link 
712 with device H4714. In this embodiment device H2706 
controls device #4714. 
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0030. One of ordinary skill in the art will understand that 
other combinations of communication links (unidirectional 
and bi-directional) for links 708 and 712 are possible for 
FIG. 7. 

0031 FIG. 8A illustrates one embodiment of the present 
invention. For example, in this embodiment, a kiosk 802 
emits a beacon 804 sending an ID that is received by a PDA 
806. The user of the PDA 806 sends this ID or information 
based on this ID via a wireless link 808 to a network 810 
which communicates this information via link 812 to a kiosk 
user interface 814. The kiosk user interface 814 may then 
communicate via link 812, network 810, and link 816, a 
selection of choices on kiosk 802 (or it may communicate 
the choices directly to the PDA 806). Further information 
from the beacon 804 may or may not be sent to the PDA806. 
The user may then make a selection of a movie. This gets 
communicated via 808 to the network 810, which may query 
the movie on demand server 820, for example, for a price. 
The price may be communicated back to the PDA 806 via 
808 for final approval by the user and/or this information 
may be relayed from the movies on demand server 820 via 
818, the network 810, link 812 to the kiosk user interface 
814 which may via the links have the kiosk 802 display this 
information. The user may approve the purchase (not shown 
are possible financial transactions) and then the movie on 
demand server 820 may send to the kiosk 802 via the 
network 810 and links 818, and 816 the movie for display. 

0032. Other embodiments of the invention may have 
different signal flows for FIG. 8A and use different features. 
For example, a constant communication from the kiosk to 
the PDA may be a way for the PDA to detect that the kiosk 
is still in range and that the user holding the PDA is in 
viewing range. Various other embodiments showing signal 
flows are illustrated in FIGS. 8B, 8C, 8D, and 8E. 

0033 FIG. 8B illustrates a signal flow. Referring to FIG. 
8B, see signal flow 1, denoted as (1) in the text. 

0034 Signal flow (1): Data is sent from the Kiosk 802 
to the PDA 806. The data is an ID (scheme://host/ 
deviceID) and may have other data about current state 
of the Kiosk 802. 

0035) Signal flow (2): The PDA806 sends information 
to the Kiosk UI 814 (defined by the host) after optional 
processing on the PDA 806 itself. The PDA 806 after 
receiving the information (via (1)) from the Kiosk 802 
may display a menu from a program preloaded on the 
PDA 806. 

0036) Signal flow (3a-b): Based on the information 
received in (2) the Kiosk UI 814 may update the display 
of the Kiosk 802 (via 3a) (if the Kiosk 802 has a 
display) and may also update the PDA 806 with the 
event (3b). 

0037 Signal flow (4): Based on the information 
received, the PDA806 will update the PDAUI and may 
offer new choices like ordering a movie. The user by 
selecting a choice will send it (4) to the Kiosk UI 814. 

0038 Signal flow (5): The Kiosk UI 814 will pass the 
choice (5) to a Movie on demand server 820 with the 
necessary information to establish a media connection 
(6) with the Kiosk 802. 
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0039 Signal flow (6): A media connection is estab 
lished (6) between the Movie on demand server 820 
and the Kiosk 802. 

0040. In a variation of FIG. 8B, the PDA 806 may still 
receive regularly the event (1) to make sure that the Kiosk 
802 is still in proximity with the PDA 806, and therefore 
maintain the media connection (6) between the Movie on 
demand server 820 and the Kiosk 802. 

0041) Each component, the Kiosk 802, PDA 806, Kiosk 
UI 814, and the Movie in demand server 820 may be smart 
enough to process the information received with some 
preloaded program or some program loaded on demand 
(extra steps not shown here). 
0.042 FIG. 8C illustrates a signal flow which has the 
same starting scenario as FIG. 8B with a difference begin 
ning at signal flow (6): 

0043. Signal flow (6): The Movie on demand server 
820 provides more information to the Kiosk UI 814, 
Such as movie status, promotions available, etc. 

0044) Signal flow (7a-b): The Kiosk UI 814 sends 
information to the Kiosk 802 (7a) and the PDA 806 
(7b) to update (if necessary) the UI of the PDA806 and 
the Kiosk 802 to reflect the information sent by the 
Movie on demand server 820. 

0045 Signal flow (8): The user may select a choice 
presented to him/her that will send an event to the 
Kiosk UI 814 (8). 

0046) Signal flow (9): The Kiosk UI 814 passes the 
event (9) to the Movie on demand server 820 that will 
trigger the establishment of a media connection 
between the Kiosk 802 and the Movie on demand 
Server 820. 

0047 Signal flow (10): The media path (10) is estab 
lished between the Movie on demand server 820 and 
the Kiosk 802. 

0.048. The event passing may be passive (the event is 
passed without modification and value added service) or 
active (a program running on an available processing unit 
may filter and/or modify the event before passing it to the 
next component). 

0049. The media path may be direct between the Movie 
on demand server 820 and the Kiosk 802, but may also be 
done via a media gateway associated with the Kiosk UI 814. 
0050 FIG. 8D illustrates a signal flow which has the 
same starting scenario as FIG. 8B with a difference begin 
ning at signal flow (4): 

0051 Signal flow (4): The event (3.b) sends informa 
tion about the Movie on demand server 820 and the 
Kiosk 802. The user by selecting a choice presented to 
him on the PDA806 will send the event (4) directly to 
the Movie on demand server 820 with the information 
about how to establish a media connection between the 
Movie on demand server 820 and the Kiosk 802. 

0.052 Signal flow (5): The media connection (5) 
between the Movie on demand server 820 and the 
Kiosk 802 is established. 
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0053. In another scenario, if the PDA 806 does not 
receive the signal (1), it may generate a event (6) (not shown 
on the diagram) that will release the media connection (5) 
between the Movie on demand server 820 and the Kiosk 
802. 

0054 Another possible action is for the user to select a 
choice on the U1 of the PDA 806 to be sent to the Movie on 
demand server 820 to disconnect the media connection (5) 
between the Movie on demand server 820 and the Kiosk 
802. 

0.055 FIG.8E illustrates a signal flow which has the same 
starting scenario as Figure 8B with a difference beginning at 
signal flow (4): 

0056 Signal flow (4): While the PDA806 is providing 
the information (via (4)) about the Kiosk 802 to the 
Movie on demand server 820, it also sends a query for 
more information to the Movie on demand server 820. 

0057 Signal flow (5a-b): The movie on demand server 
820 will send an event (via (5a)) to the Kiosk 802 and 
to the PDA 806 (5b) in order to update the U1 on both 
devices (if it is needed). 

0.058 Signal flow (6): Based on the information 
received and the U1 changes on the PDA 806, the user 
can select a choice that will be sent (6) to the Movie on 
demand server 820. 

0059) Signal flow (7): A media connection (7) is then 
established between the Movie on demand server 820 
and the Kiosk 802. 

0060 Thus, it is to be understood that there are many 
embodiments possible. 

0061 FIG. 9A illustrates one embodiment of the present 
invention and FIG.9B shows signal flows for FIG.9A. For 
example, in this embodiment, a custom device 928 is shown 
controlled via management interface 906 (virtual link 999 
between 928 and 906). Device 902 sends information via 
channel 904 to the management interface 906 (1) Manage 
ment interface 906 sends via channel 908 information based 
on the communication received via channel 904 and/or user 
inputs on the management interface 906 (2). Communica 
tion via channel 908 is shown going to the Network 922 and, 
for purposes of illustration, is shown via dashed lines 
eventually being communicated to management interface 
server 910. Management interface server 910 may then 
communicate via channel 912 with device server 914 (3). 
Device server 914 may communicated with the management 
interface server 910 via channel 916 (4). The management 
interface server 910 may then communication via channel 
918 and the network 922 to the management interface 906 
(5). The user may select an option on the management 
interface 906 that is sent to the Management Interface server 
910 via the channel908 (6). The selection is then forwarded 
(potentially modified and/or filtered) to the Device server 
914 via the channel 912 (7). The device server 914 interfaces 
via channel 920 to the network 922. The network 922 
communicates via channel 924 to device 902 (8), and device 
902 communicates via channel 926 to control the custom 
device 928 (9). From the viewpoint of the user of the 
management interface 906 it appears that they are directly 
controlling the custom device 928. This may be viewed as a 
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virtual connection 999 between the management interface 
906 and the custom device 928. 

0062 Referring again to FIG. 9, the following is an 
example of a possible embodiment and communication 
sequence. Device 902 may be a interfacing device connected 
via 924 to the network 922, such as an Internet connection, 
and via 926 interfacing to a washing machine in a Laun 
dromat. The interfacing device 902 is sending out an IR 
(Infrared) beacon 904 that is picked up by the management 
interface 906, a user's PDA for example. The IR beacon may 
be sending out an identification of the washing machine, for 
example, in a location format such as http://hosts/com 
pany name/store ID/washing machine ID format. The 
PDA, equipped with a wireless connection capability, may 
initiate a communication to a network when the user of the 
PDA hits a send button. Communication 908 to the man 
agement interface server 910 (a server for PDA manage 
ment) may send the ID along with other information, pos 
sibly from the PDA, such as a user identification, etc., and 
may ask the PDA management server (910) for a registration 
request for access to the washing machine. The PDA man 
agement server (910) may communicate a request for man 
agement and registration to the device server 914 (a washing 
machine server identified by the host as part of the ID sent 
by the washing machine). The washing machine server and 
the PDA server perform a negotiation via 912 and 916. This 
negotiation may include a variety of operations, such as 
checking and providing an interface to the washing machine 
to the PDA management server so that the PDA user sees a 
properly formatted display on their PDA screen of available 
options (e.g. type of wash cycles, costs, start/stop button, 
etc.). Once the negotiation is completed the PDA displays 
the management interface (to the washing machine). After 
the user of the PDA has the washing machine interface 
display, from that moment on the PDA can act on the device, 
the washing machine, as if the PDA was talking directly to 
it. However, because all the information for control is going 
through the network, modifications for control and interfac 
ing can be made at the network level rather than the local 
PDA or washing machine level. For example, the initial 
washing machine display on the PDA may have been in 
black and white. As color displays become available, the 
PDA server, could query the PDA to see if color is Sup 
ported, and if so, then use a color interface on the PDA. 
0063. One of ordinary skill in the art will realize that at 
the network level many other embodiments of the present 
invention are possible. For example, servers on the network 
could handle Such things as language translations, currency 
exchange rates, etc. In this way a user from one country 
could be presented information in their native language, 
currency, etc., even if the machine they are controlling is 
located in another country they are visiting. It is also to be 
understood that other servers, such as billing or verification 
servers, may be involved in the transaction either at the 
device server level or at the Management interface server 
level. 

0064 FIG. 10A is a flowchart illustrating another 
embodiment of the present invention and FIG. 10B shows 
signal flows for FIG. 10A. In this embodiment, an authen 
tication with a user validation is processed. At 1002 a device 
receives a session request. The device sends a security 
request to a server 1004 (signal flow 1). The server makes a 
request to a human input device (HID) for session key 
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building (2). At 1008 the user validates the key building 
request on the HID (3). The session key is built 1010, and 
using this key secure communications may proceed 1012 
(4). 
0065 For example, a postal stamp vending machine may 
receive a request to dispense a roll of Stamps. It may, based 
upon the size of the transaction, send a security request to a 
postal vending machine server interfaced to, for example, 
the Internet. The postal vending machine server may then 
make a request via the Internet, wireless network, etc. to the 
user's telephone for a session key building request. From the 
user's perspective, this may be a request to proceed with the 
transaction by entering, for example, a password, credit card 
number, ID number, Smartcard, biometric identification, etc. 
This may be received by the server which will then generate 
a session key which may be used by the postal machine, the 
server, and/or the PDA for secure communications. 
0066 FIG. 11A shows an embodiment of the present 
invention and FIG. 11B shows signal flows for FIG. 11A. 
Here, a device server 1108 has received a request to perform 
an action from the human input device (HID) 1112 via signal 
1110 through network 1106 (signal flow 1). The device 
server 1108 may then determine that the communication 
should be secured and will send via signal 1114 through the 
network 1106 a request to the HID 1112 for a password for 
session key building (2). The HID 1112 after receiving the 
user input may additionally encrypt the communication via 
1110 and 1106 back to the device server 1108 (3). The device 
server 1108 may then build a session key which may be used 
via the HID 1112 and the device 1102 for control via signals 
1116 an/or 1114 in controlling device 1102 (4) (5). 
0067. One of ordinary skill in the art will appreciate that 
many variations of the present invention are possible. For 
example, for added security, if the user interface device, 
such as a PDA stops receiving a beacon from the controlled 
device, the connection and control capability to the device 
may be terminated. 
0068 Thus the present invention allows for view con 
troller separation. Today a PDA/phone may communicate 
directly with a device, for example, a phone may commu 
nicate to a vending machine, the vending machine does the 
validation, sends the validation result to the PDA, the PDA 
then has access to the machine, and then the user is in 
control. The present invention, in one embodiment, by using 
a one-way “beacon' from the device for identification, such 
as a bar code, a RFID (Radio Frequency ID), infrared signal, 
or as simple as a number on the device (which the user may 
enter manually, via a bar code Scan, etc.), controls the device 
not directly from the user device to the controlled device, but 
from the user device through, for example, a network, which 
then controls the device. In this embodiment, the one way 
communication from the controlled device, allows for sepa 
ration of control of the device from a presentation on a 
controller. Embodiments of the present invention may be 
used to minimize the direct relationship between the 
machine and the user controlling device and shift this 
control to a network. Thus a direct relationship may be 
shifted in favor of a network relationship. This shift may be 
beneficial. 

0069. For example, the menu selection on a PDA for a 
vending machine may vary based on the country in which 
the machine is located, as well as a user language preference. 
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Another example is where new menus for new items in a 
vending machine may be created and applied centrally at, for 
example, the vending machine manufacturers web inter 
face. 

0070 So for example, assume that the user with a wire 
less telephone, but with no cash on hand walks up to a 
beverage machine that indicates that it is “phone enabled.” 
The beverage machine would send a “beacon' with an ID to 
the phone. The phone would communication with a network 
that may go to a portal that then directs the communication 
based on the ID to a dedicated server for handling beverage 
machines. The server may then communicate with both the 
beverage machine (as determined by the ID) and the phone. 
For example, displaying choices, prices, and a selection 
menu. The user may select an item, which is communicated 
to the server. The server checks the user's account for 
sufficient funds, and if there are sufficient funds, then 
instructs the machine to dispense the selected beverage. 
0071. The “beacon' may communicate more than just the 
ID, for example, it may include product offerings. In this 
mode then, until the user decides that they want one of the 
items, there is no need for communication from the user 
device to a network. At the point that the user selects an item, 
then communication from the user device to the network 
may be initiated, account balances checked, and the machine 
instructed to dispense a product. 
0072 However, it is to be appreciated that the device that 
sends the beacon in other embodiments of the invention 
need not have any interaction with the actual controlled 
device (e.g. the beacon is attached to the vending machine 
with no connection with the vending machine intelligence). 
0073. The present invention may be used to control 
devices such as medical devices, and other devices, which 
may have limited accessibility and/or Small faces not allow 
ing an input device, or those devices that need a controlled 
access. For example, a pump delivering a drug dose to a 
patient may be accessed only by a nurse or doctor having a 
handheld device. This would reduce the likelihood that the 
patient or visitors, such as kids, might punch in numbers on 
a keypad used for controlling the device. 
0074 Similarly, in another embodiment of the present 
invention, a doctor may roam around a hospital and if a 
patient’s bed or environment is equipped with an identifi 
cation system, may be able to retrieve the patient’s infor 
mation and adjust dosage levels as desired. 
0075. Using the present invention changes to the inter 
face to the user device and/or the device being controlled 
may be made at the network level, thus not having to update 
and/or reprogram each individual user device and/or con 
trolled device. 

0.076 For example, a candy vending machine may only 
allow a single item to be purchased at a time. Normally if the 
user wanted, for example, six of a single item, this would 
require the user to enter money and press the purchase 
button six times. However, in one embodiment of the present 
invention, the user may enter a quantity of 6 and the network 
may control the dispensing device to dispense the six 
required by issuing the machine six single dispense com 
mands. 

0077. In several of the above embodiment examples, 
from the user's perspective, they believe that they are 
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directly controlling the machine. They need not be aware 
that the user device is receiving an ID from the machine and 
that the user device is coupled to a network and that the 
machine is being controlled from a network. Thus while the 
user believes they are directly controlling the machine, in 
reality, the control of the machine and the user view of 
controlling the machine have been separated. 
0078. In another embodiment of the present invention, a 
mechanic at an automotive repair shop may have a unit that 
reads the car ID and pulls up the history of the car and/or 
performs diagnostics. Additional features Such as checking 
for recalls or spotting problem trends are also possible by 
consulting over the network to, for example, the car manu 
facturer's database. 

0079. In another embodiment of the present invention it 
offers a higher degree of Security for sensitive information. 
For example, if you slide a credit card through, for example, 
a gas pump then that credit card information is transmitted 
and validated. Such a communication is capable of being 
intercepted. In an embodiment of the present invention, for 
example, a pump ID, the request to fill up, and a user ID 
would be transmitted, a server would look up and verify 
credit information, and the pump would be activated. No 
credit card information would need to be transmitted from a 
gas pump. This would also conserve communications band 
width as a single unidirectional signal could control the 
pump rather than a bi-directional signal needed for sending 
the credit card information and then receiving the signal to 
pump the gas. Additionally, for stations connected via sat 
ellite, the cost of transmitting may require a satellite uplink 
that is expensive compared to a receiver-only downlink. 
0080 Embodiments illustrating broadcast of an ID have 
been used for explanation of the present invention. One of 
ordinary skill in the art will appreciate that an ID is a subset 
of information in general. Thus, for example, in one embodi 
ment of the present invention, a restaurant may broadcast to 
a user driving up to a pickup window a dollar amount to be 
paid, and the user may opt to pay it by remotely accepting 
the amount and having it charged to their account. Another 
embodiment of the present invention would allow a cus 
tomer in a restaurant to pay for a meal and not have the 
possibility that, when handing over an actual credit card to 
pay, an employee may make an extra copy of a charge or 
steal their credit card information. 

0081. The terms user device, input device, human input 
device, management interface, viewing device, etc., as well 
as examples of PDA, and telephone have been used. What 
is to be understood is that from the perspective of the user 
controlling the device these are inputs to and/or outputs that 
relate to controlling the device. Thus, from a user's perspec 
tive, a PDA screen may be a device for “viewing what the 
controlled device has and/or accepts as input. From the 
network's perspective the user device may be an input/ 
output device, and from the perspective of the network, the 
controlled device may have inputs and/or outputs. One of 
ordinary skill in the art will understand that the terms may 
be related to the viewpoint perspective. 

0082 Wireless communication was illustrated which 
may be, for example, via a cellular telephone network, a 
wireless LAN network, etc. Additionally, the transmission 
media may be RF (radio frequency), infrared, laser, etc. 
Wireless is envisioned as allowing more freedom than 
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wired, however, the present invention does not preclude the 
use of a wired connection. For example, in the above 
example of the automotive repair shop, the mechanic's user 
device may be wired or wireless. 
0083. The present invention was illustrated in various 
embodiments in which a one way communication was made 
from the controlled device to the controlling device. Men 
tioned were techniques such as using a “beacon' from the 
device for identification, a bar code, a RFID (Radio Fre 
quency ID), infrared signal, or a number on the controlled 
device. What is to be noted is that the controlled device is the 
originator of such an “identification” but need not be the 
mechanism for input into the controlling device. For 
example, an IR beacon may beam this information to a PDA, 
however in another embodiment a number on the controlled 
device may need to be entered manually by the user of on a 
PDA to control the device. That is a user action may be 
needed to make use of and/or acquire the controlled device 
identification. For example, in other embodiments, a bar 
code may be on the controlled device and thus require that 
the user of the controller “pass” the controller over the bar 
code to scan in the controlled device ID. In another embodi 
ment, for example, to conserve energy a “beacon' may be 
continuously on and require a user action to activate the 
“beacon.” An example would be where the user of a phone 
type controller may need to be in close proximity to the 
controlled machine which may then sense an RF field and 
then activate a beacon. An optical sensor is another approach 
where the user may need to be detected by the controlled 
machine before it will activate the “beacon.” Thus, what is 
to be appreciated is that the one way communication of the 
“identification' information from the controlled device to 
the controlling device may be automatic, triggered, require 
user actions, or any combination of these, etc. 
0084. The use of the word “beacon' is not to be construed 
to limit the invention to a directional signal. Nor is it 
intended to limit the invention to a single "beacon' signal. 
Nor is it intended to limit the amount of information sent by 
a beacon. For example, in one embodiment of the invention 
an IR beacon may be used for a directional operation. In 
another embodiment of the invention radio frequency com 
munications, such as Bluetooth, may be used for non 
directional operation. Likewise embodiments of the inven 
tion may make use of multiple communications for beacons. 
For example, one embodiment of the invention may use both 
an IR beacon and a Bluetooth beacon. In this way, a larger 
range of user devices may be used for control. The infor 
mation communicated by the beacon may range, depending 
upon the application, from for example, a few bits to 
megabytes. Thus, what is to be appreciated is that the beacon 
connection, no matter how much information is transferred, 
is one way. 
0085. It is also to be appreciated that the “beacon' can be 
quite independent of the device being controlled. It is not 
necessary for the beacon to be aware of the device to which 
it may be attached. Such an association between a beacon 
and a controlled device may reside somewhere else, for 
example, on a server connected to the Internet. The beacon 
also does not need to have any knowledge of the connection 
of the controlled device. For example, a beacon need not 
know that it is attached to or close to a vending machine, and 
need not know how the vending machine may be attached to 
and/or controlled by a network. Nor does the beacon need to 
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know anything about the controlling device. That is the 
beacon need not know whether a user controlling device is 
phone, a PDA, etc. 
0086. In another embodiment of the present invention 
increased security is available via a user validation. For 
example, a device may send a security request through a 
network to a server. The server in turn may make a request 
to a user device for a validation of a session key. The user 
may input a validation based on a password, biometrics, etc. 
This validation then goes to the server and a session key is 
built for communication with the original device that sent 
the security request. Thus a session key is only available if 
the user consents to the communication request by providing 
a validation. 

0087. For example, in the medical device example above, 
the device when instructed to change a setting may send a 
security request to a server. The server in turn may request 
the user to enter a validation code, for example, the person’s 
employee number; the server would receive this (perhaps 
after being encrypted itself at the user device) and then 
generate a session key that would allow the device to 
respond to user control. 
0088. If the medical device did not have the capability to 
send a security request, or ask for an acknowledgment of a 
control command, the present invention allows for Such a 
request from an intelligent server. That is, the server could 
prompt the user for a validation on control commands that 
were deemed to require tracking. For example, a hospital 
could determine that a 10% change in a particular drug 
delivery was within normal parameters but that greater than 
a 10% change should be tracked and therefore the server 
would ask for validation of the control command. 

0089. In another embodiment of the present invention 
delivery of content to another destination is possible. For 
example, a movie on demand. At an airport, viewing could 
cease when a PDA is out of local range. In this way a content 
provider would be able to maximize profits by assuring that 
once a viewer has left the area that others wanting to view 
it must activate and pay. 
0090 Thus, what has been described are some of the 
various possible embodiments of the present invention. 

0.091 FIG. 1 illustrates a network environment 100 in 
which the techniques described may be applied. The net 
work environment 100 has a network 102 that connects S 
servers 104-1 through 104-S, and C clients 108-1 through 
108-C. More details are described below. 

0092 FIG. 2 illustrates a computer system 200 in block 
diagram form, which may be representative of any of the 
clients and/or servers shown in FIG. 1, as well as, devices, 
clients, and servers in other Figures. More details are 
described below. 

0093. Referring back to FIG. 1, FIG. 1 illustrates a 
network environment 100 in which the techniques described 
may be applied. The network environment 100 has a net 
work 102 that connects S servers 104-1 through 104-S, and 
C clients 108-1 through 108-C. As shown, several computer 
systems in the form of S servers 104-1 through 104-S and C 
clients 108-1 through 108-C are connected to each other via 
a network 102, which may be, for example, a corporate 
based network. Note that alternatively the network 102 
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might be or include one or more of the Internet, a Local 
Area Network (LAN), Wide Area Network (WAN), satellite 
link, fiber network, cable network, or a combination of these 
and/or others. The servers may represent, for example, disk 
storage systems alone or storage and computing resources. 
Likewise, the clients may have computing, storage, and 
viewing capabilities. The method and apparatus described 
herein may be applied to essentially any type of communi 
cating means or device whether local or remote, such as a 
LAN, a WAN, a system bus, etc. 
0094) Referring back to FIG. 2, FIG. 2 illustrates a 
computer system 200 in block diagram form, which may be 
representative of any of the clients and/or servers shown in 
FIG. 1. The block diagram is a high level conceptual 
representation and may be implemented in a variety of ways 
and by various architectures. Bus system 202 interconnects 
a Central Processing Unit (CPU) 204, Read Only Memory 
(ROM) 206, Random Access Memory (RAM) 208, storage 
210, display 220, audio, 222, keyboard 224, pointer 226, 
miscellaneous input/output (I/O) devices 228, and commu 
nications 230. The bus system 202 may be for example, one 
or more of Such buses as a system bus, Peripheral Compo 
nent Interconnect (PCI), Advanced Graphics Port (AGP), 
Small Computer System Interface (SCSI), Institute of Elec 
trical and Electronics Engineers (IEEE) standard number 
1394 (FireWire), Universal Serial Bus (USB), etc. The CPU 
204 may be a single, multiple, or even a distributed com 
puting resource. Storage 210, may be Compact Disc (CD), 
Digital Versatile Disk (DVD), hard disks (HD), optical 
disks, tape, flash, memory Sticks, video recorders, etc. 
Display 220 might be, for example, a Cathode Ray Tube 
(CRT), Liquid Crystal Display (LCD), a projection system, 
Television (TV), etc. Note that depending upon the actual 
implementation of a computer system, the computer system 
may include Some, all, more, or a rearrangement of com 
ponents in the block diagram. For example, a thin client 
might consist of a wireless hand held device that lacks, for 
example, a traditional keyboard. Thus, many variations on 
the system of FIG. 2 are possible. 
0.095 For purposes of discussing and understanding the 
invention, it is to be understood that various terms are used 
by those knowledgeable in the art to describe techniques and 
approaches. Furthermore, in the description, for purposes of 
explanation, numerous specific details are set forth in order 
to provide a thorough understanding of the present inven 
tion. It will be evident, however, to one of ordinary skill in 
the art that the present invention may be practiced without 
these specific details. In some instances, well-known struc 
tures and devices are shown in block diagram form, rather 
than in detail, in order to avoid obscuring the present 
invention. These embodiments are described in sufficient 
detail to enable those of ordinary skill in the art to practice 
the invention, and it is to be understood that other embodi 
ments may be utilized and that logical, mechanical, electri 
cal, and other changes may be made without departing from 
the scope of the present invention. 
0096. Some portions of the description may be presented 
in terms of algorithms and symbolic representations of 
operations on, for example, data bits within a computer 
memory. These algorithmic descriptions and representations 
are the means used by those of ordinary skill in the data 
processing arts to most effectively convey the Substance of 
their work to others of ordinary skill in the art. An algorithm 
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is here, and generally, conceived to be a self-consistent 
sequence of acts leading to a desired result. The acts are 
those requiring physical manipulations of physical quanti 
ties. Usually, though not necessarily, these quantities take 
the form of electrical or magnetic signals capable of being 
stored, transferred, combined, compared, and otherwise 
manipulated. It has proven convenient at times, principally 
for reasons of common usage, to refer to these signals as 
bits, values, elements, symbols, characters, terms, numbers, 
or the like. 

0097. It should be borne in mind, however, that all of 
these and similar terms are to be associated with the appro 
priate physical quantities and are merely convenient labels 
applied to these quantities. Unless specifically stated other 
wise as apparent from the discussion, it is appreciated that 
throughout the description, discussions utilizing terms such 
as “processing or “computing or "calculating or “deter 
mining or “displaying or the like, can refer to the action 
and processes of a computer system, or similar electronic 
computing device, that manipulates and transforms data 
represented as physical (electronic) quantities within the 
computer system's registers and memories into other data 
similarly represented as physical quantities within the com 
puter system memories or registers or other Such informa 
tion storage, transmission, or display devices. 

0098. An “event” is understood by one skilled in the art 
and may be defined as transmitting information to/from one 
component to another, or for one component to call a method 
on another component. Upon reception an event may gen 
erates a state change in the receiving component, which by 
itself may change operation, program flow, etc. (for 
example, the UI presented to a user by the processing of a 
program or set of instructions). 
0099. An apparatus for performing the operations herein 
can implement the present invention. This apparatus may be 
specially constructed for the required purposes, or it may 
comprise a general-purpose computer, selectively activated 
or reconfigured by a computer program stored in the com 
puter. Such a computer program may be stored in a computer 
readable storage medium, Such as, but not limited to, any 
type of disk including floppy disks, hard disks, optical disks, 
compact disk-read only memories (CD-ROMs), and mag 
netic-optical disks, read-only memories (ROMs), random 
access memories (RAMs), electrically programmable read 
only memories (EPROM)s, electrically erasable program 
mable read-only memories (EEPROMs), FLASH memories, 
magnetic or optical cards, etc., or any type of media Suitable 
for storing electronic instructions either local to the com 
puter or remote to the computer. 

0.100 The algorithms and displays presented herein are 
not inherently related to any particular computer or other 
apparatus. Various general-purpose systems may be used 
with programs in accordance with the teachings herein, or it 
may prove convenient to construct more specialized appa 
ratus to perform the required method. For example, any of 
the methods according to the present invention can be 
implemented in hard-wired circuitry, by programming a 
general-purpose processor, or by any combination of hard 
ware and software. One of ordinary skill in the art will 
immediately appreciate that the invention can be practiced 
with computer system configurations other than those 
described, including hand-held devices, multiprocessor sys 
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tems, microprocessor-based or programmable consumer 
electronics, digital signal processing (DSP) devices, set top 
boxes, network PCs, minicomputers, mainframe computers, 
and the like. The invention can also be practiced in distrib 
uted computing environments where tasks are performed by 
remote processing devices that are linked through a com 
munications network. 

0101 The methods of the invention may be implemented 
using computer software. If written in a programming lan 
guage conforming to a recognized standard, Sequences of 
instructions designed to implement the methods can be 
compiled for execution on a variety of hardware platforms 
and for interface to a variety of operating systems. In 
addition, the present invention is not described with refer 
ence to any particular programming language. It will be 
appreciated that a variety of programming languages may be 
used to implement the teachings of the invention as 
described herein. Furthermore, it is common in the art to 
speak of Software, in one form or another (e.g., program, 
procedure, application, driver, . . . ), as taking an action or 
causing a result. Such expressions are merely a shorthand 
way of saying that execution of the Software by a computer 
causes the processor of the computer to performan action or 
produce a result. 
0102) It is to be understood that various terms and 
techniques are used by those knowledgeable in the art to 
describe communications, protocols, applications, imple 
mentations, mechanisms, etc. One Such technique is the 
description of an implementation of a technique in terms of 
an algorithm or mathematical expression. That is, while the 
technique may be, for example, implemented as executing 
code on a computer, the expression of that technique may be 
more aptly and Succinctly conveyed and communicated as a 
formula, algorithm, or mathematical expression. Thus, one 
of ordinary skill in the art would recognize a block denoting 
A+B=C as an additive function whose implementation in 
hardware and/or software would take two inputs (A and B) 
and produce a Summation output (C). Thus, the use of 
formula, algorithm, or mathematical expression as descrip 
tions is to be understood as having a physical embodiment 
in at least hardware and/or software (such as a computer 
system in which the techniques of the present invention may 
be practiced as well as implemented as an embodiment). 
0103) A machine-readable medium is understood to 
include any mechanism for storing or transmitting informa 
tion in a form readable by a machine (e.g., a computer). For 
example, a machine-readable medium includes read only 
memory (ROM); random access memory (RAM); magnetic 
disk storage media; optical storage media; flash memory 
devices; electrical, optical, acoustical or other form of 
propagated signals (e.g., carrier waves, infrared signals, 
digital signals, etc.), etc. 
0104 Thus, a method and apparatus for third party con 
trol of a device have been described. 

What is claimed is: 
1. A method comprising: 

receiving a first communication from a first device on a 
second device; and 

sending a second communication from the second device 
to a third device to control the first device. 
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2. A machine-readable medium having stored thereon 
instructions, which when executed performs the method of 
claim 1. 

3. A system comprising a processor, which when execut 
ing a set of instructions performs the method of claim 1. 

4. The method of claim 1 further comprising communi 
cating a payment and/or credit. 

5. An apparatus comprising: 
means for receiving a first communication from a first 

device on a second device; and 
means for sending a second communication from the 

second device to a third device to control the first 
device. 

6. The apparatus of claim 5 further comprising means for 
communicating a payment and/or credit. 

7. A method comprising: 
receiving a first communication from a first device on a 

second device; 
receiving a second communication from the second 

device on a third device; and 
receiving a third communication from the third device on 

the first device. 
8. The method of claim 7 wherein the third communica 

tion controls the first device. 
9. The method of claim 8 wherein the third communica 

tion controlling the first device is based upon the second 
communication from the second device. 

10. A machine-readable medium having stored thereon 
instructions, which when executed performs the method of 
claim 7. 

11. A system comprising a processor, which when execut 
ing a set of instructions performs the method of claim 7. 

12. The method of claim 7 further comprising communi 
cating a payment and/or credit. 

13. A method comprising: 
communicating via a first communication link a first 

communication between a first device and a second 
device; 

communicating via a second communication link a sec 
ond communication between the second device and a 
third device; 

communicating via a third communication link a third 
communication between the third device and the first 
device. 

14. The method of claim 13 wherein the first communi 
cation link is unidirectional from the first device to the 
second device. 

15. The method of claim 14 wherein the third communi 
cation controls the first device. 

16. The method of claim 15 wherein the third communi 
cation controlling the first device is based upon the second 
communication from the second device. 

17. The method of claim 16 wherein the second commu 
nication is based upon input received from a human input 
interface. 

18. A machine-readable medium having stored thereon 
instructions, which when executed performs the method of 
claim 13. 

19. A system comprising a processor, which when execut 
ing a set of instructions performs the method of claim 13. 
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20. The method of claim 13 further comprising commu 
nicating a payment and/or credit. 

21. A method comprising: 

receiving a second communication from a second device 
on a third device; and 

sending a third communication from the third device to 
control a first device based upon a first communication 
between the first device and the second device. 

22. The method of claim 21 wherein the first communi 
cation is unidirectional from the first device to the second 
device. 

23. A machine-readable medium having stored thereon 
instructions, which when executed performs the method of 
claim 21. 

24. A system comprising a processor, which when execut 
ing a set of instructions performs the method of claim 21. 

25. The method of claim 21 further comprising commu 
nicating a payment and/or credit. 

26. A method comprising: 

sending a first communication from a first device to a 
second device; and 

receiving a third communication from a third device on 
the first device to control the first device based upon a 
second communication from the second device to the 
third device. 

27. The method of claim 26 wherein the first communi 
cation is unidirectional from the first device to the second 
device. 

28. A machine-readable medium having stored thereon 
instructions, which when executed performs the method of 
claim 26. 

29. A system comprising a processor, which when execut 
ing a set of instructions performs the method of claim 26. 

30. The method of claim 26 further comprising commu 
nicating a payment and/or credit. 

31. A apparatus comprising: 

means for receiving a first communication from a first 
device on a second device; 

means for receiving a second communication from the 
second device on a third device; and 

means for receiving a third communication from the third 
device on the first device. 

32. The apparatus of claim 31 wherein the third commu 
nication further comprises means for controlling the first 
device. 

33. The apparatus of claim 32 wherein the third commu 
nication means for controlling the first device is based upon 
the second communication from the second device. 

34. The apparatus of claim 32 wherein means for receiv 
ing a first communication from a first device on a second 
device further comprises means for receiving a unidirec 
tional first communication from the first device on the 
second device 

35. A machine-readable medium having stored thereon 
information representing the apparatus of claim 31. 

36. The apparatus of claim 31 further comprising means 
for communicating a payment and/or credit. 
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37. An apparatus for controlling a first device, compris 
ing: 

an input coupled to receive a signal from said first device; 
an output coupled to send a signal to a second device for 

controlling said first device. 
38. The apparatus of claim 37 further comprising a second 

input coupled to receive a signal from the second device. 
39. A machine-readable medium having stored thereon 

information representing the apparatus of claim 37. 
40. An apparatus for controlling a first device, compris 

1ng: 

means for receiving a signal from the first device; 
means for sending a signal to a second device for con 

trolling the first device. 
41. An apparatus for controlling a first device, compris 

ing: 

means for receiving a signal from a second device; 
means for sending a signal to the first device for control 

ling the first device. 
42. An apparatus being controlled as a first device, said 

first device comprising: 
means for sending a signal to a second device; and 
means for receiving a signal from a third device for 

controlling said first device. 
43. An apparatus for controlling a first device, compris 

ing: 

an input coupled to receive a signal from a second device; 
an output coupled to send a signal to the first device for 

controlling the first device. 
44. The apparatus of claim 43 wherein the signal from the 

second device is based upon a signal from the first device to 
the second device. 

45. The apparatus of claim 44 further comprising a second 
input coupled to receive a signal from the first device. 

46. The apparatus of claim 44 further comprising a second 
output coupled to send a signal to the second device. 

47. A machine-readable medium having stored thereon 
information representing the apparatus of claim 43. 

48. An apparatus being controlled as a first device, said 
first device comprising: 

an output coupled to send a signal to a second device; and 
an input coupled to receive a signal from a third device for 

controlling said first device. 
49. The apparatus of claim 48 wherein the signal from the 

third device is based upon a signal from the second device 
to the third device. 

50. The apparatus of claim 48 further comprising a second 
output coupled to send a signal from the first device to the 
third device. 

51. The apparatus of claim 48 wherein the output coupled 
to send the signal to the second device comprises the output 
coupled to send a unidirectional signal to the second device. 

52. A machine-readable medium having stored thereon 
information representing the apparatus of claim 48. 

53. A method comprising: 
receiving on a second device an identification related to a 

first device; 
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inputting information into the second device; and 
sending a communication based on the identification 

related to the first device and the inputted information 
to a third device for controlling the first device. 

54. The method of claim 53 wherein the receiving on the 
second device an identification related to the first device 
comprises receiving input into the second device an identi 
fication based upon a user action. 

55. A system comprising a processor, which when execut 
ing a set of instructions, performs the following: 

receives a second communication from a second device, 
said second communication being based on a first 
communication from a first device to the second 
device; and 

transmits a third communication to the first device, said 
third communication for controlling the first device. 

56. The system of claim 55 wherein the communication 
from the first device to the second device is unidirectional. 

57. The system of claim 56 wherein the second device is 
capable of accepting a user input. 

58. A method for controlling a device comprising: 
receiving a first communication from a first device on a 

second device; 

receiving a second communication from the second 
device on a third device; 

receiving a third communication from the third device on 
the device. 

59. The method of claim 58 wherein the third communi 
cation directly controls the device. 

60. The method of claim 59 wherein the third communi 
cation directly controlling the device is based upon the 
second communication from the second device. 

61. A method comprising: 
receiving on a user operable device information from a 

device to be controlled; 
inputting information into the user operable device; 

sending a communication based on the information 
received from the device to be controlled and the 
inputted information to a networked device which 
based on said communication controls said device to be 
controlled. 

62. The method of claim 61 wherein inputting information 
into the user operable device consists of inputting informa 
tion from a user originated input source selected from the 
group consisting of Voice input, manual input, magnetic 
input, electrical input, optical input, and biometric input. 

63. A machine-readable medium having stored thereon 
instructions, which when executed performs the method of 
claim 61. 

64. A system comprising a processor, which when execut 
ing a set of instructions performs the method of claim 61. 

65. A method comprising: 
receiving a request on a user operable device to validate 

a session key building operation; and 

receiving on the user operable device a user input; and 
transmitting from the user operable device a communi 

cation based on the user input. 
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66. The method of claim 65 wherein the user input 
validates the session key building operation request and the 
communication based on the user input indicates Such. 

67. The method of claim 66 further comprising: 
receiving the communication based on the user input; and 
generating a session key. 
68. The method of claim 67 wherein generating the 

session key is done on other than the user operable device. 
69. The method of claim 65 wherein the user input 

validates the session key building operation which is then 
performed on the user operable device generating a session 
key. 

70. The method of claim 69 wherein the communication 
based on the user input includes the session key. 

71. A machine-readable medium having stored thereon 
instructions, which when executed performs the method of 
claim 65. 

72. A system comprising a processor, which when execut 
ing a set of instructions performs the method of claim 65. 

73. The method of claim 65 further comprising commu 
nicating a payment and/or credit. 

74. A method comprising: 
receiving on a second device a session key request from 

a third device; 
receiving on a first device a request for a session key 

validation from the second device; 
receiving on the second device a proper session key 

validation from the first device; 

generating a session key on the second device; and 
receiving on the third device the generated session key. 
75. The method of claim 74 further comprising receiving 

on the first device the generated session key. 
76. The method of claim 74 wherein the first device is a 

user operable device. 
77. The method of claim 74 being performed in response 

to receiving a communication on the third device. 
78. A machine-readable medium having stored thereon 

instructions, which when executed performs the method of 
claim 74. 

79. A system comprising a processor, which when execut 
ing a set of instructions performs the method of claim 74. 

80. The method of claim 74 further comprising commu 
nicating a payment and/or credit. 

81. An apparatus comprising: 
means for receiving a request on a user operable device to 

validate a session key building operation; and 
means for receiving on the user operable device a user 

input; and 
means for transmitting from the user operable device a 

communication based on the user input. 
82. The apparatus of claim 81 wherein the user input 

validates the session key building operation request and the 
communication based on the user input indicates Such. 

83. The apparatus of claim 82 further comprising: 

means for receiving the communication based on the user 
input; and 

means for generating a session key. 
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84. The apparatus of claim 83 wherein means for gener 
ating the session key is done on other than the user operable 
device. 

85. The apparatus of claim 81 wherein the user input 
validates the session key building operation which is then 
performed on the user operable device generating a session 
key. 

86. The apparatus of claim 85 wherein the communication 
based on the user input includes the session key. 

87. A machine-readable medium having stored thereon 
information representing the apparatus of claim 81. 

88. The apparatus of claim 81 further comprising means 
for communicating a payment and/or credit. 

89. An apparatus comprising: 
means for receiving on a second device a session key 

request from a third device; 
means for receiving on a first device a request for a 

session key validation from the second device; 
means for receiving on the second device a proper session 

key validation from the first device; 
means for generating a session key on the second device; 

and 

means for receiving on the third device the generated 
session key. 

90. The apparatus of claim 89 further comprising means 
for receiving on the first device the generated session key. 

91. The apparatus of claim 89 wherein the first device is 
a user operable device. 

92. A machine-readable medium having stored thereon 
information representing the apparatus of claim 89. 

93. The apparatus of claim 89 further comprising means 
for communicating a payment and/or credit. 

94. An apparatus for validating a session key building 
operation, comprising: 

a user operable device having a first input, a second input, 
and an output, the first input coupled to receive a 
request to validate the session key building operation, 
the second input coupled to receive a user input, and an 
output coupled to transmit a signal. based on the user 
input. 

95. The apparatus of claim 94 wherein the signal is based 
upon an input selected from the group consisting of the 
request to validate the session key building operation, the 
user input, a combination of the request to validate the 
session key building operation and the user input, a user 
based identification, and a user entry. 

96. A machine-readable medium having stored thereon 
information representing the apparatus of claim 94. 
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97. An apparatus comprising: 
a third device having an input and an output, the output 

coupled to transmit a session key request; 
a second device having a first input, a second input, a first 

output, and a second output, the first input coupled to 
receive the session key request, and the first output 
coupled to transmit a session key validation request; 

a first device having an input and an output, the input 
coupled to receive the session key validation request, 
and the output coupled to transmit a proper session key 
validation, wherein the second device's second input is 
coupled to receive the proper session key validation, 
the second device's second output is coupled to trans 
mit a session key, and the third device input is coupled 
to receive the session key. 

98. The apparatus of claim 97 wherein the first device 
input is coupled to receive the session key. 

99. The apparatus of claim 98 further comprising: 
a second output on the third device, the output coupled to 

transmit an identification; and 
a second input on the first device, the input coupled to 

receive the identification. 
100. A machine-readable medium having stored thereon 

information representing the apparatus of claim 97. 
101. A system comprising a processor, which when 

executing a set of instructions, performs the following: 
receives a request on a user operable device to validate a 

session key building operation; and 
receives on the user operable device a user input; and 
transmits from the user operable device a communication 

based on the user input. 
102. The system of claim 101 wherein the user input 

validates the session key building operation request and the 
communication based on the user input indicates Such. 

103. The system of claim 102 further performs: 
receives the communication based on the user input; and 
generates a session key. 
104. The system of claim 103 wherein generating the 

session key is done on other than the user operable device. 
105. The system of claim 101 wherein the user input 

validates the session key building operation which is then 
performed on the user operable device generating a session 
key. 

106. The system of claim 105 wherein the communication 
based on the user input includes the session key. 
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