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(57) Abstract: A method (1000) and system (20) for controlling access to an Internet resource is disclosed herein. When a request
for an Internet resource, such as a Web site, is transmitted by an end-user of a LAN (30), a security appliance (50) for the LAN
(30) analyzes a reputation index for the Internet resource at a server (60) before transmitting the request over the Internet (100).
The reputation index is based on a reputation vector which includes a plurality of factors for the Internet resource such as country
of domain registration, country of service hosting, country of an internet protocol address block, age of a domain registration, pop-
ularity rank, internet protocol address, number of hosts, to-level domain, a plurality of run-time behaviors, JavaScript block count,
picture count, immediate redirect and response latency.
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