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NODE/NETWORK AGGREGATION GATEWAY DEVICE

TECHNICAL FIELD
The present disclosure relates to wireless communications in a first responder

environment, and 1n particular to tracking first responders and equipment usage.

> BACKGROUND

Disasters and emergencies, whether natural or caused by man, are an
unfortunate fact of life. Advance planning and preparation are key tactors in dealing
with such incidents. Preparedness relating to disasters and emergency incidents,
particularly those which involve responders such as fire personnel, police, military,

10 EMT/paramedics, doctors, nurses, and the like, plays a significant role 1n aiding
positive outcomes during situations where first responders are called on to help.

Accountability for all responders at a headquarters, such as a fire station, and
at a disaster or emergency site 1s a key concern for all incident commanders
overseeing a group of responders. During an incident, emergency responders from

15  various departments or agencies, such as fire, police, medical workers, federal agents,
or even utility workers may become involved at the incident site. Some of these
individuals may not possess the requisite devices or equipment to communicate with
incident commanders or other supervisory personnel. Similarly, an incident
commander often does not have the relevant information about responders from other

20  departments or agencies who are involved 1n the incident. Thus, accountability may
not be achieved for all responders.

An on-site commander often needs to know the number of responders on site,
and what equipment they have and the state of that equipment, in order to properly
statl the disaster and determine whether additional reinforcements must be called 1n.

25  It1s also important to know 1dentifying factors about the responders on site, such as
their position or rank, in order to establish a proper chain of command 1n dealing with

the 1incident at hand.
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SUMMARY

Some embodiments advantageously provide a method, gateway device,
computer and computer program product for monitoring responder interaction with
equipment and credentialing ot a responder. According to one aspect, a gateway
device 1s configured to be worn by a responder and to monitor interaction ot the
responder with equipment. The gateway device includes a memory and a processor.
The memory 1s configured to store responder credentials and equipment data. The
processor 1s 1n communication with the memory and 1s configured to translate
equipment data received from equipment 1n a first format according to a first protocol
to a second format according to a second protocol, the translated equipment data
relayable to a computer. The processor 1s also configured to register equipment data in
the memory. The gateway device also includes a transceiver configured to receive the
equipment data from external equipment, transmit responder credentials to the
computer and transmit the translated equipment data to the computer.

According to this aspect, in some embodiments, the transceiver includes
circuitry to receive and transmit according to at least one of the following radio access
technologies: Bluetooth®, cellular, wireless local area networks (WLAN), Zigbee®,
and TycoNet ™. In some embodiments, the computer hosts Service and Asset
Management (SAM) software and the second format and second protocol are
compatible with SAM software input requirements. In some embodiments, the
equipment from which equipment data 1s translatable by the processor includes at
least one of a handheld radio, a thermal 1maging camera, an in-mask display, a
console for a selt-contained breathing apparatus (SCBA), and a personal distress unit
(PDU). In some embodiments, the responder credentials include biometric data. In
some embodiments, at least one of the equipment data and responder credentials are
stored at a remote location. In some embodiments, the gateway device also includes
an accelerometer to detect an acceleration of the gateway device exceeding a
threshold to prompt the gateway device to communicate with the computer. In some
embodiments, the gateway device further includes an operational status indicator. In
some embodiments the operational status indicator gives a visual indication of signal

strength of signals received from external equipment.
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According to another aspect, a method 1n a gateway device configured to be
worn by a responder and to monitor interaction of the responder with equipment 1s
provided. The method includes storing responder credentials and equipment data.
The method further includes translating equipment data received from equipment 1n a
first format according to a first protocol to a second format according to a second
protocol, the translated equipment data relayable to a computer. The method further
includes receiving equipment data from external equipment, transmitting responder
credentials to the computer and transmitting the translated equipment data to the
computer.

According to this aspect, 1n some embodiments, the receiving and transmitting
1s according to at least one of the following radio access technologies: Bluetooth®,
cellular, wireless local area networks (WLAN), Zigbee®, and TycoNet ™ . In some
embodiments, the computer hosts Service and Asset Management (SAM) software
and the second format and second protocol are compatible with SAM software input
requirements. In some embodiments, the equipment from which equipment data 1s
translatable includes at least one of a handheld radio, a thermal 1maging camera, an
in-mask display, a console tor a selt-contained breathing apparatus (SCBA), and a
personal distress unit (PDU). In some embodiments, the responder credentials include
biometric data. In some embodiments, at least one of the equipment data and
responder credentials are stored at a remote location. In some embodiments, the
method further includes detecting an acceleration of the gateway device exceeding a
threshold to prompt the gateway device to communicate with the computer. In some
embodiments, the method includes indicating an operational status of equipment. In
some embodiments, indicating an operational status of the equipment 1includes giving
a visual 1indication of signal strength of signals received from external equipment.

According to another aspect, a method 1n a computer for verifying responder
credentials of a responder and correlating equipment data with the responder 1s
provided. The method includes receiving responder credentials from a gateway
device registered to a responder. The method turther includes comparing the received
responder credentials to stored responder credentials corresponding to the responder

in order to verily the received responder credentials. The method further includes
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receiving equipment data from the gateway device and correlating the equipment data
with the responder.

According to another aspect, a computer 1s configured to verily responder
credentials of a responder and correlating equipment data with the responder. The
computer includes a memory configured to store responder credentials and equipment
data. The computer also includes a processor 1n communication with the memory and
configured to receive responder credentials from a gateway device registered to a
responder and compare the received responder credentials to stored responder
credentials corresponding to the responder 1n order to verily the received responder
credentials. The processor 1s also configured to receive equipment data from the

gateway device and correlate the equipment data with the responder.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the present embodiments, and the attendant
advantages and features thereot, will be more readily understood by reference to the
following detailed description when considered 1n conjunction with the accompanying
drawings wherein:

FIG. 1 1s a block diagram of a wireless communication system configured
according to principles set forth below;

FIG. 2 1s a block diagram of a gateway device contigured according to
principles set forth below;

FIG. 3 1s a block diagram of a computer configured according to principles set
forth below:; and

FIG. 4 1s a flowchart of an exemplary process for monitoring responder
interaction with equipment; and

FIG. 5 1s a tlowchart of an exemplary process for verifying credentials of a

responder and associating equipment data with the responder.
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DETAILED DESCRIPTION

Betfore describing 1n detail exemplary embodiments, it 1s noted that the
embodiments reside primarily in combinations of apparatus components and
processing steps related to tracking responders and equipment usage. Accordingly,
components have been represented where appropriate by conventional symbols 1n the
drawings, showing only those specific details that are pertinent to understanding the
embodiments so as not to obscure the disclosure with details that will be readily
apparent to those of ordinary skill in the art having the benefit of the description
herein.

As used herein, relational terms, such as “first” and “second,” “top” and
“bottom,” and the like, may be used solely to distinguish one entity or element from
another entity or element without necessarily requiring or implying any physical or
logical relationship or order between such entities or elements.

Some embodiments include a node/network aggregation gateway device
("gateway device") for on-scene communications that includes a communication hub
which translates communications and data from disparate devices on and/or used by
the responder and transmits that information to interested participants or stakeholders
such as an incident commander. Communication devices and equipment with which
the gateway device may communicate include, for example, interpersonal
communications devices such as the EPIC 3 Products for radio interface and talk
around commercially provided by Scott Safety of Monroe, North Carolina, handheld
radios, thermal 1maging cameras, in-mask displays, gas detectors, consoles for seli-
contained breathing apparatus (SCBA) such as the Scott Satety Air Pak, Scott
Safety® PDU (personal distress unit), personal alert safety system (PASS),
BLUETOOTH lapel speaker microphone (BT-LSM), Scott EPIC Radio Interface (RI)
& thermal 1imaging in-mask (TIM) (e.g., SCOTT SIGHT), smart devices, biometric
devices and/or other data generating devices.

The gateway device communicates with a multitude of devices using wireless
communication. Examples of radio access technologies for providing wireless
communication may include BLUETOOTH networks, cellular networks, wireless
local area networks (WLAN), ZIGBEE networks, TycoNet ™ networks, or any other

suitable means of wireless communication between devices. The gateway device may
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also include an RFID transmitter to transmit data to an RFID reader at a computer or
other device.

The Internet of Things (I0T) 1s known 1n the art as the network of physical
objects or "things" embedded with electronics, software, sensors, and network
connectivity, which enables these objects to collect and exchange data across existing
network infrastructure. In some embodiments, the gateway device may communicate
with the physical objects, such as responder equipment, via the Internet.

The gateway device also carries a responder's personal information — herein
referred to as responder credentials — so that these credentials can be captured by
various other devices and software applications. An Incident Management component
ol the system tracks and places responders 1n assignments according to National
Incident Management Standards (NIMS) using Incident Command Systems (ICS)
Protocol.

FIG. 1 1s a block diagram of a wireless communication network 10 configured
in accordance with principles set forth herein. The wireless communication network
10 1includes a cloud 12 which may include the Internet and/or the public switched
telephone network (PSTN), as well as a mobile ad hoc network (MANET). Cloud 12
may also serve as a backhaul network of the wireless communication network 10.
The wireless communication network 10 includes one or more gateway devices 14A
and 14B, referred to collectively herein as gateway devices 14. Each gateway device
14 1s associated with a responder, such as a first responder, and stores responder
credentials 18 of the responder and also stores equipment data 20, such as equipment
identifiers and status information. The gateway device 14 may be small such as about
the size of a cell phone and worn or possessed by the responder as by attachment to
clothing such as a belt, or kept 1n a pocket of the responder.

Each gateway device 14 may be contigured to communicate with responder
equipment 16A and 16B, referred to collectively herein as responder equipment 16.
The responder equipment 16 may include at least one of a handheld radio, a thermal
1maging camera, an in-mask display, a console for a seli-contained breathing
apparatus (SCBA), and a personal distress unit (PDU). The responder equipment may
also 1include an emergency vehicle such as a fire engine. For example, the equipment

may transmit an equipment 1dentifier, a status or condition of the equipment, and a
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measurement by the equipment. This transmitted information may be received by the
gateway device 14 1n a first format according to a first protocol native to the
equipment. The gateway device 14 may translate this information into a second
format according to a second protocol understandable by a computer such as the
computer 22A, 22B or 22C, referred to collectively herein as computers 22. Note
that the computer 22 may be a wireless device.

A computer 22 may be 1nstalled at a central location such as a fire station or
police station, or at a location that 1s proximal to a rescue scene, and may be used to
monitor responders and their interactions with equipment. In particular, the computer
22 may host Service and Asset Management (SAM) software, where the second
format and second protocol are compatible with SAM software input requirements.
Also, the computer 22 may include a radio frequency i1dentification (RFID) reader
configured to read responder credentials 18 from the gateway device 14. Note that a
gateway device 14 may communicate directly with a computer 22A or 22B or
indirectly with a computer 2C via the cloud. The computer 22 may be a tower
computer, laptop computer, I-PAD, another wireless device, etc. Note that the
gateway devices 14A and 14B may directly communicate using a wireless
communication technology. In this way, one gateway device, e.g., gateway device
14A, may determine 1its proximity to another gateway device, e.g., gateway device
14B, and may determine a strength of a signal from the other gateway device, e.g.,
gateway device 14B. In one embodiment, the proximity may be determined using a
signal strength such as a BLUETOOTH signal strength.

In some embodiments, the computer 22 may be 1n direct communication with
responder equipment 16, such as a fire truck, and may be 1n direct communication
with the router or wireless modem 24 to connect to the cloud 12. In some
embodiments, SAM software may be installed on the laptop computer 22B or 22C,
which may provide local monitoring capabilities to monitor the gateway devices 14
and the responder equipment 16 to which they connect. Also, in some embodiments,
some responder equipment 16 may communicate directly with other responder
equipment 16. This may be done by wireline or wirelessly using Bluetooth, Wi-Fi, a
personnel accountability system such as the Scott Electronic Management System

(SEMS-2), native mobile radio technology or other radio access technology. Further,
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the gateway device 14 may also receive data from sensors 17 which may be 1nstalled
in a smart building. This sensor data contributes to the equipment data 20 that the
gateway device 14 relays to a central location such as computer 22A, 22B, or via the
cloud 12, computer 22C.

FIG. 2 1s a block diagram of a gateway device 14 constructed in accordance
with principles set forth herein. The gateway device 14 includes processing circuitry
28. In some embodiments, the processing circuitry 28 may include a memory 30 and
processor 32, the memory 30 containing instructions which, when executed by the
processor 32, contigure processor 32 to perform the one or more functions described
herein. In addition to a traditional processor and memory, processing circuitry 28
may comprise integrated circuitry for processing and/or control, e.g., one or more
processors and/or processor cores and/or FPGAs (Field Programmable Gate Array)
and/or ASICs (Application Specific Integrated Circuitry).

Processing circuitry 28 may include and/or be connected to and/or be
configured for accessing (e.g., writing to and/or reading from) memory 30, which may
include any kind of volatile and/or non-volatile memory, e.2., cache and/or buifer
memory and/or RAM (Random Access Memory) and/or ROM (Read-Only Memory)
and/or optical memory and/or EPROM (Erasable Programmable Read-Only
Memory). Such memory 30 may be contigured to store code executable by control
circuitry and/or other data, e.g., data pertaining to communication, e.g., configuration
and/or address data of nodes, etc. Processing circuitry 28 may be configured to
control any of the methods described herein and/or to cause such methods to be
performed, e.g., by processor 32. Corresponding instructions may be stored 1n the
memory 30, which may be readable and/or readably connected to the processing
circuitry 28. In other words, processing circuitry 22 may include a controller, which
may comprise a microprocessor and/or microcontroller and/or FPGA (Field-
Programmable Gate Array) device and/or ASIC (Application Specific Integrated
Circuit) device. It may be considered that processing circuitry 28 includes or may be
connected or connectable to memory, which may be configured to be accessible for
reading and/or writing by the controller and/or processing circuitry 28.

The memory 30 1s configured to store responder credentials 18 and equipment

data 20. The responder credentials 18 may include a unique responder protile based
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on previously-entered individual responder data. The unique responder profile may
include a unique personal 1dentifier such as a unique code. The creation of a unique
code corresponding to a particular responder may serve to ensure that certain sensitive
biographical data (i.e. social security number, address, and the like) may not be
immediately viewable by those viewing a user interface of the computer 22, while the
responder 1s still accurately 1dentified and accounted for 1n the computer 22 via the
formulated code.

For 1nstance, 1n one embodiment, biographical information of a responder 1s
input 1into the computer 22 during an 1nitial registration of the responder. This input
may be performed manually or by scanning a driver license of the responder or by a
device that records biometrics of the responder. This, information may be transterred
from the computer 22 to the gateway device 14 for subsequent credentialing of the
responder. In certain embodiments, the responder protile may optionally comprise
other 1dentifying information in addition to the unique code, such as the responder’s
first and last name, and biometric data such as eye color, 1r1s pattern, fingerprint,
blood type and genetic code. The responder profile may optionally be updated to
include other i1dentiiying information, such as a photo or the like.

Equipment data 20 may include a unique i1dentitier ot each piece of equipment
16 worn and/or used by the responder to whom the gateway device 14 1s assigned.
The equipment data 20 may also include status information concerning a condition or
state of the equipment 16. For example, equipment data 10 may include an indication
of remaining power of an item of equipment. The equipment data 20 may also
include a measurement made by an item of equipment 16 such as detection of a gas by
a gas detector. Equipment data 20 may be received 1n one format and translated to a
different format compatible with a communications protocol of the computer 22.

Thus, the processor 32 of the gateway device 14 may be programmed to
implement an information translator 34. The information translator 34 1s configured
to translate equipment data 20 received from equipment 16 1n a first format according
to a first protocol to a second format according to a second protocol to be received by
the computer 22.

The processor 32 may also be programmed to implement a position determiner

36 which determines the position of the gateway device 14. An accelerometer 38 1s
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coniigured to detect a sudden acceleration followed by a sudden deceleration which
occurs when a responder taps the gateway device 14 to trigger the gateway device 14
to transmit and/or receive equipment data 20 and/or transmit responder credentials 18.
A magnitude of acceleration and/or deceleration may be compared to a threshold to
determine 1f the intent by the responder 1s to trigger data transier by the gateway
device 14. The accelerometer can also be used to detect when the responder has
potentially incurred an unintended action such as falling.

In some embodiments, the gateway device 14 also includes a user interface 40
such as a display, an interactive display, etc., to enable the user to view a state of the
gateway device and may also indicate to the responder a state of the equipment used
and/or worn by the responder.

The gateway device 14 includes at least one transceiver 42 to receive
equipment data 20 from responder equipment 16 and to transmit responder credentials
18 and equipment data 20 to the computer 22 or to the router/wireless modem 24 and
thence, to the cloud. Multiple transceivers 42 may be provided to enable
communication via a plurality of radio access technologies. For example, one
transceiver may be able to communicate with a piece of responder equipment via
Bluetooth or Wi-Fi technology and another transceiver may be able to communicate
with the wireless modem or directly with the Internet via a 3" Generation Partnership
Project (3GPP) protocol such as 4G (long term evolution (LTE)) cellular technology.
The LTE technology may also be used to receive data from other sensors 17 installed
within a smart building. Data from these sensors 17 may also be forwarded to a
central location such as the computer 22. In addition, the transceivers 42 may include
a Global Positioning System (GPS) receiver. The gateway device 14 may also

include other input elements (not shown) to allow the user to 1input credentials or

allow an operator to program/configure the gateway device 14. In some
embodiments, the user interface (40) of the gateway device 14 may have indicators,
such as light emitting diodes (LEDs), and the like, to provide operational status
indications to the user. Operational status indications may include, but are not limited
to, battery level of the gateway device 14, communications establishment/strength

with other devices such the computer 22 and or router wireless/modem 24, etc.
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FIG. 3 1s a block diagram of a computer 22 configured to store and process
responder credentials 18 and equipment data 20. The computer includes processing
circuitry 48. In some embodiments, the processing circuitry 48 may include a
memory 50 and processor 52, the memory S0 containing instructions which, when
executed by the processor 52, configure processor 52 to pertorm the one or more
functions described herein. In addition to a traditional processor and memory,
processing circuitry 48 may comprise integrated circuitry for processing and/or
control, e.g., one or more processors and/or processor cores and/or FPGAs (Field
Programmable Gate Array) and/or ASICs (Application Specific Integrated Circuitry).

Processing circuitry 48 may include and/or be connected to and/or be
configured for accessing (e.g., writing to and/or reading from) memory 50, which may
include any kind of volatile and/or non-volatile memory, e.g., cache and/or buifer
memory and/or RAM (Random Access Memory) and/or ROM (Read-Only Memory)
and/or optical memory and/or EPROM (Erasable Programmable Read-Only
Memory). Such memory 50 may be configured to store code executable by control
circuitry and/or other data, e.g., data pertaining to communication, €.g., configuration
and/or address data of nodes, etc. Processing circuitry 48 may be configured to
control any of the methods described herein and/or to cause such methods to be
performed, e.g., by processor 52. Corresponding instructions may be stored in the
memory S0, which may be readable and/or readably connected to the processing
circuitry 48. In other words, processing circuitry 48 may include a controller, which
may comprise a microprocessor and/or microcontroller and/or FPGA (Field-
Programmable Gate Array) device and/or ASIC (Application Specific Integrated
Circuit) device. It may be considered that processing circuitry 48 includes or may be
connected or connectable to memory, which may be contigured to be accessible for
reading and/or writing by the controller and/or processing circuitry 48.

The memory 50 1s configured to store responder credentials 18 and equipment
data 20. The processor 52 1s configured to implement credential verification 54 by
rece1ving responder credentials from the gateway device 14 and comparing the
received responder credentials to a set of responder credentials previously stored at
the computer 22. This comparison may be triggered when the responder comes 1n

proximity to the computer 22. The computer 22 may have an RFID contigured to
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read the credentials wirelessly trom the gateway device 14. If the stored responder
credentials and the received responder credentials match, the computer 22 registers
the responder as being on duty.

In some embodiments, the processor 48 implements an equipment/responder
correlator 56 which associates in memory the equipment data 20 received from the
gateway device 14 to the responder whose credentials have been veritied.

The user interface 58 of the computer 22 enables a responder to cause the
computer 22 to read the responder credentials 18 from the gateway device 14. In
some embodiments, the gateway device 14 may transmit equipment data 20
periodically to the computer 22 or 1n response to a request transmitted wirelessly from
the computer 22. The computer 22 stores the received equipment data 20 and may
display the equipment data 20 via the user interface 58. Thus, the user interface 58
may include a video monitor that displays a graphical user interface.

The transceiver 60 receives the responder credentials 18 and equipment data
20 trom the gateway device 14 according to the second protocol and 1n a second
format transmitted by the gateway device 14, as explained above. For example, the
transceiver 60 may include an RFID reader and/or a BLUETOOTH or Wi-Fi
transceiver.

FIG. 4 1s a flowchart of an exemplary process 1n a gateway device 14 for
monitoring interaction of a responder with equipment 16. The process includes
storing responder credentials 18 and equipment data 20 in the memory 30 (block
S5S100). The process further includes translating, via the information translator 34,
equipment data 20 received from equipment 16 1n a first format according to a first
protocol to a second format according to a second protocol understandable by a
computer 22 (block S102). The process also includes receiving equipment data 20
from external equipment 16 (block S104), transmitting responder credentials 18 to the
computer 22 (block S106) and transmitting equipment data 20 to the computer 22
(block S108).

FIG. 5 1s a flowchart of an exemplary process 1n a computer 22 for receiving
and verilying responder credentials 18 and receiving and displaying equipment data
20. The process includes receiving, via the transceiver 60, responder credentials

from a gateway device 14 registered to a responder (block S110). The process also
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includes implementing credential verification 54 by comparing the received responder
credentials 18 to stored responder credentials corresponding to the responder (block
S112) The process also includes receiving equipment data from the gateway device
(block S114) and correlating, via the equipment/responder correlator 56, the
equipment data 20 with the responder (block S116).

EXAMPLE

Firelighter Mike arrives for his shift at the fire station. Upon arriving at the
station he retrieves his gateway device 14 from a charging base, the gateway device
14 already having recorded his responder credentials 18. He walks to the computer 22
and touches his gateway device 14 to an RFID reader 1n the computer 22. Staffing
software loaded 1n the computer 22 reads his gateway device 14 and receiving Mike’s
responder credentials 18 from the gateway device 14, the computer 22 registers him
as on duty. Mike places his gateway device 14 on his belt and begins his shiit at the
department.

While performing the inspection of his Air Pak, Mike taps his gateway device
14 to register into the Service and Asset Management (SAM) software of the
computer 22. The responder credentials 18 received [rom the gateway device 14
allows the SAM to know that Mike Scott from Anytown Fire Department 1s the
person doing the inspection on that particular Air Pak. Further, in some embodiments,
the gateway device 14 receives equipment status data that 1s forwarded to the
computer 22.

Shortly after Mike completes his inspection he 1s dispatched on an emergency
call to respond to a structure fire. Mike quickly heads to the fire engine 16 and gets in
the jump seat. An RFID reader or radio 1n the fire engine picks up on the signal from
Mike's gateway device 14 and registers the fact that Mike 1s on board. In route to the
incident, Mike begins to put on all his gear. Mike gets 1nto his air pack and attaches
his gateway device 14. The gateway device 14 gathers data from the equipment Mike
wears and/or uses and relays this data to the computer 22 according to a protocol and
format understandable by the computer 22.

Some embodiments advantageously provide a method, gateway device,
computer and computer program product for monitoring responder interaction with

equipment and credentialing ot a responder. According to one aspect, a gateway
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device (14) 1s configured to be worn by a responder and to monitor interaction of the
responder with equipment. The gateway device (14) includes a memory (30) and a
processor (32). The memory (30) 1s configured to store responder credentials (18)
and equipment data (20). The processor (32) 1s in communication with the memory
(30) and 1s configured to translate equipment data received from equipment in a [irst
format according to a first protocol to a second tormat according to a second protocol,
the translated equipment data relayable to a computer (22). The processor (32) 1s also
configured to register equipment data in the memory (30). The gateway device (14)
also 1includes a transceiver (42) coniigured to receive the equipment data (20) from
external equipment, transmit responder credentials (18) to the computer (22) and
transmit the translated equipment data to the computer (22).

According to this aspect, 1n some embodiments, the transceiver (42) includes
circuitry to receive and transmit according to at least one of the following radio access
technologies: Bluetooth®, cellular, wireless local area networks (WLAN), Zigbee®,
and TycoNet ™ . In some embodiments, the computer (22) hosts Service and Asset
Management (SAM) software and the second format and second protocol are
compatible with SAM software input requirements. In some embodiments, the
equipment from which equipment data (20) 1s translatable by the processor (32)
includes at least one of a handheld radio, a thermal 1imaging camera, an in-mask
display, a console for a self-contained breathing apparatus (SCBA), and a personal
distress unit (PDU). In some embodiments, the responder credentials (18) include
biometric data. In some embodiments, at least one of the equipment data (20) and
responder credentials (18) are stored at a remote location. In some embodiments, the
gateway device (14) also includes an accelerometer (38) to detect an acceleration of
the gateway device (14) exceeding a threshold to prompt the gateway device (14) to
communicate with the computer (22). In some embodiments, the gateway device (14)
further includes an operational status indicator (40). In some embodiments the
operational status indicator (40) gives a visual indication of signal strength of signals
received from external equipment.

According to another aspect, a method 1n a gateway device (14) configured to
be worn by a responder and to monitor interaction of the responder with equipment 1s

provided. The method includes storing responder credentials (18) and equipment data
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(20). The method further includes translating equipment data (20) received from
equipment 1n a first format according to a first protocol to a second format according
to a second protocol, the translated equipment data relayable to a computer (22). The
method further includes receiving equipment data (20) from external equipment,

>  transmitting responder credentials (18) to the computer and transmitting the translated
equipment data to the computer (22).

According to this aspect, 1n some embodiments, the receiving and transmitting
1s according to at least one of the following radio access technologies: Bluetooth®,
cellular, wireless local area networks (WLAN), Zigbee®, and TycoNet ™ . In some

10 embodiments, the computer hosts Service and Asset Management (SAM) software
and the second format and second protocol are compatible with SAM software input
requirements. In some embodiments, the equipment from which equipment data (20)
1s translatable 1ncludes at least one of a handheld radio, a thermal 1imaging camera, an
in-mask display, a console for a selt-contained breathing apparatus (SCBA), and a

15  personal distress unit (PDU). In some embodiments, the responder credentials (18)
include biometric data. In some embodiments, at least one of the equipment data (20)
and responder credentials (18) are stored at a remote location. In some embodiments,
the method further includes detecting an acceleration of the gateway device exceeding
a threshold to prompt the gateway device (14) to communicate with the computer

20  (22). In some embodiments, the method includes indicating an operational status of
equipment. In some embodiments, indicating an operational status of the equipment
includes giving a visual indication of signal strength of signals received from external
equipment.

According to another aspect, a method 1n a computer (22) for verifying

25  responder credentials (18) of a responder and correlating equipment data (20) with the
responder 1s provided. The method includes receiving responder credentials (18)
from a gateway device (14) registered to a responder. The method further includes
comparing the received responder credentials (18) to stored responder credentials
corresponding to the responder 1n order to verity the received responder credentials

30  (18). The method further includes receiving equipment data (20) from the gateway

device (14) and correlating the equipment data (20) with the responder.
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According to another aspect, a computer (22) 1s configured to verily responder
credentials (18) of a responder and correlate equipment data (20) with the responder.
The computer (22) includes a memory (50) configured to store responder credentials
(18) and equipment data (20). The computer (22) also includes a processor (52) in

S communication with the memory (50) and configured to receive responder credentials
(18) from a gateway device (14) registered to a responder and compare the received
responder credentials (18) to stored responder credentials corresponding to the
responder 1n order to verily the received responder credentials. The processor (52) 1s
also contigured to receive equipment data (20) from the gateway device (14) and

10 correlate the equipment data (20) with the responder.

Thus, some embodiments provide a convenient way to monitor the presence of
responders and their interaction with equipment, enabling an onsite commander to
track who 1s on site and with what equipment each responders 1s equipped, as well as
a status of that equipment and measurement data from that equipment. Further, some

15 embodiments provide the advantage of translating equipment data (20) from a format
native to a radio access technology of the equipment to a format native to a radio
access technology of a computer (22) at a central or remote location. Advantages also
include providing the responder a status 1n one display of a plurality of equipment
items he or she 1s wearing or using.

20 As will be appreciated by one of skill in the art, the concepts described herein
may be embodied as a method, data processing system, and/or computer program
product. Accordingly, the concepts described herein may take the form of an entirely
hardware embodiment, an entirely software embodiment or an embodiment
combining software and hardware aspects all generally reterred to herein as a

25  “circuit” or “module.” Furthermore, the disclosure may take the form of a computer
program product on a tangible computer usable storage medium having computer
program code embodied 1n the medium that can be executed by a computer. Any
suitable tangible computer readable medium may be utilized including hard disks,
CD-ROMs, electronic storage devices, optical storage devices, or magnetic storage

30  devices.

Some embodiments are described herein with reference to flowchart

illustrations and/or block diagrams of methods, systems and computer program
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products. It will be understood that each block of the tlowchart 1llustrations and/or
block diagrams, and combinations of blocks in the flowchart 1llustrations and/or block
diagrams, can be implemented by computer program instructions. These computer
program instructions may be provided to a processor of a general-purpose computer

S  (thereby creating a special purpose computer), special purpose computer, or other
programmable data processing apparatus to produce a machine, such that the
instructions, which execute via the processor of the computer or other programmable
data processing apparatus, create means for implementing the functions/acts specified
in the tlowchart and/or block diagram block or blocks.

10 These computer program instructions may also be stored 1n a computer
readable memory or storage medium that can direct a computer or other
programmable data processing apparatus to function 1n a particular manner, such that
the instructions stored 1n the computer readable memory produce an article of
manufacture including instruction means which implement the function/act specitied

15 1n the tflowchart and/or block diagram block or blocks.

The computer program instructions may also be loaded onto a computer or
other programmable data processing apparatus to cause a series of operational steps to
be performed on the computer or other programmable apparatus to produce a
computer implemented process such that the instructions which execute on the

20  computer or other programmable apparatus provide steps tor implementing the
functions/acts specified in the flowchart and/or block diagram block or blocks.

It 1s to be understood that the functions/acts noted 1n the blocks may occur out of the
order noted 1n the operational 1llustrations. For example, two blocks shown 1n
succession may 1n fact be executed substantially concurrently or the blocks may

25  sometimes be executed in the reverse order, depending upon the functionality/acts
involved. Although some of the diagrams include arrows on communication paths to
show a primary direction of communication, it 1s to be understood that
communication may occur in the opposite direction to the depicted arrows.

Computer program code for carrying out operations of the concepts described

30  herein may be written 1n an object-oriented programming language such as Java® or

C++. However, the computer program code for carrying out operations of the

disclosure may also be written 1n conventional procedural programming languages,
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such as the "C" programming language. The program code may execute entirely on
the user's computer, partly on the user's computer, as a stand-alone software package,
partly on the user's computer and partly on a remote computer or entirely on the
remote computer. In the latter scenario, the remote computer may be connected to the

S  user's computer through a local area network (LAN) or a wide area network (WAN),
or the connection may be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Many different embodiments have been disclosed herein, 1n connection with

the above description and the drawings. It will be understood that 1t would be unduly

10 repetitious and obtuscating to literally describe and 1llustrate every combination and
subcombination of these embodiments. Accordingly, all embodiments can be
combined 1n any way and/or combination, and the present specification, including the
drawings, shall be construed to constitute a complete written description of all
combinations and subcombinations of the embodiments described herein, and of the

15  manner and process of making and using them, and shall support claims to any such
combination or subcombination.

It will be appreciated by persons skilled 1n the art that the embodiments
described herein are not limited to what has been particularly shown and described
herein above. In addition, unless mention was made above to the contrary, it should

20  be noted that all of the accompanying drawings are not to scale. A variety of
modifications and variations are possible 1n light of the above teachings without

departing from the scope of the following claims.
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What 1s claimed 1s:

1. A gateway device coniigured to be worn by a responder and to monitor
interaction of the responder with equipment, the gateway device comprising:
S a memory (30) configured to store:
responder credentials (18);
equipment data (20);
a processor (32) in communication with the memory (30) and configured to:
translate equipment data received from equipment 1n a first format
10 according to a first protocol to a second tormat according to a second protocol, the
translated equipment data relayable to a computer (22); and
register equipment data (20) 1in the memory (30); and
a transceiver (42) configured to:
receive the equipment data (20) from external equipment;
15 transmit responder credentials (18) to the computer (22); and

transmit the translated equipment data (20) to the computer (22).

2. The gateway device of Claim 1, wherein the transceiver (42) includes
circuitry to receive and transmit according to at least one of the following radio access
20  technologies: Bluetooth®, cellular, wireless local area networks (WLAN), Zigbee®,
and TycoNet ™ .

3. The gateway device of any of Claims 1 and 2, wherein the computer
(22) hosts Service and Asset Management (SAM) software and the second format and

25  second protocol are compatible with SAM software input requirements.

4. The gateway device of any of Claims 1-3, wherein the equipment from
which equipment data (200 1s translatable by the processor (32) includes at least one
of a handheld radio, a thermal 1imaging camera, an 1n-mask display, a console for a

30  self-contained breathing apparatus (SCBA), and a personal distress unit (PDU).
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d. The gateway device of any of Claims 1-4, wherein the responder
credentials (18) include biometric data.
0. The gateway device of any of Claims 1-5, wherein at least one of the

equipment data (20) and responder credentials (18) are stored at a remote location.

7. The gateway device of any of Claims 1-6, further including an
accelerometer (38) to detect an acceleration of the gateway device (14) exceeding a

threshold to prompt the gateway device (14) to communicate with the computer (22).

3. The gateway device of any of Claims 1-7, further comprising an

operational status indicator (40).

9. The gateway device of Claim 8, wherein the operational status
indicator (40) gives a visual indication of signal strength of signals received from

external equipment.

10. A method 1n a gateway device contigured to be worn by a responder
and to monitor 1nteraction of the responder with equipment, the method comprising:

storing responder credentials (18) and equipment data (20) (S100);

translating equipment data received from equipment 1n a first format according
to a first protocol to a second format according to a second protocol, the translated
equipment data relayable to a computer (22) (S102);

recerving equipment data from external equipment (S104);

transmitting responder credentials (18) to the computer (22) (S106); and

transmitting the translated equipment data to the computer (22) (S108).

11. The method of Claim 10, wherein the receiving and transmitting 1s

according to at least one of the following radio access technologies: Bluetooth®,

cellular, wireless local area networks (WLAN), Zigbee®, and TycoNet ™.
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12. The method of any of Claims 10 and 11, wherein the computer (22)
hosts Service and Asset Management (SAM) software and the second format and

second protocol are compatible with SAM soiftware input requirements.

13. The method of any of Claims 10-12, wherein the equipment from
which equipment data (20) 1s translatable includes at least one of a handheld radio, a
thermal 1maging camera, an in-mask display, a console for a self-contained breathing

apparatus (SCBA), and a personal distress unit (PDU).

14. The method of any of Claims 10-13, wherein the responder credentials

(18) include biometric data.

15. The method of any of Claims 10-14 wherein at least one of the

equipment data (20) and responder credentials (18) are stored at a remote location.

16.  The method of any of Claims 10-135, further comprising detecting an
acceleration of the gateway device (14) exceeding a threshold to prompt the gateway

device (14) to communicate with the computer (22).

17. The method of any of Claims 10-6, further comprising indicating an

operational status of equipment.

18. The method ot Claim 17, wherein indicating an operational status of
the equipment includes giving a visual indication of signal strength of signals received

from external equipment.

19. A method 1n a computer for verifying responder credentials of a

responder and correlating equipment data with the responder, the method comprising:
rece1ving responder credentials (18) from a gateway device (14) registered to a

responder (S110);
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comparing the received responder credentials (18) to stored responder
credentials corresponding to the responder 1n order to verily the received responder
credentials (18) (S112);

recerving equipment data (20) from the gateway device (S114); and

correlating the equipment data (20) with the responder (S116).

20. A computer configured to verily responder credentials ot a responder
and correlate equipment data with the responder, the computer comprising:
a memory (50) configured to store:
responder credentials (18); and
equipment data (20); and
a processor (32) in communication with the memory (50) and configured to:
receive responder credentials (18) from a gateway device (14)
registered to a responder; and
compare the received responder credentials (18) to stored responder
credentials corresponding to the responder 1n order to verily the received responder
credentials:
receive equipment data (20) from the gateway device (14); and

correlate the equipment data (20) with the responder.
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