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(57) Abstract: A method of selectively securing a computing device at a dock-
ing station may include creating a security key between a security application
programming interface (API) and an application executed on the computing de-
vice; upon logging into and execution of a basic input/output system (BIOS) of
the computing device by a user, registering the application with the security API
using the security key; and, upon receipt of a request to remove the computing
device from the docking station, validating the user is authorized to remove the
computing device from the docking station based on settings associated with the

application.
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SELECTIVE SECURING OF COMPUTING DEVICES
WITH DOCKING STATIONS

BACKGROUND

[0001] Computing devices may be secured any number of ways in order
to prevent both the theft of the data maintained thereon as well as the hardware
of the computing device itself. One such way to prevent this theft is to couple,
physically, the computing device to a docking station. The docking station may
prevent the decoupling of the computing device therefrom unless, for example,
a key is used to physically unlock the computing device from the docking

station.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The accompanying drawings illustrate various examples of the
principles described herein and are part of the specification. The illustrated
examples are given merely for illustration, and do not limit the scope of the
claims.

[0003] Fig. 1 is a flowchart depicting a method of selectively securing a
computing device at a docking station according to an example of the principles
described herein.

[0004] Fig. 2 is a block diagram of a docking station interface system
according to an example of the principles described herein.

[0005] Fig. 3 is a diagram depicting a process flow descriptive of the
removal of a computing device from a docking station according to an example,

of the principles described herein.
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[0006] Throughout the drawings, identical reference numbers designate
similar, but not necessarily identical, elements. The figures are not necessarily
to scale, and the size of some parts may be exaggerated to more clearly
illustrate the example shown. Moreover, the drawings provide examples and/or
implementations consistent with the description; however, the description is not

limited to the examples and/or implementations provided in the drawings.

DETAILED DESCRIPTION

[0007] Docking stations for computing devices selectively prevent
computing devices from being removed therefrom. In an example, a physical
lock may secure the computing device, physically, to the docking station.
Without the physical key, a user may not be allowed to remove the computing
device from the docking station. However, this limitation prevents those who
may actually have authority to remove the computing device from the docking
station from doing so without a physical key. Furthermore, some users may not
have authority to remove the computing device from the docking station under
some circumstances but may have such authority under other circumstances.
Having such restrictions placed on the removal of the computing device from the
docking station provides functional limitations on the system as a whole.

[0008] In order to increase the functionality of the system that includes
the computing device and docking station, any physical security device may be
augmented with a hardware and/or computer executable program code in order
to increase this functionality. Such augmentations may allow for relatively more
robust security augmentations in the system, increase or decrease the access
to certain hardware of the computing device such as input/output (1/O) ports,
and increase or decrease the access to executable program code on the
computing device. The present specification describes a computing device that
includes an application programming interface (API) that reviews customized
settings associated with an application executed on the computing device and

overrides a physical lock where those settings dictate such authority to override
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exist. These settings, in any example presented herein, may be docking station
specific, location specific, user specific, and/or executed application specific.
[0009] The present specification describes a method of selectively
securing a computing device at a docking station, including creating a security
key between a security application programming interface (API) and an
application executed on the computing device; upon logging into and execution
of a basic input/output system (BIOS) of the computing device by a user,
registering the application with the security API using the security key; and,
upon receipt of a request to remove the computing device from the docking
station, validating the user is authorized to remove the computing device from
the docking station based on settings associated with the application.

[0010] The present specification also describes a docking station
interface system, including a computing device comprising a processor, the
computing device selectively and physically couplable to a docking station; an
application executed by the processor; and a secure application programming
interface (API) to create a security key to be used among the secure API and
the application executed by the processor; wherein upon logging into and
execution of a basic input/output system (BIOS) of the computing device by a
user the secure API registers the application with the secure API using the
security key; and wherein, upon receipt of a request to remove the computing
device from the docking station, validating that the user is authorized to remove
the computing device from the docking station based on settings associated
with the application.

[0011] The present specification further describes a non-transitory
computer readable storage medium comprising computer usable program code
embodied therewith, the computer usable program code to, when executed by a
processor: create a security key between a security application programming
interface (API) and an application executed on the computing device; upon
logging into and execution of a basic input/output system (BIOS) of the
computing device by a user, register the application with the security APl using
the security key; and upon receipt of a request to remove the computing device

from the docking station, validate the user is authorized to remove the
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computing device from the docking station based on settings associated with
the application.

[0012] As used in the present specification and in the appended claims,
the term “application programming interface (API)” is meant to be understood as
computer executable program code that defines certain set(s) of subroutine
definitions, communication protocols, and/or tools that interfaces a basic
input/output system (BIOS) with an application being executed by a processor of
a computing device.

[0013] Turning now to the figures, Fig. 1 is a flowchart depicting a method
(100) of selectively securing a computing device at a docking station according
to an example of the principles described herein. The method (100) may
include creating (105) a security key between a security application
programming interface (API) and an application executed on the computing
device. The creation (105) of the security key allows authentication between the
BIOS/application programming interface (API) and an application executed on
the computing device. In an example, the security key may be associated with
a specific user as logged into the computing device. This alone or along with
settings associated with the application, may dictate whether a user may be
authorized to decouple the computing device from the docking station. In an
example, the security key may be created for each and any user when the
application is uploaded to the computing device. In an example, the security
key may be created when a user creates a sign-in credential on the computing
device.

[0014] The method (100) may include, upon logging into and execution of
a basic input/output system (BIOS) of the computing device by a user,
registering (110) the application with the security API using the security key.
Registration (110) of the application with the security API allows the computing
device to recognize the correct security key associated with the specific user
who has logged into the BIOS of the computing device. This security key may
be used later in the process to determine whether and how the user has

authority to interact with the computing device and/or docking station.
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[0015] The method (100) may also include, upon receipt of a request to
remove the computing device from the docking station, validating (115) the user
is authorized to remove the computing device from the docking station based on
settings associated with the application. As described herein the security key
associated with a user may allow the user and/or an administrator to associated
a number of settings associated with the application or any application being
executed on the computing device. These settings may include any number of
if/then rules that set standards as to when and if any specific user may remove
the computing device from the docking station. Thus, based first on the security
key being registered with the BIOS of the computing device and then the
specific settings associated with a user and the application the user is having
executed on the computing device, a user may or may be prevented from
removing the computing device from the docking station.

[0016] By way of example, the computing device may be used at point of
sale (POS) scenario. The computing device, in such a location as a POS, may
be secured to a docking station in order to prevent theft of the computing
device. In this specific example, the computing device may be coupled to the
docking station using some mechanical device such as a locking pin. In an
example, this mechanical device may be coupled to a motor that is capable of
actuating the mechanical device so that the computing device may be removed
from the docking station without the use of, for example, a physical key.

[0017] During use of the computing device at the POS, the user may
interface with the computing device executing a POS application. As described
herein, the POS application may have registered (110) with the security API
using the security key when the user has logged into the computing device
and/or POS application and when the BIOS has been executed by a processor
of the computing device. During execution of the POS application, the BIOS
may be updated with the security key so that the POS application and its
associated settings (i.e. if/then rules) may be used during operation of the
computing device by the user.

[0018] The user, in an example, may execute a request to release or

otherwise decouple the computing device from the docking station. This
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request may be created as a result, in an example, of the user pressing a button
on either the docking station or computing device. In another example, the user
may interface with a graphical user interface presented on a screen or display
device of the computing device so as to cause the release or decoupling signal
to be sent to the processor or the computing device. In either example, the
security APl may send a notification to the POS application registered with the
BIOS of the computing device.

[0019] The POS application may then indicate the authenticity of the user
and consult the settings associated with that POS application to determine
whether the user is authorized to remove the computing device from the docking
station. The settings may selectively prevent the user from removing the
computing device based on the time of day, whether the useris allowed to
remove the computing device because the POS application is being executed
(or any other application), and where the computing device is currently located
(i.e., which among a plurality of docking stations the computing device is
coupled to), among other criteria. Any other type of setting may be initiated and
crafted by, for example, an administrator so that any myriad of conditions is
present in order for the user to be authorized to remove the computing device.
[0020] Where the user is not authorized to remove the computing device
from the docking station based on the herein-described criteria, the user may be
notified. Such a notification may be in the form of an auditory or visual output
from either the computing device and/or docking station. In an example, a
visual cue in the form of an illuminated button may be presented to the user
indicating, in the color red for example, that the user is not allowed to detach or
uncouple the computing device from the docking station. In this example, the
mechanical device locking the computing device to the docking station is not
deactivated maintaining a secured state of the computing device to the docking
station.

[0021] Where the user is authorized to remove the computing device from
the docking station based on the herein-described criteria, other auditory and/or
visual outputs may be presented to the user. When the user is so notified that

the user is authorized to remove the computing device from the docking station,
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the user may pull the computing device away from the docking station rendering
the computing device mobile. In an example, the mechanical device securing
the computing device to the docking station may be activated so that the
mechanical device is no longer securing the computing device to the docking
station.

[0022] When the computing device is removed by the user from the
docking station, the application (in this example the POS application) may be
notified of the removal of the computing device. Additional notifications may be
presented to the application being executed at any time and state of the
computing device. By way example, the security API may notify the POS
application of the docking state of the computing device: i.e., docked, not
docked, or docking jam detected. In an example, the security APl may notify
the POS application of the secured state of the computing device to the docking
station: i.e., locked to the docking station or unlocked but affixed to the docking
station. In an example, the security APl may notify the POS application of the
identification or serial number associated with the docking station to which the
computing device is physically coupled to and/or communicatively coupled to.
[0023] In the example where the POS application is being executed,
certain ports may be selectively secured from access by the user. In a specific
example, the POS application may prevent a user from accessing a USB port
that is tied to a cash drawer. In this example, the settings associated with the
POS application may indicate that the user has access to remove the computing
device from the docking station but does not have access to, via the USB port,
open a cash drawer associated with that docking station. This may limit the
access to a specific drawer of cash to a specific employee (i.e., user) within a
workforce. Additional limitations may be added, via the POS application, that
limit or describe the user's ability to interact with any peripheral device
communicatively coupled to the computing device either directly to a port on the
computing device itself or through a port on the docking station. In this
example, the POS application may be notified of the presence of a port and
whether any available ports are enabled or disabled based on the settings

associated with the user and the POS application. In any of these examples,
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the port may be selectively rendered accessible or inaccessible to any specific
user under any specific settings (i.e., if/then rules) associated with any of the
applications executed on the computing device.

[0024] In some examples, multiple docking stations may exist within a
certain environment. In this example, one of the settings associated with the
application and checked by the security APl may adjust a user's authority based
on the location of the docking station. Continuing with the POS application
example being executed on the computing device, when the computing device
is removed from one docking station and moved to another, the authority to
conduct certain takes by the user may be increased or decreased. In a specific
case where the computing device is used as a telling machine, by removing the
computing device from one docking station to a separate docking station may
prevent or allow a user to access a cash drawer associated with the separate
docking station.

[0025] Through the use of the security API that interfaces with the
application being executed on the computing device, the security of the physical
hardware of the computing device and/or the data maintained on the computing
device may be better controlled. Indeed, any number of conditions may be set
via these settings thereby increasing the flexibility and functionality of the
computing device and docking station during use.

[0026] Fig. 2 is a block diagram of a docking station interface system
(200) according to an example of the principles described herein. The docking
station interface system (200) may include a computing device (205) that
executes, via a processor (210), a secure application programming interface
(API) (220) and an application (215) as described herein. The computing device
(205) may be any type of computing device such as a server, a desktop
computer, a laptop computer, a personal digital assistant (PDA), a mobile
device, a smartphone, a gaming system, and a tablet, among other types of
computing devices.

[0027] The computing device (205) may be utilized in any data
processing scenario including, stand-alone hardware, mobile applications,

through a computing network, or combinations thereof. Further, the computing
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device (205) may be used in a computing network, a public cloud network, a
private cloud network, a hybrid cloud network, other forms of networks, or
combinations thereof. In one example, the methods provided by the computing
device (205) are provided as a service over a network by, for example, a third
party. In this example, the service may comprise, for example, the following: a
Software as a Service (SaaS) hosting a number of applications; a Platform as a
Service (PaaS) hosting a computing platform comprising, for example, operating
systems, hardware, and storage, among others; an Infrastructure as a Service
(laaS) hosting equipment such as, for example, servers, storage components,
network, and components, among others; application programming interface
(API) as a service (APlaaS), other forms of network services, or combinations
thereof. The present systems may be implemented on one or multiple hardware
platforms, in which the modules in the system can be executed on one or across
multiple platforms. Such modules can run on various forms of cloud
technologies and hybrid cloud technologies or offered as a SaaS (Software as a
service) that can be implemented on or off the cloud. In another example, the
methods provided by the computing device (205) and docking station interface
system (200) are executed by a local administrator.

[0028] To achieve its desired functionality, the computing device (205)
may include various hardware components. Among these hardware
components may be any number of processors including the processor (210) of
the computing device (205), a number of data storage devices, a number of
peripheral device adapters, and a number of network adapters. These
hardware components may be interconnected through the use of a number of
busses and/or network connections. In one example, the processor (210), data
storage device, peripheral device adapters, and a network adapter may be
communicatively coupled via a bus.

[0029] The processor (210) may include the hardware architecture to
retrieve executable code from the data storage device and execute the
executable code. The executable code may, when executed by the processor
(210), cause the processor (210) along with the application (215) and secure

API (220) to implement at least the functionality of creating (105) a security key
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between a security application programming interface (API) and an application
executed on the computing device; upon logging into and execution of a basic
input/output system (BIOS) of the computing device by a user, registering (110)
the application with the security APl using the security key; and, upon receipt of
a request to remove the computing device from the docking station, validating
(115) the user is authorized to remove the computing device from the docking
station based on settings associated with the application., according to the
methods of the present specification described herein. In the course of
executing code, the processor (210) may receive input from and provide output
to a number of the remaining hardware units.

[0030] The data storage device may store data such as executable
program code that is executed by the processor (210) or other processing
device. As will be discussed, the data storage device may specifically store
computer code representing a number of applications that the processor (210)
executes to implement at least the functionality described herein.

[0031] The data storage device may include various types of memory
modules, including volatile and nonvolatile memory. For example, the data
storage device of the present example includes Random Access Memory
(RAM), Read Only Memory (ROM), and Hard Disk Drive (HDD) memory. Many
other types of memory may also be utilized, and the present specification
contemplates the use of many varying type(s) of memory in the data storage
device as may suit a particular application of the principles described herein. In
certain examples, different types of memory in the data storage device may be
used for different data storage needs. For example, in certain examples the
processor (210) may boot from Read Only Memory (ROM), maintain nonvolatile
storage in the Hard Disk Drive (HDD) memory, and execute program code
stored in Random Access Memory (RAM).

[0032] The data storage device may comprise a computer readable
medium, a computer readable storage medium, or a non-transitory computer
readable medium, among others. For example, the data storage device may
be, but not limited to, an electronic, magnetic, optical, electromagnetic, infrared,

or semiconductor system, apparatus, or device, or any suitable combination of
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the foregoing. More specific examples of the computer readable storage
medium may include, for example, the following: an electrical connection having
a number of wires, a portable computer diskette, a hard disk, a random-access
memory (RAM), a read-only memory (ROM), an erasable programmable read-
only memory (EPROM or Flash memory), a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic storage device, or
any suitable combination of the foregoing. In the context of this document, a
computer readable storage medium may be any tangible medium that can
contain, or store computer usable program code for use by or in connection with
an instruction execution system, apparatus, or device. In another example, a
computer readable storage medium may be any non-transitory medium that can
contain, or store a program for use by or in connection with an instruction
execution system, apparatus, or device.

[0033] The hardware adapters in the computing device (205) enable the
processor (210) to interface with various other hardware elements, external and
internal to the computing device (205) and docking station interface system
(200). For example, the peripheral device adapters may provide an interface to
input/output devices, such as, for example, display device, a mouse, or a
keyboard. The peripheral device adapters may also provide access to other
external devices such as an external storage device, a number of network
devices such as, for example, servers, switches, and routers, client devices,
other types of computing devices, and combinations thereof.

[0034] The display device may be provided to allow a user of the docking
station interface system (200) to interact with and implement the functionality
described herein. The peripheral device adapters may also create an interface
between the processor (210) and the display device, a printer, or other media
output devices. The network adapter may provide an interface to other
computing devices within, for example, a network, thereby enabling the
transmission of data between the computing device (205) and/or docking station
interface system (200) and other devices located within the network.

[0035] As described herein, the computing device (205) may execute, via

the processor (210), a secure API (220) in order to create a security key (225)
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between the secure API (220) and the application (215) being executed. the
security key (225) allows the secure API (220) to communicate with, securely
transmit setting data, and provide authorization to the processor (210) of the
computing device (205) as described herein. In a specific example, the
communication and transmission of the settings to the processor (210) allow a
user to be selectively allowed or prevented from removing the computing device
(205) from a docking station. In an example, the communication and
transmission of the settings to the processor (210) allows for an administrator of
the computing device (205) to set if a user may detach the computing device
(205) from the docking station, to which docking stations the user may couple
the computing device (205) to, and what ports (and, in turn, associated
peripherals) associated with the computing device (205) and/or docking station
the user may have authorization to access. All of this authorization or
revocation of such authorization may be on an application-by-application
(settings-by-settings) basis. That is, the authorization of a user to either detach
the computing device (205) or access ports may be based on the currently
executed application (215) on the computing device (205) and its associated
settings as described herein.

[0036] As described herein, when the secure API (220) has
communicated with the application (215) via the use of the security key (225), a
request to remove the computing device (205) from the docking station may be
received by the processor (210). This request may be either from the
application (215) itself or from the actuation of a button located on the docking
station. In any example, however, the processor (210) may be provided
authorization data from the secure API (220) indicating whether the computing
device (205) may be removed. Again, in an example, authorization may be
dependent on the user logged into the computing device (205) and/or
application (215); authorization may be dependent on the settings associated
with any particular application (215) being executed; or authorization may be
dependent a combination of these criteria.

[0037] In any example presented herein, the data storage device may

receive data descriptive of the status of the computing device, the status and/or
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identification of the docking station, and/or the status of the computing device
relative to the docking station. This data may include data descriptive of the
docked state of the computing device (205) relative to the docking station such

» o

as “docked,” “not docked,” or “docking jam.” This data may include data
descriptive of the locked state of the computing device (205) relative to the
docking station such as “unlocked,” or “locked.” This data may include data
descriptive of an identification of or serial number associated with any given
docking station. This data may include data descriptive they type of docking
station the computing device (205) is coupled to such as whether the docking
station is a retail hub communicatively coupled to a cash drawer and whether
the ports associated with the cash drawer is “enabled” or “disabled.” Any other
data associated with any of the application (215), computing device (205),
and/or docking station may also be maintained on the data storage device and
the present specification contemplates the storage of these other types of data.
[0038] Fig. 3 is a diagram depicting a process flow (300) descriptive of
the removal of a computing device (205) from a docking station (310) according
to an example, of the principles described herein. At a first diagram indicated by
the circled “A,” a user may have powered up the computing device (205)
secured to the docking station (310). The user may have logged into the
operating system (OS) of the computing device (205) causing the BIOS of the
computing device (205) to cause the secure API (220) to create the security key
(225) with any given application (215) executable by the processor (210).
[0039] In this example, the docking station (310) may include a button
(315) used to send a signal to the processor (210) of the computing device
(205) indicating that the user is attempting to decouple the computing device
(205) from the docking station (310). This button (315) may have a light
emitting diode (LED) or series of LEDS that indicate a status of the process. In
an example, each of the diagrams indicated by the circles in Fig. 3 may be
indicated by a different color of LED thereby indicating the process flow
described in Fig. 3.

[0040] After the application (215) has been registered with the secure API

(220) and the user has actuated the button (315) (indicated in diagram circle
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“B”), a signal may be sent to the secure API (220) requesting information
associated with the settings of the application (215) being executed. Based on
the settings of the application (215) as described herein, the process may
proceed to either allow for removal of the computing device (205) from the
docking station (310) (circle “C”) or rejection of the request to remove the
computing device (205) from the docking station (310) (circle “D”). Again, the
LEDs associated with the button (315) may indicate these two states visually
via, for example, changing to a new color.

[0041] Aspects of the present system and method are described herein
with reference to flowchart illustrations and/or block diagrams of methods,
apparatus (systems) and computer program products according to examples of
the principles described herein. Each block of the flowchart illustrations and
block diagrams, and combinations of blocks in the flowchart illustrations and
block diagrams, may be implemented by computer usable program code. The
computer usable program code may be provided to a processor of a general-
purpose computer, special purpose computer, or other programmable data
processing apparatus to produce a machine, such that the computer usable
program code, when executed via, for example, the processor (210) of the
computing device (205) or other programmable data processing apparatus,
implement the functions or acts specified in the flowchart and/or block diagram
block or blocks. In one example, the computer usable program code may be
embodied within a computer readable storage medium; the computer readable
storage medium being part of the computer program product. In one example,
the computer readable storage medium is a non-transitory computer readable
medium.

[0042] The specification and figures describe a computing device and
docking station system that provides additional functionality and security when
the computing device is attempted to be removed from the docking station.
Based on the application being executed on the computing device, the user may
be selectively allowed or prevented from removing the computing device from
the docking station. Additionally, the user may be selectively allowed or

prevented from accessing ports associated with either the computing device or
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docking station such as an electrical cash drawer used in connection with a
POS application being executed on the computing device.

[0043] The preceding description has been presented to illustrate and
describe examples of the principles described. This description is not intended
to be exhaustive or to limit these principles to any precise form disclosed. Many

modifications and variations are possible in light of the above teaching.
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CLAIMS

WHAT IS CLAIMED IS:

1. A method of selectively securing a computing device at a docking station,
comprising:

creating a security key between a security application programming
interface (API) and an application executed on the computing device;

upon logging into and execution of a basic input/output system (BIOS) of
the computing device by a user, registering the application with the security API
using the security key; and

upon receipt of a request to remove the computing device from a docking
station, validating the user is authorized to remove the computing device from
the docking station based on settings associated with the application.

2. The method of claim 1, wherein signals are sent to the docking station
causing a number of distinct lights to be illuminated based on whether the user
is validated.

3. The method of claim 1, wherein upon removal of the computing device
from the docking station, the security API signals to the application that the

computing device has been removed from the docking station.

4, The method of claim 1, wherein the execution of the application at the
docking station via the user is based on the settings associated with the

application.
5. The method of claim 1, wherein the request to remove the computing

device originates from the docking station by actuation of a button on the

docking station.
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6. The method of claim 5, wherein the actuation of the button on the
docking station sends a signal to the security API indicating a request to undock

from the docking station has been initiated.

7. The method of claim 1, wherein the request to remove the computing

device from the docking station is initiated by the application.

8. A docking station interface system, comprising:

a computing device comprising a processor, the computing device
selectively and physically couplable to a docking station;

an application executed by the processor; and

a secure application programming interface (API) to create a security key
to be used among the secure API and the application executed by the
processor;

wherein upon logging into and execution of a basic input/output system
(BIOS) of the computing device by a user the secure API registers the
application with the secure API using the security key; and

wherein, upon receipt of a request to remove the computing device from
the docking station, validating that the user is authorized to remove the
computing device from the docking station based on settings associated with
the application;

wherein upon validation that the user is authorized, engaging a physical

lock to unlock the computing device from the docking station.

9. The docking station interface system of claim 8, wherein signals are sent
to the docking station by the secure API causing a number of distinct lights to be

illuminated based on whether the user is validated.

10.  The docking station interface system claim 8, wherein upon removal of
the computing device from the docking station, the secure API signals to the
application that the computing device has been removed from the docking

station.
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11.  The docking station interface system of claim 8, wherein the execution of
the application at the docking station via the user is based on the settings

associated with the application.

12.  The docking station interface system of claim 8, wherein the request to
remove the computing device originates from the docking station by actuation of

a button on the docking station.

13.  The docking station interface system of claim 8, wherein the request to
remove the computing device from the docking station is initiated by the

application.

14. A non-transitory computer readable storage medium comprising
computer usable program code embodied therewith, the computer usable
program code to, when executed by a processor:

create a security key between a security application programming
interface (API) and an application executed on the computing device;

upon logging into and execution of a basic input/output system (BIOS) of
the computing device by a user, register the application with the security API
using the security key;

upon receipt of a request to remove the computing device from a docking
station, validate the user is authorized to remove the computing device from the
docking station based on settings associated with the application; and

selectively engage and disengage a locking mechanism between the

computing device and the docking station based on the validation of the user.

15.  The non-transitory computer readable storage medium of claim 14,
wherein upon removal of the computing device from the docking station, the
security API signals to the application that the computing device has been

removed from the docking station.
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