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(57) ABSTRACT 

Systems and methods for controlling devices, including con 
troller and actuators are disclosed. Actuators may be devices 
where remote control of the device or devices is convenient, 
Such as lights, window shades, fans and similar items. In one 
method, a user sends a command to a controller and to an 
actuator. The controller also sends a proxy update to a second 
controller that is also in communication with the actuator. The 
proxy controller, also in contact with the actuator, now has 
knowledge of the state or position of the actuator and is in a 
better position if the proxy controller is asked to assume 
control of the actuator. In another method, an actuator or 
controller may also receive a trigger setup, asking the actuator 
to tell the controller when an action occurs, but not to take 
action until receiving a further command from the controller. 
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BACKGROUND 

0006 1. Field 
0007. This disclosure is related to coordination of control 
lers and actuators in a network. 
0008 2. Description of Related Art 
0009 Reliable coordination of controllers and actuators in 
a network can be challenging. Therefore, there exists a need 
for simpler methods and systems for controlling such sys 
temS. 

SUMMARY 

0010. The present disclosure is useful for controlling 
actuators and other controllers from a first controller. One 
embodiment is a method according to the present disclosure 
for controlling an actuator. The method includes steps of 
sending a command from a controller to an actuator, sending 
a message from the controller to a second controller inform 
ing the second controller of the command, wherein the con 
troller and the second controller store a state of the actuator as 
a result of the actuator executing the command. The method 
also includes steps of sending a second command from the 
second controller to the actuator and sending a message from 
the second controller to the controller informing the control 
ler of the second command, wherein the controller and the 
second controller store the state of the actuator as a result of 
the actuator executing the second command. 
0011. In one embodiment, the actuator comprises a plu 
rality of actuators, of which at least one actuator is selected 
from the group consisting of a lamp, a fan, an air conditioner 
and a shade. In one embodiment, the method further includes 
sending the command to at least one additional actuator or at 
least one additional controller. In one embodiment, the 
method further includes sending an acknowledgement mes 
sage from the second controller to the controller acknowledg 
ing receipt of the command by the second controller. In one 
embodiment, the method further includes step of receiving a 
Switch action at the actuator, sending a message from the 
actuator to at least one of the controller and the second con 
troller requesting an action command based on the Switch 
action received at the actuator. The method also includes steps 
of (i) executing the action command received by the actuator 
if an action command is received from the at least one of the 
controller and second controller within a period of time, or (ii) 
executing a predetermined command by the actuator if an 
action command is not received within the period of time. 
0012. In one embodiment, the period of time is 5 second or 
less. In one embodiment, the command includes a trigger for 
at least one of the second controller and the actuator to 
execute an action after occurrence of an event or passage of a 
period of time. In one embodiment, this method further 
includes steps of experiencing a failure of power at one or 
more of the controller and the actuator before occurrence of 
the event or passage of the period of time; the method then 
includes restoring power to one or more of the controller and 
the actuator, restoring trigger state information from non 
Volatile memory and sending an indication to the controller 
when the event or the passage of time occurs. 
0013. In embodiments, the method further includes steps 
of sending an alert message to the controller from the actuator 
or the second controller that the event has occurred or the 
period of time has elapsed and requesting instructions from 
the controller. In another embodiment, one of the controller 
and the second controller sends a command to the actuator to 
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change a state or a position of the actuator, and the one of the 
controller or the second controller sends a second message 
informing the other of the second controller and the controller 
of the changed state or position of the actuator. In another 
embodiment, the method includes further steps of receiving 
an indication at the controller that the event has occurred or 
the period of time has elapsed, waiting 5 seconds or less at the 
actuator for a second confirmation message from the control 
ler or the second controller that the event has occurred, and 
clearing the trigger when no confirmation message is received 
within 5 seconds or less. 

0014. In embodiments, the method may include further 
steps of storing the command in a memory of the actuator and 
the second controller, wherein the command includes a set 
ting or a position for the actuator. This method also include 
sending a new command to the actuator, the new command 
with a second setting or position for the actuator, and inform 
ing the second controller of the new command, sending an 
alert message from the actuator or the second controller that 
the event has occurred or the period of time has elapsed, and 
executing the new command for the setting or the position of 
the actuator. 
0015. Another embodiment is a method for controlling an 
actuator. The method includes steps of sending a trigger setup 
command from a controller to at least one actuator of a plu 
rality of actuators, receiving an indication of an occurrence of 
a trigger at the at least one actuator, sending a confirmation 
message of the occurrence of the trigger to the controller and 
sending a trigger command to the at least one actuator in 
response to the occurrence of the trigger. 
0016. In embodiments, the at least one actuator is selected 
from the group consisting of home control device, a pump, an 
audio-visual device, a security device, a temperature control 
device, an environmental device, a lighting device, a health 
care device and a user interface device. In another embodi 
ment, the method further includes a step of sending a confir 
mation message of receipt of the trigger command to the 
controller by the at least one actuator. In embodiments, the 
trigger is a Switch action. In embodiments, the trigger is an 
event or a passage of a period of time. In other embodiments, 
the method further includes sending a first command to each 
actuator of the plurality of actuators before the step of sending 
the trigger setup command. In other embodiments, the 
method includes sending the first command from the control 
ler to a proxy controller in operable communication with the 
controller and the plurality of actuators. 
0017. Another embodiment is a method for controlling an 
actuator. The method includes steps of sending a trigger setup 
command from a controller to at least one actuator of a plu 
rality of actuators, receiving an indication of an occurrence of 
a trigger at the at least one actuator, sending a message from 
the actuator to the controller requesting a trigger command 
from the controller, failing to receive the command from the 
controller within a period of time and executing a predeter 
mined command by the actuator after the period of time. In 
Some embodiments, the trigger is initiated by a Switch action. 
In some embodiments, the period of time is 5 seconds or less. 
0018. Another embodiment is a method for controlling an 
actuator. The method includes steps of sending a command 
from a controller to an actuator, sending a confirmation mes 
sage from the actuator to the controller confirming receipt of 
the command, receiving a Switch action at the actuator, send 
ing a message to the controller requesting a command from 
the controller, failing to receive the command from the con 
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troller within a period of time and executing a predetermined 
command by the actuator after the period of time. In embodi 
ments, the actuator comprises a plurality of actuators, of 
which at least one actuator is selected from the group con 
sisting of a lamp, a fan, an air conditioner and a shade. In 
embodiments, the period of time is 5 seconds or less. In 
embodiments, the method includes sending the command to 
at least one additional actuator or at least one additional 
controller. In one such embodiment, the at least one addi 
tional controller is in communication with the actuator and 
the at least one additional actuator, and the step of sending the 
message to the controller requesting the command comprises 
sending the message to controller and the additional control 
ler requesting the command. 
0019. This disclosure also makes use of systems. One 
embodiment is a system for control of an actuator. The system 
includes a controller and a proxy controller, wherein the 
controller sends at least one command message to the proxy 
controller, the proxy controller then passing the at least one 
command message on to at least one of a plurality of actua 
tors, wherein the proxy controller sends a confirmation mes 
sage to the controller after at least one command message has 
been transmitted, wherein the actuator is at least one of a 
lamp, fan, air conditioner and shade. 
0020. Another system embodiment includes a first con 
troller and a second controller. This system is designed for 
control of an actuator, the system including a first controller 
and a second controller, wherein the first controller sends at 
least one command message to at least one of a plurality of 
actuators, the first controller informing the second controller 
of the at least one command message, wherein the second 
controller sends at least a second command message to the at 
least one of the plurality of actuators, the second controller 
informing the first controller of the at least one command 
message, and also wherein the plurality of actuators comprise 
at least one of lamps, fans, air conditioners, and shades. 
0021. Another embodiment is a system for control of an 
actuator. The system includes a controller and a actuator, 
wherein the actuator is set up with a command trigger that 
when triggered sends off a triggered message to the control 
ler, the controller responding to the triggered message with a 
command message to the actuator for an action for the actua 
tor to execute, wherein the actuator is at least one of a lamp, 
a fan, an air conditioner and a shade. In this system, the 
actuator autonomously executes a pre-determined command 
after a time period if the controller fails to send the command 
message; in addition, the actuator autonomously executes a 
pre-determined command if no trigger has been set up. The 
trigger may be initiated by a Switch action. 
0022. In another system embodiment, the system is 
designed for control of an actuator. The system includes a first 
controller, a second controlleranda actuator, wherein the first 
controller sends a trigger command message to the actuator 
and an information message informing the second controller 
of the trigger command message, the actuator sending a trig 
gered message to at least one of the first and second controller 
indicating a trigger has been received, at least one of the first 
and second controller is adapted to respond with a command 
message to the actuator for an action for the actuator to 
execute. In this embodiment, the actuator autonomously 
executes a pre-determined command after a time period if the 
controller fails to send the command message. In addition, the 
actuator autonomously executes a pre-determined command 
if no trigger has been setup. In some embodiments, the trigger 
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is initiated by a Switch action. In embodiments, the actuator is 
at least one of a lamp, a fan, an air conditioner and a shade. 
0023. In some embodiments, the system is for controlling 
an actuator. The system includes a controller and a plurality of 
actuators, at least one of the plurality of actuators set with a 
trigger that when triggered executes a control event in the at 
least one of the plurality of actuators and where the at least 
one of the plurality of actuators transmits a command mes 
sage to the remaining of the plurality of actuators for the 
execution of the same control event, wherein the plurality of 
actuators act as a controlled group of actuators from the 
trigger, wherein the at least one of the plurality of actuators 
also communicates the execution of the control event to the 
controller. In embodiments, the controller sets up the trigger 
in the at least one of the plurality of actuators. In embodi 
ments, the actuators are at least one of lamps, fans, air con 
ditioners and shades. 
0024. These and other systems, methods, objects, fea 

tures, and advantages of the present disclosure will be appar 
ent to those skilled in the art from the following detailed 
description of the preferred embodiment and the drawings. 
All documents mentioned herein are hereby incorporated in 
their entirety by reference. 

BRIEF DESCRIPTION OF FIGURES 

0025. The disclosure will be more fully understood by 
reference to the detailed description, in conjunction with the 
following figures, wherein: 
0026 FIG. 1 illustrates a mesh network which includes a 
number of network nodes; 
0027 FIG. 2 illustrates a schematic of mesh network and 
node control software; 
0028 FIG. 3 shows an example of a type of re-transmis 
sion hand shaking; 
0029 FIG. 4 shows an example of a type of re-transmis 
sion hand shaking; 
0030 FIG. 5 shows how simultaneous communication to 
even a small number of nodes impacts communication on a 
mesh network; 
0031 FIG. 5A shows an inclusion controller used to 
include a new slave on behalf of the network SIS. 
0032 FIG. 6 shows software components of a mesh net 
work split into a slave application and basis Software; 
0033 FIG. 7 shows controller node software features: 
0034 FIG.8 shows a block diagram of thea mesh network 
node: 
0035 FIG. 9 illustrates a block diagram of a transceiver 
and RF modem; 
0036 FIG.9A and FIG.9B are waveforms of asymmetric 
modulation; 
0037 FIG.9C is a block diagram of the Phase-Lock-Loop 
functionality of the disclosure; 
0038 FIG. 9D is a timing diagram of the sequence for 
frequency calibration; 
0039 FIG.9E is a waveform of VCO automatic self-cali 
bration; and 
0040 FIG. 10 illustrates a timing diagram of a pulse width 
modulated output (PWM); 
0041 FIG. 11 shows I/O for a typical application circuit; 
0042 FIG. 12 shows external crystal connections; 
0043 FIG. 13 shows a simplified block diagram of an 
internal reset circuit; 
0044 FIG. 14 shows the RF connections in a typical appli 
cation; 
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004.5 FIG. 15 shows a typical RS232 UART application 
circuit; 
0046 FIG. 16 gives a waveform of a serial byte; 
0047 FIG. 17 shows external interrupts: 
0048 FIG. 18 shows a simplified Triac application circuit; 
0049 FIG. 19 shows typical Triac waveforms: 
0050 FIG. 20 shows Zero cross detection disturbed by 
noise; 
0051 FIG. 21 shows a masking of Zero cross detection; 
0.052 FIG. 22 shows the timing of a Zero cross detect 
output; 
0053 FIG. 23 shows Triac fire delay from Zero cross 
detect; 
0054 FIG. 24 shows Triac fire delay of FIG. 23 with a 
correction period; 
0055 FIG. 25 illustrates an overview of the internal ADC 
block; 
0056 FIG. 26 shows two registers connected as one dis 
tributed shift register; 
0057 FIG. 27 shows a typical interface application of an 
EEPROM; 
0.058 FIG. 28 illustrates a simplified block diagram of a 
typical interface to programming equipment; 
0059 FIG. 29 illustrates a multi-speed demodulator. 
0060 FIG. 30 illustrates the potential relations between a 
media server, media renderer, and control point. 
0061 FIG. 31 illustrates a simplified embodiment of a 
media server, media renderer, and control point combination 
within a home audio-visual system. 
0062 FIG.32 illustrates a simplified embodiment of silent 
acknowledgement of a single cast frame routed over a mesh 
network. 
0063 FIG. 33A illustrates a simplified embodiment of 
dynamic enablement of a secondary channel selection. 
0064 FIG.33B illustrates a simplified embodiment of the 
use of a preamble during a dynamic enablement of a second 
ary channel selection. 
0065 FIG. 34 illustrates a simplified embodiment of a 
Source routing method and system. 
0.066 FIG. 35 illustrates a message transmission with 
node beaming in a simplified network 
0067 FIG. 36 illustrates a preamble pattern within a node 
beam. 
0068 FIG. 37 illustrates a simplified wireless network 
incorporating an electrical device. 
0069 FIG. 38 illustrates using a mesh network channel 
management operation to control a plurality of audio-visual 
effects within an audio-visual system. 
0070 FIG. 39 illustrates using a mesh network channel 
management operation to communication information relat 
ing to an electrical device within an audio-visual system. 
0071 FIG. 40 illustrates using a mesh network channel 
management operation to communicate a user instruction 
relating to a media content stream within an audio-visual 
system. 
0072 FIG. 41 illustrates using an intermittently powered 
mesh network node in association with an audio-visual sys 
tem. 

0073 FIG. 42 illustrates a command format for delivering 
commands to a group of endpoints with low time latency. 
0074 FIG. 43 depicts a block diagram relating to uniquely 
addressing a group of network units in a Sub-network. 
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0075 FIG. 44 depicts a block diagram relating to an inter 
cepting device in uniquely addressing a group of network 
units in a Sub-network. 
0076 FIG. 45 depicts an encapsulation diagram for a 
packet or a message as it traverses from a sender to a receiver. 
0077 FIG. 46 depicts a gateway between users of a local 
area network and nodes in a home area network. 
0078 FIG. 47 depicts a timing diagram of a fast request 
overtaking a slower message. 
007.9 FIG. 48 depicts a timing diagram of a fast message 
overtaking a slower message and the system sending a delay 
notification. 
0080 FIG. 49 depicts a home area network with a gateway 
connected to the internet in which each device in the home 
area network is depicted by the gateway as having a separate 
address and in which each device is separately addressable 
from outside its local network. 
0081 FIG. 50 depicts a prior art house-wiring configura 

tion. 
I0082 FIGS. 51A and 51B depict a house-wiring control 
configuration with wireless controllers. 
0083 FIG. 52 depicts another house-wiring control con 
figuration with wireless controllers. 
0084 FIG. 53 depicts an embodiment with an alternative 
control sequence. 
I0085 FIG. 54 depicts another embodiment of a control 
Sequence. 
I0086 FIG. 55 depicts another embodiment of a control 
sequence with wireless controllers. 
I0087 FIG. 56 depicts another embodiment of a wireless 
control sequence. 
I0088 FIG. 57 depicts another embodiment of a control 
sequence with wireless controllers. 
0089. While the disclosure has been described in connec 
tion with certain preferred embodiments, other embodiments 
would be understood by one of ordinary skill in the art and are 
encompassed herein. 

DETAILED DESCRIPTION 

0090 The present disclosure relates to a reliable and low 
cost control and monitoring technology which enables 
embedded intelligence and wireless communication for a 
variety of residential and light commercial applications such 
as lighting and appliance control, automated meter reading, 
thermostat and ventilation control, security, and residential 
gateway connectivity. In embodiments, a mesh network node 
may transformany stand-alone device into an intelligent net 
worked device that may be controlled and monitored wire 
lessly. The mesh network delivers high reliability networking 
at a fraction of the cost of other technologies by focusing on 
narrow bandwidth applications and Substituting costly hard 
ware with innovative software solutions such as frame 
acknowledgement, retransmission, collision avoidance, 
frame checksum, and Sophisticated routing algorithms to 
assure full home coverage. 
0091. One of the key features of the mesh network tech 
nology is the routing capability of all the nodes in the net 
work. The mesh network automatically routes the signal from 
one node to the next thereby extending the range. Rather than 
depending solely on line-of-sight communications like other 
technologies, the mesh network is able to get around 
obstacles by routing commands through other device-nodes 
in the network when required. The mesh network technology 
also minimizes noise and distortion problems caused by 
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architectural obstacles and radio dead spots using innovative 
transmission techniques such as 2-way acknowledgement 
and alternative route seeking. 
0092. For example, FIG. 1 illustrates a mesh network 100 
which includes a number of network nodes. The user may 
command a light associated with Node 1100A in a garage to 
turn off from Node4 100F in a master bedroom. If the direct 
transmission to Node1 100A is blocked by some Radio Fre 
quency (RF) obstruction 102 (e.g. a stainless steel refrigerator 
in a kitchen) Node4 100F automatically selects an alternate 
route, such as through Node3 100C (e.g. a thermostat in a 
hallway), rerouting as many times as is necessary to complete 
delivery of a command. An acknowledgement is then sent 
back to Node4 100F confirming that the command has been 
executed by Node 1100A. 
0093. The mesh network infrastructure is decentralized, 
with nodes running as both client and as repeater to avoid 
central points of failure and control. Every new component 
that is added to the network increases path redundancy and 
reliability, with the degree of redundancy and signal strength 
increasing as a function of node density. If the distance 
between nodes is decreased by a factor of two, the resulting 
signal is at least four times more powerful at the receiver. 
0094. A mesh network is also self-organizing and doesn’t 
require manual configuration. Because of this, adding new 
equipment or relocating existing equipment may be as simple 
as plugging it in and turning it on. The network discovers the 
new node and may automatically incorporate it into the exist 
ing system. The mesh network technology may provide vastly 
improved area coverage and reliability with virtually unlim 
ited range. 
(0095 Referring to FIG. 2, mesh network software 200 
may be designed on polling of functions, command complete 
callback function calls, and delayed function calls. Software 
200 may be split into two groups of program modules: basis 
Software and application Software. Basis software may 
include system startup code, low-level poll function 222, 
main poll loop 202, protocol layers 204, and memory and 
timer 224 Service functions. Application Software may 
include application hardware initialization 210 and software 
initialization 212 functions, application state machine 214. 
command complete callback functions 218, and a received 
command handler 220 function. The application software 
may also include hardware drivers. 
0096 Main loop 202 may call a list of protocol functions. 
Functions may be designed to return to the caller as fast as 
possible to allow the Central Processing Unit (CPU) to do 
other tasks. It is possible to receive data, transfer data via the 
Universal Asynchronous Receive Transmit (UART) and 
check user-activated buttons simultaneously. 
0097. When the application layer 208 requests a transmis 
sion of data to another node in network 100, the protocol layer 
may add a frame header and a checksum to the data before 
transmission. The protocol layer may also handle frame 
retransmissions, as well as routing of frames through repeater 
nodes to nodes that are not within direct RF reach. When the 
frame transmission is completed an application specified 
transmit complete callback function 218 may be called. The 
transmission complete callback function 218 may include a 
parameter that indicates the transmission result. 
0098. Application layer 208 may provide the interface to 
the communications environment which is used by the appli 
cation process. The application Software may consist of the 
following functions: the hardware initialization function 210, 
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Software initialization function 212, application state 
machine 214, command complete callback functions 218, 
and a receive command handler function 220. The application 
implements communication on the application level with 
other nodes in network 100. At the application level may be a 
framework defined by device and command classes to obtain 
interoperability between mesh network enabled products 
from different vendors. The basic structure of these com 
mands may provide the capability to set parameters in a node 
and to request parameters from a node responding with a 
report containing the requested parameters. 
0099 Wireless communication is by nature unreliable 
because a well-defined coverage area simply does not exist 
since propagation characteristics are dynamic and unpredict 
able. The mesh network protocol may minimize noise and 
distortion problems by using a transmission mechanism that 
may include two re-transmissions to ensure reliable commu 
nication. In addition, single casts are acknowledged by a 
receiving node so the application is notified about how the 
transmission went. 
0100 FIGS. 3 and 4 show examples of this type of re 
transmission hand shaking. The mesh network protocol may 
be designed to trade low latency at the expense of handling 
simultaneously communication to a number of nodes in the 
network. To obtain this the number of random backoff values 
is limited to 4 (0, 1, 2, and 3). 
0101 FIG. 5 shows how simultaneous communication to 
even a small number of nodes 100 may block the communi 
cation completely. Simultaneous communication to nodes in 
the network which require a response from the nodes in 
question should therefore be avoided in the application. 
0102 From a protocol point of view there may be many 
different types of nodes, for example: Control nodes, Static 
Controller nodes, Installer Controller nodes, Controller 
bridge nodes, Slave nodes, Routing Slave nodes, and 
Enhanced Slave nodes. Controller nodes may store informa 
tion about other nodes in the network. The node information 
includes the nodes each of the nodes can communication with 
(routing information). The Installation node may present 
itself as a Controller node, which may include extra function 
ality to help a professional installer setup, configure, and 
troubleshoot a network. The Controller bridge node may store 
information about the nodes in the network and in addition it 
may generate Virtual Slave nodes. A virtual Slave node is a 
node residing on another network accessible through the 
bridge. 
0103) A network may consist of slaves, a primary control 

ler, and secondary controllers. New nodes may be added and 
removed to or from the network by using the primary con 
troller. This may cause secondary controllers and routing 
slaves to malfunction if, for instance, a preferred repeater 
node is removed. Without automatic network updating a new 
replication has to be made from the primary controller to all 
secondary controllers, routing slaves should also be manually 
updated with the changes. In networks with several controller 
and routing slave nodes, this could cause difficulties the pro 
cess is not automated. To automate the process, an automatic 
network update scheme may be included in the network pro 
tocol. To use this scheme a static controller could be available 
in the network. This static controller may be dedicated to hold 
a copy of the network topology and the latest changes that 
have occurred to the network. The static controller used in the 
automatic update scheme is called the Static Update Control 
ler (SUC). 
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0104. Each time a node is added, deleted or a routing 
change occurs, the primary controller may send the node 
information to the SUC. Secondary controllers may then ask 
the SUC if any updates are pending. The SUC may then in 
turn respond with any changes since last time this controller 
asked for updates. On the controller requesting an update may 
be called to notify the application that a new node may have 
been added or removed in the network. The SUC may hold a 
large number of changes of the network. If a secondary con 
troller requests an updated after more than the maximum 
changes occurred, then it may not get updates and the request 
may fail. In this situation a manual replication from the pri 
mary controller may be necessary to update information on 
the secondary controller. Routing slaves may have the ability 
to request updates for its known destination nodes. If any 
changes have occurred to the network, the SUC may send 
updated route information for the destination nodes to the 
Routing slave that requested the update. The Routing slave 
application may be notified when the process is done, but may 
not get information about changes to its routes. Routing 
slaves may have the ability to request updates for its known 
destination nodes. If any changes have occurred to the net 
work, the SUC may send updated route information for the 
designation nodes to the Routing slave that requested the 
update. The Routing slave application may be notified when 
the process is done. 
0105. A network can optionally have a SUC with enabled 
node ID server functionality (SIS). The SIS enables other 
controllers to include? exclude nodes in the network on its 
behalf. This makes it easier to install complex networks 
because multiple controllers Support inclusion of nodes 
instead of one dedicated primary controller. 
0106 The SIS is the primary controller in the network and 

it has the latest update of the network topology and capability 
to include? exclude nodes in the network. Further, it is safer to 
keep the latest network topology on the SIS (static controller) 
than a portable primary controller used extensively during 
network installation. In embodiments, a network may contain 
only one SIS. A primary controller can instruct a SUC to 
enable the node ID server functionality (SIS). In case the SUC 
is primary then the SUC application can enable the node ID 
server functionality locally. 
0107. When including additional controllers to a network 
containing a SIS they may become inclusion controllers and 
as Such they may obtain the capability to include? exclude 
nodes in the network on behalf of the SIS. Both portable and 
static controllers can be inclusion controllers. The inclusion 
controller's network topology data may be dated from last 
time a node was included or the last time it requested a 
network update from the SIS and therefore it may not be 
classified as a primary controller. 
0.108 FIG. 5A shows an inclusion controller 510 used to 
include a new slave node 520 on behalf of an SIS 530. Inclu 
sion controller 510 performing the inclusion may first request 
the latest network topology changes 540 and a free node ID 
550 from SIS530. Inclusion controller 510 may receive node 
information and range information 560 from newly included 
slave 520 and may forward such information 570 onto SIS 
530. In embodiments, inclusion controller 510 may be within 
direct range of the node to include. 
0109. A failing node may be replaced with a node inher 
iting the node ID from the failed node. Thereby the user 
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avoids updating nodes having associations to the failed node. 
Associations within the failed node may be re-established in 
the new node. 
0110 Software components of a system according to the 
present disclosure may allow a routing slave to extend to a 
particular number of destinations (e.g. five) having return 
routes in very low latency applications. In embodiments a 
routing slave may need to Support more than the particular 
number of destinations and this may require the controller to 
Support favoring return routes for destinations out of direct 
range with the routing slave. In embodiments, software com 
ponents may enable a controller to determine if two nodes are 
within direct range. A routing slave can request new return 
route destinations from the SUC/SIS node in case the avail 
able return routes fails. Furthermore the routing slave can 
check if a node ID is within direct range in any of the existing 
return routes. 

0111 A Software component may be used to cancel ongo 
ing routing attempts. This software component can be used to 
abort a transmission to a malfunctioning node, thereby elimi 
nating a large amount of routing attempts in a large network. 
0112 The software components of a mesh network con 

troller may be split into the controller application and the 
controller basis software, which may include the mesh net 
work protocol layers and control of the various data stored 
into memory. Controller nodes may include an external 
memory in which the application data area may be placed. 
The controller node may have a unique home ID number 
assigned, which may be stored in the basis area of memory. 
When the new slave nodes are registered to the mesh network, 
the controller node may assign the home ID and a unique node 
ID to the slave node. The slave node may store the home ID 
and the node ID. When a controller is primary, it may send any 
network changes from the SUC node. The use of macros 
while developing application Software may allow adjust 
ments to the interface without changing the application 
Source files. 
0113. The software components of a mesh network static 
controller node may be split into a static controller applica 
tion and the static controller basis software, which may 
include the mesh network protocol layers and control of the 
various data stored into memory. The difference between the 
Static Controller Node and the Controller Node is that the 
static controller may not be powered down, that is it may not 
be used for battery-operated devices. The static controller 
may have the ability to look for neighbors when requested by 
a controller. This ability may make it possible for a primary 
controllerto assign static routes from a routing slave to a static 
controller. The static controller may be set as a SUC node, so 
it may send network topology updates to any requesting sec 
ondary controller. A secondary static controller not function 
ing as SUC may also request network topology updates. 
0114. The software components of a mesh network 
installer controller may be split into an installer controller 
application and static controller basis Software, which 
includes the mesh network protocol layer. The installer con 
troller may be a mesh network controller node, which incor 
porates extra functionality that may be used to implement 
controllers especially targeted towards professional installers 
who support and setup a large number of networks. 
0115 The software components of a mesh network con 

troller bridge node may be split into a controller bridge appli 
cation and basis Software, which may include the mesh net 
work protocol layer. The controller bridge node may be a 
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mesh network static controller node, which incorporates extra 
functionality targeted for bridging between the mesh network 
and other networks. 
0116. The software components of a mesh network slave 
node may be split into a slave application and basis software, 
which may include the mesh network protocol layer. Slave 
nodes may have a block of memory reserved for storing data, 
and may have limited direct access to the block. The home ID 
and node ID of a new node may be zero. When registering a 
slave node to a mesh network the slave node may receive 
home and node ID from the networks primary controller 
node. These IDs may be stored in the basis data area in 
memory. The slave may send unsolicited broadcasts and non 
routed singlecasts. Further it may be able to respond with a 
routed singlecast (response route) in case another node has 
requested this by sending a routed singlecast to it. A received 
multicast or broadcast may result in a response route without 
routing. 
0117 FIG. 6 shows how the software components of a 
mesh network routing slave node may be split into a slave 
application and basis software, which may include the mesh 
network protocol layer. Routing slave nodes have a block of 
memory reserved for storing data, and may have limited 
direct access to the block. The mesh network basis software 
may reserve the first part of this area, and the last part of the 
area may be reserved for the application data. The home ID 
and node ID of a new node may be zero. When registering a 
slave node to a mesh network the slave node may receive 
home and node ID from the network's primary controller 
node. These IDs may be stored in the mesh network basis data 
area in memory. The routing slave may send unsolicited 
broadcasts and single casts (routed or non-routed). Further it 
may respond with a routed singlecast (response route) in case 
another node has requested this by sending a routed singlecast 
to it. A received multicast or broadcast results in a response 
route without routing. 
0118 FIG. 7 shows how the enhanced slave node may 
have the same basic functionality as a routing slave node, but 
because it may have more features on the hardware, more 
Software components may be available. Enhanced slave 
nodes may have an external memory and a Real-Time Clock 
(RTC) 700 and Wake-Up Timer (WUT) 824. The basis soft 
ware may reserve the first area of external memory, and the 
last area of external memory may be reserved for the appli 
cation data. 

0119) An internal ring oscillator is used as a base for a 
wake up timer. The oscillator has a very low power consump 
tion but is highly dependent on temperature, Supply Voltage 
and process variation. In order to compensate for the high 
variation a calibration circuit is built into the chip. The cali 
bration circuit measures the oscillation frequency against the 
system clock and derives a calibration constant. As the ring 
oscillator runs at several kHz, the calibration is as fast com 
pared to wake up period. The calibration is performed auto 
matically before entering WUT mode (wake up timer mode). 
0.120. A node in mesh network 100 may be implemented 
with a single integrated circuit (e.g. an IC, ASIC, FPGA, etc.). 
FIG. 8 shows a block diagram of the a mesh network node, 
which may consist of many Sub-components such as an inte 
grated RF transceiver 802, an 8051 Microcontroller Unit 
(MCU)830 with Random Access Memory (RAM)832, mesh 
network software Application Programming Interface (API) 
828, and memory storage for user application software 828 
Such as Flash memory. In addition to these major functional 
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blocks a single chip implementation may contain an Analog 
to-Digital Converter (ADC) 822, general purpose Input/Out 
put (I/O) pins 808, Power-On Reset (POR) circuit/brown-out 
detector 812, Triac controller 820, Serial Peripheral Interface 
(SPI) 824, interrupt controller, and UART 814 serial interface 
for connecting to peripheral devices. Such a device may be 
designed for very low power and low Voltage applications and 
highly optimized for battery-powered applications and easy 
integration to products with demanding size constraints. 
0121 Supply regulators 834 regulate the external supply 
down to a low internal Voltage Supply. Supply regulators 834 
may significantly improve Supply noise tolerance of the chip. 
0122) A single chip implementation of the embodiment of 
FIG. 8 may run on a system clock that is derived from an 
XTAL. For example, clock control 810 divides an external 
crystal (not shown) into two internal clocks. In the preferred 
embodiment of FIG.1, an external crystal of either 16 MHz or 
32 MHZ would allow clock control 810 to generate an 8 MHz 
clock for RF circuits and a 16 MHZ clock for MCU 830 and 
peripherals. Alternatively, clock control 810 may interface to 
an external crystal controlled oscillator. 
(0123. The POR circuit 812 may eliminate the need for 
external reset circuitry, holding reset during power-on and 
brown-out situations. POR 812 may be designed with glitch 
immunity and hysteresis for noise and transient stability. POR 
810 circuit may have extremely low power consumption and 
is active even in a sleep mode. 
(0.124 Referring further to FIG. 8 and FIG.9, a transceiver 
802 may be able to transmit and receive Manchester coded 
data 9.6 kbits. FIG. 9 shows the disclosure communicating 
NRZ coded data at approximately 40 kb/s. RF transceiver 802 
may handle all the RF related functions such as Manchester 
encoding/decoding 900, pre-ample detection and serializa 
tion/deserialization. The output power of the transmitter 
Power Amplifier 902 may be adjustable in steps of 2 dB. The 
different parts of the RF transceiver 802 may be powered up 
and down so only the required circuits may be powered at a 
time. The RF transceiver 802 may only need external com 
ponents for input and output matching. A block diagram of 
the Transceiver 802 including RF modem 842 is given in FIG. 
9. 

0.125 Transceiver 802 includes multiple parallel receive 
demodulators, each for detecting a different received com 
munication signal frequency, enabling the single chip 
embodiment to operate in an environment with a plurality of 
communication signal frequencies as may occur in networks 
of current and older technology devices, and/or different 
types of devices. The multiple demodulators are configured to 
receive output signals from RF transceiver 802 interface, 
allowing the first demodulator that detects a valid signal to 
take control, thus transparently receiving a signal at any of a 
plurality of Supported data rates, without prior negotiation 
with an external device. No communication overhead results 
from Supporting multiple receive data frequencies, allowing 
fast reception of unsolicited transmissions from unknown 
SOUCS. 

0126 An auto-speed receiver may include feeding the out 
put of one radio front-end to multiple demodulators, each for 
a different data rate, and then allowing the first demodulator 
detecting a valid signal to take control, thus transparently 
receiving a signal at any of the Supported data rates without 
prior negotiation. This results in benefits including no over 
head from using multiple data rates, and fast reception of 
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unsolicited transmissions from unknown source without 
overhead of data rate negotiation. 
I0127. The solution provides seamless installation of nodes 
only Supporting multi-speed nodes (e.g. 9.6 kbps and 9.6/40 
kbps) in the same network. The transceiver 802 is used to 
detect speed (e.g. 9.6/40 kbps) of the frames received to make 
a speed independent receiver. In embodiments, an optimal 
speed (e.g. fastest speed) to the destination node may be 
known (e.g. through testing and storing of information in 
association with a routing table) and a transmitting node may 
transmit at the optimal speed. 
I0128. The transmitter side may use a method where the 
highest known speed that can be used to reach the end desti 
nation will be used. In embodiments, a controller may send a 
multicast frame using the optimal speed. For example, if a 
transmitter knows all destination nodes of a multicast frame 
supports 40kbps, the transmitter will transmit the multicast at 
40 kps. As a further example, to ensure all nodes within direct 
range of a transmitter receive a broadcast frame, a transmitter 
will send a the broadcast frame at 9.6 kbps 
I0129. A transmitting controller may select a specific route 
of nodes for a single cast or a routed single cast frame based 
on the route comprising only nodes which Support a preferred 
transmission speed. For example, if a transmission controller 
can determine a route of nodes in which all the nodes Support 
40kbps, the controller may select this route for a routed single 
cast frame. Alternatively if such a route cannot be determined, 
the controller will transmit at the optimal speed for any route. 
Continuing the example of above, in such a route the control 
ler would transmit a single cast or routed single cast frame at 
9.6 kbps. 
0.130. Likewise the controller may try to achieve the high 
est possible speed when assigning return routes to a routing 
slave. Since a routing slave may store the speed for each route 
to a destination, a routing slave can have a mixed set of stored 
speeds (e.g. 40 kbps and 9.6 kbps) for routes to each destina 
tion. 
I0131) A node information frame or a transfer presentation 
frame may be sent out at a low speed (for example 9.6 kbps) 
to allow nodes that Support only the low speed, or nodes that 
support a plurality of speeds, to be included/excluded by the 
controller. 
0.132. In embodiments, channel selection may be dynami 
cally performed locally on each node without need of distrib 
uting network information, or requiring user intervention. 
Dynamic channel selection may not require additional instal 
lation steps. The dynamic nature may also enable the network 
to maximize the usage of free communications slots on the 
available channels. The nodes in the network may listen on 
the available channels based at least in part on a predefined 
algorithm (e.g., limited to round robin). A node may select a 
next communication channel, and stay on each selected chan 
nel for a predefined duration. The node may stay on the 
selected communication channel and receive messages. Once 
the node is ready to receive new frames, it may once again 
select a next communication channel and repeat the process. 
I0133. In embodiments, a communication channel may 
have multi-speed capabilities within a single carrier fre 
quency, and/or it may have multi-speed capabilities across 
multiple carrier frequencies. 
I0134. In embodiments, a node in a mesh network may be 
used to perceive a plurality of channels within a mesh net 
work. A node may select a first channel from the plurality of 
channels within the mesh network and remain on the first 
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channel for a predefined duration. If during the predefined 
duration, a signal is not detected, the node may select a second 
channel and remain on the second channel for predefined 
duration in order to detect a signal. If during the predefined 
duration of remaining on the first channel a signal is detected, 
the node may remain on that channel beyond the predefined 
duration in order to receive a message. The node may then 
select a second channel once the message on the first channel 
is received. This process of channel selection may include a 
plurality of nodes and or a plurality of channels within a mesh 
network. 

0135 An aspect of the present disclosure relates to a por 
table node (e.g. portable mesh node) where the portable node 
may be associated with a user interface or other device. The 
portable node may be similar to other nodes as described 
herein and it may communicate to and from the network 
either directly to a master controller or through other nodes in 
the mesh network. The portable node may be discoverable as 
other nodes are discoverable. For example, the portable node 
may be located by other nodes sending find requests to the 
portable node. Once the portable node receives a find request, 
it may respond and a communication link and hand-offs to 
other nodes in the network may then be completed. In other 
embodiments, the portable node may be programmed to send 
find identifiers periodically. For example, the portable node 
may send a data packet to all nodes in the area (i.e. within its 
range) and the nearby nodes may identify that they can com 
municate with the portable node. In other embodiments, the 
Surrounding nodes may be used to physically locate the por 
table node through triangulation techniques or the like. 
0.136 Software components of a system according to the 
present disclosure may involve interfacing with or otherwise 
controlling streaming data within a network. For example, a 
user interface may be associated with the portable node and it 
may be adapted to scan through a set of entertainment titles 
(e.g. music titles, video titles, movie titles) to select a title to 
play on an entertainment device (e.g. audio/video equipment) 
controlled by another node in the network. The entertainment 
system may provide functionality similar to known high end 
mp3 players for example. In embodiments, an entertainment 
device may be a television, a signal conversion device, a 
DVR, a networked device, a UPnP networked device, a sat 
ellite receiver, a cable converter, a VCR, a digital video disc 
player, a video accessory, an audio amplifier, an audio tuner, 
an audio amplifier-tuner combination, a CD player, a DVD 
player, a high definition DVD player, an audio cassette player, 
a digital audio tape player, an audio equipment, an equalizer, 
a phonograph player, a video component, a streaming media 
player, an mp3 player, an audio file player, and audio com 
ponent, an audio-visual component, or some other entertain 
ment device. 

0.137 In embodiments, information relating to entertain 
ment devices and/or entertainment media may be distributed 
through a mesh network in a data structure. A data structure 
may include metadata. In embodiments, metadata may be 
related to an image, a photo, audio, a music track, an audio 
broadcast, an audiobook, a video, a movie, a video broadcast, 
a stored video, a live video, a digital video recorder file, a 
music video, audio-visual equipment, an appliance, a content 
directory, and other metadata types. Metadata may be a 
description of content being delivered, a rating, a title, a music 
title, a movie title, a publisher, a right, a plurality of rights, a 
genre, a language, a relation, a region, a radio call signal, a 
radio station, a radio band, a channel number, an image name, 
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an artist name, a music track, a playlist, a storage medium, a 
contributor, a date, a producer, a director, a DVD region code, 
a channel name, a scheduled Start time, a scheduled end time, 
an icon, and the like. 
0.138. In embodiments, such as that illustrated in FIG. 30. 
a media server 3000 may provide entertainment content (e.g., 
Video, Song, image, etc.) and may provide the content to a 
media renderer 3002. A media renderer 3002 may be capable 
of rendering entertainment content provided by a media 
server 3000. A media renderer 3002 may be identified with an 
endpoint identifier that is unique to a media renderer 3002. A 
control point 3004 may coordinate the operation of a media 
server and media renderer 3002. For example, through a 
control point, an end-user may be able to select what they 
want to view and/or hear, and where they want to hear and/or 
view it. Content that is available on a media server 3000 may 
be accessed through a control points 3004 content directory 
functionality. This directory may comprise a hierarchical 
organization of content categories in which a Superhierarchy 
is “Music, a sub-category within Music is “Artist, a sub 
category within Artist is “Album 1. and so forth. 
0.139. In embodiments, to cite one example among many 
potential embodiments, a media server 3000, media renderer 
3002, and control point 3004 combination may be used to 
control a home audio visual system Such as one including a 
compact disc player 3100, DVD player 3102 and a projection 
screen 3104. In this home audio-visual example, a remote 
controller 3108 may be used to communicate with a plurality 
of control points 3004, each of which is associated with a 
device within the audio-visual system. For example, the 
remote controller 3108 may communicate with a control 
point 3004 associated with a compact disc player 3100. The 
compact disc player 3100 may relay data to a media server 
3000 that, in turn, relays the data to the media renderer 3002 
and on to the control point 3004. Similarly, a DVD player 
3102 and screen 3104 may be controlled by a remote control 
ler using a media server 3000, media renderer 3002, and 
control point 3004 combination. 
0140. In embodiments, the portable node may be associ 
ated with a user interface for controlling other aspects of the 
entertainment system. For example, a user may be able to 
control output channels, input channels, Volume, pitch, bal 
ance, treble, bass, brightness, sharpness, HDTV functions 
and the like. A portable node with a user interface may be 
adapted as a controller/receiver for other devices, sensors and 
the like in the network. 

0141 A Subscriber Identity/Information Module (SIM) 
may uniquely identify a connected mobile device and permit 
a mobile communication device to interface with a mesh 
network. A SIM card may also provide configurable storage 
for additional information related to a subscriber. As an 
example, a SIM card may provide storage for subscriber 
personal information Such as address books, preferences, 
telephone numbers, network passwords, and Such other infor 
mation that may be beneficial or useful for a mobile user for 
accessing a wireless network. 
0142. Additionally, the SIM may facilitate accessing a 
mobile network. In an example, the SIM may contain unique 
information that a GSM mobile device network may detect 
when the SIM is installed in a GSM compatible phone and 
operated in a GSM network coverage area. Therefore when a 
mobile communication device. Such as a mobile phone, is 
operating with a SIM in the range of a wireless network, such 
as a wireless mesh network, the mobile device may be 
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detected by the network. In this way a SIM may facilitate 
making a mobile or portable device discoverable by a mesh 
network. Additionally, subscriber and/or network node iden 
tification information on the SIM may be used in an authen 
tication process prior to allowing the mobile phone to join the 
wireless mesh network. 

0143. In embodiments, a mobile communication device 
equipped with a SIM card may facilitate a user of the mobile 
device gaining authorized access to a mesh network and fur 
ther access facilities on the mesh network. For example, an 
authenticated user of a mobile device on a mesh network may 
download to the configurable memory of the SIM a list of 
movies stored on a digital video recorder connected to the 
network. The mobile device may then use the downloaded list 
along with display format information stored in the SIM to 
display the list in a user interface on the mobile device dis 
play. In another example, the user may upload digital content 
Such as photos or a video on the mobile device (e.g. a camera 
phone with video capability) to a home entertainment system 
for presentation to a user viewing the display of the home 
entertainment system. Such an example may be used by an 
international traveler wishing to show images from their trav 
els, or an Emergency Medical Technician providing images 
of an emergency patient in the field to an emergency room 
doctor. 
0144. Because a SIM may provide both access to a wire 
less network and may provide authentication for access to a 
mesh network, a SIM based mobile device, such as a cell 
phone, may be used to access the facilities of a mesh network 
from a location that may be far outside the range of nodes on 
the wireless mesh network by accessing the mesh network 
through a portal from the mesh network to the cell phone 
network. 
0145 A portable or mobile node may be discoverable 
through information contained in the SIM, as other nodes are 
discoverable. For example, the portable node may be located 
by other nodes sending find requests to the portable node. 
Once the portable node configured with a SIM card receives 
a find request, it may respond and a communication link that 
hand-offs to other nodes in the network may then be com 
pleted. In other embodiments, the SIM card may include 
configured storage information that directs the mobile device 
or portable node to send find identifiers periodically. For 
example, the mobile device may send a broadcast type data 
packet such that the nearby nodes that receive the data may 
identify that they can communicate with the SIM based 
mobile device. 

014.6 An aspect of the present disclosure relates to stream 
ing data (e.g. entertainment data) through the mesh network. 
Streaming data may be adapted Such that control frames can 
be transmitted over the mesh network while streaming data is 
transmitted. In embodiments, a Software component Support 
ing streaming data may include a minimum delay of 35 ms 
after each frame carrying streaming data for example. 
0147 In embodiments, streaming data is preferably per 
formed at a high transmission rate (e.g. a 40 kbps transmis 
sion rate). A controller streaming the data may determine and 
select the optimal speed, preferably high speed (e.g. 40 kbps, 
or the highest speed available), for the stream transmission. 
Depending on the network topology, a slave may not check 
communication speed of routed streaming data, and therefore 
the controller may preferably select a low speed (for example 
9.6 kbps) for a routed data stream. In embodiments, a master 
controller and/or the nodes in the mesh network that are 

Jul. 2, 2015 

handling the streaming information may select the highest 
speed path available for transmission of the streaming data. 
For example, the streaming data may reach a node and the 
node may have the ability to pass the information to anyone of 
a plurality of nodes because the plurality is in range. The node 
may determine that one of the plurality is a high speed node 
and select that node for receiving the next data transmission. 
Once a high speed path from Source to ultimate receiver is 
determined, the routing information for the high speed path 
may be saved and used for later transmissions requiring high 
speed transmissions. 
0.148. In embodiments, a number of methods and systems 
may be used for large data file transmission. For example, 
large data files, such as text files, audio files, video files, and 
like, may be transferred in a single block of data for an 
end-processing element to utilize when a transfer is complete. 
A large file may also be transferred in Such a way that the 
end-processing element buffers the incoming data, and after a 
short delay, begins to utilize the data before the transfer is 
complete. A large data file may also be transferred in Such a 
way that the data is sent to the user in real-time, or near 
real-time. 
0149 Transferring a large data file, which may not be used 
immediately by the end-processing element, may be trans 
ferred as a single block of data. An example of this may be a 
television guide that is distributed to end-processing elements 
once a day for Subsequent use. The lack of immediacy of this 
task may allow the sending unit to schedule the transfer when 
bandwidth is available, transfer the data with or without data 
compression, and data may only need to be stored, reducing 
processing requirements. This method of transferring a large 
data file may be the least burdensome for the processing 
elements, but may not be the best choice for large data files 
that may require immediate action, Such as real-time audio 
and video files. 

0150. In embodiments, a large data file may be transferred 
for immediate use based at least in part on buffering the data 
at the receiving end of the transfer. This method is often 
referred to as progressive downloading or pseudo-streaming, 
and may not be fundamentally different from other methods 
for transferring data for Subsequent use. As a result, the same 
data transfer protocols that the sending processing element 
uses for Small data transfers may be utilized for progressive 
downloading. The data file may also be retained after transfer 
to the end-processing element. One addition to the end-pro 
cessing element, in order to aid in the immediate use of the 
data by the user, is the addition of a data-buffering layer 
between the input from the source and the output to the user. 
As long as the available bandwidth during data transfer 
between processing elements is not less than the required data 
rate to the user, the user may not be aware that the data transfer 
is still ongoing while the initial data is being used. When 
available bandwidth during transfer is predicted to be less 
than that of the user, data compression may be employed to 
reduce the throughput requirement. Data compression rates 
may vary from low, for lossless data compression schemes, 
through high, for lossy data compression Schemes. In general, 
the receiving data buffer may also be expanded as an alterna 
tive to the need for lossy data compression. This method 
generally maintains a high quality of file transfer, while 
allowing the user to begin using a file prior to its completed 
download. 

0151. Another method for transferring a large data file for 
immediate use may involve the real-time transfer of data 
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between the source and the user. This method is often referred 
to as streaming data. The process of transferring data in real 
time may require unique data transfer protocols from those 
used in non-real-time file transfers. Data transferred in real 
time may have to conform to predetermined data transfer 
rates. Audio and video are both examples where the real-time 
data rates are predetermined. In addition, when these prede 
termined data rates cannot be met by the Source, data may 
have to be sacrificed in order to maintain the real-time data 
steam rate. For example, lossy data compression rates may 
have to be varied as bandwidth in the transfer medium 
becomes reduced. The increased data compression rates may 
reduce the quality of the real-time data, such as reduced 
quality audio or and increased graininess of a video file out 
put. Another example may be the dropping of short portions 
of an audio stream, the reduction of the size of a video output, 
or the momentary freezing of a web-cast. These issues with 
streaming may be offset by the advantages of being able to 
skip around in a video file without waiting for a download to 
complete, or having the ability to monitor a scene real-time. 
In addition, since the data rates are known, being either pre 
determined or through communication between the send and 
receive processing elements, the sending processor element 
may be able to more effectively utilize available bandwidth. 
The end-processor element may also have no need to store the 
data it is receiving, and so memory storage may be reduced. 
This method is generally utilized when real-time data is a 
higher priority than the quality of the data transferred. 
0152 RF transceiver 802 benefits with improved sensitiv 
ity by employing a demodulator correlation function. The 
demodulator detects the frequency of the FSK input signal by 
counting clock pulses between Zero-crosses. In order to sepa 
rate the two input frequencies an average filter is run on the 
input signal. The DC is Subtracted from the input signal and 
the result is sampled into a delay chain of registers. The 
demodulator then correlates this signal history to the pattern 
of the known NRZ/Manchester symbols. For NRZ the corre 
lation value is computed as the sum of the sampled input 
signal over one NRZ bit period. For Manchester the correla 
tion value is computed at the sum of the first half Manchester 
bit period minus the sum of the second halfbit period. The bit 
slicing is performed by checking the sign of the correlation 
function at the rising edge of the recovered clock. This results 
in improved sensitivity. 

0153. In embodiments, a demodulator, such as that illus 
trated in FIG. 29, may be designed so that it can detect 
Manchester (MCH) code at 9.6 kbit/s 2902 and NRZ code at 
40 kbit/s 2904 and 100 kbps 2908. It may be set in three 
different modes: (i) to detect and receive only MCH data (9.6 
kbit/s) 2902; (ii) to detect and receive only NRZ data (40 
kbit/s) 2904; or to detect and receive only NRZ data (100 
kbit/s) 2908. 
0154. In embodiments, when a demodulator is in an auto 
mode, both MCH and NRZ data may be detected. Once a 
frame is detected as either MCH or NRZ, the demodulator 
may switch to this mode and start receiving data in an auto 
mode. In the auto mode the demodulator must listen for 
Manchester (MCH) code at 9.6 kbit/s 2902 and NRZ code at 
40 kbit/s 2904 and 100 kbps. 2908. In order to do this the 
demodulator may contain three detectors, one for MCH and 
two for NRZ. However some part of the demodulator may be 
common for both detectors, such as the IF detection 2900, 
filtering 2900, and the control of the demodulator 2910. 
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0155 RF communication error detection may be 
improved by the use of CRC 16, or other similar robust error 
detection techniques, on elements of the communication sig 
nal including Z-wave frames. 
0156 Referring further to FIG. 9, transceiver 802 may 
transmit using a modulation frequency that is asymmetrical to 
a reference carrier/local oscillator frequency, resulting in a 
transmit frequency that is not supported by the reference 
frequency synthesizer. By Supporting asymmetric radio fre 
quency signal modulation, transceiver 802 has the ability to 
transmit on a frequency not supported by the frequency syn 
thesizer. 
0157 Referring to FIG. 9A, a waveform diagram repre 
senting selection of asymmetric modulation, if offset control 
910 is set at its center frequency 920 during settling of PLL 
930, modulation 940 will go to both sides of PLL 930 fre 
quency. As an example, this may correspond to binary FSK 
with a carrier frequency at an integer multiple of 200 kHz. 
0158 Referring to FIG.9B, if offset control 910 is set at 
the Zero symbol setting 950 during settling of PLL 930 then 
modulation 940 will only go to an upper side of PLL 930 
frequency. As an example, this may correspond to binary FSK 
with a carrier frequency at half the modulation separation 
above an integer multiple of 200 kHz or Nx200 kHz+20 kHz 
to Nx200 kHZ-25 kHz. Benefits of asymmetric modulation 
include the ability to transmit on a frequency not supported by 
the frequency synthesizer. 
0159 RF transceiver 802 may include a Phase Lock Loop 
(PLL) which may be synchronized while the system is pow 
ering up. Such synchronization may reduce locking time, 
afford faster RF turn-on, and lower power consumption 
0160 PLL divider synchronization at start-up to reduces 
locking time. The VCO frequency is divided by a circuit 
denoted as the PLL divider, into a signal that matches a 
well-defined reference signal. The reference signal is gener 
ated from the system clock and can be optionally 100 kHz or 
200 kHz. During calibration, the center frequency of a Volt 
age Controlled Oscillator is adjusted so that the divided fre 
quency after calibration is very close to the reference fre 
quency. After calibration a PLL fine-tunes the divided VCO 
signal So that it locks completely onto the reference signal. 
0.161. In order to minimize VCO lock settling time, the 
PLL and the reference signal are disabled and then released 
simultaneously after calibration. The result of simultaneous 
release is a synchronization action where both signals start at 
the beginning of their high period. The synchronization 
between the signals minimizes the PLL settling time, result 
ing in faster turn-on of radio, and lower power consumption. 
(0162 RF transceiver 802 includes an RF transmitter 
including a transmitter digital to analog converter which 
delivers the benefit of reduced cost. The transmitter chain 
contains a D/A converter which has two functions. The first is 
to convert the digital encoded bit symbols to analog signals, 
and the second is to set the transmission power of the trans 
mitted RF signal, since the D/A converter is followed by a 
fixed gain PA amplifier. The D/A converter is a digital symbol 
to sine-voltage converter. Each output Voltage of the D/A is a 
discrete step on a sine-curve which is selected by the digital 
value on the input. A thermometer coded signal is applied, 
and each value of the input signal selects a step on the sine 
wave. Counting from 0 to 31 and back again is therefore 
generating a full sine-period. The advantage of having sine 
sized D/A steps is that a low number of control-bits can 
generate a high resolution sine-wave. Furthermore, the ampli 
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tude of the sine-wave is controllable, which means, that the 
transmission strength of the RF signal is set in the D/A. 
(0163 Referring to FIG. 9C, VCO frequency calibration 
ensures that an analogue control voltage 9110 input to VCO 
9120 is preferably within a narrow range and compensates for 
variation of on-chip capacitance which affects VCO 9120. 
During calibration, PLL loop filter 9130 is opened and Cal 
block 9140 sets VCO control voltage 9110 to a predetermined 
value. A calibration control block 9150 may adjust the fre 
quency of VCO 9120 by changing capacitance values internal 
to VCO 912O. 

(0164. Referring further to FIG.9D, for various calibration 
control 9150 settings of VCO 9120 capacitors, output fre 
quency of VCO 9120 is measured by using a lock detector 
9160. After resetting of the different dividers to synchronize 
all blocks, lock detector 916.0 may compare a subdivided 
version 9122 of VCO 9120 output frequency to a reference 
clock 9180. By using a Successive approximation approach 
the correct calibration setting can be determined in very few 
reference clock 9180 cycles. FREQ High and FREQ Low bits 
generated by lock detector 91.60 are used in calibration con 
trol circuit 9150 to indicate if VCO9120 frequency is too high 
or too low. 
0.165. To ensure the PLL locks precisely onto a predeter 
mined frequency, reference clock 9180 and subdivided VCO 
output 9122 are preferably synchronously released. In 
embodiments, reset circuit 9190 may automatically issue 
synchronous reset signal 9192 upon receiving a signal from 
calibration control 9150. Alternatively, a software accessible 
control register can be used to signal reset circuit 9190 to 
issue synchronous reset signal 9192. 
0166 FIG.9D illustrates a calibration sequence wherein 4 

bits of calibration control information 9210 is passed from 
calibration control circuit 9150 to VCO 9120 (as shown in 
FIG.9C). For each calibration information 9210 setting, freq 
high signal 9220 may respond on a rising edge of reference 
clock 9180, further enabling a change in calibration informa 
tion 9210 setting. This sequence repeats until PLL frequency 
9230 is substantially close to a predetermined value. 
(0167 Referring to FIG.9C and FIG.9E, in receive mode 
during periods when no preamble or SOF has been detected 
and no data is currently being received, calibration control 
9150 may adjust calibration setting whenever VCO control 
voltage 9110 has changed significantly. This function is done 
by sense block 9105 by comparing VCO control voltage 9110 
with an upper limit 93.10, and a lower limit 9320. As illus 
trated in the diagram in FIG.9E, VCO control voltage 9110 
may be monitored continuously such that when it falls outside 
sense block 9105 limits, calibration control 9150 adjusts cali 
bration information setting 9210. In embodiments, a sudden 
change in calibration control 9150 output will result in PLL 
9230 loosing lock, therefore calibration control 9150 may be 
disabled until lock detector 91.60 indicates that PLL 9230 has 
settled again. 
0168 Additionally, voltage controlled oscillator (VCO) 
calibration may use portions of the PLL, thereby reducing 
hardware resources and cost. Additionally cost is reduced by 
IF calibration. In order to counteract the natural variation in 
resistors and capacitors, the IF filters of the ZW0201 has 
programmable resistors, which are set during a calibration 
process. This calibration process is able to reduce the varia 
tion of the IF filter center frequency, and this helps relax the 
requirements to the system clock. The calibration is per 
formed using the components of the IF filter. The procedure is 
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like this: One capacitor is discharged and another is charged. 
The Voltages across the capacitors are compared, and when 
they cross each other, the charge/discharge time is recorded 
(as being the time from start of the process until the Voltages 
cross each other). The two capacitors are reset, the program 
mable resistors of the IF filter is changed, and another charge/ 
discharge sequence is done. Four charge/discharge periods 
are performed, and resistors are changed during each period, 
which results in a resistor setting that has an optimal charge? 
discharge period. 
0169. The single chip embodiment of FIG. 8 contains an 
embedded MCU 830. One example of a preferred MCU is 
embedded 8051 MCU core (Inventra M8051 Warp) including 
two standard 8051 timer/counters 804. MCU830 may be 
compatible with industry standard 803X/805x MCUs. The 
single chip solution may allow for optimisation of MCU 830. 
MCU 830 of the embodiment of FIG. 8 completes one 
instruction cycle per two clock cycles as opposed to a stan 
dard 8051 with 12 clock cycles per instruction cycle. This 
makes MCU 830 six times faster than the standard 8051. 

0170 Referring to FIG. 10, a timing diagram of a pulse 
width modulated output (PWM), general purpose timer 804 is 
a timer that may be polled or programmed to generate inter 
rupts. Timer 804 may be an auto-reload counter with a fixed 
clock divider ratio. The timer of the single chip solution of 
FIG.8 uses a 16-bit timer that may be an auto-reload counter 
with a fixed clock divider ratio of either 4 or 512. Timer 804 
may also be set in Pulse Width Modulation (PWM) mode. The 
PWM may be controlled by setting the total period and the 
total high period. This embodiment utilizes an 8-bit register to 
set the total period and an 8-bit register to set the high period, 
therefore timer 804 counts using a fixed clock divider ratio of 
either 4 or 512. 

0171 Wake up timer 838 may be an ultra low power timer 
that may be enabled in a sleep mode or power down mode to 
wake up MCU 830 after a programmable time period. The 
sleep period may be configurable in number of seconds. Such 
as in a range of 1 to 256 seconds. Wake up timer 838 is based 
on an internal oscillator that may be automatically calibrated 
against the system clock. IN the preferred embodiment of 
FIG. 10, wake up timer 838 may automatically calibrate 
during power-down mode, resulting in an easier to use system 
that automatically calibrates under the same conditions as 
when operating. 
0172 Special function registers 840 may contain registers 
that are used to control MCU 830 operating mode, and the 
operating mode of built-in peripherals. 
0173 Various memory technologies may be used for 
MCU program store, application store, and for internal/exter 
nal data storage. In the preferred embodiment of FIG. 8, two 
types of memory are used. 
(0174. A 32 kbytes of flash memory 828 is MCU 830 
program memory containing mesh network 100 API and cus 
tomer application software. MCU 830 also has the ability to 
read, write and erase the flash memory 828. Flash memory 
828 has a built-in read back protection in order to prevent 
reverse engineering or design theft. Clearing a dedicated lock 
bit in flash memory 828 activates the readback protection. As 
long as the lock bit is cleared it is not possible to read from the 
flash memory 828 externally. Other lock bits may protect 
parts of the flash against writing. The lock bits may only be 
unlocked by erasing the entire flash memory. 256 bytes of 
Internal Random Access Memory (IRAM) 832 may be used 
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by MCU 830 for 8051 internal data memory, and may also be 
accessed through direct instructions from MCU 830. 
0175 2 kbytes of External Random Access Memory 
(XRAM) 832 may be used by MCU 830 as 8051 external data 
memory. The single chip implementation of FIG.8 may con 
tain an interrupt controller 818, supporting 10 interrupt 
Sources including two external interrupt sources on through 
General Purpose I/Os. Some of the interrupt sources may be 
reserved by the mesh network API. The Interrupt Controller 
controls the interrupt priority assignment. The priority may 
be fixed by the mesh network protocol. The external interrupt 
may also be enabled to wake up the chip from Sleep mode. 
0176 The single chip implementation of FIG.8 may fur 
ther contain a Triac Controller 820 for power regulating appli 
cations. Triac Controller 820 may be compatible with 50-60 
HZ external alternating current power. Using an external Triac 
and a few extra external passive components a complete 
phase control circuit may be designed. Triac controller 820 
may be implemented in a separate circuit within the single 
chip in order to keep timing and operation independent of 
software and to minimise MCU 830 workload. 

0177. In embodiments, a Triac controller within an inte 
grated circuit mesh network node may be used to deliver 
power to a load, whereintiming of the power delivery is based 
at least in part on a Zero crossing point of an AC power signal. 
The load may be a resistive load or a non-resistive load (e.g., 
an inductive load). The power delivery may be based at least 
in part on a fire angle. The power delivery may be initiated in 
coordination with a fire angle. The power delivery may be 
terminated in coordination with the Zero crossing point. In 
embodiments, the Triac controller may be associated with a 
noise mask adapted to reduce false indications of Zero cross 
ing. 
0.178 The mesh network node 100 may contain an analog 

to-digital converter (ADC) 822 with a resolution that may be 
set to 8-bit or 12-bit. An 8-bit conversion takes less than half 
the time of a 12-bit conversion. ADC 822 may be rail-to-rail 
and programmed to refer to various internal or external Volt 
age references. The ADC block may include a battery-moni 
toring mode. ADC 822 may support both single and continu 
ous multi conversion mode. ADC 822 may have a built-in 
comparator for generating interrupts when a threshold set by 
software is exceeded. The threshold may be either a low 
threshold or a high threshold. It is possible to shut down ADC 
822 for reducing power consumption. ADC 822 also includes 
self-test capability which may reduce test related costs. 
(0179 The 8-bit part of the ADC is tested for missing 
codes, mismatch and missing connections in a simple and fast 
way. The precision of the test is better than /2 LSB. The 8 bit 
part of the LSB is made of 9 capacitors, 8 capacitors having an 
individual size ratio which is binary and 1 capacitor having 
the unit size. The largest of the 8 capacitors is 27 units large, 
called C0, the next is 26, called C1, downto C7, which is 20 
units large. The 9.th capacitor, having the unit size 1, is called 
Cs (for stationary). The capacitors presence and size ratio is 
tested by testing CO against C1+C2+... C7+CS and adding an 
extra test-capacitor having the size of /2 unit. Since C0 is 
=C1+C2+... C7+Cs, adding the extra /2 lsb capacitor (called 
Cc) ensures that the term. C1+C2+... C7+Cs+Cc is now for 
Sure larger than C0. If any capacitor units misses in any of the 
9 capacitors (CO . . . C7+Cs), the test will fail. Next, C1 is 
tested against C2+ . . . C7+Cs, etc. The test is very fast to 
perform and does not require any high precision external 
stimuli or conventional ADC conversion cycles. If this test 
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should be performed in a normal fashion, 256 ADC conver 
sions with an input voltage ranging from OV to Vdd would 
have to be performed. With the new approach, this test time is 
reduced to app. the time it takes to perform one ADC conver 
S1O. 

0180 A software programmable interface (SPI) 824 may 
be included in the implementation. Two examples of how SPI 
824 may be used are: 1) to provide external access to the flash 
memory 828 and 2) to allow mesh network node 100 to 
communicate with an external memory. The SPI may act as a 
master or slave when interfacing to memory. For example, 
network node 100 acts as a master when accessing external 
Electrically Erasable Read Only Memory (EEPROM) and as 
a slave when accessing the flash memory 828. External flash 
memory may also be accessible by MCU 830. 
0181. The mesh network node embodiment of FIG.8 may 
contain a UART 814 and may operate independent of MCU 
830. UART 814 may support full duplex and may operate 
with the following three baud rates: 9.6 kbaud, 38.4 kbaud, or 
115.2 kbaud. 
0182 Power Control Block 838 controls node 100's dif 
ferent power saving modes. For example two power saving 
modes are: Normal Mode and Sleep Mode/Power Down 
Mode. In Normal Mode MCU 830 is running and the RF 
circuits and ADC 822 may be powered up or down. Sleep 
Mode/Power Down Mode may be the lowest power mode, 
with everything shut down except the RAM's brown-out 
detection and low power timer. In addition ADC 822 may be 
powered up or down. In Sleep mode it is possible to wake 
MCU 830 up using an external interrupt source. The source 
may be active low or active high. MCU 830 may also be 
woken by the wake up timer 838, a reset, or by power cycling. 
0183. It is also possible to power down MCU 830 while 
keeping RF transceiver 802 operating, by automatically stop 
ping MCU 830 before powering up RF transceiver 802. Addi 
tionally, it is possible to restart MCU 830 when transmission 
has completed and RF transmitter 802 has been powered 
down. This sequence of powering up and down these ele 
ments reduces power consumption and cuts peak current 
demand. 
0184. Two examples of how this may be executed is: auto 
matically stopping the MCU before powering up the radio 
and transmitting, and restarting it when transmission has 
completed and the radio powered down; and automatically 
stopping the MCU before powering up the radio for reception 
and automatically powering up the MCU when a signal is 
received 
0185. Depending on information frames contained within 
a signal received by RF transceiver 802, MCU 830 can be 
automatically powered up. A frame handler coupled to RF 
transceiver 802 automatically detects Z-wave frames and can 
automatically generate a signal to power-up MCU 830 or 
generate an interrupt to MCU 830 if it is already powered-up. 
The benefit of the frame handler functionality is reduced 
operating load on MCU 830, lowering memory requirements, 
and reducing power consumption. 
0186 This embodiment also has general purpose I/O 
interfaces 808. For example, the ZW0201 has 10 configurable 
General Purpose I/O (GPIO) pins with optional weak internal 
pull-up. The GPIO pins may be organized as two ports. The 
GPIO pins may have dual or even triple functionality, user 
programmable from MCU and some special hardware func 
tions (for instance SPI 824, ADC 822, UART 814, TRIAC 
controller 820, etc.). In this implementation four of the GPIO 
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pins may be either analogue (for ADC) or configured for 
digital interfacing as an input, or output. Reset I/O may also 
be available. Two examples of reset I/O are 1) External reset 
and 2) Enable programming mode. For example, when the 
reset pin is pulled low a master reset is generated. If the reset 
is held low for an extended period then the chip accepts 
programming commands on SPI 824. The chip may not go 
into actual programming mode until an SPI 824 Program 
ming Enable command is received. As an example five dedi 
cated analogue pins are used for RF interface 802 and crystal 
connections 810. GPIO pins may be set as inputs during reset. 
This pin configuration may be maintained after the reset is 
released until the Software changes the setting. 
0187. By using one or more of the disclosure interface 
circuits, an RC-oscillator may be used as a temperature sen 
Sor, lowering cost by reusing existing interface circuits for the 
additional function of sensing temperature. The Wake-up 
timer internal ring oscillator is designed in a way so the 
calibration value has a near linear temperature dependency. 
The calibration depends on temperature, Supply Voltage and 
process variation. Fortunately the Supply Voltage variation 
can be taken into account by using the built in battery moni 
toring circuit. The impact of process variation is mostly on the 
offset value. Consequently if the calibration value is known at 
a given temperature then the temperature can be estimated at 
another temperature. This results in the benefit of low cost 
from reuse of existing circuit as temperature sensor. 
0188 The single chip 100 implementation may contain a 
number of external interfaces including general I/O 808, 
clock signals 810, resets 812, transceiver I/O 802. UART814, 
interrupts 818, Triac control 820, ADC 822, SPI 824, and 
external memory. FIG. 11 shows the I/O for a typical appli 
cation circuit. 
0189 Clock signals 810 may require external interfaces. 
For example FIG. 12 shows external crystal 1200 connec 
tions. Node 100 includes an on-chip crystal oscillator making 
it possible to drive a crystal directly and can operate with 
either a 32 MHZ or a 16 MHz crystal. An external load 
capacitor 1202 may be required on each terminal of the crys 
tal. The loading capacitor values may depend on the total load 
capacitance specified for the crystal. 
0.190 FIG. 13 shows a simplified block diagram of an 
internal reset circuit 812. For example all parts of node 100 
are reset when one or more of the following conditions are 
true: 1) Reset 1300 is low, 2) When POR/brown-out detection 
circuit detects low supply voltage, 3) When WATCHDOG 
1302 times out. The reset may be an asynchronous input with 
internal pull-up, Schmitt trigger, and glitch protection. The 
signal may be synchronized internally so that the reset may be 
asserted and deasserted asynchronously. The POR circuit 
may also contain a low pass filter 1304 for glitch protection 
and hysteresis 1308 for noise and transient stability. In Sleep 
mode the POR may go into a low power mode that protects the 
circuit against brown-out while keeping the power consump 
tion at an absolute minimum. During master reset all GPIO 
808 pins may be configured as inputs and the RF Transceiver 
802 may be set in power down condition. 
0191 FIG. 14 shows the RF connections in a typical appli 
cation. RF transceiver 802 may require very few external 
passive components 1400, 1402 for input and output match 
ing. IN this embodiment an internal T/R switch circuit 1404 
makes it possible to match the receive (RX) and transmit (TX) 
independently. L1/C1 1400 is used for matching the transmit 
ter output to 502. L2 1402 may be used for matching the 
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receiver input to 5092. The values of the matching compo 
nents may depend on the actual PCB layout. Moreover the 
matching components should be placed as close as possible 
with efficient grounding in order to achieve best performance. 
Additional external filter components may be added in order 
to filter the RF harmonics (if necessary) and improve the 
blocking performance. 
0.192 UART 814 interfaces with external components. 
For example UART 814 interfaces with a data rate of 9.6 
kbaud, 38.4 kbaud, or 115.2 kbaud, with 8-bit words, one start 
bit, one stop bit and no parity. FIG. 15 shows a typical RS232 
UART application circuit. FIG. 16 gives a waveform of a 
serial byte. UART 814 shifts data in and out in the following 
order: start bit 1600, data bits 1602 (LSB first) and stop bit 
1604. For noise rejection, the serial port may establish the 
content of each received bit by a majority Voting on the 
sampled input. This is especially true for the start bit. If the 
falling edge on RxD is not verified by the majority voting over 
the start bit then the serial port stops reception and waits for 
another falling edge on RxD. After 2/3 of the stop bit time, the 
serial port waits for another high-to-low transition (start bit) 
on the RxD pin. 
0193 Single chip embodiment of network node 100 Sup 
ports external interrupts 818 to MCU 830 as shown in FIG. 
17. For example, Interrupts 1700 may be programmed to be 
either level-triggered (high/low) or edge-triggered (rising/ 
falling). Also, interrupt(s) to Power Management 838 may 
enable wake up from sleep mode. Interrupts may be used to 
wake up the chip from sleep mode. The interrupts to the 
Power Management 838 may be level-triggered (high/low). 
When the chip wakes up from Sleep mode the clock oscillator 
may start up before program execution starts. 
0194 This implementation may have a Triac Controller 
820 which uses phase control for power regulation of resistive 
loads 1800 and to some degree non-resistive loads. FIG. 18 
shows a simplified application circuit. The phase control 
method may conduct power during a specific time period in 
each half of the AC power cycle. FIG. 19 shows typical Triac 
waveforms. A Triac is commonly used to switch on and off the 
power to the load in the AC power system application. A gate 
voltage 1900 may be required to turn on the Triac (fire pulse). 
Once “on”, the Triac may stay “on” until the AC sine wave 
reaches zero 1902 current regardless of the gate voltage. The 
power regulation is performed by controlling the fire angle 
(turn on start time). The Triac may deliver the power to the 
load after the fire angle and turn off at the Zero-crossing point. 
The fire pulse must be of a certain duration in order to 1) 
provide sufficient charge for the Triac to turn on and 2) ensure 
that is does not subsequently Switch off due to potential noise. 
The duration of the fire pulse may be programmed in SW. The 
Zero cross detection may be disturbed by noise 2000 on the 
AC line. In case this noise is strong enough it could worst case 
cause additional triggering 2002 on the ZEROX as shown in 
FIG. 20. In order to avoid these extra Zero crossing triggers a 
noise mask 2100 has been implemented in the Triac Control 
ler. The mask masks out Zero crossings from the true Zero 
cross until a period before the next true Zero cross, as shown 
in FIG. 21. The Zero cross detector may either be programmed 
to use both the rising edge and the falling edge of the Zero 
cross signal 1900 (like the ZEROX signal in FIG. 19) or it 
may be programmed to only use the rising edge of the Zero 
cross signal 2200 (like the ZEROX signal in FIG. 22). The 
Triac Controller may be programmed to generate an interrupt 
request to the MCU whenever it detects a Zero cross. When 
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detecting Zero crosses on both rising and falling edges then 
the detection moments may be offset 2300 due to the thresh 
old level of the ZEROX input, as shown in FIG. 23. Because 
of this offset the Triac fire pulse may not be fired at the same 
distance from the beginning of the positive period and from 
the beginning of the negative period. It means that the AC 
load, which the Triac controls, may have a DC voltage differ 
ent from OV. To make this DC voltage negligible, the Triac 
Controller may be programmed with a variable correction 
2400 period to correct for the offset, as shown in FIG. 24. 
0.195. In order to controla Triac, two signals are important. 
The ZEROX signal, which reflects the Zero crossing of the 
mains signal, and the TRIAC signal, which is used to fire the 
Triac. The ZEROX signal is used to generate a fire pulse 
(TRIAC signal) for every half period, that is, both the rising 
edge and the falling edge are used as time base for generating 
the fire pulse. The Zero-cross detection logic isn't toggling 
exactly on the Zero cross because of the threshold level of the 
input buffer of the ZEROX pin. Therefore the fire pulse in the 
“negative' half period will be slightly earlier than the fire 
pulse in the “positive' half period. This difference generates 
an unwanted DC current in the connected appliance. To cor 
rect for this difference; a programming register, TRICOR, can 
be used to skew the time for the generation of the fire pulse in 
the negative half period, thus removing the difference and 
avoid DC in the controlled load. A benefit of this Triac control 
functionality is avoiding DC in the controlled load (specifi 
cally a problem for inductive loads). 
(0196. External interfaces are required for the ADC 822. 
ADC 822 may be a versatile rail-to-rail converter, which may 
operate in high-resolution 12-bit mode or a fast 8-bit mode. 
The ADC may be connected to the external circuit using 
GPIO 808 pins. The ADC may sample an analogue signal on 
any of the pins. The ADC is able to perform single conversion 
or continuous multi conversion. The ADC block may be pro 
grammed to generate an interrupt to the 8051W when a cer 
tain high or low threshold is exceeded. FIG. 25 gives an 
overview of the internal ADC block. The ADC may also be 
used for monitoring the Supply level. In this set-up the Inter 
nal Reference 2502 is measured with reference to the supply 
level. The ADC input signal may be loaded by an internal 
sampling capacitor. In 8-bit mode the sampling time may be 
configured to fit the Source impedance and frequency con 
tents of the input signal. Alternatively an internal buffer may 
be switched in between the external source and the ADC to 
reduce capacitive loading of the input. 
0.197 SPI 824 may be used for synchronous data transfer 
between the single chip 100 device and an external memory, 
used by Some node types, or between a programming unit and 
the device. The SPI may not be available to the external 
application. Mater mode 2600 is activated when interfacing to 
an external EEPROM and slave 2602 during programming 
mode. The programming mode may be enabled by setting 
Reset low for an extended period. The SCK may be the clock 
output in master mode and is the clock input in slave mode. 
During data transmission the SCK may clock the data from a 
slave register into a master register. At the same time data may 
be clocked in the opposite direction from master to the slave 
connection. Consequently the two registers 2604 may be 
considered as one distributed circular shift register as illus 
trated in FIG. 26. After 8 clock cycles the two registers will 
have swapped contents. FIG. 27 shows a typical interface 
application to an EEPROM. 

Jul. 2, 2015 

0198 An embodiment may contain a function for pro 
gramming external memory, such as external Flash memory. 
In flash programming mode an external master may control 
the SPI bus causing node 100 to act as slave. In programming 
mode the flash may be erased, read, and/or written. Moreover 
it is possible to read a signature byte identifying the chip, 
enable/disable read/write protection, and/or read/write the 
Home ID. Flash programming mode may be entered by set 
ting and keeping the Reset pin low. When the Reset has been 
held low for two XTAL periods then the SPI may accept a 
Programming Enable command. The chip may not enter pro 
gramming mode until the two first bytes of the Programming 
Enable has been accepted. After the chip has entered pro 
gramming mode the device may stay in programming mode 
as long as the Reset pin is held. When the Reset pin is set high 
the chip may generate an internal master reset pulse and 
normal program execution may start up. The watchdog func 
tion may be disabled as long as the chip is in programming 
mode and all other GPIOs 808 than the SPI 824 interface may 
be tri-stated. FIG. 28 gives a simplified block diagram of a 
typical interface to programming equipment. 
(0199 Referring to FIG. 32, the present disclosure may 
include a method and system for silently acknowledging a 
Successful transmission of a single case frame from a first 
node to a second node. For example, a single cast frame 3208 
may be sent from a first node 3200 to a third node 3204 by 
using a second node 3202 as an intermediate relay between 
the first 3200 and third nodes 3204. As the Second node 3202 
sends the single cast frame 3209 that it received from the first 
node 3200 onto the third node 3204, the first node 3200 may 
be able to detect the single cast frame 3209 sent from the 
second node 3202 to the third node 3204 and interpret this 
single cast frame 3209 as an acknowledgement of Success in 
sending the single cast frame 3208 from the first node 3200 to 
the second node 3202. Third node 3204 may send a routed 
acknowledgement frame 3210 to node two 3202 indicating 
that it received the single cast frame 3209 from node two 
3202. The third node 3204 may be able to detect the routed 
acknowledgement frame 3211 sent from the second node 
3202 to the first node 3200 and interpret this routed acknowl 
edgement frame 3211 as an acknowledgement of Success in 
sending the routed acknowledgement frame 3210 from the 
third node 3204 to the Second node 3202. The first node 3200 
may then send an acknowledgement 3212 to node two 3202 
that it received the routed acknowledgement frame 3211 from 
node two 3202. This process may be repeated throughout a 
single cast frame transmission sequence, with Subsequent 
nodes (e.g. the fourth or sixtieth node in a transmission 
sequence, etc.) wherein a sending node detects a transmission 
from a receiving node to a third node, and interprets this as 
acknowledgement that the receiving node successfully 
received a transmission from the sending node 
0200. In embodiments, this silent acknowledgement rout 
ing schema may be implemented through an ASIC or any 
other consolidated processor platform described herein and 
or illustrated in the included figures. 
0201 In embodiments, a second single cast frame may be 
sent from the second node to a third node in a mesh network, 
and detection of the second single cast frame by the first node 
interpreted as an acknowledgement of Success in sending the 
first single cast frame from the first node to the second node. 
A single cast frame may be a routed single cast frame. It may 
be routed based at least in part on a routing table. A single cast 
frame may be related to a metadata, a command, or some 
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otherform of data. A command may relate to including and or 
excluding a node in a mesh network, to enabling a security 
functionality, to a communication speed, to a communication 
channel, to a communication channel availability, to a net 
work security level, to a network topology, to a network 
routing strategy, or some other command type. 
0202 In embodiments, a network mandated speed may be 
9.6 kbps, 40 kbps, 100 kbps, or some other communication 
speed. 
0203. In embodiments, a communication channel avail 
ability may be associated with a single channel or a plurality 
of channels. 
0204. In embodiments, a network security level may be 
high, medium, low, or some other network security level. 
0205 Still referring to FIG. 32, a single cast frame may be 
routed over a mesh network topology that is an automation 
system network for controlling a device. A device may be a 
plurality of devices. In embodiments, the mesh network 
topology may be implemented within a home. A home mesh 
network topology may be related to an audiovisual system, 
Such as an audiovisual system including an entertainment 
device. An entertainment device may be a television, a signal 
conversion device, a DVR, a networked device, a UPnP net 
worked device, a satellite receiver, a cable converter, a VCR, 
a digital video disc player, a video accessory, an audio ampli 
fier, an audio tuner, an audio amplifier-tuner combination, a 
CD player, a DVD player, a high definition DVD player, an 
audio cassette player, a digital audio tape player, an audio 
equipment, an equalizer, a phonograph player, a video com 
ponent, a streaming media player, an mp3 player, an audio file 
player, and audio component, an audio-visual component, or 
Some other entertainment device. 
0206. In embodiments, the mesh network topology may 
be related to a security system. A security system may include 
an alarm, a lock, a sensor, a detector (such as a motion detec 
tor, and the like), or Some other security system component. 
0207. In embodiments, the mesh network may be a wire 
less mesh network. 

0208. In embodiments, a node within the mesh network 
may be a multi-speed node. 
0209 FIG. 33A illustrates a simplified embodiment for 
dynamically enabling channel selection within a mesh net 
work containing three channels. A node may begin a scan one 
3308 on channel one 3300 and remain on the channel for a 
predefined duration. If the node does not detect a signal, the 
node may switch to channel two 3302 and begin scan two 
3310. If during scan two 3310 a signal is not detected, the 
node may switch to channel three 3304 and begin scan three 
3312. If no signal is detected during scan three 3312, the node 
may cycle back to channel one 3300 and begin scan four 
3314. If no signal is detected during scan four 3314, the node 
may switch to channel two 3302 and begin scan five 3318. In 
this simplified hypothetical example, a signal may be 
detected during scan five 3318 on channel two 3302. As 
depicted in FIG. 33B, the signal that is detected during scan 
five 3318 may be a preamble 3334 that indicates to the node 
that a message is to follow and that the node should remain on 
channel two 3302 beyond the predefined duration originally 
set for scan five 3318. Following receipt of the preamble or 
plurality of preambles, the node may receive message one 
3330 over channel two 3302. Following receipt of message 
one 3330, the node may switch to channel three 3304 and 
remain on the channel for the predefined duration of scan six 
3320. If no signal is received during scan six 3320, the node 
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may switchback to channel one 3300 and begin scan seven 
3322. Scan seven may include a signal. Such as a preamble or 
plurality of preambles, and remain on channel one 3300 
beyond the predefined duration in order to receive message 
two 3332. Following receipt of message two 3332, the node 
may continue Switching channels in Scan eight 3324, Scan 
nine 3328, and so forth, remaining on a channel for a pre 
defined duration in order to detect a signal, and Switching 
channels once the predefined duration has expired without a 
signal detected. 
0210. In embodiments, the message received by a node 
may be a plurality of messages. The message may be a com 
mand. A command may relate to including and or excluding 
a node in a mesh network, to enabling a security functionality, 
to a communication speed, to a communication channel, to a 
communication channel availability, to a network security 
level, to a network topology, to a network routing strategy, or 
Some other command type. 
0211. In embodiments, the dynamic enablement of a sec 
ondary channel described herein may be implemented 
through an ASIC or any other consolidated processor plat 
form described herein and or illustrated in the included fig 
U.S. 

0212. In embodiments, a network mandated speed may be 
9.6 kbps, 40 kbps, 100 kbps, or some other communication 
speed. 
0213. In embodiments, a communication channel avail 
ability may be associated with a single channel or a plurality 
of channels. 
0214. In embodiments, a network security level may be 
high, medium, low, or some other network security level. 
0215. In embodiments, the signal may be a predefined 
signal type. 
0216. In embodiments, the signal may be an implementa 
tion specific preamble signal. The implementation specific 
preamble signal may be predefined. The implementation spe 
cific preamble signal may be dynamically defined. In embodi 
ments, the implementation specific preamble signal may 
equal a specific number of preamble symbol (a symbol con 
sists of one or more bits). A preamble with less than the 
specific number of preamble signals may generate a com 
mand for a node to change to another channel. A preamble 
with equal the specific number of preamble symbol may 
generate a command for a node to remain on the current 
channel. A preamble with greater the specific number of 
preamble signals may generate a command for a node to 
remain on the current channel. The selection of the second 
channel may be based at least in part on a combination of 
receiving the signal and a round robin algorithm, a combina 
tion of receiving the signal and a predefined algorithm, a 
combination of receiving the signal and a locally based heu 
ristic, or some other signal-rule combination. 
0217. In embodiments, the mesh network is a wireless 
mesh network. 
0218. In embodiments, the present disclosure may provide 
a method and system for using a first node to select a first 
channel in a mesh network; transmitting a frame over the first 
channel to a second node in the mesh network; and using the 
first node to selecta second channel over which to transmit the 
frame to the second node iffailure of the transmission over the 
first channel to the second node is detected by the first node. 
0219. In embodiments, node communication within a 
mesh network may be based at least in part on a distributed 
routing method and system. In a distributed routing system, 



US 2015/O 187209 A1 

each node in the network may store at least two types of 
routing tables, a forward routing table and a reverse routing 
table. Routing tables may be used to indicate the route 
through which a given node within the network may transmit 
data. Routing tables may be based upon data that is obtained 
through the use of an explore frame, or a plurality of explore 
frames. 
0220. In an example, a user of a mesh network containing 
a Node 1, Node 2, Node 3, Node4, and Node 5 may wish to 
transmit data from Node 1 to Node 5. In this example, Node 
1 has not previously communicated directly with Node 5. 
Thus, Node 1 does not know the route to Node 5 (i.e. it does 
not have the route stored in its routing tables). As a result, 
Node 1 may broadcast an explore frame. Upon receipt of the 
explore frame from Node 1, Node 2 may update its reverse 
routing table to include information regarding the source of 
the explore frame (Node 1), the next “hop' (Node 1). Upon 
receipt of the explore frame from Node 1, Node 3 may update 
its reverse routing table to include information regarding the 
source of the explore frame (Node 1), the next “hop' (Node 2) 
and the destination node (Node 5). Upon receipt of the 
explore frame from Node 1, Node 4 may update its reverse 
routing table to include information regarding the source of 
the explore frame (Node 1), the next “hop' (Node 3) and the 
destination node (Node 5). Upon receipt of the explore frame 
from Node 1, Node 5 may update its reverse routing table to 
include information regarding the source of the explore frame 
(Node 1), the next “hop' (Node 4) and the destination node 
(Node 5). Continuing the example, next, Node 5 may transmit 
a report frame to Node 1 through Node 4: Node 4 may trans 
mit a report frame to Node 1 through Node 3: Node 3 may 
transmit a report frame to Node 1 through Node 2; and, Node 
2 may transmit a report frame to Node 1. Following receipt of 
the report frames from Nodes 2 through 4, Node 1 may update 
its routing table to include Node 5 as a destination, and Node 
2 as the next hop node. 
0221. In embodiments, an algorithm may be used in a 
distributed routing system in which there is a local prioritiza 
tion that determines which of the next hops are to be stored in 
a given routing table based at least in part on a metric. In an 
example, such an algorithm and its associated metric may be 
used to determine which of a plurality of received report 
nodes is to be stored in a node's routing table. For example, 
the metric employed by the algorithm may require that the 
node receiving more than one report frame store only the 
report frame having the lowest metric value, thus storing that 
data that is associated with the best available route. 

0222. In embodiments, the initiation of a node transmis 
sion within a distributed routing system may originate with a 
user request (e.g., a human operating a remote control), with 
a device initiated request (e.g. a Smoke alarm activated during 
a fire), or some other origin. 
0223) In embodiments, a node may experience an error in 
transmission within a distributed routing method and system. 
For example, if Node 3 cannot communicate with Node 4 
when forwarding a frame to Node 5 on behalf of Node 1, it 
may issue an explore frame for Node 5. This may have the 
effect of repairing the remaining communication path to 
Node 5. 

0224. In embodiments of the present disclosure, node 
communication within a mesh network may be based at least 
in part on a source routing method and system. A source 
routing method may be preferable to a distributed routing 
method and system, in certain embodiments, insofar as a 
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Source routing system does not require distributed memory 
and the storage of routing data at the node level. In embodi 
ments, a mesh network using a source routing methodology 
may be associated with a central network topology server 
from which any node in the network may request network 
topology updates. A node may request network topology 
updates on a fixed time interval, upon the receipt of a type of 
transmission, or based upon some other criterion. The receipt 
of the network topology update data may enable a node to 
continuously ensure that its network awareness is accurate. 
0225. In embodiments, the network topology data that is 
stored within a central network topology server may not be 
accurate. As a result of the outdated network topology data, a 
node in the mesh network may have to use an alternate 
method and system for obtaining current network topology 
and routing data. 
0226. In embodiments, route resolution through explore 
frames may be used to obtain current routing information in 
mesh network. Referring to FIG. 34, in an example, a Node 1 
3400 may attempt to communicate with a destination node, 
Node 53410, in a mesh network using the network topology 
data obtained from a central network topology data server 
3414, a source data master controller, or some other source of 
network topology data residing apart from the node itself. 
Node 1 3400 may as part of its algorithm have a preferred 
Node 13400 to Node 53410 route consisting of “Node 1 to 
Node 2 to Node 5. Upon failure of the transmission to the 
dead Node 2 3402 (e.g., the failure of Node 1 to receive an 
acknowledgement frame from Node 23402 indicating trans 
mission success) Node 1 3400 may request a network topol 
ogy update from the central network topology server 3414. 
Next, Node 1 3400 may again attempt to transmit to the 
destination node, Node 5 3410, this time using the updated 
network topology data. In this example, the second attempt of 
Node 1 3400 also fails due to inaccurate network topology 
data regarding the status of Node 23402 that is received from 
the central network topology server 3414. As a result, Node 1 
3400 may broadcast explore frames using a flooding algo 
rithm in which an explore frame is distributed to all of the 
nodes in the mesh network with which Node 1 3400 may 
communicate (for the example embodied in FIG. 34 it is 
presumed that Node 13400 is unable to directly communicate 
with Node 5 3410 due to too great a physical separation 
between the nodes). Thus, Node 1 3400 sends an explore 
frame that’s picked up by Node 33404 and Node 4 3408. 
Node 33404 in turn forwards a copy of the explore frame 
from Node 1 3400 which is picked up by Node 43408 and 
Node 53410. Similarly, Node 43408 forwards a copy of the 
explore frame which is picked up by Node 33404 and Node 
5 3408. Upon receipt of the explore frames, Node 5 3410 
transmits a frame back through Node 33404 and Node 4 
3408, which in turn transmit to the nodes with which each has 
contact: Node 4/Node 3, and Node3/Node 1, respectively. 
During each transmission between nodes, a node ID is 
appended to the message header indicating its origin. As a 
result, the report frames received by Node 1 3400 each indi 
cates the route traveled from Node 53410 to Node 1 3400. In 
an embodiment, this data may be used to confirm the presence 
ofan available route that Node 13400 may use intransmitting 
data from Node 1 3400 to Node 5 3410. In the example 
illustrated in FIG. 34, the available routes are: 
0227 Route 1: Node 1 to Node 3 to Node 5: 
0228. Route 2: Node 1 to Node 3 to Node 4 to Node 5: 
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0229 Route 3: Node 1 to Node 4 to Node 3 to Node 5: 
0230 Route 4: Node 1 to Node 4 to Node 5. 
0231. In embodiments, an algorithm may be associated 
with Node 1 3400 and used to distinguish among the routes 
that are available for transmitting between Node 1 3400 and 
Node 53410. For example, the algorithm may include infor 
mation on traffic density over each route and select the least 
busy route for transmission. Alternatively, the order in which 
the report frames are received may be used as a proxy by the 
algorithm for determining which of the routes is associated 
with the faster transmission. Alternatively, the algorithm may 
use some other network information as a basis for selecting 
which of the available routes to use in transmitting from Node 
13400 to Node 53410. 
0232. In embodiments, any node in the mesh network may 

initiate the explore frames as shown for Node 1 3400 in FIG. 
34. 

0233. In embodiments, the frame distributed by Node 1 
3400 may be a special frame type (e.g. explore report frame). 
0234. In an embodiment, the available route information 
received by Node 13400, indicating, in part, that Node 23402 
is dead, may be transmitted to the central network topology 
server 3414 in order for it to update 3412 its inaccurate 
network topology. In an embodiment, the central network 
topology server 3414 may then broadcast the network topol 
ogy update to all nodes in the mesh networkin order to inform 
each of Node 2's 3402 demise. 
0235. In embodiments, the initiation of a node transmis 
Sion within a source routing System may originate with a user 
request (e.g., a human operating a remote control)3418, with 
a device initiated request (e.g. a Smoke alarm activated during 
a fire) 3420, or some other origin. 
0236. As illustrated in FIG. 35, in embodiments, a mesh 
network node, including but not limited to a battery-powered 
node, may cycle through "asleep” periods during which time 
the node is unable to receive a message, and “awake' periods 
3514 when the node is powered and enabled to receive a 
transmitted message 3512. The time interval between the 
awake periods 3514 of node may be varied across nodes 
within a network. For example, one node may operate at an 
interval of 0.25 seconds, and another within the same mesh 
network may have an awake period 3514 interval of 1.0 
seconds. The time interval between the awake periods 3514 
may be node-specific, may be the same across a mesh net 
work, or the same for only a subset of nodes within a mesh 
network. 
0237 FIG.35 shows a simplified mesh network, such as a 
wireless mesh network, consisting of three nodes: a source 
node 3500, a repeater node 3502, and a destination node 
3504. In the example, the source node 3500 seeks to transmit 
a message 3512 to the destination node 3504 by using the 
repeater node 3502 as an independent relay. Each of the nodes 
is cycling through awake period intervals 3514. The asleep 
periods of the nodes may enable the nodes to conserve their 
electrical usage, as compared to a node that is fully powered 
at all times. This may enable a battery powered node to 
conserve its electrical storage and provide a longer battery life 
to the nodes in the network. This may minimize maintenance, 
user operator interaction, cost, or some other variable. 
0238. In the FIG.35 example, the source node 3500 seeks 
to transmit a message 3512 first to the repeater node 3502. 
Because the repeater node 3502 must be in an awake period 
3514 (i.e., powered) in order to receive the message 3512, the 
source node 3500 precedes the message 3512 with a “wake up 
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beam'3510 that exceeds the length of the asleep period of the 
repeater node 3502. This may ensure that no matter when the 
source node 3500 initiates transmission of the beam there will 
be at least one awake period 3514 during which time the 
repeater node 3502 may receive it. Once the repeater node 
3502 is in an awake period 3514 that temporally overlaps 
transmission of the beam 3510, it is instructed to remain 
active (as opposed to its standard procedure of cycling back 
into the asleep mode) and the repeater node continues to 
remain powered and enable to receive a transmitted message 
3512. In this awake state 3514, the repeater node 3502 may 
now receive the transmitted message 3512 that is associated 
with the beam 3510 sent from the source node 3500. The 
repeater node 3502 may next relay the message 3512 on to the 
destination node 3504 using the same methods and systems as 
that used in the Source-to-repeater-node-transmission. 
0239 Referring to FIG. 36, in order to indicate to the 
repeater node 3502 that the beam 3510 and its associated 
message 3512 are intended for it, the beam 3510 may include 
a preamble pattern 3614 within a fragment of the beam 3604. 
A preamble pattern 3614 may consist of 20 bytes and include 
within it an info field 3608, a node ID and info field control 
3610, a start-of-frame pattern 3612, or some other informa 
tion. This information may be used to indicate which nodes 
are to remain active upon receipt of a beam 3510, and enable 
it to receive a message 3512 upon receipt of the beam 3510. In 
embodiments, the information contained with the preamble 
may be specific to a single node, all nodes within a mesh 
network, or some Subset of nodes within a mesh network. 
0240. In embodiments, a mesh network according to the 
methods and systems describe herein may include configur 
ing a constant powered mesh network node to control the 
configuration of an intermittently powered mesh network 
node, wherein the intermittently powered mesh network node 
periodically powers down to conserve energy; and causing 
the intermittently powered mesh network node to request 
configuration information from the constant powered mesh 
network node when the intermittently powered mesh network 
node powers up. 
0241. In embodiments, a node may be powered by a bat 
tery, a fuel cell, a solar cell, an alternative energy source, AC 
power source, DC power source, or some other energy Supply. 
0242. In embodiments, a wake up destination may main 
tain a plurality of configurations associated with a plurality of 
intermittently powered mesh network nodes. 
0243 In embodiments, a configuration facility may be 
used to configure the constant powered mesh network node. A 
configuration facility may be a portable node, a handheld 
node, a PDA node, a permanently mounted facility, or some 
other node or facility type. 
0244. In embodiments, the present disclosure provides a 
method and system for scanning a plurality of nodes in a mesh 
network to identify a current active wake up destination for a 
battery powered mesh network node; requesting the current 
active wake up destination to send a change wakeup destina 
tion signal; and requesting a new route from a node in the 
mesh network if the battery powered mesh network node does 
not have a wakeup destination in its memory. In embodi 
ments, the method may further comprise a battery powered 
mesh network node confirming a change from a first wakeup 
destination to a second wakeup destination. 
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0245. In embodiments, the mesh network may be a wire 
less mesh network. 
0246. In embodiments, the present disclosure provides a 
method and system for associating a first node in a mesh 
network with a communication type; activating the first node 
at a predefined interval to detect the presence of a message of 
the communication type in a transmission from a second node 
in the mesh network; continuing to activate the first node at 
the predefined interval if the transmission from the second 
node does not conform to the associated communication type 
of the first node; activating the first node beyond the pre 
defined interval if the associated communication type is 
detected in the transmission from the second node; and 
receiving a message at the first node from the second node 
following detection of the associated communication type. 
0247. In embodiments, a node, including but not limited to 
a battery powered node, may be associated with a device. A 
device may be a consumer electronic device, or some other 
device. A consumer electronic device may be networked. A 
consumer electronic device may be UPnP networked. A con 
Sumer electronic device may be a television, a satellite 
receiver, a cable converter, a VCR, a digital video disc player, 
a laser disc player, a video accessory, an audio amplifier, an 
audio tuner, an audio amplifier-tuner combination, a CD 
player, a DVD player, a high definition DVD player, an audio 
cassette player, a digital audio tape player, an audio equip 
ment, an equalizer, a phonograph player, a video component, 
a streaming media player, an mp3 player, a light, a lamp, a 
refrigerator, a freezer, a microwave, an oven, a stove, a com 
puter, a printer, a fax, a scanner, a copier, a gateway, a modem, 
an ISDN, a garage door, a door lock, a drape, a storm shutter, 
a window opener, a door opener, a sprinkler, or some other 
device, component, gadget, electronic system for indoor or 
outdoor use. 
0248. In embodiments, a battery powered node may be 
associated with a capacitor. A capacitor may be further asso 
ciated with a device. In embodiments, a battery powered node 
may be associated with a rechargeable battery. A rechargeable 
battery may be associated with a device. 
0249. In embodiments, a mesh network may include a 
plurality of battery powered nodes. 
0250 In embodiments, a node may be associated with a 
node ID. A node ID may be unique to a node. A node ID may 
be randomly assigned. A node ID may be associated with a 
plurality or nodes. 
0251. In embodiments, a node in a mesh network may be 
associated with data indicating which nodes in the mesh 
network are battery-powered. This data may be stored locally 
at the node, stored in a central network topology server, or 
stored in some other location. 
0252. In embodiments, a communication type may be 
identified based at least in part on data in a message preamble 
pattern. A message preamble pattern may be associated with 
a sensor network. A sensor network may be a grouping of 
network nodes. A grouping of network nodes may be created 
by a user, an algorithm, or some other method or system. In 
embodiments, a sensor network may be associated with a 
network identifier. A message preamble pattern may include 
a network identifier. 
0253) In embodiments, a sensor network may be associ 
ated with an edge node that is further associated with a net 
work. 
0254. In embodiments, a message may be transmitted 
through a mesh network using a flooding algorithm. A flood 
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ing algorithm may include an instruction for a first node to 
transmit the message to all mesh network nodes with which it 
can communicate. A flooding algorithm may include an 
instruction for a node receiving a first node's transmitted 
message to further transmit the message to all mesh network 
nodes with which it can communicate. 
0255. In embodiments, a message may be associated with 
route information. 
0256 In embodiments, a message preamble pattern may 
be associated with route information. 
0257. In embodiments, route information may include the 
identifiers of the nodes within a route. Route information may 
include an indication if a node in a route is battery-powered or 
not. Route information that includes a battery-powered node 
may be further associated with an algorithm to associate 
message preamble pattern to activate a node for a sufficient 
period to receive a message. 
0258. In embodiments, activation of a first node beyond 
the predefined interval may enable it to receive a plurality of 
messages prior to deactivating. 
0259. In embodiments, a message transmitted from a first 
node to a second node may be further transmitted to a third 
node in the mesh network. A third node may be a plurality of 
nodes. A third node may be activated at a predefined interval 
to detect the presence of a communication type as with the 
first node transmission to a second node. 
0260. In embodiments, a mesh network may be a wireless 
mesh network. 
0261. In embodiments, a message may be associated with 
a message identifier. A message may include a list of all nodes 
to which the message has previously been forwarded. 
0262. In embodiments, a first node may store a list of 
neighbouring nodes. In embodiments, a node may compare a 
list of neighbouring nodes to the list of all nodes to which the 
message has previously been forwarded, and relay the mes 
sage only to those neighbouring nodes that have not previ 
ously received the message. 
0263. In embodiments, a mesh network signal may be a 
radio signal. 
0264. In embodiments, a mesh network signal may be an 
infrared signal. 
0265 Referring to FIG. 37, in embodiments, a mesh net 
work node (3700, 3708, 3742) may be associated with an 
electrical device 3732, a repeater 3734, a user interface 3740, 
or some other facility. In embodiments, a node 3700 may be 
associated with a power supply 3748. In embodiments, a 
mesh network node (3700, 3708, 3742) may be associated 
with a functionality including, but not limited to, speed con 
trol 3702, including multi-speed node operations and the like, 
SIS 3704, acknowledgement 3708, battery functions 3710, 
including battery-powered nodes, battery monitoring, 
rechargeable battery operations, and the like, node initiated 
repair 3712, secondary channel enabling 3714, remote asso 
ciation 3718, security 3720, source routing 3722, controller 
replication 3724, dual functionality 3728 (e.g., application 
and network), or some other functionality 3730, as described 
herein. A functionality associated with a mesh network node 
(3700, 3708, 3742) may be used in combination with each of 
the other functionalities, including a plurality of the function 
alities. 
0266. In an example, an electrical device 3732 may be 
associated with a node 3700 that is operating in a wireless 
mesh network that includes a mix of AC-powered devices and 
battery-powered devices. Battery-functions 3710 may be 
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associated with the node 3700 in order to extend the opera 
tional lifetime of the device. This same node 3700 may be 
further associated with an acknowledgement functionality 
3708. For example, the node may receive a wakeup beam 
alone or in combination with a point-to-point flooding of 
nodes in the network. The wakeup beam may transmit a 
preamble alerting the battery-powered node 3700 to receive 
the message. Once the message is received, the node 3700 
may acknowledge this receipt using an acknowledge func 
tionality 3708 that is associated with the node 3700. This 
acknowledgement may be a silent acknowledgement func 
tionality, as described herein, or some otherform of acknowl 
edgement functionality. In embodiments, just as in this 
example the node 3700 is associated with the combination of 
battery functions 3710 and acknowledgement 3708, a node 
3700 may be further associated with any other functionality 
or combination of functionalities described herein including, 
but not limited to, speed control 3702, including multi-speed 
node operations and the like, SIS 3704, acknowledgement 
3708, battery functions 3710, including battery-powered 
nodes, battery monitoring, rechargeable battery operations, 
and the like, node initiated repair 3712, secondary channel 
enabling 3714, remote association 3718, security 3720, 
source routing 3722, controller replication 3724, dual func 
tionality 3728 (e.g., application and network), or some other 
functionality 3730. 
0267 In embodiments, an electrical device 3732 may be 
associated with an external device facility 3744. In an 
example, an electrical device 3732, such as a door status 
device that is enabled to determine if a door is “open' or 
“closed,” may be further associated with an external device 
facility 3744, such as an alarm speaker that is enabled to 
Sound if the door is opened. 
0268. In embodiments, an electrical device 3732, repeater 
3734, and/or user interface 3740, and their corresponding 
mesh network nodes (3700, 3708,3742) and functionalities, 
may be associated with a server control panel 3752, route 
database 3750, user interface 3754, and/or a user 3758. In an 
example, a user3758 may employ a user interface 3754 such 
as a panel with a numeric keypad, a mobile device, or some 
other user interface 3754 to communicate with a mesh net 
work. The user 3758 may be able to issue a command (e.g., 
“turn on the porch light') to the mesh network through the 
user interface 3754. The command may be communicated to 
a server control panel 3752. The server control panel 3752 
may be associated with a route database 3750 which stores the 
route information for transmitting a command to the node 
3700 that is associated with the electrical device 3732 (e.g., 
"porchlight node'). The server control panel 3752 may trans 
mit the command to the node 3700 directly, or it may use an 
intermediate repeater 3734, or plurality of repeaters. 
0269. In embodiments, an electrical device may be a home 
control device, an audio-visual device, a security device, a 
temperature control device, an environmental device, a light 
ing device, a healthcare device, a user interface device, or 
some other electrical device type. 
0270. In embodiments, a home control device may be an 
electrical lamp, a standalone light, a fixed light, a refrigerator, 
a stove, a microwave, a freezer, a coffee machine, an oven, a 
window covering, a lock, an HVAC device, a garage door, an 
alarm system, a camera, a camcorder, a sprinkler, a wine 
cooler, a dishwasher, a washing machine, a dryer, a water 
softener, a humidifier, a dehumidifier, an awning, a window 
opener, a rice cooker, an iron, a door opener, a gas detector, a 
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fax, a shredder, a keyboard, amouse, a trackball, a pen, a pool 
circulator, a pump, a valve, a hot water heater, a boiler, an 
appliance motor, a communication link, a machinery device, 
a garden light, a landscape light, an invisible pet fence, a gate, 
a spa, or some other home control device type. In embodi 
ments, each home control device type may be associated with 
a plurality of repeater nodes 3734, user interface nodes 3740, 
external device facilities 3744, and the like. The home control 
device may be associated with an external power Supply 
3748, as described herein. The home control device may be 
associated with an external user 3758, user interface 3754, 
and a server control panel 3752 and route database 3750. In 
embodiments, the home control device may be associated 
with a node 3700 that is further associated with a functional 
ity, a plurality of functionalities, combination of functional 
ities, or plurality of functionality combinations. A function 
ality associated with the node 3700 may include speed control 
3702, including multi-speed node operations and the like, SIS 
3704, acknowledgement 3708, battery functions 3710, 
including battery-powered nodes, battery monitoring, 
rechargeable battery operations, and the like, node initiated 
repair 3712, secondary channel enabling 3714, remote asso 
ciation 3718, security 3720, source routing 3722, controller 
replication 3724, dual functionality 3728 (e.g., application 
and network), or some other functionality 3730, as described 
herein. 

0271 In an example, a user 3758 who is a commuter in 
traffic during a rainstorm may recall that she left a window 
open in her home when leaving for work in the morning and 
now wish to close that window to prevent water damage on 
her wood floor. This user3758 may use a user interface 3754, 
such as a cell phone, PDA or some other user interface, to 
send a command to her home mesh network to close the 
window. The command may be transmitted to a server control 
panel 3752. The server control panel 3752 may access route 
information regarding how to route the command to the node 
3700 that is associated with the electrical device 3732 con 
trolling the window (e.g. a motor). The server control panel 
3752 may associate the command with the route information 
and transmit the command to a repeater 3734, a plurality of 
repeaters, or directly to the node 3700 associated with the 
electrical device 3732 controlling the window. Transmission 
of the command may be associated with a functionality or 
plurality of functionalities including, but not limited to, speed 
control 3702, including multi-speed node operations and the 
like, SIS 3704, acknowledgement 3708, battery functions 
3710, including battery-powered nodes, battery monitoring, 
rechargeable battery operations, and the like, node initiated 
repair 3712, secondary channel enabling 3714, remote asso 
ciation 3718, security 3720, source routing 3722, controller 
replication 3724, dual functionality 3728 (e.g., application 
and network), or some other functionality 3730, as described 
herein. For example, the command may be associated with a 
security functionality 3720 that authenticates the user, user 
interface, and like from which the command originates. Upon 
receipt of the command, the node 3700 may activate the 
motor controlling the window in order to close it. In another 
example of functionality that may be associated with the 
transmission of the command to the electrical device, as the 
command is transmitted from node to node, acknowledge 
ment 3708 may be used to verify a successful transmission of 
the command. 

0272. In embodiments, an audio-visual device may be a 
VCR, a TV, a personal computer, a stereo, a radio, a phono 
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graph, an MP3, a streaming media player, an amplifier, a 
camera, a camcorder, a scanner, a copier, a Surround Sound 
device, a light, a cable, a network, a satellite dish, a wireless 
router, a CD player, an Ipod, a communication link, an HDMI 
bridge/converter, or Some other audio-visual device type. In 
embodiments, each audio-visual device type may be associ 
ated with a plurality of repeater nodes 3734, user interface 
nodes 3740, external device facilities 3744, and the like. The 
audio-visual device may be associated with an external power 
supply 3748, as described herein. The audio-visual device 
may be associated with an external user 3758, user interface 
3754, and a server control panel 3752 and route database 
3750. In embodiments, the audio-visual device may be asso 
ciated with a node 3700 that is further associated with a 
functionality, a plurality of functionalities, combination of 
functionalities, or plurality of functionality combinations. A 
functionality associated with the node 3700 may include 
speed control 3702, including multi-speed node operations 
and the like, SIS 3704, acknowledgement 3708, battery func 
tions 3710, including battery-powered nodes, battery moni 
toring, rechargeable battery operations, and the like, node 
initiated repair 3712, secondary channel enabling 3714, 
remote association 3718, security 3720, source routing 3722, 
controller replication 3724, dual functionality 3728 (e.g., 
application and network), or some other functionality 3730, 
as described herein. 

0273. In an example, a user 3758 may have a personal 
computer that is connected to the Internet from which it may 
access streaming media content. This personal computer may 
be further associated with a network, cable, and the like which 
includes, in part, a monitor such as a TV. This user3758 may 
use a user interface 3754, such as a TV monitor with a remote 
control, personal computer monitor or some other user inter 
face, to send a command to her home mesh network to down 
load streaming media, Such as a movie, to her personal com 
puter and to transmit the movie through the home network for 
viewing on the TV monitor. Each electrical device (e.g., per 
Sonal computer, network, TV, etc.) may be associated with a 
node 3700 within themesh network. The command to retrieve 
the streaming media may be transmitted to a server control 
panel 3752. The server control panel 3752 may access route 
information regarding how to route the command to the node 
3700 that is associated with the electrical device 3732 con 
trolling the personal computer. The server control panel 3752 
may associate the command with the route information and 
transmit the command to a repeater 3734, a plurality of 
repeaters, or directly to the node 3700 associated with the 
electrical devices 3732 necessary for presenting the stream 
ing media on the TV monitor. Transmission of the command 
may be associated with a functionality or plurality of func 
tionalities including, but not limited to, speed control 3702, 
including multi-speed node operations and the like, SIS 3704, 
acknowledgement 3708, battery functions 3710, including 
battery-powered nodes, battery monitoring, rechargeable bat 
tery operations, and the like, node initiated repair 3712, sec 
ondary channel enabling 3714, remote association 3718, 
security 3720, source routing 3722, controller replication 
3724, dual functionality 3728 (e.g., application and network), 
or some other functionality 3730, as described herein. 
0274. In embodiments, a security device may be a home 
alarm, a Smoke alarm, a fire alarm, a siren, a bell, a gas 
detection alarm, a motion detector, a light, a motion-detector 
lighting combination, an intercom system, a paging System, 
or some other type of security device. In embodiments, each 
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security device type may be associated with a plurality of 
repeater nodes 3734, user interface nodes 3740, external 
device facilities 3744, and the like. The security device may 
be associated with an external power supply 3748, as 
described herein. The security device may be associated with 
an external user 3758, user interface 3754, and a server con 
trol panel 3752 and route database 3750. In embodiments, the 
security device may be associated with a node 3700 that is 
further associated with a functionality, a plurality of function 
alities, combination of functionalities, or plurality of func 
tionality combinations. A functionality associated with the 
node 3700 may include speed control 3702, including multi 
speed node operations and the like, SIS 3704, acknowledge 
ment 3708, battery functions 3710, including battery-pow 
ered nodes, battery monitoring, rechargeable battery 
operations, and the like, node initiated repair 3712, secondary 
channel enabling 3714, remote association 3718, security 
3720, source routing 3722, controller replication 3724, dual 
functionality 3728 (e.g., application and network), or some 
other functionality 3730, as described herein. 
0275. In an example, a smoke alarm may be associated 
with a node 3700 in a mesh network. Upon detection of 
Smoke, the Smoke alarm may transmit a command over the 
mesh network using the node with which it is associated. This 
command may be transmitted to an external device facility 
3744, such as a siren mounted on the outside of the house, a 
municipal firefighting station, or Some other external device 
facility. This mesh network may be further associated with a 
user 3758 and a user interface 3754. The command may be 
transmitted to a server control panel 3752. The server control 
panel 3752 may access route information regarding how to 
route the command to the external device facility 3744, user 
interface 3754, or some other facility associated with the 
mesh network. The server control panel 3752 may associate 
the command with the route information and transmit the 
command to a repeater 3734, a plurality of repeaters, or 
directly to, for example, a user interface (3754, 3740) to alert 
the user 3758 that Smoke has been detected at the house. 
Transmission of the command may be associated with a func 
tionality or plurality of functionalities including, but not lim 
ited to, speed control 3702, including multi-speed node 
operations and the like, SIS 3704, acknowledgement 3708, 
battery functions 3710, including battery-powered nodes, 
battery monitoring, rechargeable battery operations, and the 
like, node initiated repair 3712, secondary channel enabling 
3714, remote association 3718, security 3720, source routing 
3722, controller replication 3724, dual functionality 3728 
(e.g., application and network), or some other functionality 
3730, as described herein. 
0276. In embodiments, a temperature control device may 
be an air conditioner a fan, a heater, a furnace, a thermostat, a 
water-based heater, a forced-air heater, a floor heater, or some 
other type of temperature control device. In embodiments, 
each temperature control device type may be associated with 
a plurality of repeater nodes 3734, user interface nodes 3740, 
external device facilities 3744, and the like. The temperature 
control device may be associated with an external power 
supply 3748, as described herein. The temperature control 
device may be associated with an external user 3758, user 
interface 3754, and a server control panel 3752 and route 
database 3750. In embodiments, the temperature control 
device may be associated with a node 3700 that is further 
associated with a functionality, a plurality of functionalities, 
combination of functionalities, or plurality of functionality 
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combinations. A functionality associated with the node 3700 
may include speed control 3702, including multi-speed node 
operations and the like, SIS 3704, acknowledgement 3708, 
battery functions 3710, including battery-powered nodes, 
battery monitoring, rechargeable battery operations, and the 
like, node initiated repair 3712, secondary channel enabling 
3714, remote association 3718, security 3720, source routing 
3722, controller replication 3724, dual functionality 3728 
(e.g., application and network), or some other functionality 
3730, as described herein. 
0277. In an example, an air conditioner may be associated 
with a node 3700 in a mesh network. A homeowner, upon 
learning that he must remain at work until late at night, may 
wish to intervene with his home thermostat's daily schedule 
of turning on the house air conditioner at 5 p.m. So that the 
house is cool when he arrives home. Instead, because his 
expected home arrival is now 11 p.m., he may wish to alter the 
schedule to turn on the air conditioner at 10 p.m. Using a user 
interface 3754, such as a personal computer in his workplace, 
this user 3758 may transmit a command to his home mesh 
network instructing it to alter the air conditioner's schedule. 
The command may be transmitted to a server control panel 
3752. The server control panel 3752 may access route infor 
mation regarding how to route the command to the electrical 
device 3732 (i.e., air conditioner). The server control panel 
3752 may associate the command with the route information 
and transmit the command to a repeater 3734, a plurality of 
repeaters, or directly to the node 3700 that associated with the 
air conditioner. Transmission of the command may be asso 
ciated with a functionality or plurality of functionalities 
including, but not limited to, speed control 3702, including 
multi-speed node operations and the like, SIS 3704, acknowl 
edgement 3708, battery functions 3710, including battery 
powered nodes, battery monitoring, rechargeable battery 
operations, and the like, node initiated repair 3712, secondary 
channel enabling 3714, remote association 3718, security 
3720, source routing 3722, controller replication 3724, dual 
functionality 3728 (e.g., application and network), or some 
other functionality 3730, as described herein. 
0278. In embodiments, an environmental device may be a 
light sensor, a water sensor, a water leak sensor, a motion 
sensor, a humidity sensor, a Soil moisture sensor, a tempera 
ture sensor, an animal detection sensor, a sensor-alarm com 
bination, a sprinkler, a gas detector, a poison detector, a Gei 
ger counter, a meter, an energy harvester, a pump, a valve, or 
Some other type of environmental device. In embodiments, 
each environmental device type may be associated with a 
plurality of repeater nodes 3734, user interface nodes 3740, 
external device facilities 3744, and the like. The environmen 
tal device may be associated with an external power Supply 
3748, as described herein. The environmental device may be 
associated with an external user 3758, user interface 3754, 
and a server control panel 3752 and route database 3750. In 
embodiments, the environmental device may be associated 
with a node 3700 that is further associated with a functional 
ity, a plurality of functionalities, combination of functional 
ities, or plurality of functionality combinations. A function 
ality associated with the node 3700 may include speed control 
3702, including multi-speed node operations and the like, SIS 
3704, acknowledgement 3708, battery functions 3710, 
including battery-powered nodes, battery monitoring, 
rechargeable battery operations, and the like, node initiated 
repair 3712, secondary channel enabling 3714, remote asso 
ciation 3718, security 3720, source routing 3722, controller 
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replication 3724, dual functionality 3728 (e.g., application 
and network), or some other functionality 3730, as described 
herein. 

0279. In an example, an environmental device, such as a 
soil moisture sensor may be associated with a mesh network. 
The mesh network may also include other electrical devices, 
including other environmental devices, such as a sprinkler, a 
water leak sensor or some other electrical device. A soil 
moisture sensor may be further associated with rules relating 
to soil moisture threshold values, such that upon the soil 
dropping to a stated moisture level, the node 3700 associated 
with the soil moisture sensor transmits a command through 
the mesh network. A component of the command may be 
information signaling the sprinkler system to begin spraying 
the soil with water. The command may be transmitted to a 
server control panel 3752. Alternatively, the command may 
include data causing it to transmit directly to a node that is 
associated with the sprinkler system. The server control panel 
3752 may access route information regarding how to route the 
command to the electrical device 3732 (i.e., sprinkler). The 
server control panel 3752 may associate the command with 
the route information and transmit the command to a repeater 
3734, a plurality of repeaters, or directly to the node 3700 that 
associated with the sprinkler Transmission of the command 
may be associated with a functionality or plurality of func 
tionalities including, but not limited to, speed control 3702, 
including multi-speed node operations and the like, SIS 3704, 
acknowledgement 3708, battery functions 3710, including 
battery-powered nodes, battery monitoring, rechargeable bat 
tery operations, and the like, node initiated repair 3712, sec 
ondary channel enabling 3714, remote association 3718, 
security 3720, source routing 3722, controller replication 
3724, dual functionality 3728 (e.g., application and network), 
or some other functionality 3730, as described herein. 
0280. In embodiments, a lighting device may be a dimmer, 
a lighting control Switch, an electric lamp, a luminary, a bulb. 
an energy saving lamp, an LED, an external light, an internal 
light, a pool light, a programmable light, or some other type of 
lighting device. In embodiments, each lighting device type 
may be associated with a plurality of repeater nodes 3734, 
user interface nodes 3740, external device facilities 3744, and 
the like. The lighting device may be associated with an exter 
nal power supply 3748, as described herein. The lighting 
device may be associated with an external user 3758, user 
interface 3754, and a server control panel 3752 and route 
database 3750. In embodiments, the lighting device may be 
associated with a node 3700 that is further associated with a 
functionality, a plurality of functionalities, combination of 
functionalities, or plurality of functionality combinations. A 
functionality associated with the node 3700 may include 
speed control 3702, including multi-speed node operations 
and the like, SIS 3704, acknowledgement 3708, battery func 
tions 3710, including battery-powered nodes, battery moni 
toring, rechargeable battery operations, and the like, node 
initiated repair 3712, secondary channel enabling 3714, 
remote association 3718, security 3720, source routing 3722, 
controller replication 3724, dual functionality 3728 (e.g., 
application and network), or some other functionality 3730, 
as described herein. 
0281. In an example, a lighting device may be a lighting 
control switch that is associated with a node 3700 in a mesh 
network. A user3758 driving in a car that is about to arrive at 
a user's home may wish to illuminate the interior of his home 
prior to arriving as a means of alerting any intruders that 
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someone may be arriving Soon, and for the practical reason of 
removing the necessity of the user 3758 walking through the 
dark to turn on a light. To activate the lighting control Switch, 
the user 3758 may employ a user interface (3754, 3740) to 
transmit a command to the home mesh network. This user 
interface may be the car’s GPS navigation monitor, a cell 
phone, PDS, or some other user interface (3754, 3740). The 
command may be transmitted to a server control panel 3752. 
Alternatively, the command may include data causing it to 
transmit directly to a node that is associated with the lighting 
control device. The server control panel 3752 may access 
route information regarding how to route the command to the 
electrical device 3732 (i.e., light(s)). The server control panel 
3752 may associate the command with the route information 
and transmit the command to a repeater 3734, a plurality of 
repeaters, or directly to the node 3700 that associated with the 
light(s). Transmission of the command may be associated 
with a functionality or plurality of functionalities including, 
but not limited to, speed control 3702, including multi-speed 
node operations and the like, SIS 3704, acknowledgement 
3708, battery functions 3710, including battery-powered 
nodes, battery monitoring, rechargeable battery operations, 
and the like, node initiated repair 3712, secondary channel 
enabling 3714, remote association 3718, security 3720, 
source routing 3722, controller replication 3724, dual func 
tionality 3728 (e.g., application and network), or some other 
functionality 3730, as described herein. 
0282. In embodiments, a healthcare device may be an 
anesthesia device, a cardiovascular device, a clinical chemis 
try/toxicology device, a dental device, an ear/nose/throat 
device, a gastroenterology device, a urology device, a general 
Surgery device, a plastic Surgery device, hematology device, 
pathology device, an immunology device, microbiology 
device, a mammography device, a neurological device, an 
OB/GYN device, an ophthalmic device, a radiology device, 
or some other type of healthcare device. In embodiments, 
eachhealthcare device type may be associated with a plurality 
of repeater nodes 3734, user interface nodes 3740, external 
device facilities 3744, and the like. The healthcare device may 
be associated with an external power supply 3748, as 
described herein. The healthcare device may be associated 
with an external user 3758, user interface 3754, and a server 
control panel 3752 and route database 3750. In embodiments, 
the healthcare device may be associated with a node 3700 that 
is further associated with a functionality, a plurality of func 
tionalities, combination of functionalities, or plurality of 
functionality combinations. A functionality associated with 
the node 3700 may include speed control 3702, including 
multi-speed node operations and the like, SIS 3704, acknowl 
edgement 3708, battery functions 3710, including battery 
powered nodes, battery monitoring, rechargeable battery 
operations, and the like, node initiated repair 3712, secondary 
channel enabling 3714, remote association 3718, security 
3720, source routing 3722, controller replication 3724, dual 
functionality 3728 (e.g., application and network), or some 
other functionality 3730, as described herein. 
0283. In an example, a healthcare device may be a cardio 
vascular device, such as an electronic blood pressure monitor, 
that is associated with a mesh network operating within a 
physicians office. The blood pressure monitor may be further 
associated with rules or threshold values (e.g. "diastolic 
pressure>85-high blood pressure') which when surpassed 
cause a node 3700 that is associated with the blood pressure 
monitor to transmit a command over the mesh network. A 
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patient visiting the physicians office may have her blood 
pressure taken with the device and if a threshold, such as 
“high blood pressure' is triggered, a plurality of commands 
may be transmitted to a plurality of locations including, but 
not limited to, a server storing an electronic medical record, a 
nursing station, a physician’s PDA, or some other facility. 
The command may be transmitted to a server control panel 
3752. Alternatively, the command may include data causing it 
to transmit directly to a node that is associated with another 
electrical device (e.g., a personal computer). The server con 
trol panel 3752 may access route information regarding how 
to route the command. The server control panel 3752 may 
associate the command with the route information and trans 
mit the command to a repeater 3734, a plurality of repeaters, 
or directly to another location. Transmission of the command 
may be associated with a functionality or plurality of func 
tionalities including, but not limited to, speed control 3702, 
including multi-speed node operations and the like, SIS 3704, 
acknowledgement 3708, battery functions 3710, including 
battery-powered nodes, battery monitoring, rechargeable bat 
tery operations, and the like, node initiated repair 3712, sec 
ondary channel enabling 3714, remote association 3718, 
security 3720, source routing 3722, controller replication 
3724, dual functionality 3728 (e.g., application and network), 
or some other functionality 3730, as described herein. 
0284. In embodiments, a user interface device may be a 
PDA, a personal computer, a cellphone, a blackberry, a GPS 
monitor, a TV, a touchscreen, or some other type of user 
interface device. In embodiments, each user interface device 
type may be associated with a plurality of repeater nodes 
3734, user interface nodes 3740, external device facilities 
3744, and the like. The user interface device may be associ 
ated with an external power supply 3748, as described herein. 
The user interface device may be associated with an external 
user 3758, user interface 3754, and a server control panel 
3752 and route database 3750. In embodiments, the user 
interface device may be associated with a node 3700 that is 
further associated with a functionality, a plurality of function 
alities, combination of functionalities, or plurality of func 
tionality combinations. A functionality associated with the 
node 3700 may include speed control 3702, including multi 
speed node operations and the like, SIS 3704, acknowledge 
ment 3708, battery functions 3710, including battery-pow 
ered nodes, battery monitoring, rechargeable battery 
operations, and the like, node initiated repair 3712, secondary 
channel enabling 3714, remote association 3718, security 
3720, source routing 3722, controller replication 3724, dual 
functionality 3728 (e.g., application and network), or some 
other functionality 3730, as described herein. 
0285. In embodiments, an action may be performed based 
at least in part on the data that is transmitted in association 
with an electrical device. An action may be a general control 
ling action in which a device is manipulated in a manner, for 
example locking or unlocking a door, or some other control 
ling action. An action may be a monitoring action, an action 
that determines the status of a node or device (e.g. “window is 
open’), or some other general action. 
0286. In embodiments, an action may be a lighting control 
action. A lighting control action may include, but is not lim 
ited to, turning a light on, turning a light off, and/or dimming 
a light. A lighting control action may be related to configuring 
a light, to a preset dim value, to a dim ramp rate, to timing 
delays, to a grouping of lighting devices, setting a specific 
light to a light intensity level, setting a group of lights to a 



US 2015/O 187209 A1 

specific light intensity level, programming a light, or a plu 
rality of lights, to a specific light intensity level, or some other 
lighting control action. 
0287. In embodiments, an action may be a temperature 
control action. A temperature control action may be setting a 
heating level, setting a cooling level, setting a humidity level. 
setting a temperature level according to a time schedule, 
and/or setting a fan level. A temperature controlaction may be 
related to turning a temperature control device on, turning a 
temperature control device off, or performing some other 
temperature control action. 
0288. In embodiments, an action may be an access control 
action. An access control action may include, but is not lim 
ited to, locking, unlocking, opening a device, closing a 
device, moving a device, turning an alarm on, turning an 
alarm off, sending a low battery alert, detecting motion, 
detecting an occupancy, or some other access control action. 
0289. In embodiments, an action may be an audio-visual 
action. An audio-visual action may include, but is not limited 
to, playing a device, pausing a device, stopping a device, 
recording with a device, fast forwarding a device, rewinding 
a device, transferring media, browsing media, searching 
media, managing media, controlling a media screen, control 
ling Volume, changing a channel on a device, performing a 
parental control, browsing and/or searching an electronic pro 
gram guide, or some other audio-visual action. 
0290. In embodiments, an action may be related to con 
Sumer goods, for example, alerting a consumer to a mainte 
nance issue. 
0291. In embodiments, an action may be related to energy 
production control. 
0292 Referring to FIG. 38, in embodiments, a home 
audio-visual system may be provided that is at least in part 
controlled through a mesh network, wherein the home audio 
visual system produces at least two effects (3814,3818). Each 
of the at least two effects (3814, 3818) may be controlled 
through separate mesh network nodes (3810, 3812) respon 
sive to user initiated instructions 3800, such as that received at 
a mesh network node 3820 from a remote controller 3108. 
Each of the separate mesh network nodes (3810, 3812) may 
be adapted to receive the user initiate instructions 3800 
through a channel management operation 3802. 
0293. In embodiments, a channel management operation 
3802 may involve selecting a communication transmission 
speed 3804, selecting a communication channel 3808, per 
forming source routing, performing an acknowledgement 
procedure 3708, such as silent acknowledgement, or some 
other operation. 
0294. In embodiments, an effect (3814,3818) may include 
an audio effect, a visual effect, a room darkening effect, an 
illumination effect, or some other effect. 
0295. In embodiments, a user initiated instruction 3800 
may be adapted to control each of the at least two effects 
(3814, 3818) simultaneously. In embodiments, a single user 
initiated instruction 3800 may be adapted to control each of 
the at least two effects (3814,3818). 
0296. In embodiments, a home audio-visual system may 
include a television, a satellite receiver, a cable converter, a 
VCR, a digital video disc player, a laser disc player, a video 
accessory, an audio amplifier, an audio tuner, an audio ampli 
fier-tuner combination, a CD player, a DVD player, a high 
definition DVD player, an audio cassette player, a digital 
audio tape player, an audio equipment, an equalizer, a pho 
nograph player, a video component, a streaming media 
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player, an mp3 player, a light, a lamp, a gateway, a modem, an 
ISDN, or some other device, component, gadget, electronic 
system for indoor or outdoor audio-visual use. 
0297. In embodiments, the control and effect production 
of a home audio-visual system may be associated with a node 
3700 that is further associated with a functionality, a plurality 
of functionalities, combination of functionalities, or plurality 
of functionality combinations. A functionality associated 
with the node 3700 may include speed control 3702, includ 
ing multi-speed node operations and the like, SIS 3704, 
acknowledgement 3708, battery functions 3710, including 
battery-powered nodes, battery monitoring, rechargeable bat 
tery operations, and the like, node initiated repair 3712, sec 
ondary channel enabling 3714, remote association 3718, 
security 3720, source routing 3722, controller replication 
3724, dual functionality 3728 (e.g., application and network), 
or some other functionality 3730, as described herein. 
0298 Referring to FIG. 39, in embodiments, a home 
audio-visual system 3900 may communicate information 
through a mesh network, wherein the home audio-visual sys 
tem 3900 includes one or more electrical devices 3902 that 
produce the information 3904. The home audio-visual system 
3900 may be associated with a channel management opera 
tion 3802 that is associated with one or more nodes 3908 of 
the mesh network to effect the communication of the infor 
mation 3904. In embodiments, the information 3904 may be 
communicated to a media server 3000, media renderer 3002, 
control point 3004, or some other audio-visual system com 
ponent. 
0299. In embodiments, the information may be communi 
cated to a user. The information may relate to an audio-visual 
system setting. In embodiments, the information may be con 
trol information intended to be used by at least one of the one 
or more electrical devices within the audio-visual system. In 
embodiments, the information may relate to metadata. In 
embodiments, metadata may be related to an image, a photo, 
audio, a music track, an audio broadcast, an audio book, a 
Video, a movie, a video broadcast, a stored video, a live video, 
a digital video recorder file, a music video, audio-visual 
equipment, an appliance, a content directory, and other meta 
data types. Metadata may be a description of content being 
delivered, a rating, a title, a music title, a movie title, a pub 
lisher, a right, a plurality of rights, a genre, a language, a 
relation, a region, a radio call signal, a radio station, a radio 
band, a channel number, an image name, an artist name, a 
music track, a playlist, a storage medium, a contributor, a 
date, a producer, a director, a DVD region code, a channel 
name, a scheduled start time, a scheduled end time, an icon, 
and the like. 
0300. In embodiments, a channel management operation 
3802 may involve selecting a communication transmission 
speed 3804, selecting a communication channel 3808, per 
forming source routing, performing an acknowledgement 
procedure 3708, such as silent acknowledgement, or some 
other operation. 
0301 In embodiments, the information communicated 
within a home audio-visual system may be associated with a 
node 3700 that is further associated with a functionality, a 
plurality of functionalities, combination of functionalities, or 
plurality of functionality combinations. A functionality asso 
ciated with the node 3700 may include speed control 3702, 
including multi-speed node operations and the like, SIS 3704, 
acknowledgement 3708, battery functions 3710, including 
battery-powered nodes, battery monitoring, rechargeable bat 
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tery operations, and the like, node initiated repair 3712, sec 
ondary channel enabling 3714, remote association 3718, 
security 3720, source routing 3722, controller replication 
3724, dual functionality 3728 (e.g., application and network), 
or some other functionality 3730, as described herein. 
0302. In embodiments, the information communicated 
within a home audio-visual system may be associated with a 
television, a satellite receiver, a cable converter, a VCR, a 
digital video disc player, a laserdisc player, a video accessory, 
an audio amplifier, an audio tuner, an audio amplifier-tuner 
combination, a CD player, a DVD player, a high definition 
DVD player, an audio cassette player, a digital audio tape 
player, an audio equipment, an equalizer, a phonograph 
player, a video component, a streaming media player, an mp3 
player, a light, a lamp, a gateway, a modem, an ISDN, or some 
other device, component, gadget, electronic system for 
indoor or outdoor audio-visual use. 
0303 Referring to FIG. 40, in embodiments, a media 
server 3000 may be enabled to control the delivery of a 
plurality of media content streams 4008 to a plurality of 
electrical devices 4010, wherein the media server 3000 is 
adapted to be controlled through a mesh network node 4002 
using a mesh network channel management operation 4004. 
In embodiments, a command to the media server 3000 
through the mesh network node may be transmitted in 
response to a user initiated instruction 4000 input to a hand 
held remote control 3108, causing the mesh network node 
4002 to receive the user initiated command 4000 through 
manipulation of a channel control operation 3802. In embodi 
ments, the media server 3000 may control the delivery of at 
least one of the plurality of media content streams 4008 to at 
least one of the plurality of electrical devices 4010 based on 
the user initiated command 4000. In embodiments, a media 
server 3000 may be associated with a media renderer 3002, 
control point 3004, or some other audio-visual system com 
ponent. 
0304. In embodiments, a channel management operation 
3802 may involve selecting a communication transmission 
speed 3804, selecting a communication channel 3808, per 
forming source routing, performing an acknowledgement 
procedure 3708, such as silent acknowledgement, or some 
other operation. 
0305. In embodiments, the media server 3000 control 
within a home audio-visual system may be associated with a 
node 3700 that is further associated with a functionality, a 
plurality of functionalities, combination of functionalities, or 
plurality of functionality combinations. A functionality asso 
ciated with the node 3700 may include speed control 3702, 
including multi-speed node operations and the like, SIS 3704, 
acknowledgement 3708, battery functions 3710, including 
battery-powered nodes, battery monitoring, rechargeable bat 
tery operations, and the like, node initiated repair 3712, sec 
ondary channel enabling 3714, remote association 3718, 
security 3720, source routing 3722, controller replication 
3724, dual functionality 3728 (e.g., application and network), 
or some other functionality 3730, as described herein. 
0306. In embodiments, the media server 3000 control 
within a home audio-visual system may be associated with a 
television, a satellite receiver, a cable converter, a VCR, a 
digital video disc player, a laserdisc player, a video accessory, 
an audio amplifier, an audio tuner, an audio amplifier-tuner 
combination, a CD player, a DVD player, a high definition 
DVD player, an audio cassette player, a digital audio tape 
player, an audio equipment, an equalizer, a phonograph 
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player, a video component, a streaming media player, an mp3 
player, a light, a lamp, a gateway, a modem, an ISDN, or some 
other device, component, gadget, electronic system for 
indoor or outdoor audio-visual use. 
0307 Referring to FIG. 41, in embodiments, a home audio 
visual system 4100 may include an energy savings mode 
based at least in part on an intermittently powered mesh 
network node 4102 that is associated with the home audio 
visual system 4100. In embodiments, the intermittently pow 
ered mesh network node 4102 may periodically wake up from 
a low power, or no power sleep mode 4104 upon receipt of a 
wake up call 4108. The wake up call 4108 may change the 
node 4102 to an awake status 4110 in which it can receive a 
full power instruction 4112 to initiate a full power mode 4114 
in the home audio visual system. In embodiments, the wake 
up call may be routed to the intermittently powered mesh 
network node using a form of acknowledgement, such as 
silent acknowledgement as described herein. 
0308. In embodiments, the energy savings mode of the 
home audio visual system may draw no external power or a 
low power (e.g., 0-1mA). In embodiments, a full power 
instruction may be used to close a power relay. 
0309. In embodiments, the intermittently powered mesh 
network node may request configuration information when 
the intermittently powered mesh network node powers up. 
0310. In embodiments, the intermittently powered mesh 
network node may transmit a command when the intermit 
tently powered mesh network node powers up. 
0311. In embodiments, the intermittently powered mesh 
network node may acknowledge a command when the inter 
mittently powered mesh network node powers up. 
0312. In embodiments, the intermittently powered mesh 
network node may respond to a node request when the inter 
mittently powered mesh network node powers up. 
0313. In embodiments, the intermittently powered mesh 
network node may be powered at least in part using a battery, 
a fuel cell, a Solar cell, an alternative energy source, an AC 
power source, or DC power source. 
0314. In embodiments, the energy savings mode of a home 
audio-visual system may be associated with a television, a 
satellite receiver, a cable converter, a VCR, a digital video 
disc player, a laser disc player, a video accessory, an audio 
amplifier, an audio tuner, an audio amplifier-tuner combina 
tion, a CD player, a DVD player, a high definition DVD 
player, an audio cassette player, a digital audio tape player, an 
audio equipment, an equalizer, a phonograph player, a video 
component, a streaming media player, an mp3 player, a light, 
a lamp, a gateway, a modem, an ISDN, or some other device, 
component, gadget, electronic system for indoor or outdoor 
audio-visual use. 
0315. In embodiments, a plurality of electrical devices 
may be associated with a mesh network. A message command 
may be transmitted over the mesh network to the plurality of 
electrical devices in response to a user initiated instruction. 
The command may be received by the plurality of electrical 
devices. The message command may be translated by the 
plurality of electrical devices, and the transmitted message 
presented at each of the electrical devices among the plurality 
of electrical devices. 
0316. In embodiments, the user initiated command may be 
initiated through spoken words. In embodiments, the spoken 
words may be spoken into an intercom, microphone, or some 
other electrical device. In embodiments, the spoken words 
may be converted into text through a speech recognition 
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facility to form the message command. In embodiments, the 
spoken words may be interpreted and a message command 
selected based at least in part on the interpretation. 
0317. In embodiments, a message may indicate that a per 
son is wanted on the phone, that a meal is prepared, that an 
appliance door is open/closed, a door is open/closed, a win 
dow is open/closed, that an appliance is on/off, or some other 
information. 
0318. In embodiments, the presentation of the message 
may be in a format that is appropriate for each of the electrical 
devices among the plurality of electrical devices. An appro 
priate format may include text, audio (e.g. an alarm or spoken 
human language). Video, audio Visual, photographic image, 
graphic, or some other format. 
0319. In embodiments, the message transmission within a 
home audio-visual system may be associated with a node 
3700 that is further associated with a functionality, a plurality 
of functionalities, combination of functionalities, or plurality 
of functionality combinations. A functionality associated 
with the node 3700 may include speed control 3702, includ 
ing multi-speed node operations and the like, SIS 3704, 
acknowledgement 3708, battery functions 3710, including 
battery-powered nodes, battery monitoring, rechargeable bat 
tery operations, and the like, node initiated repair 3712, sec 
ondary channel enabling 3714, remote association 3718, 
security 3720, source routing 3722, controller replication 
3724, dual functionality 3728 (e.g., application and network), 
or some other functionality 3730, as described herein. 
0320 In embodiments, the message transmission within a 
home audio-visual system may be associated with a televi 
sion, a satellite receiver, a cable converter, a VCR, a digital 
Video disc player, a laser disc player, a video accessory, an 
audio amplifier, an audio tuner, an audio amplifier-tuner.com 
bination, a CD player, a DVD player, a high definition DVD 
player, an audio cassette player, a digital audio tape player, an 
audio equipment, an equalizer, a phonograph player, a video 
component, a streaming media player, an mp3 player, a light, 
a lamp, a gateway, a modem, an ISDN, or some other device, 
component, gadget, electronic system for indoor or outdoor 
audio-visual use. 

0321. In embodiments, a media server enabled to control 
the delivery of a plurality of media content streams to a 
plurality of electrical devices, wherein the media server is 
adapted to be controlled through a mesh network node. A 
parental control command may be transmitted to the media 
server through the mesh network based node in response to a 
user initiated instruction input to a handheld remote control. 
The command may cause the media server to control the 
delivery of at least one of the plurality of media content 
streams to at least one of the plurality of electrical devices 
based on the parental control command. 
0322. In embodiments, a parental control command may 
be a maximum volume threshold, related to a media content 
rating, may block access to a program, channel, Internet, 
webpage, electrical device, may be related to a time of day, or 
be some other parent control function. 
0323 In embodiments, a channel management operation 
3802 may involve selecting a communication transmission 
speed 3804, selecting a communication channel 3808, per 
forming source routing, performing an acknowledgement 
procedure 3708, such as silent acknowledgement, or some 
other operation. 
0324. In embodiments, the parental control command 
within a home audio-visual system may be associated with a 
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node 3700 that is further associated with a functionality, a 
plurality of functionalities, combination of functionalities, or 
plurality of functionality combinations. A functionality asso 
ciated with the node 3700 may include speed control 3702, 
including multi-speed node operations and the like, SIS 3704, 
acknowledgement 3708, battery functions 3710, including 
battery-powered nodes, battery monitoring, rechargeable bat 
tery operations, and the like, node initiated repair 3712, sec 
ondary channel enabling 3714, remote association 3718, 
security 3720, source routing 3722, controller replication 
3724, dual functionality 3728 (e.g., application and network), 
or some other functionality 3730, as described herein. 
0325 In embodiments, the parental control command 
within a home audio-visual system may be associated with a 
television, a satellite receiver, a cable converter, a VCR, a 
digital video disc player, a laserdisc player, a video accessory, 
an audio amplifier, an audio tuner, an audio amplifier-tuner 
combination, a CD player, a DVD player, a high definition 
DVD player, an audio cassette player, a digital audio tape 
player, an audio equipment, an equalizer, a phonograph 
player, a video component, a streaming media player, an mp3 
player, a light, a lamp, a gateway, a modem, an ISDN, or some 
other device, component, gadget, electronic system for 
indoor or outdoor audio-visual use. 

0326 In embodiments, an electrical device may be asso 
ciated with a mesh network. A user media preference may be 
associated with a user mesh network node. The user mesh 
network node may be associated with a user media control 
device. A user media preference command relating to the user 
media preference may be transmitted from the user media 
control device based at least on a physical proximity between 
the user media control device and the electrical device. The 
command may be received by the electrical device, and a 
setting of the electrical device may be altered based at least in 
part on the user media preference command. 
0327. In embodiments, the user media control device may 
be a chip, a cellphone, a PDA, a computer, a remote control, 
or some other control device. 
0328. In embodiments, a setting may be Volume, a genre, 
a performer, a light level, a program, or some other setting. 
0329. In embodiments, the media preference command 
within a home audio-visual system may be associated with a 
node 3700 that is further associated with a functionality, a 
plurality of functionalities, combination of functionalities, or 
plurality of functionality combinations. A functionality asso 
ciated with the node 3700 may include speed control 3702, 
including multi-speed node operations and the like, SIS 3704, 
acknowledgement 3708, battery functions 3710, including 
battery-powered nodes, battery monitoring, rechargeable bat 
tery operations, and the like, node initiated repair 3712, sec 
ondary channel enabling 3714, remote association 3718, 
security 3720, source routing 3722, controller replication 
3724, dual functionality 3728 (e.g., application and network), 
or some other functionality 3730, as described herein. 
0330. In embodiments, the media preference command 
within a home audio-visual system may be associated with a 
television, a satellite receiver, a cable converter, a VCR, a 
digital video disc player, a laserdisc player, a video accessory, 
an audio amplifier, an audio tuner, an audio amplifier-tuner 
combination, a CD player, a DVD player, a high definition 
DVD player, an audio cassette player, a digital audio tape 
player, an audio equipment, an equalizer, a phonograph 
player, a video component, a streaming media player, an mp3 
player, a light, a lamp, a gateway, a modem, an ISDN, or some 
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other device, component, gadget, electronic system for 
indoor or outdoor audio-visual use. 
0331. In embodiments, a mesh network node may be asso 
ciated with a home security facility. An alarm command may 
be transmitted through the home security facility mesh net 
work node to a plurality of electrical devices through the 
mesh network based at least in part on a change in the home 
security facility. An alarm condition may be presented 
through each of the plurality of electrical devices based at 
least in part on the change in the home security facility. 
0332. In embodiments, the change in the home security 
facility may be an opening action (e.g. a door), a closing 
action, a failure or open, a failure to close, or some other 
change. 
0333. In embodiments, a home security facility may be a 
door, window, floor, wall, fence, or some other home security 
facility. 
0334. In embodiments, an alarm condition may be the 
Sound of a barking dog, the sound of people calling the police, 
the Sound of a siren, the Sound of a cocking shotgun, a high 
decibel, high frequency sound, or some other alarm type. 
0335. In embodiments, the alarm command within a home 
audio-visual system may be associated with a node 3700 that 
is further associated with a functionality, a plurality of func 
tionalities, combination of functionalities, or plurality of 
functionality combinations. A functionality associated with 
the node 3700 may include speed control 3702, including 
multi-speed node operations and the like, SIS 3704, acknowl 
edgement 3708, battery functions 3710, including battery 
powered nodes, battery monitoring, rechargeable battery 
operations, and the like, node initiated repair 3712, secondary 
channel enabling 3714, remote association 3718, security 
3720, source routing 3722, controller replication 3724, dual 
functionality 3728 (e.g., application and network), or some 
other functionality 3730, as described herein. 
0336. In embodiments, the alarm command within a home 
audio-visual system may be associated with a television, a 
satellite receiver, a cable converter, a VCR, a digital video 
disc player, a laser disc player, a video accessory, an audio 
amplifier, an audio tuner, an audio amplifier-tuner combina 
tion, a CD player, a DVD player, a high definition DVD 
player, an audio cassette player, a digital audio tape player, an 
audio equipment, an equalizer, a phonograph player, a video 
component, a streaming media player, an mp3 player, a light, 
a lamp, a gateway, a modem, an ISDN, or some other device, 
component, gadget, electronic system for indoor or outdoor 
audio-visual use. 
0337. In embodiments, a home audio-visual system may 
be provided that communicates information through a mesh 
network, wherein the home audio-visual system includes one 
or more electrical devices that produce the information. An 
electrical device may transmit a control command to the mesh 
network using a cell phone, and a channel management 
operation associated with one or more nodes of the mesh 
network may be controlled to effect the communication of the 
command. In embodiments, a channel management opera 
tion may involve selecting a communication transmission 
speed, selecting a communication channel, performing 
Source routing, performing an acknowledgement procedure, 
Such as silent acknowledgement, or some other operation. 
0338. In embodiments, a home audio-visual system may 
be provided that communicates information through a mesh 
network, wherein the home audio-visual system includes one 
or more electrical devices that produce the information. An 
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electrical device may transmit a control command to the mesh 
network using a cordless phone, and a channel management 
operation associated with one or more nodes of the mesh 
network may be controlled to effect the communication of the 
command. In embodiments, a channel management opera 
tion may involve selecting a communication transmission 
speed, selecting a communication channel, performing 
Source routing, performing an acknowledgement procedure, 
Such as silent acknowledgement, or some other operation. 
0339. In embodiments, a home audio-visual system may 
be provided that communicates information through a mesh 
network, wherein the home audio-visual system includes one 
or more electrical devices that produce the information. An 
electrical device may transmit a control command to the mesh 
network using a text messaging device, and a channel man 
agement operation associated with one or more nodes of the 
mesh network may be controlled to effect the communication 
of the command. In embodiments, a channel management 
operation may involve selecting a communication transmis 
sion speed, selecting a communication channel, performing 
Source routing, performing an acknowledgement procedure, 
Such as silent acknowledgement, or some other operation. 
0340. In embodiments, a home audio-visual system may 
be provided that communicates information through a mesh 
network, wherein the home audio-visual system includes one 
or more electrical devices that produce the information. An 
electrical device may transmit a control command to the mesh 
network using a voice command, and a channel management 
operation associated with one or more nodes of the mesh 
network may be controlled to effect the communication of the 
command. In embodiments, a channel management opera 
tion may involve selecting a communication transmission 
speed, selecting a communication channel, performing 
Source routing, performing an acknowledgement procedure, 
Such as silent acknowledgement, or some other operation. 
0341. In embodiments, a home audio-visual system may 
be provided that communicates information through a mesh 
network, wherein the home audio-visual system includes one 
or more electrical devices that produce the information. Lan 
guage Subtitle information may be transmitted through the 
mesh network to an electrical device playing content associ 
ated with the Subtitles; and a channel management operation 
associated with one or more nodes of the mesh network may 
be controlled to effect the communication of the subtitle 
information. In embodiments, a channel management opera 
tion may involve selecting a communication transmission 
speed, selecting a communication channel, performing 
Source routing, performing an acknowledgement procedure, 
Such as silent acknowledgement, or some other operation. 
0342. In embodiments, a home audio-visual system may 
be provided that communicates information through a mesh 
network, wherein the home audio-visual system includes one 
or more electrical devices that produce the information. A 
content retrieve command may be transmitted through a tele 
vision associated with the mesh network. Content may be 
retrieved from a content storage facility that is independent of 
the television. The content may be transmitted through the 
mesh network for presentation on the television, and a chan 
nel management operation associated with one or more nodes 
of the mesh network may be controlled to effect the commu 
nication of the content. In embodiments, a channel manage 
ment operation may involve selecting a communication trans 
mission speed, selecting a communication channel, 
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performing source routing, performing an acknowledgement 
procedure. Such as silent acknowledgement, or some other 
operation. 
0343. In embodiments, a home audio-visual system may 
be provided that communicates information through a mesh 
network, wherein the home audio-visual system includes one 
or more electrical devices that produce the information. A 
television station may be selected on a television that is asso 
ciated with the mesh network. A television station logo asso 
ciated with the selected television station may be retrieved 
from a content storage facility that is independent of the 
television. The logo may be transmitted through the mesh 
network for presentation on the television, and a channel 
management operation associated with one or more nodes of 
the mesh network may be controlled to effect the communi 
cation of the logo. In embodiments, a channel management 
operation may involve selecting a communication transmis 
sion speed, selecting a communication channel, performing 
Source routing, performing an acknowledgement procedure, 
Such as silent acknowledgement, or some other operation. In 
embodiments, a home audio-visual system may be provided 
that communicates information through a mesh network, 
wherein the home audio-visual system includes one or more 
electrical devices that produce the information. Banner data 
may be streamed from a content storage facility that is inde 
pendent of an electrical device in the mesh network. The 
streamed banner data may be presented to the electrical 
device in the mesh network, and a channel management 
operation associated with one or more nodes of the mesh 
network may be controlled to effect the communication of the 
streamed banner data. In embodiments, a channel manage 
ment operation may involve selecting a communication trans 
mission speed, selecting a communication channel, perform 
ing source routing, performing an acknowledgement 
procedure. Such as silent acknowledgement, or some other 
operation. 
0344. In an embodiment, a monitoring system is provided 
to monitor an inhabitant of a living space. The monitoring 
may be performed by analyzing actions associated with 
actuators associated with the living space. The living space 
may, for example, have actuators such as those associated 
with light Switches, audio visual equipment (e.g. on/off 
Switches, control Switches), kitchen appliances (e.g. on/off 
switches, control switches) or other such devices and each of 
them or many of them may be monitored to predict or infer 
behaviors of the inhabitants. The actuators may be associated 
with a network Such that actuator interactivity may be moni 
tored. Patterns of interaction may be monitored and compared 
with standard patterns to predict or infer a behavior of the 
inhabitant. For example, generally speaking, the inhabitant 
may typically go to bed at 8:00 p.m. Patterns of actuator 
interaction and actuator performance may be stored in a data 
base. One of the patterns may be indicative of a sleeping 
inhabitant or an inhabitant preparing for sleep. A sleeping 
pattern may indicate, for example, that the light actuators in a 
particular room (e.g. the living room) are off during sleeping 
hours and that the kitchen appliances are all off. If the realtime 
actuator performance at 1:00 a.m. shows lights on or appli 
ances on, an inference may be drawn that indicates the inhab 
itant is in trouble because of lack of compliance with the 
standard pattern. Of course, this is a very basic example, and 
the inference system may monitor several actuators and draw 
inferences on more complicated combinations of actual 
actuator performance versus standard patterns. The living 
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space may be a home, a nursing home, a hospital, a daycare, 
a school, a business office, or some other space. For example, 
a user may monitor the activities of an elderly person residing 
at a distant location. Thus, an unattended elderly person can 
be remotely monitored for an unusual pattern in an otherwise 
normal routine. 
0345. In this embodiment, the method of monitoring may 
involve associating an actuator with a device within the living 
space; activating the actuator upon a status change of the 
device; transmitting data from the actuator to a data facility 
based at least in part on the activation of the actuator, com 
paring the transmitted data to a device standard using the data 
facility; and generating a message based at least in part on the 
data comparison. 
0346. The actuator may be associated with an electrical, 
electronic, or a mechanical device within the living space. 
The actuator may be associated with a mesh network node. 
The node may employ any or all of the node technologies as 
described herein. For example, the node may use speed con 
trol, silent acknowledgment, channel selections, or other 
technologies described in connection with FIGS. 1-37. More 
over, the device may be a light Switch, a door lock, a window 
lock, a thermostat, a motion detector, or any other device 
described in connection with FIGS. 1-37. Also, the device 
may be a weight sensor, wherein the weight sensor is associ 
ated with a bed, a chair, a floor, or any other area where the 
inhabitant of the living space is likely to apply weight on. 
0347 The actuator may be activated upon status change of 
the associated device. Referring to the example mentioned 
above, the actuator may be activated when the elderly person 
Switches on a light in the living space. Once activated, the 
actuator may transmit data related to the status change of the 
device to a data facility. In an embodiment the actuator trans 
mits the data through a mesh network. The transmission 
through the mesh network may employ any or all of the 
transmission technologies as described herein. For example, 
the transmission may involve mesh channel manipulation, 
silent acknowledgement, transmitting through a battery oper 
ated node, repairing a node in the network to effect the trans 
mission, or other technologies described in connection with 
FIGS. 1-37. Moreover, the transmission could be local to the 
living space, external to the living space, or broadcast locally 
and external to the living space. 
0348. In embodiments, the actuator may be separate from 
a device, associated with a device, combined with a device, 
embedded in a device, manufactured with a device as a single 
component, or associated with a device in Some other manner. 
0349 The data received by the data facility may be com 
pared to a standard for the device or collection of devices. The 
device standard may be a national norm, a personal norm 
representing an individuals’ average use of the device or some 
other normal condition. In our example, normal routine of 
the elderly person may involve all the lights at the residence to 
be switched off after 8:00 p.m. In this case, lights being 
switched off after 8:00 p.m. may be a personal norm for the 
light Switches. Moreover, the comparison may result in gen 
eration of a message for the user, where the user may be a 
person attempting to monitor the inhabitant, the inhabitant, or 
other person involved in the monitoring process. In the 
example mentioned above, a message may be generated for 
the user in case the light is switched on after 8:00 p.m. in the 
evening. Switching the light on at this time does not match the 
personal norm and could imply an unusual activity that may 
require immediate attention. The message generated for the 
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user may be in the form of an alarm, a phone call, a text 
message, an email, an instant message, a beeper message, or 
any other message to a user accessible interface. 
0350. In another embodiment, a monitoring system is pro 
vided to monitor an inhabitant of a living space. The living 
space may be a home, a nursing home, a hospital, a daycare, 
a school, a business office, or some other space. For example, 
a user may monitor the activities of an elderly person residing 
at a distant location. Thus, an unattended elderly person can 
be remotely monitored for an unusual pattern in an otherwise 
normal routine. A method for monitoring the inhabitant of the 
living space may involve the following steps: associating an 
actuator with a device within a living space; activating the 
actuator upon an elapsed time duration during which there is 
no status change of the device; transmitting data from the 
actuator to a data facility based at least in part on the activa 
tion of the actuator; comparing the transmitted data to a 
device standard using the data facility; and generating a mes 
sage based at least in part on the data comparison. 
0351. The actuator may be associated with an electrical, 
electronic, or a mechanical device within the living space. 
The actuator may be associated with a mesh network node. 
The node may employ any or all of the node technologies as 
described herein. For example, the node may use speed con 
trol, silent acknowledgment, channel selections, or other 
technologies described in connection with FIGS. 1-37. More 
over, the device may be a light Switch, a door lock, a window 
lock, a thermostat, a motion detector, or any other device 
described in connection with FIGS. 1-37. Also, the device 
may be a weight sensor, wherein the weight sensor is associ 
ated with a bed, a chair, a floor, or any other area where the 
inhabitant of the living space is likely to apply weight on. 
0352. The actuator may be activated upon an elapsed time 
duration during which there is no status change of the asso 
ciated device. Referring to the examplementioned above, the 
actuator may be activated when the elderly person does not 
switch on a light when it is otherwise normally switched on 
after five in the evening. Once activated, the actuator may 
transmit data related to the status change of the device to a 
data facility. In an embodiment the actuator transmits the data 
through a mesh network. The transmission through the mesh 
network may employ any or all of the transmission technolo 
gies as described herein. For example, the transmission may 
involve mesh channel manipulation, silent acknowledge 
ment, transmitting through a battery operated node, repairing 
a node in the network to effect the transmission, or other 
technologies described in connection with FIGS. 1-37. More 
over, the transmission could be local to the living space, 
external to the living space, or broadcast locally and external 
to the living space. 
0353. The data received by the data facility may be com 
pared to a standard for the device or collection of devices. The 
device standard may be a national norm, a personal norm 
representing an individuals’ average use of the device or some 
other normal condition. In our example, normal routine of 
the elderly person may involve all the lights at the residence to 
be switched on after 5:00 p.m. every day. In this case, lights 
being switched on after 5:00 p.m. may be a personal norm for 
the light switches. Moreover, the comparison to the standard 
for the device may result in generation of a message for the 
user, where the user may be a person attempting to monitor 
the inhabitant, the inhabitant, or other person involved in the 
monitoring process. In the examplementioned above, a mes 
sage may be generated for the user in case the light is not 
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switched on after 5:00 p.m. Light switches being off after 
5:00 p.m. does not match the personal norm and could imply 
an unusual activity that may require immediate attention. The 
message generated for the user may be in the form of an 
alarm, a phone call, a text message, an email, an instant 
message, a beeper message, or any other message to a user 
accessible interface. 

0354. In yet another embodiment, a monitoring system is 
provided to monitor an inhabitant of a living space. The living 
space may be a home, a nursing home, a hospital, a daycare, 
a school, a business office, or some other space. An actuator 
may be associated with an electrical, electronic, or a mechani 
cal device within the living space. Such as a light Switch, a 
door lock, a window lock, a thermostat, a motion detector, or 
any other device described in connection with FIGS. 1-37 for 
example. The actuator may also be associated with a mesh 
network node. The node may employ any or all of the node 
technologies as described herein. For example, the node may 
use speed control, silent acknowledgment, channel selec 
tions, or other technologies described in connection with 
FIGS. 1-37. A method for monitoring the inhabitant of the 
living space may involve associating an actuator with a device 
within a living space; associating the actuator with a mesh 
network; activating the actuator upon a status change of the 
device; transmitting data from the actuator to a data facility, 
based at least in part on the activation of the actuator, wherein 
the transmission route is selected from a plurality of trans 
mission routes based at least in part on a criterion; comparing 
the transmitted data to a device standard using the data facil 
ity; and generating a message based at least in part on the data 
comparison. 
0355 The actuator may be activated upon status change of 
the associated device. Once activated, the actuator may trans 
mit data related to the status change of the device to a data 
facility. The actuator may transmit data through its associated 
mesh network, wherein the transmission route is selected 
from a plurality of transmission routes based at least in part on 
a criterion. For example, the selection of transmission route 
may be based on transmission speed, or any other criteria 
described in connection with FIGS. 1-37. Moreover, the 
transmission through the mesh network may employ any or 
all of the transmission technologies as described herein. For 
example, the transmission may involve mesh channel 
manipulation, silent acknowledgement, transmitting through 
a battery operated node, repairing a node in the network to 
effect the transmission, or other technologies described in 
connection with FIGS. 1-37. 

0356. The data received by the data facility may be com 
pared to a standard for the device or collection of devices. 
Moreover, the comparison to the standard for the device may 
result in generation of a message for the user, where the user 
may be a person attempting to monitor the inhabitant, the 
inhabitant, or other person involved in the monitoring pro 
cess. The message generated for the user may be in the form 
of an alarm, a phone call, a text message, an email, an instant 
message, a beeper message, or any other message to a user 
accessible interface. 

0357. In yet another embodiment, a monitoring system is 
provided to monitor an inhabitant of a living space. The living 
space may be a home, a nursing home, a hospital, a daycare, 
a school, a business office, or some other space. An actuator 
may be associated with an electrical, electronic, or a mechani 
cal device within the living space. Such as a light Switch, a 
door lock, a window lock, a thermostat, a motion detector, or 
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any other device described in connection with FIGS. 1-37. 
The actuator is also associated with a mesh network node. The 
node may employ any or all of the node technologies as 
described herein. For example, the node may use speed con 
trol, silent acknowledgment, channel selections, or other 
technologies described in connection with FIGS. 1-37. A 
method for monitoring the inhabitant of the living space may 
involve associating an actuator with a device within a living 
space; associating the actuator with a mesh network; activat 
ing the actuator upon an elapsed time duration during which 
there is no status change of the device; transmitting data from 
the actuator to a data facility, based at least in part on the 
activation of the actuator, wherein the transmission route is 
selected from a plurality of transmission routes based at least 
in part on a criterion; comparing the transmitted data to a 
device standard using the data facility; and generating a mes 
sage based at least in part on the data comparison. 
0358. The actuator may be activated upon an elapsed time 
duration during which there is no status change of the asso 
ciated device. Once activated, the actuator may transmit data 
related to the status change of the device to a data facility. The 
actuator may transmit data through its associated mesh net 
work, wherein the transmission route is selected from a plu 
rality of transmission routes based at least in part on a crite 
rion. For example, the selection of transmission route may be 
based on transmission speed, or any other criteria described in 
connection with FIGS. 1-37. Moreover, the transmission 
through the mesh network may employ any or all of the 
transmission technologies as described herein. For example, 
the transmission may involve mesh channel manipulation, 
silent acknowledgement, transmitting through a battery oper 
ated node, repairing a node in the network to effect the trans 
mission, or other technologies described in connection with 
FIGS 1-37. 

0359 The data received by the data facility may be com 
pared to a standard for the device or collection of devices. 
Moreover, the comparison to the standard for the device may 
result in generation of a message for the user, where the user 
may be a person attempting to monitor the inhabitant, the 
inhabitant, or other person involved in the monitoring pro 
cess. The message generated for the user may be in the form 
of an alarm, a phone call, a text message, an email, an instant 
message, a beeper message, or any other message to a user 
accessible interface. 

0360. While many of the embodiments describe the track 
ing of a single or limited number of actuators and comparing 
their activity with a standard, it should be understood that 
these examples are provided to help in the understanding of 
the disclosure and are not intended to be limiting in anyway. 
For example, standards may be developed that are based on a 
number of actuator conditions or status. The accumulation of 
several or many such actuator conditions may be stored as a 
standard and the actual performance of the several or many 
actuators may be compared to the standard in a number of 
ways using a number of statistical techniques. One such sta 
tistical technique may involve making an inference based on 
a significant number of differences identified between the 
actual performance and the standard. 
0361. In embodiments, a one-to-many control system may 
be implemented that allows a controlling unit to control a 
multitude of units as well as a multitude of sub-units inside a 
multitude of units in a synchronous fashion. For example, a 
typical area of use for the system may be the control of light 
or window drapes in applications where it is desired that the 
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units can react to commands with low latency in a synchro 
nous fashion while maintaining protection against unwanted 
intrusion and replay attacks. In embodiments, by limiting the 
allowed number of units in the targeted subnet, it is possible 
to identify each unit as a bit in a bitmask or via a short address 
in a list of short addresses. The disclosure may allow a con 
trolling unit to use bit-wise addressing of network units and/ 
or sub-units within a network unit to send a control command 
to a multitude of units and/or sub-units. Encryption may be 
secured via a periodically updated token that protects against 
replay attacks, which may also be distributed via the bit-wise 
addressing method. 
0362 Referring to FIGS. 42 and 43, a controlling unit 
4302 may transmit an encapsulated control message 4200 
including a message header 4202, unit bitmask 4204, Sub-unit 
header 4208, 4210, a control command 4212, and the like, 
where the sub-unit header 4208, 4210 may be further seg 
mented into a unit address 4214, sub-unit bitmask 4218, and 
the like. In embodiments, the encapsulated control message 
may be transmitted via a unicast transmission to a unit being 
a member of the group described in the address fields 4204, 
4208, 4210 using a plurality of units as repeaters. The receiv 
ing unit then re-transmits the encapsulated control command 
as a broadcast or multicast message to the plurality of units. 
All receiving units evaluate the unit bitmask fields to deter 
mine if the control command is to be executed. 

0363 Referring to FIG. 43, the message may be delivered 
in a layered approach, first unicasted from the control unit 
4302 to a single controlling unit 4308A within a sub-network 
group 4304 of controlled units 4308A-E, and then broad 
casted from the single unit 4308A to the rest of the group of 
units 4308B-E. In embodiments, the controlled units 
4308A-E may be located logically in the same sub-network, 
the Sub-network may have a maximum logical size which 
allows for bitmap-addressing of individual units, the control 
messages may be encrypted using a previously distributed 
security token to protect against replay attacks, and the like. 
In addition, sub-units 4310A-B included within a control unit 
4308E may be bitmap-addressed through the sub-unit address 
4214, 4218 of the message 4200. 
0364. An encapsulation message 4200 that contains a con 
trol message and a multitude of address fields may be used for 
explicitly identifying each controlled unit 4308A-E. A mul 
titude of address field formats may be used, such as allowing 
a controlling unit to address any combination of destination 
units with reference to their sub-network address, a control 
ling unit to identify destination units via bitmap-addressing, 
Supporting a unit address space Sufficiently small so that all 
receiving hosts can be identified in one message, used in a 
single instance in a message header, allows a controlling unit 
to address any combination of destination Sub-units within a 
unit, addresses individual Sub-units via bitmap-addressing, 
Supports a Sub-unit address space of limited size so that all 
receiving Sub-units can be identified in one message, used in 
a multitude of instances to manipulate sets of Sub-units in 
different units in a synchronized fashion, and the like. 
0365. The entire list of individual controlled units 
4308A-E may, following a one-to-many transmission, be 
walked though using acknowledged one-to-one communica 
tion to ensure that all receiving units 4308A-E receive 
updated information. However, the acknowledged one-to-one 
communications may be skipped in order to quickly distrib 
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ute new state information to many destinations in a more 
time-expedient manner, where the one-to-one cycle may then 
be resumed Subsequently. 
0366. In embodiments, and referring to FIG. 44, a con 
trolled unit 4402 may intercept the message 4200 on its way 
through the network as a unicast message. In effect this means 
that any controlled unit along the route may react to an encap 
sulated message 4200, e.g. “Light On'. Implementation of 
this may be through use of a special destination address, 
through deep packet inspection, and the like. Thus, a con 
trolled unit 4402 may be able to read a routed unicasted 
encapsulated message 4200 on the way to the unicast route 
destination (e.g., a controlled unit 4308A). In this way there 
may be three ways a message may be received: (1) received by 
a controlled unit 4308A that is the target of a unicast message, 
(2) received by a controlled unit 4308B-E receiving the 
broadcasted message that follows from that targeted unicast 
message, and (3) received by a controlled unit 4402 that reads 
the message as the routed unicasted message passes by. In all 
three cases, the recipient may verify its membership via the 
address fields encapsulated in the message 4200. 
0367. In embodiments, security tokens may be utilized, 
and periodically updated to ensure freshness of the security 
token. The security token may be distributed (e.g. unacknowl 
edged) using the security header 4211, and the transmission 
methods described herein. The security token may time out 
and be invalidated if the unacknowledged token update 
method fails. A destination node may receive a new valid 
security token from the controlling unit via the acknowledged 
one-to-one communication. 

0368. In embodiments, the encapsulation message 4200 
may be forwarded by a multitude of units acting as repeaters, 
where the forwarded encapsulation message 4200 is broad 
casted or multi-casted by the receiving unit in the Sub-net 
work. The forwarded encapsulation message 4200 may be 
broadcasted in the Sub-network using a special preamble 
pattern to ensure that all intended battery operated units are 
awake and able to respond to commands in a synchronous 
fashion. All units receiving the broadcasted encapsulation 
message 4200 may evaluate the address fields of the broad 
casted message. If a unit or sub-unit is represented in one of 
the address fields, the control command may then be 
executed. 

0369. In an example, the message 4200 may carry a 256 
bit bitmask to identify all receiving nodes within a /120 IPv6 
subnet (i.e., 8 bit host address), a reduced version may be 
crafted to carry a set number of bits (e.g. 232 bits), and the 
like. The message may carry a number of structures combin 
ing a host address (nodeID) and an endpoint bitmask identi 
fying a number of endpoints (e.g. endpoints 4, 7 and 8). The 
message 4200 may carry a security nonce update in the Secu 
rity header to provide low-latency and secure delivery of 
messages. Optionally unicasted follow-up transmission of 
the control command may ensure that all destinations get the 
intended state, which may also provide a fallback option for 
re-synchronizing the security token in nodes that did not 
receive the periodic nonce update. In embodiments, formats 
other than bitmaps may be used, such as providing for a list of 
short addresses (e.g. 1 byte) Supported, combinations of short 
addresses and bitmaps, and the like. 
0370. The present disclosure concerns encapsulation of 
messages, queueing of message for better network traffic 
flow, and methods for mapping of individual nodes that con 
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nect to a local area network through a home area network of 
which the individual nodes are members. 
0371. When messages are sent from one user to another, 
the sending and receiving are transparent, in general, to both 
the sender and receiver. This is little different from analogous 
situations, such as physical courier or postal delivery, in 
which the path and the method used is typically not observed 
by either the sender or the receiver, until the message or 
package is received. In physical delivery, the message or the 
object is packaged on the sending end with an envelope or a 
wrapper by the sender, which the recipient then removes at the 
receiving end. In data or message transmission, the situation 
is different, since a new wrapper or package is added to the 
original application at a number of stages in the transmission. 
A number of encapsulation layers may thus be added as a 
message or data packet proceeds from sender to the intended 
recipient. As shown above in FIGS. 42-44, for instance, a 
message may have an address header, or more than one 
header, as it proceeds through transmission. 
0372 Typically, when a message is sent, it passes through 
a number of layers and may require encapsulation as it pro 
ceeds. For example, in one situation, a message may include 
data and at least one header with its destination, as shown in 
FIG. 42. The encapsulation for message 4200 has been 
deduced directly from the message header and from the way 
the message was received, as shown in FIG. 43, where the 
message 4200 is sent from the controller 4302 to a controlled 
unit 4308A. In this instance, the degree of encapsulation is 
minimal. 
0373) Other situations may be more complicated, as 
shown in FIG. 45, which depicts a possible sequence for a 
message sent via a TCP/IP protocol. A similar diagram can be 
made using a 7-layer OSI sequence, in which each layer 
requires separate encapsulation. Encapsulation sequence 
4500 depicts how each succeeding layer adds encapsulation 
to the basic upper layer message 4501, which includes an 
upper layer application data, Such as a message or data 4503 
and one or more headers 4505, as shown in FIG. 42. When the 
message moves from the application or basic layer to the 
transmission control protocol/user diagram protocol (TCP/ 
UDP) message layer 4520, a header 4523 is added to make a 
larger message 4521, a TCP/UDP message, and better ensure 
its transmission and reception. This may correspond to the 
transport layer in the OSI protocol. 
0374. The message then goes to the Internet layer or IP 
stage 4530 as an IP datagram 4531, which includes the pre 
vious TCP/UDP message 4521, along with a new header IP 
header 4533, to form the IP datagram. This corresponds to the 
Network layer in the OSI system. The message then goes to 
the network access layer or Layer 2 4540 as a Layer 2 frame 
4541. Layer 2 frame includes all the elements of IP datagram 
4531 and a Layer 2 header 4543, and may also include a Layer 
2 footer 4545. This layer corresponds to the data link or 
physical layer in the OSI protocol. At this point, the Layer 2 
frame 4541 is converted to a layer 1 message 4550 in binary 
code. 
0375 Each layer is encapsulated so that upon transmission 
across the Internet, the message can be routed correctly upon 
reception at the corresponding destination layers 4560-4568, 
as the message is routed from the layer 14560 to layer 24562, 
the IP layer 4564, the TCP/UDP layer 4566, and then to its 
destination 4568. Encapsulation is now removed at each stage 
so that the message appears with the appropriate headers in 
each stage for correct routing to its destination. The addition 
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of encapsulation is typically done automatically at each stage 
based on the previous headers and based on how the message 
was received. Thus, on the left side of FIG. 45, the messages 
are received from a lower level with a header indicating an 
address that requires transmission to a higher level. This 
indicates that further encapsulation is needed and the mes 
sage is then further encapsulated as the message proceeds 
from one stage to the next. On the right side of the FIG. 45, the 
messages are received from higher levels and have a header 
with an address requiring transmission to a lower level. Thus, 
encapsulation is to be removed at each stage and the message 
forwarded according to the header on the next layer under 
neath. Thus, encapsulation or de-encapsulation proceeds or is 
deduced from the message or packet headers and how the 
message was received. 
0376. It is also possible to use additional information from 
the packet to determine encapsulation. For example, items of 
information from a header of the packet concerning a desti 
nation of the packet may be gathered. Besides the packet 
header or destination information, each packet or message 
may have a number of attributes that can be used to determine 
appropriate encapsulation, especially for forwarding the mes 
sage or packet. These attributes include the size of the packet, 
e.g., packet size, and also include whether the packet was 
received through a secure means, a checksum of the message 
or packet, and sender and receiver endpoints. This may be a 
virtual representation of multiple instances or services on the 
same physical device. In this manner, additional items of 
information concerning the packet may be gathered, e.g., 
from an additional part of the packet. The additional items of 
information may include without limitation a packet size, a 
degree of Security of the packet, a degree of encapsulation 
security of the packet, a checksum strength of the packet, and 
so forth. 

0377 Additional information may also include knowl 
edge about the sender and receiver of the message. A gateway 
of a home area network (HAN) discussed above and also 
discussed below herein, is privy to a great deal of information 
about all parties or nodes in its home area network, or in its 
local area network (LAN). For example, if the sender or 
receiver is unknown upon receiving information from a 
sender or a receiver, the gateway will probe the sender or 
receiver using probing mechanisms appropriate for the net 
work on which it was received. For example, a low level query 
may be used to establish basic information about the receiver. 
Based on the initial query, a number of possible encapsula 
tions may be found. These encapsulations are then queried to 
determine appropriate parameters for the encapsulation. In 
addition, information about the receiver may be used to gather 
a list of available encapsulations or encapsulation methods, 
where such encapsulations or encapsulation methods may be 
selected for encapsulating the packet. Of course, some encap 
Sulation is almost always applied, with some messages or 
packets requiring minimal additional encapsulation because 
they may be known to be close by. In other cases, the amount 
of encapsulation may depend on the network or gateway's 
knowledge of the packet, or the sender or the receiver. 
0378 Examples of these encapsulations include a security 
encapsulation, a fragmentation encapsulation, a segmenta 
tion and reassembly encapsulation, a checksum encapsula 
tion, and encapsulation for multiple endpoints (i.e., multi 
endpoint encapsulation). For example, if a packet is received 
using a form of secure encapsulation on a network, the packet 
should always be further encapsulated with a secure encap 
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sulation appropriate for the forwarding network. Of course, if 
the medium on which the packet was received explicitly states 
that the packet may be forwarded without additional security, 
then Such security encapsulation is not needed. In this case, 
the packet or message may be forwarded using an appropriate 
security encapsulation for the forwarding network, if avail 
able. If not, the packet or message may then be forwarded 
without a security encapsulation. Thus, the degree of security 
of the packet may be pertinent to encapsulation. 
0379 Fragmentation encapsulation refers to packets with 
a packet size too large for the forwarding network, e.g., the 
size of the packet may exceed a permitted size for the net 
work. In this case, the packet may be fragmented into Smaller 
parts Suitable for the forwarding network (e.g., the packet 
may be fragmented into two or more packets of the permitted 
size or Smaller) and they may be encapsulated into an appro 
priate fragmentation encapsulation that will allow the 
receiver to reassemble it. If an appropriate fragmentation 
encapsulation is not available, then the packet may not be 
forwarded. The sender may then seek an alternate network or 
route that can accommodate the message. On the other end, 
when a fragmented packet is received, the gateway will reas 
semble all the parts or fragments to create a complete packet. 
If necessary, the gateway or other forwarding node or station 
may re-encapsulate the packet or message using a fragmen 
tation fit for the forwarding network. 
0380. In other situations, a packet using a checksum 
strength greater than that of the forwarding network should 
re-encapsulate the packet using a similarly strong checksum 
mechanism. In other situations, a packet or message may be 
routed to multiple endpoints, e.g., a multicast message. The 
different networks to which the packets are addressed may 
have different services or endpoints on the same physical 
device. The gateway may reencapsulate the packet to an end 
point format suitable for the forwarding network. The end 
point formats may be the same for one or more endpoints, or 
the endpoint formats may be different for one or more end 
points. For example, in an implementation, the packet is 
encapsulated with a first endpoint format suitable for a first 
endpoint, a second endpoint format Suitable for a second 
endpoint, and so on. Where other technologies may also add 
encapsulation, this is done statically based either on the appli 
cation layer, or based on static knowledge, such as Wi-Fi 
adding WPA (Wi-Fi protected address), WPA2, and the like. 
In general, this disclosure determines the encapsulation based 
on information about the sender, the packet, the receiver, and 
the like. For instance, the encapsulation may be chosen based 
on the sender, the packet, and the receiver; alternatively, the 
encapsulation may be chosen using one or two parameters. 
Receiving a secure packet may require the gateway to forward 
it securely. In embodiments, receiving a secure packet may 
require the gateway to forward it securely only if the receiving 
node Supports the appropriate security level. For example, 
adding an additional checksum may be decided based on how 
the packet was received and if the receiving node Supports 
checksum encapsulation. An exception to this rule may be 
that the segmentation and reassembly mechanism will always 
segment packets into multiple frames if the packet size is 
bigger than the capability of the receiving network. 
0381. In one embodiment of networks, a user may wish to 
improve transmission speed of a gateway to a network with 
which the user wishes to connect. This disclosure may 
describe improvements to the perceived response time, the 
actual response time, or both. The actual response time is 
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improved by letting faster message overtake slower mes 
sages. The perceived response time is improved by providing 
early delay notifications to clients of a local area network 
(LAN) concerning the expected latency or delay. The situa 
tion is explained with reference to FIG. 46, which depicts a 
system 4600 with LAN client A 4602 and LAN client B 4604 
communicating with their respective home Node X 4606 and 
Node Y 4608 via a home area network (HAN) 4610 through 
a gateway 4612. Within the HAN 4610, Node X 4606 and 
Node Y 4608 may communicate without going through the 
gateway 4612. Thus, the implementation of FIG. 46 depicts 
nodes connected in a HAN 4610. Also, in the configuration 
shown, the gateway 4612 provides access to the nodes in the 
HAN4610 and connects the HAN4610 to at least one outside 
local area network (LAN), e.g., LAN client A 4602 and LAN 
client B 4604. In an implementation, the HAN 4610 and the 
LANs operate on Internet Protocol (IP) addresses. In another 
implementation, the gateway 4612 is adapted for allowing 
clients in the LANs to identify each of the nodes in the HAN 
4610. Additionally, the nodes may appear to clients of the 
outside LAN as separately addressable nodes. 
0382 Of course, in an actual situation, the gateway might 
accommodate many more than two users, leading to a situa 
tion in which many users or clients attempt to connect to many 
nodes, such as nodes X,Y, through one home area network, or 
through more than one area network. The gateway may 
become a bottleneck, i.e., an impediment to quick transmis 
sions for any number of reasons. The home area network may 
have a more limited bandwidth than one or more local area 
networks (LANs). The gateway, in this example, can only 
communicate with one home area network (HAN) node at a 
time. In addition, the response time of the HAN nodes, such 
as Node X and Node Y, may have longer response times. For 
example, the response time of a HAN node, in some embodi 
ments, can range from 10-20 milliseconds to 10-20 seconds. 
The situation in the home area network may be similar to the 
situation discussed above with respect to FIGS. 35-36, in 
which some nodes shut down to conserve power, periodically 
awakening to check for messages or for a need to power up. 
This situation alone may lead to delays and bottlenecks in the 
gateway. 
0383. The gateway, which may be a controller of the home 
area network, is aware of the periods and timing of the nodes 
in the home area network. If messages are sent from one or 
more clients external to the gateway and the home area net 
work, the gateway is in a position to know which Node(s) in 
the gateway will be quicker or slower to respond because the 
gateway may control the awake and asleep periods or states of 
the various nodes. Thus, the gateway may be said to have a 
priori knowledge of the home area network and its nodes, and 
is in a position to predict the timing of delivery of messages to 
the nodes in the home area network (HAN). In this manner, 
the system (or a component thereof, e.g., the gateway) may 
predict whether a message to a node in the HAN from a client 
in an outside LAN will be a fast delivery message or a slow 
delivery message, where Such a prediction may be based on 
prior knowledge of the HAN, the nodes, and the message. The 
prediction may also or instead be based on whether the node 
in the HAN spends time in an asleep state. FIG. 47 illustrates 
a timing diagram for messages from LAN clients A, B to one 
of the HAN nodes through the gateway GW. 
0384. In this situation depicted, LAN client B sends a slow 
request to a HAN node. In this instance, the gateway may 
realize that the request is slow because the recipient HAN 
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node, perhaps node Y. has short awake periods, as shown in 
FIG. 35. Thus, gateway GW may be said to have a priori 
knowledge of the timing of a request, slow, from LAN client 
B to node Y. In an implementation, the slow delivery message 
may only be delivered to the node in the HAN when there are 
no fast delivery messages awaiting delivery. The gateway 
may predicta fast delivery or a slow delivery based on at least 
one node operating characteristic. It is also possible to cat 
egorize the message as “slow' or “fast' based on another 
criterion, such as the size of the message or the number of 
hops (i.e., repeaters) that a message will traverse on its way to 
the gateway. This criteria may be judged by the gateway. 
0385) Using these criteria, it is possible to set up rules for 
judging or determining a speed or “slowness of a message. 
For example, if the destination node is a “sleeping node, the 
message stands a much greater chance of being slow than an 
“awake' node. A list of destinations with recent slow deliv 
eries can be made and used for comparison. The list may be 
updated periodically, e.g., every hour or day, or for shorter 
periods of time. If the number of hops is greater than a set 
limit, that limit may be used to distinguish fast requests or 
message from slow ones. If the message is above a set size 
limit, that may also be used to distinguish. If a message has 
none of these criteria, the message may be a “fast’ message or 
request. A settime period may be used to distinguish fast from 
slow, e.g. 500 ms between a beginning of a transmission and 
a delivery acknowledgement. The time period may be 
changed or adjusted by the user's experience with the system. 
Additionally, the criteria judged by the gateway may be 
adjusted based on actual delivery times versus expected deliv 
ery times of messages to the nodes of the HAN. 
0386. At about the same time, LAN client A also sends a 
message, through the gateway, to HAN node X. Node X may 
be a non-sleeping mode or its awake periods 3508 may be 
longer than those of Node Y, as shown in FIG. 35. In this 
instance, the fast request arrives at the gateway after trans 
mission of the slow request has started. Gateway GW is aware 
that both a fast message and a slower message have begun. In 
Some situations, the slow request may not have been recog 
nized or predicted as a slow request when transmitted from 
LAN client B. If the actual time taken to deliver the “slow 
request’ message exceeds a threshold. Such as the time to 
deliver a “fast message, the message may be recategorized 
and then aborted. This may be termed a “time out situation. 
0387. The gateway can only process one message at a 
time, and the preference is to minimize the total of all delay 
times, i.e., to pass through the “fast requests' first. Thus, in 
FIG. 46, the slow request is not routed through the gateway 
GW, but is aborted. As shown in FIG. 47 a delay notification 
or pending acknowledgment is sent from the gateway to LAN 
client B, telling the client that there be a delay of some period 
of time. The delay notification or pending acknowledgment 
may include an expected waiting time. Thus, even though B’s 
message has been delayed, it is not as bad as may be imag 
ined, at least because the user has been told there will be a 
delay or a possibility of a delay. While this may not be espe 
cially welcome news, the user has at least received feedback 
and is kept in the know as the process continues. This may 
help to reduce perceived delay, in the sense that the user is 
aware that the message is en route, rather than experiencing 
Some unknown delay. The message need not be permanently 
aborted. For example, the delay notification may inform LAN 
client B, “your message has been delayed. Please confirm you 
wish your message to be forwarded to its destination as soon 
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as possible.” When the user confirms the wish to forward the 
message, the gateway will forward the “slow message to its 
destination as soon as possible, under its rules for forwarding 
messages and minimizing delays. 
0388. The fast request, in the meantime, is transmitted 
from the gateway to the desired node in the home area net 
work, perhaps Node X or Node Y. An automatic or other 
response may then be generated from the Node to the gate 
way, and thence to its desired destination, which may be LAN 
client A, or to another Node in the local area network. Alter 
natively, the response may be routed to another non-local 
destination per the client’s desire and per the set-up of the 
network. 

0389. The situation involving a “time out” is depicted in 
FIG. 48. In this situation, the request from LAN client B is 
initially classed as a slow request and a slow request time out 
clock is started. In this situation, a fast request from LAN 
client A arrives during the time out clock or period. The fast 
request is forwarded without delay by the gateway while the 
gateway delays the slow request and sends a message to LAN 
client B about the delay. The slow request is not aborted. In 
the meantime, the fast request proceeds to the destination 
HAN node, which also generates a fast response. The slow 
message is laterforwarded by the gateway to the desired HAN 
node, which may generate “slow' response, which is for 
warded to LAN client B. There need be nothing “slow about 
this response, it may be at any speed of which the node, the 
home area network, the gateway and the LAN clients are 
capable. It is labeled a “slow response' because it is the 
response to the “slow request.” The system may include track 
ing groups of HAN nodes. For example, the system may 
include tracking a first group of one or more HAN nodes 
having a higher delivery delay than a second group of one 
more HAN nodes. By way of further example, the system 
may predict that a message sent to a node of the first group is 
a slow-delivery message and that a message sent to a node of 
the second group is a fast delivery message, where the fast 
delivery message is delivered before the slow delivery mes 
sage. The slow delivery message may instead be aborted 
when a fast delivery message is presented to the gateway from 
an outside LAN. 

0390 The above discussion concerns one or more local 
area networks (LANs) connecting to a home area network, 
and how to resolve speed-of-delivery issues. Another issue in 
home area network/local area network connectivity is how to 
map nodes or devices in a home area network to IP addresses 
in a LAN, such as a home-premises LAN, or other LANs. In 
home networks, a gateway may be very helpful in connecting 
to (outside) local area networks. These may be a wired con 
nection, such as an Ethernet connection, or a wireless con 
nection, such as a Wi-Fi hotspot or other wireless connection. 
These connections may be to an outside network that uses the 
same or a different physical medium. 
0391) One way to solve addressing issues is to place an 
additional router on the network. For example, IPv6 describes 
a low-power Wireless Personal Area Network (LOWPAN) 
procedure for how to implement a routing protocol. In this 
situation, the home area network has a gateway and the gate 
way will act as an IPv6 router. This may introduce at least two 
problems, because very few homes at present, in the U.S. or 
elsewhere, use an IPv6 network for their LAN, instead most 
use IPv4. If an additional router is added, then the other 
routers on the network may require updates for the new router 
and updates for routes to all routers, at least to the internet 
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service provider (ISP). Since there is generally no common 
way to add a new router to a home area network, this may 
require attention from a networking professional. 
0392 A better way may be to use the gateway to present 
the devices on the home area network as host devices. In this 
way, each device becomes a part of the same layer-2 broad 
casting domain as the home area networkgateway and the ISP 
router. In one aspect, the gateway will represent each of the 
devices has having a distinct IP address, such as an IPv4 oran 
IPv6 address. In this manner, devices in a LAN having 
addresses that are not addressable outside the LAN may be 
connected through the gateway. The situation is depicted in 
FIG. 49. The Internet 4900 connects to a home area network 
4920 viaan ISP router 4902 and agateway 4910. The gateway 
4910 also connects to other devices 4904, such as a personal 
computer (not shown) or as desired. The gateway is config 
ured with Internet-addressable addresses 4912 for itself and 
for each device in the home area network. These addresses are 
in the form of Fd: aaaa:5 for itself and Fd::aaaa...a though 
Fd: aaaa:d for the nodes in the home network 4920. The gate 
way may have separate “local addresses 4922 for each 
device in the home area network, e.g., Device A through 
Device D, with separate addresses, 1 (a HAN though 
4(a)HAN, for the devices. Using duplicate “host’ addresses, 
the devices in the home area network are now separately 
addressable from outside the gateway. In this manner, host 
addresses may be provided in the gateway for each device, 
where each device is separately addressable from outside the 
LAN by the host address. 
0393. In embodiments, the addresses of the messages or 
requests may be stateless, e.g., implemented with UDP or for 
the Internet layer, using ICMP translation or IP addresses, 
such as IPv4 or IPv6. In other embodiments, the addresses 
may implement the TCP protocol, requiring a “state' on each 
element. All these are within the scope of the present disclo 
SU 

0394 For the IPv4 situation, standard IPv4 protocols are 
followed. For example, the gateway will answer address reso 
lution protocol (ARP) requests on behalf of all its connected 
devices using the IPv4 address obtained by a dynamic host 
configuration protocol (DHCP) request on behalf of the 
devices. In this manner, the host address may be provided by 
the DHCP request by the gateway. Additionally, the gateway 
may thus respond to a request for ARP for one of the devices 
in the local area network. The target link-layer address of the 
ARP reply may be the MAC (media access control) address of 
the gateway. Thus, the gateway may provide a MAC address 
as a source of each message sent on behalf of each device in 
the local area network. Upon reception of an IPv4 frame 
destined for a “connected device' the gateway will forward 
part of or the entire IP datagram. Upon transmission of a 
frame, the gateway forwards the message using its MAC 
address as a source Layer 2 address but using the address of 
the connected device as Layer 3 address just as it was acting 
as a standard IPv4 router. 

0395. In embodiments, a connected device gateway with 
Internet connectivity will represent each of the devices as 
having a distinct IPv4 or IPv6 address in the same subnet/ 
prefix as the gateway itself. If IPv6 is used, for the most part, 
standard IPv6 protocols are followed. The gateway will 
choose IP addresses for all its devices according to the stan 
dard IPv6 auto addressing scheme. The gateway will use a 
combination of its MAC address and the device id to form a 
pseudo-random address. The gateway will perform duplicate 
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address detection on behalf of all addresses, using its own 
MAC address as source. The gateway will answer to IPv6 
neighbor Solicitations on behalf of all devices, setting its own 
MAC address as target link-layer address. When a user of a 
personal computer with an IPv6 address wishes to commu 
nicate with another device, also having an IPv6 address 'A'. 
the personal computer sends a neighbor solicitation for “A” 
on a MAC broadcasting address. The device holding IPv6 
address 'A' will reply to the message using a neighbor adver 
tisement, in effect telling the sender that recipient is at a 
particular MAC address corresponding to the IPv6 address. 
The sender can then map the 'A' IPv6-type address to the 
MAC address that is supplied, and can use the MAC address 
for future communications of all types. Neighbor solicitation 
is necessary because only MAC addresses can be used when 
sending packets from A to B in a Switched network, but in this 
case the sending of the neighbor Solicitation may be on behalf 
of multiple physical devices that are connected through 
another pathway. 
0396. Upon reception of an IPv6 frame destined for a 
“connected device, the gateway will forward part of or the 
entire IP datagram. Upon transmission of a frame, the gate 
way will forward the message using its MAC address as 
source Layer 2 address but use the address of the connected 
device as Layer 3 address, just as it was acting as a standard 
IPv6 router. 

0397. In the more common situation, a request (and a 
response) may use the IPv4 protocol. The gateway will 
choose a MAC (media access control) address for each of its 
connected devices. The MAC address chosen has the local 
administered bit set. The gateway may send dynamic host 
configuration protocol (DHCP) requests to discover, request 
and renew messages on behalf of all its connected devices. 
This protocol is a standardized network protocol used to 
distribute network configuration parameters, such as IP 
addresses for interfaces, gateways and services. The Source 
MAC address of the messages is the MAC address of the 
gateway, but the client hardware address (chaddr) and the 
client identifier is set to the connected device MAC address. 
The acquired IP address is assigned to the connected devices. 
The source address for a message sent from one of the devices 
in the local area network may also or instead be assigned as an 
address of the gateway. Also, a message from one of the 
devices in the local area network may be sent using the host 
address of the gateway as a source address and using the host 
address of the one of the devices as the address of the con 
nected device. The client hardware address and client identi 
fier may also or instead be assigned as an address of one of the 
devices in the local area network. In an embodiment, the local 
area network is a home area network. 

0398. While IPv4 is at present the dominant protocol, it 
may be overtaken in the future by IPv6. IPv4 uses a 32-bit 
address space, with about 2 billion possible IPv4 addresses. 
IPv6 uses a 128-bit address space, with about many, many 
billion possible IPv6 addresses, more than the 10 billion 
people expected soon on the planet and more than the 281,474 
billion MAC addresses possible with a 48-bit address space 
per the original IEEE 802 specification. An additional attrac 
tion for IPv6 is the possibility of a neighbor solicitation. A 
“neighbor solicitation, part of standard IPv6, is a translation 
between an IPv6 address, an assigned or programmed address 
and a MAC address, which is a permanent, unchangeable 
address usually made a part of a particular piece of hardware, 
such as a network controller and stored in the MAC protocol 
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layer of the OSI reference model. Another example is the 
address of a home internet router, which may be connected to 
one or more Ethernet plugs as well as a Wi-Fi module. 
0399. In embodiments, a method and system my provide 
for delivering a command to a group of computing devices, 
comprising sending a message from a controller to a first of a 
plurality of computing devices, wherein the plurality of com 
puting devices are on the same network, and where the mes 
sage includes a plurality of bit-wise addresses and a com 
mand; broadcasting the message from the first of the plurality 
of computing devices to the remaining of the plurality of 
computing devices; reading the plurality of bit-wise 
addresses by each of the plurality of computing devices to 
determine if one of the plurality of bit-wise addresses 
matches a predetermined bit-wise address of the each of the 
plurality of computer devices; and executing the command in 
each of the plurality of computer devices where the bit-wise 
address matches the predetermined bit-wise address, wherein 
the execution of the command amongst the executing each of 
the plurality of computer devices is made with low time 
latency due to the near-simultaneous delivery of the message 
to the plurality of computing devices. 
0400. In embodiments, the bit-wise address may be a bit 
mask with each bit representing one of the plurality of com 
puting devices. The message sent from the controller to the 
first of the plurality of computer devices may be sent as a 
unicast message. A message intercepting computer device 
may intercept the message being sent from the controller to 
the first of the plurality of computing devices, the message 
intercepting computer reading the plurality of bit-wise 
addresses for a match to a predetermined bit-wise address for 
the message intercepting computer device, and the message 
intercepting computer device executing the command if a 
match is found, wherein the execution of the command by the 
message intercepting computer device and amongst each of 
the plurality of computer devices finding a match is made 
with low time-latency due to the near-simultaneous delivery 
of the message to the message intercepting computer device 
and the plurality of computing devices. At least two of the 
plurality of computing devices may execute the command, 
where the at least two of the plurality of computing devices 
are an actionable device. For example, the actionable device 
may be a lighting device, and the controller may be a lighting 
controller. The at least two of the plurality of computing 
devices may be reconfigurable by the controller through 
selected grouping of the at least two of the plurality of com 
puting devices for execution. 
04.01. In embodiments, a method and system may provide 
a networked controlling unit and a plurality of networked 
controlled units controlled by said controlling unit, the con 
trolling unit sending control messages to the controlled units, 
where (a) the controlled units are located logically in a single 
Sub-network, (b) the Sub-network has a maximum logical size 
which allows for bitmap-addressing of the controlled units, 
(c) the encapsulation messages are encrypted using a previ 
ously distributed security token, and the like, and where a 
control command is executed by at least two of the plurality of 
controlled units, where the control command is embedded in 
the encapsulation message, and at least two controlled units 
are identified in a bitmap-address embedded in the encapsu 
lation message. In embodiments, the delivery of the control 
command to the two controlled units may provide a low time 
latency between the execution of the control command in the 
two controlled units. For instance, the security token may 
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protect against replay attacks. The control message may be 
provided in an encapsulation message which contains a plu 
rality of address fields used for explicitly identifying each 
controlled unit. The address field may have an address field 
format. The address field format may include (a) allowing a 
controlling unit to address any combination of destination 
controlled units with reference to their sub-network address, 
(b) allowing a controlling unit to identify destination con 
trolled units via bitmap-addressing, (c) supporting a unit 
address space Sufficiently Small so that all receiving con 
trolled units can be identified in one message, and the like. 
The address field format may include (a) allowing a control 
ling unit to address any combination of destination Sub-units 
within a controlled unit, (b) addressing the individual sub 
units viabitmap-addressing, (c) supportinga Sub-unit address 
space of limited size so that all receiving controlled sub-units 
can be identified in one message, (d) enabling a multitude of 
instances to manipulate sets of Sub-units in different con 
trolled units in a synchronized fashion, and the like. 
0402. The controlling unit may subsequently command 
each of the plurality of commanded units using acknowl 
edged one-to-one communication to ensure that all receiving 
commanded units receive updated information. The control 
ling unit may skip the acknowledged one-to-one communi 
cations in order to quickly distribute new state information to 
the controlled units in a timelier manner, wherein the one-to 
one communications cycle is Subsequently resumed. The 
security token may be periodically updated to ensure fresh 
ness of the security token. The security token may time out 
and invalidated if the unacknowledged token update method 
fails. The destination-controlled node may receive a new 
valid security token from the controlling unit via the acknowl 
edged one-to-one communication. The encapsulation mes 
sage may be forwarded by a plurality of units acting as 
repeater units. The encapsulation message may be broad 
casted in the Sub-network. The encapsulation message may 
be broadcasted in the Sub-network using a special preamble 
pattern to ensure that all intended battery operated units are 
awake and able to respond to commands in a synchronous 
fashion. All repeater units receiving the encapsulation mes 
sage may evaluate the address fields. 

Synchronization and Remote Control 

0403. This disclosure introduces a new operational mode 
in controllers and actuator devices that help solve limitations 
often encountered with classic actuators with local buttons, 
which are hard to integrate in scene control. This is achieved 
with two new mechanisms. The first is a communication 
mode between controllers essentially transferring messages, 
Such as in communicating with controller X to let it know 
that a command Z was sent to node Y. This is referred to as a 
Proxy Update herein. In another instance, controller A may 
command a proxy controller B to deliver a command C. 
This is referred to as a Proxy Command herein. The second 
is a message to an actuator style device that informs the 
actuator that if it detects an event, to communicate back that 
the eventhas taken place, but not to change the actuator's State 
until commanded to do so. For example, in this mode, a 
plug-in module receiving a button press may not react imme 
diately to the button press, other than notifying a peer node. 
The peer node then tells the plug-in module what to do. This 
is referred to as a Trigger Setup herein. 
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The Distributed Nature of House Wiring 
0404 Referring to the prior art in FIG.50, most houses are 
wired in Zones so that a wall controller is only electrically 
connected to local light Sources. Exceptions include Solutions 
for rooms with multiple entry points where the electrician 
creates a so-called “traveler system, also known as a "com 
mon system.” In the example of FIG.50, house 5000 includes 
several rooms, including a kitchen/dining room with a wall 
switch 5.s001 for control of two lights 5003 via a control 
circuit 5005, which may be simply wires connecting the 
controller to the lights. The living room is in a similar situa 
tion, with a controller 5011, such as a wall switch that controls 
lights 5013 in the living room. Control commands are issued 
by the switch and are received by the lights or actuators 5013 
via wires 5015. 
04.05 There is also a possibility of a traveler system in the 
house. For instance, where light switch 5021 near the master 
bedroom controls lights 5023 in an adjacent hallway 5025. In 
this instance, wall switch 5011 for the living room is also 
adjacent to the hallway 5025. Wall switch 5011 may include 
two switches, one for the living room lights 5013 and a 
separate switch for the lights 5023 for the hallway 5025. The 
traveler system in this instance includes both switches 5011 
and 5021, which are each able to turn lights 5023 on or off 
Thus, it is both possible and useful to have two “controllers' 
or Switches for multiple actuators, as in the case of the same 
multiple actuators, such as lights. 
(0406 Referring to FIGS. 51A and 51B, with wireless wall 
controllers, it is possible to simplify the wiring, where the 
traveler system functionality may be established via logical 
control messaging rather than physical wiring. For instance, 
one wall controller may send a message to another wall con 
troller, instructing the receiving controller to send control 
messages to actuators, such as lamps, ventilation fans, decen 
tralized air conditioner units, motorized drapes, window 
shades and the like. Other actuators that may be controlled 
include, without limitation, the home control devices listed 
above. These devices may include pumps, such as home Sump 
pumps or water pumps, irrigation systems, emergency power 
systems, home entertainment systems, and so forth. In FIG. 
51A, controllers 5101 and 5111 establish a wireless traveler 
control sequence. Wireless wall controller 5101 in room 5103 
can wirelessly issue “on” or “off” commands 5107 to lights 
5105. In other embodiments, the objects of the commands 
may be window shades, fans, air conditioners or other actua 
tors or devices. One additional possibility is a home enter 
tainment system or heater. 
(0407 FIG. 51A also depicts how controller 5101 can con 
trol actuators or objects in another room. Controller 5101 may 
wirelessly issue a command 5109 to controller 5111 in room 
5113, instructing controller 5111 to turn on actuators or lights 
5115 via wireless commands 5117. The rooms need not be 
adjacent, but the controllers should be in contact in order for 
commands to be issued and received. In this sequence, con 
troller 5101, which could be termed a first or primary con 
troller, may not be in direct contact with lights 5115. The 
contact takes place through intermediary controller 5111, 
which may also be termed a proxy controller. Proxy controller 
5111 accepts commands from the originating controller 5101 
and relays the commands to the desired actuators 5115. This 
may be useful if the actuators or lights 5115 are on another 
floor or in a farther-away room of a house. 
0408. In another embodiment, as shown in FIG. 51B, a 
controller 5161 in room 5163 may be the primary controller 
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and controller 5151 in room 5153 may be the proxy control 
ler. This would be also useful in a situation in which a person 
may be near room 5163 and controller 5161, perhaps in a 
second floor of a home, but the person is not near room 5153 
and controller 5151 on a main floor. The controllers in FIG. 
51B perform in a manner similar to those in FIG. 51A. Con 
troller 5161 is in wireless contact with lights or actuators 
5165, issuing commands 5167 wirelessly. Controller 5161 
also issues commands to the other controller 5151, which 
may be termed the proxy controller in this embodiment. Con 
troller 5151 issues wireless commands to lights or actuators 
5155 after receiving instructions to do so from controller 
5161. The homeowner still has the option to turn on lights 
5155 directly by using controller 5151. In embodiments, 
there may be no physical difference between the primary 
controller and the proxy controller, where the difference may 
be which is chosen to be the primary controller and which to 
be the proxy controller. The controllers may also be pro 
grammed or set up so that each is the proxy for the other, 
giving the owner the option to control lights or actuators in 
another room by using either the “primary controller or the 
“proxy' controller. 
04.09 Referring to FIG. 52, using the same messaging 
principle, one controller may implement specific scenes by 
sending control commands to several other controllers. An 
example of a “Goodnight scene' is provided in FIG. 52. In 
this embodiment, controller 5203 in room 5201 may be 
termed a primary controller, in wireless contact with control 
lers 5223 and 5243 in other rooms or floors 5221 and 5241. In 
an example, when the homeowner wishes to turn all the lights 
off, the homeowner issues a command to controller 5203 to 
do so. Alternatively, controller 5203 may have a timer that 
issues an alert at an appointed time every evening for “lights 
out.' 
0410. In one embodiment of this sequence, it may be 
desired for the lights in all three rooms to be simultaneously 
turned off. In other embodiments, the command may be to 
raise or lower window shades simultaneously. In this embodi 
ment, controller 5203 issues a command to controllers 5223 
and 5243 to execute the command at a given time, at which 
time controller 5203 also executes. All lights then turn off at 
the same time. Controller 5203 directly controls, wirelessly, 
lights 5205, 5207 via wireless commands 5205, 52.15 and 
controls light 5209 via wireless command 5211. Controller 
5203 sends wireless command 5217 to controller 5223 and 
wireless command 5213 to controller 5243. At the given time, 
proxy controller 5223 wirelessly sends commands 5225 to 
actuators or lights 5227, and proxy controller 5243 wirelessly 
sends commands 5245 to actuators or lights 5247. 

Controller Used as Proxy by Another Controller 
0411 Referring to FIG.53, a sequence diagram 5300 for a 
proxy command embodiment is presented. In this example, 
an originating controller 5301 sends one or more messages 
5311 to a receiving proxy controller 5303. The proxy control 
ler sends messages 5313, 5315 to two actuators or targets 
5307, 5309. In this sequence, the originating controller 5301 
is not in direct communication with the actuators or targets, 
which receive their commands only from proxy controller 
5303 via proxy command 5311 from the originating control 
ler. To close the loop, feedback from the proxy controller 
5303 may be made by a confirmation message 5317 to the 
originating controller that the messages have been received 
by the proxy controller, commands have been issued to the 

36 
Jul. 2, 2015 

actuators, and the like. The feedback may be important in an 
overall control scheme for the wireless network. It may also 
be possible for the actuators themselves to acknowledge 
receipt of the control commands. 
Two Controllers Controlling the Same Actuators while Stay 
ing in Sync 
0412. In the situation depicted in FIG. 53, the originating 
controller 5301 is not in direct contact with the actuators. In 
this example, the control system is depicted as relatively 
simple because the actuators receive commands only from 
one source, proxy controller 5303. A more complicated situ 
ation is presented in FIG. 54. In this embodiment, two dis 
tributed controllers 5401, 5407 jointly control two targets or 
actuators 5403, 5405 in an example of distributed control via 
wireless controllers. In order for the situation to remain man 
ageable, each controller keeps the other controller informed 
of its actions. In this embodiment, controller 5401 may turn 
on two actuators 5403, 54.05 with basic on commands 5411, 
5413 sent to each. Controller 5401 then sends an update 
message 5415 to inform the second controller 5407 that it has 
turned on the actuators. At a later point in time, an owner or 
manager may want to use the second controller 5407 to turn 
off the lights. This may be occasioned by the owner being out 
of range of the first controller 5401 but within range of the 
second controller 5407, or for other suitable reason. The 
second controller 5407 may now be commanded to turn off 
the actuators 5403, 5405. Second controller 5407 sends com 
mands 5421,5423 to the actuators to turn off. Again, to close 
the loop, the second controller 5407 subsequently informs the 
first controller 5401 via update message 5425 that the actua 
tors have been turned off. 
Two Controllers Controlling an Actuator with Local Control 
while Staying in Sync 
0413 Another interesting control situation occurs when 
there are two controllers controlling an actuator that also has 
local control (e.g., a manual Switch), as shown by the control 
scheme 5500 in FIG. 55. In this instance, a distributed con 
troller 5501 may turn on an actuator 5503 via a wireless 
command 5511. Actuator 5503 may be a single actuator or 
may be a plurality of actuators, e.g., lights, window shades, or 
the like. Controller 5501 may then inform another distributed 
controller 5505 that it just turned on actuator 5503. The con 
troller 5501 may then instruct the actuator 5503 via event 
trigger “hail' instruction 5515 to send a Hail message when 
an event occurs, e.g. a button press 5507 to turn off the 
actuator. In embodiments, actuator 5503 may be waiting for 
this event for an extended period of time (e.g. days, years). 
Actuator 5503 may even store the information in non-volatile 
memory that it is waiting for an event, so that it can resume 
waiting after a power interruption. 
0414. When the actual event occurs after some waiting 
time, the actuator 5503 sends the requested “Hail message 
5517 to the requester, i.e., to controller 5501. Up to this point, 
the actuator 5503 has not changed state but is waiting for a 
command from controller 5501, pursuant to the event 5507 
and the hail message 5517. Upon receiving the hail message 
5517, the controller 5501 decides the proper response to the 
received Hail message. In this example, controller 5501 may 
assume that the current state is “ON” as shown. The control 
ler 5501 therefore sends a control command 5519 to the 
actuator 5503 to turn off the actuator. Subsequently, the con 
troller 5501 informs other controllers (e.g. controller 5505) 
via proxy update message 5521 of the state change of the 
actuator 5503. The controller 5501 may then update its event 
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trigger “hail” instruction 5523 to the actuator 5503 for the 
actuator to send a Hail message when another event occurs. 
0415. In embodiments, the function of a pushbutton of the 
actuator device may be software defined. In its default mode 
of operation, the button may directly turn on or off the actua 
tor(s) locally. If receiving an Event Trigger enabling com 
mand, the function may be changed to sending a specified 
message. If the specified message cannot be delivered to the 
requester, the function may be returned to the default mode of 
the button; e.g. local control. In a special instance, the Event 
Trigger may define a time window in which additional events 
also cause the transmission of the message defined with the 
event trigger. One special time window value may be the 
“infinite” value. Several strategies may be devised on how 
often to enable event triggering in actuators if the time win 
dow is not infinite. 

Actuator Input Used for Scene Control 
0416 Referring to FIG. 56, another control configuration 
5600 is presented. In this instance, a controller 5601 may set 
a control level of a target or actuator 5603 as part of a scene 
involving other actuators. In the example depicted in FIG. 56, 
controller 5601 has sent a command 5611 to actuator 5603 to 
set the switch to 75% brightness, as shown. This may be a fan 
speed, light brightness, a shade length, and so forth. The 
controller 5601 may also inform another distributed control 
ler 5605 that it has just switched to a new scene via message 
5613. The controller 5601 then instructs the actuator 5603 via 
trigger message 5615 to send a Scene message when an 
event occurs, e.g. a button press 5607. Actuator 5603 may be 
waiting for this event for an extended period of time, e.g. 
days, years. Actuator 5603 may even store the information in 
non-volatile memory that it is waiting for event 5607, so that 
it can resume waiting after a power interruption. 
0417. When the actual event 5607 occurs after some wait 
ing time, the actuator 5603 may send the requested “Scene’ 
message 5621 to the requester, that is, to controller 5601. Up 
to this time, actuator 5603 has not changed state, i.e., no 
change has been made e.g., on/off, up/down, extend/retract, 
etc. Upon receiving the scene message 5621, controller 5601 
activates the desired scene. In this example, controller 5601 
may send a “set light level control command 5623 to the 
actuator 5603, in this instance to “0%, i.e. off. Subsequently, 
the controller 5601 sends Scene control commands 5625 to 
other controllers, such as controller 5605. The actual scene 
identifier may vary for each receiving controller, or may be 
the same, as desired. Controller 5601 may then re-send event 
trigger 5627 to the actuator to prepare for the next scene 
control, and the process may be repeated for the next desired 
“scene.” perhaps the next button push 5607. 
0418. The function of the push button of the actuator 
device 5603 may be software defined. In its default mode of 
operation, the button may directly turn on or off the actuator 
(s) locally. If the actuator receives an Event Trigger enabling 
command, the function may be changed to sending a specified 
message, rather than turning the actuator on or off or other 
wise changing a state of the actuator. If the specified message 
cannot be delivered to the requester, the function may be 
returned to the default mode of the button; e.g. local control. 
In a special instance, the Event Trigger may define a time 
window in which additional events also cause the transmis 
sion of the message defined with the event trigger. One special 
time window value may be the “infinite value. Several strat 
egies may be devised on how often to enable event triggering 
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in actuators if the time window is not infinite. One example is 
that the trigger is re-instantiated every hour. In embodiments, 
a controller may skip setting up a trigger after controlling an 
actuator if it is already the owner of the trigger in that given 
actuatOr. 

Actuators Forming a Local Group 
0419 Referring to FIG. 57, in yet another control configu 
ration 5700, there is a controller 5701 and several actuators or 
devices, 5703, 5705. In this example, actuators 5703, 5705 
form a group and are configured to control the other devices 
in the group via an association group mapped to a local event, 
e.g. a pushbutton 5707. In addition, all the devices may be 
controlled from a controller, e.g., controller 5701. At any 
given time, each device may have an active trigger waiting for 
a button press 5707. In case of a button press, a notification is 
sent to the trigger owner, i.e., controller 5701, which then 
commands all members of the group. In case of a power cycle 
event, e.g., a power failure, a device 5705 may lose the trigger 
state. In that case, the device may respond locally by control 
ling all devices that are members of the local group. In 
embodiments, the trigger state may only be re-established by 
a controller actively setting up a new trigger. 
0420. In this example, controller 5701 sends commands 
5511, 5513 to lamps or actuators 5703, 5705, turning the 
actuators on, as shown. Controller 5701 also sets and sends 
triggers 5515, 55.17, to both lamps 5703, 5705, each trigger 
also containing a command to send a hail message in case of 
a button press 5707. When the button press occurs, the hail 
message 5519 is sent to controller 5701. The controller then 
re-sets the actuators 5703, 5705, in this case by turning the 
actuators off with commands 5721, 5723. Other actions may 
also be called for by the trigger or triggers set by the control 
ler. In case of a power failure, any configured trigger is for 
gotten. The trigger is not re-set when power returns. In the 
absence of a configured trigger, actuator 5705 responds to a 
local button press by turning on actuator 5705 and also send 
ing a control command 5525 to local group member actuator 
5703. If there are other actuators in the group, they are also 
controlled by actuator 5705. The sending of command 5525 
may be accompanied by a message to controller 5701 by 
either actuator 5703 or 5705, notifying the actuator of the 
power failure. The control scheme then may cause controller 
5701 to reset the trigger, to send an alarm, or to take other 
actions. 

Hybrid Actuator Operation 

0421. In embodiments, one may set up a trigger in an 
actuator device. If the trigger fires, a message is sent to the 
requester, i.e., a controller, and the requester/controller then 
decides which command to send to the actuator. A safe fall 
back may be implemented in case of errors. A safe fallback 
may be achieved by allowing the actuator to locally map the 
button to an operation (e.g. toggle a light). Such as in the 
following two example cases. In a first case, no trigger may be 
set up. Thus, the local button controls the light. 
0422. In a second situation, a trigger has been established. 
A trigger may be the occurrence of an event, a passage of a 
period of time, or a set time. If the target of the trigger 
message does not acknowledge the reception of the message 
after a brief period of time perhaps five seconds, the trigger 
state may be cleared. In a low-speed network, routing 
attempts may be limited for instance to two previously work 



US 2015/O 187209 A1 

ing routes and one route repair attempt. Further, as part of a 
safe fallback strategy, an association group may be mapped to 
the event, allowing the local event to control not only the local 
actuator resource but also other resources identified in the 
association group. This allows the user to control groups of 
actuators evenifascene controller breaks down. For instance, 
the control command that internally controls the local actua 
torresource may also be sent to all configured members of the 
association group. Association group members are always 
maintained in non-volatile memory. 
0423. The methods and systems described herein may be 
deployed in part or in whole through a machine that executes 
computer Software, program codes, and/or instructions on a 
processor. The present disclosure may be implemented as a 
method on the machine, as a system or apparatus as part of or 
in relation to the machine, or as a computer program product 
embodied in a computer readable medium executing on one 
or more of the machines. The processor may be part of a 
server, client, network infrastructure, mobile computing plat 
form, stationary computing platform, or other computing 
platform. A processor may be any kind of computational or 
processing device capable of executing program instructions, 
codes, binary instructions and the like. The processor may be 
or include a signal processor, digital processor, embedded 
processor, microprocessor or any variant Such as a co-proces 
Sor (math co-processor, graphic co-processor, communica 
tion co-processor and the like) and the like that may directly 
or indirectly facilitate execution of program code or program 
instructions stored thereon. In addition, the processor may 
enable execution of multiple programs, threads, and codes. 
The threads may be executed simultaneously to enhance the 
performance of the processor and to facilitate simultaneous 
operations of the application. By way of implementation, 
methods, program codes, program instructions and the like 
described herein may be implemented in one or more thread. 
The thread may spawn other threads that may have assigned 
priorities associated with them; the processor may execute 
these threads based on priority or any other order based on 
instructions provided in the program code. The processor 
may include memory that stores methods, codes, instructions 
and programs as described herein and elsewhere. The proces 
Sor may access a storage medium through an interface that 
may store methods, codes, and instructions as described 
herein and elsewhere. The storage medium associated with 
the processor for storing methods, programs, codes, program 
instructions or other type of instructions capable of being 
executed by the computing or processing device may include 
but may not be limited to one or more of a CD-ROM, DVD, 
memory, hard disk, flash drive, RAM, ROM, cache and the 
like. 

0424. A processor may include one or more cores that may 
enhance speed and performance of a multiprocessor. In 
embodiments, the process may be a dual core processor, quad 
core processors, other chip-level multiprocessor and the like 
that combine two or more independent cores (called a die). 
0425 The methods and systems described herein may be 
deployed in part or in whole through a machine that executes 
computer Software on a server, client, firewall, gateway, hub, 
router, or other Such computer and/or networking hardware. 
The Software program may be associated with a server that 
may include a file server, print server, domain server, internet 
server, intranet server and other variants such as secondary 
server, host server, distributed server and the like. The server 
may include one or more of memories, processors, computer 
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readable media, Storage media, ports (physical and virtual), 
communication devices, and interfaces capable of accessing 
other servers, clients, machines, and devices through a wired 
or a wireless medium, and the like. The methods, programs, 
or codes as described herein and elsewhere may be executed 
by the server. In addition, other devices required for execution 
of methods as described in this application may be considered 
as a part of the infrastructure associated with the server. 
0426. The server may provide an interface to other devices 
including, without limitation, clients, other servers, printers, 
database servers, print servers, file servers, communication 
servers, distributed servers and the like. Additionally, this 
coupling and/or connection may facilitate remote execution 
of program across the network. The networking of some orall 
of these devices may facilitate parallel processing of a pro 
gram or method at one or more location without deviating 
from the scope of the disclosure. In addition, any of the 
devices attached to the server through an interface may 
include at least one storage medium capable of storing meth 
ods, programs, code and/or instructions. A central repository 
may provide program instructions to be executed on different 
devices. In this implementation, the remote repository may 
act as a storage medium for program code, instructions, and 
programs. 

0427. The software program may be associated with a 
client that may include a file client, print client, domain client, 
internet client, intranet client and other variants such as sec 
ondary client, host client, distributed client and the like. The 
client may include one or more of memories, processors, 
computer readable media, storage media, ports (physical and 
virtual), communication devices, and interfaces capable of 
accessing other clients, servers, machines, and devices 
through a wired or a wireless medium, and the like. The 
methods, programs, or codes as described herein and else 
where may be executed by the client. In addition, other 
devices required for execution of methods as described in this 
application may be considered as a part of the infrastructure 
associated with the client. 

0428 The client may provide an interface to other devices 
including, without limitation, servers, other clients, printers, 
database servers, print servers, file servers, communication 
servers, distributed servers and the like. Additionally, this 
coupling and/or connection may facilitate remote execution 
of program across the network. The networking of some orall 
of these devices may facilitate parallel processing of a pro 
gram or method at one or more location without deviating 
from the scope of the disclosure. In addition, any of the 
devices attached to the client through an interface may 
include at least one storage medium capable of storing meth 
ods, programs, applications, code and/or instructions. A cen 
tral repository may provide program instructions to be 
executed on different devices. In this implementation, the 
remote repository may act as a storage medium for program 
code, instructions, and programs. 
0429. The methods and systems described herein may be 
deployed in part or in whole through network infrastructures. 
The network infrastructure may include elements such as 
computing devices, servers, routers, hubs, firewalls, clients, 
personal computers, communication devices, routing devices 
and other active and passive devices, modules and/or compo 
nents as known in the art. The computing and/or non-com 
puting device(s) associated with the network infrastructure 
may include, apart from other components, a storage medium 
such as flash memory, buffer, stack, RAM, ROM and the like. 
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The processes, methods, program codes, instructions 
described herein and elsewhere may be executed by one or 
more of the network infrastructural elements. 
0430. The methods, program codes, and instructions 
described herein and elsewhere may be implemented on a 
cellular network having multiple cells. The cellular network 
may either be frequency division multiple access (FDMA) 
network or code division multiple access (CDMA) network. 
The cellular network may include mobile devices, cell sites, 
base stations, repeaters, antennas, towers, and the like. The 
cell network may be a GSM, GPRS, 3G, EVDO, mesh, or 
other networks types. 
0431. The methods, programs codes, and instructions 
described herein and elsewhere may be implemented on or 
through mobile devices. The mobile devices may include 
navigation devices, cellphones, mobile phones, mobile per 
Sonal digital assistants, laptops, palmtops, netbooks, pagers, 
electronic books readers, music players and the like. These 
devices may include, apart from other components, a non 
transitory storage medium Such as a flash memory, buffer, 
RAM, ROM and one or more computing devices. The com 
puting devices associated with mobile devices may be 
enabled to execute program codes, methods, and instructions 
stored thereon. Alternatively, the mobile devices may be con 
figured to execute instructions in collaboration with other 
devices. The mobile devices may communicate with base 
stations interfaced with servers and configured to execute 
program codes. The mobile devices may communicate on a 
peer-to-peer network, mesh network, or other communica 
tions network. The program code may be stored on the storage 
medium associated with the server and executed by a com 
puting device embedded within the server. The base station 
may include a computing device and a storage medium. The 
storage device may store program codes and instructions 
executed by the computing devices associated with the base 
station. 
0432. The computer software, program codes, and/or 
instructions may be stored and/or accessed on machine read 
able media that may include: computer components, devices, 
and recording media that retain digital data used for comput 
ing for Some interval of time; semiconductor storage known 
as random access memory (RAM); mass storage typically for 
more permanent, non-transitory storage. Such as optical 
discs, forms of magnetic storage like hard disks, tapes, drums, 
cards and other types; processor registers, cache memory, 
Volatile memory, non-volatile memory; optical storage Such 
as CD, DVD; removable media such as flash memory (e.g. 
USB sticks or keys), floppy disks, magnetic tape, paper tape, 
punch cards, standalone RAM disks, Zip drives, removable 
mass storage, off-line, and the like; other computer memory 
Such as dynamic memory, static memory, read/write storage, 
mutable storage, read only, random access, sequential access, 
location addressable, file addressable, content addressable, 
network attached storage, storage area network, bar codes, 
magnetic ink, and the like. 
0433. The methods and systems described herein may 
transform physical and/or or intangible items from one state 
to another. The methods and systems described herein may 
also transform data representing physical and/or intangible 
items from one state to another. 

0434. The elements described and depicted herein, includ 
ing in flow charts and block diagrams throughout the figures, 
imply logical boundaries between the elements. However, 
according to software or hardware engineering practices, the 
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depicted elements and the functions thereof may be imple 
mented on machines through computer executable media 
having a processor capable of executing program instructions 
stored thereon as a monolithic Software structure, as standa 
lone software modules, or as modules that employ external 
routines, code, services, and so forth, or any combination of 
these, and all Such implementations may be within the scope 
of the present disclosure. Examples of Such machines may 
include, but may not be limited to, personal digital assistants, 
laptops, personal computers, mobile phones, other handheld 
computing devices, medical equipment, wired or wireless 
communication devices, transducers, chips, calculators, sat 
ellites, tablet PCs, electronic books, gadgets, electronic 
devices, devices having artificial intelligence, computing 
devices, networking equipments, servers, routers and the like. 
Furthermore, the elements depicted in the flow chart and 
block diagrams or any other logical component may be imple 
mented on a machine capable of executing program instruc 
tions. Thus, while the foregoing drawings and descriptions set 
forth functional aspects of the disclosed systems, no particu 
lar arrangement of Software for implementing these func 
tional aspects should be inferred from these descriptions 
unless explicitly stated or otherwise clear from the context. 
Similarly, it will be appreciated that the various steps identi 
fied and described above may be varied, and that the order of 
steps may be adapted to particular applications of the tech 
niques disclosed herein. All Such variations and modifications 
are intended to fall within the scope of this disclosure. As 
Such, the depiction and/or description of an order for various 
steps should not be understood to require a particular order of 
execution for those steps, unless required by a particular 
application, or explicitly stated or otherwise clear from the 
COInteXt. 

0435 The methods and/or processes described above, and 
steps thereof, may be realized in hardware, software or any 
combination of hardware and software suitable for a particu 
lar application. The hardware may include a general-purpose 
computer and/or dedicated computing device or specific 
computing device or particular aspect or component of a 
specific computing device. The processes may be realized in 
one or more microprocessors, microcontrollers, embedded 
microcontrollers, programmable digital signal processors or 
other programmable device, along with internal and/or exter 
nal memory. The processes may also, or instead, be embodied 
in an application specific integrated circuit, a programmable 
gate array, programmable array logic, or any other device or 
combination of devices that may be configured to process 
electronic signals. It will further be appreciated that one or 
more of the processes may be realized as a computer execut 
able code capable of being executed on a machine-readable 
medium. 

0436 The computer executable code may be created using 
a structured programming language such as C, an object 
oriented programming language Such as C++, or any other 
high-level or low-level programming language (including 
assembly languages, hardware description languages, and 
database programming languages and technologies) that may 
be stored, compiled or interpreted to run on one of the above 
devices, as well as heterogeneous combinations of proces 
sors, processor architectures, or combinations of different 
hardware and Software, or any other machine capable of 
executing program instructions. 
0437 Thus, in one aspect, each method described above 
and combinations thereof may be embodied in computer 
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executable code that, when executing on one or more com 
puting devices, performs the steps thereof. In another aspect, 
the methods may be embodied in systems that perform the 
steps thereof, and may be distributed across devices in a 
number of ways, or all of the functionality may be integrated 
into a dedicated, standalone device or other hardware. In 
another aspect, the means for performing the steps associated 
with the processes described above may include any of the 
hardware and/or software described above. All such permu 
tations and combinations are intended to fall within the scope 
of the present disclosure. 
0438. While the disclosure has been disclosed in connec 
tion with the preferred embodiments shown and described in 
detail, various modifications and improvements thereon will 
become readily apparent to those skilled in the art. Accord 
ingly, the spirit and scope of the present disclosure is not to be 
limited by the foregoing examples, but is to be understood in 
the broadest sense allowable by law. 
0439 All documents referenced herein are hereby incor 
porated by reference. 
What is claimed is: 
1. A method for controlling an actuator, the method com 

prising: 
sending a command from a controller to an actuator; 
sending a message from the controller to a second control 

ler informing the second controller of the command, 
wherein the controller and the second controller store a 
state of the actuator as a result of the actuator executing 
the command; 

sending a second command from the second controller to 
the actuator, and 

sending a message from the second controller to the con 
troller informing the controller of the second command, 
wherein the controller and the second controller store 
the state of the actuator as a result of the actuator execut 
ing the second command. 

2. The method of claim 1, wherein the actuator comprises 
a plurality of actuators, of which at least one actuator is 
selected from the group consisting of a lamp, a fan, an air 
conditioner and a shade. 

3. The method of claim 1, further comprising sending the 
command to at least one additional actuator or at least one 
additional controller. 

4. The method of claim 1, further comprising sending an 
acknowledgement message from the second controller to the 
controller acknowledging receipt of the command by the 
second controller. 

5. The method of claim 1, further comprising: 
receiving a Switch action at the actuator; 
sending a message from the actuator to at least one of the 

controller and the second controller requesting an action 
command based on the Switch action received at the 
actuator, and 

(i) executing the action command received by the actuator 
if an action command is received from the at least one of 
the controller and second controller within a period of 
time, or 

(ii) executing a predetermined command by the actuator if 
an action command is not received within the period of 
time. 

6. The method of claim 5, wherein the period of time is 5 
seconds or less. 
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7. The method of claim 1, wherein the command includes 
a trigger for at least one of the second controller and the 
actuator to execute an action after occurrence of an event or 
passage of a period of time. 

8. The method of claim 7, further comprising: 
experiencing a failure of power at one or more of the 

controller and the actuator before occurrence of the 
event or passage of the period of time; 

restoring power to one or more of the controller and the 
actuator, 

restoring trigger state information from non-volatile 
memory; and 

sending an indication to the controller when the event or 
the passage of time Occurs. 

9. The method of claim 7, further comprising sending an 
alert message to the controller from the actuator or the second 
controller that the event has occurred or the period of time has 
elapsed and requesting instructions from the controller. 

10. The method of claim 8, wherein one of the controller 
and the second controller sends a command to the actuator to 
change a state or a position of the actuator, and the one of the 
controller or the second controller sends a second message 
informing the other of the second controller and the controller 
of the changed state or position of the actuator. 

11. The method of claim 7, further comprising 
receiving an indication at the controller that the event has 

occurred or the period of time has elapsed; 
waiting 5 seconds or less at the actuator for a second 

confirmation message from the controller or the second 
controller that the event has occurred; and 

clearing the trigger when no confirmation message is 
received within 5 seconds or less. 

12. The method of claim 7, further comprising 
storing the command in a memory of the actuator and the 

second controller, wherein the command includes a set 
ting or a position for the actuator, 

sending a new command to the actuator, the new command 
with a second setting or position for the actuator, and 
informing the second controller of the new command; 

sending an alert message from the actuator or the second 
controller that the event has occurred or the period of 
time has elapsed; and 

executing the new command for the setting or the position 
of the actuator. 

13. A method for controlling an actuator, the method com 
prising: 

sending a trigger setup command from a controller to at 
least one actuator of a plurality of actuators; 

receiving an indication of an occurrence of a trigger at the 
at least one actuator, 

sending a confirmation message of the occurrence of the 
trigger to the controller; and 

sending a trigger command to the at least one actuator in 
response to the occurrence of the trigger. 

14. The method of claim 11, wherein the at least one 
actuator is selected from the group consisting of a home 
control device, a pump, an audio-visual device, a security 
device, a temperature control device, an environmental 
device, a lighting device, a healthcare device and a user inter 
face device. 

15. The method of claim 11, further comprising sending a 
confirmation message of receipt of the trigger command to 
the controller by the at least one actuator. 
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16. The method of claim 11, wherein the trigger is a switch 
action. 

17. The method of claim 11, wherein the trigger is an event 
or a passage of a period of time. 

18. The method of claim 11, further comprising sending a 
first command to each actuator of the plurality of actuators 
before the step of sending the trigger setup command. 

19. The method of claim 16, further comprising sending the 
first command from the controller to a proxy controller in 
operable communication with the controller and the plurality 
of actuators. 

20. A method for controlling an actuator, the method com 
prising: 

sending a trigger setup command from a controller to at 
least one actuator of a plurality of actuators; 

receiving an indication of an occurrence of a trigger at the 
at least one actuator, 

sending a message from the actuator to the controller 
requesting a trigger command from the controller; 

failing to receive the command from the controller withina 
period of time; and 

executing a predetermined command by the actuator after 
the period of time. 

21. The method of claim 18, wherein the trigger is initiated 
by a Switch action. 

22. The method of claim 18, wherein the period of time is 
5 seconds or less. 
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23. A method for controlling an actuator, the method com 
prising: 

sending a command from a controller to an actuator; 
sending a confirmation message from the actuator to the 

controller confirming receipt of the command; 
receiving a Switch action at the actuator; 
sending a message to the controller requesting a command 

from the controller; 
failing to receive the command from the controller within a 

period of time; and 
executing a predetermined command by the actuator after 

the period of time. 
24. The method of claim 23, wherein the actuator com 

prises a plurality of actuators, of which at least one actuator is 
selected from the group consisting of a lamp, a fan, an air 
conditioner and a shade. 

25. The method of claim 23, wherein the period of time is 
5 seconds or less. 

26. The method of claim 23, further comprising sending the 
command to at least one additional actuator or at least one 
additional controller. 

27. The method of claim 26, wherein the at least one 
additional controller is in communication with the actuator 
and the at least one additional actuator, and wherein the step 
of sending the message to the controller requesting the com 
mand comprises sending the message to controller and the 
additional controller requesting the command. 
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