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SYSTEMS AND METHODS FOR 
FACLITATING ACCOUNT VERIFICATION 

OVERA NETWORK 

BACKGROUND 

0001 1. Technical Field 
0002 The present invention generally relates to network 
transactions and, more particularly, to facilitating electronic 
commerce, including account Verification, over a network. 
0003 2. Related Art 
0004. In electronic commerce, a user typically conducts 
financial transactions through electronic communication 
with online service providers over communication networks, 
Such as the Internet. During the course of engaging in elec 
tronic commerce, the user provides identification information 
prior to requesting an online financial transaction. In general, 
conventional identification options include, for example, 
Some form of payment media, Such as a debit card number or 
a credit card number. 
0005. As such, in many instances, conventional identity 
Verification techniques utilized by service providers require a 
user to provide a debit card number or credit card number to 
establish an online account and deposit funds to the online 
account from another account linked to the debit card or credit 
card. Unfortunately, since Some users do not have a debit card 
or a credit card, these users often have difficulty depositing 
funds to the online account with the service provider. 
0006. Accordingly, these conventional identity verifica 
tion techniques are insufficient and sometimes inconvenient 
for the user because the user is required to obtain either a debit 
card or a credit card, which may not be possible for the user. 
Hence, there exists a need to provide an improved verification 
technique to facilitate online financial transactions. 

SUMMARY 

0007. In accordance with embodiments of the present dis 
closure, systems and methods for facilitating electronic com 
merce over a network include generating a transfer code for a 
client, associating the transfer code to a client account related 
to the client, providing the transfer code to the client over the 
network, receiving a fund transfer request from a trusted 
entity on behalf of the client over the network, the fund 
transfer request including the transfer code, extracting infor 
mation from the fund transfer request including the transfer 
code associated with the fund transfer request, accessing the 
client account related to the client, extracting information 
from the client account including the transfer code associated 
with the client account, verifying the transfer code of the fund 
transfer request by determining whether the transfer code 
associated with the client account matches the transfer code 
extracted from the fund transfer request, approving the fund 
transfer request if the transfer code associated with the client 
account matches the transfer code extracted from the fund 
transfer request, and denying the fund transfer request if the 
transfer code associated with the client account fails to match 
the transfer code extracted from the fund transfer request. 
0008. In various implementations, the transfer code is a 
transfer identification (ID) code or a smart identification (ID) 
code, and providing the transfer code to the client over the 
network allows the client to include the transfer code in the 
fund transfer request. The fund transfer request received from 
the trusted entity over the network includes a client name 
related to the client along with the transfer code, and wherein 
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the trusted entity comprises a regulated banking institution. In 
one aspect, the fund transfer request is initiated by the client 
via accessing the trusted entity over the network, wherein the 
trusted entity receives a request from the client to transfer 
funds from the trusted entity to the client account over the 
network. 

0009. In various implementations, the systems and meth 
ods may include extracting information from the fund trans 
fer request including a client name associated with the fund 
transfer request, extracting information from the client 
account including a client name associated with the client 
account, Verifying an identity of the client by determining 
whether the client name associated with the client account 
matches the client name extracted from the fund transfer 
request, approving the fund transfer request if the client name 
associated with the client account matches the client name 
extracted from the fund transferrequest, and denying the fund 
transfer request if the client name associated with the client 
account fails to match the client name extracted from the fund 
transferrequest. The systems and methods may include estab 
lishing the client account with the client over the network, and 
updating the client account by listing the client as a verified 
client after approving the fund transfer request. The systems 
and methods may include receiving monetary funds from the 
trusted entity on behalf of the client, if the fund transfer 
request is approved, and rejecting monetary funds from the 
trusted entity, if the fund transfer request is denied. The sys 
tems and methods may include maintaining a plurality of 
accounts including the client account, and storing informa 
tion related to the client as part of the client account including 
the client name of the client and the transfer code. The sys 
tems and methods may include notifying the client over the 
network if the fund transferrequest is approved, and notifying 
the client over the network if the fund transfer request is 
denied. 

0010. In accordance with embodiments of the present dis 
closure, a system for facilitating electronic commerce over a 
network includes a network interface component adapted to 
communicate with a trusted entity and a client over the net 
work and a processing componentadapted to generate a trans 
fer code for the client, associate the transfer code to a client 
account related to the client, and provide the transfer code to 
the client over the network. The processing component may 
be adapted to receive a fund transfer request from the trusted 
entity on behalf of the client over the network, the fund 
transfer request including the transfer code, extract informa 
tion from the fund transfer request including the transfer code 
associated with the fund transfer request, access the client 
account related to the client, extract information from the 
client account including the transfer code associated with the 
client account, and verify the transfer code of the fund transfer 
request by determining whether the transfer code associated 
with the client account matches the transfer code extracted 
from the fund transfer request. The processing component 
may be adapted to approve the fund transfer request if the 
transfer code associated with the client account matches the 
transfer code extracted from the fund transfer request and 
deny the fund transfer request if the transfer code associated 
with the client account fails to match the transfer code 
extracted from the fund transfer request. 
0011. These and other features and advantages of the 
present disclosure will be more readily apparent from the 
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detailed description of the embodiments set forth below taken 
in conjunction with the accompanying drawings. 

BRIEF DESCRIPTION OF THE FIGURES 

0012 FIG. 1 shows a block diagram of a system adapted to 
facilitate account Verification over a network, in accordance 
with embodiments of the present disclosure. 
0013 FIG. 2 shows a method of a client-side process for 
facilitating account Verification overa network, inaccordance 
with embodiments of the present disclosure. 
0014 FIG. 3 shows a method of a server-side process for 
facilitating account Verification overa network, inaccordance 
with embodiments of the present disclosure. 
0015 FIG. 4 shows a method for facilitating account veri 
fication over a network, in accordance with embodiments of 
the present disclosure. 
0016 FIG. 5 shows a block diagram of a computer system 
Suitable for implementing embodiments of the present dis 
closure. 
0017 Embodiments of the present disclosure and their 
advantages are best understood by referring to the detailed 
description that follows. It should be appreciated that like 
reference numerals are used to identify like elements illus 
trated in one or more of the figures, wherein showings therein 
are for purposes of illustrating embodiments of the present 
disclosure and not for purposes of limiting the same. 

DETAILED DESCRIPTION 

00.18 Embodiments of the present disclosure provide sys 
tems and methods for facilitating account Verification over a 
network by utilizing a code issued by a service provider to 
verify and/or validate a client when the client conducts net 
work transactions (e.g., fund transfers) with a trusted entity 
(e.g., regulated banking institution) using that code. For 
example, when the client requests a transfer of funds between 
accounts with the trusted entity and the service provider, the 
client is given a code by the service provider. The code is then 
utilized by the client to request a transfer of funds from the 
trusted entity to the service provider. The trusted entity sends 
a fund transfer request to service provider on behalf of the 
client, and the fund transfer request includes one or more of 
the name of the client, an account number, an amount, and the 
code. The service provider receives the fund transfer request 
from the trusted entity and verifies that the code was issued to 
the client, which may be stored as part of a client account with 
the service provider. Verification may enable the client to have 
higher limits on client accounts with the service provider 
and/or other advantages over non-verified clients. With 
increasing fraud and identity theft in electronic commerce, 
verification provides a way to enable trust and combat fraud. 
0019 FIG. 1 shows one embodiment of a system 100 
adapted to facilitate account Verification over a network. As 
shown in FIG. 1, the system 100 includes a client 110, a bank 
120 (e.g., a regulated financial institution), and a service 
provider 130 adapted to process transactions on behalf of the 
client 110 and/or the bank 120. It should be appreciated that 
the bank 120 may comprise a plurality of banks with each 
having a client account 122. It should also be appreciated that 
the client 110 may be referred to as a user or customer without 
departing from the scope of the present disclosure. 
0020. In one embodiment, the client 110 establishes a 
client account with the service provider 130, wherein the 
client 110 may deposit monetary funds in the client account 
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114 via a network, such as the Internet, a mobile telecommu 
nication network, etc. In one aspect, the service provider 130 
may issue the client 110 some form of electronic commerce 
media, Such as a electronic check resource, credit card, debit 
card, etc., that is linked to the client account 114. The client 
110 is adapted to communicate with the bank 120 and the 
service provider 130 via the network by utilizing a client 
interface 112. Such as a computing device (e.g., personal 
computer), a mobile communication device (e.g., mobile 
phone), and/or a network browser. The client 110 may estab 
lish the client account 114 with the service provider 130 via 
the client interface 112, and the client 110 may link one or 
more other accounts, such as the client account 122 with the 
bank 120, to the client account 114 with the service provider 
130. The client 110 provides client information 116 to the 
service provider 130 to verify and/or validate client identifi 
cation. The client 110 may also provide the client information 
116 to the bank 120 to verify and/or validate client identifi 
cation. The client information 116 may include one or more of 
username, password, personal identification number (PIN) 
and/or code (PIC), credit card number, debit card number, 
photograph image, biometricid, address, phone number, etc. 
0021. In one embodiment, for client verification over the 
network, the client 110 is able to access the client account 114 
and request a transfer ID 118, which may also be referred to 
as a smart ID. from the service provider 130. In various 
implementations, the transfer ID 118 comprises a transfer 
identification (ID) code or a smart identification (ID) code. In 
one aspect, the transfer ID 118 allows the client 110 to pro 
vide verification for a transfer of funds between client related 
accounts, such as accounts 114, 122. For example, the client 
110 may access the service provider 130 via a network con 
nection, Such as an Internet link, mobile phone link, landline 
link, etc., and request the transfer ID 118 via the user interface 
112, such as a web browser or various other network software. 
In another example, the client 110 may confer with an agent 
related to the service provider 130 to request the transfer ID 
118. 

0022. In one embodiment, the transfer ID 118 is issued to 
the client 110 by the service provider 130 to provide verifi 
cation for the client 110 when the client 110 requests a fund 
transfer transaction with a trusted entity, such as the bank120, 
using the issued transfer ID 118. In one aspect, the service 
provider 130 may then classify the client 110 as a verified 
client after a successful fund transfer with a trusted entity, 
provided that the account 122 with the bank 120 was auto 
matically or manually added as being related to the client 
account 114 with the service provider 130. This verified status 
of the client 110 may enable the service provider 130 to raise 
spending limits for the client account 114. Further scope 
related to the transfer ID and the verification process is 
described in greater detail herein. 
0023. In one embodiment, the service provider 130 
includes a processing component 132 that is adapted to com 
municate with a clearing house 140 to debit the client account 
122 with the bank 120 and credit the client account 114 with 
the service provider 130 according to an amount specific to 
the fund transfer request. In one embodiment, when a fund 
transfer is approved and completed, the clearing house 140 
resolves financial transactions through validation, delivery, 
and settlement. As such, the clearing house 140 may comprise 
an agency or institution having a system for settling indebt 
edness between members of that system through which 
accounts may be debited and/or credited of monetary funds. 
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0024. In one implementation, upon receiving a fund trans 
fer request from the bank 120, the processing component 132 
is adapted to access the client account 114, review the transfer 
ID 118 stored with the account 114, and determine whether 
the transfer ID 118 sent with the fund transfer request is the 
same as the transfer ID 118 stored with the account 114. If the 
transfer IDs 118 match, then the processing component 132 
may approve the fund transfer between client accounts 114, 
122. Otherwise, if the transfer IDs 118 do not match, then the 
processing component 132 may suspend, deny, or cancel the 
fund transfer between client accounts 114,122. In the event of 
an approved, Suspended, or denied fund transfer request, the 
processing component 132 may be adapted to notify the client 
110 and/or the bank 110 of a fund transfer status related to 
approval, Suspension, or denial. 
0025. In various embodiments, transactions related to 
fund transfers may take place over a network, such as the 
Internet, a mobile communication network, a landline com 
munication network, a satellite communication network, etc. 
The interface device 112 of the client 110 may include a 
network interface device. Such as a computer, mobile phone, 
personal digital assistant, etc., that is adapted to allow the 
client 110 to communicate with the bank 120 and the service 
provider 130 via the network. The bank 120 may utilize a 
server that is adapted to communicate with the client 110 to 
allow access to the client account 122 and requests for fund 
transfers via the network and communicate with the service 
provider 130 to process fund transfer transactions via the 
network. Similarly, the service provider 130 may utilize a 
server adapted to communicate with the client 110, the bank 
120, and/or the clearing house 140 to process and resolve 
fund transfer requests and various other financial transactions 
over the network. In one implementation, the service provider 
130 may utilize a server having the processing component 
132 and a storage component adapted to locally store one or 
more accounts, including the client account 114, along with 
information related to one or more clients, including the client 
information 116 related to the client 110. 

0026 Invarious embodiments, the network may be imple 
mented as a single network or a combination of multiple 
networks. For example, in various embodiments, the network 
may include the Internet, one or more intranets, landline 
networks, wireless networks, and/or some other appropriate 
type of communication network. In another example, the 
network may comprise a wireless telecommunications net 
work (e.g., cellular phone network) adapted to communicate 
with other communication networks, such as the Internet. 
0027. In one embodiment, the client 110 may utilize the 
interface device 112. Such as a personal computer, mobile 
phone device, etc., to communicate with the bank 120 and the 
service provider 130 and/or access the client accounts 114, 
122, respectively, via any appropriate combination of hard 
ware and/or software configured for wired and/or wireless 
communication over the network. In one implementation, the 
client 110 may use a browser application to browse informa 
tion available over the network. For example, the client 110 
may use a web browser to view client account information 
available over the Internet from the bank 120 and/or the 
service provider 130. 
0028. In one embodiment, the client 110 may be asked to 
provide identification information to the service provider 130 
for fund transfer processing. For example, the identification 
information provided by the client 110 may include personal 
information (e.g., a username, password, personal identifica 
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tion number (PIN) and/or code (PIC), credit card number, 
debit card number, photograph image, biometricid, address, 
phone number, etc.) and banking information related to one or 
more banks, such as the bank 120 (e.g., banking institution, 
credit card issuer, user account numbers, security informa 
tion, etc.). In one implementation, identification information 
provided by the client 110 may be passed with a fund transfer 
request to the processing component 132 of the service pro 
vider 130 to associate the client 110 with the client accounts 
114, 122 and the transfer ID 118. 
0029. In one embodiment, the bank 120 may provide iden 
tification information related to the client 110 and/or the bank 
120 to be included as part of the fund transfer request. The 
identification information may include personal, business, 
and/or banking information. In various implementations, the 
identification information provided by the bank 120 may be 
passed with the fund transfer request to the processing com 
ponent 132 of the service provider 130 to process the fund 
transfer request, and the identification information provided 
by the bank 120 may be used by the processing component 
132 to associate the fund transfer with the client 110 and/or 
the bank 120. 

0030. In one embodiment, the service provider 130 is 
adapted to provide transaction processing, including fund 
transfers, on behalf of the client 110 and the bank 120. In this 
regard, the service provider 130 may utilize some form of 
processing application configured to interact with the client 
110 and the bank120 to facilitate transactions, including fund 
transfers and identity verification through fund transfers. In 
one example, the service provider 130 may be provided by 
PayPal, Inc. of San Jose, Calif., USA. 
0031. In one embodiment, the service provider 130 may be 
adapted to maintain a plurality of accounts, including the 
client account 114, which may include account information 
related to client 110, such as the client information 116. 
Accordingly, the service provider 130 is adapted to store 
information related to a plurality of clients, including the 
client 110, as part of each client account, such as the client 
account 114. For example, the stored information includes the 
client information 116, such as the name of the client 118 and 
the transfer ID 118 associated with the client 110. In another 
example, account information may include private financial 
information of the client 110. Such as an account number, 
username, password, personal identification number (PIN) 
and/or code (PIC), credit card information, debit card infor 
mation, banking information, and/or other types of financial 
information, which may be used to facilitate transactions 
including fund transfers, between the client 110, the bank 
120, and/or the service provider 130. 
0032 FIG. 2 shows one embodiment of a method 200 of a 
client-side process for facilitating account Verification over a 
network. For purposes of explanation, the method 200 of FIG. 
2 is discussed in reference to FIG.1, but should not be limited 
thereto. 

0033. In one implementation, the client 110 may utilize 
the client interface 112 to access the service provider 130 
(block 210) and request a transfer ID 118 from the service 
provider 130 (block 212). After obtaining the transfer ID 118 
(block 214), the client 110 may utilize the client interface 112 
to access the bank 120 and the client account 122 related 
thereto (block 216) and request a fund transfer (e.g., an elec 
tronic fund transfer (EFT)) from the bank 120 including the 
transfer ID1 18 as part of the fund transfer request (block 218). 
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0034. In one aspect, obtaining the transfer ID 118 from the 
service provider 130 over the network allows the client 110 to 
include the transfer ID 118 in a fund transfer request. As such, 
the client 110 may request a transfer of funds from the client 
account 122 with the bank 120 to the client account 114 with 
the service provider 130 by providing the transfer ID 118 as 
identification information to be included as part of the fund 
transferrequest. Upon validation of the client’s identity by the 
service provider 130 based, at least in part, on the verifying 
the transfer ID 118, the bank 120 is adapted to debit the client 
account 122 and push (i.e., send or transfer) the funds 
requested by the fund transfer to the service provider 130 for 
deposit in the client account 114 (block 220). The service 
provider 130 may also validate the identity of the client 110 
by Verifying client information, Such as client name, in the 
fund transfer request. 
0035. In one embodiment, the client 110 provides the 
transfer ID 118 issued by the service provider 130 with the 
fund transfer request. When transferring funds from account 
122 to account 114, the bank 120 submits the transfer ID 118 
to the service provider 130 as part of the fund transfer. When 
the bank 120 sends a statement to the service provider 130 
referring to the client 110, which may include a client name, 
account number, amount, and the transfer ID 118, the service 
provider 130 verifies that the transfer ID 118 sent to the client 
110 is the same as the transfer ID 118 sent with the funds. In 
one aspect, this process may be used by the service provider 
130 to verify the identity of the client 110. Further scope 
related to the transfer ID and the verification process is 
described in greater detail herein. 
0036. In one implementation, the client 110 may establish 
the client account 114 with the service provider 130, and 
when establishing the client account 114, the client 110 may 
be prompted to provide personal identification information, 
Such as a client name, password, personal identification num 
ber (PIN) and/or code (PIC), credit card number, debit card 
number, photograph image, biometric id, address, phone 
number, etc., and financial information, such as banking 
information, credit information, account numbers, security 
information, etc. In one aspect, information related to the 
client 110 may be packaged as a client identifier, which may 
include attributes related to the client 110, such as personal 
information and banking information. In various aspects, the 
client identifier may be passed with a login request, access 
request, purchase request, and/or transaction request to the 
service provider 130 via the network, and the client identifier 
may be used by the service provider 130 to associate the client 
110 with a particular client account, Such as the client account 
114, maintained by the service provider 130. In one aspect, 
the client 110 may link other accounts, such as the client 
account 122 with the bank 120, with the client account 114 to 
electronically transfer or deposit monetary funds into the 
client account 114. In another aspect, the client 110 may be 
prompted to provide identification information to the service 
provider 130 and banking information related to the client 
account 122 and the bank 120 prior to transferring funds into 
the client account 114. 

0037 FIG.3 shows one embodiment of a method 300 of a 
server-side process for facilitating account Verification over a 
network. For purposes of explanation, the method 300 of FIG. 
3 is discussed in reference to FIG.1, but should not be limited 
thereto. 
0038. In one implementation, the service provider 130 is 
adapted to generate a transfer ID 118 for the client 110 based 
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on request by the client 110 (block 310). In one aspect, when 
generating the transfer ID 118 for the client 110, the service 
provider 130 is adapted to associate the transfer ID 118 to the 
client account 114 and/or provide the transfer ID 118 to the 
client 110 over the network via, for example, the client inter 
face 112. In another aspect, the transfer ID 118 is unique to the 
client 110 and/or the client account 114. 
0039. The service provider 130 is adapted to receive a fund 
transfer request from a trusted entity, such as the bank 110, on 
behalf of the client 110 over the network (block 312). In one 
aspect, the fund transfer request comprises a request for an 
electronic fund transfer (EFT) initiated by the client 110 from 
at least one account with the trusted entity, such as the client 
account 122 with the bank 120. In another aspect, the fund 
transfer request includes the transfer ID 118 and/or the name 
of the client 110 as identity information. 
0040. The service provider 130 is adapted to verify the 
identity of the client 110 based on information passed with the 
fund transfer request (block 314). In one aspect, when veri 
fying the identity of the client 110, the service provider 130 is 
adapted to extract information from the fund transfer request 
including the client name associated with the fund transfer 
request, access the client account 114 related to the client 110. 
extract information from the client account 114 including the 
client name associated with the client account 114, and deter 
mine whether the client name associated with the client 
account 114 matches the client name extracted from the fund 
transfer request. 
0041 Accordingly, the service provider 130 is adapted to 
compare and determine if a match exists between the client 
name related to the client account 114 and the client name 
provided as part of the fund transfer request. If the client 
names are compared and a match is determined, then the 
identity of the client 110 is verified. If the client names are 
compared and a match is not determined, then the identity of 
the client 110 is not verified. 
0042. The service provider 130 is adapted to verify the 
transfer ID 118 related to the client 110 based on information 
passed with the fund transfer request (block 316). In one 
aspect, when verifying the transfer ID 118 related to the client 
110, the service provider 130 is adapted to extract informa 
tion from the fund transfer request including the transfer ID 
118 associated with the fund transfer request, access the client 
account 114 related to the client 110, extract information 
from the client account 114 including the transfer ID 118 
associated with the client account 114, and determine 
whether the transfer ID 118 associated with the client account 
114 matches the transfer ID 118 extracted from the fund 
transfer request. 
0043. Accordingly, the service provider 130 is adapted to 
compare and determine if a match exists between the transfer 
ID 118 related to the client account 114 and the transfer ID 
provided as part of the fund transfer request. If the transfer 
IDs are compared and a match is determined, then the transfer 
ID 118 of the client 110 is verified. If the transfer IDs are 
compared and a match is not determined, then the transfer ID 
of the client 110 is not verified. 
0044) The service provider 130 is adapted to validate the 
account information of the client 110 (block 318) if the iden 
tity of the client 110 is verified (block 314) and/or if the 
transfer ID 118 of the client 110 is verified (block316). In one 
implementation, the service provider 130 is adapted to 
approve the fund transfer request, if the client name associ 
ated with the client account 114 matches the client name 
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extracted from the fund transfer request, and the service pro 
vider 130 is adapted to suspend, deny, or cancel the fund 
transfer request, if the client name associated with the client 
account 114 fails to match the client name extracted from the 
fund transfer request. In another implementation, the service 
provider 130 is adapted to approve the fund transfer request if 
the transfer ID 118 associated with the client account 114 
matches the transfer ID 118 extracted from the fund transfer 
request, and the service provider 130 is adapted to suspend, 
deny, or cancel the fund transfer request, if the transfer ID 118 
associated with the client account 114 fails to match the 
transfer ID 118 extracted from the fund transfer request. 
0045. If the identity and the transfer ID of the client 110 is 
determined to be validated (block 320), then the client 110 is 
determined to have ownership of the client accounts 114, 122, 
and the service provider 130 receives and posts the pushed 
funds to the client account 114 (block322). In one aspect, the 
service provider 130 may update the client account 114 by 
listing the client 110 as a verified client after approving the 
fund transfer request. In another aspect, once the fund transfer 
request is completed and the funds are deposited in the client 
account 114, the service provider 130 may notify the client 
110 and/or the bank120 of the completed fund transfer and/or 
deposited funds (block 324). In various implementations, the 
service provider 130 may send a notification message to the 
client 110 over the network via the client interface 112, and 
the client 110 may be notified with an email message, a text 
message, Voice mail message, etc. 
0046. Otherwise, if the identity and the transfer ID of the 
client 110 is determined to not be validated (block 320), then 
the service provider 130 is adapted to suspend the fund trans 
fer for a predetermined time period and review the client's 
account information for any errors (block 330). If, after 
review, the service provider 130 is unable to validate the 
identity and transfer ID of the client 110 (block332), then the 
client 110 may not be determined to have ownership of the 
client accounts 114, 122, and the service provider 130 denies 
or cancels the fund transfer and rejects the funds for deposit in 
the client account 114 (block 334). Once the fund transfer 
request is denied and the funds are not deposited in the client 
account 114, the service provider 130 may notify the client 
110 and/or the bank 120 of the denied or cancelled fund 
transfer and/or the non-deposited funds (block 324). As pre 
viously discussed, the service provider 130 may send a noti 
fication message to the client 110 over the network via the 
client interface 112, and the client 110 may be notified with an 
email message, a text message, Voice mail message, etc. 
0047. In one aspect, the client 110 initiates the fund trans 
fer from the client's bank account, such as client account 122 
with the bank 120. With an accurate name match (e.g., bank 
account 122 versus service provider account 114), and with 
an accurate transfer ID match (e.g., transfer ID provided by 
service provider versus transfer ID provided with fund trans 
fer request), the service provider 130 is adapted to confirm 
client ownership of the client's bank account 122 and the 
client’s identity. In another aspect, the service provider 130 
validates the bank information and the client account 122 as 
legitimate by matching the transfer IDs and client names on 
the client accounts 114, 122. If an accurate match is deter 
mined, then the bank information is added to the client 
account 114 as a confirmed status of the bank 120 and client 
account 122, and the service provider 130 pushes (i.e., trans 
fers) the funds to the client account 114. In another aspect, in 
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case there is no accurate match, the funds may be pushed to a 
temporary account for manual review of identity and transfer 
IDS. 
0048. In one implementation, the service provider 130 
may be adapted to establish a client account 114 with the 
client 110 based on information provided or inputted by the 
client via the client interface 112. When establishing the 
client account 114 with the client 110, the service provider 
130 may be adapted to prompt the client 110 to provide 
identification information, Such as a client name, password, 
personal identification number (PIN) and/or code (PIC), 
credit card number, debit card number, photograph image, 
biometricid, address, phone number, etc., and financial infor 
mation, such as banking information, credit information, 
account numbers, security information, etc. In one aspect, 
information related to the client 110 may be stored as part of 
the client account 114 and may be packaged as a client iden 
tifier, which may include attributes associated with the client 
110. Such as personal information and banking information. 
In various aspects, the client identifier may be passed with the 
fund transfer request from the bank 120 to the service pro 
vider 130 via the network, and the client identifier may be 
used by the service provider 130 to associate the client 110 
with a particular client account, Such as the client account 
114, maintained by the service provider 130. In one aspect, 
the service provider 130 is adapted to link other accounts, 
such as the client account 122 with the bank 120, with the 
client account 114 to transfer or deposit funds into the client 
account 114. As such, the service provider 130 may prompt 
the client 110 to provide permission to link one or more other 
accounts to the client account 114 and to provide identifica 
tion information to the service provider 130 prior to transfer 
ring and/or depositing funds into the client account 114. 
0049 FIG. 4 shows one embodiment of a method 400 for 
facilitating account Verification over a network. For purposes 
of explanation, the method 400 of FIG. 4 is discussed in 
reference to FIG. 1, but should not be limited thereto. 
0050. In one implementation, when the client 110 requests 
a transfer of funds to the service provider 130 from the bank 
120, the client 110 is given a transfer ID 118 (i.e., verification 
code) by the service provider 130. The transfer ID 118 is used 
when the client 110 accesses the client bank account 122 with 
the bank 120 to request the transfer of funds from the client 
bank account 122 to the client account 114 with the service 
provider 130. When the bank 120 sends a statement to the 
service provider 130 about the client 110, which may include 
a client name, account number, amount, and the transfer ID 
118, the service provider 130 may verify that the same trans 
fer ID 118 was used to verify the client 110 as owner of the 
client account 114. This verification enabled the client 110 to 
have higher spending limits or other advantages over non 
verified clients. 

0051. In one embodiment, referring to the method 400 of 
FIG. 4, the client 110 receives transfer information from the 
service provider 130 (block 410). In one aspect, the transfer 
information includes the unique transfer ID 118 issued to the 
client 110 by the service provider 130. The transfer ID 118 is 
generated based on request by the client 110. 
0052. The client 110 accesses the bank 120 and provides 
transfer instructions to the bank 120 (block 412). The transfer 
instructions include identity information related to the client 
110 and the transfer ID 118. In the transfer instructions, the 
bank 120 is instructed by the client 110 to include the identity 
information and the transfer ID 118 with the request for the 
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transfer of funds from the client bank account 122 to the client 
account 114 with the service provider 130. 
0053. The bank 110 sends a request for a transfer of funds 

to the service provider 130 based on information in the trans 
ferinstructions via, for example, the automatic clearing house 
(ACH) network (block 414). It should be appreciated that the 
ACH network may comprise any agency or institution having 
a system for settling indebtedness between members of that 
system through which accounts may be debited and/or cred 
ited of monetary funds, without departing from the scope of 
the present disclosure. 
0054) The service provider 130 receives the fund transfer 
request from the bank 120, which includes the client identity 
information and the transfer ID 118, and the service provider 
130 matches the client identity information, such as client 
name, and the transfer ID 118 to the client information 116 
and transfer ID 118 stored as part of the client account 114 
(block 416) to confirm the client 110 as owner of the client 
account 114. 

0055. If the match is successful (block 418), then the trans 
ferred funds are received from the bank 120 and posted to the 
client account 114 (block 422). Otherwise, if the match is not 
successful (block 418), then the fund transfer transaction is 
placed under manual review (block 420). Once the transferred 
funds are posted to the client account 114, the service pro 
vider 130 adds the bank 120 to the client account 114 (block 
424). 
0056. The service provider 130 determines if the bank 120 

is a successful addition (block 426). In one implementation, if 
the bank 120 is a successful addition, then the service pro 
vider 130 determines if the bank 120 is a local bank (block 
428). If the bank 120 is a local bank, then the service provider 
130 determines if a minimum verification amount is met 
(block 430). If the minimum verification amount is met, then 
the service provider 130 verifies the account (block 432) and 
sends a modified verification message to the client 110 (block 
434). In one aspect, the modified verification message may 
comprise an email, text message, Voice mail message, etc. In 
another aspect, if the bank 120 is not considered a local bank 
(block 428), or if the minimum verification amount is not met 
(block 430), then the service provider 130 does not verify the 
client account 114 (block 440). 
0057. Otherwise, in another implementation, if the bank 
120 is not a successful addition (block 426), then the service 
provider 130 determines if the bank 120 is a local bank (block 
436). If the bank 120 is a local bank, then the service provider 
130 determines if a minimum verification amount is met 
(block 438). If the minimum verification amount is met, then 
the service provider 130 checks the account number in the 
fund transfer transaction (block 442), and determines 
whether the account exists (block 444). In one aspect, if the 
bank 120 is not considered a local bank (block 436), or if the 
minimum verification amount is not met (block 438), then the 
service provider 130 does not verify the client account 114 
(block 440). 
0058 Next, if the account is determined to exist (block 
444), then the service provider 130 is adapted to check a 
verification table (block 446) and determine whether the 
account exists in the verification table (block 450). If the 
account does not exist in the verification table, then the ser 
vice provider 130 updates the verification table and verifies 
the client account 114 (block 452). Then, the service provider 
130 sends a modified verification message to the client 110 
(block 454). In one aspect, the modified verification message 
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may comprise an email, text message, Voice mail message, 
etc. Otherwise, if the account does not exist (block 444), or if 
the account exists in the verification table (block 450), then 
the service provider 130 does not verify the client account 114 
(block 448). 
0059. In various aspects of the present disclosure, with 
increasing fraud and identity theft, verification provides a 
system and method to enable trust and combat fraud in elec 
tronic commerce (i.e., e-commerce), Verified clients or users 
may have additional benefits, such as lifting spending limits 
or allowing higher amount payments. Verification may serve 
as a verification score check, Such as a credit check, for third 
parties. 
0060 FIG. 5 shows a block diagram of a computer system 
500 suitable for implementing embodiments of the present 
disclosure. Computer system 500 includes a bus 502 or other 
communication mechanism for communicating information, 
which interconnects Subsystems and components. Such as 
processing component 504 (e.g., processor, micro-processor, 
micro-controller, digital signal processing (DSP) device), 
system memory component 506 (e.g., RAM), static storage 
component 508 (e.g., ROM), disk drive component 510 (e.g., 
magnetic or optical), network interface component 512 (e.g., 
modem, Ethernet card, wireless transceiver), display compo 
nent 514 (e.g., CRT or LCD), input component 516 (e.g., 
keyboard), and cursor control component 518 (e.g., mouse or 
trackball). 
0061. In accordance with embodiments of the present dis 
closure, computer system 500 performs specific operations 
by processor 504 executing one or more sequences of one or 
more instructions contained in System memory component 
506. Such instructions may be read into system memory 
component 506 from another computer readable medium, 
Such as static storage component 508 or disk drive component 
510. In other embodiments, hard-wired circuitry may be used 
in place of or in combination with Software instructions to 
implement embodiments of the present disclosure. 
0062 Logic may be encoded in a computer readable 
medium, which may refer to any medium that participates in 
providing instructions to processor 504 for execution. Such a 
medium may take many forms, including but not limited to, 
non-volatile media and Volatile media. In various implemen 
tations, non-volatile media includes optical or magnetic 
disks, such as disk drive component 510, and volatile media 
includes dynamic memory, such as system memory compo 
nent 506. It should be appreciated that data and information 
related to instructions may be transmitted to computer system 
500 via various types of transmission media, such as coaxial 
cables, copper wire, and fiber optics, including wires that 
comprise bus 502. In various examples, transmission media 
may take the form of acoustic or light waves, such as those 
generated during radio wave and infrared data communica 
tions. 
0063 Some common forms of computer readable media 
includes, for example, floppy disk, flexible disk, hard disk, 
magnetic tape, any other magnetic medium, CD-ROM, any 
other optical medium, punch cards, paper tape, any other 
physical medium with patterns of holes, RAM, PROM, 
EPROM, FLASH-EPROM, any other memory chip or car 
tridge, carrier wave, or any other medium from which a com 
puter is adapted to read. 
0064. In various embodiments of the present disclosure, 
execution of instruction sequences to practice the systems and 
methods described herein may be performed by computer 
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system 500. In various other embodiments of the present 
disclosure, a plurality of computer systems 500 coupled by 
communication link 520 (e.g., LAN, wireless LAN, wireless 
network) may perform instruction sequences to practice the 
systems and methods described herein in coordination with 
one another. 
0065 Computer system 500 may transmit and receive 
messages, data, information and instructions, including one 
or more programs (i.e., application code) through communi 
cation link 520 and network interface component 512. 
Received program code may be executed by processor 504 as 
received and/or stored in disk drive component 510 or some 
other non-volatile storage component for execution. 
0066. Where applicable, various embodiments provided 
by the present disclosure may be implemented using hard 
ware, Software, or combinations of hardware and Software. 
Also, where applicable, the various hardware components 
and/or software components set forth herein may be com 
bined into composite components comprising software, hard 
ware, and/or both without departing from the spirit of the 
present disclosure. Where applicable, the various hardware 
components and/or software components set forth herein may 
be separated into Sub-components comprising software, 
hardware, or both without departing from the scope of the 
present disclosure. In addition, where applicable, it is con 
templated that Software components may be implemented as 
hardware components and Vice-versa. 
0067 Software, in accordance with the present disclosure, 
Such as program code and/or data, may be stored on one or 
more computer readable mediums. It is also contemplated 
that software identified herein may be implemented using one 
or more general purpose or specific purpose computers and/or 
computer systems, networked and/or otherwise. Where appli 
cable, the ordering of various steps described herein may be 
changed, combined into composite steps, and/or separated 
into sub-steps to provide features described herein. 
0068. The foregoing disclosure is not intended to limit the 
present disclosure to the precise forms or particular fields of 
use disclosed. It is contemplated that various alternate 
embodiments and/or modifications to the present disclosure, 
whether explicitly described or implied herein, are possible in 
light of the disclosure. Having thus described embodiments 
of the present disclosure, persons of ordinary skill in the art 
will recognize that changes may be made in form and detail 
without departing from the scope of the present disclosure. 
Thus, the present disclosure is limited only by the claims. 
What is claimed is: 
1. A method for facilitating electronic commerce over a 

network, the method comprising: 
generating a transfer code for a client; 
associating the transfer code to a client account related to 

the client; 
providing the transfer code to the client over the network; 
receiving a fund transfer request from a trusted entity on 

behalf of the client over the network, the fund transfer 
request including the transfer code; 

extracting information from the fund transfer request 
including the transfer code associated with the fund 
transfer request; 

accessing the client account related to the client; 
extracting information from the client account including 

the transfer code associated with the client account; 
verifying the transfer code of the fund transfer request by 

determining whether the transfer code associated with 
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the client account matches the transfer code extracted 
from the fund transfer request; 

approving the fund transfer request if the transfer code 
associated with the client account matches the transfer 
code extracted from the fund transfer request; and 

denying the fund transfer request if the transfer code asso 
ciated with the client account fails to match the transfer 
code extracted from the fund transfer request. 

2. The method of claim 1, wherein the transfer code com 
prises a transfer identification (ID) code or a smart identifi 
cation (ID) code. 

3. The method of claim 1, wherein providing the transfer 
code to the client over the network allows the client to include 
the transfer code in the fund transfer request. 

4. The method of claim 1, wherein the fund transfer request 
received from the trusted entity over the network includes a 
client name related to the client along with the transfer code, 
and wherein the trusted entity comprises a regulated banking 
institution. 

5. The method of claim 1, further comprising: 
extracting information from the fund transfer request 

including a client name associated with the fund transfer 
request: 

extracting information from the client account including a 
client name associated with the client account; 

verifying an identity of the client by determining whether 
the client name associated with the client account 
matches the client name extracted from the fund transfer 
request: 

approving the fund transfer request if the client name asso 
ciated with the client account matches the client name 
extracted from the fund transfer request; and 

denying the fund transfer request if the client name asso 
ciated with the client account fails to match the client 
name extracted from the fund transfer request. 

6. The method of claim 1, further comprising: 
establishing the client account with the client over the 

network; and 
updating the client account by listing the client as a verified 

client after approving the fund transfer request. 
7. The method of claim 1, further comprising: 
receiving monetary funds from the trusted entity on behalf 

of the client, if the fund transfer request is approved; and 
rejecting monetary funds from the trusted entity, if the fund 

transfer request is denied. 
8. The method of claim 1, wherein the fund transfer request 

is initiated by the client via accessing the trusted entity over 
the network, and wherein the trusted entity receives a request 
from the client to transfer funds from the trusted entity to the 
client account over the network. 

9. The method of claim 1, further comprising: 
maintaining a plurality of accounts including the client 

account; and 
storing information related to the client as part of the client 

account including the client name of the client and the 
transfer code. 

10. The method of claim 1, further comprising: 
notifying the client over the network if the fund transfer 

request is approved; and 
notifying the client over the network if the fund transfer 

request is denied. 
11. A system for facilitating electronic commerce over a 

network, the system comprising: 
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a network interface component adapted to communicate 
with a trusted entity and a client over the network; and 

a processing component adapted to: 
generate a transfer code for the client; 
associate the transfer code to a client account related to 

the client; 
provide the transfer code to the client over the network; 
receive a fund transfer request from the trusted entity on 

behalf of the client over the network, the fund transfer 
request including the transfer code: 

extract information from the fund transfer request 
including the transfer code associated with the fund 
transfer request; 

access the client account related to the client; 
extract information from the client account including the 

transfer code associated with the client account; 
verify the transfer code of the fund transfer request by 

determining whether the transfer code associated with 
the client account matches the transfer code extracted 
from the fund transfer request; 

approve the fund transfer request if the transfer code 
associated with the client account matches the trans 
fer code extracted from the fund transfer request; and 

deny the fund transfer request if the transfer code asso 
ciated with the client account fails to match the trans 
fer code extracted from the fund transfer request. 

12. The system of claim 11, wherein the transfer code 
comprises a transfer identification (ID) code or a Smart iden 
tification (ID) code. 

13. The system of claim 11, wherein providing the transfer 
code to the client over the network allows the client to include 
the transfer code in the fund transfer request. 

14. The system of claim 11, wherein the fund transfer 
request received from the trusted entity over the network 
includes a client name related to the client along with the 
transfer code, and wherein the trusted entity comprises a 
regulated banking institution. 

15. The system of claim 11, wherein the processing com 
ponent is adapted to: 

extract information from the fund transfer request includ 
ing a client name associated with the fund transfer 
request; 

extract information from the client account including a 
client name associated with the client account; 

verify an identity of the client by determining whether the 
client name associated with the client account matches 
the client name extracted from the fund transfer request; 

approve the fund transfer request if the client name asso 
ciated with the client account matches the client name 
extracted from the fund transfer request; and 

deny the fund transfer request if the client name associated 
with the client account fails to match the client name 
extracted from the fund transfer request. 

16. The system of claim 11, wherein the processing com 
ponent is adapted to: 

establish the client account with the client over the net 
work; and 

update the client account by listing the client as a verified 
client after approving the fund transfer request. 

17. The system of claim 11, wherein the processing com 
ponent is adapted to: 

receive monetary funds from the trusted entity on behalf of 
the client, if the fund transfer request is approved; and 
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reject monetary funds from the trusted entity, if the fund 
transfer request is denied. 

18. The system of claim 11, wherein the fund transfer 
request is initiated by the client via accessing the trusted 
entity over the network, and wherein the trusted entity 
receives a request from the client to transfer funds from the 
trusted entity to the client account over the network. 

19. The system of claim 11, wherein the processing com 
ponent is adapted to: 

maintain a plurality of accounts including the client 
account; and 

store information related to the client as part of the client 
account including the client name of the client and the 
transfer code. 

20. The system of claim 11, wherein the processing com 
ponent is adapted to: 

notify the client over the network if the fund transfer 
request is approved; and 

notify the client over the network if the fund transfer 
request is denied. 

21. Software encoded in at least one computer readable 
medium and when executed operable to: 

communicate with a trusted entity and a client over a net 
work; 

generate a transfer code for the client; 
associate the transfer code to a client account related to the 

client; 
provide the transfer code to the client over the network; 
receive a fund transfer request from the trusted entity on 

behalf of the client over the network, the fund transfer 
request including the transfer code; 

extract information from the fund transfer request includ 
ing the transfer code associated with the fund transfer 
request: 

access the client account related to the client; 
extract information from the client account including the 

transfer code associated with the client account; 
verify the transfer code of the fund transfer request by 

determining whether the transfer code associated with 
the client account matches the transfer code extracted 
from the fund transfer request; 

approve the fund transfer request if the transfer code asso 
ciated with the client account matches the transfer code 
extracted from the fund transfer request; and 

deny the fund transfer request if the transfer code associ 
ated with the client account fails to match the transfer 
code extracted from the fund transfer request. 

22. The software of claim 21, further operable to: 
extract information from the fund transfer request includ 

ing a client name associated with the fund transfer 
request: 

extract information from the client account including a 
client name associated with the client account; 

verify an identity of the client by determining whether the 
client name associated with the client account matches 
the client name extracted from the fund transfer request; 

approve the fund transfer request if the client name asso 
ciated with the client account matches the client name 
extracted from the fund transfer request; and 

deny the fund transfer request if the client name associated 
with the client account fails to match the client name 
extracted from the fund transfer request. 
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