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sources of virtual machines are disclosed by the present disclosure. The meth-
‘ od includes obtaining monitoring data of a virtual machine at a client. The
! method also includes matching the monitoring data with a pre-determined
Y match rule to generate a match result, wherein the match rule determines
whether the monitoring data satisties a match condition of the match rule. The
method further includes executing an action for the virtual machine based
upon a processing strategy corresponding to the match result.
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SYSTEM, METHOD AND APPARATUS FOR MANAGING RESOURCES FOR VIRTUAL
MACHINES AND DEVICE THEREOF

CROSS REFERENCE TO RELATED APPLICATION
[0001] This application claims benefit to Chinese Patent Application No. 201510209553 .2, filed

on Apr. 28, 2015, which is incorporated herein by reference in its entirety.

TECHNICAL FIELD
[0002] The present invention relates generally to virtual machines, and more particularly to a
method and apparatus for managing resources for virtual machines, a method and apparatus for
transmitting monitoring data to a server, a system for managing resources for virtual machines, as

well as an electronic device thereof.

BACKGROUND
[0003] With the wide deployment of the Internet, servers have become an essential part of the
Internet. However, since it is costly to deploy a complete set of servers running on the Internet,
average users only lease or set up a set of virtual resources of standard scale given the cost
considerations. In other words, virtual resources are divided into sub-spaces, which are presented to
the user in the form of virtual machines. In general, virtual machine technologies refer to a system
of executing physical servers running on the Internet, where, through software or hardware
enablement, the physical servers are partitioned into a multitude of hard disk spaces of certain sizes,
each disk space designated with a virtual machine having corresponding FTP rights, web access
rights, etc.
[0004] In order to quantize virtual resource usage in the system described above, a monitoring
system generally is deployed to collect monitoring data and to perform statistics over the data
collected. Present monitoring systems typically are generally simple and they only monitor
hardware resources allocated to virtual machines in terms of quantity and bandwidth. However, it is
necessary to adopt different monitoring strategies for different virtual machines. For example, for
virtual machines of an M3 type, bandwidth can be allocated as 10G; while for virtual machines of n
MS type, bandwidth can be allocated as 20G. As another example, upon detecting a condition

where a resource usage exceeds a threshold, differentiated managing actions are also warranted, e.g.,



WO 2016/176281 PCT/US2016/029481

if the bandwidth usage of a virtual machine exceeds a threshold value, the virtual machine can be
shut down; otherwise if the bandwidth usage of the virtual machine reaches a value of a lesser
amount, e.g., 10G, the only penalty incurred is to have an alert message generated and sent.

[0005] Therefore, within systems having oversimplified monitoring of virtual machines and
oversimplified processing methods associated therewith, only simple or uniformed monitoring rules
and policies are implemented for monitoring and managing virtual machine resources. Therefore, it
is difficult to process business specific rules and policies, or to target different virtual machines or

manage business unique situations.

SUMMARY
[0006] According to an exemplary embodiment of the present disclosure, a method of managing
resources for virtual machines includes obtaining monitoring data concerning a virtual machine at a
client. The method also includes matching the monitoring data with a pre-determined match rule to
generate a match result, where the match rule determines whether the monitoring data satisties a
match condition of the match rule. The method further includes executing an action for the virtual
machine based upon a processing strategy corresponding to the match result.
[0007] Alternatively, the monitoring data of the virtual machine at the client includes, but is not
limited to, at least one or more of: virtual machine type; CPU utilization data; memory utilization
data; disk space utilization data; IOPS (Input Output Per Second); bandwidth and a number of
concurrent connections.
[0008] Further alternatively, the match rule includes: a match condition corresponding to the
monitoring data of the virtual machine; an operation; and an operating period thereof for the virtual
machine upon a successful match.
[0009] Still further alternatively, the match rule includes a rule title, a product category, a
virtual machine type, a match condition, an operation, and an operating period.
[0010] Yet further alternatively, the match conditions include a CPU utilization threshold, a
memory utilization threshold, a disk space utilization threshold, an IOPS threshold, a disk
throughput threshold, a slow request number threshold, and a bandwidth utilization threshold.
[0011] Further alternatively, the match conditions include an upper limit of the number of times
a threshold of the match condition is reached. The operation of the match rule is selected from the
group consisting of shutting down the virtual machine, sending an alert, and the combination

thereof. The operating period of the match rule is configured to process the virtual machine
2
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according to the operation every time or only once, upon a successful match of the monitoring data
and the match condition.

[0012] Alternatively, the matching the monitoring data with a pre-determined match rule to
generate a match result, where the match rule determines whether the monitoring data satisties a
match condition of the match rule, includes querying a pre-configured rule database about a match
rule corresponding to the virtual machine type based upon a virtual machine type of the monitoring
data. The method also includes matching the monitoring data with a match condition of the inquired
match rule to determine whether a value of the monitoring data exceeds a threshold of the match
condition of the match rule. The method further includes, in response to a determination that the
value of the monitoring data exceeds the threshold, generating a match result for the virtual machine
based upon a pre-determined operation of the match rule, the match result including the operation
for the virtual machine.

[0013] Further alternatively, prior to the generating a match result for the virtual machine based
upon a pre-determined operation of the match rule, the match result including the operation for the
virtual machine, the method further includes determining whether an upper limit of a number of
times the monitoring data reaches the threshold of the match condition is met within a pre-
determined time interval. The method also further includes, in response to a determination that the
upper limit is met, executing a match result for the virtual machine generated based upon the pre-
determined operation of the match rule, the match result including the operation for the virtual
machine.

[0014] Still further alternatively, prior to the generating a match result for the virtual machine
based upon a pre-determined operation of the match rule, the match result including the operation
for the virtual machine, the method further includes determining whether the virtual machine is
processed during in a pre-determined time interval. The method also further includes, in response to
a determination that the virtual machine is not processed, executing the match result for the virtual
machine generated based upon a pre-determined operation of the match rule, the match result
including the operation for the virtual machine. The method also further includes, in response to a
determination that the virtual machine is processed, determining whether a pre-determined operating
period of the match rule is configured to execute the operations for the virtual machine every time
upon a successful match of the monitoring data and the match condition. In response to a
determination that the pre-determined operating period is configured to execute the operations for

the virtual machine every time, the method further includes executing the match result for the virtual
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machine generated based upon the pre-determined operation of the match rule, the match result
including the operation for the virtual machine.

[0015] Further alternatively, the executing an action for the virtual machine based upon a
processing strategy corresponding to the match result includes obtaining an operation for the virtual
machine included in the match result, inquiring a penalty action database about an action
corresponding to the obtained operation, and executing the action for the virtual machine.

[0016] Still further alternatively, after the executing an action for the virtual machine based upon
a processing strategy corresponding to the match result, the method further includes storing, in a
monitoring log database, the monitoring data and the action executed for the virtual machine.
[0017] Further alternatively, after the storing, in a monitoring log database, the monitoring data
and the action executed for the virtual machine, the method further includes obtaining a number of
actions executed for the virtual machine by use of time information when the monitoring data and
the action executed for the virtual machine are stored in the monitoring log database. If the number
of the actions executed for the virtual machine is less than a pre-determined threshold, the method
further includes extending a pre-determined time interval at which the monitoring data is
periodically obtained. Otherwise, if the number of actions executed for the virtual machine is
greater than the pre-determined threshold, the method further includes shortening a pre-determined
time interval at which the monitoring data is periodically obtained.

[0018] According to another exemplary embodiment of the present disclosure, an apparatus for
managing resources for virtual machines includes a monitoring data obtaining module, a matching
module and a processing module. The monitoring data obtaining module is configured to obtain
monitoring data of a virtual machine at a client. The matching module is configured to match the
monitoring data with a pre-determined match rule to generate a match result, where the match rule
determines whether the monitoring data satisfies a match condition of the match rule. The
processing module is configured to execute an action for the virtual machine based upon a
processing strategy corresponding to the match result.

[0019] Alternatively, the monitoring data received by the monitoring data obtaining module
includes, but is not limited to, at least one or more of: virtual machine type; CPU utilization data;
memory utilization data; disk space utilization data; IOPS (Input Output Per Second), bandwidth
and a number of concurrent connections.

[0020] Further alternatively, the match rule utilized by the matching module to match with the

monitoring data to generate a match result includes a match condition corresponding to the
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monitoring data of the virtual machine, an operation and an operating period thereof for the virtual
machine upon a successful match.

[0021] Still further alternatively, the match rule utilized by the matching module to match with
the monitoring data to generate a match result includes a rule title, a product category, a virtual
machine type, a match condition, an operation and an operating period.

[0022] Still alternatively, the match condition of the match rule utilized by the matching module
to match with the monitoring data to generate a match result includes a CPU utilization threshold, a
memory utilization threshold, a disk space utilization threshold, an IOPS threshold, a disk
throughput threshold, a slow request number threshold and a bandwidth utilization threshold.
[0023] Further alternatively, the match condition of the match rule utilized by the matching
module to match with the monitoring data to generate a match result further includes an upper limit
of a number of times a threshold of the match condition is reached.

[0024] Alternatively, the operations of the match rule utilized by the matching module to match
with the monitoring data to generate a match result is selected from the group consisting of shutting
down the virtual machine, sending an alert and the combination thereof.

[0025] Still alternatively, the operating period of the match rule utilized by the matching
module to match with the monitoring data to generate a match result, upon a successful match of the
monitoring data and the match condition, is configured to process the virtual machine according to
the operation every time or only once.

[0026] Sill further alternatively, the matching module includes a rule database inquiring sub-
module, a threshold determination sub-module and a match result generating sub-module. The rule
database inquiring sub-module is configured to query a pre-configured rule database about a match
rule corresponding to the virtual machine type based upon a virtual machine type of the monitoring
data. The threshold determination sub-module is configured to match the monitoring data with a
match condition of the inquired match rule to determine whether a value of the monitoring data
exceeds a threshold of the match condition of the match rule. The match result generating sub-
module is configured to receive a determination result from the threshold determination sub-module,
and in response to a determination that the value of the monitoring data exceeds the threshold, to
generate a match result for the virtual machine based upon a pre-determined operation of the match
rule, the match result including the operation for the virtual machine.

[0027] Further alternatively, the matching module further includes a threshold reaching number

determination sub-module and a threshold reaching number execution sub-module. The threshold
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reaching number determination sub-module configured to, prior to generating a match result for the
virtual machine based upon a pre-determined operation of the match rule, the match result including
the operation for the virtual machine, determine whether an upper limit of a number of times the
monitoring data reaches the threshold of the match condition is met within a pre-determined time
interval. The threshold reaching number execution sub-module is configured to receive a
determination result from the threshold reaching number determination sub-module, and in response
to a determination that the upper limit is met, execute the match result generating module.

[0028] Yet further alternatively, the matching module further includes a processing
determination sub-module, a processing execution sub-module and a processing period
determination sub-module and a processing period execution sub-module. The processing
determination sub-module is configured to, prior to generating a match result for the virtual machine
based upon a pre-determined operation of the match rule, the match result including the operation
for the virtual machine, determine whether the virtual machine is processed during in a pre-
determined time interval. The processing execution sub-module is configured to receive a
determination result from the processing determination sub-module, and in response to a
determination that the virtual machine is not processed, execute the match result generating sub-
module. The processing period determination sub-module is configured to receive a determination
result from the processing determination sub-module, and in response to a determination that the
virtual machine is processed, determining whether a pre-determined operating period of the match
rule is configured to execute the operations for the virtual machine every time upon a successful
match of the monitoring data and the match condition. The processing period execution sub-module
is configured to receive a determination result from the processing period determination sub-
module, and in response to a determination that the pre-determined operating period is configured to
execute the operations for the virtual machine every time, execute the instructions of the match
result generating sub-module.

[0029] Still yet alternatively, the processing module includes an operation obtaining sub-
module, an action inquiring sub-module and an action executing sub-module. The operation
obtaining sub-module is configured to obtain an operation for the virtual machine included in the
match result. The action inquiring sub-module is configured to query a penalty action database
about an action corresponding to the obtained operation. The action executing sub-module is

configured to execute the action for the virtual machine.
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[0030] Alternatively, the apparatus for managing resources for virtual machines further includes
a log storing module configured to, after executing an action for the virtual machine based upon a
processing strategy corresponding to the match result, store in a monitoring log database the
monitoring data and the action executed for the virtual machine.

[0031] Still alternatively, the apparatus for managing resources for virtual machines further
includes a processing number sub-module, a time interval extending sub-module and a time interval
shortening sub-module. The processing number sub-module is configured to obtain a number of
actions executed for the virtual machine by use of time information when the monitoring data and
the action executed for the virtual machine are stored in the monitoring log database. The time
interval extending sub-module is configured to, if the number of the actions executed for the virtual
machine is less than a pre-determined threshold, extend a pre-determined time interval at which the
monitoring data is periodically obtained. The time interval shortening sub-module is configured to,
if the number of the actions executed for the virtual machine is greater than the pre-determined
threshold, shorten a pre-determined time interval at which the monitoring data is periodically
obtained.

[0032] According to yet another exemplary embodiment of the present disclosure, a method of
transmitting monitoring data to a server includes obtaining monitoring data of a virtual machine and
transmitting to the server the obtained monitoring data of the virtual machine.

[0033] Alternatively, the monitoring data of a virtual machine includes at least one of a virtual
machine type, CPU utilization, memory utilization, disk space utilization, [OPS (Input Output Per
Second), bandwidth and number of concurrent connections.

[0034] Further alternatively, the transmitting to the server the obtained monitoring data of the
virtual machine includes transmitting to the server the IOPS, remaining disk space and remaining
bandwidth of the virtual machine periodically by use of hearbeat packets according to a pre-
determined time interval. It further includes transmitting to the server, upon detection of changes in
the virtual machine, the CPU utilization, memory utilization and the number of concurrent
connections by use of heartbeat packets.

[0035] According to still yet another exemplary embodiment of the present disclosure, an
apparatus for transmitting monitoring data to a server includes a monitoring data obtaining module
and a monitoring data transmitting module. The monitoring data obtaining module is configured to
obtain monitoring data of a virtual machine. The monitoring data transmitting module is configured

to transmit to the server the obtained monitoring data of the virtual machine.
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[0036] Alternatively, the monitoring data obtaining module is configured to obtain monitoring
data of virtual machines including at least one of a virtual machine type, CPU utilization, memory
utilization, disk space utilization, IOPS (Input Output Per Second), bandwidth and number of
concurrent connections.

[0037] Further alternatively, the monitoring data transmitting module is configured to transmit
to the server the IOPS, remaining disk space and remaining bandwidth of the virtual machine
periodically by use of hearbeat packets according to a pre-determined time interval. The monitoring
data transmitting module is also configured to transmit to the server, upon detection of changes in
the virtual machine, the CPU utilization, memory utilization and the number of concurrent
connections by use of heartbeat packets.

[0038] According to another exemplary embodiment of the present disclosure, a system for
managing resources for virtual machines includes an apparatus described above for managing
resources for virtual machines, and an apparatus described above for transmitting monitoring data to
a server.

[0039] According to still another exemplary embodiment of the present disclosure, an electronic
device includes a display, a processor, and a storage having computer-readable instructions stored
thereon to be executed when accessed by the processor. The instructions include obtaining
monitoring data of a virtual machine at a client and matching the monitoring data with a pre-
determined match rule to generate a match result, where the match rule determines whether the
monitoring data satisfy a match condition of the match rule. The instructions further include
executing an action for the virtual machine based upon a processing strategy corresponding to the
match result.

[0040] Compared to the existing technologies, the present disclosure provides a system,
method, apparatus and device for managing virtual machine resources. In accordance with
embodiments of the present disclosure, the monitoring data are matched with matching rules and
actions are executed for the virtual machine corresponding to the matched result. This approach
addresses the problems that, with oversimplified monitoring of virtual machines and their associated
oversimplified processing methods, only simple or uniformed monitoring rules and policies can be
implemented for monitoring and managing virtual machine resources, and in these systems it is
difficult to process business specific rules and policies, target different virtual machines and manage

unique situations.
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DESCRIPTION OF THE DRAWINGS
[0041] The accompanying drawings, which are incorporated in and form a part of this
specification and in which like numerals depict like elements, illustrate embodiments of the present
disclosure and, together with the description, serve to explain the principles of the disclosure.
[0042] FIG. 1A is a flow chart of an exemplary computer implemented method of resource
management for virtual machines in accordance with an embodiment of the present disclosure;
[0043] FIG. 1B is a flow chart of another exemplary computer implemented method of resource
management for virtual machines in accordance with an embodiment of the present disclosure;
[0044] FIG. 1C is a flow chart of another exemplary computer implemented method of resource
management for virtual machines in accordance with an embodiment of the present disclosure;
[0045] FIG. 1D is a flow chart of another exemplary computer implemented method of resource
management for virtual machines in accordance with an embodiment of the present disclosure;
[0046] FIG. 1E is a flow chart of another exemplary computer implemented method of resource
management for virtual machines in accordance with an embodiment of the present disclosure;
[0047] FIG. 2 is a block diagram of an exemplary apparatus for resource management for virtual
machines in accordance with an embodiment of the present disclosure;
[0048] FIG. 3 is a flow chart of an exemplary computer implemented method of transmitting
monitor data to a server in accordance with an embodiment of the present disclosure;
[0049] FIG. 4 is a block diagram of an exemplary apparatus of transmitting monitor data to a
server in accordance with an embodiment of the present disclosure;
[0050] FIG. 5 is a block diagram of an exemplary system for resource management of virtual
machines in accordance with an embodiment of the present disclosure; and
[0051] FIG. 6 is a block diagram of an exemplary device in accordance with an embodiment of

the present disclosure.

DETAILED DESCRIPTION
[0052] In the following description, numerous specific details are set forth in order to provide a
thorough understanding of the present disclosure. However, it will become obvious to those skilled
in the art that the present disclosure may be practiced without these specific details. The descriptions
and representations herein are the common means used by those experienced or skilled in the art to

most effectively convey the substance of their work to others skilled in the art. In other instances,
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well-known methods, procedures, components, and circuitry have not been described in detail to
avoid unnecessarily obscuring aspects of the present disclosure.

[0053] Reference herein to “one embodiment” or “an embodiment” means that a particular
feature, structure, or characteristic described in connection with the embodiment can be included in
at least one embodiment of the disclosure. The appearances of the phrase “in one embodiment” in
various places in the specification are not necessarily all referring to the same embodiment, nor are
separate or alternative embodiments mutually exclusive of other embodiments. Used herein, the

2% 2% LC

terms “upper”, “lower”, “top”, “bottom”, “middle”, “upwards”, and “downwards” are intended to
provide relative positions for the purposes of description, and are not intended to designate an
absolute frame of reference. Further, the order of blocks in process flowcharts or diagrams
representing one or more embodiments of the disclosure do not inherently indicate any particular
order nor imply any limitations in the disclosure.

[0054] Presently, monitoring methods for virtual machines are generally simplified, e.g., only
monitoring hardware resources allocated to virtual machines in terms of quantity and bandwidth.
However, it is necessary to adopt different monitoring strategies for different virtual machines. For
example, for virtual machines of an M3 type, bandwidth can be allocated as 10G; while for virtual
machines of an M5 type, bandwidth can be allocated as 20G. For another example, upon detecting a
condition where a resource usage exceeds a threshold, differentiated managing actions are also
warranted, e.g., if the bandwidth usage of a virtual machine exceeds the threshold value, the virtual
machines is to be shut down; if the bandwidth usage of the virtual machine reaches a value of a
lesser amount, e.g., 10G, the only penalty incurred is to have an alert message generated and sent.
[0055] Therefore, with such oversimplified monitoring systems for virtual machines and their
associated oversimplified processing methods, only simple or uniformed monitoring rules and
policies can be implemented for monitoring and managing virtual machine resources, and it is
therefore difficult to process business specific rules and policies, target different virtual machines or
manage unique situations.

[0056] Virtual machines refer herein to a complete set of physical servers executing on the
Internet. Through software or hardware based approaches, a physical server can be partitioned into
a multitude of hardware regions of certain sizes, each region having an independent virtual machine
designated with corresponding FTP access rights and web access rights, etc.

[0057] Embodiments of the present disclosure provide for a server to monitor and process the

monitoring data of virtual machines that are transmitted from the clients. The clients are located at
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the physical server to collect the monitoring data from multiple virtual machines serviced by the
physical server. The clients are also configured to transmit the collected monitoring data to the
server; and the server is configured to obtain the monitoring data transmitted from the clients in
order to query a rule database and a penalty action database about operations to be executed for the
virtual machines, and to store the monitoring data and the operations executed for the virtual
machines in a log database.

[0058] Embodiments of the present disclosure are discussed herein with reference to FIGS. 1A-
6. However, those skilled in the art will readily appreciate that the detailed description given herein
with respect to these figures is for exemplary explanatory purposes as the disclosure extends beyond
these particular embodiments.

[0059] Referring to FIG. 1A, a flow chart of an exemplary method of resource management for
virtual machines is shown in accordance with embodiments of the present disclosure. The method
100 starts in step S101, where the monitoring data are obtained from a virtual machine at a client. In
some embodiments, the monitoring data of the virtual machine on the client include, but is not
limited to, one of the followings: virtual machine type, CPU usage data, memory usage data,
remaining disk space usage data, bandwidth, the number of concurrent connections and IOPS
(Input/Output Operations Per Second). It is appreciated by those with ordinary skill in the art that
some or all of the above described monitoring data can be obtained for different types of virtual
machines.

[0060] In some embodiments, the monitoring data of the virtual machine is obtained in th