(19 DANMARK (10 DK/EP 2954336 T3

(12) Overseettelse af
europaeisk patentskrift

Patent- og
Varemeaerkestyrelsen

(51) Int.CI.: G 01 R 29/10 (2006.01) G 06 K 7/10 (2006.01) HO01Q 3/26 (2006.01)
(45) Oversaettelsen bekendtgjort den: 2020-01-20

(80) Dato for Den Europaeiske Patentmyndigheds
bekendtgerelse om meddelelse af patentet: 2019-10-23

(86) Europasisk ansggning nr.: 14711606.5

(86) Europaeisk indleveringsdag: 2014-02-07

(87) Den europeaeiske ansggnings publiceringsdag: 2015-12-16
(86) International ansggning nr.: 1B2014058862

(87) Internationalt publikationsnr.: WO2014122617

(30) Prioritet: 2013-02-11 US 201313763784

(84) Designerede stater: AL AT BE BG CH CY CZ DE DK EE ES FI FR GB GR HR HU IE IS IT LI LT LU LV
MC MK MT NL NO PL PT RO RS SE Sl SK SM TR

(73) Patenthaver: Telefonaktiebolaget LM Ericsson (publ) , 164 83 Stockholm, Sverige

(72) Opfinder: LEVIN, Georgy, 47 Canfield Road, Ottawa, Ontario K2H 558, Canada
SANDERSON, James, 21 Stone Park Lane, Ottawa, Ontario K2H 9P4, Canada

(74) Fuldmaegtig i Danmark: Zacco Denmark A/S, Arne Jacobsens Allé 15, 2300 Kobenhavn S, Danmark
(54) Benaevnelse: Antenner med unik elektronisk signatur

(56) Fremdragne publikationer:
EP-A1-1 863 123
EP-A1- 1962 374
DE-A1-102004 042 160
US-A- 5 198 821
US-A1- 2012 142 277
US-B2- 7 042 406



DK/EP 2954336 T3



DK/EP 2954336 T3

DESCRIPTION

TECHNICAL FIELD

[0001] The present invention relates generally to antennas used in a wireless transceiver, and
more specifically to identifying an antenna using its unique electronic signature.

BACKGROUND

[0002] Marking or identifying the source or manufacturer of an antenna has generally relied on
the antenna's outward features, such as shape, size, color, and package, or through the use of
a trademark or a trade dress. Such features or designs may disappear due to wear and tear as
time passes, making identification of the source or manufacturer of an antenna difficult.
Further, an antenna used in the field, for example, installed on the top of a wireless tower,
does not allow easy access for close inspection of the antenna type.

[0003] Reflectometry is a measurement technique that has been widely used to diagnose
problems associated with radio frequency (RF) antennas or an electronic circuit or device. For
example, reflectometry can be used to detect fault, locate disruption, and calibrate distance in
a test circuit. Reflectometry includes time-domain, frequency domain, and noise domain
analysis. In reflectometry, a test signal, often a wideband or swept-frequency signal, is sent into
an electronic circuit or device and a reflected signal is measured at an antenna interface port.
Besides reflectometry, transmissometry is another diagnostic tool. But unlike reflectometry that
measures a reflected signal, transmissometry measures a transmitted signal.

[0004] To detect a faulty antenna, reflectometry measures a maximum return loss and/or a
minimum return loss of an antenna. A return loss of a device measures the ratio of an output
signal power to an input signal power in decibel. Abnormal maximum/minimum return losses
can be useful in detecting an antenna that is not working properly, for example, reflecting
signals excessively. However, for working antennas, the measured maximum/minimum return
losses are generally within a normal range and do not possess unique features that are
suitable for identification purposes. Other than the maximum/minimum return loss, a working
antenna generally exhibits random electric behavior, therefore does not have an electronic
"signature."

[0005] US 7,042,406 B2 relates to an antenna provided with an electronic component or circuit
that has a value corresponding to properties of the antenna. A read mechanism reads the
value and sets an operational status of a transceiver based on the value. In one
implementation, the electronic component is a resistor having a value that identifies the
antenna properties. A table may be used to correlate resistor values to different types of
antennas or sets of antenna properties. Alternatively, the circuit can be implemented in a
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microchip that provides a response to a challenge sent by the read mechanism. The response
encodes the properties of the antenna.

[0006] EP 1 962 374 A1 relates to a method of identifying an antenna by the steps of:
providing the antenna with an identifying radiofrequency identification RFID circuit, connecting
one end of a cable to the antenna, connecting the other end of the cable to a remote unit,
sending a trigger signal to the RFID circuit, receiving by the remote unit via the cable a
response signal from the RFID circuit, and decoding the response signal so as to identify the
antenna.

[0007] EP 1 863 123 A1 relates to a method for recognizing a type of an antenna. The type of
an antenna is recognized by a control unit connected to an antenna module comprising the
antenna. The method comprises the steps of sending an antenna identification signal from the
control unit to the antenna module; sending an antenna reply signal from the antenna module
to the control unit in response to the antenna identification signal, wherein the antenna reply
signal comprises an antenna type information signal in a coded form, decoding the antenna
reply signal by the control unit for determining the type of the antenna connected thereto, and
adjusting receive and/or transmit parameters of the control unit connected to the antenna
module according the type of the antenna.

[0008] DE 10 2004 042 160 A1 relates to a method for identifying at least one antenna, the
method involving an electromagnetic radiation pulse of a specified first duration and a specified
first frequency band. After emission of the radiation pulse, electromagnetic radiation is
detected in a specified second frequency band for a specified second duration, and based on a
value of a detected frequency of the detected electromagnetic radiation, the presence of at
least one antenna is ascertained on the basis of its resonance frequency.

[0009] US 5,198,821 A relates to a method and a device for the on-line testing of an antenna
formed by a plurality of radiating sources. In an application for example to a secondary radar
antenna, it is proposed to memorize the patterns of the antenna when all the radiating sources
work properly and, when each of the source is malfunctioning in turn, to measure the radiation
patterns of the antenna during its operation in IFF mode and then to compute the coefficients
of correlation of these patterns with all the corresponding memorized radiation patterns. The
value of the coefficients obtained enables the precise determining and localizing of the
malfunction.

[0010] US 2012/0142277 A1 relates to an antenna coupler for providing a radio frequency
interface between a radio frequency electronic system of a unit under test and automatic test
equipment for the radio frequency electronic system. The antenna coupler comprises a
mechanical interface to secure the antenna coupler to an antenna site of the unit under test,
and a radio frequency signature storage component comprising a stored representation of a
radio frequency signature comprising radio frequency test output.

[0011] The present application discloses advantageous methods and devices that can be used
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to electronically mark and identify an antenna.

SUMMARY

[0012] A method of automatic remote detection of a type of an antenna according to claim 1
and an automatic remote detection device according to claim 2 for detecting the type of an
antenna remotely are presented. Further disclosed are low-cost and energy efficient methods
and apparatus for electronically marking and identifying an antenna. Methods and apparatus
for automatically and remotely identifying an antenna type are also disclosed. The methods
and apparatus disclosed herein use a resistor-inductor-capacitor (RLC) circuit designed to
generate a return-loss-profile that can serve as a unique antenna signature of the antenna.

[0013] According to an aspect of the disclosure, an antenna manufactured with a unique
antenna signature comprises a radiating element, a ground element and an RLC circuit. The
radiating element is configured to transmit and receive radio frequency signals. The ground
element is connected to the ground. The RLC circuit is connected between the radiating
element and the ground element and is configured such that it generates a return-loss profile
having a distinctive resonant frequency that is outside the working bandwidth of the antenna.
By measuring the return-loss-profile of the antenna equipped with such RLC circuit, the
distinctive resonant frequency can be identified and can serve as the unique signature of the
antenna.

[0014] According to an aspect of the disclosure, an apparatus for identifying an antenna is
disclosed. An exemplary apparatus for identifying a unique antenna signature of an antenna
comprises a transmitter, a coupler and an evaluation circuit. An evaluation circuit further
comprises a receiver, a return-to-loss profile detector, a correlator, and an identity detector.
The transmitter is configured to send a signal to the antenna. The coupler and the receiver are
configured to receive and measure a signal at an antenna interface port. The return-loss-
profile detector is configured to detect a return-loss-profile of

the antenna and the correlator is configured to correlate the return-loss-profile to one or more
known antenna signatures to obtain correlation coefficients. The correlation coefficients are
compared with a threshold by the identity detector which identifies the correlation coefficient
that is larger than the threshold.

[0015] According to an aspect of the disclosure methods of identifying an antenna are
disclosed. A return-loss-profile of the antenna is first detected. The return-loss-profile
comprises a frequency range including resonance frequency at which the return-loss is
distinctively low. The return-loss-profile is correlated with one or more known antenna
signatures to generate correlation coefficients. The correlation coefficients are compared to a
threshold to identify the correlation coefficient that is larger than the threshold. The known
antenna signature that is associated with the larger-than threshold correlation coefficient can
be used as the antenna's unique signature.



DK/EP 2954336 T3

[0016] In yet another aspect of the disclosure, methods and apparatus for automatic remote
detection of an antenna type are disclosed.

[0017] Of course, the present disclosure is not limited to the features, advantages, and
contexts summarized above, and those familiar with antenna technologies will recognize
additional features and advantages upon reading the following detailed description and upon
viewing the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018]
Figure 1 illustrates an exemplary antenna configured with an RLC circuit.
Figure 2 illustrates an exemplary resonance transmissibility of an RLC circuit.

Figure 3 illustrates an exemplary apparatus for detecting an antenna's unique electronic
signature.

Figure 4 illustrates an exemplary frequency response of an antenna configured with an RLC
circuit to provide a unique electronic signature of the antenna.

Figure 5 illustrates an exemplary system configured for automatic remote detection of an
antenna type.

Figure 6 illustrates a flow chart of an exemplary process for identifying an antenna's unique
signature.

DETAILED DESCRIPTION

[0019] In referring to the drawings, Figure 1 illustrates an exemplary antenna 100 configured
with an RLC circuit to generate a unique antenna signature. In Figure 1, the antenna 100
comprises a ground element 102, a radiating element 104, and a RLC circuit 106. The ground
element 102 is connected to the ground and the radiating element 104 is configured to
transmit and receive signals. The RLC circuit 106 connects the ground element 102 and the
radiating element 104.

[0020] The RLC circuit 106 in Figure 1 is shown as a simple serial RCL circuit. As a person
skilled in the art would know, the RLC circuit 106 can be replaced by other types of RLC
circuits. The RLC circuit comprises a resistor 108, an inductor 110 and a capacitor 112. In the
following discussion, the resistance of the resistor 108 is represented by R, the inductance of
the inductor 110 is represented by L and the capacitance of the capacitor 112 is represented
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by C.

[0021] One of the well-known features of an RLC circuit is that in an RCL circuit, there is at
least one resonance frequency wg at which the impedance of the RLC circuit is pure

resistance. The resonance frequency of the RLC circuit 106 can be expressed as:

w,=1/JIC ).

In the RLC circuit 106, at the resonant frequency wg, the impedance is reduced to resistance

R, and the current and voltage are related as V=/- R.

[0022] The voltage of the RLC circuit 106 changes in relation to the frequency of the input
signal. At the resonance frequency wg, the voltage reaches a peak and drops as the frequency

of the input signal deviates from the resonance frequency wg.

[0023] When at the resonance frequency wy, it is important to limit the resonance current /p to

protect the radio front end of the transceiver from being damaged by strong current. The
resistor 108 provides the needed resistance R for limiting the current Iy. At the same time, the

resistance R should be much less than the impedance of the antenna 100 to create a
distinctively low return loss at the resonant frequency.

[0024] Figure 2 depicts the relationship between the transmissibility of the RLC circuit
106,|G(wy)|, and the frequency of the input signal wp scaled by the resonance frequency wyg.

The relationship between |G(wp)| and

@,

is dependent upon the damping factor 6, which can be expressed as
R |C

2NL
Both the damping factor 6 and the resonance frequency wg are functions of parameters R, L,

and C. Both can be determined from the frequency response curve of an antenna.

[0025] Figure 2 illustrates 10 curves, each representing how |G(wa)| changes with

@y

wU
for different damping factors &. As it is shown in Figure 2, each curve exhibits a transmissibility
peak at the resonance frequency

a) —
( A(uo_l)'

The smaller is the damping coefficient, the higher is the peak of the transmissibility curve. The
return loss of the RLC circuit 106 is proportionally related to its transmissibility. Therefore, at
the resonance frequency wg, the RLC circuit 106 reaches its peak return loss for any damping
coefficient. If a frequency swept signal is input into the antenna 100 in Figure 1, the RLC circuit
106 will exhibit a signature return loss profile that peaks at the resonance frequency wy.

Although a frequency response curve does not provide enough information to allow the values
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of R, L, and C in the RLC circuit of the antenna to be ascertained, the frequency response of
an antenna can be used to determine the damping factor é and the resonance frequency wg of

the antenna. Each type of antennas can be marked with a unique wq. If wq is carefully selected

to be located outside the working bandwidth of the antenna 100, such signature return loss
profile can be used as the antenna 100's unique signature for identification purposes.

[0026] Antenna manufacturers can equip each type of antennas with a different RLC circuit
having a distinctive resonance frequency and frequency response. Therefore, antennas of the
same type exhibit the same return-loss profile and antennas of different types possess
different return-loss profiles. By measuring an antenna's return-loss profile, the type of the
antenna 100 can be identified. It should be noted that in the present application, the type of an
antenna may include information such as the model, the maker, and/or the brand of the
antenna.

[0027] Figure 3 illustrates an exemplary testing device 300 for measuring the return loss
profile of the antenna 100 and for identifying the antenna 100 based on the measured return
loss profile. In Figure 3, the testing device 300 comprises a transmitter 302, a coupler 304 and
an evaluation circuit 301. The transmitter 302 is connected to the coupler 304 and is
configured to send signals to the antenna via the coupler 304 through a feeder cable. The
evaluation circuit 301 comprises a receiver 308, a Fourier Transform circuit 310, a return-loss
profile detector 312, a correlator 314, and an identity detector 316.

[0028] The receiver 308 receives and measures a signal received at an Antenna Interface Port
(AIP) on the coupler 304. The receiver 308 comprises RF processing components, such as
filter, amplifier, oscillator and analog to digital converter, to convert a received signal into
baseband signals. The Fourier Transform Circuit 310 separates the different frequency
components in the output signal and they are sent to the return-loss profile detector 312 for
detecting a return-loss profile of the antenna. As the test signal travels through the feeder
cable 306, the test signal exhibits variations over frequency. The variation period is related to
the length of the feeder cable 306. With the knowledge of the maximum feeder length, the
return-loss profile detector can smooth the variations over frequency introduced by the feeder
cable.

[0029] The return-loss profile detected by the return-loss profile detector 312 is input into the
correlator 314. The correlator 314 stores a list of known or expected antenna signatures. Such
known antenna signatures are calculated a priori based on R, L, and C values or measured
from known types of antennas. The expected antenna signatures are pre-calculated or
premeasured return-loss profiles of antennas of known origin or identity. The correlator 314
compares the return-loss profile of the antenna 100 with one or more of the known antenna
signatures in the stored list. As shown in Figure 4, the return-loss profile of the antenna 100
usually does not match known antenna signature perfectly, if the latter was calculated from R,
L, and C values. The correlator 314 calculates a correlation coefficient for each of the known
antenna signatures. The one or more correlation coefficients are sent to the identity detector
316.The identity detector 316 identifies the unique antenna signature of the antenna based on
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the one or more correlation coefficients.

[0030] The identity detector 316 may be implemented with different algorithms to identify the
antenna's unique antenna signature. In some embodiments, the identity detector 316 is
configured to select the known antenna signature that generates the largest correlation
coefficient as the antenna's unique antenna signature.

[0031] In other embodiments, the correlator 314 may select one known antenna signature
from the stored list and generates one correlation coefficient. The correlation coefficient is sent
to the identity detector 316 which compares the correlation coefficient to a threshold. The
threshold may be pre-calibrated and carefully selected such that it can be stated with high
confidence that the known signature is the antenna's signature if the correlation coefficient is
higher than the threshold. The correlation coefficient is compared to a threshold. If the
correlation coefficient is smaller than the threshold, the return-loss profile is correlated with
another known signature to generate another correlation coefficient. If the correlation
coefficient is larger than the threshold, the known signature is considered to the antenna
signature.

[0032] Figure 4 illustrates an exemplary return-loss profile of the antenna 100 and its antenna
signature calculated from R, L, and C values. Figure 4 is a frequency response diagram
showing how the loss magnitude (dB) varies with the input frequency. The loss magnitude is
defined as: loss magnitude = - return loss. The fine solid curve represents the input signal with

a frequency ranging from 0 to 3 x 103MHz. The heavy solid curve represents the return-loss
profile of the antenna 100 with a resonance frequency wg = 700MHz. The dotted curve

represents the pre-calculated antenna signature.-

[0033] Figure 5 illustrates an exemplary system configured to perform an automatic remote
detection of the type of the antenna 100. In Figure 5, a radio access network 500 is connected
to a core network 508. The radio access network 500 comprises two NodeB's 502 and 504 and
a Radio Network Controller (RNC) 506. The NodeBs 502 and 504 are connected to the RNC
506, which is connected to the core network 508. An antenna 100 is installed in the NodeB 502
and the NodeB 504 respectively. The RNC 506 includes an automatic remote detection circuit
510 which comprises an I/O device 512 and a processing circuit 514. To identify the type of the
antennas 100, the processing circuit 514 can send a signal through the I/O device 512 to
remotely activate the evaluation circuit 301 (in Figure 3). The antenna signature detected by
the identity detector 316 and/or the type determined based on the antenna signature can be
sent to the automatic remote detection circuit as result.

[0034] It should be noted that the automatic remote detection circuit 510 may also reside in the
core network 508 or in a mobile device (not shown). In the latter case, the automatic detection
circuit activates the evaluation circuit 301 via a radio air interface. In Figure 5, the antenna 100
is shown to be installed in a NodeB.

[0035] Figure 6 illustrates a flow chart of an exemplary process for identifying an antenna 100
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using the advantageous methods disclosed herein. The process starts with sending a wide-
band or frequency sweep signal to the antenna 100 to be identified (step 602). The signal is
measured at the antenna interface port (AIP) (step 604) and its return-loss profile of the
measured signal is detected (step 606). The detected return-loss profile is correlated with an
expected or known antenna signature to generate at least one correlation coefficient (step
608). Based on the at least one correlation coefficient, the antenna's unique antenna signature
is identified (step 610).

[0036] Methods and apparatus disclosed herein are applicable to any type of antennas, for
example, antennas installed on any wireless communication devices, such as base stations,
NodeBs, repeaters, etc., and antennas used for purposes other than wireless communications.

[0037] The foregoing description and the accompanying drawings represent nonlimiting
examples of the methods and apparatus taught herein. As such, the present invention is not
limited by the foregoing description and accompanying drawings. Instead, the present
invention is limited only by the following claims.

REFERENCES CITED IN THE DESCRIPTION

This list of references cited by the applicant is for the reader's convenience only. It does not
form part of the European patent document. Even though great care has been taken in
compiling the references, errors or omissions cannot be excluded and the EPO disclaims all
liability in this regard.

Patent documents cited in the description

o US7042406R2 IGG051

o EPI19GZ2374A1 [G00E]

o EP1883123A% [Q80T]

o DEIGZE04047160A1 [0808]
o USS108821A IB00ET

o US20120142277A3 166187




10

15

20

25

DK/EP 2954336 T3

Patentkrav

1. Fremgangsmade til automatisk fjerndetektering af en type af en antenne
(100), hvilken antenne (100) er konfigureret med et modstand-induktor-kon-
densator, RLC, -kredslgb (106), der genererer en returtab-profil, der tjener
som en antennesignatur af antennen (100), hvor fremgangsmaden implemen-
teres gennem en automatisk fjerndetekteringsindretning (510) af en radionet-
veerksstyreenhed, RNC, (508), hvilken fremgangsmade omfatter:

flernstyret, for hver antenne af en flerhed af antenner (100), hvor hver antenne
(100) er installeret i en respektiv NodeB (502, 504), der er forbundet med
RNC'et (506), at aktivere et vurderingskredslab (301) i antennen (100) til au-
tomatisk at bestemme antennesignaturen af antennen (100); og

at bestemme typen af antennen (100) baseret pa antennesignaturen.

2. Automatisk fjerndetekteringsindretning (510) til detektering af typen af en
antenne (100) pa afstand, hvilken antenne (100) er konfigureret med et mod-
stand-induktor-kondensator, RLC, -kredslgb (106), der genererer en returtab-
profil, der tiener som en antennesignatur af antennen (100), hvor den automa-
tiske fjerndetekteringsindretning (510) er konfigureret til at veere

indeholdt i en radionetveerksstyreenhed, RNC, (506), hvor den automatiske
flerndetekteringsindretning (510) omfatter:

en indgang/udgang (512), der er konfigureret til at sende, for hver antenne af
en flerhed af antenner (100), hvor hver antenne (100) er installeret i en respek-
tiv NodeB (502, 504), der er foroundet med RNC'et (506), et signal til aktivering
af et vurderingskredslgb (301) i antennen (100) til automatisk at bestemme
antennesignaturen af antennen og konfigureret til at modtage et resultat fra
vurderingskredslabet; og

et behandlingskredslab (514), der er konfigureret til at bestemme typen af an-
tennen baseret pa antennesignaturen.
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