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EXPRESSION CODES FOR MICROPARTICLE MARKS
BASED ON SIGNATURE STRINGS

FIELD OF THE INVENTION

The present invention generally relates to articles having concealed or covert yet
revealable information using marks incorporating a multiplicity of microparticles applied on or
in the articles. More particularly, the present invention relates to a system, apparatus, and
method for identifying and authenticating articles using expression codes obtained from marks
incorporating microparticles on or in articles, article packaging, or article labeling where the

expression codes uniquely identify a given microparticle mark based on signature strings.

BACKGROUND OF THE INVENTION

Counterfeiting, tampering, and product diversion account for nearly a half-trillion dollars

in worldwide business losses every year. While these business losses are staggering, public trust
is also declining as a result of these problems. News stories documenting proBlem; such as
black market fraud, theft, gray market goods, and product tampering contribute to the dwindling
public trust in the authenticity of goods and services.
Marks incorporating a multiplicity of microparticles ("microparticle marks") have been used in
the past to combat counterfeiting, tampering, and product diversion. Microparticles havé been
used for identifying and authenticating many types of materials and objects, including the use of
microparticles directly in bulk materials (e.g., fertilizer, chemicals, paints, oils, plastics,
pigments, clays, fertilizers, and explosives), the use of marks incorporating a multiplicity of
microparticles on or in containers for prepackaged materials (e.g., shampoo, conditioner, lotion,
motor oils, and pharmaceuticals) and the use of marks incorporating a multiplicity of
microparticles on individual product units (e.g. stereos, cameras, computers, videocassette
recorders (VCRs), furniture, motorized vehicles, and livestock).

Since the late 1970's, multi-layered color-coded microparticles specifically have been
used to covertly mark materials and objects. U.S. Patent Nos. 4,053,433 and 4,390,452 and GB
Patent No. 1,568,699 describe multi-layered color coded particles for marking articles.
Specifically, U.S. Patent No. 4,053,433 describes a method of marking a substance with
microparticles encoded with an orderly sequence of visually distinguishable colored segments

detectable with a microscope or other magnifying device. GB Patent No. 1,568,699 describes
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systems for making microparticles of layered colored material, which have generally parallel flat
surfaces with irregular broken edges there between, enabling visualization of the code.

Other examples of multi-layered color-coded microparticles are described in U.S. Patent
Nos. 6,647,649 and 6,455,157, wherein each de-scribes methods for generating microparticle
codes from multi-layered color-coded microparticles. Additional types of microparticles are
described in DE Patent No. 19,614,174 and U.S. Patent No. 4,606,927. DE Patent No.
19,614,174 describes a process for producing multi-layered microparticles by forming a laminate
sheet of colored layers and crushing the sheet. The individual marking layers are applied by a
printing process, by bronzing, by spray painting, or by roll coating. U.S. Patent No. 4,606,927
describes microparticles encased in a transparent solid matrix obtained by hardening a liquid
adhesive.

While multi-layered color-coded microparticle marks have been useful in tamper and
counterfeit detection, verification of articles using such marks has been a manual visual process
using a microscope or other magniﬁcétion system to permit a user to confirm the existence of the
expected type of muiti-layer color-coded microparticles within an area on an object where the
microparticle mark is expected. Automated reader systems have been developed for single
expression microparticles, such as the readers for thermal or laser activated microparticle
powders as described, for example, in PCT Pub. No. WO2005/104008Al. = These single
expression microparticle readers generally rely on both the “invisibility” of the microparticle
until the microparticle is activated by the reader and the random location of the microparticles
dispersed relative to a registration mark to create a unique code for the security and
authentication purposes. Although such automated reader systems for identifying random
patterns of single expression microparticles can be useful, the significantly higher level of
complexity associated with automatically reading anything other than the presence and/or
location of single expression microparticle marks has so far stymied the development of
automated readers for multi-layer multi-color microparticle marks.

Using a unique set of multi-layered color-coded microparticles, such as those described
in U.S. Patent Nos. 6,647,649 and 6,455,157, a unique microparticle code can be created for a
given article. While the multi-layered color-coded microparticles can be used in this manner to
place a unique identification mechanism on individual articles, there is an inherent practical,
albeit large, limit to the number of microparticle codes that can be written. To create more codes

using multi-layered color-coded microparticles, additional layers, colors, or microparticles must
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be included in the microparticle set, wherein each of these can add cost and complexity to the
system. As a result, a limit can exist at which the coding in this fashion can become impractical.

While the multi-layered color-coded microparticles described above can represent a first-
level of security that is generally useful in protecting against counterfeiting, tampering, and
product diversion, it can be anticipated that a day will come in which counterfeiters, tamperers,
and diverters will attempt to breach this security level by recreating the muiti-layered color-
coded microparticles and placing counterfeit marks incorporating the multiplicity of
microparticles on counterfeit or diverted products.

One attempt to create an additional level of security using multi-layered color-coded
microparticles is described in U.S. Patent No. 6,309,690, which describes a system and method
that recognizes the random distribution of microparticles that occurs in applied microparticle
marks. Using the method described in U.S. Patent No. 6,309,690, by manually comparing an
image of the mark taken at the time of the marking with an image of a mark manually obtained at
a later time, one can attempt to determine whether the individual article is authentic.

While the method described by U.S. Patent No. 6,309,690 can generally enable
authenticating individual articles, it can suffer from a number of disadvantages. For example,
the method requires the cumbersome manual comparison of an image of the mark taken at the
time of the marking with an image of the mark obtained at a later time to determine whether the
individual article is authentic. ~As data volume increases rapidly with increasing image
resolution, the storage of very large amounts of data can be necessary for maintaining the
images. Additionally, remote access to the images for field authentication requires the transfer
of the entire image data to or from the field location, which can add substantial cost and time to
the authentication process. Thus, the process described in U.S. Patent No. 6,309,690 is generally
not practical for real-time, large-volume applications because of the expensive and time-
consuming nature of the process. Importantly, the method described by U.S. Patent No.
6,309,690 first requires an identification of the article (i.e., one looking at a mark on an article
must be told the identity of the article) before determining whether an article is authentic. If one
does not know the identity of the article in the first place, then the authentication method
described by U.S. Patent No. 6,309,690 cannot be performed.

There is therefore a need for an improved anti-counterfeiting and anti-fraud marking
system and method for identifying and authenticating articles that can overcome the inherent
deficiencies with conventional marking systems and also enable serialization of articles over and .

above the code-formulation achievable with multi-layered color-coded microparticles
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SUMMARY OF THE INVENTION

The present invention overcomes the deficiencies with conventional anti-counterfeiting
and anti-fraud marking systems by providing a system and method for identifying,
authenticating, and serializing articles by capturing unique information from a mark
incorporating microparticles, The information from the mark is used to create expression codes
unique to that mark based upon signature strings. In one embodiment, the expression codes are
stored for later retrieval and used to identify or authenticate the mark. In another embodiment,
the expression code read by an automated reader is compared against a predetermined database
of expression codes to identify or authenticate the mark.

In the field, information captured or acquired from a microparticle mark on an article can
be utilized to generate an expression code based upon signature strings related to features and
relationships of a multiplicity of microparticles for the individual valid microparticles associated
with that mark. In one embodiment of the present invention, in order for a microparticle mark to
be authenticated, the expression code is compared to sfored expression codes obtained from
authentic marked products in a process that requires the unique expression code for the mark to
possess a certain number of attributes that match attributes associated with the stored expression
code for authenticated microparticle marks.

In one embodiment of the present invention, a method for automatically generating at
least one expression code that is unique to a microparticle mark that includes a multiplicity of
microparticles and is adapted to be scanned by an automated reader is disclosed.

One aspect of this embodiment involves determining whether each of the multiplicity of
microparticles in the microparticle mark presents a valid microparticle by examining at least two
different indicia expressed by the microparticle and comparing the at least two different indicia
to predetermined indicia associated with the microparticle being a valid microparticle. In this
aspect, the at least two different indicia represent information other than a location of the
microparticle that are adapted to be determined by the automated reader. At least one signature
string is generated that is representative of at least one feature relationship among only the valid
microparticles of the multiplicity of microparticles in the microparticle mark. A processing
system is used to generate at least one expression code for the microparticle mark based on the at
least one signature string and the expression code is stored in a storage system. The storage

system can be accessed to utilize the at least one expression code to verify an authentication of a
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microparticle mark as scanned by the automated reader such that a tangible indication of the
authentication of the microparticle mark is generated.

Another aspect of this embodiment genecrates at least one microparticle code
representative of at least one microparticle in the microparticle mark and also generates at least
one signature string code representative of at least one feature relationship among a multiplicity
of microparticles in the microparticle mark. A processing system is used to generate at least one
expression code for the microparticle mark based on a subset of codes containing at least one of
the at least one microparticle code and at least one of the at least one signature string code. The
expression code can be stored in a storage system for use in verifying an authentication of a
microparticle mark.

Another aspect of this embodiment determines whether each of the multiplicity of
microparticles in the microparticle mark presents a valid microparticle by comparing at least two
different colors expressed by the microparticle to a predetermined arrangement of colors
associated with the microparticle being a valid microparticle. At least one signature string is
generated that is representative of a relative location feature among only the valid microparticles
of the multiplicity of microparticles in the microparticle mark. A processing system is used to
generate at least one expression code for the microparticle mark based on the at least one
signature string. The expression code can be stored in a storage system for use in verifying an
authentication of a microparticle mark. '

Still another aspect of this embodiment generates at least two signature strings, each
signature string representative of a relative location feature among only the microparticles of the
multiplicity of microparticles in the microparticle mark. A processing system is used to generate
at least one expression code for the microparticle mark based on the at least two signature
strings. The expression code can be stored in a storage system for use in verifying an
authentication of a microparticle mark.

A further aspect of this embodiment generates at least one signature string representative
of a relative location feature among only the microparticles of the multiplicity of microparticles
in the microparticle mark without information for background areas of the microparticle mark
other than locations of the microparticles and without using a registration framework. A
processing system is used to generate at least one expression code for the microparticle mark
based on the at least one signature string. The expression code can be stored in a storage system

for use in verifying an authentication of a microparticle mark.
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In another embodiment of the present invention, a method for automatically verifying at
least one expression code that is unique to a microparticle mark that includes a multiplicity of
microparticles is disclosed. This embodiment uses an automated reader to scan the microparticle
mark.

In one aspect of this embodiment, the automated reader determines whether each of the
multiplicity of microparticles in the microparticle mark presents a valid microparticle by
examining at least two different indicia representing information other than a location of the
microparticle that are expressed by the microparticle and comparing the at least two different
indicia to at least two predetermined indicia stored in the automated reader that represent a valid
microparticle. At least one signature string is generated representative of at least one feature
relationship among only the valid microparticles of the multiplicity of microparticles in the
microparticle mark, the at least one signature string being generated based on at least one
predetermined feature relationship stored in the automated reader that represent a valid signature
string. At least one expression code is generated for the microparticle mark based on the at least
one signature string and compared to a predetermined database of valid expression codes to
determine if a match exists between the at least one expression code and the predetermined
database as an authentication of the microparticle mark.

In another aspect of this embodiment, at least one microparticle code is generated
representative of at least one microparticle in the microparticle mark representative of at least
two different indicia expressed by the microparticle and compared o a set of valid microparticle
codes stored in the automated reader. At least one signature string code is generated
representative of at least one feature relationship among a multiplicity of microparticles in the
microparticle mark, the at least one signature string being generated based on at least one
predetermined feature relationship stored in the automated reader that represent a valid signature
string. At least one expression code is generated for the microparticle mark based on a subset of
codes containing at least one of the at least one microparticle code and at least one of the at least
one signature string code that can be compared to a predetermined database of valid expression
codes to determine if a match exists between the at least one expression code and the
predetermined database as an authentication of the microparticle mark.

In another aspect of this embodiment, the automated reader determines whether each of
the muitiplicity of microparticles in the microparticle mark presents a valid microparticle by
comparing at least two different colors expressed by the microparticle to a predetermined

arrangement of colors associated with the microparticle being a valid microparticle. At least one
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signature string is generated representative of a relative location feature among only the valid
microparticles of the multiplicity of microparticles in the microparticle mark. At least one
expression code is generated for the microparticle mark based on the at least one signature string
that can be compared to a predetermined database of valid expression codes to determine if a
match exists between the at least one expression code and the predetermined database as an
authentication of the microparticle mark.

In still another aspect of this embodiment, the automated reader generates at least two
signature strings, each signature string representative of a relative location feature among only
the microparticles of the multiplicity of microparticles in the microparticle mark. At 'least one
expression code is generated for the microparticle mark based on the at least two signature
strings that can be compared to a predetermined database of valid expression codes to determine
if a match exists between the at least one expression code and the predetermined database as an
authentication of the microparticle mark.

In a further aspect of this embodiment, the automated reader generates at least one
signature string representative of a relative location feature among only the microparticles of the
multiplicity of microparticles in the microparticle mark without information for background
areas of the microparticle mark other than locations of the micropa.rticlés and without using a
registration framework. At least one expression code is generated for the microparticle mark
based on the at least one signature string that can be compared to a predetermined database of
valid expression codes to determine if a match exists between the at least one expression code
and the predetermined database as an authentication of the microparticle mark,

In one embodiment, the match can be a match between a' minimum number of attributes
for a signature string of a single microparticle mark as scanned in the field (field mark) and the
attributes of a signature string of the microparticle mark scanned when the mark was originally
applieci to an article stored in a database. For example, a reader can be used to search for an
individual microparticle in the microparticle mark that possesses a signature string with certain
number of matching attributes with a signature string of a microparticle in a valid mark. In this
embodiment, a single signature string match can be enough to authenticate a mark. However, in
other embodiments, it can be required that that the signature strings of two, three, or any number
of microparticles be matched before a mark is authenticated or that an expression code based on
a combination of a plurality of signature strings must be matched. In one embodiment, once a
first attribute or vector of a microparticle signature string has been matched, the results can then

be used to narrow the search field for one or more additional matching microparticle signature
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strings that possess a certain number of matching attributes or vectors with a microparticle
signature string in a valid mark.

In one embodiment, the number of matching attributes required for each microparticle
signature string to be declared a match can be set to a first confidence level. In addition, the
required number of microparticles having matching attributes for each mark can be set to a
second confidence level. The combination of the first and second confidence levels can be used
to create dynamically-adjustable confidence bands. If a field mark falls above the selected
confidence band, it can be determined to be authentic. If a field mark falls below the selected
confidence band, it can be determined to not be authentic. Th‘e first and second confidence levels
and the confidence bands can be dynamically adjusted according to a number of variables,
including, as examples: (1) expense of transaction and (2) desired speed of transaction. For
example, in a $10.00 transaction, the first and second confidence levels and therefore the
confidence bands can be set to a relatively low level. On the other hand, in a $100,000
transaction, the first and second confidence levels and therefore the confidence bands can be set
to a relatively high level.

Using the identification and authentication method of one embodiment of the present
invention, the level of security afforded when using multi-layered color-coded micrbparticle
marks can be extended to provide a level of protection in addition to the first-level microparticle
codes. The various embodiments of the present invention provides for expression codes based
on signature strings generated relative to attributes of valid individual microparticles that can be
quickly, accurately, and automatically acquired, stored, and accessed to determine the identity
and authenticity of an article. In addition, the signature strings can generate expression codes
that can be used to serialize products having the microparticle marks, including, for example,
microparticle marks comprised of a common set of multi-layered color-coded microparticles
(i.e., a common, first level microparticle) used for marking a given product line.

The system, apparatus, and method for identifying and authenticating articles in
accordance with some of the embodiments of the present invention uses expression codes based
on signature strings generated relative to attributes of valid individual microparticles according
to the various embodiments of the present invention enables the identification, authentication,
and serialization of articles over and above the first-level microparticle code-formulation that is
achievable with each specific combination of multi-layered color-coded microparticles.

Each time that a mark incorporating a multiplicity of microparticles is applied or

incorporated into an article, article packaging, or article labeling, the unique characteristics of
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each and every microparticle mark is different. Specifically, when creating microparticles to be
used in a microparticle mark, each of the microparticles will generally be randomly shaped by
the grinding process. Thus, much like a snowflake, the size, shape, coloring, and fracture facets
of each individual microparticle mark will make the expression of that microparticle mark
unique from all other microparticle marks, even though the microparticle code represented by the
microparticle(s) used to generate the microparticle mark may remain the same. Additionally, in
some embodiments of the present invention by randomly depositing a mixture of the
microparticles expressing multiple indicia in a carrier and “freezing” the particles within the
carrier, each microparticle will remain fixed in a given random position and orientation within
the mark. As a result, each unique microparticle mark is inherently different from all other
microparticle marks and will generally represent and provide a unique expression of information
different from all other microparticle marks.

Each of the unique expressions of information from the microparticle marks provides the
inherent characteristics that are unique to that mark. The unique characteristics are those
features that generally cannot be repeated from mark to mark. These unique characteristics can
include, but are not limited to, individual microparticle properties such as: location, shape,
colors, size, aspect ration, orientation, texture, patterns, indicia, and other features. Additionally,
the unique characteristics can also include, but are not limited to, macro-properties such as: the
number of microparticles present and the overall color distribution of the image.

Therefore, once the microparticle mark has been applied on or incorporated into the
article, article packaging, or article labeling, the usable unique characteristics, vis-a-vis signature
strings, can be captured from the mark. Using the signature strings, one or more expression
codes can be generated that are unique to that single microparticle mark and used to identify and
authenticate the article and the mark (thus, a higher level of protection than just the microparticle
code alone).

The generated expression codes can comprise a relatively small alphanumeric string
determined from the information using an algorithm. The expression codes can be used to
provide identification and authentication through éomparison of the obtained string to a database
of existing original alphanumeric strings rather than through comparisons of raw image data
manually and directly. This process can therefore greatly minimize the amount of storage
needed to save information about products and marks and also speed up the process by
minimizing the amount of data that may need to be accessed remotely, as well as automatically

comparing relatively small alphanumeric strings rather than manually comparing entire digital or
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analog images of the marks. In addition, a user need not know the identity of an article before
authenticating that article, but rather can both identify and authenticate an article without prior
identification.

The unique expression codes based upon the signature strings for the microparticle marks

according to the various embodiments of the present invention also may enable serialization of

. products and thus further enable individual products, different lots, production locations, and/or

distribution channels to be tracked and easily and economically verified.

The microparticle marks are adaptable to a wide range of products, including but not
limited to the use of marks incorporating a multiplicity of microparticles on containers for
prepackaged materials (e.g., shampoo, conditioner, lotion, motor oils, and pharmaceuticals), and
on individual product units (e.g. stereos, cameras, computers, videocassette recorders (VCRs),
furniture, motorized vehicles, livestock, auto and aircraft parts, pharmaceuticals, luxury products,
credit and debit cards, identification (ID) cards, compact discs (CDs) and digital video discs
(DVDs), agricultural seeds, and textiles). The microparticle marks can be placed on or in
articles, article packaging, or in the article labeling so long as the microparticles within the mark

are effectively frozen or locked in position as part of the mark.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention may be more completely understood in consideration of the following
detailed description of various embodiments of the invention in connection with the
accompanying drawings, in which:

Fig. 1 is an image of a microparticle mark according to a first embodiment of the present
invention;

Fig. 2 is a cross-sectional view of the microparticle mark of Fig. 1;

Fig. 3 is a cross-sectional view of a microparticle mark according to a second
embodiment depicting the structure of the microparticle mark;

Fig. 4 is a cross-sectional view of a microparticle mark according to a third embodiment
depicting the structure of the microparticle mark;

Fig. 5 is a cross-sectional view of a microparticle mark according to a fourth embodiment
depicting the structure of the microparticle mark;

Fig. 6A is a cross-sectional view of a microparticle mark according to a fifth embodiment

depicting the structure of the microparticle mark;
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Fig. 6B is a cross-sectional view of a microparticle mark according to a sixth
embodiment depicting the structure of the microparticle mark;

Fig. 7 is a block diagram of the identification/authentication method according to an
embodiment of the present invention;

Fig. 8 is a schematic view of capturing signature string information reading without a
referenée mark;

Fig. 9 is a schematic view of capturing signature string information reading with a
reference mark;

Fig. 10 is a schematic view of capturing signature string information with an identified
microparticle being used as a reference mark;

Fig. 11 is a schematic view of capturing a signature string information reading with a
geometric filter key;

Fig. 12 is a graph depicting confidence bands resulting from varying confidence level
settings for required matching levels; and

Fig. 13 is a block diagram of the authentication-only method according to an embodiment
of the present invention.

Figs. 14 and 15 are diagrams showing relationships between expression codes, signature
strings, and microparticle codes.

Fig. 16 is an illustrative example of patterns that could be used to derive signature strings
from a multiplicity of microparticles.

Figs 17, 18, and 19 are process diagrams that show how embodiments of the invention
can be used to generate and use expression codes and signature strings.

While the invention is amenable to various modifications and altemnative forms, specifics
thereof have been shown by way of example in the drawings and will be described in detail. It
should be understood, however, that the intention is not to limit the invention to the particular
embodiments described. On the contrary, the intention is to cover all modifications, equivalents,
and alternatives falling within the spirit and scope of the invention as defined by the appended

claims.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Microparticle Mark Structure

As described herein, the various embodiments of the present invention relate to a system,
method, an apparatus for identifying and authenticating articles using expression codes obtained
from marks incorporating one or more microparticles on or in articles, article packaging, or
article labeling. For purposes of the present invention, "microparticles” are any relatively small
particles comprising sizes, shapes, colors, and other features described below. The term
"microparticles” is not limited to multi-layered multi-colored particles unless expressly indicated
and in some embodiments may include microparticles having only a single expression. In
various embodiments of the present invention, expression codes may be derived from a single
signature string, a combination of at least one microparticle code and one signature string, or
multiple signature strings. A signature string is a set of information derived from one or more
features and/or attributes of a plurality of valid microparticles in a microparticle mark. A
microparticle code generally refers to a code generated by analyzing multiple aspects of
information derivable for a given microparticle mark by an automated reader other than those
random aspects of information that generally cannot be repeated from mark to mark.

Referring to Figs. 1 and 2, an authentic microparticle mark 10 according to a first
embodiment generally comprises a carrier material 12 and microparticles 14 dispersed in the
carrier material and presented on a substrate 16. In one embodiment, the microparticles 14 can
be dispersed generally uniformly, yet randomly located and oriented, throughout the carrier
material 12. The microparticle mark 10 according to this first embodiment generally comprises a
single carrier layer 12 presented on a substrate 16, the microparticles 14 being substantiaily
homogenously dispersed therein. In the various embodiments described herein, the substrate can
comprise the article to be authenticated directly, its packaging, its labeling, etc. Altematively,
the substrate may include other security devices, such as a hologram, RFID tag, a bar code, or
any other identification or reference indicia.

Referring to Fig. 3, an authentic microparticle mark 20 according to a second
embodiment generally comprises microparticles 24 dispersed on an adhesive or coating material
22 and generally presented on a substrate 26. The microparticles 24 in this second embodiment
can be dispersed generally uniformly, yet randomly located and oriented on the carrier material
22.
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Referring to Fig. 4, an authentic microparticle mark 30 according to a third embodiment
generally comprises microparticles 34 dispersed directly on a substrate 36. The microparticles
34 can be projected towards the substrate 36 with a low, medium, or high velocity, such that the
microparticles 34 are at least partially embedded into or onto the substrate material. The velocity
of the projection can depend upon the relative hardness of the substrate. The microparticles 34
in this third embodiment can be dispersed generally uniformly, yet randomly located and
oriented in or on the substrate 36.

Referring to Fig. 5, an authentic microparticle mark 40 according to a fourth embodiment
is similar to that of the microparticle mark 30 according to the third embodiment, except that the
microparticles can be partially or fully covered with coating material 42 to retain the
microparticles 44 dispersed on the substrate 46. Such a carrier material 42 can include an
adhesive or coating. The microparticles 44 in this fourth embodiment can be dispersed generally
uniformly but randomly located and oriented on the substrate 46.

Referring to Figs. 6A and 6B, authentic microparticle marks 50, 60 according to fifth and
sixth embodiments generally comprise microparticles 54, 56 dispersed in a substrate 56, 66. The
microparticles 54 in the fifth embodiment can be dispersed generally uniformly, yet randomly
located and oriented throughout the thickness of the substrate 56 as depicted in Fig. 6A. The
microparticles 64 in the sixth embodiment can be dispersed uniformly, yet randomly located and
oriented within a layer of the substrate 66 as depicted in Fig. 6B. It will be understood that the
layer containing the microparticles may be sandwiched between other layers of the substrate
without microparticles, or the layer may be adjacent a surface of the substrate, or there may be
multiple layers.

In any of the embodiments described above, the microparticles can be dispersed generally
uniformly but randomly located and oriented throughout the carrier material or substrate.
Alternatively, in other embodiments at least some of the microparticles may be intentionally
located at predetermined locations and/or patterns within the carrier material or substrate. Such
intentionally positioned microparticles can form a registration and/or identification pattern to be
used in conjunction with the scanning of other randomly oriented microparticles as part of the
microparticle mark, or can be comprise the microparticles of the microparticte mark. In still
other embodiments, at least some of the microparticles may be pseudo randomly positioned in
the carrier material or substrate, such as preferentially doping some areas/volumes with higher

concentration of microparticles than other areas/volumes.
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While not limited to such, the microparticles used for the microparticle marks according
to the various embodiments of the present invention can comprise multi-layered color-coded
microparticles.  Examples of such multi-layered color-coded microparticles capable of
expressing a first-level microparticle code are described in U.S. Patent Nos. 4,053,433,
4,390,452, 4,606,927, 6,309,690, 6,455,157, 6,647,649, 6,620,360, Great Britain Patent No. GB
1,568,699, and German Patent No. DE 19614174, all of which are incorporated herein by
reference in their entirety. It will be understood that for purposes of an embodiment of the
present invention, existing microparticles are considered capable of generating a first-level code
if the microparticles mark method and system in which these microparticles are being utilized
enables observation, viewing or reading of each microparticle in such a way as to express more
than a binary state employing that single microparticle. For example, a multi-layer, multi-color
microparticle coding system having 4 particles per 'code layer and formulated with 12 color
possibilities would be capable of expressing up to 9,834,496 unique combinations of color
arrangements, each of which would represent a different code from that individual microparticle
coding system. |

Alternatively, the powder microparticles as described, for example, in PCT Pub. No.
W02005/104008A1 could be utilized in accordance with the teachings of the present invention.
Such single expression microparticles that express only a binary state for a given microparticle
(i.e., is the microparticle present or not) and the existing automatic readers can only be
effectively considered to present a zero-level (binary) code for an individual microparticle. In a
similar manner, existing magnetic and electronic .security system can also be considered as
having individual particles, typically ferromagnetic particles, that are single expression/binary
microparticles. While existing automatic readers for such single expression microparticles can
generate longer and more complex codes by using positional information associated with a
multiplicity of such single expression microparticles, these readers would need to be equipped
with additional features and/or capabilities in order to be able to generate and/or utilize the
signature strings as described in accordance with the teachings of some of the embodiments of
the present invention.

The microparticles can comprise additional characteristics that are further usable in
generating an expression code based on signature strings for individual microparticles. Such
additional characteristics include, for example, text or other indicia on one or more of the
microparticle surfaces, reflectivity, various microparticle shapes, refractive index, surface

geometry or finish, dynamic crystal lattice properties (such as magneto-electrooptic properties,
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mechanical-electrooptic properties or thermal-electrooptic properties associated with lattice
structures such as LCD or piczoelectric materials), and various optical properties including
polarization.

In embodiments comprising multi-layered color-coded microparticles or in other
embodiments, the microparticles used for the microparticle marks can comprise one or more
reflective layers and/or one or more non-reflective surfaces. For example, the multi-layered
color-coded microparticles can include a reflective layer at one end thereof and a non-reflective
layer at the other end thereof, with one or more intermediate multi-colored layers there between.
In other embodiments, the microparticles can include a reflective layer at one end thereof and a
non-reflective layer at the other end thereof, with no multi-colored layers there between.

In the embodiments in which the microparticles comprise reflective surfaces, the
reflective properties of the microparticles can be such that any reflection off of the reflective
surfaces is not detectable by a naked eye, but is detectable under magnification to retain the
covertness of the microparticle mark. In other embodiments, the reflective properties of the
microparticles can be detectable by a naked eye or under any type of low magnification. This
can be used in marks in which it is desirable to warn any potential counterfeiters that the product,
packaging, or labeling contains a microparticle mark as depicted and described herein. In these
embodiments, the microparticles comprising reflective surfaces can be arranged to form words,
marks, or other indicia that can be detectable by a naked eye or under any type of low
magnification.

In other embodiments combinations of more than one kind of microparticles as
previously described may be utilized as part of the microparticle mark. For example, multi-
colored microparticles may be combined with reflective microparticles, where the reflective
microparticles are utilized to verify authenticity of the microparticle mark and the multi-colored
microparticles are used to identify the particular microparticle mark.

In further embodiments, the microparticles used for the microparticle marks can comprise
one or more generally clear or lucid (transparent or translucent) layers therein. The clear or lucid
layers can further aid in generating expression codes based on signature strings.

In other embodiments, the microparticles used for the microparticle marks can comprise
one or more generally dynamic crystal lattice layers or components. The dynamic crystal lattice
layers or components can further aid in authenticating, hiding and/or or detecting expressioh

codes based on signature strings.



10

15

20

25

30

WO 2007/106515 PCT/US2007/006388

-16-

For many applications, microparticles are about 0.1 micron to about 500 microns at their
average cross section dimension, preferably about 0.1 micron to about 100 microns, and
optimally in rahges of about 1 micron to about 10 microns, about 10 microns to about 20
microns, about 20 microns to about 40 microns, and about 40 microns to about 100 micrometers.
The size of the microparticles can depend upon the applications, for example, in printing
applications it can be desirable to have microparticles of less than about 10 microns. A person of
ordinary skill in the art will recognize that additional ranges within the explicit ranges given
above are contemplated and are within the present disclosure.

The microparticles can have various aspect ratios. In an embodiment, the microparticles
have an aspect ratio of approximately 1:1. By having such an aspect ratio, the microparticles
may be more easily applied and randomly oriented within a carrier, adhesive, or coating, or on a
substrate. This can be important when generating expression codes based on signature strings.
In other embodiments, the microparticles have an aspect ratio of approximately 1:2. In further
embodiments, the microparticles have an aspect ratio of approximately 1:4, 1:8, or 1:16. A
person of ordinary skill in the art will recognize that additional aspect ratios within the explicit
aspect ratios given above are contemplated and are within the present disclosure.

The concentration of microparticles used to identify an object can also vary. For
example, the microparticles might be incorporated directly into the article, its packaging, or its
labeling at a concentration of 0.0001 to 10 parts by weight for every 100 parts by weight
material, and in another embodiment at a concentration of 0.001 to 3 parts by weight for every
100 part by weight material. Alternatively, the microparticles can be combined with an adhesive
or carrier at a concentration of 0.0001 to 10 parts by weight for every 100 parts by weight
material, and in another embodiment at a concentration of 0.001 to 3 parts by weight for every
100 part by weight material. A person of ordinary skill in the art will recognize that additional
ranges within the explicit ranges given above are contemplated and are within the present
disclosure.

The overall area and volume proportions in the various cross sections of the mark (e.g.,
% area carrier or substrate to % area microparticles) can be selected to optimize the detection
capability of a reader to pick up the unique characteristics of a mark. Based upon the uniqueness
of the marks, the overall area and volume proportions (€.g., % volume carrier or substrate to %
volume microparticles) in the various cross sections of the mark can also be selected to optimize

the ability to serialize articles using the expression codes generated from the mark.
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In an embodiment, a mark comprises about 99.009 % area carrier or substrate to about
0.001 % area microparticles. In another embodiment, a mark comprises about 99.09 % area
carrier or substrate to about 0.01 % area microparticles. In another embodiment, a mark
comprises about 99.9 % area carrier or substrate to about 0.1 % area microparticles. In still
another embodiment, a mark comprises about 99 % area carrier or substrate to about 1 % area
microparticles. These levels can enable optimization of the detection capability of a reader to
pick up the unique characteristics of a mark and the ability to serialize articles using the
expression codes generated from the mark, but also can cut down on microparticle costs. A
person of ordinary skill in the art will recognize that additional area ratios within the explicit area
ratios given above are contemplated and are within the present disclosure.

In general, the larger-sized particles can require a larger weight and proportion of
microparticles for detection and determination capability. Accordingly, the smaller-sized
particle can require a smaller weight and proportion of microparticles for detection and
determination capability.

In terms of quantifying the number of microparticles within a mark, a mark can have at
least one microparticle and up to any number of microparticles. This number can be determined
based on the requirements for unique microparticle codes and expression codes for a specific
application. In one embodiment, a microparticle code can require more than one kind of
microparticle. For example, a two-digit code may require two microparticles, a three-digit code
requires three microparticles, and so on. For each digit, it may be desirable to have more than
one instances of the digit so that the quality of a reading is enhanced. In another embodiment, a
single kind of microparticle having three, four, five or more different colors may be utilized to
generate a multiple digit microparticle code. In still another embodiment, multiple microparticle
codes may be obtained from different kinds of microparticles and incorporated into the
expression code. The number and kinds of microparticles used can be determined based upon
the expression codes and signature strings generated relative to attributes of valid individual
microparticles and the matching therefor described in greater detail below.

In one embodiment, a mark comprises 1-10 microparticles. In another example
embodiment, a mark comprises 11-40 microparticles. In another example embodiment, a mark
comprising 41 or more microparticles, where each multiplicity of microparticles provides a
microparticle code and the position and/or relationship of the individual microparticles is utilized

to generate one or more signatures strings as second-level codes for the microparticle mark. In
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one embodiment, the signature strings and microparticle codes can be used to generate a unique
expression code for that microparticle mark.

In one embodiment, the adhesive, carrier, or substrate material can be transparent or
translucent to the frequency of light used to illuminate the microparticles, such that the
microparticles are readily discernable. The adhesive or carrier can include solvent materials,
including both organic solvent based adhesives such as lacquers, as well as water based
adhesives such as latexes, hot melt adhesives, curing systems including epoxies, polyurethanes,,
enamels, such as, for example, acrylic and alkyds, or a UV curing material. UV curing materials
can enable application of the carrier material with microparticles in high volume applications,

due to the quick curing ability.

Unique expression code Setup and Field Reading _

Referring to Fig. 7, a block diagram of one embodiment of the microparticle mark
expression code identification/authentication process is depicted. The process broadly includes
(1) original expression code setup and (2) field reading of a field mark's expression code.
Original expression code setup generally includes (a) capturing information from the
microparticle mark, (b) processing the information from the microparticle mark to obtain at least
one expression code unique to the mark based on signature strings for the mark, and (c) storing
the processed expression code(s) for the microparticle mark, such as in a database.

The steps described hereinbelow are used to capture and process the information from the
microparticle mark to obtain an expression code based on signature strings generated relative to
attributes of a plurality of valid individual microparticles included in the mark. The expression
codes can then be used to determine the identity and/or authenticity of an article in the field by
comparing the expression code for the mark in the field with the expression code(s) of an
authentic mark in a database. The expression codes can also be used to serialize the mark and/or
article because the one or more expression codes for a given mark will be unique to that mark. It
will be understood that in other embodiments, the signature strings are stored instead of, or in
addition to, the expression code.

In one embodiment, a sensor can be used to capture light from an optics path and
generate an clectronic image of an entire valid mark or a portion of the mark. In one
embodiment, the field of vision of the sensor used to generate the electronic image is
substantially all of the mark, including the periphery of the mark or a section of the mark that can

be indexed and easily aligned to in the future. The sensor is generally an imaging sensor such as



10

15

20

25

30

WO 2007/106515 PCT/US2007/006388

-19-
CCD, CMOS, etc, but other imaging sensors may also be used in connection with the pfesent
invention.

Using an image processing program, various attributes for the individual microparticles
within a mark can be determined and used to generate an expression code based on signature
strings from the microparticle. Such microparticle attributes include, for examples: (1) the size
of the microparticle, (2) length of microparticle perimeter, (3) aspect ration of the microparticle,
(4) major axis of the microparticle, (5) minor axis of the microparticle, (6) average color of the
microparticle, (7) shape of the microparticle, (8) texture of the microparticle (e.g., smooth,
rough, gloss), pattern of the microparticle (e.g., striped, circular, layered, solid, spotted, woven),
indicia on the microparticle (e.g., text and graphics), and (8) the orientation of the microparticle.

A signature string for each of the individual microparticles can be generated based upon
one or more of the above various attributes, which can then optionally be used to generate an
expression code associated with the individual microparticle mark.

In embodiments in which multi-layer multi-color microparticles are used, the following
microparticle attributes can be determined in addition to the all of the above-listed attributes for
each layer region: (1) the locations of each of the individual microparticle layers, (2) the size of
each of the microparticle layers, (3) the aspect ratio of the microparticle layer, and (4) the
orientation of the pixel groupings.

The image processing program can be used to choose to re-include data that might have
been filtered during determination of the microparticle code, but which is associated with unique
features that cannot be repeated from expression to expression and thus can be useful for
generation of an expression code. The above image processing program can be used to generate
signature strings for selected valid microparticles or all of the valid microparticles in an original,
authentic mark. The more signature strings for microparticles that are selected, the larger

amount of storage is needed to store the information associated with a given authenticated mark.

Other Mark Infﬁrmation in the Absence of a Reference Mark
As will be described, the image processing program can also analyze the electronic image
of all or part of a microparticle mark to determine the location of each independent microparticle
within the mark. This information can provide an additional level of confidence when analyzing
and comparing a mark on an article in the field to determine its identity or authenticity.
Referring to Fig. 8, the relative locations will generally be unique for each microparticle

mark and thus can form the basis for generating an expression code based on signature strings
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for the mark. In the absence of a reference mark, determining the location of each independent
microparticle within the mark can be done by first calculating the centroid of each of the known
microparticles and determining the relative positions of the calculated centroids. An additional
signature string for the mark itseif can then be generated based upon the location of each of the
independent microparticles within the mark.

As depicted, Dy; is the distance between particles Py and P, D)3 is the distance between
particles P; and P;, and D,4 is the distance between particles Py and Pa. While the absolute
distances between each microparticle and its related microparticles can vary due to scaling or
indexing variations, the ratios of these distances can be determined and will remain relatively
constant.

Further, referring to Fig. 8, again starting from each of the microparticles identified in the
applied mark, the angles formed between each microparticle and its related microparticles can be
determined and used for calculating an expression code. As depicted, angle 213 is the angle
between particles P,, Py, and P; and angle 314 is the angle between particles P;, Py, and Pa.
These angles will also remain constant, despite scaling and indexing variations. The angle
relationships for each microparticle mark thus can form the basis for generating an expression
code based on signature strings for the mark.

Attribute data and location data for microparticles can be used to generate signature
strings. In an embodiment, one microparticle with its attributes can act as a starting point. This
microparticle and its attributes can be related to neighboring microparticles, with their attributes.
Attribute data and location data can be compared and matched. A signature string can thus be
generated by relating a single microparticle to neighboring microparticles. A distance may be
specified for searching out neighbors. In one embodiment, from the microparticles of interest, a

set of desired relationships can be generated—such as, distances, angles, and other attributes of

the microparticles. From a single microparticle, for example, a star pattern can be generated.

Microparticle pairings can also be used to generate signature strings. In one version of this
embodiment, all possible pairs can be generated within a certain distance threshold to determine
microparticle pairing. For example, two particles with certain aspects separated by a certain
distance. Or three particles with certain aspects separated by a certain distance may be grouped,

thus forming triangle patterns.
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Other Mark Information with the use of Reference Mark

While generally not necessary, one or more reference marks can be added to the article as
part of the marking process, as existing marks on the article (e.g., label characters), or as new
marks introduced on the article during any of the previous processing of the article (e.g. printing,
packaging, or labeling operations). The reference mark can serve one or more of the following
purposes: (1) provide indicia for orienting the image properly for further processing, (2) provide
indicia for determining location, and (3) provide indicia for scaling or rotating the image for
further processing.

For example, referring to Fig. 9, once the reference mark is located, the processing
program can record its X and Y coordinates and fix that point as the origin of a rectangular
Cartesian coordinate system. The origin can subsequently be used to aésign relative address
information to all other geometric features of the particle field. Thus, the centroids of all
microparticles in the image can be assigned X and Y distances from the origin for later
authentication.

Further, a reference mark can also serve as a method of normalizing a linear scale from
image to image of the same mark. When digital images are taken of the mark, there will
generally be variations in linear scale due to differences from camera to camera and from
indexing variations on the same reader. To élleviate any potential inconsistencies, each time a
digital image is captured for analysis, the image can be “re-scaled” with respect to the linear
distance of a designated feature of the reference mark. Any feature that remains constant over
time can be chosen, such as the greatest overall length of the mark. That distance is recognized
as a number of pixels by the image processing program, and all other dimensions in that image
can be normalized to scale by using that number of pixels as a coefficient-of-length for all other
distance calculations. In other words, each time an image of the particle field is acquired, the
number of pixels that are occupied by the major axis of the reference mark is used as unity for all
linear calculations. This can ensure that when an image is taken with any camera, the relative
dimensional values that are derived from that image are always the same.

Under some circumstances, providing a reference mark might not be advantageous.
While reference indicia might already be present on the article, such as label text or graphics, in
some circumstances, suitable reference indicia might not already be present on the article or
might not be in the desired location for the mark. Fig. 10 shows one example for how to create a
self-referenced microparticle mark once at least one.microparticle in the mark has been

identified, e.g., based on an algorithm to identify a single microparticle in the mark (a
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microparticle with a specified size). In this embodiment, the initial microparticle identified for a
given mark by an algorithm can serve as a reference mark for resolving/authenticating other
microparticles in the mark as the relationship among the microparticles for a given mark will be
known and resolvable based on the signature strings of each of the microparticle.

Thus, as illustrated above, the various embodiments of the present invention include a
method of obtaining suitable microparticle unique characteristics with a reference mark or in the
absence of a reference mark. While examples have been provided that demonstrate the capture
of unique characteristics in the absence of a reference mark, those skilled in the art will
recognize that other examples and embodiments can be used.

The information obtainable using a reference mark (either actual or through the use of an
identified microparticle) will also generally be unique for each microparticle mark and thus can
form the basis for generating an expression code based on signature strings for the mark. Such
information includes: (1) the location of each independent microparticle within the mark, (2) the
relative locations of a microparticle and its related microparticles, (3) angles formed between
each microparticle its related microparticles, and (4) the relative size of the microparticle and its
related microparticles.

The processing of the above unique characteristics to generate the alphanumeric string or
code can utilize a secure “key”, such that only authorized transactions using the proper secured
“key” are completed successfully. This additional security can take the form of the application
of an encryption key after the unique characteristics processing. Alternatively, the key can also
impact the way unique characteristics are processed to generate the expression code. The key to
be employed in a given transaction can also be rotated or specified in real time by the central
database directing the remote reader to process the unique characteristics in a certain fashion.
Thus, one cannot simply intervene in the communications between the remote reader and the
central database to forge an invalid authentication result. Referring to Fig. 11, a geometric filter
(such as a triangle) on the raw image data can also be used, such that only the microparticles
falling within the geometric shape are included in the analysis.

Once the expression code has been obtained from a mark on an article at the time the
article is marked or sometime thereafter, the microparticle unique expression code and/or
signature strings can be stored in a database for later retrieval to identify and/or authenticate
microparticle marks. At this time, a serial number or other serialization can be attached to the

mark and therefore the article.
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Many options exist for the generation of signature strings, those disclosed above and

others that can be conceived based upon random mark characteristics. These signature strings
may be saved for future use (many embodiments of this invention, e.g. varying confidence
settings, geometric filter encryption, etc will require this data). Additionally, algorithms may be
used to generate a single, unique expression code that is stored. The simplest case would be
simply creating a macro string connecting all of the individual signature strings in a specified
order (e.g. alphabetical). Additional complexity can be added to an expression-code generating
algorithm for improved security. For example, a series of expression codes or signature strings

can be encrypted.

Acquiring Expression Codes from Marks in a Field Reading

One desiring to determine the identity and authenticity of a product on the market can
first determine if the product includes a microparticle mark. The field reading broadly includes
(a) capturing information for a microparticle mark on an article in the field, (b) processing the
information to obtain the signature strings for the individual microparticles and, optionally, an
expression code based on the signature strings from the microparticle mark, (c) searching the
stored signature strings and/or expression codes for a match with the field reading, and (d)
reporting the results of the identification/authentication.

A marked article can be identified and authenticated by generating an expression code for
the mark similar to the above procedure. This can entail capturing information from the
microparticle mark and using a using an algorithm to generate a microparticle expression code
for the microparticle mark on the article based on the signature strings.

After the signature strings have been captured and processed, and the expression code for
the applied mark has been determined, one can then use the expression code and/or the signature

string to identify and authenticate the article using the process described below.

Comparing Expression from Marks in a Field Reading with Original Marks

After the unique signature strings have been captured and processed to generate
expression codes for the original, authentic mark, and the expression codes for the applied marks
have been stored in a database, the system is ready for comparing the expression code associated
with the field mark to expression codes in a database that are obtained from authentic marked

products.



10

15

20

25

30

WO 2007/106515 PCT/US2007/006388

-24-

Comparison can be with data stored on the field reader device or accessed from a remote
location. When accessing data from a remote location, the transmission can be encrypted for
security. Additionally, the remote location may specify the algorithm for processing the data to
generate signature strings or the unique expression code, to ensure the presence of the actual
mark, rather than a “hacked” transmission or “hijacked” valid previous read/transmission.

In order for a mark to be authenticated, it can be required that the mark contain a certain
number of matching signature strings, where a certain number of attributes match for each string
with a mark in a database. The match can be a match, e.g., between one microparticle'in the
field mark and one microparticle in a database. For example, a reader can be used to search for a
signature string for an individual microparticle in the field mark that possesses a certain number
of matching attributes with the signature string of a microparticle in a valid mark. In this
embodiment, a single microparticle match can be enough to authenticate a mark.

In other embodiments, it can be required that the signature strings of two, three, or any
number of microparticles be matched before a mark is authenticated. In this embodiment, once a
signature string of a first microparticle has been matched, the reader can then be used to search
for one or more additional matching signature strings of additional microparticles.

Referring to Fig. 12, the number of required matching attributes and required number of
matching attributes for each microparticle can be set to a first confidence level (x axis). In
addition, the required number of microparticles having matching attributes for each mark can be
set to a second confidence level (y axis). The combination of the first and second confidence
levels can be used to create confidence bands. If a field mark falls above the confidence band, it
can be determined to be authentic. If a field mark falls below the confidence band, it can be
determined to be authentic. These confidence bands can be adjusted according to a number of
variables, including: (1) expense of transaction and (2) desired speed of transaction. As
described, however, in some embodiments it can be required only that a mark pass a first
confidence level, i.e., having one microparticle that meets the set number of attributes.

Using this authentication method, the level security afforded when using multi-layered
color-coded microparticle marks can be extended to provide a level of protection in addition to
the first-level microparticle codes. The various embodiments of the present invention provides
for expression codes based on signature strings for individual microparticles that can be quickly,
accurately, and automatically acquired, stored, and accessed to determine the identification and

authenticity of an article.
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In addition to the first and second confidence levels and the confidence bands, a third
confidence level can be added in which the signature characteristics of the mark as a whole or in
part much be matched to authenticate an article. This can include mark attributes such as: (1) the
location of each independent microparticle within the mark, (2) the relative locations of a
microparticle and its related microparticles, (3) angles formed between each microparticle its
related microparticles, and (4) the relative size of the microparticle and its related microparticles.

In the case where identification has already been accomplished, the system can proceed
directly to the record for the original expression code reading. In the case where identification is
required, one can still proceed quickly to finding its match in the database by using indexing and
pattern recognition techniques. For example, rather than searching against all stored expression
codes, the dataset searched can be limited to only those expression codes/signature strings
present for the specific microparticle code on the article. It will be understood that any number
of know string searching technique may be used in accordance with the searching steps of the
present invention, including the use of search engine techniques, such as those used to quickly
retrieve valid internet references from the entire collection of web-pages on the internet, can be
employed.

It should also be noted that, while in some cases it might be desired to require a match
between the entire mark-expression code, matching between the entire mark-expression code is
generally not required. Rather, one can also look for a partial match between the expression
codes, such that it is sufficient to distinguish the unique article at the confidence level required
by the specific application, but enabling matches to still be determined in those cases where a
portion of the mark might have been damaged or is dirty.

If the expression code matches an expression code stored in a database, then the product
is identified and the source and/or distribution chain of the product can be identified. If the
personal product is not where it is supposed to be, it can be determined which store the product
was diverted from. On the other hand, if there is not a match in the database for the mark, then
the mark was likely created in an attempt to overcome the system and the product and mark are
likely counterfeits.

Finally, the results of the identification/authentication are then reported, such as, for
example, on a graphical user interface (GUI) on a reader. The results can also be sent wirelessly

or via a cable to predetermined location or computer.



10

15

20

25

30

WO 2007/106515 PCT/US2007/006388

-26-
Expression code - Authentication Only
Referring to Fig. 13, the expression code can be used for authenticating only (i.e., for an
article already identified by another means) of an article using a mark on or in the article, its
packaging, or its labeling. In this embodiment, after the article has been identified, the raw
information has been captured from a microparticle mark in the field and the information has
been processed to obtain an expression code, the expression code for the identified article can
then be compared to the expression codes stored in the database for the identified article. From
the reading and comparison, it can then be determined whether the mark and/or article are

authentic.

Relationship between microparticle code, signature strings, and expression code

The hierarchical relationship between microparticle codes 300, signature strings 302, and
expression codes 304 can be illustrated as shown in Fig. 14. The numeric abundance of unique
combinations of microparticle codes, signature strings and expression codes is illustrated in Fig.
15. If the number of microparticle codes 300 is, for example, on the order of 10n, then the
number of signature strings 302 would be exponentially larger n™ while the number of
expression codes would be further exponentially larger n"x2.

Figure 16 shows how the relationships between individual microparticles 202 can be used
to derive signature strings. Using the centroid of each microparticle 202, 204 as a reference, the
generally rectangular shape defined by lines A, B, C, and D can be formed. Using the centroids
joined by lines alpha, beta, and gamma forms a triangle shape between three microparticles 202.
Another triangle shape can be formed from the centroids of microparticles 202, 204 using lines a,
b, and c. These patterns are illustrative only, since the relative position of microparticles 202,
204 can be used to generate a very large number of possible patterns that can be used as

signature strings. Microparticle 204 is shown to illustrate that not all microparticles used need

have the same or even similar attributes.

Overall System Examples
Figure 17 is a block diagram of a process for authenticating a mark 500. Reader 502
captures an image 504 of mark 500. Tmage 504 includes microparticle code 506 and signature
strings 508. Database 510 stores preselected microparticle codes, for example BRG for the color
sequence Blue, Red, and Green that represents a valid microparticle code. Database 512 stores

preselected signature strings, for example the signature strings 1, 2, and 3. Database 514 stores a
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predetermined coding order, for example, first the code for colors BRG, then the signature
strings 1 and 2. When microparticle code 506 and signature strings 508 are sorted and/or
combined as determined by databases 510, 512, and 514, an expression code results. For
example, the expression code could be any of BRG 12, BRG 13, or 31 BRG, in this example.

An initial generation of expression codes may be used to generate a database of
expression codes 518 to compare with expression code 516. First-time expression codes 518
may be identified, for example, with codes S20A, B, and C. In this example, these codes may be
BRG 12, BRG 13, and 31 BRG, respectively, depending on the possible alternative combinations
of predetermined coding order 514 and/or preselected signature strings 512. Codes 520A, B, and
C are part of initial expression code generation 522. These codes are then used to populate
expression code database 524.

Fig. 18 shows an embodiment of the process in Fig. A with a “challenge” process added
to test the reliability of the system. An absolute-position database 600 is generated from mark
500. From the absolute-position data, challenge test 602 generates a database of challenge
strings 604. Challenge strings 604 are communicated to the preselected signature-database 512
and used to generate signature strings 508 from image data 504. The resulting expression code
516 is then compared to challenge test 602. Because challenge strings 604 are generated from
absolute-position data from mark 500, each of expression codes 516 produced by signature
strings 508 based on image data 504 should be recognized as authentic by challenge test 602.
Further, this embodiment depicts the determination of the microparticle code using an algorithm
606 rather than a database.

Fig. 19 shows an embodiment of an authentication process that relies only on signature
strings to generate expression codes. Image data 504 from mark 500 is captured by reader 502.
Microparticles in image data 504 are authenticated as expected microparticles by microparticle
validation 700, in part by reference to database 702 of preselected valid microparticles. From the
valid microparticles, signature strings 508 are identified. These signature strings 508 then
produce an expression code or signature-string code 704, which may include only signature
strings, or may include other code elements. The first time the process shown in Fig. 21 is
implemented, a first-time expression code or signature-string code 706 may be generated.
Exemplary signature-string codes are shown at 708A, B, and C, for example 12, 13, and 31.
These expression codes or signature-string codes 706 are used to generate initial expression

codes or signature-string codes 710, which then are used to populate database 712, which stores
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expression codes or signature-string codes. Exemplary signature-string codes may include, for
example, 12, 13, 31, or 123.

The embodiments above are intended to be illustrative and not limiting. Additional
embodiments are within the claims. In addition, although the present invention has been
described with reference to particular embodiments, those skilled in the art will recognize that
changes can be made in form and detail without departing from the spirit and scope of the
invention. Any incorporation by reference of documents above is limited such that no subject
matter is incorporated that is contrary to the explicit disclosure herein.

For purposes of interpreting the claims for the present invention, it is expressly intended
that the provisions of Section 112, sixth paragraph of 35 U.S.C. are not to be invoked unless the

specific terms “means for” or “step for” are recited in a claim.
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CLAIMS

1. A method for automatically generating at least one expression code that is unique to a
microparticle mark that includes a multiplicity of microparticles and is adapted to be scanned by
an automated reader, the method comprising:

determining whether each of the multiplicity of microparticles in the microparticle mark
presents a valid microparticle by examining at least two different indicia expressed by the
microparticle and comparing the at least two different indicia to predetermined indicia associated
with the microparticle being a valid microparticle, the at least two different indicia representing
information other than a location of the microparticle that are adapted to be determined by the
automated reader; ,

generating at least one signature string representative of at least one feature relationship
among only the valid microparticles of the multiplicity of microparticles in the microparticle
mark, the at least one feature relationship adapted to be determined by the automated reader;

using a processing system to generate at least one expression code for the microparticle
mark based on the at least one signature string and store the expression code in a storage system,
the at least one expression code being unique for the microparticle mark; and

accessing the storage system to utilize the at least one expression code to venfy an
authentication of a microparticle mark as scanned by the automated reader such that a tangible

indication of the authentication of the microparticle mark is generated.

2. A method for automatically generating at least one expression code that is unique to a
microparticle mark that includes a multiplicity of microparticles and is adapted to be scanned by
an automated reader, the method comprising:

generating at least one microparticle code representative of at least one microparticle in
the microparticle mark, the microparticle being adapted to express at least two different indicia
to the automated reader;

generating at least one signature string code representative of at least one feature
relationship among a multiplicity of microparticles in the microparticle mark, the at least one
feature relationship adapted to be determined by the automated reader;

using a processing system to generate at least one expression code for the microparticle

mark based on a subset of codes containing at least one of the at least one microparticle code and
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at least one of the at least one signature string code and store the expression code in a storage
system, the at least one expression code being unique for the microparticle mark; and

accessing the storage system to utilize the at least one expression code to verify an
authentication of a microparticle mark as scanned by the automated reader such that a tangible

indication of the authentication of the microparticle mark is generated.

3. A method for automatically generating at least one expression code that is unique to a
microparticle mark that includes a multiplicity of multi-layered, multi-color microparticles and is
adapted to be scanned by an automated reader, the method comprising;:

determining whether each of the multiplicity of microparticles in the microparticle mark
presents a valid microparticle by comparing at least two different colors expressed by the
microparticle to a predetermined arrangement of colors associated with the microparticle being a
valid microparticle;

generating at least one signature string representative of a relative location feature among

‘only the valid microparticles of the multiplicity of microparticles in the microparticle mark;

using a processing system to generate at least one expression code for the microparticle
mark based on the at least one signature string and store the expression code in a storage system,
the at least one expression code being unique for the microparticle mark; and

accessing the storage system to utilize the at least one expression code to verify an
authentication of a microparticle mark as scanned by the automated reader such that a tangible

indication of the authentication of the microparticle mark is generated.

4. A method for automatically generating at least one expression code that is unique to a

microparticle mark that includes a multiplicity of microparticles and is adapted to be scanned by

. an automated reader, the method comprising:

generating at least two signature strings, each signature string representative of a relative
location feature among only the microparticles of the multiplicity of microparticles in the
microparticle mark;

using a processing system to generate at least one expression code for the microparticle
mark based on the at least two signature strings and store the expression code in a storage

system, the at least one expression code being unique for the microparticle mark; and
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accessing the storage system to utilize the at least one expression code to verify an
authentication of a microparticle mark as scanned by the automated reader such that a tangible
indication of the authentication of the microparticle mark is generated.
5. A method for automatically generating at least one expression code that is unique to a
microparticle mark that includes a multiplicity of microparticles and is adapted to be scanned by
an automated reader, the method comprising;:

generating at least one signature string representative of a relative location feature among
only the microparticles of the multiplicity of microparticles in the microparticle mark without
information for background areas of the microparticle mark other than locations of the
microparticles and without using a registration framework;

using a processing system to generate at least one expression code for the microparticle
mark based on the at least one signature string and store the expression code in a storage system,
the at least one expression code being unique for the microparticle mark; and

accessing the storage system to utilize the at least one expression code to verify an
authentication of a microparticle mark as scanned by the automated reader such that a tangible

indication of the authentication of the microparticle mark is generated.

6. The method of claims 1-5 wherein the storage system is directly connected to the

automated reader and accessing the storage system is performed local to the automated reader.

7. The method of claims 1-6 wherein the storage system is remote from the automated
reader and accessing the storage system is performed by communicating over a computer

network between the automated reader and the storage system.

8. The method of claim 7 wherein as part of the authentication of the microparticle mark, a
challenge is communicated to the automated reader to generate an additional expression code
based on an indicated set of signature strings and the additional expression code is verified

before the tangible indication of the authentication of the microparticle mark is generated.

9, The method of claim 8 wherein the at least one expression code is stored in a first

database and the method further comprises:
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using the processing system to generate a three-dimensional representation of features of

each of the multiplicity of microparticles in the microparticle mark and store the three-
dimensional representation in a second database in the storage system; and

generating the challenge based on a feature set generated using the three-dimensional

representation.

10. The method of claims 1-5 wherein the processing system generates the at least one

expression code based on at least two different signature strings.

11. The method of claim 10 wherein verification of the expression code is performed at a
reduced confidence level based on a match of less than all of the at least two different signature

strings.

12. The method of claim 10 wherein the processing system generates the at least one

expression code based on a predetermined order of the at least two different signature strings.

13. The method of claim claims 1-5 wherein the processing system generates at least two
different expression codes based on at least two different combinations of signature strings, each

expression code being a valid expression code for the same microparticle mark.

14. The method of claims 1-5 wherein generating the at least one signature string includes

generating a plurality of features as part of a single signature string.

15. . The method of claim 14 wherein verification of the expression code is performed at a
reduced confidence level based on a match of less than all of the plurality of features of at least

one of the signature strings.

16. The method of claims 1-5 wherein the processing system generates the at least one

expression code and then encrypts the expression code.

17. The method of claims 1-5 wherein the microparticles are multi-layer, multi-color
microparticles and wherein a validity of the microparticle is verified by:

scanmng the microparticle mark to create a scanned image;
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identify at least one region of interest in the scanned image; and
for each region of interest, determine a color profile, recognize a layer order of the color
profile and determine if the layer order and color profile represent valid layer orders and color

profiles.

18. The method of claims 1-5 wherein the microparticles are microparticles presenting at
least two different indicia to the automated reader and the at least two different indicia of the
microparticle are selected from the set including: at least two different colors expressed by the
microparticle mark, at least two different patterns, at least two different symbols, at least two
different shapes, or any combination thereof.

19. The method of claims 1-5 wherein the relationship among the multiplicity of
microparticles used in generating the at least one signature string is selected from the set
including: a size of the microparticle, a length of microparticle perimeter, an aspect ration of the
microparticle, a major axis of the microparticle, a minor axis of the microparticle, an average
color of the microparticle, a shape of the microparticle, a texture of the microparticle (e.g.,
smooth, rough, gloss), a pattern of the microparticle (e.g., striped, circular, layered, solid,
spotted, woven), an indicia on the microparticle (e.g., text and graphics), an orientation of the
microparticle, locations of individual microparticle layers, a size of microparticle layers, an
aspect ratio microparticle layer, an orientation of microparticle groupings or any combination

thereof.

20. A method for automatically verifying at least one expression code that is unique to a
microparticle mark that includes a multiplicity of microparticles, the method comprising:

using an automated reader to scan the microparticle mark to:

determine whether each of the multiplicity of microparticles in the microparticle mark
presents a valid microparticle by examining at least two different indicia representing
information other than a location of the microparticle that are expressed by the microparticle and
comparing the at least two different indicia to at least two predetermined indicia stored in the
automated reader that represent a valid microparticle;

generate at least one signature string representative of at least one feature relationship
among only the valid microparticles of the multiplicity of microparticles in the microparticle
mark, the at least one signature string being generated based on at least one predetermined

feature relationship stored in the automated reader that represent a valid signature string;
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generate at least one expression code for the microparticle mark based on the at least one
signature string;
compare the expression code to a predetermined database of valid expression codes
stored in a storage system; and
if a match is determined between the at least one expression code and the predetermined
database, provide a tangible indication of the authentication of the microparticle mark as scanned

by the automated reader.

21. A method for automatically verifying at least one expression code that is unique to a
microparticle mark that includes a multiplicity of microparticles, the method comprising:

using an automated reader to scan the microparticle mark to:

generate at least one microparticle code representative of at least one microparticle in the
microparticle mark representative of at least two different indicia expressed by the microparticle
and compare the at least one microparticle code to a set of valid microparticle codes stored in the
automated reader;

generate at least one signature string code representative of at least one feature
relationship among a multiplicity of microparticles in the microparticle mark, the at least one
signature string being generated based on at least one predetermined feature relationship stored
in the automated reader that represent a valid signature string;

generate at least one expression code for the microparticle mark based on a subset of
codes containing at least one of the at least one microparticle code and at least one of the at least
one signature string code, the at least one expression code being unique for the microparticle
mark;

compare the expression code to a predetermined database of valid expression codes
stored in a storage system; and

if a match is determined between the at least one expression code and the predetermined
database, provide a tangible indication of the authentication of the microparticle mark as scanned

by the automated reader.

22. A method for automatically verifying at least one expression code that is unique to a
microparticle mark that includes a multiplicity of microparticles, the method comprising;:

using an automated reader to scan the microparticle mark to:
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determine whether each of the multiplicity of microparticles in the microparticle mark
presents a valid microparticle by comparing at least two different colors expressed by the
microparticle to a predetermined arrangement of colors associated with the microparticle being a
valid microparticle;

generate at least one signature string representative of a relative location feature among
only the valid microparticles of the multiplicity of microparticles in the microparticle mark;

generate at least one expression code for the microparticle mark based on the at least one
signature string, the at least one expression code being unique for the microparticle mark;

compare the expression code to a predetermined database of valid expression codes
stored in a storage system; and

if a match is determined between the at least one expression code and the predetermined
database, provide a tangible indication of the authentication of the microparticle mark as scanned

by the automated reader.

23. A method for automatically verifying at least one expression code that is unique to a
microparticle mark that includes a multiplicity of microparticles, the method comprising:

using an automated reader to scan the microparticle mark to:

generate generating at least two signature strings, each signature string representative of a
relative location feature among only the microparticles of the multiplicity of microparticles in the
microparticle mark;

generate at least one expression code for the microparticle mark based on the at least two
signature strings, the at least one expression code being unique for the microparticle mark; and

compare the expression code to a predetermined database of valid expression codes
stored in a storage system; and

if a match is determined between the at least one expression code and the predetermined
database, provide a tangible indication of the authentication of the microparticle mark as scanned

by the automated reader.

24. A method for automatically verifying at least one expression code that is unique to a
microparticle mark that includes a multiplicity of microparticles, the method comprising:

using an automated reader to scan the microparticle mark to:

generate at least one signature string representative of a relative location feature among

only the microparticles of the multiplicity of microparticles in the microparticle mark without
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information for background areas of the microparticle mark other than locations of the
microparticles and without using a registration framework;

generate at least one expression code for the microparticle mark based on the at least one
signature string, the at least one expression code being unique for the microparticle mark; and

compare the expression code to a predetermined database of valid expression codes
stored in a storage system; and

if a match is determined between the at least one expression code and the predetermined
database, provide a tangible indication of the authentication of the microparticle mark as scanned

by the automated reader.

25. The method of claims 20-24 wherein the predetermined database is remote from the
automated reader and the expression code is communicated over a computer network to a
processing system associated with the predetermined database and the processing systems

determines if the match exists between the expression code and the predetermined database.

26. The method of claims 20-24 wherein the predetermined database is directly connected to
the automated reader and the automated reader determines if the match exists between the

expression code and the predetermined database.

27. The method of claim 26 wherein as part of the authentication of the microparticle mark, a
challenge is communicated to the automated reader to generate an additional expression code
based on an indicated set of signature strings and the additional expression code is verified

before the tangible indication of the authentication of the microparticle mark is generated.

28. The method of claim 27 wherein the at least one expression code is stored in a first
database and the method further comprises:

using the processing system to generate a three-dimensional representation of features of
each of the multiplicity of microparticles in the microparticle mark and store the three-
dimensional representation in a second database in the storage system; and

generating the challenge based on a feature set generated using the three-dimensional

representation.
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29. The method of claim 20-24 wherein the match is based on a confidence level that
matches less than all of the expression code.
30. The method of claims 20-24 wherein the processing system generates the at least one

expression code based on at least two different signature strings.

31. The method of claim 30 wherein verification of the expression code is performed at a
reduced confidence level based on a match of less than all of the at least two different signature

strings.

32. The method of claim 30 wherein the automated reader generates the at least one

expression code based on a predetermined order of the at least two different signature strings.

33. The method of claim claims 20-24 wherein the automated reader generates at least two
different expression codes based on at least two different combinations of signature strings, each

expression code being a valid expression code for the same microparticle mark.

34. The method of claims 20-24 wherein generating the at least one signature string includes

generating a plurality of features as part of a single signature string.

3s. The method of claim 34 wherein verification of the expression code is performed at a
reduced confidence level based on a match of less than -all of the plurality of features of at least

one of the signature strings.

36. The method of claims 20-24 wherein the automated reader generates the at least one

expression code and then encrypts the expression code.

37. The method of claims 20-24 wherein the microparticles are multi-layer, multi-color
microparticles and wherein a validity of the microparticle is verified by:
scanning the microparticle mark to create a scanned image;

identify at least one region of interest in the scanned image; and
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for each region of interest, determine a color profile, recognize a layer order of the color
profile and determine if the layer order and color profile represent valid layer orders and color

profiles.

38. The method of claims 20-24 wherein the microparticles are microparticles presenting at
least two different indicia to the antomated reader and the at least two different indicia of the
microparticle are selected from the set including: at least two different colors expressed by the
microparticle mark, at least two different patterns, at least two different symbols, at least two

different shapes, or any combination thereof.

39. The method of claims 20-24 wherein the relationship among the multiplicity of
microparticles used in generating the at least one signature string is selected from the set
including: a size of the microparticle, a length of microparticle perimeter, an aspect ration of the
microparticle, a major axis of the microparticle, a minor axis of the microparticle, an average
color of the microparticle, a shape of the microparticle, a texture of the microparticle (e.g.,
smooth, rough, gloss), a pattern of the microparticle (e.g., striped, circular, layered, solid,
spotted, woven), an indicia on the microparticle (e.g., text and graphics), and an orientation of
the microparticle, locations of individual microparticle layers, a size of microparticle layers, an
aspect ratio microparticle layer, an orientation of microparticle groupings or any combination

thereof.

40. An automatic reader apparatus having an illumination system, a detector system and a

processing system adapted to automatically perform the methods of claims 1-39.

41. An article having a microparticle mark, an existence and authenticity of the microparticle

mark being confirmed by the methods of claims 1-39.
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