wo 2011/139287 A1 I 1 0FVO0 O 00O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

ot VAP,
(19) World Intellectual Property Organization /g [} 11N A0 001000 00 00 0O 0
ernational Bureau S,/ ‘ 0 |
. L MEY (10) International Publication Number
(43) International Publication Date \,!:,: #

10 November 2011 (10.11.2011) WO 2011/139287 A1l
(51) International Patent Classification: (81) Designated States (unless otherwise indicated, for every
HO04L 29/06 (2006.01) HO04L 12/24 (2006.01) kind of national protection available): AE, AG, AL, AM,
(21) International Application Number: ég’ éﬁ’ ég’ CAI\ZI, CBS ? CBRB’ CBI(J}, g;l’ DB]IE{ ? DBI\(V ’];313[{ ’ ]];é’
PCT/US2010/039535 DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT.,
(22) International Filing Date: HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
22 June 2010 (22.06.2010) KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,
. ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
(25) Filing Language: English NO, NZ, OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD,
(26) Publication Language: English SE, 8G, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,

TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(30) Priority Data:

12/774,626 5 May 2010 (05.05.2010) ys (84) Designated States (unless otherwise indicated, for every

kind of regional protection available): ARIPO (BW, GH,

(71) Applicant (for all designated States except US): CRA- GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG,
DLE TECHNOLOGIES [US/US]; 82 Pioneer Way, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
Suite 103, Mountain View, CA 94041 (US). TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,

EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,

(72) Inventors; and LV, MC, MK, MT, NL, NO, PL, PT, RO, SE, SI, SK,

(75) Inventors/Applicants Q”or UsS on.ly): NATARAJAN, Ra- SM. TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN. GQ.
machandran [IN/US]; 1011 Richwood Dr, Cupertino, GW, ML. MR, NE, SN, TD, TG)
CA 95014 (US). PATIL, Suhas, S. [US/US]; 21647 ? ? T T T ’
Rainbow Dr, Cupertino, CA 95014 (US). Published:

(74) Agents: VINCENT, Lester, J. et al.; Blakely, Sokoloff, —  with international search report (4Art. 21(3))
Taylor & Zafman LLP, 1279 Oakmead Parkway, Sunny-
vale, CA 94085-4040 (US).

(54) Title: CONTROL OF SECURITY APPLICATION IN A LAN FROM OUTSIDE THE LAN

(57) Abstract: A method and a system are dis-
closed wherein an address at the edge router
(103) is used to establish a multi-pipe virtual pri-
vate network (MVPN) (214) connecting con-
trollers (115) to multiple web enabled end user
devices (EUDs) (204) inside a security protected
local area network (LAN) (101). The EUDs con-
nect to a central server (CS) (201) outside the
LAN during configuration establishing registra-
tion and identity (ID) for each EUD. Once the
EUDs establish connection from inside the LAN,
the CS communicates with the EUDs using the
address and ID provided during registration. The
CS then acts as a facilitator establishing secure
MVPN connection between controllers in the
cloud and the EUDs inside the LAN. CS further
acts as a pass through for those LANs that do not
allow direct connections to controllers outside the
LAN. The CS monitors the health of the overall
system once connectivity is established.




WO 2011/139287 PCT/US2010/039535

CONTROL OF SECURITY APPLICATION IN A LAN
FROM OUTSIDE THE LAN

BACKGROUND OF THE INVENTION

1. Field of the Invention

The invention relates to controlling and monitoring multiple processors and web
enabled devices of a network that are within a secure LAN from outside the LAN without
degrading the security at the edge and specifically to connecting to security cameras and
security devices inside a secure LAN for monitoring and control from outside the LAN or

from within another secure LAN.
2. Prior Art

In the current climate of competition and uncertainty, and because of the critical role
computers and networked devices play and information they keep, it has become essential
for all enterprises to have physical security covering the enterprise and network security
covering internal network access and its periphery. Large enterprises tend to have their own
internal security groups, which monitor network access within the company and also
monitor the surrounding network continuously. Having internal security with an in-house
security team is costly and this level of investment is not possible for smaller enterprises.
These enterprises hence have to depend on an external security-monitoring group or
company to handle the physical security within the enterprise through network connected
security devices. Such groups have to have the ability to access, configure and monitor the
networked devices and access monitoring devices installed within the network perimeter of
the enterprise used to monitor the physical security of the LANs. Besides computers the
networked devices on the networked end user devices (EUDs) include wide variety of
devices such as media servers, monitoring and control devices for energy management and
devices for physical security monitoring such as IP cameras, network video recorders and

access control devices.

Typically, the security monitoring companies handle security for multiple
enterprises simultaneously. The monitoring of the physical security devices in these cases

is done via the internet. Hence the security companies require access to any secure local
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area networks (LAN ) that the enterprise has, and the ability to connect to the end customer
specific security devices or end user devices (EUD), installed within the enterprise, for the
purpose of monitoring and control. Secure LANS typically control access to the units and
devices in the LAN from outside with firewalls and other network security software to
protect the connected devices and systems. In order to access devices for control from
outside the edge router, that is the interface between the secure LAN and the internet,
reconfiguration of the edge device is essential. This has multiple issues during installation
and configuration of the end user devices. Firstly, there is a need to obtain an address for
each EUD. If a static address is to be used, then there is the need to obtain the static internet
protocol (IP) address and an associated fully qualified domain name (FQDN). If a dynamic
IP address is to be used, it is obtained from the internet service provider (ISP), and in
addition a dynamic domain name server or System (DNS) address is also needed.
Secondly, there is a need to enable connection to each of the EUDs. This requires opening
certain/multiple ports on the edge routers facing the internet and forwarding these ports to
the end customer devices. For example, if a web server or processor is running on the end-
customer device, then port 80 of the router facing the internet should be forwarded to the

device.

In certain high security systems, secure one to one connections are established
between a device outside the secure LAN to a device within the LAN by establishing a
secure data pipe between the two device entities. These pipes called virtual private
networks (VPNs) are able to provide connections between individual devices with high
security. The typical use of these VPNs is for secure communication purposes. The current
VPN still require individual connection through available ports on the edge routers and

have the same limitations and impact on LAN.

There are several issues associated with port forwarding in networks to achieve
connectivity. Multiple devices cannot use the same IP address and therefore multiple IP
addresses have to be acquired from the ISP. For example, if two web servers based EUDs
are located inside the customer premises, then only one of them can be visible using the
default hypertext transfer protocol (HTTP) via the port. The second web server has to run
on a different port and thus cannot be accessed from a web client without modifying the
uniform resource locator (URL), i.e, adding another port to the URL. Opening ports on the

routers is a security risk that is difficult for the enterprise to accept- open ports allow
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hackers a chance to get in without being stopped by the firewall security protection. This
means the end customer devices should be able to run firewalls to prevent hackers from
entering the system. This makes the end customer devices more expensive and even then
the security provided is not strong. Typically if the router administration is handled by the
ISP or a network administrator, they may not be willing or available for installation work
without additional payment, and hence additional cost. Opening ports needs technically
qualified people who know networking protocols (what type of port to open etc.) and the
router configuration details. Since connection using port forwarding is a one to one
connection, in order to connect using port forwarding, web server based end customer
devices have to be installed directly behind the edge router facing the internet. Hence there
is a limit to the number of end customer devices that can be connected, as port availability is
limited on the edge routers. If a customer already has a complex network topology with
multiple routers in the network, then installation and configuration of the end customer

devices in the system are very complex using the port forwarding method.

Fig. 1 is a block diagram 100 of a current installation of end customer devices 104a,
104b, 104c, within a secure LAN 101. The secure LAN 101 has an edge router 103
providing connectivity to the internet 110. Three end customer devices with processors
104a, 104b, 104c are inside the secure LAN 101 perimeter. A monitor controller 115
outside the secure LAN 101 is used to configure, monitor and control these secure devices
104a, 104b, 104¢c. In order for the monitor controller to connect to the end customer devices
(EUDs) 104a, 104b, 104c inside the secure LAN 101 via the internet 110 it is necessary for
each EUD to be connected to a forwarded port, device 104a connected via the forwarded
port 102a of the edge router, device 104b connected via the forwarded port 102b, device
104c connected via forwarded port 102c, on the edge router 103. This port forwarding
eliminates the checking and access control provided by the firewall 107 at the edge router
103 creating security risk to the secure LAN 101. Further in order for the monitor controller
to access the respective forwarded ports 102a, 102b and 102c¢ individual URLSs enabling
connection 111a, 111b, 111c, through the internet 110 are necessary. Hence these
connections are considered as independent connections 111a, 111b, 111c respectively
through the internet 110. As the number of end customer devices increase and multiple
LANS of an enterprise are covered this type of installation becomes very complicated and

resource intensive as shown. It also increases the security risk to the enterprise.
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Hence it would be advantageous in any network to have a different and easier way to
install and configure the EUDs and provide access to them via the edge router for
monitoring and control from outside the LAN through the internet. It would be of
additional advantage if multiple devices can be accessed for monitoring and control
simultaneously without tying up additional ports on the edge router and enabling
independent URLSs for establishing the connections. It would be further advantageous to
eliminate the need for port forwarding at the edge routers to eliminate the security concerns
of the enterprise. It would be further advantageous to have the capability to continuously

monitor the system performance and health once connections are established.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram of a typical prior art implementation connecting processors
inside a secure LAN to a monitor and controller outside using port forwarding at the edge

router.

Fig. 2 is a block diagram of the current invention using a central server as facilitator

to enable connection without port forwarding.

Fig. 2A is a block diagram of the current invention using a central server enabling

connection of EUDs inside a secure LAN to monitor controller inside another secure LAN.

Fig. 3 is a flowchart of the sequence of operations to enable connection between the
EUDs inside a secure LAN and the monitor controller outside that secure LAN, as per the

invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

A method and a system are disclosed that enable an address at the edge router to be
used to establish a multi-pipe virtual private network (MVPN) connecting controllers to
multiple web enabled end user devices (EUDs) inside a security protected local area
network (LAN). The EUDs connect to a central server (CS) outside the LAN during
configuration establishing registration and identity (ID) for each EUD. Once the EUDs
establish connection from inside the LAN, the CS is enabled to communicate with the

EUDs using the address and ID provided during registration. The CS then acts as a
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facilitator establishing secure VPN connection between controllers in the cloud and the
EUDs inside the LAN. CS further acts as a pass through for those LANs that do not allow
direct connections to controllers outside the LAN. The CS continues to monitor the health

of the overall system once connectivity is established.

This connection can be established as a secure tunnel, in the form of MVPN with the
capability to handle multiple connections from the EUDs to the controller simultaneously, it
uses only a single address at the edge router of the LAN. This MVPN due to its secure
nature is able to provide the high security that is needed for the data being transmitted
through the cloud while allowing connection to multiple EUDs within the LAN. The CS
can also act as a pass through for those LANs that do not allow direct connections from
within the LAN to controllers outside the LAN. Also, multiple Central Servers could be

deployed for scalability.

There are a number of advantages to using a central server that is a dedicated and
secure server to mediate establishment of the secure connection or MVPN connection.
Firstly, the use of the central server removes the need for port forwarding — multiple EUDs
can be installed behind routers and each can be accessed securely and independently from
the internet. This is due to the established registration within IDs that can be used to access
them individually. Secondly, the central server by being a dedicated and secure central
server, eliminates a lot of the security concerns of the users of the systems during the
establishment of the connections. Thirdly, the central server acts as an intermediary for
setting up secure pipe connections between monitor controllers and EUDs within a secure
LAN in the form of MVPN. These connections protect the data during transport through
the cloud from and to the controller and EUDs. Where the connections are not allowed the
central server acts as a relay server between the monitor controller and EUDs to allow
secure dual MVPN connection for monitoring and control without reconfiguration of the
router. Fourthly, the central server acts as a dedicated identifying server (IDS) for the
system where the IDS may also be enabled as a dedicated domain name system (DNS)
server eliminating the need for the EUDs to get dynamic DNS names and internet protocol
(IP) addresses from external sources when needed. Fifthly, once the secure connections are
established, the central server is freed to oversee the system health of the security
monitoring and sends information via email/short message service (SMS) to inform the

physical security-management company of any failures of EUDs or storage devices so that
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any lost connections can be reestablished fast and repairs can be undertaken speedily.
Lastly, the central server is a back up device that can help the system recover from any

crashes.

Fig. 2 is an exemplary and non-limiting block diagram 200 of the invention.
According to the principles of the invention a secure dedicated central server 201, installed
outside the secure LAN 101(1) and equipped with dedicated software, enables it to
communicate with the EUDs 204a, 204b, 204c¢, and retain the connection once an initial
connection is established. The central server is also enabled as a IDS to provide the
necessary identification and any domain and IP addresses resolution to the EUDs (S302).
This eliminates the need for the EUDs 204a, 204b, 204c, to acquire from outside sources,
static IP addresses or Dynamic DNS names making the system more secure. The disclosed
system uses network address translation (NAT) traversal to enable and retain connectivity
between the end user devices 204a, or 204b, or 204c, and the central server 201. For this
purpose, the EUDs 204a, 204b, 204c themselves have proprietary NAT traversal modules
(NATTM), 202a, 202b, 202c, embedded in them. In a typical installation and configuration
sequence, the NATTM 202a, 202b, 202c, enable connection of the EUDs 204a, 204b, 204c,
within the LAN 101(1) to the dedicated central server 201 directly, through the edge router
103(1) with the fire wall 107(1) and the internet 110. These EUDs 204a, 204b, 204c, also
register with the central server 201 during configuration to establish a permanent
connection. The registration with the central server 201 includes providing the central
server 201 information on the identity (ID) of each of the EUDs, 204a, 204b, 204c, the type
of NAT traversal configuration at the edge router 103(1), and the address of the EUDs 204a,
204b, 204c. Once the external connection 213 with registration is initiated and established
by the EUDs 204a, 204b, 204c, to the central server 201, the connection 213 is considered
secure. Hence the central server 201 is able to maintain the connection 213 and
communicate with the EUDs 204a, 204b, 204c, through the edge router 103(1) with the
firewall 107(1) enabled. Once this external connection to the central server 201 is
established, the monitor controller 115 can connect to the central server via the internet
connection 211 and provide the monitoring and control functions for the EUDs 204a, 204b,
204c. The central server now acts as a facilitator or mediator to establish the direct secure

tunnel or MVPN 214, between the controller 115 and the EUDs 204a, 204b and 204c.
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Since the connections between the central server 201 and the web enabled devices
within the LAN 101(1), as well as the monitor controller 115 are permanent connections
with registration for security, even after the establishment of the secure tunnel or MVPN
214, it enables connection of other such systems in the same LAN and other LANS. The
CS 201 is also able to monitor the health of the systems so connected. The permanent
connection allows the central server 201 to identify system problems immediately as they
happen and take remedial action or inform the administrator for manual action. The central
server 201 also acts as a backup storage for security data for the systems it is connected to

as it has established permanent secure connection to the devices.

If the monitor controller 115 is within a second secure LAN 101(2) the procedure to
enable connection of the monitor controller 115 to the central server is through an edge
router 103(2) with firewall 107(2) of the second LAN 101(2) and the internet 110. Fig. 2A
shows the block diagram of such a system. In this case the finally established secure tunnel
or MVPN 214 will have to have its ends in the separate LANs 101(1) and 101(2). To
enable this, the secure server connects on one side to the web enabled security devices and
on the other to the monitor controller in a secure fashion. Both the web enabled device and
the monitor controller have to complete registration and receive individual IDs from the CS
before direct secure MVPN 214 connection can be established through firewalls of the
respective LANs 101(1) and 101(2).

In the special case where both EUDs and the monitor controller are behind
symmetric NATs then the punch through connection may not work and the connection has
to be continued through the central server 201. That is, the central server transfers data
from the EUDs 204a, 204b, 204c, to the monitor controller 115 and transfers control and
support data back to the EUD 204a, 204b, 204c, from monitor controller 115.

In other cases of connections with non-symmetric NAT implementations, once the
initial connections and registration have been established, the central server 201 can in most
cases act as a facilitator, to enable direct MVPN connection between the monitor controller
115 and the EUDs 204a, 204b, 204c. Complex NAT traversal algorithms are used to enable
these secure connections using user datagram protocol (UDP) or transmission control
protocol (TCP) hole punch techniques. Typically this is done by establishing the MVPN

connection 214 between NAT modules on either side. One end of the secure tunnel
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connects to the EUDs 204a, 204b, 204c, and the other end connects to the monitoring
control 115. The establishment of the MVPN connection 214 is done with the help of the
mediating central server 201. Once established the MVPN connection 214 enables the
monitor controller 115 to directly communicate to the EUDs 204a, 204b, 204c, without
going through the central server 201. This releases the central server 201 to handle other

operations as necessary.

Such an implementation of the invention enables easy and secure connection of the
EUDs, 204a, 204b, 204¢, within a secure LAN 101(1), to the monitor controller 115. The
use of a dedicated and secure CS 201 as a facilitator to establish direct connection via UDP
or TCP initiated MVPN tunnel 214 without port forwarding requirements allow the security
of the secure LAN to be enhanced by use of the fire walls 107. The use of the secure server
201 as a dedicated IDS, acting where needed as a secure DNS server, further reduces the
complexity of providing addresses and establishing connections to the EUDs within the
secure LAN 101(1). This invention hence provides for easy installation and commissioning
for monitoring and control of EUDs 204a, 204b, 204c, within secure LAN 101(1) without
compromising the security of the secure LAN 101(1).

Fig. 3, comprising of S301 to S307, is an exemplary and non-limiting flowchart 300
of the establishment of connection between the monitor controller 115 and the EUD 204a,

204b, 204c, discussed below in more detail.

In S301 — Installing a computing unit configured as a server outside the secure LAN
101(1), with software necessary to establish connectivity to EUDs 204a, 204b, 204c, that
are inside the secure LAN 101(1). Server is made a secure, dedicated central server 201
with installed proprietary software. This central server 201 is enabled also to act as an IDS
to provide the identification to the EUDs 204a, 204b, 204c , as well as a DNS server when
and if needed providing the necessary addresses to the EUDs 204a, 204b, 204c.

In S302 — Installing required number of EUDs 204a, 204b, 204c, with specialized
and proprietary software, the NATTM software 202a, 202b, 202¢, within the secure LAN
101(1). The NATTM software 202a, 202b, 202c, enable the EUDs 204a, 204b, 204c, to
connect to the central server 201 outside the secure LAN 101(1) through the firewall 107(1)
enabled edge router 103(1).
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In S303 — During installation and configuration of the EUDs 204a, 204b, 204c,
connecting them to the central server 201 to register themselves with the central server by
supplying the central server with their id, their address in the LAN and the type of NAT

traversal configuration at the edge router 103(1).

In S304 — Enabling the central server to retain the connection with the EUDs 204a,
204b, 204c even through the firewall 107(1) enabled edge router 103(1), using the
registration information available. Since the original connection to the central server was
initiated by the EUDs 204a, 204b, 204c, within the secure LAN the connection is

considered secure and trust worthy by the firewall.

In S305 — Allowing the monitor controller 115 to connect securely to the central
server 201, the central server 201 enabled to facilitate pass through connection to and from
the EUDs 204a, 204b, 204c, to the monitor controller 115 to exchange data. The monitor
controller 115 thereby further enabled to continuously provide security monitoring of the

EUDs 204a, 204b, 204c, to provide security control to the enterprise.

In S306 — Acting as a facilitator the central server 201 enables formation of a UDP
tunnel or a TCP tunnel that is a direct secure tunnel or MVPN connection 214 between the
monitor controller 115 and the EUDs 204a, 204b, 204c. The direct MVPN connection 214
is established only if the EUDs 204a, 204b, 204c and the monitor controllers 115 are not
behind symmetric NATs. If the EUDs and the controller are behind symmetric NATS,

formation of such peer to peer connections may not be possible.

In S307 —Allowing the monitor controller 115 to oversee the physical security of the
enterprise using the EUDs 204a, 204b, 204c, directly, through the MVPN connection 214
while the central server 201 takes the task of monitoring the health of the connections and

security system as a whole.

Even though not specifically detailed in this disclosure, the disclosed or similar
systems can be established for managing the connectivity in other applications requiring
secure connections to processing systems and web enabled systems within secure LANs. It
can also be used in networks having LANs with limited port availability to establish secure

connection to a number of entities within the LAN using the MVPN established with the
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help and mediation of a secure central server to which each of the entities in the LAN are

registered and have unique IDs assigned to them.

The invention disclosed hereinabove is described with respect to specific
embodiments, with an example of security application, but other embodiments and
applications of the invention are possible in other areas of the networking field without
departing from the scope of the disclosed invention as will be known to the practitioners of
the art. Any improvements and modifications of the invention that are possible without
departing from the spirit of the invention are covered by the present disclosure.
Furthermore implementations of the invention with different hardware, software, firmware

and various combinations thereof are specifically included.
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CLAIMS

What is claimed is:

1. A security system comprising:

a secure LAN with an interface to the internet;

a server enabled to operate as a secure central server outside the secure LAN and
further enabled to act as a dedicated identifying server;

at least a router that is an edge router, with firewall protection at an addressable
interface with an internet coupled to the secure LAN;

a plurality of end user devices that are web enabled, coupled to said edge router
from within the secure LAN and further enabled with a proprietary network address
translation traversal modules; and

a monitor controller outside the secure LAN enabled to connect to said server via the
internet;

such that the web enabled user devices inside at least the secure LAN are securely
and communicatively coupled to at least said monitor controller outside of the secure LAN,
using a multi-pipe virtual network, through said edge router enabled with firewall

protection at said addressable interface.

2. The system of claim 1, wherein said network address translation traversal
modules are enabled to connect, during an installation and configuration of said plurality
end user devices, to said central server, and provide registration information comprising at
least an ID, an address and a network address translation traversal configuration for each of

the said plurality of end user devices.

3. The system of claim 2, wherein said central server is enabled to maintain
connectivity to said plurality of end user devices to transfer data and control between said
central server and said plurality of end user devices through said addressable interface of

said edge router with said firewall protection engaged after said registration is complete.

4. The system of claim 2, wherein said monitor controller is enabled to connect
directly through a secure tunnel forming a multi-pipe virtual private network, using user

datagram protocol to said plurality of end user devices within the secure LAN with said

11
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central server acting as a facilitator to establish said multi-pipe virtual private network

connection.

5. The system of claim 2, wherein said monitor controller is enabled to connect
directly through a secure tunnel forming a multi-pipe virtual private network, using
transmission control protocol to said plurality of end user device within the secure LAN
with said central server acting as a facilitator to establish said multi-pipe virtual private

network connection.

6. The system of claim 1, wherein said monitor controller is enabled through
said central server to connect to said plurality of end user devices for monitoring, managing
and controlling said plurality of end user devices with said firewall engaged without

reconfiguring said edge router.

7. A method of establishing a connection between a plurality of web enabled
end user devices within a secure LAN and a monitor controller outside the secure LAN
comprising:

establishing and configuring a server outside the secure LAN with proprietary
software to act as a dedicated and secure central server;

configuring said central server to act as an identifying server;

installing a proprietary software network address translation traversal module, in
each of the plurality of web enabled end user devices within the secure LAN, enabling the
plurality of web enabled end user devices to connect to said central server;

establishing connection from the plurality of web enabled end user devices to said
central server through a firewalled edge router at an addressable interface of the secure
LAN and an internet using said network address translation traversal modules;

each of the plurality of web enabled end user devices registering itself with said
central server providing at least an ID, an address, and a network address translation
traversal configuration;

said central server establishing a permanent connection to the plurality of web
enabled end user devices via a secure tunnel forming a multi-pipe virtual private network;

said central server establishing a secure dedicated connection to the monitor

controller via said internet; and

12
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said central server enabling a pass through secure tunnel forming a multi-pipe virtual
network connection from the monitor controller to the plurality of web enabled end user
devices;

such that the said connection from the monitor controller to the plurality of web
enabled end user devices is enabled through said addressable interface of said edge router,
wherein a security fire wall is enabled, for continuous monitoring and control of the
plurality of end user devices, without reconfiguring said edge router and compromising

security of the secure LAN.

8. The method of claim 7, wherein said monitor controller is within a second
secure LAN.
9. A method of establishing a connection between a plurality of web enabled

end user devices within a secure LAN and a monitor controller outside the secure LAN
comprising:

establishing and configuring a server outside the secure LAN with proprietary
software to act as a dedicated and secure central server;

configuring said central server to act as an identifying server;

installing a proprietary software network address translation traversal module in
each of the plurality of web enabled end user devices within the secure LAN, enabling each
of the plurality of web enabled end user devices to connect to said central server;

establishing connection from each of the plurality of web enabled end user devices
to said central server through a firewalled edge router at the interface of the secure LAN and
an internet using said network address translation traversal modules;

each of the plurality of end user devices registering itself with said central server
providing at least an ID, an address, and a network address translation traversal
configuration;

said central server establishing a permanent connection to each of the plurality of
web enabled end user devices;

said central server establishing a secure dedicated connection to the monitor

controller via said internet;

13
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said central server enabling a pass through secure connection from the monitor
controller to the plurality of web enabled end user devices using a secure tunnel in the form
of a multi-pipe virtual private network; and

said central server releasing monitoring of said secure LAN to said monitor
controller;
such that said monitor controller is enabled to monitor the plurality of web enabled end user
devices and said central server is enabled to act as an overseeing monitor of said connection

and health of said system.

10. The method of claim 9, wherein said monitor controller within a second
secure LAN.
11. The method of claim 9, wherein said identifying server is enabled to act as a

dedicated DNS server.

14
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1

Establishing a dedicated central server with propritory software fo?q’30
establishing connectivity with EUDs, the central server enabled also to act
as a special identifying server and a dedicated domain name system
(DNS) server if necessaqry.

S302

Installing EUDs within the secure LAN with proprietery software, (NATTM),
in the EUDs which use the NATTM software to connect to the central
server during configuration to get the device addresses

\ S303

The EUDs connecting to the central server and registering themselves
with the central server providing at least their ID, address and the type of
NAT connection.

\ S304

Establishing a permanent interconnection between the central server and
EUDs through the edge router and fire wall

\ S305

Connecting the monitor controller securely to the central server and hence
to the EUDs via the central server to exchange data

\ S306

Central server acting as a surrogate to establishes direct tunnel connection
between the monitor controller and the EUDs when the connected EDUs
and monitor controller are not behind symetric NATs

\ S307

Central server releasing control to the monitor controller for direct control
of the EUDs while keeping watch over the system performance and health

A
END

FIGURE 3
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