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FIRMWARE UPDATES

BACKGROUND

[0001] The use of electronic devices has expanded. Some electronic devices
include electronic circuitry for performing processing. As processing capabilities
have expanded, electronic devices have been utilized to perform more
functions. For example, a variety of computing devices are used for work,
communication, and entertainment. Electronic devices may be linked to other

devices and may communicate with other devices.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] FIG. 1 is a block diagram of an example of a first electronic device
that may be used in updating firmware;

[0003] FIG. 2 is a flow diagram illustrating an example of a method for
performing firmware updates;

[0004] FIG. 3 is a block diagram of an example of a first docking device and
a second docking device that may be used in updating firmware; and

[0005] FIG. 4 is a block diagram illustrating an example of a computer-

readable medium for firmware updates.

DETAILED DESCRIPTION

[0006] An electronic device may be a device that includes electronic circuitry
(e.g., integrated circuitry, a chip(s), etc.). Examples of electronic devices may

include docking devices, computing devices, smartphones, tablet devices, game
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consoles. Some examples of electronic devices may store and/or utilize
firmware. Firmware may be instructions stored on a hardware device or
electronic circuitry to operate the hardware device or electronic circuitry.
Instructions included in firmware may be code or programming that defines or
controls functionality or operation of the hardware device or electronic circuitry.
For example, some hardware devices or electronic circuitries may execute
firmware to perform an operation(s). For instance, firmware may be executed to
initialize, control, and/or operate the hardware device or electronic circuitry. In
some examples, firmware may include instructions to control communication
and/or interaction between the hardware device or electronic circuitry and other
hardware or circuitry(ies) (e.g., a host electronic device). In some examples,
firmware may be stored in non-volatile memory (e.g., Read-Only Memory
(ROM), Erasable Programmable Read-Only Memory (EPROM), Electrically
Erasable Programmable Read-Only Memory (EEPROM), flash memory, etc.). In
some examples, different circuitries in an electronic device may store and/or
utilize separate firmware for operation.

[0007] Throughout the drawings, identical reference numbers may designate
similar, but not necessarily identical, elements. Similar numbers may indicate
similar elements. When an element is referred to without a reference number,
this may refer to the element generally, without necessary limitation to any
particular drawing or figure. The drawings are not necessarily to scale, and the
size of some parts may be exaggerated to more clearly illustrate the example
shown. Moreover, the drawings provide examples in accordance with the
description; however, the description is not limited to the examples provided in
the drawings.

[0008] FIG. 1 is a block diagram of an example of a first electronic device
102 that may be used in updating firmware. Examples of the first electronic
device 102 may include docking devices, computing devices, smartphones,
game consoles, smart appliances, power adapters, wall outlets, port hubs, port
replicators, power banks, and/or power bricks, etc. FIG. 1 also illustrates an
example of a second electronic device 110. Examples of the second electronic
device 110 may include docking devices, computing devices, smartphones,
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game consoles, smart appliances, etc. In some examples, the second electronic
device 110 may be a same type of device as the first electronic device 102
and/or may include the same types of components as the first electronic device
102. In some examples, the second electronic device 110 may be a different
type of device relative to the first electronic device 102 and/or may include
different components than the first electronic device 102.

[0009] A docking device may be an electronic device capable of connecting
to another electronic device. For example, the docking device may be capable
of being connected to another electronic device via an interface(s), cable(s),
plug(s), and/or connector(s). In some examples, a docking device may be
capable of providing a connection between a computing device (e.g., laptop
device, smartphone, tablet device, etc.) and a peripheral device(s). A peripheral
device may be a device to provide input to a computing device and/or to provide
output from a computing device. Examples of a peripheral device may include a
monitor, keyboard, mouse, camera, external storage device, track pad, game
controller, projector, etc. For instance, a docking device may be capable of
connecting a laptop computer to multiple monitors (e.g., separate monitors,
monitors not integrated into the laptop computer), a keyboard (e.g., separate
keyboard, full-size keyboard, keyboard not integrated into the laptop computer),
a mouse (e.g., separate mouse), etc. In some examples, the first electronic
device 102 may be a first docking device and/or a second electronic device 110
may be a second docking device.

[0010] The first electronic device 102 may include a port 104, a controller
106, and/or firmware data 108. A port 104 may be connecting hardware (e.g., a
socket, a fitting with a conductor(s), etc.). For instance, the port 104 may enable
a plug, cable, cable head, termination, etc., to be connected to the first
electronic device 102. In some examples, the port 104 may enable the first
electronic device 102 to communicate with other electronic devices (e.g., a
second electronic device 110). For example, the port 104 may connect to a
second electronic device 110. For instance, the port 104 may be utilized to
connect the first electronic device 102 to the second electronic device 110. In
some examples, the port 104 may connect to the second electronic device 110
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with a wired connection. For instance, a wire and/or cable (e.g., USB-C cable)
may be connected to the port 104 and to the second electronic device 110. In
some examples, the port 104 may provide received information to the controller
106. In some examples, the first electronic device 102 and/or the second
electronic device 110 may not be connected to a host (e.g., computing device,
laptop computer, etc.) during a firmware check and/or update procedure. For
instance, two docking devices may be connected to each other instead of a
host. In some examples, the first electronic device 102 and/or the second
electronic device 110 may be connected to a host (via another port(s), for
instance) during a firmware check and/or update procedure.

[0011] In some examples, the port 104 may be included in an interface. An
interface may be a device to interface with another device. In some examples,
an interface (e.g., interface for an external connection) may include connector
hardware (e.g., a port, a plug, a connector, a controller, circuitry, etc.) and
instructions for operating the connector hardware. For instance, some interfaces
may be utilized to interface with a device (e.g., the second electronic device
110) that is external to the first electronic device 102. In some examples, an
interface may enable a connection(s) (e.g., wire(s), cable(s), etc.). Examples of
interfaces may include a Universal Serial Bus (USB) interface (e.g., USB Type-
C (USB-C), USB Type-A, USB Type-B, USB 2.0, USB 3.0, USB Mini-B, USB
Micro-B, etc.), Lightning interface, Ethernet interface, etc. For instance, an
electronic device may include an interface and/or may be connected to another
electronic device (e.g., the second electronic device 110) via an interface.
[0012] Some interfaces may include a power delivery controller. A power
delivery controller may be circuitry to control power delivery through an
interface. In some examples, a power delivery controller may include power
delivery controller firmware and/or may execute power delivery controller
firmware to perform power delivery functions. Power delivery controller firmware
may be instructions for performing a power delivery operation(s). For example, a
power delivery controller of an interface may execute power delivery controller
firmware to negotiate with a power delivery controller of a connected interface to
establish voltage, amperage, and/or wattage for power delivery. In some
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examples, the interface may include memory or storage to store the power
delivery controller firmware. In some examples, a power delivery controller may
receive information via the port 104. In some examples, the power delivery
controller may provide the information to the controller 106.

[0013] In some examples, the first electronic device 102 (e.g., controller 106,
port 104, and/or power delivery controller, etc.) may communicate with the
second electronic device 110 using a signal(s). The signals may communicate
information. In some examples, the information may be formatted as a digital
binary code(s).

[0014] In some examples, the first electronic device 102 (e.g., controller 106,
port 104, and/or power delivery controller, etc.) may communicate with the
second electronic device 110 using vendor defined messages (VDMs). VDMs
are messages that can be flexibly defined to carry a target type of payload data.
For example, a VDM may be defined to carry the identifier information (e.g.,
vendor identifier information and/or product identifier information), component
identifier(s), firmware version(s), and/or firmware. A VDM(s) may be defined to
indicate an information request(s) (for identifier information, component
identifier(s), firmware version(s), and/or firmware, for instance). In some
examples, a VDM may include a header with a number of bits (e.g., 14 bits) and
a field(s) with a number of bits (e.g., up to six fields of 32 bits each). In some
examples, the first electronic device 102 may send information to the second
electronic device 110 and/or may receive information from the second electronic
device 110 as a VDM(s).

[0015] The controller 106 may be hardware to perform an operation(s) on the
first electronic device 102. Examples of the controller 106 may include
integrated circuitry, a microcontroller unit (MCU), a microprocessor, a field-
programmable gate array (FPGA), an application-specific integrated circuit
(ASIC), and/or other hardware device. In some examples, the controller 106
may fetch, decode, and/or execute instructions stored in memory. In some
examples, the controller 106 may include an electronic circuit(s) that include

electronic components for performing a function(s) of the instructions.
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[0016] In some examples, the first electronic device 102 may include
additional hardware and/or circuitry (not shown in FIG. 1). For instance, the first
electronic device 102 may include a chip(s) (e.g., chipset(s)) to perform an
operation(s). A chip may be semiconductor material (e.g., a piece of silicon,
walfer, etc.) that includes electronic circuitry and/or electronic components (e.g.,
transistor(s), resistor(s), capacitor(s), inductor(s), wire(s), and/or trace(s), etc.).
Examples of the hardware, circuitry, chip(s), and/or chipsets may include a
power delivery controller, display port hub, scaler, audio chip, USB controller
chip, local area network (LAN) chip, magnetic secure transmission (MST) hub
chip, sensor chip(s), and/or other chip(s) capable of a firmware update (from a
controller 106 path, for instance), etc. For instance, a power delivery controller
may be a chipset to perform the operations described above, a display port
(e.g., DisplayPort) hub may be a chipset to output data to a monitor(s), and a
scaler may be a chipset to scale image data (e.g., scale pixel data to a pixel
format for a monitor(s)), etc. For example, a scaler may be an MCU for a
monitor(s). In some examples, a scaler may scale an input image (e.g., zoom in
or zoom out an input image) and/or may process pixel data. For instance, a
scaler may include and/or execute a color engine (for controlling gamma,
contrast, and/or brightness, etc.). In some examples, a scaler may process
multiple input signals and/or provide control functions for an on-screen display
(OSD).

[0017] In some examples, the controller 106 may be coupled to and/or
communicate with a component(s) (e.g., hardware, circuitry, chip(s), and/or
chipsets) of the first electronic device 102. For example, the controller 106 may
communicate with a component(s) using an interface (e.g., internal interface).
Examples of interfaces (e.g., internal interfaces) include an inter-integrated
circuit (12C) interface and a serial peripheral interface (SPI). For instance, an
internal interface may be an interface between internal components. In some
examples, an internal interface may enable communication between internal
components. In some examples, an internal interface may be an interface
between the controller 106 and another component(s) of the first electronic
device 102.
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[0018] The first electronic device 102 may store the firmware data 108. The
firmware data 108 may be firmware and/or data about firmware. For example,
the firmware data 108 may include firmware and/or firmware metadata. For
instance, the firmware data 108 may include firmware (e.g., hardware
instructions), information indicating a firmware version, and/or information
indicating a component identifier. A firmware version may be data (e.g., a
number, characters, a string, etc.) indicating a version (e.g., release, version
number, date, etc.) of the firmware. The firmware version may provide an
indication of an age or variant of the firmware (relative to another firmware
version(s), for example). For instance, a higher version number may indicate
newer firmware relative to a lower version number, which may indicate older
firmware.

[0019] The firmware data 108 may correspond to hardware and/or a
circuitry(ies) of the first electronic device. For example, portions of the firmware
data 108 may correspond to hardware, circuitry, chip(s), and/or chipset(s)
included in the first electronic device 102. In some examples, portions of the
firmware data 108 may be stored by separate hardware, circuitry(ies), chip(s),
and/or chipset(s) of the first electronic device 102 (e.g., in separate memories of
the different hardware, circuitry, chip(s), and/or chipset(s), etc.). For instance,
different portions of the firmware data 108 may be stored by a power delivery
controller, display port hub, scaler, etc. In some examples, a component(s) (e.g.,
hardware, circuitry, chip(s), chipset(s), power delivery controller, display port
hub, scaler, etc.) of the first electronic device 102 may include or have access to
memory or storage (e.g., memory cells, registers, flash memory, etc.), in which
respective portions of the firmware data 108 (e.g., respective component
firmware) may be stored.

[0020] In some examples, the controller 106 may determine whether the first
electronic device 102 is a same type (e.g., kind, class, model, and/or product)
as the second electronic device 110. For instance, the controller 106 may
determine whether the second electronic device 110 is the same kind of
electronic device as the first electronic device 102. Two electronic devices may
be the same type of electronic device when the two electronic devices are the
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same type of product, when they are made by the same vendor (e.g.,
manufacturer), and/or when they include the same types of components.

[0021] In some examples, the first electronic device 102 (e.g., controller 106)
may request and/or receive identifier information from the second electronic
device 110 to determine whether the first electronic device 102 is the same type
as the second electronic device 110. For example, the first electronic device 102
(e.g., controller 106) may send a request to the second electronic device 110 via
the port 104 for the identifier information to determine whether the first electronic
device 102 and the second electronic device 110 are the same type. The
second electronic device 110 may send the identifier information to the first
electronic device 102. Identifier information may be information that indicates a
type of device. Examples of identifier information may include a vendor identifier
and a product identifier. A vendor identifier may be data (e.g., a number, string,
characters, code, etc.) that indicates a vendor (e.g., manufacturer) of an
electronic device. A product identifier may be data (e.g., a number, string,
characters, code, etc.) that indicates a product type of an electronic device.
[0022] In some examples, the first electronic device 102 (e.g., controller 106)
may compare identifier information of the first electronic device 102 with
identifier information of the second electronic device 110 to determine whether
the first electronic device 102 and the second electronic device 110 are the
same type. For example, to determine whether the first electronic device 102 is
the same type as the second electronic device 110, the controller 106 may
compare a first vendor identifier and/or a first product identifier of the first
electronic device 102 to a second vendor identifier and/or a second product
identifier of the second electronic device 110. If the vendor identifiers and/or
product identifiers match (e.g., contain the same numbers, strings, characters,
etc.), the first electronic device 102 and the second electronic device 110 may
be determined to be the same type.

[0023] In some examples, the controller 106 may determine whether the first
electronic device 102 has newer or older firmware than the second electronic
device 110. For instance, the controller 106 may determine whether the second
electronic device 110 has newer or older firmware for a component(s) than the
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first electronic device 102. Firmware may be newer if a firmware version of the
firmware indicates a more recent firmware version.

[0024] In some examples, the first electronic device 102 (e.g., controller 106)
may request and/or receive a firmware version(s) from the second electronic
device 110 to determine whether the first electronic device 102 has newer
and/or older firmware than the second electronic device 110. For example, the
first electronic device 102 (e.g., controller 106) may send a request to the
second electronic device 110 via the port 104 for the firmware version(s) to
determine whether the first electronic device 102 has newer and/or older
firmware than the second electronic device 110. The second electronic device
110 may send the firmware version(s) to the first electronic device 102. For
example, the second electronic device 110 may send firmware versions
corresponding to components of the second electronic device 110.

[0025] In some examples, the first electronic device 102 (e.g., controller 106)
may, in response to a determination that the first electronic device 102 is the
same type as the second electronic device 110, compare a first firmware version
of the first electronic device to a second firmware version of the second
electronic device 110. For instance, the controller 106 may compare the first
firmware version of a component of the first electronic device 102 to the second
firmware version of a component of the second electronic device 110 to
determine whether the first firmware version is newer, older, or the same as the
second firmware version. For instance, if the first firmware version is (or
includes) a higher number than the second firmware version, the first firmware
version may be newer than the second firmware version. In some examples, if
the second firmware version is a higher number than the first firmware version,
the first firmware version may be older than the second firmware version. In
some examples, if the first firmware version is a same number as (e.g., equal to)
the second firmware version, the first firmware version may be the same as the
second firmware version.

[0026] In some examples, when the first firmware version is older than the
second firmware version, the controller 106 may update (e.g., replace, modify,
switch, etc.) a first firmware of the first electronic device 102 with a second
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firmware from the second electronic device 110. For instance, the first electronic
device 102 (e.g., controller 106) may receive the second firmware from the
second electronic device 110 and overwrite the first firmware (e.g., firmware
data 108 or a portion thereof) with the second firmware (e.g., firmware data 112
or a portion thereof). In some examples, the first electronic device 102 may
include a power delivery controller to send a request for the second firmware to
the second electronic device 110 when the first firmware version is older than
the second firmware version.

[0027] In some examples, when the second firmware version is older than
the first firmware version, the controller 106 may send a first firmware (of the
first electronic device 102, for example) to the second electronic device 110 to
update the second firmware (of the second electronic device 110, for example)
with the first firmware. For instance, the first electronic device 102 (e.g.,
controller 106) may send the first firmware to the second electronic device 110.
In some examples, the second electronic device 110 may overwrite the second
firmware (e.g., firmware data 112 or a portion thereof) with the first firmware
(e.g., firmware data 108 or a portion thereof).

[0028] In some examples, a first firmware may be “of” the first electronic
device 102 if that firmware is or has been utilized (e.g., executed) by the first
electronic device 102, is or has been utilized (e.g., executed) by a component of
the first electronic device 102, and/or is instructions to be executed by a
component of the first electronic device 102. In some examples, firmware is not
“of” an electronic device if that firmware is not to be utilized and/or executed by
any component of the electronic device (e.g., if the electronic device is merely
distributing or passing the firmware). In some examples, a second firmware is of
the second electronic device 110 if that firmware is utilized (e.g., executed) by
the second electronic device 110, is utilized (e.g., executed) by a component of
the second electronic device 110, and/or is instructions to be executed by a
component of the second electronic device 110.

[0029] In some examples, the first electronic device 102 (e.g., controller 106)
may compare a component identifier of the first electronic device 102 to a
component identifier of the second electronic device 110. A component identifier
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may be data (e.g., a number, string, characters, code, etc.) that identifies a
component (e.g., hardware, circuitry, chip, chipset, etc.) of an electronic device.
In some examples, component identifiers may be utilized to identify components
of different electronic devices to enable firmware version comparison of the
same type of component. For instance, the first electronic device 102 may
receive component identifiers from the second electronic device 110 in
association with firmware versions for multiple components of the second
electronic device 110.

[0030] In some examples, the controller 106 may compare a first chip
identifier of the first electronic device 102 to a second chip identifier from the
second electronic device 110. If the chip identifiers match, the controller 106
may compare firmware versions associated with the chip identifiers to determine
whether the firmware versions are the same or different (e.g., newer or older).
For instance, the controller 106 may receive the first chip identifier from a first
chip via an internal interface (e.g., 12C). The first electronic device 102 may
include a power delivery controller to receive the second chip identifier from the
second electronic device 110 and to send the second chip identifier to the
controller 106 (via an internal interface, such as 12C, for example). The
controller 106 may then compare the first and second chip identifiers.
Corresponding firmware versions may be compared for matching chip
identifiers. For example, firmware versions may be compared for components
with matching identifiers.

[0031] In some examples, the first electronic device 102 may trigger the
firmware update procedure. The firmware update procedure may include an
operation(s) described herein. For instance, the firmware update procedure may
include determining whether electronic devices are a same type, comparing
firmware versions, and updating firmware with an older firmware version. In
some examples, the first electronic device 102 may include and/or may be
connected to an input device (e.g., button, touch pad, touch screen, keyboard,
mouse, wireless receiver, image sensor, motion sensor, light sensor, etc.). In
some examples, the first electronic device may trigger the firmware update
procedure based on an input from an input device. For example, the first
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electronic device 102 may include a button to trigger the firmware update
procedure. For example, when the button is actuated (e.g., pressed), the first
electronic device 102 may request and/or receive identifier information from the
second electronic device 110 (and/or send identifier information to the second
electronic device), and so on. In some examples, the controller 106 may trigger
a firmware update procedure in response to detecting that the second electronic
device 110 is a docking device. For instance, upon an initial connection, the first
electronic device 102 and/or second electronic device 110 may send and/or
receive (e.g., exchange) information indicating whether the first electronic
device 102 is a docking device and/or the second electronic device 110 is a
docking device. In a case that the first electronic device 102 and the second
electronic device 110 are docking devices, the controller 106 may trigger the
firmware update procedure. In some examples, the first electronic device 102
may trigger the firmware update procedure in response to a received message.
For instance, the first electronic device 102 may be connected to a host and
may receive a message to initiate the firmware update procedure.

[0032] FIG. 2 is a flow diagram illustrating an example of a method 200 for
performing firmware updates. The method 200 and/or a method 200 element(s)
may be performed by an electronic device (e.g., docking device). For example,
the method 200 may be performed by the first electronic device 102 (e.g.,
controller 106) described in FIG. 1, the first docking device 314 described in
FIG. 3, and/or the second docking device 316 described in FIG. 3.

[0033] At 202, the electronic device may determine whether to trigger a
firmware update procedure. In some examples, determining whether to trigger a
firmware update procedure may be performed as described in FIG. 1. For
instance, the electronic device may determine whether an input from an input
device has been received (e.g., whether a button has been pressed, whether a
wireless signal has been received, etc.), whether a connection to a docking
station is detected, and/or whether a message is received from a host to initiate
the firmware update procedure. In a case that the electronic device determines
not to trigger an update procedure, the electronic device may return to
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determining whether to trigger a firmware update procedure (e.g., continue to
monitor for a condition for triggering the update procedure).

[0034] In a case that the electronic device determines to trigger the firmware
update procedure, the electronic device may receive information at 204. In
some examples, receiving information may be performed as described in FIG. 1.
For example, the electronic device may request and/or receive identifier
information (e.g., product identifier, vendor identifier), component identifier(s),
and/or firmware version(s) from a second electronic device. In some examples,
receiving information may be performed in different stages. For instance,
identifier information may be received and compared to determine that the
received identifier information matches identifier information (e.g., local identifier
information) of the electronic device. In response to determining a match,
component identifier(s) and/or firmware version(s) may be requested and/or
received. In some examples, receiving information may be performed in one
stage. For instance, the electronic device may request and/or receive the
identifier information, component identifier(s), and/or firmware version(s)
together.

[0035] At 206, the electronic device may determine whether the received
identifier information (e.g., vendor identifier and/or product identifier) matches
identifier information (e.g., local identifier information) of the electronic device
(e.g., the vendor identifier and/or product identifier of the electronic device). In
some examples, determining whether identifier information matches may be
performed as described in FIG. 1. In some examples, the electronic device may
determine that identifier information matches if a received product identifier
matches the product identifier of the electronic device. In some examples, the
electronic device may determine that identifier information matches if a received
vendor identifier matches the vendor identifier of the electronic device. In some
examples, the electronic device may determine that identifier information
matches if a received product identifier matches the product identifier of the
electronic device and if a received vendor identifier matches the vendor
identifier of the electronic device. In some examples, the electronic device may

determine that identifier information matches if a received component
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identifier(s) match the component identifier(s) of the electronic device. In some
examples, the electronic device may determine that identifier information
matches if a received product identifier matches the product identifier of the
electronic device, if a received vendor identifier matches the vendor identifier of
the electronic device, and if the received component identifier(s) match the
component identifier(s) of the electronic device. In a case that the identifier
information does not match, operation may end at 208.

[0036] In response to a determination that the identifier information matches,
the electronic device may determine whether firmware versions match at 210. In
some examples, determining whether firmware versions match may be
performed as described in FIG. 1. For instance, the electronic device may
determine whether a first firmware version of the electronic device is the same
as, older than, or newer than a second firmware version received from the
second electronic device. In some examples, the electronic device may
compare numbers, characters, and/or strings, etc., of the firmware versions to
determine whether the firmware versions match or if one of the firmware
versions is older than the other. In some examples, the electronic device may
make the determination for a set of firmware versions (where each firmware
version corresponds to a component of the electronic device, for instance). In a
case that the firmware versions match, operation may end at 208.

[0037] In response to a determination that the second firmware version is
older than the first firmware version, the electronic device may send first
firmware (corresponding to the first firmware version, for instance) to the second
electronic device at 212. In some examples, sending the first firmware to the
second electronic device may be performed as described in FIG. 1. Sending the
first firmware may enable the second electronic device to update second
firmware corresponding to the second firmware version. Operation may return to
determining whether firmware versions match at 210. For instance, the
electronic device may receive an updated firmware version from the second
electronic device and may confirm that the firmware versions match, after which
operation may end at 208. In some cases, the electronic device may send the

first firmware again in a case that the first firmware was initially sent
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unsuccessfully and/or in a case that updating the second firmware of the
second electronic device was unsuccessful. In some examples, the electronic
device may determine whether a firmware version for a next component
matches a firmware version from the second electronic device. For instance,
some or all of the operations of the method 200 may repeat for multiple
components.

[0038] In response to a determination that the first firmware version is older
than the second firmware version, the electronic device may receive second
firmware from the second electronic device at 214. In some examples, receiving
the second firmware from the second electronic device may be performed as
described in FIG. 1. For example, the electronic device may request and/or
receive the second firmware from the second electronic device using an
interface and/or connection.

[0039] At 216, the electronic device may update first firmware with second
firmware. In some examples, updating the first firmware with the second
firmware may be performed as described in FIG. 1. For example, the electronic
device may overwrite the first firmware with the second firmware in the memory
of a component to which the second firmware corresponds.

[0040] Operation may return to determining whether firmware versions match
at 210. For instance, the electronic device may confirm that the firmware
versions match, after which operation may end at 208. In some cases, the
electronic device may request and/or receive the second firmware again in a
case that the second firmware was initially sent unsuccessfully and/or in a case
that updating the first firmware was unsuccessful. In some examples, the
electronic device may determine whether a firmware version for a next
component matches a firmware version from the second electronic device. For
instance, some or all of the operations of the method 200 may repeat for
multiple components. In some examples, an element(s) of the method 200 may
be omitted, divided, and/or combined.

[0041] Some of the techniques described herein may enable updating
firmware from one docking device to another docking device. For example, a

host may not be utilized to update firmware in some examples. In some
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examples, firmware may be updated between two electronic devices (e.g.,
docking devices) when the electronic devices are the same type. For instance,
firmware on docking devices may be updated without a host connection and/or
network (e.g., Internet) connection in some examples. In some examples, the
capability to update firmware between electronic devices (e.g., docking devices)
may allow a more efficient firmware updating procedure, especially when
multiple docking devices are to be updated.

[0042] FIG. 3 is a block diagram of an example of a first docking device 314
and a second docking device 316 that may be used in updating firmware. In
some examples, the first docking device 314 and/or the second docking device
316 may be examples of the first electronic device 102 and/or second electronic
device 110 described in FIG. 1.

[0043] The first docking device 314 may include components, which may
include a first power delivery controller 318a, a first controller 322a, a first
memory 3364, a first chip 324a, a second chip 328a, and/or a third chip 332a. In
some examples, the first power delivery controller 318a may store and/or
execute first power delivery controller firmware data 320a. In some examples,
the first chip 324a may store and/or execute first firmware data 326a. For
instance, the first chip 324a may store a first firmware version in the first
firmware data 326a and/or the first chip 324a may execute first firmware that is
included in the first firmware data 326a. In some examples, the second chip
328a may store and/or execute second firmware data 330a. In some examples,
the third chip 332a may store and/or execute third firmware data 334a. Each
firmware data 326a, 330a, 334a may include firmware and a firmware version
corresponding to the firmware for respective chips 324a, 328a, 332a of the first
docking device 314. In some examples, the first memory 336a may store first
identifier information 338a.

[0044] The second docking device 316 may include components, which may
include a second power delivery controller 318b, a second controller 322b, a
second memory 336b, a fourth chip 324b, a fifth chip 328b, and/or a sixth chip
332b. In some examples, the second power delivery controller 318b may store
and/or execute second power delivery controller firmware data 320b. In some
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examples, the fourth chip 324b may store and/or execute fourth firmware data
326b. For instance, the fourth chip 324b may store a second firmware version in
the fourth firmware data 326b and/or the fourth chip 324b may execute second
firmware that is included in the fourth firmware data 326b. In some examples,
the fifth chip 328b may store and/or execute fifth firmware data 330b. In some
examples, the sixth chip 332b may store and/or execute sixth firmware data
334b. Each firmware data 326b, 330b, 334b may include firmware and a
firmware version corresponding to the firmware for respective chips 324b, 328b,
332b of the second docking device 316. In some examples, the second memory
336b may store second identifier information 338b.

[0045] In some examples, the first power delivery controller 318a may enable
the first docking device 314 to communicate with other electronic devices (e.g.,
the second docking device 316). For example, the first power delivery controller
318a may connect to a second docking device 316. In some examples, the first
power delivery controller 318a may connect to the second docking device 316
(e.g., the second power delivery controller 318b) with a wired connection. In
some examples, the first power delivery controller 318a may be included in an
interface (e.g., USB-C interface). For instance, a wire and/or cable (e.g., USB-C
cable) may be connected to the first power delivery controller 318a and to the
second power delivery controller 318b.

[0046] The first controller 322a may be hardware to perform an operation(s)
on the first docking device 314. In some examples, the first controller 322a may
fetch, decode, and/or execute instructions stored in the first memory 336a. In
some examples, the first controller 322a may include an electronic circuit(s) that
include electronic components for performing a function(s) of the instructions.
The first controller 322a may be coupled to and/or communicate with a
component(s) (e.g., first power delivery controller 318a, first chip 324a, second
chip 328a, third chip 332a, and/or first memory 336a) of the first docking device
314 by an internal interface (e.g., 12C interface).

[0047] The second controller 322b may be hardware to perform an
operation(s) on the second docking device 316. In some examples, the second
controller 322b may fetch, decode, and/or execute instructions stored in the
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second memory 336b. In some examples, the second controller 322b may
include an electronic circuit(s) that include electronic components for performing
a function(s) of the instructions. The second controller 322b may be coupled to
and/or communicate with a component(s) (e.g., the second power delivery
controller 318b, the fourth chip 324b, the fifth chip 328b, the sixth chip 332b,
and/or the second memory 336b) of the first docking device 314 by an internal
interface (e.g., 12C interface).

[0048] In some examples, the first controller 322a may request and/or
receive information from the first power delivery controller 318a, the first chip
324a, the second chip 328a, the third chip 332a, and/or the first memory 336a.
For example, the first controller 322a may request and/or receive first identifier
information 338a (e.g., a first product identifier, a first vendor identifier, and/or
first component identifier(s)) from the first memory 336a. In some examples, the
first controller 322a may request and/or receive a firmware version from the first
power delivery controller 318a (e.g., first power delivery controller firmware
320a), the first chip 324a (e.g., the first firmware data 326a), the second chip
328a (e.g., the second firmware data 330a), and/or the third chip 332a (e.g., the
third firmware data 334a). A firmware version may indicate whether
corresponding firmware is older than, newer than, or the same as other
firmware.

[0049] In some examples, the second controller 322b may request and/or
receive information from the second power delivery controller 318b, the fourth
chip 324b, the fifth chip 328b, the sixth chip 332b, and/or the second memory
336b. For example, the second controller 322b may request and/or receive
second identifier information 338b (e.g., a second product identifier, a second
vendor identifier, and/or second component identifier(s)) from the second
memory 336b. In some examples, the second controller 322b may request
and/or receive a firmware version from the second power delivery controller
318b (e.g., the second power delivery controller firmware data 320b), the fourth
chip 324b (e.g., the fourth firmware data 326b), the fifth chip 328b (e.g., the fifth
firmware data 330b), and/or the sixth chip 332b (e.g., the sixth firmware data
334b).
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[0050] In some examples, the first docking device 314 (e.g., the first
controller 322a) may request and/or receive information from the second
docking device 316. For instance, the first docking device 314 (e.g., the first
controller 322a) may request and/or receive a firmware version of the second
power delivery controller 318b (from the second power delivery controller
firmware data 320b, for instance), of the fourth chip 324b (from the fourth
firmware data 326b), of the fifth chip 328b (from the fifth firmware data 330b),
and/or of the sixth chip 332b (from the sixth firmware data 334b). In some
examples, the first docking device 314 (e.g., the first controller 322a) may
request and/or receive a component identifier of the second power delivery
controller 318b (from the second power delivery controller firmware data 320b,
for instance), of the fourth chip 324b (from the fourth firmware data 326b), of the
fifth chip 328b (from the fifth firmware data 330b), and/or of the sixth chip 332b
(from the sixth firmware data 334b).

[0051] In some examples, the second docking device 316 (e.g., the second
controller 322b) may request and/or receive information from the first docking
device 314. For instance, the second docking device 316 (e.g., the second
controller 322b) may request and/or receive a firmware version of the first power
delivery controller 318a (from the first power delivery controller firmware data
320a, for instance), of the first chip 324a (from the first firmware data 326a), of
the second chip 328a (from the second firmware data 330a), and/or of the third
chip 332a (from the third firmware data 334a). In some examples, the second
docking device 316 (e.g., the second controller 322b) may request and/or
receive a component identifier of the first power delivery controller 318a (from
the first power delivery controller firmware data 320a, for instance), of the first
chip 324a (from the first firmware data 326a), of the second chip 328a (from the
second firmware data 330a), and/or of the third chip 332a (from the third
firmware data 334a).

[0052] In some examples, the first controller 322a may compare a first
firmware version to a second firmware version to determine that the first
firmware is newer than, older than, or the same as the second firmware. For

instance, the first controller 322a may compare a first firmware version from the



WO 2022/046084 PCT/US2020/048532

20

first chip 324a (e.g., from the first firmware data 326a) to a second firmware
version from the fourth chip 324b (e.g., from the fourth firmware data 326b). The
comparison may indicate that the first firmware from the first chip 324a (e.g.,
from the first firmware data 326a) is newer than, older than, or the same as the
second firmware from the fourth chip 324b (e.g., from the fourth firmware data
326b).

[0053] In some examples, the first controller 322a may compare a first
component identifier to a second component identifier to compare associated
firmware versions. For instance, the first controller 322a may compare a first
component identifier of the first chip 324a (e.g., from the first firmware data 326a
and/or from the first identifier information 338a) to a second component identifier
of the fourth chip 324b (e.g., from the fourth firmware data 326b and/or the
second identifier information 338b). The comparison may indicate that the first
firmware version corresponds to the first chip 324a (e.g., from the first firmware
data 326a) and that the second firmware version corresponds to the fourth chip
324b (e.g., the same type of chips for comparison).

[0054] In some examples, the first docking device 314 may send newer
firmware to the second docking device 316 and/or may receive newer firmware
from the second docking device 316 for a component(s) when the first docking
device 314 is the same type as the second docking device 316. For instance,
the first controller 322a may send the first firmware to the first power delivery
controller 318a from the first chip 324a when a second product identifier of the
second docking device 316 matches a first product identifier of the first docking
device 314 and when the first firmware is newer than the second firmware of the
second docking device 316. For instance, the first controller 322a may request
and/or receive first firmware of the first chip 324a (from the first firmware data
326a) and may provide the first firmware to the first power delivery controller
318a for transmission to the second docking device 316. The second docking
device 316 (e.g., the second controller 322b) may receive the first firmware and
utilize the first firmware to update firmware from the fourth chip 324b.

[0055] In some examples, the first controller 322a may compare a firmware
version of the first power delivery controller 318a (from the first power delivery
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controller firmware data 320a) to a received firmware version of the second
power delivery controller 318b of the second docking device 316. In some
examples, the first controller 322a may update firmware of the first power
delivery controller 318a in response to a determination that the firmware version
of the first power delivery controller 318a is older than the received firmware
version of the second power delivery controller 318b. For instance, the first
controller 322a may request and/or receive the firmware of the second power
delivery controller 318b from the second docking device 316 when a second
product identifier of the second docking device 316 matches a first product
identifier of the first docking device 314 and when the firmware of the first power
delivery controller 318a is older than the firmware of the second power delivery
controller 318b. The first docking device 314 (e.g., the first controller 322a) may
receive the firmware of the second power delivery controller 318b and utilize the
firmware to update firmware of the first power delivery controller 318a.

[0056] Some examples of firmware updates are given in FIG. 3. Other
examples may be performed in accordance with the techniques described
herein. For instance, the first docking device 314 and/or the second docking
device 316 may compare firmware versions for each component and may
exchange firmware to enable updating an older firmware version(s) to a newer
firmware version(s) for a component(s).

[0057] FIG. 4 is a block diagram illustrating an example of a computer-
readable medium 440 for firmware updates. The computer-readable medium
may be a non-transitory, tangible computer-readable medium 440. The
computer-readable medium 440 may be, for example, RAM, EEPROM, a
storage device, an optical disc, and the like. In some examples, the computer-
readable medium 440 may be volatile and/or non-volatile memory, such as
DRAM, EEPROM, magnetoresistive random-access memory (MRAM), phase-
change random-access memory (PCRAM), memristor, flash memory, and the
like. In some examples, the first memory 336a or the second memory 336b
described in FIG. 3 may be an example of the computer-readable medium 440
described in FIG. 4.
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[0058] The computer-readable medium 440 may include code (e.g., data,
executable instructions, and/or executable code). For example, the computer-
readable medium 440 may include trigger instructions 442, matching
instructions 444, firmware comparison instructions 446, and/or updating
instructions 448.

[0059] In some examples, the trigger instructions 442 may be instructions
when executed cause a controller of a first electronic device to detect a
connection between electronic devices (e.g., between docking devices). In
some examples, the controller may compare the first product identifier and the
second product identifier as described in FIG. 1, FIG. 2, and/or FIG. 3. In some
examples, the trigger instructions 442 may be code to cause the controller to
execute the matching instructions 444 (e.g., to compare a first product identifier
to a second product identifier, etc.) in response to the detection. In some
examples, the first electronic device may be a first docking device and the
second electronic device may be a second docking device that is coupled to the
first docking device without a host (e.g., the first docking device and the second
docking device are not coupled to a host).

[0060] In some examples, the matching instructions 444 may be instructions
when executed cause the controller of the first electronic device to compare a
first product identifier of the first electronic device to a second product identifier
of a second electronic device. In some examples, the controller may compare
the first product identifier and the second product identifier as described in FIG.
1, FIG. 2, and/or FIG. 3.

[0061] In some examples, the matching instructions 444 may be instructions
when executed cause the controller of the first electronic device to compare a
first vendor identifier of the first electronic device to a second vendor identifier of
the second electronic device. In some examples, the controller may compare
the first vendor identifier and the second vendor identifier as described in FIG. 1,
FIG. 2, and/or FIG. 3.

[0062] In some examples, the firmware comparison instructions 446 may be
code to cause the controller to, in response to a determination that the first
product identifier matches the second product identifier and that the first vendor
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identifier matches the second vendor identifier, determine whether a first
firmware version of the first electronic device is newer than, older than, or the
same as a second firmware version of the second electronic device that is
coupled to the first electronic device. In some examples, the controller may
determine whether the first firmware version is newer, older, or the same as
described in FIG. 1, FIG. 2, and/or FIG. 3.

[0063] In some examples, the updating instructions 448 may be code to
cause the controller to update older firmware on the first electronic device
and/or send firmware to update older firmware on the second electronic device.
For example, the updating instructions 448 may be code to cause the controller
to, in response to a determination that the first firmware version is newer than
the second firmware version, send first firmware of the first electronic device to
the second electronic device. In some examples, the controller may send the
first firmware as described in FIG. 1, FIG. 2, and/or FIG. 3.

[0064] As used herein, the term “and/or” may mean an item or items. For
example, the phrase “A, B, and/or C” may mean any of: A (without B and C), B
(without A and C), C (without A and B), A and B (but not C), B and C (but not A),
A and C (but not B), or all of A, B, and C.

[0065] While various examples are described herein, the disclosure is not
limited to the examples. Variations of the examples described herein may be
within the scope of the disclosure. For example, aspects or elements of the
examples described herein may be omitted or combined.
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CLAIMS

1. Afirst electronic device, comprising:
a port to connect to a second electronic device; and
a controller to:
determine whether the first electronic device is a same type as the
second electronic device;
in response to a determination that the first electronic device is the
same type as the second electronic device, compare a first
firmware version of the first electronic device to a second
firmware version of the second electronic device; and
when the first firmware version is older than the second firmware
version, update a first firmware of the first electronic device

with a second firmware from the second electronic device.

2. The first electronic device of claim 1, wherein the first electronic device is
a first docking device and the second electronic device is a second docking
device.

3. The first electronic device of claim 1, wherein when the second firmware
version is older than the first firmware version, the controller is to send the first
firmware to the second electronic device to update the second firmware with the

first firmware.

4. The first electronic device of claim 1, wherein to determine whether the
first electronic device is the same type as the second electronic device, the
controller is to compare a first vendor identifier and a first product identifier of
the first electronic device to a second vendor identifier and a second product

identifier of the second electronic device.
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5. The first electronic device of claim 1, wherein the controller is to compare
a first chip identifier of the first electronic device to a second chip identifier from

the second electronic device.

6. The first electronic device of claim 5, wherein the controller is to receive
the first chip identifier from a first chip via an internal interface, the first
electronic device further comprising a power delivery controller to receive the
second chip identifier from the second electronic device and to send the second

chip identifier to the controller.

7. The first electronic device of claim 1, further comprising a button to

trigger a firmware update procedure.

8. The first electronic device of claim 1, the controller is to trigger a firmware
update procedure in response to detecting that the second electronic device is a

docking device.

9. The first electronic device of claim 1, further comprising a power delivery
controller to send a request for the second firmware to the second electronic

device when the first firmware version is older than the second firmware version.

10.  Afirst docking device, comprising:

a chip to execute first firmware;

a power delivery controller to connect to a second docking device; and

a controller coupled to the power delivery controller, wherein the
controller is to send the first firmware to the power delivery
controller from the chip when a second product identifier of the
second docking device matches a first product identifier of the first
docking device and when the first firmware is newer than second

firmware of the second docking device.
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11.  The first docking device of claim 10, wherein the controller is to compare
a first firmware version to a second firmware version to determine that the first

firmware is newer than the second firmware.

12.  The first docking device of claim 10, wherein the controller is to compare
a firmware version of the power delivery controller to a received firmware
version of a second power delivery controller of the second docking device, and
is to update firmware of the power delivery controller in response to a
determination that the firmware version is older than the received firmware

version.

13. A non-transitory tangible computer-readable medium comprising
instructions when executed cause a controller of a first electronic device to:
compare a first product identifier of the first electronic device to a second
product identifier of a second electronic device;
compare a first vendor identifier of the first electronic device to a second
vendor identifier of the second electronic device;
in response to a determination that the first product identifier matches the
second product identifier and that the first vendor identifier
matches the second vendor identifier, determine whether a first
firmware version of the first electronic device is newer than a
second firmware version of the second electronic device that is
coupled to the first electronic device; and
in response to a determination that the first firmware version is newer
than the second firmware version, send first firmware of the first

electronic device to the second electronic device.

14.  The non-transitory tangible computer-readable medium of claim 13,
wherein the first electronic device is a first docking device and the second
electronic device is a second docking device that is coupled to the first docking

device without a host.
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15.  The non-transitory tangible computer-readable medium of claim 13,
further comprising instructions when executed cause a controller of the first
electronic device to detect a connection between docking devices and to
compare the first product identifier to the second product identifier in response

to the detection.
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