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(57) ABSTRACT 

System and method for providing access to multiple wireleSS 
service providers (WSPs) on a shared network infrastruc 
ture. The System includes a plurality of access points (APS) 
coupled to a network which may be distributed in airports, 
mass-transit Stations, businesses, etc. The network may 
couple to a wide area network, Such as the Internet. Each AP 
may include a plurality of virtual APs (VAPs), each corre 
sponding to a WSP. A portable computing device (PCD) of 
a user stores identification information indicating a WSP of 
a plurality of possible WSPs, and which may include an 
access level of the user. Each AP “listens for” or detects 
identification information associated with numerous WSPs. 
When the AP receives the identification information from 
the PCD, it determines the VAP/WSP for the PCD using the 
identification information. Network acceSS is then provided 
to the PCD through the determined WSP at the determined 
acceSS level. 
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SYSTEMAND METHOD FOR CONCURRENTLY 
UTILIZING MULTIPLE SYSTEM IDENTIFIERS 

CONTINUATION DATA 

0001. This application is a divisional of U.S. application 
Ser. No. 09/767,374 titled “Distributed Network Communi 
cation System Which Allows Multiple Wireless Service 
Providers to Share a Common Network Infrastructure,” filed 
on Jan. 22, 2001, whose inventors are James W. Thompson, 
Kathleen E. McClelland and Brett B. Stewart, which is a 
continuation-in-part of U.S. application Ser. No. 09/551, 
291, now U.S. Pat. No. 6,732,176 titled “A Distributed 
Network Communication System which Enables Multiple 
Network Providers to Use a Common Distributed Network 
Infrastructure” and filed on Apr. 18, 2000, whose inventors 
are Brett B. Stewart, James W. Thompson and Kathleen E. 
McClelland. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. This invention relates generally to wireless net 
work communications, and more specifically to a System 
and method enabling a network infrastructure to Support 
multiple wireleSS Service providers and/or customers of 
multiple wireleSS Service providers. The invention also 
relates to a System and method enabling different acceSS 
levels within a wired or wireless network system. 
0004 2. Description of the Relevant Art 
0005 Various types of wired and wireless infrastructures 
are being developed to Service users of computing devices, 
Such as portable computing devices (PCDs). Currently, 
numerous wireleSS Service providers are attempting to install 
wireleSS network infrastructures in various locations, Such as 
airports, hotels, office buildings, shopping malls, etc. for use 
by various users, such as mobile users (MUs) of PCDs. 
0006. However, when two or more providers install a 
wireleSS network infrastructure in a Single location, Such as 
an airport, the providers begin to oversubscribe the RF 
domain. In other words, the electromagnetic spectrum 
usable by these wireless networks is limited, and if two or 
more wireleSS networks are installed in the same location, 
this may result in inadequate RF bandwidth for use by each 
of these networks. 

0007 IEEE 802.11 defines the IEEE standard for wireless 
Ethernet. IEEE 802.11 is designed to support multiple 
overlapping wireless local area networks (LANs) in a given 
coverage area. Each wireless local area network will typi 
cally include one or more access points (APs) which com 
municate in a wireleSS fashion with a corresponding com 
puting device of a user, which typically includes a wireleSS 
Ethernet transceiver. IEEE 802.11 currently uses a System 
ID (SID) to “select” which LAN to use and the access point 
with which to associate. 

0008 Currently, only 3 non-overlapping RF channels are 
available for different wireless service providers. Once these 
channels are used, no further bandwidth, or limited band 
width, may be available for other providers. 
0009. In the U.S. and most of Europe, only 3 non 
overlapping channels are available using 802.11 Direct 
Spread (802.11 DS) (Direct Sequence Spread Spectrum) 
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radios. In other geographies, Such as France and Japan, only 
one channel is available using 802.11 DS. When using 
Frequency Hopping radios, only one “channel’ is defined. 
The use of different “spreading codes” in conjunction with 
FH radios only obfuscates the co-interference. Once the 
available channels are used, perhaps one by each provider of 
a wireless infrastructure, no further bandwidth is available 
for other providers without the potential for harmful co 
interference and the resultant reduction in available band 
width. 

0010 Thus, due to the problems associated with multiple 
wireleSS infrastructures installed in a common area, it is 
desirable to provide a single wireleSS infrastructure which 
may be used by two or more wireleSS Service providers 
(WSPs). This would allow a plurality of WSPs to utilize a 
common set of access points (APS) to provide Service to a 
potentially overlapping Set of customers or Subscribers. It 
may also be desirable to provide a wireleSS infrastructure 
which can Selectively provide different acceSS levels to users 
of the System. 
0011. In the installation of a common-use wireless sys 
tem, there are commonly two approaches to providing 
service to each WSP's Subscribers, wherein each approach 
uses a common authentication/accounting System. A com 
mon authentication/accounting System involves “tying 
together the authentication/accounting Systems of each 
provider, thereby forming a "roaming consortium'. The first 
approach is called RADIUS (Remote Authentication Dial In 
User Service), and the second approach is called TACACS+. 
Typically these consortiums use the RADIUS as a common 
authentication and accounting protocol. RADIUS is a pro 
tocol defined by the IETF RADIUS Working Group for 
carrying information between network access devices and 
Security/accounting Servers, and is documented in RFCs 
2138 and 2139. TACACS--, a similar protocol developed by 
Cisco Systems, is also used by Some providers, although it 
Suffers from Security issues in common implementations. 
0012. The main advantage of tying the authentication/ 
accounting Systems together is the relative ease of doing So. 
Indeed, RADIUS was designed to support a tiered hierarchy 
of Services providers. However, this seeming ease of imple 
mentation hides other issues which remain unsolved via this 
approach. Most of these center around the fact that RADIUS 
and TACACS+ were designed to Support connectivity via a 
dial-up network (using either modems or ISDN). Indeed, the 
very acronym "RADIUS' references this dial-up heritage 
and focus. Since Wireless LANs are not “dial-up' by their 
very nature, several assumptions which are “built-in” to the 
RADIUS and TACACS-- protocols have the potential to 
limit the type and number of Services deployed over wireleSS 
LANS. 

0013 RADIUS has its share of security issues as well. 
The RADIUS protocol is open to a possible dictionary attack 
on “shared secret” passwords. Discovery of these can be 
used to spoof "AcceSS-Accept packets, with the result of 
“free service' being granted to the attacker. While this 
security hole is only possible if the attacker is able to "sniff 
communications between the RADIUS server and client, 
wireleSS networks make this type of unauthorized acceSS 
even more likely. 
0014. However, the most glaring issue associated with 
using a common authentication/accounting System is that 
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any approach that ties the authentication and accounting 
systems of a set of WSPs together does nothing to solve 
problems related to “ESSIDs”, described below. 
0.015. As noted above, the IEEE 802.11 specification is a 
wireless LAN standard developed by the IEEE (Institute of 
Electrical and Electronic Engineering) committee in order to 
specify an “over the air” interface between a wireless client 
and a base Station or AcceSS Point, as well as among wireleSS 
clients. First conceived in 1990, the standard has evolved 
from various Draft versions (Drafts 1 through 6), with 
approval of the final draft on Jun. 26, 1997. 
0016. The 802.11 MAC layer, supported by an underly 
ing PHY layer, is concerned primarily with rules for acceSS 
ing the wireleSS medium. Two network architectures are 
defined: the Infrastructure Network and the Ad Hoc Net 
work. The Infrastructure Network is a network architecture 
for providing communication between wireleSS clients and 
wired network resources. The transmission of data from the 
wireless to the wired medium is via an Access Point (AP). 
The coverage area is defined by an AP and its associated 
wireleSS clients, and together all the devices form a Basic 
Service Set (BSS). 
0017. The IEEE 802.11 protocol also defines an ESSID 
(Extended Service Set ID) that is essentially a network 
name. The ESSID is used to select an associated wireless 
LAN infrastructure. Two or more BSSs configured with the 
same ESSID attached to a common distribution system (for 
instance, an Ethernet LAN) form an ESS (Extended Service 
Set.) 
0018 With multiple access points, clients (PCDs) are free 
to move Seamlessly between access points, as long as the 
ESSID matches. This feature is built into the 802.11 speci 
fication. When a client (PCD) starts losing the signal with its 
asSociated acceSS point, it begins to Search the area for a 
closer acceSS point. Once a new acceSS point is found, the 
client initiates an association with the new access point and 
a disasSociation from the old one. 

0019. In public-access networks the ESSID has been 
commonly used to choose the WSP infrastructure with 
which to associate. However, this creates a problem: Each 
AP can only support one ESS and one associated ESSID. 
Thus, in order for multiple Service providers to share a 
common space, N sets of APs are needed, where N is the 
number of Service providers. This leads to co-interference, 
over-subscription of the RF environment and resultant lack 
of available bandwidth, as described above. 

0020. The commonly suggested solution to this problem 
is that all WSPs who wish to allow roaming agree on a 
common ESSID for their wireless networks. While initially 
this may appear to Solve the problem, it also requires not 
only a common authentication System, but also a common 
network infrastructure which connects to the Internet and 
other Services. The issues with a common authentication 
System have been outlined above. There are also numerous 
issueS associated with using a common ESSID to Support 
multiple WSPs in a common network infrastructure. 

0021 First, a common network infrastructure with a 
shared ESSID would result in insufficient network security. 
Since all devices would necessarily be associated with the 
Same network infrastructure, all manner of attacks, both 
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active (Such as Denial of Service) and passive (e.g. Snooping 
or Sniffing) would be possible. 
0022 Second, to rely on coordination of ESSIDs among 
a potentially large number of WSPs seems questionable at 
best. AS new providers enter the market, each must choose 
to configure its APS Such that roaming by other providers 
SubscriberS is permitted. In fact, the case can be made that 
every WSP who chooses to participate in any roaming 
network would need to configure ALL of its APs to support 
this as yet undefined ESSID. 
0023. Even if these steps are taken, once every WSP has 
chosen to use the same ESSID, a new problem occurs. 
Unless roaming agreements are global, and every provider 
agrees to allow each other provider to roam on its APS, the 
user of any given service cannot know that his/her WSP(s) 
provide Service in any given area. The user of Such a Service 
is left to "guess' at service availability. 

0024. Further, global coordination around a single ESSID 
(combined with a common authentication System) does not 
Solve the problem. An increasing number of enterprises 
(large and Small) are installing 802.11-compliant network 
infrastructures, and equipping the employees of these com 
panies with wireless Network Interface Cards (NICs). Each 
of these enterprises will likely define its own ESSID, and 
possibly an associated WEP (Wired Equivalent Privacy) key. 
Further still, inexpensive 802.11-compliant APs are now 
available for the home market (witness the Apple Airport), 
and these wireless networks will likely have their own 
ESSIDS. 

0025 Thus, even if all WSPs select and co-ordinate on a 
Single ESSID, enterprises (including airlines) and other 
users of 802.11-compliant NICs will need to reconfigure 
their equipment in order to use any common-ESSID network 
provided by these WSPs. This would likely be too incon 
Venient for most users. 

0026. Finally, given a common infrastructure, only one 
broadcast domain is possible. For an IP-based network (such 
as must be Supplied to provide connectivity to the Internet), 
this implies that only one IP address space (and by exten 
sion, one Dynamic Host Configuration Protocol (DHCP) 
server) is possible for each location. This implies that the 
WSP who owns the infrastructure (and supplies the connec 
tivity) in each location has an advantage in that the network 
connectivity for that WSP's customers will experience better 
connectivity. Also implied is that any resource located on the 
network (Such as file or Video servers, voice gateways, and 
otherwise Secured facilities of other airport tenants) is avail 
able to all users of the wireleSS infrastructure, and thus no 
Service differentiation is possible. 
0027. Therefore, it would be desirable to provide a sys 
tem and method which enables a common wireleSS network 
infrastructure (and especially an IEEE 802.11 wireless net 
work infrastructure) to be used by two or more wireless 
service providers (WSPs). This would allow a plurality of 
Service providers to utilize a common Set of access points to 
provide Service to a potentially overlapping Set of custom 
ers. This would also provide subscribers or users with the 
ability to more fully utilize the existing network infrastruc 
ture. It would further be desirable to provide a distributed 
wireleSS network System which can Selectively provide 
different acceSS levels to users of the System. 
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SUMMARY OF THE INVENTION 

0028. One embodiment of the present invention com 
prises a System and method for enabling multiple wireleSS 
service providers (WSPs) to use or provide services on a 
common wireleSS network infrastructure. The System and 
method can thus provide acceSS and/or roaming features on 
a distributed wireleSS network System. 
0029. The network system includes a plurality of access 
points (APs) coupled to a network. The network access 
points include wireleSS acceSS points, and may also include 
wired access points. Access points for the network may be 
widely distributed in various facilities, Such as airports, 
mass-transit Stations, hotels, and various businesses, Such as 
busineSS offices, restaurants, and Stores. The network may 
couple to a wide area network, Such as the Internet. A 
plurality of wireless service providers (WSPs) or network 
providers may provide network Services, Such as Internet 
access, over the network infrastructure. 

0.030. In one embodiment, a user, also referred to as a 
Subscriber, may access the network System through a por 
table computing device (PCD) using, for example, a wireless 
network interface card (NIC). When in sufficiently close 
range to an access point, the PCD may wirelessly commu 
nicate with the AP in the network system. In one embodi 
ment, the APS are arranged at known geographic locations 
and may provide geographic location information regarding 
the geographic location of the AP or the mobile user. 

0.031) Each PCD may store identification information 
which may uniquely indicate at least one wireleSS Service 
provider of a plurality of possible wireleSS Service providers. 
The identification information thus may designate the wire 
less service provider (or providers) to which the user of the 
PCD is a subscriber. The identification information may take 
various forms, such as a System ID (SID), MAC ID, or other 
identification which may be used to identify the wireless 
service provider to which the user has subscribed. As used 
herein, the SID may comprise an SSID (Service Set ID) or 
an ESSID (Extended Service Set ID). When the PCD 
becomes close to an access point, the PCD may provide the 
identification information to the access point. 
0032. In one embodiment, each of the access points is 
operable to “listen for” or detect identification information, 
e.g., System IDs, associated with numerous different pro 
viders, contained in “probes' broadcast by PCDs. Alterna 
tively, each of the access points may be operable to broad 
cast requests for identification information, e.g., broadcast 
recognized System IDs to the PCDs, wherein the PCDs may 
respond to this broadcast by providing the identification 
information. Such broadcasts by APs are known as “bea 
cons'. 

0.033 When an access point receives the identification 
information from a PCD of a user, the access point may 
determine the appropriate wireleSS Service provider for the 
portable computing device using the identification informa 
tion. Thus, the network System is able to recognize and 
process identification information which identifies any of the 
plurality of possible wireleSS Service providers. In one 
embodiment, the APs answer all queries from all PCDs, 
even if the identification information from the PCD does not 
match the information available to that particular AP, e.g., 
even if an unknown SID is received. 
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0034. In one embodiment, the network system may 
include a memory medium which Stores a list of identifica 
tion information that maps to a corresponding list of the 
plurality of possible wireleSS Service providers. The memory 
medium may be comprised in one or more of, or all of, the 
access points, or may be comprised in one or more other 
devices connected to the network, Such as a computer 
System. In this embodiment, determining the wireleSS Ser 
Vice provider for the portable computing device includes 
accessing the memory medium and using the received 
identification information to determine the wireleSS Service 
provider. For example, the access point or other device may 
use the received System ID to index into a table to determine 
the appropriate WSP. 

0035. The memory medium may also store associated 
acceSS information. For each of the wireleSS Service provid 
ers, the access information may include access methods for 
providing user data to the respective wireleSS Service pro 
vider, Such as a destination IP address of the WSP. The 
appropriate access method may be used based on the iden 
tification information and/or the determined WSP. Thus, the 
identification information may be used to determine the 
appropriate WSP as well as to automatically route network 
packets or data between that PCD and the appropriate 
provider. 

0036) The access information stored in the memory 
medium may also include an access level which indicates 
the user's access rights or privilege level. Thus, the local 
network or the WSP may provide various local resources 
which are available to all users regardless of acceSS level, 
and users with a higher access level may additionally be 
entitled to Internet access. In other environments, all users 
may receive Internet access, and users with a lower access 
level may not be entitled to view or utilize certain or all local 
network resources on the network. Thus, depending on the 
acceSS level, the user may be provided Solely with external 
Internet access, or only local network access, or may be 
provided with no network Services. The acceSS level may 
also possibly depend on the known geographic location of 
the AP or the user. For example, the access level for each 
user may vary depending on the known geographic location 
of the AP to which the user is currently associated, or may 
depend on the approximate geographic location of the user, 
e.g., may depend on whether the user is in a certain Store or 
in a Secure area. 

0037. In one embodiment, one or more of the wireless 
Service provider ID and the access information may be 
provided by the PCD of the user. Thus, an access point or 
other device on the network may not be required to perform 
a look-up to determine this information, but rather this 
information may be provided by the PCD. 

0038. When the portable computing device communi 
cates with the access point, network acceSS may be provided 
to the portable computing device through the determined 
WSP. For example, the access point may provide the com 
municated data to a destination based on or specified by the 
determined WSP, e.g., may provide or route the data to the 
determined wireleSS Service provider's Site, e.g., to equip 
ment provided by the WSP. The WSP may then provide 
Internet access and/or other network Services. The WSP will 
also typically charge a fee for this Service. The access point 
preferably provides the data to the destination in a Secure 



US 2004/021.4572 A1 

manner to prevent the data from being unintentionally 
provided to third parties, Such as other providers. 

0.039 Thus the wireless network system is useable by 
subscribers of each of the plurality of possible wireless 
service providers, thereby enabling Subscribers to “roam’ on 
various networks, including networks maintained by other 
providers. For example, the plurality of access points may be 
maintained by a first WSP, and a subscriber of a second WSP 
may be recognized and allowed use of the network. Alter 
natively, the plurality of access points may be maintained by 
an independent third party, and Subscribers of any of various 
WSPs may be recognized and allowed use of the network. 
Wireless service providers may charge subscribers for 
access regardless of who operates or maintains the network. 
In addition, the network System may selectively provide 
users different acceSS levels to network resources depending 
on the acceSS or privilege level of the user. This allows 
WSPs to offer different levels of access to customers, 
possibly based on different service fee levels. This also 
allows Visitors or non-members of a network System to be 
allowed certain network Services, Such as Internet access, 
without compromising other private network resources. 

0040. In one embodiment, the system includes at least 
one AP with Software which is executable to provide access 
point functionality for each of a plurality of WSPs. The 
Software may implement a “Super acceSS point' which 
maintains associations between the plurality of WSPs and a 
corresponding plurality of SIDS, such as MAC IDs, ESSIDs, 
etc. The AP may be capable of broadcasting or recognizing 
any of the plurality of SIDS, behaving appropriately for 
different SIDS that are received from PCDs of users, and 
providing network Services to each user through that user's 
corresponding WSP. Thus an AP may be operable to appear 
as any one of a plurality of different WSPAPs, meaning that 
a single AP may "pretend to be' or behave as an access point 
dedicated to a particular WSP for each of a plurality of 
different WSPS. 

0041. In one embodiment, the system provides a plurality 
of Virtual APS, where a virtual AP may comprise access point 
functionality implemented in Software that appears as a 
physical AP to a PCD. The plurality of virtual APs or 
“software” APS may be implemented on one or more physi 
cal APS, e.g., on a common Set of physical APS. For 
example, each physical AP may implement a plurality of 
virtual APS. Each instance of a virtual AP executes a 
complete 802.11 protocol Stack, and may be indistinguish 
able from a hardware AP to any wireless network client(s). 
Each virtual AP or “software” AP may include its own 
ESSID and may be uniquely associated with a correspond 
ing WSP. Thus, each WSP that uses a virtual AP solution 
would enjoy the illusion that there was a complete wireleSS 
infrastructure available for its exclusive use. In one embodi 
ment, the System ID of each virtual AP may be a variant of 
the SID of the physical AP hosting the virtual APs. 

0042 Each of the APS may connect to a “wired” LAN. In 
one embodiment, the “wired” LAN supports a VLAN (Vir 
tual LAN) protocol. In order to partition the network, the 
network system may maintain a binding between the ESSID 
and IEEE 802.1(q) VLAN tags or their equivalent. This 
allows a common wired backbone (using VLAN-capable 
Ethernet Switches) to supply a secured “virtual LAN” to 
each WSP. In order to provide service differentiation and 
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quality of Service (QoS) to each user of the network, the 
network System may further enable 802.1 (p) in these tags. 
This allows the proprietor of the network system to provide 
Service level agreements to its customers, including both 
other WSPs and, for example, airport tenants. The network 
architecture described herein can Scale to Support hundreds 
of these network customers, and thousands of Simultaneous 
users in each location. 

0043. In order to support users who arrive at the wireless 
network location (e.g., an airport) with an ESSID that does 
not match the ESSID of any WSP, the network system also 
allows for a “default' mapping. Users who arrive with a 
different ESSID, e.g., the ESSID used at their home or 
enterprise, would have their network data passed to a default 
or Selected provider. This provider may present the user with 
the opportunity to use the network on a one-time basis, or 
may present the user with the opportunity to register with the 
provider, perhaps by requesting credit card information from 
the user. 

0044) The wireless network system described herein 
enjoys Several advantages over the approach of tying the 
authentication System of each Subscriber to a roaming 
“clearing house”. The wireless network system described 
herein leverages the 802.11 protocol, and is agnostic as to 
which PHY technology is used. The present system can 
support all of the following 802.11 technologies: 

0045) 802.11 FH (Frequency Hopping Spread Spec 
trum (a 1-2 Mbps in 2.4 Ghz) 

0046) 802.11 DS (Direct Sequencing Spread Spec 
trum (a 1-2 Mbps in 2.4 Ghz) 

0047) 802.11 (b) (High-rate (11 Mbps) DSSS in 2.4 
Ghz) 

0048) 802.11(a) (High-rate (50 Mbps) FHSS in 5.7 
Ghz) 

0049 Bluetooth (FHSS (a)<1 Mbps in 2.4 Ghz) (via 
similar virtualization of the SDP) 

0050. In one embodiment, the physical AP may comprise 
two radios, one Direct Spread Coding radio, and one Fre 
quency Hopping radio, thus providing multiple PHY layers 
on one physical AP. Using the present System, one Set of APS 
(for a given PHY technology) can maximize the coverage in 
a given Space with a minimum of co-interference. A group 
of providers can share this “footprint, enabling maximum 
coverage for the SuperSet of the Subscribers to each Service. 
Each wireleSS Service provider can leverage their expertise 
in attracting members and providing value-added Services or 
COntent. 

0051. In addition, each location authority, (e.g., an airport 
authority) can deal with one “master concession”, who is 
responsible for building and maintaining the RF infrastruc 
ture, manages the RF environment, and Sub-leases this 
infrastructure to the other providers. In fact, the location 
authority can act as the “master concession', should it So 
desire. 

0052 The present system is also transparent to authenti 
cation technology used by any provider. Due to the issues 
raised above, the wireleSS Subscriber technology described 
herein is not based on RADIUS or TACACS--. Instead, the 
present Subscriber technology may use a “single sign-on' 
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technology based on X.509 certificates. Similar technology 
is used to secure nearly every WWW transaction that 
requires protection. 
0053. The present system is also transparent to the net 
work protocols in-use. While other provider's approaches 
assume that IPv4 is the only protocol in-use, the present 
system allows other protocols (IPX, IPv6, NetBIOS, ARP, 
etc) to be used in the network as they normally would, with 
the Singular exception that these flows take place within the 
virtual LAN provided by the APs and the network backbone. 
0.054 Thus the wireless network system described herein 
enables a common infrastructure to be used by a plurality of 
wireleSS Service providers, and provides a number of advan 
tages over the prior art. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0055. Other objects and advantages of the invention will 
become apparent upon reading the following detailed 
description and upon reference to the accompanying draw 
ings in which: 
0056 FIG. 1 is a block diagram of one embodiment of a 
wireleSS network System; 
0057 FIG. 2 is a more detailed block diagram of one 
embodiment of the wireless network system of FIG. 1; 
0.058 FIG. 3 is a block diagram of another embodiment 
of the wireless network system of FIG. 1; 
0059 FIG. 4 is a flowchart diagram illustrating operation 
of allowing access to a wireleSS network System using a 
multiple subscriber model; 
0060 FIG. 5 illustrates an example of a data structure 
which Stores wireleSS Service provider and access informa 
tion; 
0061 FIG. 6 illustrates selectively allowing access to a 
wireleSS network System using various acceSS levels, 
0062 FIG. 7 is a flowchart of initial communication 
between a PCD and an access point; 
0063 FIG. 8 is a flowchart of communications between 
a PCD and an access point; and 
0.064 FIG. 9 is a flowchart of the process of packets 
arriving from a wired medium to the AP which are destined 
for a PCD. 

0065 While the invention is susceptible to various modi 
fications and alternative forms, specific embodiments 
thereof are shown by way of example in the drawings and 
will herein be described in detail. It should be understood, 
however, that the drawings and detailed description thereto 
are not intended to limit the invention to the particular form 
disclosed, but on the contrary, the intention is to cover all 
modifications, equivalents and alternatives falling within the 
Spirit and Scope of the present invention as defined by the 
appended claims. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

0066) 
0067 U.S. patent application Ser. No. 09/551,291 titled 
“A Distributed Network Communication System which 

Incorporation by Reference 
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Enables Multiple Network Providers to Use a Common 
Distributed Network Infrastructure” and filed on Apr. 18, 
2000, whose inventors are Brett B. Stewart, James W. 
Thompson and Kathleen E. McClelland is hereby incorpo 
rated by reference in its entirety as though fully and com 
pletely set forth herein. 
0068 U.S. Pat. No. 5,835,061 titled “Method and Appa 
ratus for Geographic-Based Communications Service', 
whose inventor is Brett B. Stewart, is hereby incorporated 
by reference in its entirety as though fully and completely Set 
forth herein. 

0069 U.S. Pat. No. 5,969,678 titled “System for Hybrid 
Wired and Wireless Geographic-Based Communications 
Service', whose inventor is Brett B. Stewart, is hereby 
incorporated by reference in its entirety as though fully and 
completely Set forth herein. 
0070 U.S. patent application Ser. No. 09/433,817 titled 
“Geographic Based Communications Service” and filed on 
Nov. 3, 1999, whose inventors are Brett B. Stewart and 
James Thompson, is hereby incorporated by reference in its 
entirety as though fully and completely Set forth herein. 
0071 U.S. patent application Ser. No. 09/433,818 titled 
“A Network Communications Service with an Improved 
Subscriber Model Using Digital Certificates” and filed on 
Nov. 3, 1999, whose inventors are Brett B. Stewart and 
James Thompson, is hereby incorporated by reference in its 
entirety as though fully and completely Set forth herein. 
0072 U.S. patent application Ser. No. 09/551.309 titled 
“System and Method for Managing User Demographic 
Information Using Digital Certificates” and filed on Apr. 18, 
2000, whose inventors are Brett B. Stewart and James 
Thompson, is hereby incorporated by reference in its 
entirety as though fully and completely Set forth herein. 
0073) 
0074 FIG. 1 shows one embodiment of a distributed 
network communication system 100. The network system 
100 may include one or more access points 120, preferably 
a plurality of access points 120. At least a subset of the 
access points 120 are wireless access points (APs) 120 
which communicate with a portable computing device 
(PCD) 110 in a wireless fashion. Each wireless access point 
(AP) 120 may have a wireless connection or transceiver 
(e.g., an antenna) and may operate according to various 
wireless standards, such as wireless Ethernet (IEEE 802.11), 
Bluetooth, etc. One or more of the access points 120 may 
also be wired acceSS points which communicate with a 
portable computing device 110 in a wired fashion. 
0075). Each AP 120 may be coupled to a network 130. The 
network 130 may comprise a wired network, a wireless 
network or a combination of wired and wireleSS networkS. 
For example, the network 130 may be a standard “wired” 
Ethernet network which connects each of the wireless (and 
wired) access points 120 together. The network 130 may 
also be a wireless network based on IEEE 802.11. The 
network 130 may form part of the Internet 170, or may 
couple to other networks, e.g., other local or wide area 
networks, Such as the Internet 170. 

FIG. 1-Network Communication System 

0076) The network 130 may also include or be coupled to 
other types of communications networks, (e.g., networks 
other than those comprised in the Internet) Such as the public 
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switched telephone network (PSTN), whereby a user using 
PCD 110 may send and receive information from/to the 
PSTN or other communication network through a wireless 
service provider. The network 130 may also include, or be 
coupled to, another wide area network 130, Such as a 
proprietary WAN. The network 130 thus may be, or be 
coupled to, any of various wide area networks (WANs) or 
local area networks (WANs), including the Internet 170. 
0077. The access points (APs) 120 may be widely dis 
tributed in various facilities, Such as airports, mass-transit 
Stations, hotels, Shopping malls, restaurants and other busi 
nesses, Such as busineSS offices, law firm offices, retail 
Stores, etc. For example, where the access points 120 are 
distributed in an airport, one or more access points 120 may 
be distributed throughout various terminals in the airport, in 
an airline club, and in coffee shops, restaurants or rental car 
counters at the respective airport. The access points 120 may 
thus be primarily designed to Service mobile users, wherein 
it may not be known ahead of time which mobile users will 
be accessing the network from which locations. Thus the 
network system 100 is preferably a distributed network 
System, with access points placed in locations to Service 
mobile users. This differs from a conventional fixed LAN, 
where it is generally pre-configured as to which pre-deter 
mined users will be using which nodes in the fixed LAN on 
a day-to-day basis, and the relative access levels that these 
pre-determined users have is also pre-configured. 

0078 Each access point 120 may comprise information 
used to identify or Select a wireless Service provider (also 
called a network provider) for a particular user, as well as 
related access information to enable the wireleSS Service 
provider to provide access. Each acceSS point 120 may 
comprise information used to enable network access through 
a wireleSS Service provider of a plurality of possible wireleSS 
Service providers. Thus each access point 120 may Support 
a plurality of different wireless service providers. When in 
Sufficiently close range to an access point 120, or when the 
PCD 110 is directly coupled to an access point 120 in a wired 
fashion, the PCD 110 may access the network utilizing a 
particular wireleSS Service provider, as discussed further 
below. 

0079 A user operating a portable computing device 
(PCD) 110 may communicate with one of the access points 
120 to gain access to network Services, Such as Internet 
access. The portable computing device (PCD) 110 may have 
a wireleSS communication device, e.g., a wireleSS Ethernet 
card, Bluetooth wireleSS interface, etc., for communicating 
with a wireleSS acceSS point 120. The portable computing 
device (PCD) 110 may instead have a wired communication 
device, e.g., an Ethernet card, for communicating with a 
wired access point 125. 
0080. The portable computing device 110 may be any of 
various types of devices, including a computer System, Such 
as a portable computer, a personal digital assistant (PDA), an 
Internet appliance, a communications device or telephony 
device, or other wired or wireless device. The PCD may 
include various wireleSS or wired communication devices, 
such as a wireless Ethernet (IEEE 802.11) card, Bluetooth 
logic, paging logic, RF communication logic (Such as cel 
lular phone logic), a wired Ethernet card, a modem, a DSL 
device, an ISDN device, an ATM device, a parallel or serial 
port buS interface, or other type of communication device. 
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0081. The PCD 110 preferably includes a memory 
medium which Stores identification information indicating a 
wireless service provider to which the user has subscribed. 
The indicated wireless service provider may be one of a 
plurality of possible wireleSS Service providers that provide 
Internet access or other network Services in a network 
system such as that shown in FIG. 1. The identification 
information may be a System ID (an 802.11 System ID), a 
MAC ID of a wireless Ethernet device comprised in the PCD 
110, the name of the wireless service provider, or other type 
of information that uniquely identifies one (or more) wire 
less service providers. Where the wireless network is IEEE 
802.11 wireless Ethernet, the identification information or 
System ID may be a SSID (Service Set ID), an ESSID 
(Extended Service Set ID) or possibly a BSSID (Basic 
Service Set ID). Where the wireless network is Bluetooth, 
the identification information may be an IP address. The 
identification information may be contained in a digital 
certificate, which may be stored in a web browser or other 
location of the personal computing device 110. 

0082) Where the access point 120 is a wireless access 
point 120, the wireleSS communication may be accom 
plished in a number of ways. In one embodiment, PCD 110 
and wireless AP 120 are both equipped with an appropriate 
transmitter and receiver compatible in power and frequency 
range (e.g., 2.4 GHz) to establish a wireless communication 
link. WireleSS communication may also be accomplished 
through cellular, digital, or infrared communication tech 
nologies, among others. To provide user identification and/ 
or ensure security, the PCD 110 may use any of various 
security mechanisms, such as WEP (Wired Equivalent Pri 
vacy). 

0083. Where the access point 120 is a wired access point 
120, the wired connection may be accomplished through a 
variety of different ports, connectors, and transmission 
mediums. For example, the PCD 110 may be connected 
through an Ethernet, USB, Serial, or parallel transmission 
cables, among others. The PCD 110 may also include 
various communication devices for connecting to the AP 
120, such as wired Ethernet cards, modems, DSL adapters, 
ATM adapters, IDSN devices, or other communication 
devices. For example, a hotel may have Ethernet connec 
tions in the restaurants, shops, and guest rooms. An airline 
club, e.g., an airport Admiral's Club, may also have both 
wireleSS and wired connections for mobile users. A user may 
connect to a wired access point 120 through the use of a 
laptop computer (PCD 110), an Ethernet network card, and 
a network cable. This connection may have the same impact 
as a connection made to a wireleSS AP 120 as discussed 
above. In other words, a user using a wired PCD 110 is able 
to "roam’ on various network infrastructures in the same 
manner as a user using a wireless PCD 110. 

0084. One or more wireless service providers may each 
have an associated network device 160 coupled to the 
network 130. For example, FIG. 1 illustrates network 
devices 160 associated with three different wireless service 
providers. The network devices 160 may take any of various 
forms, Such as a computer System, router, bridge, etc. It is 
noted that wireleSS Service providers may provide network 
Services at a network location without being required to 
locate any equipment or bandwidth at the network location. 
For example, a wireleSS Service provider may combine 
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VLANs and IP tunneling to avoid having to locate any 
equipment or bandwidth at a particular network location. 
0085. A user operating a portable computing device 110 
will typically have previously subscribed with one (or more) 
Wireless Service Providers (WSPs), also called network 
providers. Examples of wireleSS Service providers include 
Wayport, MobileStar and Softnet, among others. As dis 
cussed further below, when the PCD 110 of a user commu 
nicates with an AP 120, the respective wireless service 
provider to which the user is subscribed is determined. If no 
previous affiliation with a wireleSS Service provider is 
detected, a default wireleSS Service provider may be 
Selected. After the wireleSS Service provider is determined or 
Selected, network acceSS or Services may be provided 
through that wireleSS Service provider. For example, data or 
packets from the respective PCD 110 may be routed to a 
destination designated by the respective wireleSS Service 
provider, Such as the respective provider's network device 
160. This effectively allows a plurality of wireless service 
providers to each offer acceSS on a common network infra 
Structure, i.e., on common access points. Thus a Single 
access point can Support multiple different wireleSS Service 
providers, i.e., can Support Subscribers of multiple different 
wireless service providers. This also allows subscribers of 
various wireless service providers to “roam’ on other net 
WorkS, Such as networks installed and/or maintained by 
other providers, or networks maintained by independent 
third parties. 

0.086 The network system 100 may also include a man 
agement information base (MIB) 150. The MIB 150 may be 
a mechanism, Such as a memory, which may allow the 
persistent Storage and management of information needed 
by network 130 to operate. For example, in one embodiment 
of the invention, the MIB 150 may store a data structure, 
Such as a table comprising a list of identification information 
and a corresponding list of the plurality of possible wireleSS 
Service providers. The data Structure may also store acceSS 
information, which may comprise associated methods for 
providing data to the respective plurality of possible wireleSS 
Service providers. The acceSS information may further com 
prise acceSS level or privilege level information. Thus, the 
data Structure may comprise a table having a plurality of 
tuples, with each tuple having the identification information, 
e.g., a System ID, the corresponding wireleSS Service pro 
vider, and access information containing a method of acceSS 
to the provider, possibly including a destination IP address 
or other methodology for accessing the provider's site. In an 
alternate embodiment, as noted above, the data Structures 
which Store this information may be comprised in each of 
the access points 120, or may be provided in various other 
locations. Each tuple may further include wired transport 
information, Such as a VLAN tag, Generalized Routing 
Encapsulation (GRE), or other wired transport information, 
indicating a channel to be used on the wired network to 
which the AP 120 is coupled. 
0.087 As discussed further below, when a portable com 
munication device 110 of a user begins communication with 
an access point 120, the portable communication device 110 
may transmit wireleSS Service provider ID information, and 
the wireleSS Service provider for the portable computing 
device 110 may be determined using this data structure. The 
memory medium containing the data Structure may be 
accessed, and received wireleSS Service provider identifica 
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tion information from the respective portable computing 
device 110 may be used to index into the data structure or 
table to determine the wireleSS Service provider. The appro 
priate acceSS method may also be accessed and used for 
enabling the wireleSS Service provider to provide network 
Services, e.g., the access method may be used for providing 
the data from the respective portable computing device 110 
to the determined wireleSS Service provider. For example, 
wired transport information may also be used to determine 
how to transfer packets on the wired network. Access level 
information may also be retrieved and used to determine a 
user's access to local network resources or Internet access. 

0088. The MIB 150 may store other information, such as 
a directory of all the elements (e.g., APS, PCDs, etc) in the 
network, the topology of the network, characteristics of 
individual network elements, characteristics of connection 
links, performance and trend Statistics, and any information 
which is of interest in the operation of the network 130. For 
example, the MIB may store the precise longitude, latitude, 
altitude and other geographic information pinpointing the 
location of each access point. 
0089. One or more service providers 140 may also be 
coupled to the network 130 or other networks to which the 
network 130 is coupled, such as the Internet 170. As used 
herein, the term “service provider” is intended to include 
various types of Service and information providers which 
may be connected to the network 130. The service provider 
140 may take any of various forms and may provide any of 
various services or information. Each service provider 140 
may include one or more computers or computer Systems 
configured to provide goods, information, and/or Services as 
appropriate for the Service provider. The one or more Service 
providers 140 may couple to the network in a wired or 
wireless fashion. The service providers 140 may include 
“network access' providers which typically charge fees for 
network access. The service providers 140 may also include 
other types of providers which may provide a Service at the 
location where the APS are located. For example, in an 
airport, example Service providers may include an airline 
Server or airline personnel (which may operate as clients of 
APs) which provides flight information and/or helps direct 
passengers to flights. In a hotel, example Service providers 
may include housekeeping, engineering, and other typical 
hotel services which may utilize particular WSPs for their 
respective network Services. For example, maid carts in a 
hotel may be configured with PCDs to answer requests from 
users that are staying in the hotel. Thus, the plurality of 
WSPs may include fee-based network access providers for 
Serving customers, as well as operational Service providers 
for Serving the needs of employees. 

0090 The network communication system 100 may be 
geographic-based. In other words, the network communica 
tion system 100 may provide information and/or services to 
the user based at least partly on the known geographic 
location of the user, e.g., as indicated by the access points 
120 or as indicated by geographic information (e.g., GPS 
information) provided from the PCD 110. In one embodi 
ment, the APS 120 are arranged at known geographic loca 
tions and may provide geographic location information 
regarding the geographic location of the user or the PCD 
110. In another embodiment, the PCD 110 may provide 
geographic location information of the PCD 110 through the 
AP 120 to the network 130. For example, the PCD 110 may 
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include GPS (Global Positioning System) equipment to 
enable the PCD 110 to provide its geographic location 
through the AP 120 to the network 130, such as to a service 
provider 140 coupled to the network 130. 
0.091 In one embodiment, the network communication 
system 100 may provide information and/or services to the 
user based on both the known geographic location of the 
user and an acceSS level of the user. For example, a bank 
official may have an access level which allows access to 
Security codes regarding electronic or physical access to 
funds. The access level may only be operational when the 
employee (or the employee's PCD) is in a secure area of the 
bank, thereby preventing unauthorized or unintended acceSS 
to Sensitive information, Such as due to coercion or theft of 
the user's PCD. 

0092 Memory Medium and Carrier Medium 
0093. One or more of the systems described above, such 
as PCD 110, access points 120, MIB 150, and wireless 
service providers 160 may include a memory medium on 
which computer programs or data according to the present 
invention may be Stored. For example, each of the acceSS 
points 120 and/or the MIB 150 may store a data structure as 
described above comprising information regarding identifi 
cation information, corresponding wireleSS Service provid 
erS 160 and access information Such as associated data 
routing methods. Each of the access points 120 and/or the 
MIB 150 may further store a software program for accessing 
these data structures and using the information therein to 
properly provide or route data between users (Subscribers) 
and their corresponding wireleSS Service providers, or to 
Selectively provide or route data depending on the acceSS 
information. 

0094. One or more of the access points 120 and/or the 
MIB 150 may include software that enables the AP 120 to 
accommodate or Service Subscribers of a plurality of differ 
ent WSPs. Thus an AP 120 may be operable to appear as any 
one of a plurality of different WSPAPs, meaning that a 
Single AP may "pretend to be' or behave as an access point 
dedicated to a particular WSP for each of a plurality of 
different WSPs. In contrast, prior art APs are only able to 
provide access point services for a single WSP. In other 
words, according to one embodiment of the invention, an AP 
120 may execute one or more Software programs that allow 
it to act as an AP for each of a plurality of WSPs. Thus, each 
AP 120 may be capable of broadcasting or recognizing any 
of a plurality of SIDS, and maintaining associations between 
the SIDS and the subscribers of the respective WSPs. The 
physical AP may further behave appropriately for different 
SIDS that are received from PCDs of users, providing 
network Services to each user through that user's corre 
sponding WSP. 

0095. In one embodiment, at least one of the APs 120 
may include Software that enables the Single physical AP 
120 to implement a plurality of virtual APs, where a virtual 
AP may comprise acceSS point functionality implemented in 
Software that appears as a physical AP to a PCD. The 
plurality of virtual APs or “software” APS may be imple 
mented on one or more physical APS, e.g., on a common Set 
of physical APs. Each instance of a virtual AP executes a 
complete 802.11 protocol Stack, and is indistinguishable 
from a hardware AP to any wireless network client(s). Each 
virtual AP or “software” AP may include its own ESSID 
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(e.g., an ESSID as specified in IEEE 802.11) and may be 
uniquely associated with a corresponding WSP. Thus, each 
WSP that uses a virtual AP Solution would enjoy the illusion 
that there was a complete wireleSS infrastructure available 
for its exclusive use. 

0096. In another embodiment, at least one of the APs 120 
may include Software that enables the Single physical AP 
120 to behave appropriately for each of a plurality of WSPs. 
For example, instead of implementing a plurality of Virtual 
APS, i.e., instead of Storing and executing a plurality of 
Virtual AP Software program instantiations, a Single Software 
instantiation may enable this operation. In the embodiment 
above, each virtual AP may entail one or more Software 
programs, and each instantiation of a virtual AP may utilize 
a separate instantiation or replication of these one or more 
Software programs. In this "Super access point' embodi 
ment, a Single instantiation of one or more Software pro 
grams may enable the physical AP 120 to behave appropri 
ately for each of a plurality of WSPs. These one or more 
Software programs may execute to cause the AP 120 to: 
broadcast and recognize a plurality of different SIDS corre 
sponding to each of a plurality of different WSPs, maintain 
associations between SIDS and WSPs, maintain SID and 
VLAN tag mappings, and perform other operations neces 
sary to enable the single physical AP 120 to behave appro 
priately for each of a plurality of WSPs. 

0097. In the virtual AP embodiment described above, as 
noted, for one or more of the access points 120, each 
physical access point 120 may include a plurality of Virtual 
APS implemented in Software that are comprised on the 
Single physical acceSS point 120. AS described above, each 
of these virtual APS may be used for Servicing a respective 
WSP, i.e., for providing network acceSS Services to a respec 
tive WSP. According to the current IEEE 802.11 standard, 
each physical AP has a BSSID (Basis Service Set ID). The 
BSSID is typically the MAC ID of the network interface 
device comprised in the physical AP 120. 

0098. However, when multiple virtual APs are comprised 
on or implemented on a Single physical AP, it may not be 
possible to use the same MAC ID of the physical AP as the 
BSSID of each of the virtual APs on that physical AP. In 
other words, using this approach, each of the virtual APS 
may not receive a unique BSSID, as they each would have 
the MAC ID of the physical AP. If it is desired or required 
for each of the virtual APs to have a unique BSSID, then 
various alternative methods may be used. In one embodi 
ment of the invention, the MAC ID of the single physical AP 
is simply used for all virtual APs, i.e., is used as the BSSID 
for all virtual APs on that physical AP. Thus, in this 
embodiment, each of the virtual APs on a single physical AP 
has the same BSSID. It is currently not believed that this will 
impact the operation of each of the Virtual APS in any way. 
In an alternate embodiment, where it is desired that each of 
the virtual APS has a different respective BSSID, then the 
“local to network' MAC ID address bits which are defined 
by IEEE are adjusted for each of the respective virtual APs 
to produce a unique MAC ID for each of the virtual APs. 

0099. In yet another alternate embodiment, the physical 
AP is initially assigned a pool of MAC ID addresses and 
each of the virtual APS is assigned a unique MAC ID from 
this pool, thus providing each virtual AP with a unique MAC 
ID address, i.e., a unique BSSID. One drawback to this 
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implementation is the need for a larger number of MAC ID 
addresses than the methods previously described. 
0100. In one embodiment, a single physical AP may 
support both Infrastructure Network mode (BSS) and Ad 
Hoc Network mode (Independent BSS, or IBSS). In Ad Hoc 
mode, each AP is just another peer on the network. This may 
be accomplished by configuring one or more Virtual APS for 
BSS, as described above, and one or more other virtual APS 
(also on the same physical AP) for IBSS, or Ad Hoc Network 
mode. 

0101 The term “memory medium' is intended to include 
various types of memory or Storage, including an installation 
medium, e.g., a CD-ROM, or floppy disks 104, a random 
access memory or computer System memory Such as 
DRAM, SRAM, EDO RAM, Rambus RAM, EPROM, 
EEPROM, flash memory etc., or a non-volatile memory 
Such as a magnetic media, e.g., a hard drive, or optical 
Storage. The memory medium may comprise other types of 
memory as well, or combinations thereof. In addition, the 
memory medium may be located in a first computer in which 
the programs are executed, or may be located in a Second 
different computer which connects to the first computer over 
a network. In the latter instance, the Second computer 
provides the program instructions to the first computer for 
execution. The memory medium may also be a distributed 
memory medium, e.g., for Security reasons, where a portion 
of the data is Stored on one memory medium and the 
remaining portion of the data may be Stored on a different 
memory medium. Also, the memory medium may be one of 
the networks to which the current network is coupled, e.g., 
a SAN (Storage Area Network). 
0102 Also, each of the systems described above may 
take various forms, including a personal computer System, 
mainframe computer System, WorkStation, network appli 
ance, Internet appliance, personal digital assistant (PDA), 
television System or other device. In general, the term 
“computer System’ can be broadly defined to encompass any 
device having a processor which executes instructions from 
a memory medium. 
0103) The memory medium in one or more of the above 
Systems thus may store a Software program or data for 
performing or enabling roaming or Selective network 
resource access within a network system 100. A CPU or 
processing unit in one or more of the above Systems execut 
ing code and data from a memory medium comprises a 
means for executing the Software program according to the 
methods or flowcharts described below. 

0104 Various embodiments further include receiving or 
Storing instructions and/or data implemented in accordance 
with the present description upon a carrier medium. Suitable 
carrier media include memory media as described above, as 
well as Signals Such as electrical, electromagnetic, or other 
forms of analog or digital signals, conveyed via a commu 
nication medium Such as networks and/or a wireleSS link. 

0105 FIGS. 2 and 3: Block Diagrams Of The System Of 
FIG. 1 

0106 FIG. 2 is a more detailed block diagram illustrating 
a portion of the wireless network system of FIG. 1. FIG. 2 
illustrates an embodiment having three access points 120 
(A-C) which couple to respective VLANs, labeled VLAN1, 
VLAN2 and VLAN3. VLAN1, VLAN2 and VLAN3 in turn 
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couple to respective routers 160, labeled router A, router B 
and router C, which are provided by wireleSS Service pro 
viders A, B and C respectively. These routers in turn couple 
to the Internet 170. As shown, one or more access control 
lers, e.g., computer Systems configured to determine or 
control network Service access, may be provided for each of 
the wireleSS Service providers. The access controllerS oper 
ate to Verify user or Subscriber access to the respective 
provider's network. FIG. 2 illustrates access controller A, 
acceSS controller B and access controller C. AS Shown, 
acceSS controllers A and B are coupled to router A and router 
B respectively. However, the access controller may be 
located outside of the local network 130, e.g., may be 
comprised on any of various locations on the Internet, as 
shown with respect to access controller C. 
0107. In this embodiment, the data structure may store an 
identification information/VLAN tag mapping, e.g., an SID/ 
VLAN tag mapping, which operates to map the user to the 
appropriate VLAN of the user's wireless service provider. 
Thus, on the wired network to which the access points 120 
are connected, the use of a different VLAN for each wireless 
Service provider operates to Separate data traffic on the wired 
network for each of the wireless service providers. It should 
be noted that one or more of the access points 120 may 
include software which implements a plurality of virtual 
access points, described above, each of which may corre 
spond to a particular wireless service provider or VLAN. 
0108) As shown, each of VLAN1, VLAN2 and VLAN3 
may be supported by one or more Ethernet Switches which 
support tagged VLANs (IEEE 802.1q). In addition, each 
Switch may also support IEEE 802.1p, which provides for 
various quality of service (QoS) metrics. This enables the 
Switches to enforce certain predefined quality of Service 
metrics for any given port or virtual port contained within 
the network. As shown in FIG.3, it is also noted that a router 
may be present on more than one VLAN. As shown, FIG. 
3 includes an 802.1q Switch which couples to three acceSS 
points referred to as access point 1 (AP1), access point 2 
(AP2), and access point 3 (AP3). As shown, a router labeled 
Router C may be coupled to two or more VLANs as shown. 
0109). Using VLANs, each access point 120 preferably 
has the ability to transmit/receive on one or more VLAN IPs 
to one or more wireleSS Service providers. This permits, but 
does not require, that each wireleSS Service provider use its 
own network numbering plan. At most, each wireleSS Service 
provider may have an access controller and a router at each 
coverage location. As shown in FIGS. 2 and 3, the access 
controller is not required to be physically located at the 
coverage location, but rather may be located anywhere. 
0110 FIG. 4-Multiple WSP Network Access 
0111 FIG. 4 is a flowchart diagram illustrating a method 
of allowing roaming access and/or Selective access to a 
wireleSS network System. In one embodiment, as described 
above, the PCD 110 includes wireless service provider 
identification information (called “identification informa 
tion' herein), preferably comprising a System ID, Stored in 
the memory of the PCD 110. The identification information 
may include information which identifies one (or more) 
wireless service providers to which the user of PCD 110 is 
a subscriber. As noted above, the System ID may be an IEEE 
802.11 SSID or ESSID. The wireless Service identification 
information may also be an IP address in a Bluetooth 
wireleSS network. 
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0112 The network access method of the present inven 
tion may be operable to receive and use the identification 
information to facilitate roaming, e.g., to allow a particular 
wireleSS Service of a plurality of possible wireleSS Services 
to be Selected and used for a user operating on the network. 
AS discussed further below, the identification information 
may also store access level information which may be used 
to indicate a network acceSS or privilege level. This Stored 
access level information may be used to Selectively allow 
user access to different parts of the network. 
0113 As shown, in step 402 the user connects to the 
network (e.g., to an access point of the network). For 
example, the user may be walking in an airport with a 
portable computing device and may connect in a wireleSS 
fashion to an acceSS point located at the airport. In another 
Scenario, the user may enter a hotel room and connect in a 
wireless fashion to an Ethernet port in his/her room which is 
connected to the network. In another Scenario, the user may 
enter an office of a business, Such as a law firm or corpo 
ration, and may connect in a wireleSS fashion to an acceSS 
point located in that office. Thus, the user may connect to the 
network or an access point of the network in any of various 
locations in a wireleSS fashion. 

0114. In step 404 the personal computing device (PCD) 
110 of the user may transmit wireless service provider 
(WSP) identification information (ID information) to an 
access point (AP) 120 of the network. The identification 
information may take any of various forms. In one embodi 
ment, the identification information comprises a System ID 
(SID), e.g., an ESSID, according to IEEE 802.11. As dis 
cussed above, IEEE 802.11 (wireless Ethernet) is designed 
to Support multiple overlapping wireleSS LANS in a given 
coverage area. IEEE 802.11 uses the System ID (SID), or 
ESSID, to “select” which LAN to use, and thus the access 
point with which to associate. In this embodiment each 
System ID may be uniquely associated with a respective 
wireleSS Service provider, and thus the user may configure 
the System ID on his/her PCD 110 to uniquely identify the 
wireleSS Service provider which the user has selected or to 
which the user has Subscribed. The identification informa 
tion may also or instead be a MAC (media access controller) 
ID which is comprised on a wireless Ethernet card of the 
personal computing device used by the user. The MAC ID 
may perform a similar purpose in Selecting the wireleSS 
Service provider. AS noted above, the identification infor 
mation may take various forms. For example, the identifi 
cation information may simply comprise the name of the 
respective provider and the appropriate access information, 
which may be contained in a digital certificate. In various 
embodiments, the identification information may comprise 
other types of wireleSS Service provider identification as 
desired. 

0115) In prior art systems, access points are only able to 
“listen for one System ID which corresponds to one wire 
leSS Service provider. According to one embodiment of the 
invention, each access point 120 may be operable to "listen 
for” or “detect a plurality of different sets of identification 
information, e.g., a plurality of different System IDs, which 
may correspond to a plurality of different possible wireleSS 
Service providers, or which may correspond to unknown 
wireleSS Service providers. Thus, each AP may be set up to 
“listen' for all types of identification information, e.g., listen 
for all SIDs, and to answer all queries from PCDs 110, even 
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if the identification information or SID is not recognized by 
the particular AP 120. Alternatively, each of the access 
points may be operable to broadcast requests for identifica 
tion information. For example, each of the access points may 
periodically broadcast requests for SIDS. Alternatively, each 
of the acceSS points may periodically broadcast recognized 
System IDs to the PCDs, i.e., broadcast the sets of SIDs the 
access point Supports, wherein the PCDS may respond to this 
broadcast by providing the identification information. 

0116. In step 406 the access point 120 to which the user 
has connected may transmit known geographic location 
information to the network (e.g., to a wireless Service 
provider on the network). This known geographic location 
information may originate from the AP 120 or from the PCD 
110 of the user. As discussed further below, this known 
geographic location information may be used in various 
ways. For example, the geographic location information 
may be used in Selecting among two or more possible 
wireleSS Service providers to which the user has previously 
Subscribed, or may be used in Selecting the default provider. 

0117 The geographic location information may also be 
used in determining the network Services or access privi 
leges of the user, or used in determining charging aspects of 
the use. For example, this known geographic location infor 
mation may be used to determine whether a third party payS 
for the network access of the user. AS one example, an 
employer of the user (employee) may have previously 
directed that the employer will pay for network access of the 
employee if the employee is located in an airport or hotel, 
but not if the employee is located, for example, in a bar. The 
known geographic location may also be used to determine a 
charge rate, based on various incentive or sponsorship 
programs of which the user is a member. For example, the 
user may receive a discount if he/she uses network acceSS 
from certain locations, Such as a certain business, a certain 
airport club, etc. The known geographic location informa 
tion may also be used to Selectively provide different access 
or privilege levels based on the geographic location, e.g., a 
user may have greater privilege/access levels at a first 
geographic location than from a Second different geographic 
location. This known geographic location information may 
further be used to provide services to the user which are 
dependent upon the geographic location of the user. For 
more information on the use of geographic location infor 
mation for providing geographic based Services, please See 
U.S. Pat. No. 5,835,061, referenced above. 

0118. In step 412 the wireless service provider may 
examine the received identification information, e.g., the 
System ID, or other identification information and determine 
whether the received identification information is known or 
recognized. In Step 412 the method may also determine if 
other id information is valid. If the identification information 
is determined to not be known, e.g., the System ID is 
unknown, then in Step 422 the method may perform pro 
cessing to account for the unknown identification informa 
tion. Step 422 may also involve performing processing for 
an unknown or incorrect digital certificate or other unknown 
information. 

0119). In step 422, where the identification information is 
determined to not be known or recognized, the method may 
select a default wireless service provider for the user for 
network access. The default wireleSS Service provider may 
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be the provider who maintains the wireleSS network System 
being used, or may be a randomly Selected provider. In Step 
423 the user may be required to register with this provider 
to gain network access. This provider may then arrange for 
ad hoc billing of the user, Such as by credit card. For 
example, the provider may present a web page on the user's 
PCD 110 requesting the user to enter credit card information 
for access to the network. Operation then proceeds to Step 
432. 

0120 Also, if the identification information is determined 
to not be known, the acceSS or privilege level of the user may 
be set to the lowest possible level. This, for example, may 
allow the user to only have access to certain limited local 
resources, but no external access, e.g., to the Internet. Thus, 
for example, where the APS 120 are located in an airport, the 
user having a low access level, e.g., the user whose identi 
fication information is not known, may be granted access to 
certain local resources, Such as coffee shops, bookStores, and 
advertising on the local LAN at the airport, but may not be 
provided with Internet access. Access to local resources may 
be allowed Since this does not require the use of external 
facilities and hence does not consume off-property band 
width, and thus is relatively inexpensive to provide. Alter 
natively, if the identification information of a user is deter 
mined to not be known, the System may provide Some form 
of external access, which may be billed Separately by an 
external Internet provider, without the user being able to 
View or use any local network resources. 

0121) If known identification information is determined 
to be received in step 412, then in step 416 the method may 
determine the wireleSS Service provider which corresponds 
to the identification information (e.g., the System ID). In the 
preferred embodiment, a data Structure comprising wireleSS 
Service provider information is Stored in each of the acceSS 
points 120. In this embodiment, the respective access point 
with which the user is communicating receives the identi 
fication information and uses the identification information 
to obtain the appropriate or corresponding wireleSS Service 
provider to which the user of the PCD 110 is subscribed. In 
Step 418 the respective access point 120 may also access the 
data Structure to determine the appropriate acceSS method or 
access level for providing data or packets to the respective 
wireleSS Service provider. For example, the respective acceSS 
point 120 may access the data Structure to analyze the 
respective SID/VLAN tag to determine the VLAN tag to use 
for the respective wireleSS Service provider. In one embodi 
ment, the respective acceSS point 120 may instead access this 
information from a separate data structure stored in MIB 
150. 

0122) In an alternate embodiment, the PCD 110 of the 
user may provide all of this information to the access point 
120. In this embodiment, the data structure containing the 
wireleSS Service provider data and acceSS information may 
not be required to be stored in the access points 120 or on 
the network. Alternatively, data may be Stored on the net 
work 130, e.g., in the access points 120 or in the MIB 150, 
which is used only to validate this information received from 
the user. 

0123. As discussed above, the data structure is preferably 
a table comprising a plurality of three-tuples wherein each 
tuple Stores a set of identification information, the corre 
sponding wireleSS Service provider associated with that 
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identification information, and access information associ 
ated with that wireleSS Service provider and/or the user. An 
example of this data structure is shown in FIG. 5. The data 
structure shown in FIG. 5 includes five different sets of 
three-tuples. It is noted that the data Structure may take any 
of various forms. 

0.124. The access information may include an access 
method, possibly including a destination address, or other 
method by which data packets are routed to/from the respec 
tive site of the wireless service provider, or other method 
which directs that network access be provided by that 
wireleSS Service provider. The access information may also 
include a SID/wired transport mechanism mapping, Such as 
a SID/VLAN tag mapping. The access information may also 
include an acceSS level or privilege level that indicates 
which network resources that the user may access, e.g., 
whether the user is only allowed access to resources on the 
local network 130, or is only or in addition allowed external 
access, Such as Internet access. 
0.125 Thus, when the access point 120 receives the 
identification information, the access point may simply use 
the identification information to indeX into a table containing 
this information to determine the appropriate wireleSS Ser 
Vice provider and the respective acceSS method and/or 
acceSS level. 

0126. It is noted that each of steps 412,416 and 418, and 
422 may be performed as one action or a Series of related 
actions. In other words, when the access point 120 receives 
the identification information, if the identification informa 
tion does not indeX into any of the entries in the data 
Structure or table, then the identification information or 
System ID is determined to be unknown or not associated 
with a respective wireleSS Service provider as determined in 
Step 412. In this case, the default provider and default access 
level may be selected as performed in step 422. If the 
identification information does indeX properly into an entry 
of the table, but the corresponding wireleSS Service provider 
does not have the necessary equipment to accommodate the 
user, then this may also be treated as unknown identification 
information, where another provider or the default provider 
may be Selected as performed in Step 422. 
0127. If the identification information properly indexes 
into the table, then in steps 416 and 418 information from the 
respective entry of the table is accessed and used to deter 
mine a corresponding wireleSS Service provider which can 
accommodate the user's network access, as well as the 
asSociated method and acceSS level for providing network 
acceSS using the wireleSS Service provider. 
0128. After the wireless service provider and associated 
acceSS method/level have been determined in each of Steps 
416 and 418, then in step 432 network access or network 
Services may be provided to the portable computing device 
110 through the determined wireless service provider. For 
example, in step 432 the access point 120 with which the 
user is communicating may operate to provide data to/from 
a destination Specified by the determined wireleSS Service 
provider using the method specified by the determined 
wireleSS Service provider, e.g., the method comprised in the 
table or data Structure. In one embodiment, the access point 
120 may operate simply as a bridge or router which operates 
to forward or route packets to the appropriate destination, 
e.g., to the wireless service provider's network device 160 or 
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to the provider's site. AS noted above, the wireleSS Service 
provider may provide a network device 160 such as a router, 
which operates to route packets to the provider's site or 
otherwise Simply allow Internet access to the user. Thus in 
Step 432 the method allows the personal computing device 
of the user access to the network using the user's provider. 
0129. In another embodiment, the access point 120 itself 
operates as a router to route packets to the determined 
wireleSS Service provider's Site, which may be located on the 
Internet. Thus, in this embodiment, the wireless service 
provider may not be required to provide any type of network 
device 160 to enable network access for its respective 
subscribers. Rather, data packets from the PCD 110 of the 
user may be routed to the wireleSS Service provider's site on 
the Internet, which may be located in any location. 
0130. In step 432 data is communicated between the PCD 
110 and the respective destination specified by the wireless 
Service provider preferably using a Secured technique. 
Examples of possible Secured techniques include Layer 2 
forwarding; various tunneling protocols such as PPTP, 
IPSEC, GRE, and IP-in-IP; and tagged VLANs (IEEE 
802.1q), among others. 
0131. In one embodiment, in step 432 the access point 
120 operates to direct PCDs 110 to an available communi 
cation channel, e.g., an available RF channel or other 
wireleSS channel, possibly based on information received 
from the PCD 110. Thus the access point 120, not the PCD 
110, may assign channels for communication. For example, 
the access point 120 may operate to direct a PCD 110 to an 
available communication channel (e.g., an RF channel) 
based on the identification information, e.g., the SID, 
received from the PCD 110. The access point 120 may also 
operate to direct the PCD 110 to an available communication 
channel based on other types of identification or authenti 
cation information, or on the determined access level of the 
PCD. This allows an access point 120 to separate the 
communication traffic onto different channels based on the 
wireleSS Service provider being used, or based on the acceSS 
or privilege level of the PCD 110. For example, the access 
point 120 may assign a PCD 110 a communication channel 
based on whether the PCD 110 has access to private portions 
of the network. 

0.132. In step 434 the selected wireless service provider 
may record charges for the network access. In one embodi 
ment, each of the wireleSS Service provider's respective 
devices 160 may maintain Separate charge/billing informa 
tion for each of their respective subscribers. Thus, the 
network device 160 of the selected wireless service provider 
may record charges for the network access of the user. 
Alternatively, a computer System coupled to the network 
130, such as the MIB 150, or another computer system, may 
receive information from the wireless access point 120 as to 
the determined wireleSS Service provider, and the computer 
System may maintain billing/charging information for each 
of a subset or all of the wireless service providers. In one 
embodiment, billing information for the user may be stored 
on the PCD 110 and may be provided to the AP 120. 
0.133 AS noted above, network charging information 
may also be based on known geographic information, as 
well as, for example, Sponsorship or demographic informa 
tion of the user, which may be provided to the access point 
in a digital certificate. 
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0.134. As noted above, the data structure or table con 
taining wireleSS Service provider information may be Stored 
in each of the access points 120. Alternatively, the data 
Structure may be Stored in a separate computer System, Such 
as the MIB 150. In this latter instance, each of the access 
points 120 may operate to forward the identification infor 
mation to the MIB or other computer system 150, and this 
computer system may perform steps 412, 416 and 418 of 
determining the appropriate wireleSS Service provider and 
corresponding acceSS method, or Selecting the default pro 
vider. Once the wireleSS Service provider and acceSS method 
have been determined in this embodiment, this information 
may be forwarded to the respective access point 120 for 
proper routing, or the respective access point 120 may 
forward data received from the PCD 110 of the user to the 
MIB 150 or an associated router for proper routing to the 
respective wireless service provider's device 160 or to the 
appropriate Site on the Internet. 

0135 Thus, in step 432 the PCD 110 of the user is 
allowed to obtain network access through his previously 
chosen wireleSS Service provider, i.e., through the wireleSS 
Service provider to which the user has previously Sub 
Scribed. AS noted above, the wireleSS Service provider, may 
operate to maintain billing/charging information through its 
equipment 160, at its site, or through a shared resource Such 
as MIB 150. As also noted above, the billing information 
may be stored on the PCD 110 of the user, e.g., in the user's 
digital certificate. In this case, if the AP 120 answers the 
query of the PCD 110 and allows access after confirming the 
identification information, the System allows for roaming 
and billing. This effectively allows users to roam on various 
network infrastructures, e.g., allows a user who is a Sub 
Scriber of wireleSS Service provider A to roam on a network 
infrastructure operated and maintained by WireleSS Service 
provider B. Alternatively, certain portions of the network 
infrastructure may be built and maintained by a third party 
who is not a wireleSS Service provider, and Subscribers of 
each of the various wireleSS Service providers may be able 
to roam onto this network, perhaps with a Small fee being 
paid to the manager of the network infrastructure in addition 
to the fee normally paid to the wireless service provider for 
network access. Further, users who have never previously 
subscribed to a wireless service provider may be allowed to 
communicate with an AP 120 and select a wireless service 
provider, or be assigned the default wireleSS Service pro 
vider, for network access. 

0136. Different Access Levels 
0.137 AS noted above, in one embodiment, the data 
Structure or table may store one or more different acceSS 
methods depending upon an access level received within the 
identification information. Thus, referring back to FIG. 1, 
the network 130 may provide certain local network 
resources as well as external Internet access which may both 
be available to users having a first access level. Users with 
a Second, lower, access level may not be entitled to external 
access, but may be simply able to view or utilize certain 
local network resources on network 130. Users may also be 
selectively allowed to make 802.11 voice calls using the 
network, depending on access level. 
0.138 For example, in an airport Scenario, a non-recog 
nized user, or a user paying a lower fee, may have an 
acceSS/privilege level that only allows him/her access to 
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local content Such as various airport advertising, airport 
information Such as the layout of the airport, including 
where the restrooms, restaurants, etc. are located, flight 
information, etc., but does not allow the non-recognized user 
external access, e.g., acceSS to the Internet. A non-recog 
nized user would of course also not have any access to 
private corporate LANS maintained on this network, Such as 
the corporate LANs of airlines located at the airport. 

0.139. If the wireless network system provides a mecha 
nism for the user to register or Subscribe to a wireleSS Service 
provider, then the user may do So and receive Internet acceSS 
through that Selected provider. AS another alternative, the 
network System may provide a mechanism for the user to 
register or Subscribe to an external wireleSS Service provider, 
e.g., an external ISP, perhaps with a Small referral fee paid 
to the maintainer of the network System. 
0140 Alternatively, the network 130 may provide vari 
ous local resources as well as external Internet access which 
may both be available to users having a first access level, and 
users with a Second acceSS level may not be entitled to view 
or utilize these local network resources on network 130, but 
may be simply provided Some form of external access, Such 
as external telephone acceSS using Voice over Internet Pro 
tocol (VoIP) or possibly a pathway to the Internet. 
0141 For example, where the network 130 and one or 
more wireleSS access points 120 are comprised in an airport, 
one or more airlines may maintain various computing 
resources on the local network 130 which are usable solely 
by airline employees and perSonnel. In this embodiment, 
PCDs 110 of airline employees may comprise identification 
information which indicates an acceSS level that allows them 
access to the various computing resources on the network 
130. Thus, employees of a first airline such as American 
Airlines may have first access level information Stored on 
their PCD 110 that entitles them to utilize certain American 
Airline computing resources on the network 130, whereas 
employees of Delta Airlines may have Second, different, 
access level information stored on their PCDs 110 which 
enables use of only Delta Airlines computing resources 
located on the network 130, etc. Those users who are not 
airline employees or perSonnel may have acceSS information 
stored on their PCDs 110 which only allows them external 
access to the Internet and use of certain non-private local 
resources, but does not allow them to view or use any of the 
private computing resources on the network 130. Thus, 
PCDs 110 of users may store various access level informa 
tion comprised within the identification information which 
Selectively allows access to certain resources on the local 
network 130. This effectively facilitates private and public 
portions of the network 130. 

0142. As another example, consider an office, Such as a 
law firm office or busineSS which maintains one or more 
wireless or wired access points 120. Employees of the office 
may have first access level information (possibly of varying 
degrees) stored on their PCDs 110 which grants them access 
to selected resources or all resources on this network 130. 
However, visitors to this office which do not have this 
privilege or acceSS level may be detected by a wireleSS or 
wired access point and not be allowed to view or use any of 
the resources on the local network 130, but rather may 
simply be provided a port for complimentary (or billable) 
external access to the Internet. Thus, a Visitor or customer of 
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the business who is physically present in the office and 
desires Internet access may utilize his PCD 110 to gain 
access to the Internet through the local network of the office 
130, without the visitor or customer being able to view any 
of the computing resources, file Servers, etc., of that local 
network 130. In addition, if the user's corporate intranet is 
web-based, the user may be allowed access to his own LAN 
computing resources remotely. This allows a business to 
provide customers and Visitors with Internet access through 
its network 130 without compromising the security of the 
network 130. 

0.143 As noted above, in one embodiment, the known 
geographic location information may also be used to Selec 
tively provide different access or privilege levels based on 
the geographic location, e.g., a user may have greater 
privilege/access levels at a first geographic location than 
from a Second different geographic location. For example, 
where the network 130 and one or more wireless access 
points 120 are comprised in an airport, a user may have a 
greater acceSS level and hence access to more network 
resources from, for example, an airline club Such as an 
Admiral's club, and the same user may have a lesser acceSS 
level and hence access to fewer network resources from an 
airline gate. Thus the access level of a user may be based at 
least partly on the geographic location of the user. This may 
possibly be based on various agreements negotiated by 
Service providers to “reward' users who are present at their 
geographic location. In a similar manner, the network charge 
rate may also be based on the geographic location of the 
USC. 

0144. Thus, in step 418, where the method determines an 
acceSS method for the wireleSS Service provider, the method 
may also determine one or more acceSS levels or privilege 
levels contained within the identification information to 
determine whether the user should be provided with Internet 
acceSS or should only have access to local resources on the 
network. The method may also determine the known geo 
graphic location of the user to aid in determining the access 
level as described above. 

0145. In step 432 the access point 120 or MIB 150 or 
other device operates to provide or route data depending 
upon this acceSS level. Thus, users with the appropriate 
acceSS level may have Internet access as well as be able to 
view and use resources on the network 130, while users 
lacking this necessary acceSS level may simply be provided 
with certain local network resources and not have any 
Internet access. Alternatively, users having a lower acceSS or 
privilege level may be provided Some form of external 
access, Such as local telephone acceSS using VoIP, 802.11 
Voice calls, or possibly complimentary Internet access, with 
out being able to view or use certain private network 
CSOUCCS. 

0146 FIG. 6: Selective Access To A Wireless Service 
Provider 

0147 FIG. 6 illustrates one exemplary embodiment, 
where a PCD 110A of a first user comprises identification 
information including an access level which indicates that 
the user has access only to the computing resources on the 
local network 130. In this instance, once this access level has 
been verified, Such as by a lookup in the table or data 
structure, data or packets from the PCD 110A may be routed 
to various computing resources on the local network as 
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shown by the arrows designated “1”. For example, packets 
from PCD 110A may be routed to virtual access point 602B 
which is associated with local network 130. In contrast, PCD 
110B of a second user comprises identification information 
which includes a higher acceSS level which encompasses 
accessing local resources on network 130 as well as Internet 
access. In this instance, in addition to local network access, 
data or packets may also be routed from the PCD 110B 
through the acceSS point 120 and directly out to an external 
access port for Internet acceSS. Thus, the user who does not 
have the appropriate acceSS or privilege level is able to view 
or use any computing resources on the network 130, but 
cannot gain Internet access through the network 130. AS 
noted above, the System can also be configured whereby the 
user who does not have the appropriate acceSS or privilege 
level is only allowed Internet access, and users with higher 
privilege levels are able to view or use computing resources 
on the network 130. 

0148 Thus, the present invention enables two or more 
wireleSS Service providers to utilize a common Set of wire 
leSS or wired access points to provide their respective 
Services to a potentially overlapping Set of customers. This 
allows use of a Single network infrastructure, which mini 
mally impacts the wireleSS spectrum available at a location 
while allowing the maximum possible number of wireleSS 
Service providers to offer their network acceSS Services. In 
addition, the System and method described herein allows 
subscribers of a wireless service provider A to be able to use 
the network access service provided by wireless service 
provider B in a location otherwise not serviced by provider 
A without necessarily requiring any relationship with pro 
vider B and vice versa. This allows a confederation of 
wireleSS Service providers to offer network access to a larger 
footprint of locations, which offers more value to each of 
their respective Subscribers. 
014.9 The system may thus allow network access from 
multiple different providers. For example, one communica 
tion service may be referred to as a Wayport network 
(Wayport is a Registered Trademark of Wayport, Inc. of 
Austin, Tex.). A Wayport network may be compatible with 
other types of Similar networks maintained by other com 
panies. For example, if Wayport networks are installed in the 
Austin-Bergstrom International airport and similar 'XYZ 
networks are installed in a hotel in downtown Austin, a user 
that has subscribed to Wayport networks may be able to use 
the services offered at the downtown hotel by XYZ. More 
Specifically, a user that has registered with a Wayport 
network (e.g., has entered demographic data and agreed to 
pay transaction costs) may not need to register with XYZ. 
The user may use other wireless Service providers (e.g., 
XYZ networks) and still only be billed from one company 
(e.g., the provider of the Wayport network with which the 
user is registered). This may be accomplished through 
agreements established between different wireleSS Service 
providers. 
0150. In one example, a Wayport network-registered user 
attempts to connect to the XYZ network in the downtown 
hotel. In the embodiment described herein, the access point 
120 maintained by the XYZ network still answers or com 
municates with the PCD 110, even though the PCD 110 
provides identification information that is different from, 
and possibly not even recognized by, the access point 120. 
In this example, assume the XYZ network notices from the 
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PCD ID information that the user is not registered on the 
XYZ network, but is registered on the Wayport network. The 
XYZ network may perform a verification of the PCD ID by 
querying a database of registered PCD IDs on the Wayport 
network. The XYZ network may acquire demographic infor 
mation from, or using, the credentials of the user. If the 
credentials of the user are not acceptable, access to the XYZ 
network may be denied. If the credentials are acceptable, the 
XYZ network may grant the user access to various goods, 
information and/or service providers. The XYZ network 
may inform the user (via a message on the user's PCD) that 
there is an additional cost for accessing the XYZ network as 
a non-registered user. The user may then have the choice of 
paying the additional fees for the Services or disconnecting. 
In addition, the user may have the option of registering with 
the XYZ network to avoid paying roaming fees. 
0151 Wireless AP Usage of Multiple Channels 
0152. A wireless access point 120 can use one of a 
plurality of different RF (radio frequency) channels for 
communication with portable computing devices of users. 
For example, a wireleSS access point 120 can use one of RF 
channels 1 through 11. As is well known, RF channels 1, 6 
and 11 are non-overlapping, with the remainder of these 
channels being partially overlapping with other channels. 
0153. According to one embodiment of the present inven 
tion, each wireleSS acceSS point can communicate on one or 
more, e.g. a plurality of or all of, the available wireleSS 
channels, e.g., the available RF channels. Furthermore, each 
access point 120 can control which channel the portable 
computing device 110 of a client is able to use. In one 
embodiment, each portable computing device may Scan each 
of the RF channels until it detects a wireless access point 120 
on one of the channels. 

0154) In one embodiment, one or more of the wireless 
access points may each utilize a plurality of the RF channels, 
e.g., may use each of the non-overlapping channels 1, 6 and 
11 to effectively provide up to three times the normal 
channel capacity. Thus, the wireless access point 120 may be 
able to control allocations of a plurality or all of the 
respective RF channels to selectively obtain higher band 
width when appropriate, or to Simply accommodate a greater 
number of Subscribers. Thus, if a wireleSS acceSS point using 
only one RF channel could only handle fifty PCDs 110 on 
that respective channel, the wireleSS access point may oper 
ate to use all three non-overlapping RF channels to effec 
tively triple this capacity to a total of 150 simultaneous 
PCDS 110. 

O155 As another example, if the wireless access point 
120 is only communicating with one portable computing 
device 110, then the wireless access point 120 may option 
ally or Selectively use each of the three non-overlapping RF 
channels to produce effectively three times the bandwidth 
for this communication. AS additional portable computer 
devices engage in communication with the respective wire 
less access point, 120, the wireleSS acceSS point 120 may 
selectively allocate different channels to different ones of 
these PCDs as needed. Further, if more than three PCDs are 
communicating with the respective wireleSS access point, 
the wireless access point 120 may partition one or more of 
the respective channels for the respective users, Such as by 
using wireless Ethernet Collision Sense Multiple Access/ 
Collision Detection (CSMA/CD) or other multiple access 
schemes such as TDMA, FDMA, or CDMA, among others. 
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0156. In one embodiment, as described above with 
respect to Step 432, the acceSS point 120 operates to direct 
PCDs 110 to an available channel, possibly based on infor 
mation received from the PCD 110. Thus the access point 
120, not the PCD 110, may assign channels for communi 
cation. For example, the access point 120 may operate to 
direct a PCD 110 to an available communication channel 
(e.g., an RF channel) based on the identification information, 
e.g., the SID, received from the PCD 110. The access point 
120 may also operate to direct the PCD 110 to an available 
communication channel based on other types of identifica 
tion or authentication information, or on the determined 
access level of the PCD. This allows the access point 120 to 
Separate the communication traffic onto different channels 
based on the wireleSS Service provider being used, or based 
on the access or privilege level of the PCD 110. For 
example, the access point 120 may assign a PCD 110 a 
communication channel based on whether the PCD 110 has 
access to private portions of the network. 

O157 FIG. 7: Initial PCD Communication with AP 
0158 FIG. 7 is a flowchart diagram illustrating operation 
of initial communication of a user's PCD with an access 
point in a wireleSS distributed network System, according to 
one embodiment of the invention. Here it is presumed that 
a user having a PCD comes within proximity of an AP and 
begins wireleSS communication with the AP, AS shown in 
step 702 the AP detects the PCD. Here it is noted that several 
different mechanisms may be used to initiate communication 
between an AP and a PCD. In one implementation, the PCD 
may transmit a “probe' signal to the AP containing an SID, 
e.g., an ESSID as specified in IEEE 802.11, indicating a 
particular WSP. Here it is presumed that the PCD stores the 
SID, e.g., the ESSID, corresponding to a pre-selected WSP 
to which the user of the PCD has previously subscribed. The 
AP may then respond to the probe by transmitting connec 
tion information corresponding to this ESSID. In this imple 
mentation, the PCD simply transmits the ESSID to the AP to 
indicate to the AP the Selected WSP of the PCD. In a second 
implementation, the AP may “beacon” or provide continu 
ously a list of ESSIDs corresponding to all of the WSPs that 
are Supported by that AP, AS noted above, each Supported 
WSP has a corresponding ESSID and also has a correspond 
ing virtual AP, i.e., virtual AP Software comprised on the 
physical AP that implements or presents a virtual AP that is 
used for that WSP. In this implementation, the AP continu 
ously broadcasts or beacons the list of possible ESSIDs. The 
PCD receives this beacon, analyzes the possible ESSIDs, 
and selects an ESSID to provide back to the AP. For 
example, if the PCD has previously registered with or 
Subscribed to a chosen WSP, and the PCD detects that the 
ESSID of this previously selected WSP is included in the 
beacon, then the PCD typically will select the WSP and 
transmit the ESSID corresponding to the previously selected 
WSP. If the PCD has previously subscribed with a WSP that 
is not present in the list of beaconed ESSIDs that are 
beaconed by the AP, then the PCD may use some secondary 
choice or algorithm to select a WSP that is supported by this 
AP, even though the PCD may not have previously sub 
scribed with or have a relationship with this WSP. For 
example, the PCD may simply select a default WSP from the 
list of available WSPs if the preferred WSP is not supported 
by that AP Alternatively, the PCD may analyze signal 
Strength or may utilize billing/charging information in 
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evaluating which WSP to select based on the list of available 
WSPs as indicated by the list of ESSIDs transmitted by the 
AP. 

0159. In step 704 the PCD then transmits the ESSID to 
the AP in a data packet. AS noted above, the transmitted 
ESSID may be the ESSID that is stored on the PCD which 
corresponds to the WSP previously selected by the PCD, i.e., 
to which the PCD has previously subscribed. Alternatively, 
the PCD may transmit an ESSID that is selected from a list 
of possible ESSIDs beaconed by the AP. 
0160. In step 706 the software executing on the AP (or 
device coupled to the AP) operates to extract user ID 
information from the packet received from the PCD. In one 
embodiment, the user identification information may com 
prise a MAC ID of the network interface card (NIC) 
comprised on the PCD. Alternatively, the user ID informa 
tion may comprise any other information that is Suitable for 
particularly identifying either the user or the PCD of the 
user. The user ID information is preferably comprised in 
each packet transmitted by the PCD to enable each packet to 
be properly routed to a corresponding virtual AP and wired 
transport mechanism as discussed below. 
0.161 In step 708 the software executing on the AP stores 
the user ID information, e.g., the MAC ID, into a table 
corresponding to the ESSID transmitted by the PCD in step 
704. Thus, in step 708 the user ID information is associated 
with the ESSID and hence with the Selected WSP. As 
discussed further below, this table can later be accessed on 
receipt of Subsequent packets to associate the user ID 
information contained in received packets with the corre 
sponding ESSID and hence with the chosen WSP and 
corresponding wired transport mechanism, e.g., VLAN tag. 
0162. In step 710 the AP determines the wired transport 
mechanism, e.g., the VLAN tag based on the ESSID. 
0163 Finally, in step 712 the virtual AP software corre 
sponding to the determined ESSID executes and operates to 
transmit the packet into the wired network (VLAN) using 
the wired transport mechanism, e.g., using the VLAN tag 
that corresponds to the ESSID, 
0164 FIG. 8: PCD Communication with AP 
0.165 FIG. 8 is a flowchart diagram illustrating operation 
of PCD communication with an AP after an association 
event has occurred, i.e., after the method described in FIG. 
7 has been executed to create an entry in the table of the AP 
associating the user ID information of the PCD with a 
corresponding ESSID and hence with a selected WSP. 
0166 As shown, in step 802 the AP receives a packet 
from the PCD. Each packet provided from the PCD com 
prises or includes user ID information which identifies the 
Source or the PCD from which the packet originates. 

0167. In step 804 the AP determines the user ID infor 
mation comprised within the packet. In one embodiment, the 
user ID information is a MAC ID as discussed above. 
However, the user ID information may comprise other types 
of identification, Such as an IP address as Specified in the 
Blue Tooth wireless communication standard. 

0.168. In step 806 the AP accesses the table comprised 
within the AP to determine the corresponding ESSID and 
wired transport mechanism based on the user ID informa 
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tion. In other words, when the association event occurs 
initially between the PCD and the AP, the table entry is 
created as described above in step 708; this table is then 
accessed on receipt of Subsequent packets transmitted by the 
PCD to determine the ESSID and wired transport mecha 
nism, e.g., VLAN tag, based on the user ID information. 
Thus, the table association created in step 708 is accessed in 
step 806 for each subsequent packet. 
0169. In step 808 the virtual AP software corresponding 
to the determined ESSID transmits the packet received from 
the PCD onto the wired network using the determined wired 
transport mechanism. For example, the Virtual AP may 
transmit the packet onto a LAN using the VLAN tag 
determined in step 806. 
0170 FIG. 9: Packets Arriving from Wired Medium to 
the AP Destined for a PCD 

0171 FIG. 9 is a flowchart diagram illustrating operation 
when incoming packets arrive at the AP from the wired 
medium which are destined for one of the PCDs in com 
munication with the AP. 

0172. As shown, in step 902 the AP receives a packet 
from the wired medium that is intended for one or more 
PCDs that are in communication with the AP 

0173. In step 904 the AP operates to parse the packet to 
determine the VLAN tag associated with the arriving packet, 
i.e., or comprised within the arriving packet, and also to 
determine the destination user ID information contained 
within the incoming packet. Incoming packets received from 
the wired medium may include user ID information corre 
sponding to the destination PCD. For example, in IEEE 
802.11 wireleSS Ethernet, the incoming packet may include 
a MAC ID corresponding to the destination network inter 
face card (NIC) of the PCD. This user ID information is 
extracted or obtained from the packet in step 904. 
0174) In step 906 the AP may optionally ensure that the 
arriving packet arrived on a VLAN corresponding to the 
VLAN tag determined in step 904 as a security mechanism. 
In general, the incoming packet should arrive on the VLAN 
corresponding to the VLAN tag contained or comprised 
within the packet. If this is determined to not be the case in 
Step 906, than the packet may be a spurious packet or present 
a Security issue, and the packet may simply be dropped. 

0175. In step 908 the AP software accesses its table(s) to 
determine the virtual AP associated with the user ID infor 
mation obtained in step 904. Thus, in step 908 the user ID 
information may be used in conjunction with the table to 
determine the virtual AP corresponding to the user ID 
information. AS noted above, there is preferably a 1 to 1 
correspondence between an ESSID, a corresponding wire 
leSS Service provider, and a corresponding virtual AP. 

0176). In step 910 the virtual AP software executes on the 
physical AP to wirelessly transmit the packet received from 
the wired medium to the PCD as a wireless transmission. 

0177. Therefore, FIGS. 7, 8 and 9 disclose one embodi 
ment of a System and method operating in a distributed 
wireless network system based on IEEE 802.11 wireless 
Ethernet which operates to allow multiple wireless service 
providers to use a common network infrastructure. Addi 
tionally, the system and method described above with ref 
erence to FIGS. 1-9 allows a plurality of service providers 
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to utilize a common Set of access points to provide Service 
to a potentially overlapping Set of customers, thus providing 
subscribers or users with the ability to more fully utilize the 
existing network infrastructure. The System and method 
further provide a distributed wireless network system which 
can Selectively provide different access levels to users of the 
System. 

0.178 While the present invention has been described 
with reference to particular embodiments, it will be under 
stood that the embodiments are illustrative and that the 
invention Scope is not So limited. Any variations, modifica 
tions, additions, and improvements to the embodiments 
described are possible. These variations, modifications, 
additions, and improvements may fall within the Scope of 
the inventions as detailed within the following claims. 
What is claimed: 

1. An access point for providing network access to a 
plurality of computing devices, wherein the access point is 
operable to couple to a network, the access point compris 
Ing: 

a proceSSOr, 

a memory medium coupled to the processor, wherein the 
memory medium comprises program instructions 
executable by the processor, wherein the program 
instructions are executable to: 

receive a plurality of System IDs (SIDs), wherein at 
least two of the plurality of SIDs are used for 
providing wireleSS Ethernet, and 

concurrently utilize the at least two of the plurality of 
SIDs to communicate with the plurality of comput 
ing devices, wherein, in communicating with the 
plurality of computing devices, the program instruc 
tions are further executable to use wireleSS Ethernet. 

2. The access point of claim 1, 
wherein the memory medium further comprises a plural 

ity of SIDs for broadcasting; 
wherein the program instructions are further executable 

to: 

retrieve at least two SIDs of the plurality of SIDs for 
broadcasting from the memory medium; and 

broadcast the at least two SIDs of the plurality of SIDS 
for broadcasting. 

3. The access point of claim 2, 
wherein the broadcast comprises a beacon format. 
4. The access point of claim 2, 
wherein the program instructions are further executable 

to: 

implement a wireleSS protocol Stack. 
5. The access point of claim 4, wherein the wireless 

protocol Stack comprises an IEEE 802.11 protocol Stack. 
6. The access point of claim 1, wherein the plurality of 

SIDS comprise a plurality of IEEE 802.11 System IDs. 
7. The access point of claim 1, wherein the plurality of 

SIDs comprise a plurality of IEEE 802.11 Service Set IDs 
(SSIDs). 

8. The access point of claim 1, wherein the plurality of 
SIDS comprise a plurality of IEEE 802.11 Extended Service 
Set IDs (ESSIDs). 
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9. The access point of claim 1, wherein the plurality of 
SIDS comprise a plurality of IEEE 802.11 Basic Service Set 
IDs (BSSIDs). 

10. The access point of claim 9, 
wherein the plurality of BSSIDs comprise at least one 

media access control (MAC) ID. 
11. The access point of claim 9, 
wherein the plurality of BSSIDs comprise a plurality of 

media access control (MAC) IDs; and 
wherein a first MAC ID of the plurality of MAC IDs is 

different from a second MAC ID of the plurality of 
MAC IDS. 

12. The acceSS point of claim 1, 
wherein the memory medium further comprises a data 

Structure comprising a list of SID entries each indicat 
ing at least one wireleSS Service provider of a plurality 
of possible wireleSS Service providers, 

wherein the program instructions are further executable 
to: 

determine if a received SID of the plurality of SIDS is 
comprised in the list of SID entries, wherein, in 
determining if the received SID of the plurality of 
SIDS is comprised in the list of SID entries, the 
program instructions are further executable to acceSS 
the memory medium and use the received SID; and 

if the received SID of the plurality of SIDS is comprised 
in the list of SID entries, determine a wireless service 
provider indicated by the received SID and provide 
data from a computing device of the plurality of 
computing devices using the received SID to the 
determined wireleSS Service provider. 

13. The access point of claim 12, wherein at least a Subset 
of the SID entries each indicate at least one VLAN. 

14. The access point of claim 13, 
wherein each VLAN specifies a wireless service provider. 
15. The access point of claim 14, 
wherein, in providing data from the computing device to 

the determined wireleSS Service provider, the program 
instructions are further executable to use the at least 
one VLAN indicated by the SID. 

16. The method of claim 12, 

wherein the program instructions are further executable 
to: 

if the received SID is not included in the SID entries, 
provide data from a computing device of the plural 
ity of computing devices using the received SID to a 
default wireleSS Service provider. 

17. The access point of claim 16, 
wherein, in providing data from the computing device to 

the default wireleSS Service provider, the program 
instructions are further executable to use a default 
VLAN. 

18. The access point of claim 16, 
wherein the memory medium further comprises a default 
VLAN tag; and 
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wherein, in providing data from the computing device to 
the default wireleSS Service provider, the program 
instructions are further executable to use the default 
VLAN tag. 

19. The access point of claim 16, 
wherein the memory medium further comprises a default 

tunneling protocol; and 
wherein, in providing data from the computing device to 

the default wireleSS Service provider, the program 
instructions are further executable to use the default 
tunneling protocol. 

20. The access point of claim 12, wherein at least a subset 
of the SID entries each indicate at least one VLAN tag. 

21. The access point of claim 20, 
wherein each VLAN tag Specifies a wireleSS Service 

provider. 
22. The access point of claim 21, 
wherein, in providing data from the computing device to 

the determined wireleSS Service provider, the program 
instructions are further executable to use the at least 
one VLAN tag indicated by the SID. 

23. The access point of claim 12, wherein at least a Subset 
of the SID entries each indicate at least one tunneling 
protocol. 

24. The access point of claim 23, 
Wherein, in providing data from the computing device to 

the determined wireleSS Service provider, the program 
instructions are further executable to use the at least 
one tunneling protocol indicated by the SID. 

24. The access point of claim 24, 
wherein the at least one tunneling protocol indicated by 

the SID comprises PPTP. 
25. The access point of claim 24, 
wherein the at least one tunneling protocol indicated by 

the SID comprises IPSEC. 
26. The access point of claim 24, 
wherein the at least one tunneling protocol indicated by 

the SID comprises Generalized Routing Encapsulation 
(GRE). 

27. The access point of claim 24, 
wherein the at least one tunneling protocol indicated by 

the SID comprises IP-in-IP. 
28. The access point of claim 1, 
wherein the memory medium further comprises a data 

Structure comprising a list of SID entries each indicat 
ing at least one media access control (MAC) ID of a 
plurality of possible MAC IDs; 

wherein the program instructions further executable to: 
determine if a received SID of the plurality of SIDS is 

comprised in the list of SID entries; 
wherein, in determining if the received SID of the plu 

rality of SIDs is comprised in the list of SID entries, the 
program instructions are further executable to access 
the memory medium and use the received SID to 
determine if the received SID of the plurality of SIDS 
is comprised in the list of SID entries; and 
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wherein the program instructions further executable to: 
if the received SID of the plurality of SIDS is comprised 

in the list of SID entries, determine a MAC ID 
indicated by the received SID and communicate with 
a computing device of the plurality of computing 
devices using the received SID and the determined 
MAC ID: 

29. The access point of claim 28, 
wherein a first MAC ID of the plurality of MAC IDs is 

different from a second MAC ID of the plurality of 
MAC IDS. 

30. The access point of claim 1, 
wherein a Subset of the plurality of computing devices are 

portable computing devices. 
31. The access point of claim 1, 
wherein the memory medium further comprises a data 

Structure comprising a list of VLAN tag entries each 
indicating at least one SID of the plurality of SIDs; 

wherein the program instructions are further executable 
to: 

receive information from the network, wherein the 
information from the network comprises a VLAN 
tag, an identification of a computing device of the 
plurality of computing devices, and data for the 
computing device; 

determine if the received VLAN tag is comprised in the 
list of VLAN tag entries; 

wherein, in determining if the received VLAN tag of the 
plurality of VLAN tags is comprised in the list of 
VLAN tag entries, the program instructions are further 
executable to access the memory medium and use the 
received VLAN tag to determine if the received VLAN 
tag is comprised in the list of VLAN tag entries, and 

wherein the program instructions are further executable 
to: 

if the received VLAN tag is comprised in the list of SID 
entries, determine a SID indicated by the received 
VLAN tag, determine the identification of the com 
puting device from the received information, and 
transmit the data to the computing device; 

wherein, in transmitting the data to the computing device, 
the program instructions are further executable to use 
the determined SID and the identification of the com 
puting device. 

32. The access point of claim 31, 
wherein the identification information of the computing 

device comprises a media access control (MAC) ID. 
33. The access point of claim 31, 
wherein the identification information of the computing 

device comprises an internet protocol (IP) address. 
34. An access point operable to concurrently communi 

cate with a plurality of computing devices, wherein the 
access point is further operable to utilize a first wireleSS 
network service System ID to communicate with a first 
Subset of the plurality of computing devices, wherein the 
access point is further operable to utilize a Second wireleSS 
network Service System ID to communicate with a Second 
Subset of the plurality of computing devices, wherein the 
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access point is further operable to be coupled to a network, 
wherein the access point is further operable to provide 
wireleSS network Service to the plurality of computing 
devices, 

wherein the access point is further operable to provide 
data from the first Subset of the plurality of computing 
devices to a first wireleSS network Service provider; and 

wherein the access point is further operable to provide 
data from the second subset of the plurality of com 
puting devices to a Second wireleSS network Service 
provider. 

35. An access point operable to concurrently communi 
cate with a plurality of computing devices, wherein the 
access point is further operable to utilize a plurality of 
wireless network service System IDs to communicate with 
the plurality of computing devices, 

wherein the acceSS point comprises a memory medium 
operable for Storing a data Structure, wherein the data 
Structure includes a list which comprises a plurality of 
wireleSS network Service System IDS and an associated 
list of a plurality wireleSS network providers, wherein 
each wireleSS network Service System ID indicates a 
wireleSS network Service provider of a plurality of 
possible wireleSS network Service providers, 

wherein a first computing device of the plurality of 
computing devices communicates with the acceSS point 
using a first wireless network service System ID of the 
plurality of wireless network service System IDs and 
the access point is further operable to provide wireleSS 
network Service of a wireleSS network provider indi 
cated by the first wireless network service System ID. 

36. The access point of claim 35, 
wherein the plurality of wireless network service System 

IDs comprises a plurality of IEEE 802.11 System IDs. 
37. The access point of claim 35, 
wherein the plurality of wireless network service System 

IDs comprise a plurality of IEEE 802.11 Service Set 
IDs (SSIDs). 

38. The access point of claim 35, 

wherein the plurality of wireless network service System 
IDs comprise a plurality of IEEE 802.11 Extended 
Service Set IDs (ESSIDs). 

39. The access point of claim 35, 

wherein the plurality of wireless network service System 
IDs comprise a plurality of IEEE 802.11 Basic Service 
Set IDs (BSSIDs). 

40. The access point of claim 35, wherein the access point 
is further operable to concurrently broadcast a plurality of 
wireless network services System IDs for broadcasting. 

41. The access point of claim 40, 

wherein the plurality of wireless network service System 
IDs for broadcasting comprise a plurality of IEEE 
802.11 System IDs. 

42. The access point of claim 40, 

wherein the plurality of wireless network service System 
IDs for broadcasting comprise a plurality of IEEE 
802.11 Service Set IDs (SSIDs). 
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43. The access point of claim 40, 

wherein the plurality of wireless network service System 
IDs for broadcasting comprise a plurality of IEEE 
802.11 Extended Service Set IDs (ESSIDs). 

44. The access point of claim 40, 

wherein the plurality of wireless network service System 
IDs for broadcasting are a plurality of IEEE 802.11 
Basic Service Set IDs (BSSIDs). 

45. The access point of claim 35, 

wherein the data structure further comprises method 
information for providing data from the plurality of 
computing devices to the plurality of wireleSS network 
Service providers, wherein each wireleSS network Ser 
vice System ID is associated with a wireless network 
service provider of the plurality of possible wireless 
network Service providers and method information for 
providing data from a computing device of the plurality 
of computing devices to a wireleSS network Service 
provider of the plurality of wireless network service 
providers, 

wherein the access point is further operable to access the 
data Structure and determine method information asso 
ciated with a wireless network service System ID; 

wherein the access point is further operable to provide 
data from the computing device to the wireleSS network 
Service provider in accordance with the determined 
method information indicated by the wireless network 
service System ID. 

46. The access point of claim 45, 
wherein the method information includes a use of a 
VLAN. 

47. The access point of claim 45, 

wherein the method information includes a VLAN tag. 
48. The access point of claim 35, wherein the wireless 

access point is further operable to concurrently use a plu 
rality of radio frequency (RF) channels for communicating 
with the plurality of computing devices. 

49. The access point of claim 48, wherein the wireless 
access point is further operable to communicate using a first 
RF channel with a first Subset of the plurality of computing 
devices, wherein the wireless access point is further operable 
to communicate using a Second RF channel with a Second 
Subset of the plurality of computing devices. 

50. The access point of claim 49, wherein the wireless 
access point is further operable to communicate using an 
Nth RF channel with an Nth subset of the plurality of 
computing devices. 

51. The wireless access point of claim 49, wherein the first 
RF channel and the second RF are non-overlapping RF 
channels. 

52. The access point of claim 35, 

wherein the access point communicates with the plurality 
of computing devices using Bluetooth. 

53. A carrier medium comprising program instructions for 
providing network access to a plurality of computing 
devices communicating with an acceSS point, wherein the 
program instructions are computer-executable to: 
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receive a plurality of System IDs (SIDs), wherein at least 
two of the plurality of SIDs are used for providing 
wireless Ethernet (IEEE 802.11) to the plurality of 
computing devices, and 

concurrently utilize the at least two of the plurality of 
SIDS for communicating with the plurality of comput 
ing devices, wherein Said communicating uses wireleSS 
Ethernet. 

54. The carrier medium of claim 53, 

wherein the plurality of SIDS comprise one or more IEEE 
802.11 Service Set IDs (SSIDs). 

55. The carrier medium of claim 53, 
wherein the plurality of SIDS comprise one or more IEEE 

802.11 Extended Service Set IDs (ESSIDs). 
56. The carrier medium of claim 53, 

wherein the plurality of SIDS comprise one or more IEEE 
802.11 Basic Service Set IDs (BSSIDs). 

57. The carrier medium of claim 56, 

wherein the Basic Service Set IDs comprises one or more 
media access control (MAC) IDs. 

58. The carrier medium of claim 57, 
wherein each MAC ID is different from another MAC ID. 
59. The carrier medium of claim 53, wherein the program 

instructions are further computer-executable to implement a 
wireless protocol stack for each SID of the plurality of SIDs. 

60. The carrier medium of claim 59, 
wherein the wireless protocol stack is an IEEE 802.11 

protocol Stack. 
61. The carrier medium claim of 53, wherein the program 

instructions are further computer-executable to: 
retrieve a plurality of SIDs for broadcasting from a 
memory medium; and 

broadcast at least two SIDs of the plurality of SIDs for 
broadcasting. 

62. The carrier medium of claim 61, 

wherein, in broadcasting the at least two SIDS, the pro 
gram instructions are further computer-executable to 
use a beacon format. 

63. The carrier medium of claim 62, 

wherein a subset of the plurality of SIDs for broadcasting 
comprise IEEE 802.11 System IDs. 

64. The carrier medium of claim 62, 

wherein a subset of the plurality of SIDs for broadcasting 
comprise IEEE 802.11 Service Set IDs (SSIDs). 

65. The carrier medium of claim 62, 

wherein a subset of the plurality of SIDs for broadcasting 
comprise IEEE 802.11 Extended Service Set IDs 
(ESSIDs). 

66. The carrier medium of claim 62, 

wherein a subset of the plurality of SIDs for broadcasting 
comprise IEEE 802.11 Basic Service Set IDs 
(BSSIDs). 

67. The carrier medium of claim 66, 

wherein the BSSIDs comprise media access control 
(MAC) IDs. 



US 2004/021.4572 A1 

68. The carrier medium of claim 67, 
wherein each BSSID is different from another BSSID. 
69. The carrier medium of claim 53, wherein the program 

instructions are further computer-executable to: 
access a data Structure comprised in a memory medium, 

wherein the data structure comprises a list of SID 
entries each indicating a wireleSS Service provider of a 
possible plurality of wireleSS Service providers, 

determine if a received SID is included in the list of SID 
entries, 

if the received SID is included in the list of SID entries, 
determine a wireleSS Services provider and provide 
network access to a computing device associated with 
the received SID through the determined wireless ser 
Vice provider. 

70. The carrier medium of claim 69, wherein at least a 
Subset of the SID entries indicate respective VLANs. 

71. The carrier medium of claim 70, 
wherein each VLAN specifies a wireless service provider. 
72. The carrier medium of claim 71, 
wherein, in determining the wireleSS Service provider, the 

program instructions are further computer-executable 
to determine a VLAN specified by the received SID. 

wherein, in providing network access, the program 
instructions are further executable to use the deter 
mined VLAN. 

73. The carrier medium of claim 69, 
wherein, in determining the wireleSS Service provider, the 

program instructions are further computer-executable 
to index into the data structure using the received SID 
to determine the wireleSS Service provider Stored in the 
data Structure corresponding to the received SID. 

74. The carrier medium of claim 69, wherein the program 
instructions are further computer-executable to: 

if the received SID is not included in the list of SID 
entries, provide network access to a computing device 
associated with the received SID through a default 
wireleSS Service provider. 

75. The carrier medium of claim 74, 
wherein, in providing network access to the computing 

device associated with the received SID through the 
default wireleSS Service provider, the program instruc 
tions are further computer-executable to use a default 
VLAN. 

76. The carrier medium of claim 69, 
wherein at least a Subset of the SID entries each indicate 

at least one VLAN tag; 
wherein the program instructions are further computer 

executable to: 

if the received SID is included in the list of SID entries, 
determine the at least one VLAN tag. 

77. The carrier medium of claim 76, 
wherein each VLAN tag Specifies a wireleSS Service 

provider. 
78. The carrier medium of claim 77, 
wherein, in providing network access to the computing 

device associated with the received SID through the 
determined wireleSS Service provider, the program 
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instructions are further computer-executable to use the 
at least one VLAN tag indicated by the received SID. 

79. The carrier medium of claim 77, 
wherein, in determining the at least one VLAN tag, the 

program instructions are further computer-executable 
to index into the data structure using the received SID 
to determine the at least one VLAN tag. 

80. The carrier medium of claim 69, 
wherein at least a Subset of the SID entries each indicate 

at least one tunneling protocol; 
wherein the program instructions are further computer 

executable to: 

if the received SID is included in the list of SID entries, 
determine the at least one tunneling protocol; 

wherein, in providing network access to the computing 
device associated with the received SID through the 
determined wireleSS Service provider, the program 
instructions are further computer-executable to use the 
determined at least one tunneling protocol. 

81. The carrier medium of claim 80, 
wherein the at least a Subset of the SID entries each 

indicate at least one tunneling protocol and at least one 
destination; 

wherein, in determining the at least one tunneling proto 
col, the program instructions are further computer 
executable to determine the at least one destination; 

wherein, in using the determined at least one tunneling 
protocol, the program instructions are further com 
puter-executable to use the determined at least one 
destination. 

82. The carrier medium of claim 81, 
wherein the at least one destination is specified by a 

wireless service provider indicated by the received 
SID. 

83. The carrier medium of claim 80, 
wherein the at least one tunneling protocol comprises 

PPTP. 
84. The carrier medium of claim 80, 
wherein the at least one tunneling protocol comprises 

IPSEC. 
85. The carrier medium of claim 80, 
wherein the at least one tunneling protocol comprises 

Generalized Routing Encapsulation (GRE). 
86. The carrier medium of claim 80, 
wherein the at least one tunneling protocol comprises 

IP-in-IP. 
87. The carrier medium of claim 53, 
wherein each SID of a subset of the plurality of SIDS is 

associated with a media access control (MAC) ID for 
communicating with a computing device, wherein the 
MAC ID is not a MAC ID of a computing device; 

wherein the program instructions are further computer 
executable to: 

determine if a received SID is in the Subset; 
if the received SID is in the Subset, determine a MAC 
ID associated with the received SID and communi 
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cate with the computing device associated with the 
received SID, wherein, in communicating the com 
puting device associated with the received SID, the 
program instructions are further computer-execut 
able to use the determined MAC ID. 

88. The carrier medium of claim 87, 
wherein each MAC ID associated with each SID of the 

Subset is different from another MAC ID associated 
with each SID of the Subset. 

89. The carrier medium of claim 53, wherein the program 
instructions are further computer-executable to: 

receive information from a network, wherein the infor 
mation from the network, comprises a VLAN tag, an 
identification of a computing device of the plurality of 
computing devices, and data for the computing device; 

access a memory medium which comprises a data Struc 
ture which comprises a list of VLAN tag entries each 
indicating at least one identification of a computing 
device of the plurality of computing devices and at least 
one SID of the plurality of SIDs; 

determine if the received VLAN tag is comprised in the 
list of VLAN tag entries; 

wherein, in determining if the received VLAN tag is 
comprised in the list of VLAN tag entries, the program 
instructions are further computer-executable to acceSS 
the memory medium and use the received VLAN tag to 
determine if the received VLAN tag is comprised in the 
list of VLAN tag entries; and 

wherein the program instructions are further computer 
executable to: 

if the received VLAN tag is comprised in the list of SID 
entries, determine a SID indicated by the received 
VLAN tag, determine the identification of the com 
puting device from the received information, and 
transmit the data to the computing device; 

wherein, in transmitting the data to the computing device, 
the program instructions are further computer-execut 
able to use the indicated SID and the identification of 
the computing device. 

90. The carrier medium of claim 89, 

wherein the identification information of the computing 
device comprises a media access control (MAC) ID of 
the computing device. 

91. The carrier medium of claim 89, 

wherein the identification information of the computing 
device comprises an internet protocol (IP) address of 
the computing device. 

92. The carrier medium of claim 53, 

wherein a Subset of the plurality of computing devices are 
portable computing devices. 

93. A method for operating an access point, wherein the 
access point is operable to be coupled to a network, the 
method comprising: 

receiving a plurality of System IDs (SIDs), wherein at 
least two of the plurality of SIDs are used for providing 
wireless Ethernet; 
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concurrently communicating with a plurality of comput 
ing devices, wherein Said communicating utilizes the at 
least two SIDS. 

94. The method of claim 93, further comprising: 
providing network Service of a first wireleSS Service 

provider coupled to the network to a first computing 
device of the plurality of computing devices, wherein 
the access point and the first computing device com 
municate using a first SID of the at least two SIDs; and 

providing network Service of a Second wireleSS Service 
provider coupled to the network to a Second computing 
device of the plurality of computing devices, wherein 
the access point and the Second computing device 
communicate using a Second SID of the at least two 
SIDS. 

95. The method of claim 94, 
wherein the first SID indicates the first wireless service 

provider. 
96. The method of claim 94, 
wherein the second SID indicates the second wireless 

Service provider. 
97. The method of claim 94, 
wherein the Second wireleSS Service provider comprises a 

default wireleSS Service provider. 
98. The method of claim 93, further comprising: 
broadcasting a plurality of SIDs. 
99. The method of claim 98, 
wherein Said broadcasting comprises a beacon format. 
100. The method of claim 98, 
wherein the plurality of SIDS comprises a plurality of 
IEEE 802.11 Service Set IDs (SSIDs). 

101. The method of claim 98, 
wherein the plurality of SIDS comprises a plurality of 
IEEE 802.11 basic Service Set IDs (BSSIDs). 

102. The method of claim 101, 

wherein the plurality of BSSIDs comprise at least one 
media access control (MAC) ID. 

103. The method of claim 101, 
wherein the plurality of BSSIDs comprise a plurality of 

media access control (MAC) IDs; and 
wherein a first MAC ID of the plurality of MAC IDs is 

different from a second MAC ID of the plurality of 
MAC IDS. 

104. The method of claim 101, 

wherein a first BSSID of the plurality of BSSIDs is 
different from a second BSSID of the plurality of 
BSSIDS. 

105. The method of claim 98, 
wherein the plurality of SIDS comprises a plurality of 
IEEE 802.11 Extended Service Set IDs (ESSIDs). 

106. The method of claim 93, further comprising: 
implementing a wireleSS protocol Stack for each SID of 

the plurality of SIDs. 
107. The method of claim 106, 

wherein at least one wireleSS protocol Stack is an IEEE 
802.11 protocol stack. 
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108. The method of claim 93, further comprising: 
receiving information from the network, wherein the 

information from the network comprises a VLAN tag, 
an identification of a computing device, and data for the 
computing device; 

accessing a memory medium which comprises a data 
structure which comprises a list of VLAN tag entries 
each indicating at least one SID of the plurality of SIDs; 

determining if the received VLAN tag is comprised in the 
list of VLAN tag entries, wherein said determining if 
the received VLAN tag is comprised in the list of 
VLAN tag entries includes accessing the memory 
medium and using the received VLAN tag, 

if the received VLAN tag is comprised in the list of SID 
entries, determining a SID indicated by the received 
VLAN tag, determining the identification of the com 
puting device from the received information, and trans 
mitting the data to the computing device; 

wherein Said transmitting the data to the computing 
device includes using the indicated SID and the iden 
tification of the computing device. 

109. The method of claim 108, 

wherein the access point comprises the memory medium. 
110. The method of claim 108, 

wherein a management information base (MIB) coupled 
to the network comprises the memory medium. 

111. A method for providing wireleSS network access to a 
plurality of computing devices, the method comprising: 

a wireless access point receiving first identification infor 
mation from a first portable computing device, wherein 
the first identification information indicates a first wire 
leSS Service provider of a plurality of possible wireleSS 
Service providers, wherein the wireleSS access point 
includes a memory medium which Stores a data Struc 
ture comprising a list of identification information 
entries each indicating at least one wireleSS Service 
provider of the plurality of possible wireless service 
providers, 

the wireleSS access point receiving Second identification 
information from a Second portable computing device, 
wherein the Second identification information indicates 
a Second wireleSS Service provider of the plurality of 
possible wireleSS Service providers, 

determining the first wireless service provider for the first 
portable computing device after receiving the first 
identification information, wherein Said determining 
the first wireless service provider for the first portable 
computing device includes accessing the memory 
medium and using the received first identification infor 
mation to determine the first wireleSS provider; 

determining the Second wireleSS Service provider for the 
Second portable computing device after receiving the 
Second identification information, wherein Said deter 
mining the Second wireleSS Service provider for the 
Second portable computing device includes accessing 
the memory medium and using the received Second 
identification information to determine the Second 
wireleSS provider; 
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the wireleSS access point receiving data from the first 
portable computing device; 

the wireleSS access point receiving data from the Second 
portable computing device; 

providing wireleSS network access to the first portable 
computing device through the first wireleSS Service 
provider determined in Said determining the first wire 
leSS Service provider; 

providing wireleSS network access to the Second portable 
computing device through the Second wireleSS Service 
provider determined in Said determining the Second 
wireleSS Service provider; 

wherein Said providing wireleSS network access to the first 
portable computing device and Said providing wireleSS 
network access to the Second portable computing 
device are performed concurrently. 

112. The method of claim 111, 

wherein the first wireless service provider is the second 
wireleSS Service provider. 

113. The method of claim 112, 

wherein a portion of the first identification information is 
a portion of the Second identification information. 

114. The method of claim 111, 
wherein the first identification information includes an 
IEEE 802.11 System ID; and 

wherein the Second identification information includes an 
IEEE 802.11 System ID. 

115. A method for providing wireless network access to a 
plurality of computing devices, the method comprising: 

a wireleSS access point receiving first identification infor 
mation from a first portable computing device, wherein 
the first identification information indicates a first wire 
leSS Service provider of a plurality of possible wireleSS 
Service providers, wherein the wireleSS acceSS point is 
operable to access a memory medium which Stores a 
data Structure comprising a list of identification infor 
mation entries each indicating at least one wireleSS 
service provider of the plurality of possible wireless 
Service providers, 

the wireleSS acceSS point receiving Second identification 
information from a Second portable computing device, 
wherein the Second identification information indicates 
a Second wireleSS Service provider of the plurality of 
possible wireleSS Service providers, 

determining the first wireless service provider for the first 
portable computing device after receiving the first 
identification information, wherein Said determining 
the first wireless service provider for the first portable 
computing device includes accessing the memory 
medium and using the received first identification infor 
mation to determine the first wireleSS provider; 

determining the Second wireleSS Service provider for the 
Second portable computing device after receiving the 
Second identification information, wherein Said deter 
mining the Second wireleSS Service provider for the 
Second portable computing device includes accessing 
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the memory medium and using the received Second 
identification information to determine the Second 
wireleSS provider; 

the wireleSS access point receiving data from the first 
portable computing device, 

the wireless access point receiving data from the Second 
portable computing device, 

providing wireleSS network access to the first portable 
computing device through the first wireleSS Service 
provider determined in Said determining the first wire 
leSS Service provider; 

providing wireleSS network access to the Second portable 
computing device through the Second wireleSS Service 
provider determined in Said determining the Second 
wireleSS Service provider; 

wherein Said providing wireleSS network access to the first 
portable computing device and Said providing wireleSS 
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network access to the Second portable computing 
device are performed concurrently. 

116. The method of claim 115, 

wherein the wireleSS access point is coupled to a man 
agement information base (MIB); and 

wherein the MIB comprises the memory medium. 
117. The method of claim 115, 

wherein the first wireless service provider is the second 
wireleSS Service provider. 

118. The method of claim 115, 
wherein the first identification information includes an 
IEEE 802.11 System ID; and 

wherein the Second identification information includes an 
IEEE 802.11 System ID. 


