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PURCHASE TRANSACTION DATA RETRIEVAL SYSTEM WITH
UNOBTRUSIVE SIDE CHANNEL DATA RECOVERY

BACKGROUND

[0001] People purchase products from many different merchants using a
variety of different payment options. The transactions for these purchases typically are
confirmed by physical in-store receipts or by electronic confirmation messages that are
addressed to the purchasers’ messaging accounts (e.g., a purchaser’s electronic mail
account). The large number and diversity of confirmation messages makes it difficult for
people to track their purchases and obtain a comprehensive understanding of their
purchase histories. In addition, the large diversity of merchants from which people
purchase products makes it difficult for merchants to obtain sufficient purchase history
data to develop accurate customer profiles. Even assuming that a person uses a
common identifier (e.g., a loyalty card or credit card) for all his or her purchases, these
purchases typically are tracked only by the merchant that issued the identifier to the
customer. This lack of customer information limits a merchant’s ability to effectively
target its promotions in ways that will encourage them to purchase the merchant’s
product offerings.

[0002] In an effort to ameliorate these problems, reporting systems have been
developed to extract purchase related information from data sources that are published
directly by merchants to consumers, such as purchase confirmation messages and
shipping confirmation messages. However, these data extraction approaches
breakdown if merchants fail to provide complete purchase transaction information to the
consumers in one or more of such direct publishing channels. As a result, these
systems are unable to provide complete cross-merchant purchase transaction
information without requiring consumers to open membership accounts with all the
merchants with which they shop and to further provide the reporting system with access

to those accounts.

SUMMARY
[0003] In one aspect, the invention features a computer-implemented method
of a purchase transaction data retrieval system. In accordance with this method, over a
first network connection with a first network node, a server system associated with the

purchase transaction data retrieval system retrieves purchase transaction records. The
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server system automatically extracts from ones of the purchase transaction records
respective sets of purchase transaction related data values for respective target
purchase-related field types. The server system automatically flags respective ones of
the sets of purchase transaction related data values comprising one or more respective
incomplete purchase-related data values for one or more of the target purchase-related
field types, and stores the flagged sets of purchase transaction related data values and
ones of the other sets of purchase transaction related data values determined to be
complete in a data storage system. For each of respective ones of the flagged sets of
purchase transaction related data values in the data storage system: the server system
determines a query and at least one query result selection criterion based on one or
more of the extracted data values in the flagged set; over a second network connection
with a second network node, based on the query, the server system obtains respective
query results comprising a ranked listing of product-related items each associated with
data values for respective purchase-related field types; the server system selects a
product-related item in the ranked listing based on the at least one query result
selection criteria; the server system excerpts from the respective query results a
respective data value for at least one of the one or more target purchase-related field
types associated with the selected product-related item in the query results; and the
server system loads the at least one excerpted data value and ones of the extracted
purchase-related-transaction values in the respective flagged set in the data storage
system. The server system transmits data for displaying a view on purchase
transaction related data values in the data storage system to a client network node.
[0004] The invention also features apparatus operable to implement the
method described above and computer-readable media storing computer-readable

instructions causing a computer to implement the method described above.

DESCRIPTION OF DRAWINGS
[0005] FIG. 1 is a diagrammatic view of an example of a network
communication environment.
[0006] FIG. 2 is a diagrammatic overview of electronic message processing
stages performed by an example of a purchase transaction data retrieval system.
[0007] FIG. 3 is a diagrammatic detailed view of an electronic message based
purchase transaction retrieval process performed by an example of a purchase

transaction data retrieval system.
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[0008] FIG. 4 is a flow diagram of an example of a side channel data recovery
process performed by an example of a purchase transaction data retrieval system.

[0009] FIG. 5A is a diagrammatic view of an order confirmation message for a
single-item purchase transaction.

[0010] FIG. 5B is a diagrammatic view of an order confirmation message for a
multi-item purchase transaction.

[0011] FIG. 6 is a diagrammatic view of an example of a graphical user
interface presenting aggregated purchase transaction information.

[0012] FIG. 7 is a block diagram of an example of computer apparatus.

DETAILED DESCRIPTION
[0013] In the following description, like reference numbers are used to identify
like elements. Furthermore, the drawings are intended to illustrate major features of
exemplary embodiments in a diagrammatic manner. The drawings are not intended to
depict every feature of actual embodiments nor relative dimensions of the depicted

elements, and are not drawn to scale.
1. DEFINITION OF TERMS

[0014] A ‘“product’ is any tangible or intangible good or service that is
available for purchase or use.

[0015]  “Purchase transaction information” (also referred to as “purchase
transaction data”) is information related to the purchase of a product. Purchase
transaction data includes, for example, invoice data, purchase confirmation data (also
referred to as “receipt data”), product order information (e.g., merchant name, order
number, order date, product description, product name, product quantity, product price,
sales tax, shipping cost, and order total), and product shipping information (e.g., billing
address, shipping company, shipping address, estimated shipping date, estimated
delivery date, and tracking number).

[0016]  An “electronic message’ is a persistent text based information record
sent from a sender to a recipient between physical network nodes and stored in non-
transitory computer-readable memory. An electronic message may be structured
message (e.g., a hypertext markup language (HTML) message that includes structured

tag elements) or unstructured (e.g., a plain text message).
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[0017] A ‘“computer” is any machine, device, or apparatus that processes data
according to computer-readable instructions that are stored on a computer-readable
medium either temporarily or permanently. A “computer operating system” is a software
component of a computer system that manages and coordinates the performance of
tasks and the sharing of computing and hardware resources. A “software application”
(also referred to as software, an application, computer software, a computer application,
a program, and a computer program) is a set of instructions that a computer can
interpret and execute to perform one or more specific tasks. A “data file” is a block of
information that durably stores data for use by a software application.

[0018]  The term “computer-readable medium” (also referred to as “memory”)
refers to any tangible, non-transitory device capable storing information (e.g.,
instructions and data) that is readable by a machine (e.g., a computer). Storage
devices suitable for tangibly embodying such information include, but are not limited to,
all forms of physical, non-transitory computer-readable memory, including, for example,
semiconductor memory devices, such as random access memory (RAM), EPROM,
EEPROM, and Flash memory devices, magnetic disks such as internal hard disks and
removable hard disks, magneto-optical disks, DVD-ROM/RAM, and CD-ROM/RAM.

[0019] A ‘“network node” is a physical junction or connection pointin a
communications network. Examples of network nodes include, but are not limited to, a
terminal, a computer, and a network switch. A “server system” includes one or more
network nodes and responds to requests for information or service. A “client node” is a
network node that requests information or service from a server system.

[0020]  As used herein, the term “includes” means includes but not limited to,
the term “including” means including but not limited to. The term “based on” means
based at least in part on.

2. PURCHASE TRANSACTION DATA RETRIEVAL SYSTEM WITH
UNOBTRUSIVE SIDE CHANNEL DATA RECOVERY

A INTRODUCTION

[0021]  The following specification describes examples of improved systems
and methods for obtaining purchase transaction information based on electronic
messages that solve practical problems that have arisen from changes in merchant
purchase transaction reporting practices resulting in the omission of certain critical

product specific information from the electronic confirmation messages that they send to
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their customers. These examples provide a purchase transaction data retrieval system
that is able to unobtrusively obtain missing purchase transaction information from one or
more side channels and combine that information with information extracted from
electronic messages to provide actionable information across a wider variety of
purchase transactions and merchants than otherwise would be possible using
conventional approaches.

[0022] The resulting purchase transaction information can be aggregated to
provide individuals with enhanced tools for visualizing and organizing their purchase
histories and to provide merchants and other organizations improved cross-merchant
purchase graph information across different consumer demographics to enable targeted
and less intrusive advertising and other marketing strategies. These improved systems
and methods can be deployed to monitor consumer purchases over time to obtain
updated purchase history information that can be aggregated for an individual consumer
or across many consumers to provide actionable information that directs consumer
behavior and organizational marketing strategies. For example, these improved
systems and methods can organize disparate purchase transaction information into
actionable data that can be used by a consumer to organize her prior purchases and
enhance her understanding of her purchasing behavior and can be used by merchants
and other organizations to improve the accuracy and return-on-investment of their

marketing campaigns.
B. EXEMPLARY OPERATING ENVIRONMENT

[0023] FIG. 1 shows an example of a network communications environment
10 that includes a network 11 that interconnects a purchase transaction data retrieval
system 12, one or more product merchants 14 that sell products, one or more product
delivery providers 16 that deliver purchased products to purchasers, one or more
message providers 18 that provide message handling services, and one or more
purchase transaction information consumers 20 that purchase product and market
information and services from the purchase transaction data retrieval system 12.

[0024] The network 11 may include any of a local area network (LAN), a
metropolitan area network (MAN), and a wide area network (WAN) (e.g., the internet).
The network 11 typically includes a number of different computing platforms and
transport facilities that support the transmission of a wide variety of different media

types (e.g., text, voice, audio, and video) between network nodes of a purchase
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transaction data retrieval system 12, one or more product merchants 14, product
delivery providers 16, message providers 18, and purchase transaction information
consumers 20. Each of the purchase transaction data retrieval system 12, the product
merchants 14, the product delivery providers 16, the message providers 18, and the
purchase transaction information consumers 20 typically connects to the network 11 via
a network node (e.g., a client computer or server system) that includes a tangible
computer-readable memory, a processor, and input/output (1/0) hardware (which may
include a display).

[0025]  One or more of the product merchants 14 typically allow individuals
and businesses to purchase products directly over the network 11 using a network
enabled software application, such as a web browser. One or more of the product
merchants 14 also may allow individuals and businesses to purchase products in a
physical retail establishment. In either case, after a purchase transaction has been
completed, a product merchant 14 may send a product purchase confirmation electronic
message to a messaging address associated with the product purchaser. The product
purchase confirmation message may include, for example, product order information
such as merchant name, order number, order date, estimated delivery date, product
description, product name, product quantity, product price, sales tax, shipping cost, and
order total. The product merchant 14 also may arrange to have the product delivered
by one of the product delivery providers 16. Depending on the type of product that was
purchased, the product delivery provider 16 may deliver the product to the purchaser
physically or electronically. In either case, the product delivery provider 16 or the
product merchant 14 may send a delivery notification electronic message to the
messaging address associated with the purchaser. The delivery notification electronic
message may include, for example, product shipping information such as product order
information, billing address, shipping company, shipping address, estimated shipping
date, estimated delivery date, and tracking number.

[0026] In general, the purchaser’s messaging address may be any type of
network address to which electronic messages may be sent. Examples of such
messaging addresses include electronic mail (e-mail) addresses, text messaging
addresses (e.g., a sender identifier, such as a telephone number or a user identifier for
a texting service), a user identifier for a social networking service, and a facsimile

telephone number. The product purchase related electronic messages typically are
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routed to the purchaser through respective ones of the message providers 18
associated with the purchaser's messaging address. The message providers 18
typically store the purchasers’ electronic messages in respective message folder data
structures in a database.

[0027]  The purchase transaction data retrieval system 12 extracts purchase
transaction information from the electronic messages of product purchasers. In some
examples, the purchase transaction data retrieval system obtains authorization from the
product purchasers to access their respective message folders that are managed by the
message providers 18. In other examples, product purchasers allow the purchase
transaction data retrieval system 12 to access their electronic messages that are stored
on their local communication devices (e.g., personal computer or mobile phone).

C. RETRIEVING PURCHASE TRANSACTION DATA WITH UNOBTRUSIVE
SIDE CHANNEL DATA RECOVERY

1. OVERVIEW

[0028] Referring to FIG. 2, after obtaining authorization to access the
electronic messages 22 of a product purchaser (also referred to herein as a “user”), the
purchase transaction data retrieval and provisioning service 12 accesses the product
purchaser’s electronic messaging account and processes selected ones of the
electronic messages 22 that relate to purchase transactions. The purchase transaction
data retrieval and provisioning service 12 includes a number of stages for retrieving and
processing the electronic messages 22 before producing processed data 24 that may
be provided to the purchase transaction information consumers 20. These stages
include a message discovery stage 26, a field extraction stage 28, a missing data
recovery stage 29, and a data processing stage 30. In some examples, the electronic
message processing method of FIG. 2 is performed by a server system that is
associated with the purchase transaction data retrieval and provisioning service 12.

[0029] In the message discovery stage 26, the purchase transaction data
retrieval and provisioning system 12 identifies the particular ones of the electronic
messages 22 that relate to purchase transactions. In some examples, rule-based filters
and machine learning classifiers are used to identify purchase transaction related
electronic messages (see, e.g., the examples described in U.S. Patent Application No.
13/185,943, filed July 19, 2011, U.S. Patent Application No. 13/349,287, filed January
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12, 2012, U.S. Patent Application No. 14/519,919, filed October 21, 2014, and U.S.
Patent Application No. 14/519,975, filed October 21, 2014).

[0030] In the field extraction stage 28, the purchase transaction data retrieval
and provisioning service 12 extracts purchase transaction information from the identified
ones of the electronic messages 22. Examples of such purchase transaction
information include merchant name, order number, order date, product description,
product name, product quantity, product price, sales tax, shipping cost, order total,
billing address, shipping company, shipping address, estimated shipping date,
estimated delivery date, and tracking number. A variety of different methods may be
used to extract purchase transaction information from the identified ones of the
electronic messages 22 (see, e.g., the examples described in U.S. Patent Application
No. 13/185,943, filed July 19, 2011, U.S. Patent Application No. 13/349,287, filed
January 12, 2012, U.S. Patent Application No. 14/519,919, filed October 21, 2014, and
U.S. Patent Application No. 14/519,975, filed October 21, 2014).

[0031] In the missing data recovery stage 29, the purchase transaction data
retrieval and provisioning service 12 identifies information that is missing from the
extracted purchase transaction information and attempts to recover some or all of the
identified missing information. Examples of these processes are described in detall
below.

[0032] In the data processing stage 30, the purchase transaction data
retrieval and provisioning service 12 combines the extracted and recovered purchase
transaction information to produce processed data 24 that includes, for example,
aggregated data and views on the aggregated data. Various views on the aggregated
data may be prepared for different types of purchase transaction information consumers
20. For individual users, the extracted purchase transaction information is processed,
for example, to display information about the users’ purchases, including information for
tracking in-transit orders, information for accessing purchase details, and aggregate
purchase summary information. For advertisers, the extracted purchase transaction
information is processed, for example, to assist in targeting advertising to consumers
based on their purchase histories. For market analysts, the extracted purchase
transaction information is processed to provide, for example, anonymous item-level

purchase detail across retailers, categories, and devices.
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2. SIDE CHANNEL DATA RECOVERY

[0033] Many merchants send their customers confirmation messages that
include sufficient purchase transaction information to generate the types of reports
desired by the purchase transaction information consumers 20. Other merchants,
however, have changed their purchase transaction reporting practices so that the
confirmation messages that they transmit to their customers no longer include complete
purchase transaction information for particular purchase transaction data field types.
(These types of confirmation messages are referred to herein as “limited data order
confirmation messages.”) Without this information, conventional confirmation message
based data extraction systems are unable to obtain the information needed to provide
complete cross-merchant purchase transaction information without requiring consumers
to have registered accounts with all the merchants with which they shop and to further
provide the reporting system with access to those accounts. For example, in order to
derive many types of the purchase transaction information products, the purchase
transaction information provider 12 needs information that allows it to accurately identify
(or at least categorize) individual purchased products and accurately determine the
prices paid for those individual products. Limited data order confirmation messages,
however, do not contain complete product description information and/or individual
product price information and, as a result, conventional approaches do not use
purchase transaction information from limited data order confirmation messages to
generate their purchase transaction reports.

[0034] FIG. 3 shows an example of the process of FIG. 2 in which the data
recovery stage 29 has been expanded to show processes for unobtrusively recovering
missing purchase transaction information from one or more side channels to mitigate
the data omission problem associated with limited data order confirmation messages.

[0035] Referring to FIG. 3, in the message discovery and field extraction
processing stages 26, 28, the purchase transaction data retrieval and provisioning
service 12 extracts respective sets of purchase transaction related data values for
respective target purchase-related field types from identified ones of the users’
electronic messages (FIG. 3, blocks 26 and 28). Each set of purchase transaction
related data values typically is stored as a respective database record, which may be

indexed by the order number of the associated purchase transaction.
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[0036] Based on the extracted information, the purchase transaction data
retrieval and provisioning service 12 flags respective ones of the sets of purchase
transaction related data values that include one or more incomplete purchase-related
data values for one or more of the target purchase-related field types (FIG. 3, block 32).
The flagged data value sets typically correspond to the purchase transaction related
data value sets that are extracted from limited data order confirmation messages. In
some examples, the purchase transaction data retrieval and provisioning system 12
only flags those sets of purchase transaction related data values that have incomplete
or no information for one or more key purchase-related field types (e.g., product
description, product price, and product quantity).

[0037] In some examples of the flagging process (FIG. 3, block 32), the
purchase transaction data retrieval system 12 automatically scans each set of extracted
purchase transaction related data values for an incomplete data value marker in one or
more key purchase-related field types. Examples of an incomplete data value marker
include an indication that an extracted product description text data value for the
product description field is incomplete. Examples of such indications include the

‘

presence of an ellipsis (e.g., “...”) or other symbol (e.g., a dash, such as “-*) in the
extracted product description text in the product description field, and the presence of
an indication in the product description field that the respective purchase transaction
relates to one or more unspecified other items (e.g., the product description text
includes an explicit reference to “other items”).

[0038] In some examples, in addition to extracting purchase transaction
related data values from electronic messages 22, the purchase transaction data
retrieval and provisioning service 12 also extracts complete sets of purchase transaction
related data values from users’ purchase history records that are stored in the users’
customer accounts that are maintained by the merchants 14 with which the users shop.
In these examples, users of the purchase transaction data retrieval system 12 provide
their authentication credentials (e.g., username and password) for their customer
accounts with one or more of the merchants 14 with which they shop to allow the
purchase transaction data retrieval system 12 to retrieve complete sets of purchase
transaction data from the users’ purchase history records that are stored in association

with their customer accounts with respective ones of the merchants 14.
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[0039] The purchase transaction data retrieval service 12 stores the extracted
sets 31 of purchase transaction related data values that are determined to be complete
and the extracted sets 34 of purchase transaction related data values that are flagged
as incomplete in a data storage system 36. In some examples, the purchase
transaction data retrieval system 12 stores the sets of purchase transaction related data
values that are flagged as incomplete in a recovery data store, and loads ones of the
other sets of purchase transaction related data values that are determined to be
complete as structured data in a data warehouse. The recovery data store serves as a
temporary repository for the flagged data sets and may be organized as a database or a
flat file. The data warehouse, on the other hand, serves as a central repository for
purchase transaction data that supports various analysis and reporting functions. In
some examples, structured data is loaded into the data warehouse using extract-
transform-load (ETL) based data warehousing techniques.

[0040] The purchase transaction data retrieval system 12 executes one or
more side channel data recovery processes to retrieve data that is missing from the
respective incomplete sets of purchase transaction related data values stored in the
recovery data store (FIG. 3, block 38).

[0041] In a first party side channel data recovery process 37, the purchase
transaction data retrieval system 12 attempts to recover some or all of the missing data
from respective ones of the complete sets 31 of purchase transaction related data
values stored in the data storage system 36. In this regard, the purchase transaction
data retrieval system 12 attempts to recover missing data from the complete sets 31 of
purchase transaction data that the purchase transaction data retrieval system 12
extracts from the electronic messages 22 and from users’ purchase history records that
are retrieved from the users’ customer accounts with respective ones of the merchants
14,

[0042] In a third party side channel data recovery process 37, the purchase
transaction data retrieval system 12 attempts to recover some or all of the missing data
from third party data maintained on one or more product information servers 40. In
some examples, the third party data includes publically available databases (e.g.,
product catalogues) that are maintained by the product information servers 40 of
product merchants 14, online shopping aggregators, and other online sources of

product information.
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[0043] In the data processing stage 30, the purchase transaction data
retrieval 12 combines the extracted and recovered purchase transaction information to
produce processed data 24 that includes, for example, aggregated data and views on
the aggregated data. Either automatically or responsive to requests from the client
network nodes 20, the purchase transaction data retrieval system 12 transmits the
processed data 24 to the client network nodes 20 for displaying respective views on the
aggregated data.

[0044] FIG. 4 shows an example of a side channel data recovery process 42
that involves applying the following processing stages to ones of the flagged sets of
purchase transaction related data values in the data storage system 36.

[0045] In accordance with the side channel data recovery process 42, the
purchase transaction data retrieval system 12 determines a query and at least one
query result selection criterion based on one or more of the extracted data values in the
flagged set (FIG. 4, block 44). The particular contents of the query and the query result
selection criterion typically are determined based on one or more of the extracted data
values in the flagged data value set or the missing information to be recovered, or both
the extracted data value information and the missing information.

[0046] Some examples are designed to identify a product purchased in a
purchase transaction based on an incomplete product description that was extracted
from a purchase transaction record. In these examples, the purchase transaction data
retrieval system 12 incorporates, at least in part, the extracted incomplete description of
the purchased product into the query. In some of these examples, the query also may
include a product model number, product feature information, a merchant identifier, and
other ancillary product-related information that was extracted from the associated
purchase transaction record. In some of these examples, the query result selection
criteria include an extracted price paid (e.g., order subtotal price) for the product
corresponding to the extracted incomplete product description. The query result
selection criteria also may include a timeliness requirement to ensure that the missing
information is recovered from data that is contemporaneous or nearly contemporaneous
(e.g., within a specified number of weeks or months) with the date of the purchase
transaction (as reflected, for example, by the order date or the confirmation message
date). The query result selection criteria also may include one or more heuristics to

select a particular product from a listing of potentially matching products.
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[0047] Some examples are designed to identify a product purchased in a
purchase transaction and a price paid for that product based on an incomplete product
description and one or more price data values that were extracted from a purchase
transaction record. In these examples, the purchase transaction data retrieval system
12 incorporates the extracted incomplete description of the purchased product into the
query. In some of these examples, the query also may include a product model
number, product feature information, a merchant identifier, and other ancillary product-
related information that was extracted from the associated purchase transaction record.
In some of these examples, the query result selection criteria include one or more of the
following: price constraints that are derived from one or more extracted price data
values to narrow the list of similar product descriptions; a timeliness requirement to
ensure that the missing information is recovered from data that is contemporaneous or
nearly contemporaneous (e.g., within a specified number of weeks or months) with the
date of the purchase transaction (as reflected, for example, by the order date or the
confirmation message date); and one or more heuristics to select a particular product
from a listing of potentially matching products.

[0048] In some examples, the purchase transaction data retrieval system 12
automatically determines upper and lower product price bounds for selecting the
product-related item in the respective query results based on a first price data value for
a subtotal field type and a second price data value for an order total field type, and
optionally based on one or more item quantity data values extracted from the respective
purchase transaction record.

[0049] In some of these examples, the upper price bound is set to the
extracted order total price value.

[0050] In examples in which the order subtotal price value is greater than
zero, the lower price bound is derived from a scaling of the order subtotal price value by
a factor dependent on a linear function of the one or more item quantity data values
extracted from the respective purchase transaction record. In some examples, the

scaling factor is given by equation (1):

a

quantity of first item + b-(quantity of other items)

where the variables a and b are empirically determined constants.
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[0051] In examples in which the order subtotal price value is zero, the lower
price bound is derived from a scaling of the order total price value by a factor dependent
on a linear function of the one or more item quantity data values extracted from the
respective purchase transaction record. In some examples, the scaling factor is given
by equation (1) where one or both of the empirically determined constants a and b may
be same or different from the values used for the examples described above in which
the order subtotal price value is greater than zero.

[0052] FIGS. 5A and 5B show exemplary purchase transaction records 46, 48
from which the purchase transaction data retrieval system 12 generates respective
query terms and respective query result selection criteria.

[0053] FIG. 5A shows an example of a single-item purchase transaction
record 46 that provides a partial description (i.e., “Lemon Star Premium xPhone”) of the
purchased product, a quantity (“1” is implied) of the purchased product, and a price (i.e.,
$19.99) of the purchased product. In this example, the incomplete description of the
purchased product prevents the purchase transaction data retrieval system 12 from
directly identifying the product purchased. In this case, the purchase transaction data
retrieval system 12 generates a query that includes the extracted partial description of
the purchased product, and generates a query result selection criterion that includes the
extracted purchased product price as the upper price bound.

[0054] FIG. 5B shows an example of a multi-item purchase transaction record
48 that provides the quantity (“1” is implied) and a partial product description (i.e., “130z
Crichton Sport”) of the first purchased product listed, the quantity (i.e., “4”) of “other
items” purchased, the total price of the items before tax (i.e., $31.23), and the order total
(i.e., $31.23). In this example, the purchase transaction data retrieval system 12 is
unable to directly identify the first purchased product listed, cannot directly identify any
of the “other items” that were purchased, and cannot directly determine the prices paid
for any of the purchased products. In this case, the purchase transaction data retrieval
system 12 generates a query that includes the extracted partial description of the first
purchased product listed, and generates query result selection criteria that includes the
extracted order total (i.e., $31.23) as the upper price bound and lower price bound
derived from a scaling of the order subtotal price value (i.e., $31.23) by the factor

defined in equation (1).
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[0055] Referring back to FIG. 4, based on the query, the purchase transaction
data retrieval system 12 respective query results that include a respective listing of one
or more product-related items each of which is associated with data values for
respective purchase-related field types (FIG. 4, block 50). The query results may be
obtained from a server in the form of at least one document, which may be structured
(e.g., an HTML formatted a web page) or unstructured (e.g., a plain text document). In
some examples, the listing of product-related items is ranked by one or more factors
(e.g., sales volume, sales rank, product views, product reviews, product newness, and
conversion ratio).

[0056] In some examples, the purchase transaction data retrieval system 12
submits the query to a database search engine that is associated with the data storage
system 36 to search for records of respective ones of the complete sets 31 of purchase
transaction related data values stored in the data storage system 36 that include data
values that are similar to corresponding data values in the query. In some examples,
the search is limited to records that satisfy a timeliness requirement. In response to the
query submission, the database search engine returns a ranked listing of product-
related items (i.e., query results) having one or more data values that are similar to the
terms of the query. The listing may be ranked based on one or more factors, including
degree of match with the query terms, product popularity, and degree to which the
timeliness requirement is satisfied. In some examples, the product popularity is
determined from an analysis of purchase transaction data obtained from one or more of
the data storage system 36 and other sources (e.g., one or more online commerce
companies). In some examples, the product-related items in the listing are ranked
based on the degree of closeness of their respective order dates to the order date of the
purchase transaction that is the subject of the search.

[0057] In some examples, the purchase transaction data retrieval system 12
submits the query to one or more database search engines associated with respective
third-party databases (e.g., publicly available product catalogues published by the
servers 40 of product merchants or other online publishers of product information) to
search for product-related items with data values that are similar to corresponding data
values in the query. In some examples, the purchase transaction data retrieval system
12 identifies the merchant associated with the flagged data set and submits the query to

a database search engine associated with the identified merchant. In some examples,
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the database search engine is executed on a web server and the purchase transaction
data retrieval system 12 automatically enters the query into a graphical control element
of a web page generated by the web server. In response to the query, the database
search engine returns a query results document (e.g., a web page) that includes a
ranked listing of product-related items having one or more data values that are similar to
the terms of the query. The listing may be ranked based on one or more factors,
including degree of match with the query terms, product popularity, and degree to which
the timeliness requirement is satisfied. In some examples, the database search engine
automatically ranks the product-related item listing by product popularity.

[0058] In some examples, the purchase transaction data retrieval system 12
combines the results of multiple searches obtained from one or multiple database
search engines to produce a single query results listing.

[0059] In some examples, the purchase transaction data retrieval system 12
automatically parses a query results document before analyzing the search results. In
some of these examples, the purchase transaction data retrieval system 12 parses the
query results document using one or more automated web scraping processes that are
specific to the format of the query results document to obtain a parsed results listing that
includes a respective set of semantically labeled data values for one or more items in
the query results document.

[0060] Referring back to FIG. 4, the purchase transaction data retrieval
system 12 selects a product-related item in the ranked listing based on the at least one
query result selection criterion (FIG. 4, block 52). As explained above, the query result
selection criteria may include one or more price constraints (e.g., upper and lower price
bounds), a timeliness requirement, and one or more heuristics. These criteria are used
to generate a set of rules for selecting a particular product-related item in the ranked
listing from which to recover the missing information.

[0061]  The following are examples of item selection rules that are used to
select a particular product-related item from a ranked listing of items for which there is
an exact string match between an extracted partial product description and one or more

product descriptions in the ranked item listing:

* [If there is only a single item that contains an exact string match with the

partial product description, select that item.
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* If there are multiple items that contain exact string matches, apply the first
of the following selection rules that is satisfied:

o select the first item in the listing that has an item price between the
upper price bound and the lower price bound,;

o select the first item in the listing that has an item price that is lower
than the upper price bound,;

o If there are no items in the listing with a price that is lower than the
upper price bound, select the first item in the listing;

o if the order total in the associated transaction record is $0.00, select

the first item in the listing.

[0062]  After selecting a product-related item in the ranked listing, the
purchase transaction data retrieval system 12 excerpts from the respective query
results a respective data value for at least one of the one or more target purchase-
related field types associated with the selected product-related item in the query results
document (FIG. 4, block 54). In this process, the purchase transaction data retrieval
system 12 may excerpt the at least one data value either directly from the ranking listing
or indirectly from a parsed version of the ranked listing.

[0063] The purchase transaction data retrieval system 12 loads the at least
one excerpted data value and ones of the extracted purchase-related-transaction values
in the respective flagged set as structured data in the data warehouse (FIG. 4, block
56). In some examples, this process is performed using extract-transform-load (ETL)
based data warehousing techniques.

[0064] As explained above, a partial product description is provided in single-
item limited data order confirmation messages (see FIG. 5A) and a partial product
description is provided for the first of multiple products in multi-item limited data order
confirmation messages. The above-described side-channel data recovery processes
have a high likelihood of accurately recovering missing product description information
and missing price information based on partial product descriptions and extracted price
selection criteria. The products corresponding to single item orders and the first listed
products in multi-item orders represent a substantial proportion of the products
purchased in online purchase transactions. Consequently, the above-described side-

channel data recovery processes significantly increase the amount of actionable data
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that can be determined from limited data order purchase transaction confirmation

messages as compared to conventional message-based data extraction approaches.
D. VIEWS ON AGGREGATED PURCHASE TRANSACTION DATA

[0065] The extracted purchase transaction information may be used in a wide
variety of useful and tangible real-world applications. For example, for individual users,
the extracted purchase transaction information is processed, for example, to display
information about the users’ purchases, including information for tracking in-transit
orders, information for accessing purchase details, and aggregate purchase summary
information. For advertisers, the extracted purchase transaction information is
processed, for example, to assist in targeting advertising to consumers based on their
purchase histories. For market analysts, the extracted purchase transaction information
is processed to provide, for example, anonymous item-level purchase detail across
retailers, categories, and devices.

[0066] FIG. 6 shows an example of a graphical user interface 62 presenting a
set of purchase transaction information for a particular consumer (i.e., Consumer A). In
this example, purchase transaction information for a set of products purchased by
Consumer A is present by product in reverse chronological order by order date to
provide the purchase history for Consumer A. The purchase transaction information
includes Order Date, Item Description, Price, Merchant, and Status. This presentation
of purchase transaction information allows Consumer A to readily determine information
about the products in the purchase history, such as prices paid and delivery status. In
this way, Consumer A is able to readily determine what he bought, where he bought it,
and when it will arrive without having to review the original electronic messages (e.g., e-
mail messages) containing the purchase transaction information.

[0067]  Other exemplary applications of the aggregated purchase transaction
information are described in, for example, U.S. Patent Publication No. 20130024924
and U.S. Patent Publication No. 20130024525.

E. EXEMPLARY COMPUTER APPARATUS

[0068] Computer apparatus are specifically programmed to provide improved
processing systems for performing the functionality of the methods described herein.
[0069] FIG. 7 shows an exemplary embodiment of computer apparatus that is

implemented by a computer system 320. The computer system 320 includes a
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processing unit 322, a system memory 324, and a system bus 326 that couples the
processing unit 322 to the various components of the computer system 320. The
processing unit 322 may include one or more data processors, each of which may be in
the form of any one of various commercially available computer processors. The
system memory 324 includes one or more computer-readable media that typically are
associated with a software application addressing space that defines the addresses that
are available to software applications. The system memory 324 may include a read
only memory (ROM) that stores a basic input/output system (BIOS) that contains start-
up routines for the computer system 320, and a random access memory (RAM). The
system bus 326 may be a memory bus, a peripheral bus or a local bus, and may be
compatible with any of a variety of bus protocols, including PCI, VESA, Microchannel,
ISA, and EISA. The computer system 320 also includes a persistent storage memory
328 (e.g., a hard drive, a floppy drive, a CD ROM drive, magnetic tape drives, flash
memory devices, and digital video disks) that is connected to the system bus 326 and
contains one or more computer-readable media disks that provide non-volatile or
persistent storage for data, data structures and computer-executable instructions.

[0070] A user may interact (e.g., input commands or data) with the computer
system 320 using one or more input devices 330 (e.g. one or more keyboards,
computer mice, microphones, cameras, joysticks, physical motion sensors, and touch
pads). Information may be presented through a graphical user interface (GUI) that is
presented to the user on a display monitor 332, which is controlled by a display
controller 334. The computer system 320 also may include other input/output hardware
(e.q., peripheral output devices, such as speakers and a printer). The computer system
320 connects to other network nodes through a network adapter 336 (also referred to as
a “network interface card” or NIC).

[0071] A number of program modules may be stored in the system memory
324, including application programming interfaces 338 (APIs), an operating system (OS)
340 (e.g., the Windows® operating system available from Microsoft Corporation of
Redmond, Washington U.S.A.), software applications 341 including one or more
software applications programming the computer system 320 to perform one or more of
the functions of the purchase transaction data retrieval system 12, drivers 342 (e.g., a
GUI driver), network transport protocols 344, and data 346 (e.g., input data, output data,

program data, a registry, and configuration settings).
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[0072] In some embodiments, the services provided by each of the purchase
transaction data retrieval and provisioning service 12, the product merchants 14, the
product delivery providers 16, and the message providers 18 (see FIG. 1) are
performed at least in part by respective server systems that include one or more server

network nodes corresponding to the computer apparatus 320.
3. CONCLUSION

[0073] The embodiments described herein provide improved systems,
methods, and computer-readable media for unobtrusively retrieving purchase
transaction information from multiple sources and combining that information to provide
actionable information across a wider variety of different purchase transactions and
merchants than otherwise would be available from conventional approaches.

[0074]  Other embodiments are within the scope of the claims.
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CLAIMS

1. A computer-implemented method of a purchase transaction data retrieval
system (12), the method comprising:
by a server system associated with the purchase transaction data retrieval
system (12), over a first network connection with a first network node, retrieving
purchase transaction records (46, 48);
automatically, by the server system, extracting (28) from ones of the purchase
transaction records (46, 48) respective sets of purchase transaction related data values
for respective target purchase-related field types;
automatically, by the server system, flagging (32) respective ones of the sets of
purchase transaction related data values comprising one or more respective incomplete
purchase-related data values (34) for one or more of the target purchase-related field
types, and storing the flagged sets of purchase transaction related data values (34) and
ones of the other sets of purchase transaction related data values determined to be
complete (31) in a data storage system (36);
for each of respective ones of the flagged sets of purchase transaction related
data values (34) in the data storage system (36), by the server system,
determining (44) a query and at least one query result selection criterion
based on one or more of the extracted data values in the flagged
set,
over a second network connection with a second network node, based on
the query, obtaining (50) respective query results comprising a
ranked listing of product-related items each associated with data
values for respective purchase-related field types,
selecting (52) a product-related item in the ranked listing based on the at
least one query result selection criteria,
excerpting (54) from the respective query results a respective data value
for at least one of the one or more target purchase-related field
types associated with the selected product-related item in the query

results, and
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loading (56) the at least one excerpted data value and ones of the
extracted purchase-related-transaction values in the respective
flagged set in the data storage system; and
transmitting, by the server system, data for displaying a view on purchase

transaction related data values in the data storage system to a client network node.

2. The method of claim 1, wherein the flagging (32) comprises, by the server
system, automatically scanning the sets of purchase transaction related data values for

an incomplete data value marker.

3. The method of claim 2, wherein, for a particular one of the flagged sets of
purchase transaction related data values (34), the incomplete data value marker
corresponds to an indication that an extracted product description text data value for a

target product description field type is incomplete.

4. The method of claim 3, wherein, for the particular flagged set of purchase
transaction related data values, the determining (44) comprises including, at least in

part, the incomplete extracted product description text data value in the search query.

. The method of claim 3, wherein, for the particular flagged set of purchase
transaction related data values:

the extracting (28) comprises, by the server system, automatically extracting at
least one price data value from the respective purchase transaction record; and

the determining (44) comprises, by the server system, automatically determining
at least one query result selection criterion based on the at least one extracted price

data value.

6. The method of claim 5, wherein the extracting (28) comprises, by the
server system, automatically extracting a first price data value for a subtotal field type
and a second price data value for an order total field type; and the determining (44)
comprises, by the server system, automatically determining query result selection

criteria corresponding to upper and lower product price bounds for selecting the product-
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related item in the respective query results based on the first and second price data

values.

7. The method of claim 6, wherein the extracting (28) comprises, by the
server system, automatically extracting one or more item quantity data values from the
respective purchase transaction record; and the determining (44) comprises, by the
server system, automatically determining the upper and lower product price bounds

based on the one or more extracted item quantity data values.

8. The method of claim 6, wherein the selecting (52) comprises: in response
to a determination that none of the product-related items in the ranked listing has a price
lower than the determined query result selection criterion corresponding to the user
price bound, selecting a highest ranked one of the product-related items in the ranked

listing.

9. The method of claim 6, wherein the selecting (52) comprises: in response
to a determination that the second price data value is zero, selecting a highest ranked

one of the product-related items in the ranked listing.

10.  The method of claim 3, wherein the incomplete data value marker
comprises an ellipsis in the extracted product description text for the target product

description field type.

11.  The method of claim 3, wherein the incomplete data value marker
comprises, in the extracted product description text for a target product description field
type, an indication that the respective purchase transaction relates to one or more

unspecified other items.
12. The method of claim 1, wherein the selecting (52) comprises: selecting a
highest ranked one of the product-related items in the ranked listing that satisfies the at

least one query result selection criteria.

13.  The method of claim 1, wherein:
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the loading (56) is performed by a database management system component of
the server system; and

the obtaining (50) comprises automatically, by the server system, submitting the
query to the database management system, and the query results are served by the
database management system based on application of the query on previously

extracted purchase-related data values loaded in the data warehouse.

14.  The method of claim 1, further comprising, by the server system,
identifying a respective merchant that is associated with the respective purchase
transaction record (46, 48) from which a respective one of the flagged sets of purchase
transaction related data values is extracted; wherein the second network node from
which the respective query results are obtained is a web server associated with the

merchant.

15. The method of claim 14, wherein the obtaining (50) comprises
automatically, by the server system, entering the query into a graphical control element
of a web page generated by the web server associated with the merchant, and the
query results are served in a web page served by the web server associated with the

merchant.

16.  The method of claim 1, wherein, for each of the respective ones of the
flagged sets of purchase transaction related data values, the selecting (52) is based on
a determination that the selected product-related data item satisfies a predetermined

timeliness requirement.

17.  The method of claim 1, wherein ones of the purchase transaction records
(46, 48) are obtained from respective electronic messages (22) transmitted between

network nodes.

18. The method of claim 1, wherein ones of the purchase transaction records
(46, 48) are obtained from user accounts (33) maintained by a respective server system

of each of one or more merchants.
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19.  The method of claim 1, wherein the storing comprises: storing the flagged
sets of purchase transaction related data values in a recovery data store; and storing
the ones of the other sets of purchase transaction related data values determined to be

complete as structured data in a data warehouse.

20.  The method of claim 1 wherein the query results are obtained from a
document comprising the ranked listing of product related items, and the respective data

value is excerpted from the respective query results document.

21.  The method of claim 1, wherein the obtaining (50) comprises applying the
query to respective ones of the other sets of purchase transaction related data values

determined to be complete.

22.  The method of claim 21, wherein the extracting (28) comprises extracting
the respective sets of purchase transaction related data values from purchase
transaction records (46, 48) in respective electronic messages (22) transmitted between
network nodes, and the query is applied to respective ones of the other sets of purchase
transaction related data values extracted from respective ones of the electronic

messages (22) and determined to be complete.

23.  The method of claim 21, wherein the extracting (28) comprises extracting
the respective sets of purchase transaction related data values from purchase
transaction records (46, 48) in user accounts (33) maintained by a respective server
system of each of one or more merchants, and the query is applied to respective ones
of the other sets of purchase transaction related data values extracted from respective

ones of the user accounts (33).

24.  Apparatus associated with a purchase transaction data retrieval system
(12), comprising:

a memory (328) storing processor-readable instructions; and

a processor (322) coupled to the memory (328), operable to execute the
instructions, and based at least in part on the execution of the instructions operable to

perform operations comprising
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over a first network connection with a first network node, retrieving
purchase transaction records (46, 48);
automatically extracting (28) from ones of the purchase transaction
records (46, 48) respective sets of purchase transaction related data values for
respective target purchase-related field types;
automatically flagging (32) respective ones of the sets of purchase
transaction related data values comprising one or more respective incomplete
purchase-related data values (34) for one or more of the target purchase-related
field types, and storing the flagged sets of purchase transaction related data
values (34) and ones of the other sets of purchase transaction related data
values determined to be complete (31) in a data storage system (36);
for each of respective ones of the flagged sets of purchase transaction
related data values (34) in the data storage system,
determining(44) a query and at least one query result selection
criterion based on one or more of the extracted data values
in the flagged set,
over a second network connection with a second network node,
based on the query, obtaining (50) respective query results
comprising a ranked listing of product-related items each
associated with data values for respective purchase-related
field types,
selecting (52) a product-related item in the ranked listing based on
the at least one query result selection criteria,
excerpting (54) from the respective query results a respective data
value for at least one of the one or more target purchase-
related field types associated with the selected product-
related item in the query results, and
loading (56) the at least one excerpted data value and ones of the
extracted purchase-related-transaction values in the

respective flagged set in the data storage system.
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25. At least one non-transitory computer-readable medium (328) having
processor-readable program code embodied therein, the processor-readable program
code adapted to be executed by a processor (322) to implement a method comprising:

over a first network connection with a first network node, retrieving purchase
transaction records (46, 48);

automatically extracting (28) from ones of the purchase transaction records (46,
48) respective sets of purchase transaction related data values for respective target
purchase-related field types;

automatically flagging (32) respective ones of the sets of purchase transaction
related data values comprising one or more respective incomplete purchase-related
data values (34) for one or more of the target purchase-related field types, and storing
the flagged sets of purchase transaction related data values (34) and ones of the other
sets of purchase transaction related data values determined to be complete (31) in a
data storage system (36);

for each of respective ones of the flagged sets of purchase transaction related
data values (34) in the data storage system (36),

determining (44) a query and at least one query result selection criterion
based on one or more of the extracted data values in the flagged
set,
over a second network connection with a second network node, based on
the query, obtaining (50) a respective query results document
comprising a ranked listing of product-related items each
associated with data values for respective purchase-related field
types,
selecting (52) a product-related item in the ranked listing based on the at
least one query result selection criteria,
excerpting (54) from the respective query results document a respective
data value for at least one of the one or more target purchase-
related field types associated with the selected product-related item
in the query results document, and
loading (56) the at least one excerpted data value and ones of the
extracted purchase-related-transaction values in the respective

flagged set in the data storage system; and
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transmitting data for displaying a view on purchase transaction related data

values in the data storage system to a client network node.
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