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(57) Abstract: A method comprising: at a
first transceiver, transmitting a plurality of
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ing corresponding receive signals from the
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tion; measuring a plurality of phase values,
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mitted signals and corresponding receive
signal; masking a subsequent phase modu-
lated signal employing phase rotation at the
first transceiver using the plurality of phase
values.
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Full Duplex Wircless Transnission with Channel Phase-Based Encryption
CROSS-REFERENCE TO RELATED APPLICATIONS

{6061] The present application is a non-provisional filing of, and claims
berefit under 35 U.S.C. §119(¢) from, U.S. Provisional Patent Application Serial No.
61/646,312, filed May 13, 2012, and U.S. Provisional Patent Application Serial No.
61/771,815, filed March 2, 2013, both of which are hereby incorporated herein by
reference. o addition, this application is related 1o the following applications, ali of
which are also incorporated herein by reference: Attorney Docket 71500.1]5.03,
entitled Full Duplex Wireless Transmission with SelftInterference Cancellation, filed
May 13, 2013, attorney docket 71501.US.01 entitled Wircless Transmission with
Channel State Perturbation, filed May 13, 2013, and Attorney docket 71503.US.0G1,
entitled Distributed Collaborative Signaling in Full Doplex Wireless Transceivers,
filed May 13, 2613,

FiELD

[0882] The present disclosure relates to security in wireless commumications. In
particuiar, the present disclosure relaies to systems and methods to use a two-way
{(full-duplex) link to establish a seeret key, or to enhance the security.

BACEGROUND OF THHE INVENTION

{60831 Foli-duplex communications is used in many telecommunications
technologies, e.g., ordinary wired telephones, Digital Subscriber Line (DSL), wireless
with directional antennas, free space optics, and fiber optics. The impact of full-
doplex links in these carlier applications is Hmited to doubling the rate by providing
two symmetrical pipes of data flowing in opposite directions. This affects the poiot-
to-point throughput with no direct impact on networking and security issues. In
contrast, in molti-user wireless systems, due to the nature of transmission that
everyone hears everyone else, security protocols are needed to access the public
channels,

[6884] Although full-duplex is currently vsed for example i wireless systems with
highly directional aniennas or free space optics, the underlying full-duplex radios are

essentially nothing but two independent half-duplex systems separated in space. In
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fact, the general two-way channel is very difficult to realize in wircless
conumunications due o excessive amounts of self-interference, Le., the interforence
cach transmitter generates for the receiver(s) in the same node.

[0885] Cther prior art techniques to provide a type communication sysiem that might
be referred to as full-duplex are really frequency division duplex (FDD), where
separate frequency ranges are used in the transmit and receive (uplink/downlhink)
directions. As used herein, however, the term full-duplex is intended to refer to
simultancous fransmission and reception of signalks within the same frequency band.
[B886] Current wireless systems are one-way and rely on either separate time slots
{Time Division Duplex) or separate frequency bands (Frequency Division Buplex) to
transmit and 1o receive. These alternatives have their relative pros and cous, but both
suffer from lack of ability to transmit and to receive simubtancously and over the
entire frequency band. Even in the context of Orthogonal Frequency Division
Multiple Access {OFDMA), where different frequency tones are used to
simultaneously service multiple users, there 18 no method known to use the tones in
opposite directions. A similar shortcoming exists in the context of Code Division
Multiple Access (CDMA where different codes are used o separate users. It is well
known that two-way wireless is theoretically possible, but it is widely believed to be
difficult to implement due to a potentially large amount of interference, called self-
mterference, between transmit and receive chaing of the same node.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

{8087 The accompanying figures, where like reference numerals refer 1o identical or
functionally similar elements throughout the separate viows, together with the detailed
description below, are tncorporated i and form part of the specification, and serve to
further illustrate embodiments of concepts that inchude the claimed invention, and
explain various principles and advantages of those embodiments.

10848] F1G. 1 15 & block diagram of a wircless conununication system i accordance
with some embodiments,

{0889 FIG. 2 depicts a phase masking operation.

]
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{0818 FIG. 3 is a channel diagram of full-duplex transceivers in accordance with
some embodiments.

[6811] FIG. 4 is a channe! diagram of full-duplex transceivers in accordance with
some alternative embodiments.

0812} FiGs. S shows schematic views of a first method for key exchange using
channel reciprocity and thereby providing symmetry in the end-to-end 4-port network.
{0813 FIG. 6 shows a second method for key exchange, wherein eavesdropper in
total histens to four transmissions, but also adds four unknowns (e.g. channel phase 1o
their receive antenna(s}) and consequently cannot extract any vseful information from
such measorements.

{8014} FiGs. 7 and 8 show schematic views of a third method for key exchange based
on cancelling seif-interference and therchy providing symmetry in the end-to-end 4-
port network;

{0815] FIG. 9 shows a pictorial view for a first example of an RF-mirror used to
reflect RF signals, in part, with methods for adpusting the level of reflection, i,
tunable RF-mirror.

[081s] FIG. 10 shows pictorial views for a second example of 4 tunable RF-mirror.
[0817] FIG. 11 shows pictorial view for a third cxample of an on-off RF-mirror.
H0818] F1G. 12 shows a pictorial view for two exaraples of tunable RF charsber
swrounding transmits and/or receive antenna.

{0819 FIG. 13 shows pictorial view for a high level description for cascading several
analog interference cancellation stages.

[6828] FIG. 14 shows a more detailed view for cascading several analog interference
cancellation stages.

{8021} Figure 15 shows that, to reduce delay, the cascaded analog interference
cancellations can be implemented in the time domain, wherein underlying filter
structures can be computed by training in the frequency donain.

{80221 FiGs. 16 and 17 are block diagram of another embodiment of a self-

cancellation full-doplex transceiver.
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{0823] Figure 18 shows the flow chart for the training to compute the filters used in
the cascaded analog tuterference cancellation scheme.

[8824] Skilled artisans will appreciate that elements in the figures are illustrated for
stmplicity and clarity and have not necessarily been drawn to scale. For example, the
dimensions of some of the cloments in the figures may be exaggerated relative to
other elements to help to improve anderstanding of emboediments of the present
invention.

10825] The apparatus and method conponents have been represenied where
appropriate by conventional symbols in the drawings, showing only those specific
details that are pertinent to understanding the embodiments of the present invention so
as not to ohscure the disclosure with detatls that will be readily apparent 1o those of

ordinary skill in the art having the benefit of the description herein.

DETATLED DESCRIPTION OF THE INVENTION

[6826] Methods based on using a secret key for only time, known as one-time pad,
arc proven to be theoretically secure. Wircless channel between two nodes A, B is
reciprocal, which means it is the same from A-2>8 and from B-> A, The phase of the
channel between A and B has a uniform distribution, which means it 1s completely
unknown. A method herein uses the phase of the channel between Aand Bas a
source of common randomness between A and B to completely mask a Phase Shitt
Keying (PSK) modulation. To avoid leakage of scereey to any cavesdropper, there
should be only a single transmission by each of legitimate units towards measuring
the common phase vafue at the two ends. In addition, the radio channel changes very
stowly over time, which makes i difficult to extract several of such covunon phase
values. Embodiments described herein disclose methods based on a two-way link to
overcome these bottlenecks.

[0827] Traditionally, wircless radios are considered to be nhbereutly jusecure as the
signal transmitted by any given unit can be freely heard by cavesdropper(s). This
issue is duc to the broadcast nature of wircless transmission. In the contrary, the same

broadcast nature of wircless systems can contribute t0 enhancing security if nodes rely
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on two-way links, In this case, cavesdroppers hear the combination of the two signals
franstoitted by the two parties involved in a connection. Described herein are methods
to enhance and benefit from this feature towards improving security.

[0828] Alihough embodiments hercin are explained in terms of using GFDM for
channel cqualization similar concepts arc applicable to other means of signal
equalization such as time domain equalization, pre-coding plus time domain
cqualization and time domain signaling with frequency domain equalization.

106291 As shown in F1G. 1, the system 10 includes a user A (Alice) 16
communicating with user B (Bob 26) by way of wireless medium 12, In addition,
cach user (o1 cither onc} is able to alter the wireless chanuel characieristics using
varicus antenna configurations, including configurable reflectors, ete, shown by 14
and 24. The users A and B each measore a round trip phase value © associated with
the channel that 1s unique to their round trip transmission path 22, 28, An
cavesdropper 20 may overhear the transmissions, but it will be through a different
channel through medium 18

{B038] In certain embodiments herein, security enhancements are provided. In a full-
duplex communication link, modulo 2x addition of phase values occurring naturally
in wireless wave propagation are used to mask several bits using Phase Shift Keying
{(PSK) moduolation. A shared key is gencrated: in one symbol transmission, two nodes
communicate one phase valoe using the channel between them. The exchange is
repeated following a change in the channel for several rounds to generate several
common phase values with which to define a sufficient key. Changes in the overall
RF channel are achicved by perturbing RF properties of the covironment close to
transmit and/or receive antennas. In particular, RF mirrors may be used to change the
path for the RF signal propagation. Having N such mirrors enables to extract 2™ phase
values, This is in contrast to an NxN MIMO syster, which has only N° degrees of
freedom. Once enough number of common phase values are extracted, the channel is
not changed any longer. The extracted phase values are used to encrypt a key with
PSK modulation. Small discrepancies between the respective masks (phase values) at
the transmitter and receiver arg corrected through the underlying channel code. Key

generation examples are provided. In one embodiment, antenna structures are

f
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connected to both transmit and receive chains (i.e. to transmit in one interval and
receive in another) and 1o another embediment, corrective signal injection 1s used to
cancel self-interference and such that antenna structures need not be connected to both
transmit and receive chains. Further operations may be performed to further enhance
the security. This includes using the methods described herein as an eohancement to
conventional methods of eryptography, or as a tool to enhance and realize information
theoretical security,

[0831] A common method in security is based on bit-wise masking (mmodulo 2
addition) of a key {sequence of bits) with the message to be transmitted, which can be
easily reversed if the two parties have access to a common key. The only provably
secure system is the so-called Versam Cipher, which is based on using such a key
only once. Teachings herein observe and exploit the peint that an operation similar fo
bit masking (binary addition medulo two, or XOR) occurs natyrally in RF
fransmission in the sense that the received phase is the sum {(modulo 2%) of the
transmitted phase and the channel phase. If (T,C.R) are terms in such a modulo
addition, 1.c., R=T+C (modulo 2x), then 1t follows that R provides zero information
about T unless C is known. Motivated by this observation, phase values can be shared
between legitimate parties (as a source of common randommess) to mask phase-
modidated signals. The challenge is to provide the legitimate parties with new keys
while relying on the same insecure and erroncous wireless chanunel that exists betwesn
them.

[86832] To provide the legitimate units with such common random phase vahies
{without the necd for a public channel), methods are disciosed that utilize full-duplex
links as a building block. To generate several phase values, the radio channel is
intentionally perturbed after extracting a common phase value to create a fresh link
towards extracting new common phase values. As legitimate unils use the common
phase values 1o mask thetr transmitied phasc-moduiated signals, then possible errors
between the two keys can be compensated as part of channel coding. This is in
contrast to information theoretic security that imposes strict requirements on channels,
o the sense that either: 1) the chanuel of the ecavesdropper should be jnforior to the

chanmel of the legitimate node, or 2) they vequire a public chanmel. It should be added
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that public chanunel in the language of security means a channel that is not secure in
the sense that all partics can access all the data transmitted over such a chaonel.
80331 With reference to FIG. 2, a conventional Vernam Cipher is based on having a
mask like Z which is known at the two legitimate partics and the message X is added
moddo two (XOR) to the mask Z, and this XOR operation can be reversed at the
receiver end by using the same mask. In embodiments described herein: 1) module 2
addition can be generalized to 2n addition of phase values, while maintaining similar
independence and security properties. i) modulo 2% addition of phase vaiucs occurs
naturally as the wireless wave propagates, and consequently, it can be used to mask
several bits using Phase Shift Keying (PSK) modulation. 1o this case, any
eavesdropper will hear the PSK symbol with a different mask phase thatis ducto a
different chamnel, namely the chamnel between transmitter and eavesdropper. Each
cavesdropper antenna results in g new observation, but also introduces a new phase
mask which is again uniform between zero to 2x and masks the mformation
embedded in the transmit phase. As a result, an eavesdropper will not be able to
extract any useful information, regardless of its signal-to-noise ratio and mumber of
antconas.

{0834] An obstacle in somce prior art techniques in exploiting common randonmess to
generate a shared key is to find a method to deal with possible errors in the shared
values and consolidate the corresponding imformation to a smaller picce without error.
In the embodiments described herein, the masks atf the transmitter and at the receiver
do not need to be exactly the same as small discrepancies between them can be
corrected relying on the underlying channel code.

108358] Synmmetrical antonna structures and multiple stages of canceling self-
mterference are used to reduce the coupling between transmit and receive chain.
§0836] To further reduce the self-interference in the analog domain prior to A/D, a
secondary (cotrective) signal is constructed using the primary transmit signal and
mstantaneous measurement of the self-interference channel, which is subtracted (in
analog domain) from the incoming signal prior to A/D. This can be achieved by using

multiple, in particular two, transtoit antennas with proper beam-forming weights such

~J
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that their signals are subtracted in the air af the receive antenna, The antenna used to
fransmoit the corrective signal can be a fully functional fransmit antenua (stmilar to the
other antenina used in the transmission) in the sense that it s connected to a power
araplificr and has a low coupling with the corresponding receive antenna.

{6037} An alternative is to use an antenna which is designed exclusively for the
purpose of self-interference cancellation and consequently has a high coupling to the
receive antenna and can transmit with a low power, A different approach is based on
subtracting such a corrective signal in the receive chain prior to A/D using methods
for RF signal combing, and in particular an RF coupler, which is an operation readily
performed in the transmit chain of conventional radio systems. In one aspect, the
cancellation in analog domain due to the corrective signal is performed prior to Low-
Noise-Anplifier (LNA). In another aspect, this is done after the LNA, and before the
A/D. Cancellation of selftinterference stage can be further enhanced by a3 subsequent
digital cancellation at the receive base-band. Generalization to MIMO will be clear to
those skilled in the arca. Regardless of which of the above methods for active
cancelation are used, the corresponding weights may be referred to as the self-
cancellation beam-forming coefficients.

{8038] To further reduce the self-interference, apparatuses and methods include
emboediments for cascading multiple analog cancellation stages as explained above,
equipped with a disclosed training procedure.

{0839 There are also many works on using channel reciprocity as a source of
common randomness in conjunction with information theoretic approaches for key
gengration, However, these other works are not able to exploit security advantages
offered by the channel phase due to the fack of access to a stable and sccure phase
reference between legitimate partics. Methods described herein for full-duplex
communications provide the basis to extract such a common phase reference without
disclosing useful information o a potential cavesdropper.

[B848] A full-duplex link may be useful to provide security enhancement.
Traditionally, wireless radios are considered to be inherently insecure as the signal
transmitted Dy any given unit can be freely heard by cavesdropper{s). This issuc is

due to the broadeast nature of wireless fransraission. On the contrary, the same
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breadeast nature of wircless sysiems can contribute io enhancing security if nodes
utilize full-duplex links. In this case, cavesdroppers hear the combination of the two
signals transmitted by the two parties tnvolved in a connection. In the langoage of
Information Theory, this means cavesdropper sees a multiple access chaonel, and
consequently faces a more challenging situation in decoding and exiracting useful
mformation.

{8041} In addition, methods described herein infroduce further ambiguity in time and
frequency synchronization te make it harder for the cavesdropper to perform
successful decoding in the underlying multiple access channel. Wireless nodes usually
rely on sending a periodic preamble to initiate the Hnk. This periodicity is exploited
by a receiving end to establish time/frequency synchronization. In the case of full-
duplex radios, both nodes mvolved in a peint-to-point two-way transmission can
strmpltaneously send such a periodic preamble, which in tum, doe to the linearity of
the underlying channcls, results in a combined periodic signal at an cavesdropper.
This makes is more difficult for an cavesdropper to form the above-mentioned
multiple access chamnel and perform joint decoding or successive decoding. In this
case, legitimate units may intentionally introduce a randomly varying offset in their
frequency, which can be tracked by their infended receiver while making
cavesdropping more ditficuit.

§0842] Methods of the key agrecmont protocols described herein, and devices
contigured to implemerd them, utilize the ability to change the transmission channel.
This can be achieved by changing the propagation environment around transmit
and/or recetved antennas, for example though changing the reflections of the Radio
Frequency (RF) signal from near-by objects, or changing other RF characteristics of
the environment with particular emphasis on varying the phase, and/or polarization. In
the hiteratare of RF beam-forming, there have been several different alternatives
proposed to steer the antonna beam and some of these methods are based on changing
the channel and consequently are applicable in this new context. On the other hand,
unlike these earlier works reported m the context of beam-forming, there is no interest
in creating a pattern for flow of RF energy (antenma pattern, of antenna beam), nor in

the ability to move such a pattern in a controlicd manner (beam stoering).

O
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180431 The methods described herein create multiple (preferably ) independent options
for the underlying nwlti-path chamoel. This is significantly casicr as compared to
traditional antenna beam-forming as in a rich scattering environment, a small
perturbation in the channel interacts with many reflections from the surrounding
environment and thereby results in a significant change. In other words, a
transmission chanuel in a rich scattering environment has many stable states
{depending on the details of the propagation environment) and the system jumps from
one such stabie state to a totally differcnt onc with slightest change in the propagation
covironment. As an cxample, if there are M reflectors that could be individually
turned ow/off (i.e., mirror/transparent states), we could create in total 2 M possibilities
for the channel (could be specified by an M-bit index and capable of carrying M bits
of data in media-based setup). This mirrov/transparent states can be realized using
plasmas, nducing charge in semi-conductors, or mechanical movements, e.g., using
Micro-Electro-Mechanical systems (MEMS).

{0844 Note that without a full-duplex hink, #t would not be possible to use the phase
as a source of providing sccurity. In particular, when the transmitter and the receiver
are far from cach other, it would be very difficult to use the same wireless channel
that is between them to agree on a common phase value without disclosing relevant
mformation to eavesdropper. The reason 1s that measured phase depends on the time
of transmit/receive, and even imperfections like frequency offset can cause large
varigtions in phase. In other words, in ordinary point-to-point communication based
on one-way transmission, phase is defined relative to some preamble, which is
extracted locally at each unit. Full-dupliex makes it possible to establish a global
refercnce of phase between legitimate units.

{0845] There are some prior works aiming to use channel reciprocity 1o create keoys
for security. These carlier works differ in the following ways: 1} They rely on
channel magnitude which has a probability distribution that makes it relatively easy to
guess, 23 They do not rely on masking through phase addition in the channel. 3) They
do not change the chamnnel from transmission o transmission to enable generating new
keys. Indeed, to produce larger keys in these carlier setups, it has been argued that the

use of multiple antennas and beam-forming would be a viable option, but baving a
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KxK antenna system results in only X7 independent valucs, regardless of how the
beam-forming is performed, which 1s usually not adequate to generatc a key of 2
reasonable size.

{0846] Techuigues herein account for any remaining self-interference when it comes
0 using the channel complex gain values to generate key. This is equivalent to a
lincar system with feedback, and as long as there are adjustments to gain values, the
system will remain stable. The leakage channel may even work to an advantage and
add another level of arobiguity for the cavesdropper.

[B847] In summary, in one symbol transmission, the two legitimate parties (Alice and
Beb) communicate one phase value using the wireless channel that is between them
{ne public channel required), and then they will locally change the chanuel. ¥t is
relatively easy to change the channel phase, because small perturbations in the rich
scatiering environment will result in a new phase value of received RF signal for all
parties, including for the cavesdropper. This process continues until Alice and Bob
have enough number of such keys, and subsequently the channels are not changed any
longer, and the extracted phase valaes are used to encrypt the message with PSK
modulation. In case there are orrors between these two keys, the channel code on top
of the message syrobols will correct it

{66481 In one embodiment of this invention illustrated in FIG. 3, Alice 118 and Bob
102 cach have two antonnas (126, 124, and 104, 106, respectively) with very low
coupling between the two antonnas, using the methods described herein based on
cascading nudtiple stages of analog cancellation. Prior to exchanging 4 phase value to
be used as a koy, Alice and Bob, the first the two legitimate parties, measure the filier
coefficient to be used in multi-stage analog cancellation. This measurement is
performed by sending a low power pilot sach that any eavesdropper does not hear it.
18049} Then, one of the two logitimaie partics acts master and the other one as slave.
For example, if Alice is the master, her full-duplex transceiver 118 generates a
sinusotdal signal of a know frequency and fransmits it via channel 114 to Bob. Bob,
the slave, forwards 1t from his receiver to his transmitter as shown by path 126, and

araplifics it and forwards the received back to Alice via transmission channel 112.

i1
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Each unit operates in full-duplex mode to cancel their respective self-interference
signals (116, 103} caused by the transmissions.

[6856] Both units may use continuous filtering in ime to mitigate the delay problem
associated with looping back the received signal back to the originating master. Note
that the initial channel measurements can be still performed o OFDM domain, with
filter structare translated nto time domain implementations.

{0051] The roles are then reversed, and Bob initiates a transmission 112, and Alice
loops it back to Bob via fransraission channel 114, Then, cach unit accounts for its
mternal phase shift associated with its internal processing 126, 128 by accounting for
its value and use the resulting phase as a PSK mask. That, while providing the
loopback sigual, cach node may determine its own indernal delay, or may oven impose
a pseudo random delay that is not known to the distant end master. When the units
receive the masked signal from the distant end, they may first remove that pseudo
random value, leaving only the common channel phase, which will be the same for
cach end. In this way, both transceivers 102, 118 are able fo measure and obtan the
same total channel round trip phase valoe.

{3052} Then, cither one of the transceivers, ot both of them, may then alter their
fransmit antenna characteristics and mitiate another phase measurement, taking tormns
as master and slave to mutually measuare a round trip phase value. Upon obtaining
enough such phase values, one of the units may be configured fo convey data using
the sequence of shared-secret round-trip phase values. In one embodiment, the
system may be configured to gencrate a random key such as a random binary
sequence, apply FEC {o the key value, and then PSK modulate the coded bits. The
resuliing PSK symbols may then be masked with the sequence of phase values
{accounting for its internal phase shift) and transmits them to the other party. The
recipient accounts for its internal phase shift (by subtracting i), then removes the
mask by subtracting its cstimate of the sequence of phase values, and finally
demedulates the PSK symbols and decodes the FEC.

[B053] Now assume eavesdropper Eve has a large mumber of antennas, sach with a
very high signal (o noise ratio. Each of eavesdropper’s antennas will hear two signals,

but these signals are received through a channel of an unknown phase. Duc to the fact
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that when phase values are added module 2x, the result conveys zero information
about cach of thom, eavesdropper will not be able to extract any useful information
about the phase value exchanged between Alice and Bob., Note that in FIG. 3, the
mterference signals are generally referred to as 108, 110, 120, 122, but n reality, cach
transmit 104, 124 hag a unigoe channgl to each of the cavesdroppers 124 antennas,
{8054] In a second setup tlustrated 1n FIG. 4, the initial transmission by the master
occurs in the same manner as described with respect to FIG. 3, and is not depicted 1n
Fi(G.4. Rather, FIG. 4 shows an aliernative message transmission and loopback
associated with the second measurement of the common phase once the role of master
and slave is reversed, where Bob initiates the transmission. [n particular, each
transceiver reversed the roles of its antennas, and instead of transmitting with antenma
104, iransceiver 102 initiates its transmission with antenna 106, which is the anienna
that 1t had previously ased to receive the signals from Alice during the prior first
phase measurement. Similarly, Alice receives the signal on anterma 124 and
retransmits the loopback signal using antenna 126,

{B0S5] In the process of exchanging a phase value 1o be used as a key in thig
embodiment, Alice and Bob collectively have fowr antennas and have thus used cach
of them only once for a single transmission. Now assume cavesdropper Eve has a
large number of antennas, cach with a very high signal to noise ratio. Hach of
cavesdropper’s antennas will hear four signals, but these signals are received through
a chanmel of an unknown phase. Dhie to the fact that when phase valoces are added
module 2n, the result conveys zero information about cach of them, cavesdropper will
not be able to extract any useful information about the phase value exchanged
between Alice and Bob.

i0056] in the embodiment of FIG. 4, antenna structures are connected to both transmit
and reccive chains (transmit in one interval and receive in another one). This feature
enables a rehiance on the reciprocity of the channel, and thereby reduces the total
number of transmissions between Alice and Bob such that an cavesdropper is not able
to gather enough equations to solve for the unknowns. Consequently, cavesdropper
124 cannot obtain usetfud information about the exchanged phase value. The

disadvantage of this setup is that each antenna should be connected to both transmit
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and receive chains, but in retury, it is robust with respect to any remaining amount of
sclf-tnterference.

IB0S7] With reference to FIG. §, at OFDM symbol -7, Alice and Bob measure their
loop-back interference channels from Bob/TX1 to Bob/RX2 and from Alice/TXZ 1o
Alice/RX1 (send low power pilots after scrarnbiing and loop back in cach umit). At
OFDM symbol £, Alice/TX1 sends pilots (after scrambling) to Bob/RXZ, who (using
BolyTX1) forwards i 0 Alice/RX2. At OFDM symbol 7+7, Bob/TXZ seuds pilots
{(after scranmbling} 1o Alce/RX 1, who (using Alice/TX2) forwards it to Beb/RX1. The
two units, knowing their loop-back channels and relyving on reciprocity, compute the
channeh: {Alice/TX1-> Bob/RX2) x (Bob-loop-back) x (Bob/TX -2 Alice/RX2) x
{Alice-loop-back) to be used a key. Note that multiplication is used, but it is
understood that multiplication of the chanmel measurement values results in addition
of the phase angles. This is possible as up/down conversion at each unit is performed
using the same carrier/clock.

[B888] F1G. 6 shows that in the second method for key exchange, eavesdropper in
total listens to four transmissions, but also adds four unknowns (e.g. channel phase to
their receive antenna(s)) and conseguently cannot exiract any useful information from
such measurements.

[6839] In a further embodiment illustrated in FIG. 7, legitimate units locally impose
stricter requiremenis on the level of self-interference cancellation at their respective
units, For cxample, this can be achieved if cach vode locally examines multiple
channel perturbations and select those one that result in the lowest amounts of self-
interfercnce. This in return enables a relaxation of the requirement of cach antenna
being connected to both transmit and reccive chains, In this embodiment, the fput
and output signals {/;, {3, 5, O} of Alice and Bob in base-band form a four-
dimensional vector that spans a two-dimensional sub-space (two eqoations are

dictated by the overall strocture). For Hnear systems:
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{80687 Note that, due to the cancellation of sclf-interference, the gain from /7 to O s
the same as the gain from /> to O). This feature, which acts as a counterpart to the
channel reciprocity in the carlicr embodiments, enables agreement on a key using
only two transmissions, instead of four. In both of these embodiments each transmit
antenna is used only once.

{6061} In a further embodiment, two pilots are ransmitied simultancously, which can
be considered as unit vectors, from Alice and Bob. Then, in the next transmission, one
of them, say Bob, sends the negative of the same pilot. These two steps provide
enough cquations to Alice and Bob to compute two common phase values
corresponding to the transmoitted pilots times their corresponding chamnel gains. For
betier secarity, only one of these {or a function of the two) is used as the key. After
this cxchange of common phase value, the environment {channels) at the
neighborhood of both Alice’s and Bob’s transmit antenna(s) are perturbed, possibly
with local selection among multiple perturbations to reduce the amount of sclf-
interference. Then, Bob and Alice send low power and scrambled pilots to measare
their self-interference channels to be used towards cancellation of self-interference
and the process continues to obtain another common phase value.

{80621 Fuli-duplex links also provide a means to enhance information theoretical
security. It should be added that information-theoretical security has its own
challenges in term of implementation, but it has been the subject extensive research in
the recent years, and if it 18 not a replacement for traditional sccurity, it can be an
addition to it. Note that feedback does not increase the capacity of an ordinary

mermory-less chanoel, but it does increase its secure capacity, because cavesdropper

[
LA



WO 2013/173252 PCT/US2013/040821

woald be lisiening to a nwltiple access channcl, and therefore, it is possibic to
enhance the secure capacity.

{80631 Inherently, cavesdropper Eve receives the sum of Alice’s and Bob’s signals
which would make cavesdropping more difficult. Depending on where in the capacity
region of the underlying multiple access channel it is desired to operate, there will be
different options. One exireme option of maximizimg the rate form Alice to Bob is
that Bob transmits a secret key to be used by Alee, as a complete key or as a partial
key, i ifs next block transmission.

{B064] To further enhance the security, an embodiment of this invention relies on the
following. In practical OFDM systems, there is always the need for using a periodic
preamble for the purpose of frequency synchronization between transmitter and
receiver. This frequency synchronization is important because the slightest mismaich
in frequency will make #t significantly more difficult for the receiver to detect the
signal. To exploit this featare towards enhancing security, after the initial stages that
the connection has been established, Alice starts sending a periodic sequence to Bob,
and Bob also sends a similar periodic sequence with high power. An cavesdropper
will receive the sum of these periodic sequences passed through their respective
channels and the received signal romains periodic. in cach transmission, say cach
OFDM syobol, Alice introduces 2 random frequency offset in its carrier. As Bob has
transmitied the periodic sequence with high power, 1t will be difficult for
eavesdropper to detect the random offset that is introduced in Alice’s carrier
frequency. However, Bob will have no problem in detecting that, and Alice knows its
frequency offsct with Bob. So, Alice and Bob will be able 1o create some additional
confusion for cavesdropper without disrupting the legitimate hnk. Following this
phase, when it comes to the transmission of the actual OGFDM symbol, it can contain a
secret key 1o be used n the next fransmission.

[6865] As deseribed above, the ability to change the channel from symbol to symbol
is used in the key generation protocols. This is achieved by changing the RF
environmaent around fransmit antennals). In geveral, beam-forming using tunable RF,
usually based on changing the dielectric or conductivity property by applying voltage,

is an active area of research. Note that for the specific scenarios of interest, the
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channel may be changed from one random state to another random state. This means,
unlike the case of beam-fornuing, it is not necessary to know what the current state is
and what the next state will be, there is no mtension to control the details of the
chanmel state cither, and any variation in channel phase will be sufficient to satisfy the
needs. In traditional beam-forning applications, the intension is usually to focus the
energy in a directional beam, and preferably to be able to steer the energy beam. Due
1o natural inertia that exists, it is gsually more difficult to modify the energy density,
rather than just changing the phase. Particolarly, in the case of rich scatiering
environments, it is relatively casy to change the channel phase, to move from one
stable point to a totally different point with independent values.

18066} Hereafter, an RF-mirror is defingd as an object, which would pass, reflect,
partially pass/partially reflect an RF signal. An RF-mirror can have static parts with
fixed RT properties, as well as dynamic parts with RF proprieties that are dynanically
adjusted through digital (on-off) or analog control signals. Such a constriction will be
called a tunable RF-mirror hercafter. RF-mirrors and tunable RF-mirrors will be
useful components in inducing channel variations.

{8067 FIG. 9 shows an example for the realization of an RF-mirror disclosed in this
invention. Material releasing electrons or holes, referred to as a charge-releasing-
object hereafter, releases charge, typically electrouns, in response to the coergy
absorbed from a source of energy, typically a laser, which in turn reacts to the control
signals. An example of charge-releasing-object to be used with a Hight source is a
semi-conductor, ¢.g., structures used in solar cells, Gallium Arsenide, materials used
as photo-detectors in imaging applications such as a Charge-Coupled-Device (CCD),
materials used to detect light in froe space optics, materials used o detect light in fiber,
or high resistivity silicon, typicaily with a band-gap adjusted according to the light
wave-length, Another cxample is plasmas with their relevant excitation signaling as
the energy source. For the example in FIG. 9, the intensity of lght, which is typically
controlied by the level of input current to the laser and nomber of lasers that are
fumed on, contributes to the amount of light energy converted into free electrons and
consequently affects the conductivity of the surface. This feature can be used to

convert the correspending RF-mirror to a tunable RF-mirror. We can also place a
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mirror to reflect light, called g light-mirror hereafier, on top to increase contact of the
fight with the surface of the charge-releasing-object underneath, and even adjust such
a hight-mirror towards tuning of the overali RF-mirror.

[0868] FI1G. 10 shows a second example 1660 where a light-mirror 1006 is placed
around the charge-releasing-object. The objective for this Hight-mirror is to confine the
light to increase the amount of energy absorbed by the charge-releasing-object. In
addition, through adjusting the angle of different light sources, it is possible to control
the nomber of reflections for any given source and thereby the amount of encrgy from
that source releasing charges. This feature can be further enbanced by creating cuts in
the light-mirror to stop reflections for any given light source at a point of interest.
These cuts can be controliabie as well (picces of on-off ight-mirrors) to enhance the
controliability of the amount of released charges and therchy the behavior of the RF-
mirrer in response to the RE signal, 1002 shows material with a band-gap adjusted
according to the Hght wavelength (called a charge releasing object). Light source
1004, such as a laser runs through or on the surface of the material. The circular, or
pelygon, region 1006 with material reflecting light except for the places shown as cuts
1008 {referred to as a light mirvor).

[086%] The deovice 1020 of FIG. 10 shows a closer look at the example for the fight-
wurror around the charge-releasing-object 1030, Note that the light from cach laser
1022, 1026, and 1028, depending on its angle, can go through many reflections at
distinct points, covering several turns arcund the loop, until it hits the mirror at one
point for the second time. This completes one cyele of reflection as shown by path
1332, After this second mcidence, the same path will be covered again and again with
subsequent cycle overlapping in space. By adjusting the starting angle of the beam
light, the numaber of soch reflections in a cyele can be adjusted which in turn affects
the arca of the charge-releasing-object that is exposed to light. This feature can be
used to have a tunable RF-mirror (depending on the combination of light sources that
are turned on}, even if alf sources have a constant power, Additionally, it is possible to
adjust the level of input current driving the laser(s} for tuming purpeses. Note that path
1024 is such that the angle of the laser and positions of the cuts are such that the beam

from source 1028 ends by exiting through the cut prior to completing a cycle.
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[0878¢] FI1G. 11 shows a different approach to create an RF mirror. The switches on
any one surface will be either all closed, or all open, which results in an on-off RF
mirror. FIG. 12 iHustrates methods to surround a transmit or receive antenna with
objects capable of RF perturbation, e.g., on-off RF mirror, incluoding methods to
enhance the inducted channel variations.

{071} Next, some additional methods of using “induced channel variations” are
explained.

{6072] Methods explained herein use the induced channel variations 1o fncreasc a
number of extracted common phase valaes. Once this capability is present, it can
serve some other objectives as well, e.g., reducing transmit energy for a given
transmit rate and coverage, or a combination of these two objectives. Examples
melade increasing diversity to conbat fading; increasing error correction capability to
combat multi-user interference or other factors degrading transmission; and avoiding
poor channels in terms channel fmpulse response. Obviously, saving in transmit
cnergy franshates fnto larger coverage and/or ess multtuser interference. In the context
of selecting a chanmel with a good impulse response, the objective, for example, can
be to improve Signal-to-Interference-Ratio (SINR) inclading the effect of mualti-user
interference, enhance diversity in OFDM domain, or improve Haok security in key
exchange. Methods herein may use the observation that the channel topulse response
affects the structure of the receiver match filter, and thereby affects the level of multi-
user interference at the base-band of the desired receiver. If the purpose is enhancing
diversity, channel can be varied between OFDM syoibols (kept the same during cach
OFDM symbol). This induces channel variations over subseguent OFDM symbols,
which can be exploited to mcrease diversity, e.g., by coding and/or modulation over
several such OFDM symbols. In this setup, receiver needs to learn the OFDM channel
for cach OFDM symbol. This can be achieved through fuserting pilots in cach OFDM
symbol and/or through inserting training symbols. In the latter case several OFDM
symbols can be grouped together to reduce training overhead, i.e., each group of
OFDM symbeols relies on the same training and channel is varied between such
groups. Furthermore, pilots can be inserted among OFDM tones to facilitate training,

fine-tuning and tracking.
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180731 Another mothod to exploit induced channg] variation is o use the feedback
link, .g., the one present in two-way kinks, 1o select the chanuel counfiguration with a
preferred impulse response towards mereasing received signal encrgy as well as
reducing interference. It should be noted that the details of the impulse response
affects the receiver structure, which normally relies on a matched receiver, As a result,
the impulse response from a node T to a node R affects both the gain from T to R as
well as the amount of mterference at R from an interfering transmitter, say T
Conventional methods usually rely on multiple antcunas and antenna selection to
prove received signal strength and reduce received multi-user interference.
However, n these conventional methods antenna sclection at the transmitter T only
affects the forward gain from T to R and does not have any impact on the mterference
from T7 on R. To affect both signal and interference, conventional methods require
adenna selection to be performed at R and this results o some limitations. These
conventional methods need a separate antenna to provide additional independent gain
values over the links connecied {starting from or ending to) to that antenna. Methods
of this invention realize similar advantages while avoiding some of the disadvantages
associated with these earlier approaches. One advantage is that it is fairly easy to
induce channel variations resulting in different impulse responses. For example, by
relying on Q@ on-off RE-mirrors, methods of this invention can create 2% different
wopulse responses. This feature makes it possible to increase the nursher of
candidates available for the selection at an affordable cost. Methods of this invention
also benefit from the observation that changing the channel impulse response by
fnducing variations around transmittcr T in comnwumicating to R also affects the
mterterence received at R from an interfering transmitter node T {selection 1s based
on considering both signal and interference). In contrast, in traditional methods using
multiple antcunas, selecting a different antenna at the ransmitter side T does not
affect the level of interference from T7 on R. In the case of using OFDM, methods of
this invention based on channel impuise selection and matched filtering (to improve
signal and reduce interference) are still applicable as these involve processing in time
prior to taking the received signal to frequency domain. [ the case of OFDM, an

additional criterion for channel tmpulse selection can be based on the level of
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frequency selectivity in the resulting OFDM channel to increase diversity in the
frequency domain.

80741 Methods described herein in the context of using induced channe] variations
were explained in terms of changing propagation propertics arcund transmit
antconals). However, similar techniques can be applied if the channel is changed
around the receive antenna(s), or a combination of the two, i.e., RF propertics of
envirgnments around both transmit and receive units are perturbed to enhance the
induced chamnel variations.

{B075] Inducing channel variations in areas close to transmit and/or receive
antenna(s), in particular in the near field, can have a particularly strong infhuence on
the channel impulse response. To enhance this feature, and in some sense realize rich
scattering environments, this invention also includes methods in which static objects
{called parasitic clements hereafier) that can affect the propagation properties, e.g.,
pieces of metal to reflect RF signal, are placed in the vicinity of the transmit and/or
receive antenna(s) to enhance the induced channel variations.

{0876] In addition to features of the chanmel impulse vesponse that affect the energies
of the received signal and/or interference terms, the longth of the impulse respounse
also plays a role in separating signals and exploiting advantages oftered by the
induced channel variations. Placement of parasific elements aftects the length of the
chanmel tmpulse response. In particuldar, 1o enhance frequency selectivity, a longer
channel impulse response is needed. To realize this, methods of this invention include
placing parasitic clements in the form of reflectors; fransparent, or serui-franspatent
delay elements, forming walls around transnut and/or receive anterma(s). This
constroction will be called a chamber, hereafter. FIG. 10 shows a pictorial view
{viewed from top) for an example of such a chamber. Walls of the chamber can be,
for example, constroed using constructions disclosed in FIGs. 9 and 10. The sive of
walls and placement of openings for the chamber can be static or dynamically tuned
to adjust the chanuel impulse response. Openings may include air and/or delay
clemenis formed from materials with proper (preferably tunable) conductivity, proper
{preferably tunable) permittivity, or proper (preferably tunable) permeability.

Example for tumable conductivity inclade: 1) Injecting electron into a semi-conduoctor,
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¢.¢., using a metal-semiconducior junction, 2) Freeing electrons in semi-conductors,
¢.g., through light, laser or heath, and 3) lonizing {(plasma). Tunablc permittivity can
be realized using ferroclectric materials (tuned using an electric field/voltage).
Tunable permeability can be realized vsing ferromagnetic materials {tuned osing a
magnetic field/current). Another design disclosed 1o this invention concerns the use of
RF MEMS to adjust the position and angle of the energy sources, typically lasers, in
the tunable RF mirror to adjust the impulse response, or create effects stmilar to an RF
dish to guide the RF siguoal in far field, c.g., for the purpose of beam-forming. Another
aspect of this invention concerns stacking several such tunable RF rotrrors in parallel
to provide more flexibility in realizing a desired RF channel characteristic. In
particular, such a construction can be used to provide the effect of an RF dish by
adjusting the energy source, typically lasers, to end their cycle such that different
layers m the stacked structure act as reflectors contributing to steering the RF signal in
a desired direction. Note that the path covered by a laser beam will become
conductive and acts as a parasitic anienna ciements and knowledge developed in the
context of RF beam forming using parasitic clements will be applicable. Avnother
design disclosed in this invention concerns modulating the energy source, typically
laser beams, to expand their spectrum to cover a high range of frequencies. This
feature helps in using the encrgy source with a small frequency range to the wider
frequency range of the charge-releasing-object. For example, the laser’s original
frequency range, i.e., if excited 1o be abways on, may be too narrow with respect to the
frequency range of the charge-releasing-object, and this lmits the amount of absorbed
cnergy. Typically, a charge-releasing-object has a wider frequency range, even if it is
designed to match a particular laser. For example, such a modulation can be simply 4
periodic switching of the laser (1.e., using a rectangudar pulse train to excite the laser),
of using some other time signals for switching. Another complementary option is to
use several Jasers, cach covering part of the frequency range of the charge-releasing-
object. Anti-Refection (AR} coating of parts relevant 1o both RF frequencies and Hght
frequencies can be useful addition(s} to this design.

{0877] Walls of the chamber frap the RF signal and cause a varying namber of

reflections and delays for different parts of the RF signal before these get into the air
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for actual transmission {on the transmit side), or before actual reception after arriving
from the air {on the receive side). Tu this sense, this construction acts as a wave-guide
and consequently can rely on structures known in the context of wave-guides to cause
or enhance effects required in the methods of this invention for tnducing chamel
varigtions. Note that such walls can be conmbination of static clements and some that
are dynamically adjusted (tuned) at speeds required to adapt the chanmnel impulse
response (this is typically much less than the rate of signaling). Walls may have
openings or be composed of pieces with different conductivity and/or permittivity
and/or permeability to lot some of the trapped wave to exit the chamber after delay
and phase/amplitude changes caused by traveling within the chamber,

[0878] Other embodiments concern the situation that some or all the control signaling
can affect the propagation cnvironment in small fncrements. In this case, relying on g
fisll duplex link, this mvention melades methods to form a closed loop between a
transmitter and its respective receiver wherein the control signals {affecting the
channel impulse response} are adjusted relying on closed loop feedback, ¢.g., using
methods known in the context of adaptive signal processing. The criterion in such
adaptive algorithms can be maximizing desived signal, and/or mmimizing interference,
and/or increasing frequency sclectivity for diversity purposes. In such a setup, or in
other closed foop sctups disclosed carlier n the context of key genceration, stability
may be compromised due to three closed loops. These are one local loop at each node
(between transmitter and receiver in the same node due to the remaining self-
interference) and the third one is the loop formed between transmitter/receiver of one
nede and recever/transmitter of the other node. It should be clear to those skitled in
the area that transmit gain, receive gain and gains in local loops of the two units can
be adiusied to avoid such undesirable oscillations.

[0879] Aspects of this disclosure relate to the design of a full-duplex radio. In its
stmplest from, a full-duplex radio has separate antennas for transmission and
reception. The transmit and receive antennas may often be placed in the vicinity of
cach other and consequently a strong self-interference may be observed at the receive
antenna. The deseription herein illostrates systems and methods for practical

implementation of foll-duplex wircless using a primary transmit signal and aoxiliary



WO 2013/173252 PCT/US2013/040821

transmit signal to reduce interference, and a residual selt-interference cancellation
signal. To this aim, new sclf-interference cancellation techniques are deployed.
{6888] In one embodiment, a method of full-duplex commumication may comprise: in
a full duplex transceiver, generating an interference-reduced signal by combining an
analog self-interference cancellation signal to an incoming signal that includes a
desired signal and a self-interference signal, wherein the snalog self-interference
cancellation signal destructively adds to the self-interfercnce signal {o create a
residual self-interference signal. Then, the method may include further processing the
mierference-reduced signal to further reduce the residual seli-interference signal using
a baschand residual self-interference channel estimate.

{0881] o a further cebodirsent, the method may comprise; determining an cstimate
of a self-interference channel vesponse from a primary transmitter of a transceiver to a
receiver of the transceiver and determining an cstimate of an auxiliary channel
response from an auxiliary transmitter of the transceiver to the receiver. Then, the
method may inclode determining 4 residual self-interference baschand channel
response at a baseband processor of the receiver. Full-deplex commumication is
performed by preprocessing a primary transmit signal and an auxiliary transmit signal
with the estimated auxiliary chaunel response and a negative of the estimated sclf-
mierference channel response, respectively, and transmitting the preprocessed primary
transmit signal and the preprocessed auxiliary transmit signal in a transmit freqoency
range, while receiving a desived signal within a receive frequency range substantially
overlapping the transmit frequency range, and receiving a residual self-mterference
signal. Further, the method may redoce the residual self-interference signal using the
residual self-interference baseband channel response; and, further processing the
desired signal.

[6882] In a further embodiment, an apparatas may comprise: a weight calcalation unit
configured to measure a seif-interference channel and an auxiliary channel to obtain
an estimate of the self-interference channel and an cstimate of the auxiliary chanvel; a
full-duplex transceiver having a primary transmitter, an auxiliary transmitter, and a
receiver, wherein the primary transmitier and auxiliary transmitter are configured to

proprocess a training sequence to generate two fransmit signals such that the two
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transmit signals respectively traverse the self-interference channel and the auxiliary
channel and combine fo form an analog residual mderference signal at the receiver of
the full-dupiex transceiver; an analog to digital converter and a receiver bascband
processor at the receiver being configured to measure 3 baseband residual seif-
wderference channel response by; and, the transceiver being further configured 1o
cancel self-interference signals using the auxiliary channel and to cancel residual selt-
wterference signals using the measured baseband residual self-interference channel
response. in particulay, the full-duplex transceiver may commumicate in full-duplex
by transmitting information in a first frequency band to a second receiver while
simgltaneously receiving information in the first frequency band from a second
transmiticr by cancelling selftinterference signals using the avxiliary channel and
cancelling residual self-interference sigoals using the measured bascband residual
self-interference channel response.

[0883] As cxplained hercin, several techoiques in RE and basc-band are provided to
reduce/cancel the self-interference, as shown in FIG. 13, In a first aspect 410, antenna
design is employed to reduce the fncidence of self-interference 402 at a full-duplex
commuinication node 400, Symmetrical (e.g., pair-wise, triple-wise} transmit and
receive antennas are relatively positioned to reduce coupling between transoit and
recetve and thus reduce the mcidence of self-interference. Thus, to facilitate full-
duplex communications, access points and clients of the communication network are
configured to reduce self-interference between a component’s own respective
antennas and transmit and receive chains. In the case of two-dimensional struciures, it
18 shown that there exist pairs of synmumetrical antennas with substantially zero mutual
coupling over the entire frequency range. To simphify implementation and also
provide support for MIMO in two dimensions, various embodiments include a second
clags of antenna pairs with low, but non-zerp coupling. This s based on placing one
set of antennas in the plane of symmetry of another set. In 3-dimensions, it is shown
there exist triple-wise symumetrical anteonas with zero coupling between any pair. It is
also shown that in 3-dimensions, one can indeed find two sets of antennas (fo be used
for transmit and receive in a MIMO system) such that any antenna in one set is

s

decoupled {zero coupling over the entire frequency range) from all the aniennas in the
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second set. Furthermore, such three dimensional structures are generalized to the case
that antcona arms are placed closely or merged, for exanple using two-sides or
different layers of a PCB, or analogous approaches based on using Integrated Cirouit
(IC). An example for the implementation of such constructions is based on using
patch antennas whercin one antenna arr is generated through reflection of the other
anterma arm in the ground plane. Examples of such a constraction are presented
wherein the same patch is used as the transmit antenna, the receive antenna and the
coupler necessary in analog cancellation. Examples are presented to generalize such
constructions for MIMO transmission, Hereafter, such constructions are referred to as
being in 2.5 dimensions, or simply 2.5 dimensional.

[0884] Muost examples and aspects herein are described based on using separate
antonnag for transmit and receive. However, most of the techniques described for self-
interference cancellation will be still applicable if the same antenma 18 used for
transmit and receive. Known methods for isolating transmit and receive chains may
be applicd. To describe the systems and methods a basic setup 18 used herein. For this
purpose, aspects relevant to issues hike synchronization and equalization are described
assuming OFDM, likewise aspects relovant to supporting meltiple clients and
networking are described assuming OFDMAL However, techniques herein will be
applicable if OFDMA is replaced by some other known alternatives, e.g., COMA,
OFDM-CDMA, Direct Sequence (DS)-UDMA, Time-division Multiple Access
{(TDMA), constellation construction/transmission in time with pulse shaping and
equalization, Space Division Multiple Access (SDMA), and their possible
combinations.

[0885] In a second aspect 412, a corvective self-interference signal 404 is generated
and njected into the receive signal at 412, Weighting coefficients for filtering are
calculated for a primary transmit signal and an auxiliary transmit signal comprising
the corrective sclf-interference signal 404. The corrective self-interference signal may
be transmoiited by the vode to combine in the air with the signal 1o be received by the
node’s receive antenna. Transmission of the corrective self-interference signal can be
at power levels comparable with the primary signal using an antenna with comparable

functionality as the antenna used o transmit the primary signal. This can be the case if
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muitiple kigh power iransmit antennas arc available in the unit. As an alternative, an
auxiliary transmit antenna, with high coupling to the receive antenna, may be used to
transmit the corrective sclf-interference signal with low power. The corrective self-
interference signal may be coupled (c.g., in RF in the receive chain of the nede
without the use of an antonna} to the signal received by the receive antenna.  In
various embodiments, the analog cancellation may take place at an RF coupler 418, or
alternatively it may take place at bascband frequencies using circuit 420.

{0886] As shown in FIG. 4, another technique for cancelling self-interference 15 to
determine the response of a transmit-to-receive baseband channel, also referred to
herein as a residual inferference channel, or a residual self-interference baseband
channel. The baseband version or frequency domain version of the transmit signal
408 raay be provided fo the receiver baseband processor 414 for a further analog
subtraction 414 by processing the transmit signal with the residual self-interference
responsc and then subiracting it from the incoming signal to obiain the received signal
416 prior to A/D conversion.

IB087] With respect to FIG. 14, one embodiment of a full-duplex transceiver is shown.
OSDN data 5172 1s provided to the transmitter baseband processor 510, This signal
will form the basis of the primary transmeit signal 526 that is propagated between the
transmit antenna and receive antenma with low coupling as described herein. The
baschand processor 510 generates OFDM symbols for transmission and passes them
10 preprocessor unit 308, Preprocessor unit 508 multiplies the OFDM symbols by the
transfer fumction Ha, which represents the transmission chanmel of the auxiliary
transmit path 534. The signal is then converted to a time domain signal and passed
through digital o analog converter 506, Alternatively, transmit baseband processor
510 gencrates the thue domain signal with an IFFT moedule and preprocessing filter
508 is implemented in the time domain, such as by an FIR filter. The output of
proprocessing unit 508 is converted to an RF signal by modulator 504, and amplified
by power anplifier 502, and finally transmitted to a distant end receiver (not shown).
[B888] In the awxiliary transmit channel the OFDM data 524 is provided to the
auxiliary transmit bascband processor 522. Similar to the primary transmit chain, the

auxiliary preprocessor 520 may alter the OFDM symbols by an estimate of the

[
~J
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transfer function (— H,), which is the negative of the chanunel response of the
foterference channel 536, Alternatively, the output of the auwxiliary transmit baschand
processor 522 may be time domain signals caleulated by an IFFT module, and the
preprocessor unit S2{ may be an FIR filter to process signals in the time domain. The
output of preprocessor 520 is provided to a digital to analog converter 518, and then
to RF modulator 516, to generate the auxiliary transmit signal 514, also referred to as
the self-interference cancellation signal. The self-interfering signal 526 combines
with the seif-interference cancellation signal 514 by way of RF addition 528.

{8089} In the embodiment of FIG. 14, the self interference is cancelled by
determining the characteristics, or frequency response, of (i) the self-interference
channel Hi caused by the primary transmit signal as coupled through the primary
fransmoit auteona and the receive antenna, and (i) the sclf-interference cancellation
chanmel H; caused by the auxiliary transmit path, which conveys the sclf interference
canccllation signal. The channel responses may be determined by channel sounding
techniques, inchiding transmitting predetermined tones and measuring the magnitude
and phase variations of the tones in the received signal. Note that the channel
responses Hy and Ho are the responses of the complete channel from the OFDM data
at the respective transmitters through their respective chains, through the anzlog
signal propagation/ RF channels, the receiver analog front end, all the way to the
receiver baseband 538, The cancellation effoct in the embodiment of FIG. § is ducto
the concatenation of the two chaonel responses in the primary transmit chain (H; from
preprocessor 508, and Hy from the remainder of the transraission path), and the
negative of the concatenation of the two channel responses in the anxiliary transmit
chain {(-H, by preprocessor 520, and H, from the remainder of the auxiliary
fransmission path). Because of these two concatenations performed by the respective
transmission/reception chains, the self-interference signal 526 is substantially reduced
by the negative contribution of the selfinterference cancellation signal 514, by way of
RF addition 528. The remaining received signal is then demodulated by RF
demedulator 530, and is sampled by analog-to-digital converter 532, The sampled
signal is then processed by receive baseband processor 538/540. Receive baseband

processor 538/540 performs an FFT to gencrate the OFDM symbols 542, Note that
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both preprocessors 602, 604 may apply the chaonel responses by operating directly on
the OFDM transmit signals by altering the magnitude and phase of the symbols
according to the channel response. Aliernatively, the preprocessing may be
performed in the time domain,

{3058 Note that in FIG. 14, it is recognized that the self-interference channel H; and
the self-interference cancellation channel Hj as determined by the full-duplex
transceiver are only cstimaies of the actual channel responses and may include errors
AH; and AH, |, respectively, as shown in preprocessing units 508, 520, Afier the
concatenations of the primary transmit signal and the auxiliary transmit signal with
their counter chanmel responses, a residual interference signal remains after the RF
addition. This residual signal is separately measured at the receiver bascband
processor, as described more fully below, and is referred to herein as the residual self-
interference baseband channel response. Note that both preprocessors may apply the
channel responses by operating directly on the OFDM fransmit signals by altering the
magnitude and phasc of the symbols according to the channel response. Aliernatively,
the preprocessing may be performed in the time domain,

[0891] FIG. 15 shows a further alternative embodiment where the residual error
channel s measured and is then cancelied using a second auxiliary transmit channel
for cancellation in the analog domain. This allows the residual error signal to be
removed in in the time domain without having to go through an OFDM symbol time.
[0892] FiGs. 16 and 17 show block diagrars representing transrait and receive chains,
n accordance with examples of embodiments of the full-duplex transceivers. These
cmboediments differ in the method used to construct the axillary corrective signal from
the main transmit signal and the method used to couple (add) the corrective sigoal
with the ncoming signal. In some embodiments, the cancellation in analog domain
due to the corrective signal s performed prior to Low-Noise-Amplifier (LNA). In
another embodiment, this is done after the LNA, and before the A/D. In some
emboediments, the filtering s performed in time domain. In another embodiment,
filtering is performed in the frequency domain. In some embodiments compensation
for amplifier nonlinearitics is cxplicitly shown. In other embediments compensation

for amplifier nonlinearitics is implicit.
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0893] The construction of a secondary {corrective) signal uses the data from the
primary transmit signal and an instantancous measurcment of the self-interference
chanmel. The corrective signal, or self-interference cancellation signal, 1s subtracted
(in the analog domain) from the incoming signal prior to A/D. This can be achieved
by using muitiple, in particular two, transiott antenoas with proper beam-forming
weights such that their signals are subtracted in the air at the receive antenna. The
anterma used to transmit the corrective signal can be a fully functional transmit
antcnna (similar to the other antenna used in the transmission) in the sense that it is
connected to a pewer amplifier and has a low coupling with the corresponding receive
antenna. This scenario may be of interest if there are several transmit units available
which can be used in different roles depending on the mode of operation. An
alternative is to usc an antcuna that is desigoed exclusively for the purpose of self-
mterference cancellation and consequently has a high coupling to the receive antenna
and can transmit with a low power.

[0894] A different approach is based on subtracting such  corrective signal in the
receive chain prior to A/D using methods for RF signal coupling. Regardless of which
of the above methods for active cancelation are used, the corresponding weights may
be referred to as the self-cancellation bearn-forming coefficients. To taprove
mathematical precision by avoiding dividing of numbers, it helps if the weighting 1s
applied to both primary and secondary, while scaling both to adjust transmit energy.
However, an equivalent filtering operation can be applied to only one chain, in
particular to the auxiliary corrective signal. Aspects of filtering for construction of the
suxiliary corrective signal are mainly explained using frequency domain realization,
however, filtering can be also performed in the time domain. In particular, it is
proferred that channel impulse responses are measured in the frequency domain, and
then converted 1o a time-domain impulse response or difference equation used to
implement the fiker in the time domain. Time domain filters may act contingally on
the signal in the time domain, or account for and compensate for the initial condition
due to the filter memory from the previcus OFDM symbol.

{8093 FIG. 16 shows one embodiment of a full-duplex transceiver 800, The transmit

data 816 1s provided to transmit bascband 814 of primary transmit chain 804, which

3G
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formulates OFDM symbols and forwards them to IFFT processing unit 812 for
conversion to a time domain signal. The data is then converted to an analog signal by
digital to analog converter 810. The analog signal is then modulated by RF modulator
808, and amplified by power amplifier 806, The signal is then transmitted to a distant
end receiver (not shown), and the transmission causes a self interfering signal 802 to
be received by the receive chain 832, The transmit data 816 15 also provided to
auxiliary transmitter 820, where the baseband processor 830 generates OFDM
symbols. The OFDM symbois are converted to a time domain sigoal by IFFT
processor 828, and then converted to a ime domain signal by digital to analog
converter 826. The auxiliary transmit signal is then modulated by RF modulator 824,
and amplificd by amplifier 822 for transmission to the receiver chain 832 via path 818,
10896] Note that the preprocessing of the primary transot signal and the auxiliary
transmit signal may be performed by transmit baseband processor 814 and acxiliary
transmit baseband processor 830, respectively. Specifically, the TX base-band
component 814 and ATX base-band component 830 receive weights from weights
calculation unit 846 to perform the corrective beam forming (when transmitted for
combining in the air) or signal injection (1.e. when added in RF on the unit 800).
{0897] In the embodiment 800 illustrated, the amplified signal from amplificr 804 is
transmitied, via a pair-wise synunetrical transroit antenna whereas the amplified
signal from amplifier 820 is output for combining with a received signal from a pair-
wise syrometrical receive ardenna of receiver 832 via RF coupling unit 834, A low
notse amplifier 336 amplifies the combined received and injected signal. The
amplified signal is demodulated (by demodulator 838) and analog to digital
conversion is performed at A/D Unit 840, The digital signal is passed to FFT unit 842
and thereafier to RX base-band 844, which provides received data 848 and
mformation (measurements) to weights calculation unit 846,

[089€] Remaining degradations in receive signal can be further reduced by forming
an appropriate digital or analog corrective signal and applying it in the base-band (or
IF), or even via RF transmission according to FIG. 15. This may be an attractive
option to account for the degradations that arc caused by non-lincar operations such as

rounding, lack of precision in FFT/IFFT eic.
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16099} The cquivalent Transmii-to-Receive Base-band Channel (TRBC) for the
remaining self-interference (residual scl-interference) is measured to obiain this
cquivalent channel, the remaining amount of self-interference can be subtracted from
the receive signal at RF.

166108] In some embodiments, a method mmay comprise full daplex nodes
represented as Alice and Bob configured to reduce the amount of selfiinterference and
cach node performing respective operations io exchange a key comprising:

1. Channel values for canceling self-interference are measuored (quictly by
transmitting low power and possibly scrambled pilots) in each node:

2. Each umt transmits the sum of its received signal and its tnput signal

Alice/Bob simultaneously sends pilots 4/8, foliowed by ~4/B,

[N

respectively;

4. Each node obtains two equations which are used to find phase values
of AGyrand 8G; where G and Gy, are the cross gains botween Alice
and Bob; and,

5. For higher sccurity, only one of the two phase valucs, or a proper
combination of them is ysed; and

6. Chamels are perturbed {at both nodes) to change the chanmel phase
prior to a next round to determine a further key.

106101} In further emabediments the nodes are full dupiex nodes represented as
Alice and Bob, cach node performing respective operations to enhance security
comprising:

1. Afier the initial connection is established, Alice introduces a random
offset in its carrier frequency for every new block of OFDM symbols;

2. Bob transmiis the periodic preamble (used in OFDM for frequency
synchronization) with high power and then transmits signal from a
Gaussian codebook or its practical realization containing a secret key
to be used by Alice as a partial or full key in Alice’s next transmission
block.

881023 In yet other embodiments, the RF channel is perturbed relying on
methods known in the context of RF beam-forming said methods selected from one or
more of: using meta-materials, absorber/reflector surfaces, Ferroelectric materials,
changing conductivity of semi-conduactors by applying voltage or other forms of

encrgy including light, clecironically controlied antennas ¢.g., by changing
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impendence through switching of conducting picces of metals, optically controlied
antcunas, ferrite-type dielectric antennas, and plasma antennas.

180103} In some embodiments, the RF chanmel s perturbed by surrounding the
antcnnas with walls composed of plates that have a conductive surface which is
fransparent to RE signal at the carrier frequency of interest, ¢.g., by using periodic
structures, and each wall has two such plates filled with a diclectric in between, with
both of the two plates separated from the dielectric material using a layer of non-
conducing material, and where the RF property of the diclectric are changed by
applying voltage across the two plates forming each wall,

[60184] Further embodiments include an RF channel perturbed by sorrounding
the antennas with walls composed of plates that have a conductive surface which is
transparcnt to RF signal at the carrier frequency of interest, ¢.g., by using periodic
structures, and each wall has two such plates filled with a semi-conductor in between,
with ong or both of the two plates separated from the semi-conductor material using a
tayer of non-conducing material, and where the density of charge on the surface of the
semi-conductor is changed by applying voltage across the two plates forming each
wall.

{B0165] Further embodiments include an RF channel perturbed by surrounding
the antenmas with walls composed of plates that have a conductive surface which 1s
transparent to RF signal at the carrier frequency of interest, e.g., by using periodic
structures, and ¢ach wall is connecied to a layer of semi-conductor, with 2 layer of
non-conducing material in between, sirailar to what is used in metal-oxide-
semiconductor, and where the density of charge in the senmi-conductor is changed by
applying voltage across each wall to adjust the level of reflection for the RF signal.
{08106} Further methods may use 2 full duplex Hek te form 2 closed loop
between a fransmitter and its respective receiver wherein the control signals (affecting
the chamnel tmpulse response) are adjusted relying on closed loop feedback, e.g.,
using methods known in the context of adaptive signal processing. Silll further
embodiments include a wircless communication node configured to perform a method

according to any one of the previous method claims.
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{08107 In the foregoing specification, specific embodiments have been described.
However, one of ordinary skill in the art appreciates that various medifications and
changes can be made without departing from the scope of the invention as set forth in
the claims below. Accordingly, the specification and figures are to be regarded in an
ilustrative rather than a restrictive sense, and all such modifications are intended to be
included within the scope of present teachings.

[08108] The benefits, advantages, solutions to problems, and any element(s} that may
causc any benefit, advantage, or solution to oceur or become more pronounced are not
to be construed as a crifical, required, or essential features or elements of any or all
the clatms. The invention s defined solely by the appended claims tncluding any
amendments made during the pendency of this application and all equivalents of those
claims as tssued.

{B0169] Moreover in this document, relational terms such as first and second, top and
bottom, and the like may be used solely to distinguish one entity or action from
another entity or action without necessarily requiring or implying any actual such

relationship or order between such entities or actions. The terms “comprises,”

2% 4¢ b

"comprising,” “has”, “having,” “includes”, “including,” “containg”, “containing” or
any other variation thereof, are intended to cover @ non-exclusive inclusion, such that
a process, method, article, or apparatus that comprises, has, includes, containg a list of
elements does not include only those elements but may inchude other elements not
expresshy listed or inherent to such process, method, article, or apparatus. An clement

LIS

proceeded by “comprises ...a”, “has ...a”, “includes ...a

3% 4w

, “contains .87 does not,
without more constraints, prechude the existence of additional identical elements in
the process, method, article, or apparatus that comprises, has, includes, containg the
clement, The terms “a” and “‘an” are defined as one or more unless explicitly stated

59 4k EL 39 ¢,

otherwise herein. The terms “substantially™, “essentially”, “approximately”, “about”
of any other version thereof, are defined as being close 1o as understood by one of
ordinary skill in the art, and in onc von-limiting crubodiment the term is defined to be
within 10%, i another embodiment within 8%, in another embodiment within 1%
and in another embodiment within $.5%. The term “coupled” as used herein is

defined as connected, although not necessarily directly and not necessarily
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mechanically, A device or structure that is “configured” in a certain way is
configured in at least that way, but may alse be configured in ways that are not listed.
[68118] It will be appreciated that some embodiments may be comprised of one or
more generic or specialized processors {or “processing devices™) such as
microprocessors, digital signal processors, custonized processors and field
programmable gate arrays (FPGAs) and unique stored program instructions (including
both software and firmyware) that control the one or more processors o implement, in
conjunction with certain non-processor circutis, some, most, or all of the functions of
the method and/or apparatus described herein. Alternatively, some or all functions
could be implemented by a state machine that has no stored program instractions, or
in one or more application specific integrated circuits (ASICs), in which cach function
or some corabinations of certain of the functions arc implemented as custor logic.

Of course, a combination of the two approaches could be used.

80111} Moreover, an embodiment can be implemented as 3 computer-readable
storage medium having computer readable code stored thereon for programming a
computer {e.g., comprising a processor) to perform a method as described and
claimed herein. Examples of such computer-readable storage mediums include, but
are not Hmited 1o, a hard disk, a CD-ROM, an optical storage device, a magnetic
storage device, 8 ROM {Read Only Memory), a PROM (Programmable Read Only
Memory}, an EPROM (Erasable Programmable Read Only Memory), an EEPROM
{Electrically Erasable Programomable Read Only Memory) and a Flash memory.
Further, it is expected that one of ordinary skill, notwithstanding possibly significant
cffort and many design choices motivated by, for example, available time, current
technology, and cconomic cousiderations, when guided by the concepts and principles
disclosed herein will be readily capable of generating such software jnstructions and
programs and ICs with minimal experimentation.

[80112] The Abstract of the Disclosure is provided to allow the reader to quickly
ascertain the nature of the technical disclosure. 1t is submitted with the understanding
that it will not be used to interprot or limit the scope or meaning of the claims. In
addition, in the foregoing Detailed Diescription, it can be scen that various features are

grouped together in various embodiments for the purpose of streamiining the

a
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disclosure. This method of disclosure is not to be interpreted as reflecting an
fotention that the claimed embodiments require more features than are expressly
recited in each claim. Rather, as the following claims reflect, inventive subject matter
lics in less than all features of a single disclosed cmbodiment. Thus the following
claims are hereby incorporated into the Detailed Description, with cach claim

standing on ifs own as a separately claimed subject matter.
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Claims
¥ claim:

1. A method comprising:

at a first transceiver, transmitting a plurality of signals 1o a second transceiver
and recetving corresponding receive signals from the second transcetver, wherein
cach transmitted signal is sent using a chanoel perturbation;

measuring a plurality of phase values, wherein cach phase value is a phase
difference between one of the phirality of transmitted signals and corresponding
receive signal;

masking a subsequent phase modulated signal employing phase rotation at the

first transceiver using the plurality of phase values.

]

The method of claim 1 wherein the first and sccond transceiver are full-duplex

nodes.

(a3

The method of claim 1 wherein the first transceiver acts as a full-duplex repeater

for a plurality of signals initiated by and transmitted from the second transceiver.

4. The method of claim 1 wherein the subsequent phase modulated signal is an

encryption key.

5. The method of claim 4, wherein the encryption key is encoded with an error-
correction code, and wherein the plurality of phase values inchades phase noise

that is corrected using the error-correction code.

6. The method of claim I wherein the channel is perturbed using radic frequency

mirrors to alter antenna environments.

=~

The method of claim | wherein the first transceiver is full duplex, and wherein

PCT/US2013/040821
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o>

symmetrical antonna structures are used to reduce coupling and self-interference,
and wherein a cascade of nwltiple analog cancellation is used fo further reduce

coupling and self-interference.

5 9. The method of claim 7 wherein the first transceiver perforros calibration to

measure its internal phase.

16, The method of claim 7 wherein the first transceiver measures the filters to be used

i the cascaded analog cancellation using a low power pilot.

11. The method of claim 7 wherein the first transceiver acts as the master and
transmits a stnusoidal signal of a known frequency and the second transceiver

relays this signal sample by sample back to the first transceiver.

15 12. The method of claim 1 wherein the first transceiver accounts for an internal phase
shift by subtracting a value of the interpal phase shift from each of the plarality of

phase values as the mask.

13. A method comprising:

20 measuring loop-back channels from a transmitter of a first ransceiver to a
receiver of the first transceliver;
transmitiing at least one symbol and measuring a first relative phase of at lcast
one returned symbol;

receiving at least one symbol and refransmitting the at least one received

ND
(]

symbol;
perturb the channel at the first transceiver to change the chanpel phase;
transmitting at least one additional symbol and measuring a sccond relative

phase of at least one additional returned symbol.
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14, The method of claim 13 wherein a subsequent phase modufated signal is

transoitied using a mask derived from the first and second relative phase.

15. The method of claim 13, wherein the subsequent phase modulated signal is an

3 encryption key encoded with an error-correction code.
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