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METHODS AND SYSTEMS FOR PERSONAL AUTHENTICATHON

BACKGROUND

5 The present gpplication is directed generally 1o methods and systems for

personal asthentication, in particular, to methods and systems for personal

authentication using radio frequency identification (RFID) dovices.

Deseription of Related Art

10 As teohnological advances continue to progress, sophisticated segurity
measures are needed. Personal authentication systems avatlable in the prior art pose
several problems. RFID systems may be vulnerable to unautherized aceess if a thisd
party uses an RFID reader to attempt to obtain information. the RFID tagisa
WORM (Write Onge, Read Many) or & read-only tag, then if an unauthorized third

15 party accesses the information on the tag, the security provided by the tag s

breached and the tag must be replaced.  Adduttonally, existing RFID systent may

not provide notification to the RFID holder if or when the RFID tag is being read.
Existing biometric authentivation systems may provide higher securily than

some available RFID syctems. However, incorpotating a person’s body 1nth

20 authentication system increases the possibility of bodily harm

SUMBMARY
The increasing prevalence of internet commerce and credit sard transactions
require particular atfention 1o sophisticated security measures to ensure safety of
25 important personal and financial information. The systems and methods desenbed
herein are directed to a pevsonal authentication system to increase security of
information withoot the use of biometrie information or the need {0 memorize and
recite cumbersome passwords. The system includes the use of one or more RFID
tags that are disgidsed as everyday itenys, such as g key ring or jewelry, The RFID
30 tags are enhanced by using advanced cryptography. Addittonally, the systems and
methods described heretn address measures to prevent unauthorized access by third

partigs.
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¥ DESCRIFTION OF DRAWINGSE

a

The {oregoing and other objects, aspects, features, and advantages of the

invention will become move apparent and better understood by referring o the

5 following deseription taken in conjunciion with the accompanying drawings, in
which
FiG. 1A is o block diagram of an embodiment of a system for personal
authentication using RFIDy
FIG, 1818 a block diagram of ay embodiment of a system for personal
1 suthentication using RFID;

FIG. 215 & block diagrany of an embodiment of a systom fur creating
personal anthentication keys using RFID;
FIG. 3 is a Hlow dingram of one exmnbodiment of 2 method for creating

1S3}

> 5

s

9]
e

RIS ST T .y
personal authentication koys
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15 FIG, 4 18 2 flow diagram of one ombodiment of 8 method for responding 0

3

unawthorized RFHD readers attempting to read the RFID koys

apparent from the detatled deseription set forth below when taken oy confunction

o]
P

glements throughout. In the drawings, like referonce numbers generally indicate

identical, Rmcettonally sinnlar, and/or stracturally similar cloments,

DETARED BESCRIPTION

Reternng to FIG. 1A, a block diagram of an embodiment of a system for
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tication using RFID 18 shown and described. In brief overview, the
systont 100 imchudos one or more RFID tags 1053-1050 and an RFID reader 110, in
commurication with a server 120 over a network 1150 Allhough the drawing depi

an RFID reader 1o comumonication with a server, insome embodiments, the system

N Pt

meludes only the one or more RFEM lags and the RFID reader. Hach RFID tag 103

Lad
sy
(o

containg a portion of an authentication key as well as dats necessary to nrevent

unanthorized third party aceess, When the one or more RFID tags 1058-18n are
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presented to an REID reader and the entire anthentication key s presented, the REID

reader 110 verifies the key and avthenticates the user.

Now referring to FIG. 14, inwore detadl, sn RFID tag 105 s a passive, read-

write identification (RFID) device. A

B

L

passive RFID tag i3 ono that relies catirely on

44

3 an RFIE reader as its power source. A read-write RFID tag can be added 1o or
OVETWTHICD DUMCTous ¢ . The RFID tag 105 can include an RFID chip and
arttennae. The RFID chip can be an integrated ciruuit for storing and processing

mformation and modulating and demodulating a radio-freguency signal. The

antenng 1s used o receive and transnit the ragdio-frequency signal. Bach RFID g

oy

HOS can be aceessed by an RFID reader 110 and can store information {ransmitted to

The REHD reader 110 evnts raddio signals that power up and activate the passive
RFHrtags 105, The activated REFID tags 105 transmit data to the P readey 110
which colleots the mformation

Stll refersving to F

g U LA, the RFID reader 110 15 a device that s used to

A 3

tags 133, The RFID reader 110 18 @ computing deviece that can
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nchide an RFEID reader unit, which includes an antenna that emits radio waves,

Responsive o the emitied radio waves, the RFLD tags are powered up and respongd

by sending back their data, The RFID reader 110 can also include storage slement

m
#
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to store data necessary to suthenticate a user oncg a Key 1§ presented. The
20 reader 110 can be in conmnunication with other computing devices, such as a server

12¢ used for eloctronic commierce 1o yse dala stored on the server 120 o

FIG. 1B 1 similar to FIG TA and will ondy be discussed in detail 1o the

exient necessary, PG 1B s an exenplary embodiment of the system 100 deoseribed
25 herein. As depicted, the RFID tags 105 can be in the form of common objects, such

as g fiepin 103x, » watch 105y, and a wallet 105z, An RFID tag 105 can also be a

bead on a necklace, a stone on @ ving, key ting, card, or other such inconspicuous

et The RFID tag 105 can alse be attached o common objocts by a temporary

adhesive, permanent adhestve, or other adhesion mechanism, The RFID tag can be
30 sttached to common objocts by other msthods, such as clips, inserts, or magnets.

b
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RFID tags can be vulnerable o third party unauthorized sccess. The prosent

disclosure provides mechanisms to deal with third party attemipis 1o access any of

Fach RFID tag 103 can bo cquipped with an auditory or visual mechanism o

indivate that a tag iy being read. For example, 8 tag can emit a tone or a sertes of

'y .

short tones sigmfying that the tag is being read. Similarly, a tag can be equipped

with a small bulb, such as an LED that will flash when being read by an RFID
veader V10

Optionally, the sydtem can inelnde an REID tag comtroler. An RFID tag
contretier is @ master devive which signals to the RFID tags 103 to cease omitting

sounds or hights for a speciited period of time. The RFID tag controller can b in the
form of a device that includes a button, When the bution 15 pushed by the user, the
RFID tags within range recetve a signal from the controller and temporarily stops
enitting sonnds of Hghts when the REID tag ig being read,

Referring to FUG 2, a block diagram of an embodiment of a system for
cregting personal authentication Xeys using REID is shown und described. {n brief
overview, the system 283 inchides the one or more RFID tags 105a-105n and an
RFD reader 110 I communieation with a computing device 210, The computing
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device 210 communicates over a network 118 with a server 120, Each REID tag

FO5 18 a road-wrie passive tag. A user generates  key using methods deseribed

herein, The key is transmitted o the RPID reader 110, which activates the RFID
tags 103 and transmits the Key or portion thereof to the RFUD tag 103, Insome

gmbodiments, the client 210 commmunicates over the network 11510 a sepver 120

later use i1 for authentication.
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G2, i more detadl, the computing deviee 210 can

,.4
=
)
&
o
Lo
&
&
P
e
'rTj‘
i
o
Ly
4
3
&
4
&,
£
&
—

10, o other embodiments, the computing device is m
conumumcation with the REID reader 210 through such means as USH or infrared.
The computing device can also be in commutcation with the RFID reader 110 ¢
the network 113,

n some embodiments, the computing device may be a handheld or wobile

device, permitiing the user 1o gain access to the system and generate or modify Keyy

e

remotely. I other umbadiments, the system can be hosted on 2 remote web server.



WO 2011/072231 PCT/US2010/059905

L%

The remote web server way be accessed by a client computer or a handheld or
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mobile device, permitting the user o gain access to the
aceess to an RFID reader 110 to read and write to the RFID taes 105,

The systemn generaies the unigoe key for the user and communicatey with the
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Jreader 11O, The RFID reader 110 reads the RFID tag 105 and then writes the
information provided by the system onlo the tag 105,

Mow refertiag to FIG. 3, a flow diagram of one embodiment of a method for
cr%a‘ii“;g personal authentication keys using RFID is depicted and deseribed. In brief

tethod 300 inclndes a asor determining the number of REID tags w

1 use for :,}E:i'&%(}?‘:i‘i asthentication and loading the number to the client compater {Sigp
316y The client computer then generates a key for use in personal authentication
and assigns part of the key to the one or more RFID tags (Step 320}, The cliont
computer then communicates with the RFHD reader and writes the assigned portion

3

of the key to the RFID tag (Step 330). Optionally, the clent compuier generates a

hallengo-response authentication of R¥ID readers and
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transmits the password to the one or more RFHD tags {Step 3403,

werein permits a user to determine the nunther of REID
tags 1088-105n o b used for personal authentication. A oser csn choose as fow as
a single REID tag 105 or may choose many RFID tags 105, Onee the user chooses

20 the nomber of RFID tags, they must load the nomber onto the cliemt computer 216,
The chient comyputer 210 then wses the number to generate & key for use in the

kS

personal anthentication sysiem. The key generated for nge 11 the personal

authentication system 100 can be generated wsing knows methods of pablic key

“u

encryption. Public key encryption uses mathematically related cryptographic kevs,

25 namely a public key and s private key, The keys are mathematically refated but it is
computationally infeasible to calculute the encryption of one key using the other,
The key can also be genersted using known crvplography methods used in the an.
Onee a key has boon generated, a cliont computer communicates with the
REID reader and wintes the assigned portion of the key to the RFID tag 105 In
3G some embodiments, the REID reader 18 & coveponent within the cliont computer, In

g

other emboduments, the RF D reader i3 & hardware component in commaunication

Favee

with the eliest covapater. The client compuier communicates with the RFID reader

[
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to activate the RFID tags 105, The RFID reader awthenticates the RFID tags that

“
e

helong

o the system. Onee the tags have been authenticated, the RVID reader wiite:

]
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P41

the assigned portion of the generated key to the RFID tag 105, This is repeated watil

HRFHD tags 103 have data transmitted 1o them. Once all dats transmission (o the

£ tags is complete, the RFID reader conducts a prefiminary authentioation check

%
Y]

Yok

I tags have beon correctly written to and the combination

pacs

i0 ensure that all the RF
of the tags works comrectly,

Additionaily, the client computer 120 also penerates multiplk
response combination, The client computer gonerates responses and associates thom
with an identifior and transmits the responges and identifiers to the RFID tags for use

e

in challenge-response authentication: of REID readers. A challenge-respornse

suthentication is a protocol in which an RFID tag issues a guestion or “challenge™
and the RFID reader must provide a valid answer or “response™ in order to be

anthenticated.  Onee the RFID reader is avthenticated, it can fequest the REID tag to

wansmit the key fragment contained thevein.

;:ﬁ

rE e

FIG. 4 s a fow dingram of one embodiment of a method for responding o
an unswhorized REID reader atlempting 1o read the RFID tags 103 is depicted and
dosenbed, In brief overview, the method 400 includes an unauthorized BFID reader

activating an RFUD tag 103 containing all or part of an authentication key (Rep

k]
1

410y The RFID tag 108 responds by transmitting a challenge question to the RFID

2

tag 110 (Step 4203 Al step 430, i 15 determined whether the RFID reador transmits
el b

& correct response back fo the RFID tag 105, If the RFID reader correctly responds

to challonge question wansmitted by the RFID tag 105, the R¥FID reader 110 18

authenticated and the REID tag 105 wansmits data rogquested ’hy the reader 110 (Siep
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441 Hthe RFID tag does not suthenticate
submit another challenge question {Step 4501

Atstep 410, an KU reader activates an RFID tag 105 by enutting radio
signals to power the tags. In response (o the reced wmﬁ the radio signals, the RFID

possessing the REFID tag that the tag 109 is currently being read,
by 4 Fand e

&
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Onee powered, the RFID tay transuits a challenge guestion to the RFID
veader 110 previously transmitted 1o it from the client computer 2100 §n order to
gain aceess to data on the RFID tag 105, the R reader 110 must provide the

correct response. | the RFID tag 105 determines that the response received from

the REID reader 110 19 corvect, the RFID tag 105 suthenticates the RFID veader 110
and permits the reader 110 access to the information on the REID tag 105,
i, however, the REID reader 110 is unable 1o trangmit a correct response, the
R¥FID tag 105 transmits another challenge question and awaits a respouse from the
reader 113 This step may be repoated upti] the RFUD tag 109 15 depleted of

challenge question. Alternatively, this step may be repeated for a pro-determined
murther of atiemapts by the RFID tag 105, Hthe RFID tag 105 does not reveive a
respense from the RFID reader 110, the RFID tag 105 will lose power and turn off

In another embodiment of the system, i an unauthorized reader 110 attompis

{6 access an RFID tag 105, the tags could be reordered or switched out fur other
RFID tags 105, The reordoring or switched out RFID tags 105 would essentially

create anew protecied Key. Prior to the modified RFID tag being used for
authentivation purposes, the modificd RFID tag 105 set would need to communicate

with the client computer 195 and recorded so that the key would be updsted to the

While the present disclosure has been shown and deserthed with referencs o
specific embodiments, it should be understood by those skilled in the art that variows
changes m form and detail may be made therein without departing fom the swopa of

the porsonal authentication systom desertbed hereln

3
X
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‘What 1z clayned:

1. A method for creating personal suthentication keys comprising:

5 defermining 8 number of REE tags;
generating a key;
partijoning the key into a phuality of parts, the number of parts

corresponding to the number of determined RFID tags; and
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writing cach of the pluraiity of key parts to a comresponding

heei
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tag.
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