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In a discrete multitone spread spectrum system, a base station distinguishes between normal collisions and noise bursts when
recelving access request signals for remote units on a common access channel. The base station Is then able to reply to the
remote units with Information about the quality of the common access channel and why their transmissions where not
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whether there was a noise burst, a normal collision, or a successful transmission on the channel.
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In a discrete multitone spread spectrum system, a base station distinguishes between normal collisions and noise bursts when receiving

access request signals for remote units on a common access channel. The base station 1s then able to reply to the remote units with
information about the quality of the common access channel and why their transmissions where not successful. The remote units then use
this information to adapt their retry processes to the channel’s quality, depending on whether there was a noise burst, a normal collision,

or a successful transmission on the channel.
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TITLE THE INVENTION:

“OUT OF CHANNEL CYCLIC REDUNDANCY CODE METHOD FOR A
DISCRETE MULTITONE SPREAD SPECTRUM COMMUNICATIONS
SYSTEM”

Background of the Invention

Field of the Invent;

This invention involves improvements to communications systems and methods

In a wireless discrete multitone spread spectrum communications system.

Descripti fRelated A
Wireless communications systems, such as cellular and personal
communications systems, operate over limited spectral bandwidths. They must make

highly efficient use of the scarce bandwidth resource to provide good service to a large

population of users. Code Division Multiple Access (CDMA) protocol has been used
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by wireless communications systems to efficiently make use of limited bandwidths. The
protocol uses a unique code to distinguish each user’s data signal from other users’
data signals. Knowledge of the unique code with which any specific information is
transmitted, permits the separation and reconstruction of each user’s message at the
receiving end of the communication channel.

Adaptive beamforming technology has become a promising technology for
wireless service providers to offer large coverage, high capacity, and high quality
service. Based on this technology, a wireless communication system can improve its
coverage capability, system capacity, and performance significantly.

The personal wireless access network (PWAN) system described uses adaptive
beamforming combined with a form of the CDMA protocol known as discrete
multitone spread spectrum (DMT-SS ) to provide efficient communications between a
base station and a plurality of remote units. (The Agee, et al. patent application uses the
term “discrete multitone stacked carrier (DMT-SC) to refer to this protocol.) Every
effort must be made to avoid loading normal, high priority traffic channels with system
management information that has a lower priority. An example of system management
information is the characterization of channel quality factors that are not immediately
needed to control the realtime operation of the network. What is needed is a way to
offload the communication of system management information from high priority traffic

channels.

Summary of the Invention

The invention disclosed herein is a new method to make the most efficient use
of the scarce spectral bandwidth in a wireless discrete multitone spread spectrum
communications system. Each remote station and each base station in the network
prepares an error detection code, such as a cyclic redundancy code (CRC), on each
block of data to be transmitted over the traffic channels. The CRC value computed for
a given block of data is a unique mapping of the data block that characterizes the data
block. Any change in the data block will result in a different CRC value. Each data

block to be sent is numbered with a block number to distinguish it from other data




-

10

135

20

25

30

CA 02281818 1999-08-19

blocks being sent by a sending station. A data message is formed by concatenating the
data block with the block number. A CRC value is computed for each data block. An
error detection message is formed by concatenating the CRC value with the block
number. The sending station prepares the data message by forming data vectors that
will be spread using the discrete multitone spread spectrum (DMT-SS ) protocol to
distribute the data message over a plurality of discrete tone frequencies, forming a
spread signal for the traffic channel. In accordance with the invention, the sending
station prepares the error detection message for transmission over the link control
channel of the network. The sending station prepares the error detection message by
forming a link control channel vector that will be spread using the discrete multitone

spread spectrum (DMT-SS ) protocol to distribute the data message over a pluraiity of

discrete tone frequencies, forming a spread signal for the link control channel. A link
control channel is associated with communications session using the traffic channels.
Normally, the link control channel carries control information needed by the sending
and receiving stations during a session using the traffic channels. However, its capacity
i1s under-utilized. In accordance with the invention, the instant of transmission of the
error detection message is allowed to be different from the instant of transmission of
the data message. This permits the error detection messages to be transmitted when
capacity is available on the link control channel. The receiving station buffers the error
detection messages it receives from the link control channel, so that they are accessible
by their block numbers. When the receiving station receives a data message on the
traffic channel, it performs a CRC calculation on the data block in the message to
obtain a resulting new CRC value. The new CRC value is also buffered at the receiving
station with the block number so that it is accessible by its block number. Then, when
both the received error message and the new CRC value are both available at the
receiving station, they are matched by their common block number. The received CRC
value in the error detection message is compared with the new CRC computed from the
received data block. If the comparison determines that there is a difference in the
values, then an error signal is generated. The error signal can be processed and used in

several ways. The error signal can initiate a negative acknowledgment signal to be send
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from the receiving station back to the sender requesting the sender to repeat the
data block transmission. The error signal can initiate an update in the spreading
and despreading weights at the receiving station in an effort to improve the signal
and interference to noise ratio of the traffic channel. The error signal can initiate
an alarm to be used for other realtime control. Or, the error signal can be logged
for the compilation of a longer term report of the traffic channel quality. '

In accordance with one aspect of the present invention there 1s provided a
highly bandwidth-efficient communications method, comprising the steps of:
receiving at a base station a wireless spread signal comprising an incoming data
message including a data block and a block number 1n a first channel at a first
time spread over a plurality of discrete traffic frequencies; adaptively despreading
the data message received at the base station by using despreading weights;
receiving at said base station a wireless spread signal comprising an incoming
error detection message including said block number and a first error detection
code derived from said data block in a second channel at a second time spread
over a plurality of wireless link control frequencies; adaptively despreading the
error detection message received at the base station by using said despreading
weights; computing a second error detection code for said received data block;
selecting said first error detection code using said block number received 1n said
data message; comparing the first error detection code with said second error
detection code; and generating an error response signal at the base station 1n
response to said first error detection code being different from said second error
detection code.

In accordance with another aspect of the present invention there is
provided a highly bandwidth-efficient communications system, comprising:
means for receiving at a base station a wireless spread signal comprising an
incoming data traffic signal including a data block and a block number 1n a first
channel at a first time spread over a plurality of discrete traffic frequencies and an
incoming error detection signal including said block number and a first error code
derived from said data block in a second channel at a second time spread over a
plurality of wireless link control frequencies; means for adaptively despreading
the data traffic and error detection signals received at the base station by using
despreading weights; means for computing an error detection value including a
second error code for said data block; means for selecting said first error code

using said block number from said data traffic signal; and means for comparing
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the first error code with said second error code; means for generating an error
response signal at the base station in response to said first error code being
different from said second error code.

Currently, the invention has advantageous applications in the field of

5  wireless communications, such as cellular communications or personal

communications, where bandwidth is scarce compared to the number of the users
and their needs. Such applications may be effected in mobile, fixed, or minimally
mobile systems. However, the invention may be advantageously applied to other,

non-wireless, communications systems as well.

10  Brief Description of the Drawings
FIGURE 1 is an architectural diagram of the PWAN system, including

remote stations transmitting to a base station.
FIGURE 2 is an architectural diagram of the remote stations X as a
sender.
15 FIGURE 3 is an architectural diagram of the base station Z as a receiver.
FIGURE 4 is a more detailed architectural diagram of the vector
disassembly and CRC comparison logic at a recelving station.
FIGURE 5 is an architectural diagram of the base station Z as a sender.
FIGURE 6 is an architectural diagram of the remote station X as a
20  receiver.
FIGURE 7 is a flow diagram showing the remote station as the sender and
the base station as the receiver.
FIGURE 8 is a flow diagram showing the base station as the sender and

the remote station as the receiver.

25  Description of the Preferred Embodiment

FIGURE 1 an architectural diagram of the personal wireless access
network

4a
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(PWAN) system described. Two users, Alice and Bob, are located at the remote station
X and wish to transmit their respective data messages to the base station Z. Station X is
positioned to be equidistant from the antenna elements A, B, C, and D of the base
station Z. Two other users, Chuck and Dave, are located at the remote station Y and
also wish to transmit their respective data messages to the base station Z. Station Y is
geographically remote from Station X and is not equidistant from the antenna elements
A, B, C, and D of the base station Z. The remote stations X and Y and the base station
Z use the form of the CDMA protocol known as discrete multitone spread spectrum (
DMT-SS ) to provide efficient communications between the base station and the
plurality of remote station units. This protocol is designated in Figure 1 as multi-tone
CDMA. In this protocol, the user’s data signal is modulated by a set of weighted
discrete frequencies or tones. The weights are spreading weights that distribute the data
signal over many discrete tones covering a broad range of frequen:ies. The weights are
complex numbers with the real component acting to modulate the amplitude of a tone
while the complex component of the weight acts to modulate the phase of the same
tone. Each tone in the weighted tone set bears the same data signal. Plural users at the
transmitting station can use the same tone set to transmit their data, but each of the
users sharing the tone set has a different set of spreading weights. The weighted tone
set for a particular user is transmitted to the receiving station where t is processed with
despreading weights related to the user’s spreading weights, to recover the user’s data
signal. For each of the spatially separated antennas at the receiver, the received
multitone signals are transformed from time domain signals to frequency domain
signals. Despreading weights are assigned to each frequency component of the signals
received by each antenna element. The values of the despreading weights are combined
with the received signals to obtain an optimized approximation of individual transmitted
signals characterized by a particular multitone set and transmitting location. The
PWAN system has a total of 2560 discrete tones (carriers) equally spaced in 8 MHZ of
available bandwidth in the range of 1850 to 1990 MHZ. The spacing between the tones
1s 3.125 kHz. The total set of tones are numbered consecutively form 0 to 2559 starting

AMENDZD Spier
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from the lowest frequency tone. The tones are used to carry traffic messages and
overhead messages between the base station and the plurality of remote units. The
traffic tones are divided into 32 traffic partitions, with each traffic channel requiring at
least one traffic partition of 72 tones.

In addition, the PWAN system uses overhead tones to establish synchronization

and to pass control information between the base station and the remote units. A

- Common Link Channel (CLC) is used by the base to transmit control information to the

Remote Units. A Common Access Channel (CAC) is used to transmit messages from
the Remote Unit to the Base. There is one grouping of tones assigned to each channel
These overhead channels are used in common by all of the remote units when they are
exchanging control messages with the base station.

In the PWAN system, Time Division Duplexing (TDD) is used by the base
statton and the remote unit to transmit data and control information in both directions
over the same multi-tone frequency channel.

Transmission from the base station to the remote unit is called forward
transmission and transmission from the remote unit to the base station is called reverse
transmission. The time between recurrent transmissions from either the remote unit or
the base station is the TDD period. In every TDD period, there are four consecutive
transmission bursts in each direction. Data is transmitted in each burst using multiple
tones. The base station and each remote unit must synchronize and conform to the
TDD timing structure and both the base station and the remote unit must synchronize
to a framing structure. All remote units and base stations must be synchronized so that
all remote units transmit at the same time and then all base stations transmit at the same
time. When a remote unit initially powers up, it acquires synchronization from the base
station so that it can exchange control and traffic messages within the prescribed TDD
time format. The remote unit must also acquire frequency and phase synchronization
for the DMT-SS signals so that the remote is operating at the same frequency and
phase as the base station.

Selected tones within each tone set are designated as pilots distributed

throughout the frequency band. Pilot tones carry known data patterns that enable an
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accurate channel estimation. The series of pilot tones, having known amplitudes and

phases, have a known level and are spaced apart by approximately 30 KHz to provide
an accurate representation of the channel response (i.e., the amplitude and phase
distortion introduced by the communication channel characteristics) over the entire
transmission band.

In accordance with the invention, each remote station and each base station in
the network prepares an error detection code, such as a cyclic redundancy code (CRC),
on each block of data to be transmitted over the traffic channels. A variety of error
detecting codes can be used, in accordance with the invention. Polynbmial codes, also
known as cyclic redundancy codes, are preferred for the invention. The sender and
recetver must agree on a generator polynomial in advance of the communication. A
checksum is computed for a data block based on the generator polynomial. The
checksum 1s a unique mapping of the data block. Any changes to the bit pattern of the
datablock will result in a different checksum. Examples of error detecting codes for the
preferred embodiment of the invention are given in Tanenbaum, “Computer Networks”,
second edition, Prentice-Hall, 1989. The CRC value computed for a given block of data
1s a unique mapping of the data block that characterizes the data block. Any change in
the data block will result in a different CRC value. Each data block to be sent is
numbered with a block number to distinguish it from other data blocks being sent by a
sending station. A data message is formed by concatenating the data block with the
block number. A CRC value is computed for each data block. An error detection
message 1s formed by concatenating the CRC value with the block number. The sending
station prepares the data message by forming data vectors that will be spread using the
discrete multitone spread spectrum (DMT-SS ) protocol to distribute the data message
over a plurality of discrete tone frequencies, forming a spread signal for the traffic
channel. In accordance with the invention, the sending station prepares the error
detection message for transmission over the link control channel of the network. The
sending station prepares the error detection message by forming a link control channel
vector that will be spread using the discrete multitone spread spectrum ( DMT-SS )

protocol to distribute the data message over a plurality of discrete tone frequencies,
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forming a spread signal for the link control channel. A link control channel is associated
with communications session using the traffic channels. Normally, the link control
channel carries control information needed by the sending and receiving stations during
a session using the traffic channels. However, its capacity is under-utilized. In
accordance with the invention, the instant of transmission of the error detection
message 1s allowed to be different from the instant of transmission of the data message.
This permits the error detection messages to be transmitted when capacity is available
on the link control channel. The receiving station buffers the error detection messages it
receives from the link control channel, so that they are accessible by their block
numbers. When the receiving station receives a data message on the traffic channel, it
performs a CRC calculation on the data block in the message to obtain a resulting new
CRC value. The new CRC value is also buffered at the receiving station with the block
number so that it is accessible by its block number. Then, when both the received error
message and the new CRC value are both available at the receiving station, they are
matched by their common block number. The received CRC value in the error detection
message i1s compared with the new CRC computed from the received data block. If the
comparison determines that there is a difference in the values, then an error signal is
generated. The error signal can be processed and used in several ways. The error signal
can initiate a negative acknowledgement signal to be send from the receiving station
back to the sender requesting the sender to repeat the data block transmission. The
error signal can initiate an update in the spreading and despreading weights at the
receiving station in an effort to improve the signal and interference to noise ratio of the
traffic channel. The error signal can initiate an alarm to be used for other realtime
control. Or, the error signal can be logged for the compilation of a longer term report
of the traffic channel quality.

FIGURE 2 is an architectural diagram of the remote station X as a sender. Alice
and Bob each input data to remote station X. The data is sent to the vector formation
buffer 202 and also to the cyclic redundancy code generator 204. Data vectors are
output from buffer 202 to the trellis encoder 206. The data vectors are in the form of a

data message formed by concatenating a 64K-bit data block with its serially assigned
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block number. 7The LCC vectors output from the CRC generator 204 to the trellis
encoder 206 are in the form of an error detection message formed by concatenating the
CRC value with the block number. The trellis encoded data vectors and LCC vectors
are then output to the spectral spreading processor 208. The resultant data tones and
LCC tones are then output from processor 208 to the transmitter 210 for transmission
fo the base station.

The first four steps in the flow diagram 700 of Figure 7 show the steps at
remote station X when it is the sender. The steps in the method of transmission from a
remote station to a base station are first for the Remote Station in step 710 to generate
a CRC value on the data block, assign a data block number to the CRC value, and
concatenate the CRC value and the block number in a error message which is input as a
vector to the link control channel (LCC). Then in step 720, the Remote Station
performs trellis encoding of the CRC link control channel vector and the data block
vectors. Then in Step 730, the Remote Station performs spectral spreading of the trellis
encoded CRC link control channel vector and data block vectors. Then in Step 740, the
Remote Station transmits the CRC link control channel tone and data block tones to
the base station.

The personal wireless access network (PWAN) system described provides a
more detailed description of a high capacity mode, where one traffic partition is used in
one traffic channel. The Base transmits information to multiple Remote Units in its cell.
The transmission formats are for a 64 kbits/sec traffic channel, together with a 4 kbps
Link Control Channel (LCC) between the Base and a Remote Unit. The binary source
delivers data to the sender’s transmitter at 64 kbits/sec. This translates to 48 bits in one
transmission burst. The information bits are encrypted according to a triple data
encryption standard (DES) algorithm. The encrypted bits are then randomized in a data
randomization block. A bit to octal conversion block converts the randomized binary
sequence into a sequence of 3-bit symbols. The symbol sequence is converted into 16
symbol vectors. The term vector generally refers to a column vector which is generally

complex. One symbol from the LCC is added to form a vector of 17 symbols.
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The 17-symbol vector is trellis encoded. The trellis encoding starts with the
most significant symbol (first element of the vector) and is continued sequentially until
the last element of the vector (the LCC symbol). This process employs convolutional
encoding that converts the input symbol (an integer between 0 and 7) to another
symbol (between 0 and 15) and maps the encoded symbol to its corresponding 16QAM
(or 16PSK) signal constellation point. The output of the trellis encoder is therefore a
vector of 17 elements where each element is signal within the set of 16 QAM (or
l6PSK) constellation signals. (The term signal will generally refer to a signal
constellation point.)

A link maintenance pilot signal (LMP) is added to form an 18-signal vector,
with the LMP as the first elements of the vector. The resulting (18 X 1) vector is pre-
multiplied by a (18 x 18) forward smearing matrix to yield a (18x 1) vector b.

Vector b 1s element-wise multiplied by the (18 x 1) gain preemphasis vector to
yield another (18 x 1) vector, ¢, where p denotes the traffic channel index and is an
integer. Vector ¢ is post-multiplied by a (1 x 32) forward spatial and spectral spreading
vector to yield a (18 x 32) matrix R(p). The number 32 results from multiplying the
spectral spreading factor 4 and spatial spreading factor 8. The 18 x 32 matrices
corresponding to all traffic channels carried (on the same traffic partition) are then
combined (added) to produce the resulting 18 x 32 matrix S.

The matnx S is partitioned (by groups of four columns) into eight (18 x 4)
submatrices (Ayto A,). (The indices 0 to 7, corresponds to the antenna elements over
which these symbols will eventually be transmitted.) Each submatrix is mapped to tones
within one traffic partition.

A lower physical layer places the baseband signals in discrete Fourier transfer
(DFT) frequency bins where the data is converted into the time domain and sent to its
corresponding antenna elements (0 to 7) for transmission over the air.

This process is repeated from the start for the next 48 bits of binary data to be
transmitted in the next forward transmission burst.

FIGURE 3 is an architectural diagram of the base station Z as a receiver. The
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data tones and LCC tones are received at the base station antennas A, B, C, and D. The
receiver 310 passes the data tones and the LCC tones to the spectral and spatial
despreading processor 312. The despread signals are then output from the processor

312 to the trellis decoder 314. The data vectors 400, 400 and 400" are then output to
the vector disassembly buffer 316, shown in greater detail in Figure 4. The LCC

vectors 402, 402 and 402" are output to the CRC comparison processor 320, shown in
greater detail in Figure 4. Alice s data and Bob s data are output from the buffer 316
to the public switched telephone network (PSTN). Alice 's data and Bob s data are also
input to the CRC generator 318. CRC generator 318 computes a new CRC value for
every 64 K-bit data block and outputs the new CRC value and the block number to the
buffer 406 of the CRC comparison processor 320. FIGURE 4 is a more detailed
architectural diagram of the vector disassembly and CRC comparison logic at a
receiving station. The receiving station buffers in the CRC comparison processor 320
the error detection messages it receives from the link control channel, so that they are
accessible by their block numbers N, N+1, N+2, etc. When the receiving station
receives a data message on the traffic channel, it performs a CRC calculation on the
data block in the message with CRC generator 318 to obtain a resulting new CRC
value. The new CRC value is buffered in buffer 406 at the receiving station with the
block number so that it is accessible by its block number. Then, when both the received
error message and the new CRC value are both available at the receiving station, they
are matched by selector 404 by their common block number. The received CRC value
In the error detection message 402 is compared with the new CRC computed from the
received data block 400 by means of the comparator 408. If the comparison determines
that there 1s a difference in the values, then an error signal 1s generated by generator
322. The error signal can be processed and used in several ways by the error processor
330. The error signal can initiate a negative acknowledgment signal to be sent from the
recetving station back to the sender requesting the sender to repeat the data block
transmission. The error signal can initiate an update in the spreading and despreading
weights at the receiving station in an effort to improve the signal and interference to

noise ratio of the traffic channel. The error signal can initiate an alarm to be used for
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other realtime control. Or, the error signal can be logged for the compilation of a
longer term report of the traffic channel quality.

The last five steps in the flow diagram of Figure 7, show the base station as the
receiver. In Step 750, the Base Station performs spectral and spatial despreading of the
CRC link control channel tone and data block tones. Then, in Step 760, the Base
Station performs trellis decoding of despread CRC link control channel tone and data
block tones. Then in Step 770, the Base Station generates new a CRC value on the data
block and uses the block number to select the corresponding CRC vector received from

the link control channel. Then in Step 780, the Base Station compares the new CRC

value computed on the received data block with the CRC vector received from the link
control channel. Then in Step 790, the Base Station generates an error signal if the new
CRC does not compare with the received CRC.

FIGURE 5 1s an architectural diagram of the base station Z as a sender and
FIGURE 6 is an architectural diagram of the remote station X as a receiver. FIGURE 8
ts a flow diagram showing the base station as the sender and the remote station as the
receiver. These three figures illustrate a communications direction opposite to that
shown in Figures 2, 3, and 7. The same principle of the invention applies to figures 5, 6,
and 8 as the principles discussed for Figures 2, 3, and 7.

FIGURE 5 1s an architectural diagram of the base station as a sender. The PSTN
inputs data to base station Z. The data is sent to the vector formation buffer 502 and
also to the cyclic redundancy code generator 504. Data vectors are output from buffer
302 to the trellis encoder 506. The data vectors are in the form of a data message
formed by concatenating a 64 K-bit data block with its serially assigned block number.
The LCC vectors output from the CRC generator 504 to the trellis encoder 506 are in
the form of an error detection message formed by concatenating the CRC value with
the block number. The trellis encoded data vectors and LCC vectors are then output to
the spectral and spatial spreading processor 508. The resultant data tones and LCC

tones are then output from processor 508 to the transmitter 210 for transmission to the

remote station.

The first four steps in the flow diagram 800 of Figure 8 show the steps at base
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station Z when it is the sender. The steps in the method of transmission from a base
station to a remote station are first for the Base Station in step 810 to generate a CRC
value on the data block, assign a data block number to the CRC value, and concatenate
the CRC value and the block number in a error message which is input as a vector to
the link control channel (LCC). Then in step 820, the Base Station performs trellis
encoding of the CRC link control channel vector and the data block vectors. Then in
Step 830, the Base Station performs spectral spreading of the trellis encoded CRC link
control channel vector and data block vectors. Then in Step 840, the Base Station
transmits the CRC link control channel tone and data block tones to the remote station.

FIGURE 6 is an architectural diagram of the remote station X as a receiver. The
data tones and LCC tones are received at the remote station antenna X. The receiver
610 passes the data tones and the LCC tones to the spectral despreading processor
612. The despread signals are then output from the processor 61. to the trellis
decoder 614. The data vectors 400, 400’ and 400" of Figure 4 are then output to the
vector disassembly buffer 616, shown in greater detail in Figure 4. The LCC vectors
402, 402" and 402" are output to the CRC comparison processor 620, shown in
greater detail in Figure 4. Data to Alice and data to Bob are output from the buffer
616 to Alice and to Bob. Data to Alice and Bob are also input to the CRC generator
618. CRC generator 618 computes a new CRC value for every 64K-bit data block and
outputs the new CRC value and the block number to the buffer 406 of the CRC
comparison processor 620.

FIGURE 4 is a more detailed architectural diagram of the vector disassembly
and CRC comparison logic at a receiving station. The receiving station buffers in the
CRC comparison processor 620 the error detection messages it receives from the link
control channel, so that they are accessible by their block numbers N, N+1, N+2, etc.
When the receiving station receives a data message on the traffic channel, it performs a
CRC calculation on the data block in the message with CRC generator 618 to obtain a
resulting new CRC value. The new CRC value is buffered in buffer 406 at the receiving
station with the block number so that it is accessible by its block number. Then, when

both the received error message and the new CRC value are both available at the
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recetving station, they are matched by selector 404 by their common block number. The
received CRC value in the error detection message 402 is compared with the new CRC
computed from the received data block 400 by means of the comparator 408. If the
comparison determines that there is a difference in the values, then an error signal is
generated by generator 622. The error signal can be processed and used in several ways
by the error processor 630. The error signal can initiate a negative acknowledgment
signal to be sent from the receiving station back to the sender requesting the sender to
repeat the data block transmission. The error signal can initiate an update in the
spreading and despreading weights at the receiving station in an effort to improve the
signal and interference to noise ratio of the traffic channel. The error signal can initiate
an alarm to be used for other realtime control. Or, the error signal can be logged for the
compilation of a longer term report of the traffic channel quality.

The last five steps in the flow diagram of Figure 8, show the remote station as
the receiver. In Step 850, the Remote Station performs spectral and spatial despreading
of the CRC link control channel tone and data block tones. Then, in Step 860, the
Remote Station performs trellis decoding of despread CRC link control channel tone
and data block tones. Then in Step 870, the Remote Station generates new a CRC
value on the data block and uses the block number to select the corresponding CRC
vector received from the link control channel. Then in Step 880, the Remote Station
compares the new CRC value computed on the received data block with the CRC
vector received from the link control channel. Then in Step 890, the Remote Station
generates an error signal if the new CRC does not compare with the received CRC.

Although the preferred embodiments of the invention have been described in
detail above, it will be apparent to those of ordinary skill in the art that obvious
modifications may be made to the invention without departing from its spirit or essence.
Consequently, the preceding description should be taken as illustrative and not
restrictive, and the scope of the invention should be determined in view of the following

claims.
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CLAIMS

1. A highly bandwidth-efficient communications method, comprising the

steps of:

receiving at a base station a wireless spread signal comprising an
incoming data message including a data block and a block number in a first

channel at a first time spread over a plurality of discrete traffic frequencies;

adaptively despreading the data message received at the base station by

using despreading weights;

receiving at said base station a wireless spread signal comprising an
incoming error detection message including said block number and a first error
detection code derived from said data block in a second channel at a second time

spread over a plurality of wireless link control frequencies;

adaptively despreading the error detection message received at the base

station by using said despreading weights;
computing a second error detection code for said received data block;

selecting said first error detection code using said block number received

in said data message;

comparing the first error detection code with said second error detection

code; and

generating an error response signal at the base station 1n response to said

first error detection code being different from said second error detection code.

2. The highly bandwidth-efficient communications method of claim 1,
wherein said base station is part of a wireless discrete multitone spread spectrum

communications system.

3. The highly bandwidth-efficient communications method of claim 1,
wherein said second error detection code is a checksum resulting from the

operation of a polynomial generator on said data block.
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4. The highly bandwidth-efficient communications method of claim 1,

wherein said second error detection code 1s a cychic redundancy code.

5. The highly bandwidth-efficient communications method of claim 1,

which further comprises:
prior to said comparing step, buffering said first error detection code.

6. The highly bandwidth-efficient communications method of claim 1,

which further comprises:

initiating a negative acknowledgement signal to be sent from the base
station to the sender requesting the sender to repeat the data block transmission,

in response to said error response signal.

7. The highly bandwidth-efficient communications method of claim 1,

which further comprises:

initiating an update in the spreading and despreading weights at the
receiving station in an effort to improve the signal and interference to noise ratio

of a traffic channel, in response to said error response signal.

8. The highly bandwidth-efficient communications method of claim 1,

which further comprises:

initiating an alarm to be used for realtime control, in response to said error

response signal.

9. The highly bandwidth-efficient communications method of claim 1,

which further comprises:

logging the error signal for compilation of a longer term report of a traffic

channel quality, in response to said error response signal.
10. A highly bandwidth-efficient communications system, comprising:

means for receiving at a base station a wireless spread signal comprising
an incoming data traffic signal including a data block and a block number in a

first channel at a first time spread over a plurality of discrete traffic frequencies

16
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and an incoming error detection signal including said block number and a first
error code derived from said data block in a second channel at a second time

spread over a plurality of wireless link control frequencies;

means for adaptively despreading the data traffic and error detection

signals received at the base station by using despreading weights;

means for computing an error detection value including a second error

code for said data block:

means for selecting said first error code using said block number from

said data traffic signal;

means for comparing the first error code with said second error code; and

means for generating an error response signal at the base station in

response to said first error code being different from said second error code.

11.  The highly bandwidth-efficient communications system of claim 10,
wherein said base station is part of a wireless discrete multitone spread spectrum

communications system.

12.  The highly bandwidth-efficient communications system of claim 10,
wherein said error detection signal is a checksum resulting from the operation of

a polynomial generator on a data block.

13.  The highly bandwidth-efficient communications system of claim 10,

wherein said error detection signal is a cyclic redundancy code.

14.  The highly bandwidth-efficient communications system of claim 10,
which further comprises:

means for buffering said error detection signal.

15.  The highly bandwidth-efficient communications system of claim 10,

which further comprises:

means for initiating a negative acknowledgement signal to be sent from
the base station to the sender requesting the sender to repeat the data block

transmission, in response to said error response signal.

17
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16.  The highly bandwidth-efficient communications system of claim 10,

which further comprises:

means for initiating an update in the spreading and despreading weights at
the receiving station in an effort to improve the signal and interference to noise

ratio of a traffic channel, in response to said error response signal.

17.  The highly bandwidth-efficient communications system of claim 10,

which further comprises:

means for initiating an alarm to be used for realtime control, in response

to said error response signal.

18.  The highly bandwidth-efficient communications system ot claim 10,

which further comprises:

means for logging the error signal for compilation of a longer term report

of a traffic channel quality, in response to said error response signal.

19. A highly bandwidth-efficient communications method, comprising the

steps of:

receiving at a base station a first spread signal comprising an incoming
data traffic signal in a first channel at a first time having a data block portion and

a block number portion spread over a plurality of discrete tratfic frequencies;

receiving at said base station a second spread signal comprising an
incoming error detection signal in a second, different channel at a difterent time
when capacity is available on the second channel, having an error detection
portion and said block number portion spread over a plurality of link control

frequencies;

adaptively despreading said first spread signal received at the base station
by using despreading weights, recovering said data block portion and a block

number portion;

buffering said data block portion and a block number portion;

18
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computing an error detection value for said data block portion at said base

station;

adaptively despreading said second spread signal received at the base
station by using despreading weights, recovering said error detection portion and

said block number portion;

buffering said error detection portion and said block number portion;

comparing the error detection value with said error detection portion

when both are available at said base station; and

generating an error response signal at the base station in response to said

error detection value not comparing with said error detection portion.
20. A highly bandwidth-efficient communications system, comprising:

means for receiving at a base station a first spread signal comprising an
incoming data traffic signal in a first channel at a first time having a data block
portion and a block number portion spread over a plurality of discrete traffic

frequencies;

means for receiving at said base station a second spread signal comprising
an incoming error detection signal in a second, different channel at a different
time when capacity is available on the second channel, having an error detection
portion and said block number portion spread over a plurality of link control

frequencies;

means for adaptively despreading said first spread signal received at the
base station by using despreading weights, recovering said data block portion and

a block number portion;
means for buffering said data block portion and a block number portion;

means for computing an error detection value for said data block portion

at said base station;

19
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means for adaptively despreading said second spread signal received at

the base station by using despreading weights, recovering said error detection

portion and said block number portion;

means for buffering said error detection portion and said block number

portion;

means for comparing the error detection value with said error detection

portion when both are available at said base station; and

means for generating an error response signal at the base station 1n

response to said error detection value not comparing with said error detection

portion.

20
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FIG. 7 -

REMOTE STATION: GENERATE CRC ON DATA BLOCK,
10 ASSIGN DATA BLOCK NUMBER TO CRC, AND INPUT

AS VECTOR TO LINK CONTROL CHANNEL

REMOTE STATION: PERFORM TRELLIS ENCODING OF
720 CRC LINK CONTROL CHANNEL VECTOR AND DATA
BLOCK VECTORS

REMOTE STATION: PERFORM SPECTRAL SPREADING
130 — OF TRELLIS ENCODED CRC LINK CONTROL CHANNEL
VECTOR AND DATA BLOCK VECTORS

| REMOTE STATION: TRANSMIT CRC LINK CONTROL
140 CHANNEL TONE AND DATA BLOCK TONES TO
BASE STATION

BASE STATION: PERFORM SPECTRAL AND SPATIAL
730 DESPREADING OF CRC LINK CONTROL CHANNEL
TONE AND DATA BLOCK TONES

BASE STATION: PERFORM TRELLIS DECODING OF
760 — DESPREAD CRC LINK CONTROL CHANNEL TONE AND !

DATA BLOCK TONES

BASE STATION: GENERATE NEW CRC ON DATA
770 — B8LOCK AND USE BLOCK NUMBER TO SELECT CRC
VECTOR RECEIVED FROM LINK CONTROL CHANNEL

BASE STATION: COMPARE NEW CRC COMPUTED ON
780 RECEIVED DATA BLOCK WITH CRC VECTOR
RECEIVED FROM LINK CONTROL CHANNEL

790 BASE STATION: GENERATE ERROR SIGNAL IF NEW |
CRC DOES NOT COMPARE WITH THE RECEIVED CRC
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FIG. 8 800

BASE STATION: GENERATE CRC ON DATA BLOCK,
810 — ASSIGN DATA BLOCK NUMBER TO CRC, AND INPUT
AS VECTOR TO LINK CONTROL CHANNEL

BASE STATION: PERFORM TRELLIS ENCODING OF
820 CRC LINK CONTROL CHANNEL VECTOR AND DATA
BLOCK VECTORS

BASE STATION: PERFORM SPECTRAL AND SPATIAL
830 SPREADING OF TRELLIS ENCODED CRC LINK CONTROL
CHANNEL VECTOR AND DATA BLOCK VECTORS

BASE STATION: TRANSMIT CRC LINK CONTROL
840 CHANNEL TONE AND DATA BLOCK TONES TO
REMOTE STATION

REMOTE STATION: PERFORM SPECTRAL
850 DESPREADING OF CRC LINK CONTROL CHANNEL
TONE AND DATA BLOCK TONES

REMOTE STATION: PERFORM TRELLIS DECODING OF |
860 — DESPREAD CRC LINK CONTROL CHANNEL TONE AND

DATA BLOCK TONES

REMOTE STATION: GENERATE NEW CRC ON DATA
870 BLOCK AND USE BLOCK NUMBER T0 SELECT CRC
VECTOR RECEIVED FROM LINK CONTROL CHANNEL

REMOTE STATION: COMPARE NEW CRC COMPUTED
880 ON RECEIVED DATA BLOCK WITH CRC VECTOR
RECEIVED FROM LINK CONTROL CHANNEL

290 REMOTE STATION: GENERATE ERROR SIGNAL IF NEW
CRC DOES NOT COMPARE WITH THE RECEIVED CRC
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