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EXEARE (92 445 NETWORK ADDRESS TRANSLATION GATEWAY FOR LOCAL AREA
ENTWORKS USING LOCAL IP ADDRESSES AND NON-TRANDLATABLE PORT ADDRESSES)

A network address translation gateway provides
normal network translation for IP datagrams
traveling from a local area network using local IP
addresses to an external network, but suspends
source service address (port) translation when the
port is reserved for a specific protocol, such as
the ISAKMP "handshaking" protocol that is part of
the IPSec protocol model. ISAKMP exchanges require
both source and target computers to use the same
service address (port). By providing a network
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BXBAME (A2 L4 NETWORK ADDRESS TRANSLATION GATEWAY FOR LOCAL AREA
ENTWORKS USING LOCAL IP ADDRESSES AND NON-TRANDLATABLE PORT ADDRESSES)

interface that does not translate the source
service address (port), this gateway enables the
initiation and maintenance of secure, encrypted
transmissions using IPSec protocol between a local
ares network using local IP addresses and servers ’

on the internet.
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L-1
L-2
L-3

BB
192.168.0.2
192.168.0.4
192.168.0.3

IP ik
NERME SN BR R A
102.168.0.1 142.140.3.6
102.168.0.1 142.140.3.6
102.168.0.1 142.140.3.6

& v

FAX B AR

204.71.202.160 T-1
207.46.131.137 T-2
207.158.227.235 T-3
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SPI A —AHE R TA R = EHRBA

fAX B 4% & 3% IP SPl-out SPI-in
T-1 204.71.202.160 192.168.0.2 L-1 4859 9802
192.168.0.5 L-x 52856 7000
192.168.0.10 L-x 8565 8523

T-2 207.46.131.137 192.168.04 L-2 1353 6234
192.168.0.7 L-x 2562 10125
192.168.0.10 L-x 25763 12106

T-3 207.158.227.235 192.168.0.3 L-3 38935 7753
192.168.0.8  L-x 9093 32828

B % a
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7 #7 FJ—3#7 SPI-out—SPl-in

A B £ & 3% IP
204.71.202.160  192.168.0.2
192.168.0.5

192.168.0.10

207.46.131.137 192.168.0.4
192.168.0.7
192.168.0.10

207.158.227.235 192.168.0.3
192.168.0.8

BRD

L-1
L-x
L-x

L-2
L-x
L-x

- L-3
L-x

H“EHO

SPI-Out SPI-In

14662
52856
8565

1353
2562
25763

8773
9093

0
7000
8523

4562
10125
12106

20889
32828
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T-1

T-2

T-3

3 @ E & — #F ¥ SPI-in

AE B AR
207.200.0.2

206.23.5.120

207.198.75.3

& 3% IP
192.168.0.2
192.168.0.5
192.168.0.10

192.168.0.4
192.168.0.7
192.168.0.10

192.168.0.3
192.168.0.8

B & C

L-1
L-x
L-x

L-2
L-x
L-x

L-3
L-x

SPI-OU  SPI-IN

14662
52856
8565

1353
43966
25763

8773
9093

3288
7000
8523

6234
17937
12106

20889
32828
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T IT 6

E-EHMEE-E-—REBR

4@ Fokb 3 BB hE 4 o3 bl | SPI

A 7 £ R AL | B " )
LAN - Gate UDP 192.168.0.2 6404 204.71.202.160 80 1
Gate - Net UbP 142.140.3.6 10425 204.71.202.160 80 2
Net - Gate UDP 204.71.202.160 80 142.140.3.6 10425 3
Gate - LAN UDP 204.71.202.160 80 192.168.0.2 6404 4
LAN - Gate ISAKMP-1 192.168.0.2 500 204.71.202.160 500 5
Gate - Net ISAKMP-1 142.140.3.6 500 204.71.202.160 500 6
Net - Gate ISAKMP-2 204.71.202.160 500 142.140.3.6 500 7
Gate - LAN ISAKMP-2 204.71.202.160 500 192.168.0.2 500 8
LAN - Gate ISAKMP-3 192.168.0.2 500 204.71.202.160 500 9
Gate - Net ISAKMP-3 142.140.3.6 500 204.71.202.160 500 10
Net - Gate ISAKMP-4 204.71.202.160 500 142.140.3.6 500 11
Gate - LAN ISAKMP-4 204.71.202.160 500 192.168.0.2 500 1 ’
LAN - Gate ISAKMP-5 192.168.0.2 500 204.71.202.160 500 13
Gate - Net ISAKMP-5 142.140.3.6 500 204.71.202.160 500 14
Net - Gate ISAKMP-6 204.71.202.160 500 142.140.3.6 500 15
Gate - LAN ISAKMP-6 204.71.202.160 500 192.168.0.2 500 16
LAN - Gate ESP (50) 192.168.0.2 204.71.202.160 4859 17
Gate - Net ESP (50) 142.140.3.6 204.71.202.160 4859 18
Net - Gate ESP (50) 204.71.202.160 142.140.3.6 9802 19
Gate - LAN ESP (50) 204.71.202.160 192.168.0.2 9802 20
LAN - Gate ESP (50) 192.168.0.2 204.71.202.160 4859 21
Gate - Net ESP (50) 142.140.3.6 204.71.202.160 4859 22
Net - Gate ESP (50) 204.71.202.160 142.140.3.6 9802 23
Gate - LAN ESP (50) 204.71.202.160 192.168.0.2 9802 24
LAN - Gate ESP (50) 192.168.0.2 204.71.202.160 14662 25
Gate - Net ESP (50) 142.140.3.6 204.71.202.160 14662 26
Net - Gate ESP (50) 204.71.202.160 142.140.3.6 3288 ?(;‘
Gate - LAN ESP (50) 204.71.202.160 192.168.0.2 3288 2
LAN - Gate ESP (50) 192.168.0.2 204.71.202.160 14662 29
Gate - Net ESP (50) 142.140.3.6 204.71.202.160 14662 30
Net - Gate ESP (50) 204.71.202.160 142.140.3.6 3288 31
Gate - LAN ESP (50) 204.71.202.160 192.168.0.2 3288 32
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BBKENEEHE FERBEKE-FEREER
s e g AR - BEddaE B ¥ 4T
P 5) iR 25 |ip 15 AR 33 |
LAN - Gate UDP 192.168.0.2 6404)204.71.202.160 80 L-1 Out 1
Gate - Net UbP 142.140.3.6 10425(204.71.202.160 80 T-11In 2
LAN - Gate UbP 192.168.0.4 4562(207.46.131.137 1353 L-2 Out 3
Gate - Net UDP 142.140.3.6 37525(207.46.131.137 1353 T-2 In 4
Net - Gate UDP 204.71.202.160 80]142.140.3.6 10425 T-1 Out 5
Gate - LAN UDP 204.71.202.160 80]/192.168.0.2 6404 L-1In 6
Net - Gate UDP 207.46.131.137 1353[142.140.3.6 37525 T-2 Out 7
Gate - LAN UbpP 207.46.131.137 1353{192.168.0.4 4562 L-2 In 8
LAN - Gate ISAKMP-1 192.168.0.2 500/204.71.202.160 500 L-1 Out — Port 500 bound to 192.168.0. 9
Gate - Net ISAKMP-1 142.140.3.6 500204.71.202.160 500 T-1 In — Associated with 204.71.202.160
Net - Gate ISAKMP-2 204.71.202.160 500{142.140.3.6 500 T-1 Out
Gate - LAN ISAKMP-2 204.71.202.160 500]/192.168.0.2 500 L-1 In — Port 500 released C
LAN - Gate ISAKMP-3 192.168.0.2 500{204.71.202.160 500 L-1 Out — Port 500 bound to 192.168.0.
Gate - Net ISAKMP-3 142.140.3.6 500/204.71.202.160 500 T-1 In — Associated with 204.71.202.160
LAN - Gate ISAKMP-1 192.168.0.3 500]207.158.227.235 500 L-3 Out
Gate - Net ISAKMP-1 142.140.3.6 500207.158.227.235 8773 7-3 In - Port 500 not available
Net - Gate ISAKMP-4 204.71.202.160 500{142.140.3.6 500 T-1 Out
Gate - LAN ISAKMP-4 204.71.202.160 500{192.168.0.2 500 L-1 In — Port 500 released
LAN - Gate ISAKMP-1 192.168.0.3 500]207.158.227.235 500 L-3 Out
Gate - Net ISAKMP-1 142.140.3.6 500{207.158.227.235 500 T-3 In - Port 500 bound to 192.168.0.3
LAN - Gate ISAKMP-5 192.168.0.2 500{204.71.202.160 500 L-1 Out — Port 500 not available
Gate - Net ISAKMP-5 142.140.3.6 500(204.71.202.160 9063 T-1 In — Source port address translated
Net - Gate ISAKMP-2 207.158.227.235 500{142.140.3.6 500 T-3 Out
Gate - LAN ISAKMP-2 207.158.227.235 500(192.168.0.3 500 L-3 In — Port 500 released
LAN - Gate ISAKMP-5 192.168.0.2 500]204.71.202.160 500 L-1 Out — Port 500 bound to 192.168.0.
Gate - Net ISAKMP-5 142.140.3.6 500{204.71.202.160 500 T-1 In — Associated with 204.71.202.160
Time-out for T-1 Out--Port 500 rele&ed
LAN - Gate ISAKMP-3 192.168.0.3 500{207.158.227.235 ' 500 L-3 Out
Gate - Net ISAKMP-3 142.140.6.3 500|207.158.227.235 500 T-3 In - Port 500 bound to 192.168.0.3
Net - Gate ISAKMP-6 204.71.202.160 500/142.140.3.6 500 T-1 Out — Port 500 blocked
T-1 Out — packet ignored
Net - Gate ISAKMP-4 207.158.227.235 500]142.140.3.6 500 T-3 Out
Gate - LAN ISAKMP-4 207.158.227.235 500]192.168.0.3 500 L-3 In — Port 500 released
LAN - Gate ISAKMP-5 192.168.0.2 500]204.71.202.160 500 L-1 Out — Port 500 bound to 192.168.0.
Gate - Net ISAKMP-5 142.140.3.6 500(204.71.202.160 500 T-1 In — Associated with 204.71.202.160
Net - Gate ISAKMP-6 204.71.202.160 500|142.140.3.6 500 T-1 Out
Gate - LAN ISAKMP-6 204.71.202.160 } 500{192.168.0.2 500 L-1 In — Port 500 released

B t(F—R)
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LAN - Gate ESP (50) 192.168.0.2 204.71.202.160 4859 |L-1 Out 38
Gate - Net ESP (50) 142.140.3.6 204.71.202.160 4859(T-1 In 39
LAN - Gate UbP 192.168.0.4 4562(207.46.131.137 1353 L-2 Out 40
Gate - Net UDP 142.140.3.6 37525|207.46.131.137 1353 T-21In 41
Net - Gate ESP (50) 204.71.202.160 142.140.3.6 9802|T-1 Out 42
Gate - LAN ESP (50) 204.71.202.160 192.168.0.2 9802|L-1 In 43
LAN - Gate ISAKMP-5 192.168.0.3 500)207.158.227.235 500 L-3 Out - Port 500 bound to 192.168.0.3| 44
Gate - Net ISAKMP-5 142.140.6.3 500207.158.227.235 500 T-3 In - Associated with 207.158.227.23| 45
LAN - Gate ESP (50) 192.168.0.2 204.71.202.160 4859|L-1 Out 48
Gate - Net ESP (50) 142.140.3.6 204.71.202.160 4859T-1 In 47
Net - Gate ISAKMP-6 207.158.227.235 500]142.140.3.6 500 T-3 Out 48
Gate - LAN ISAKMP-6 207.158.227.235 500{192.168.0.3 500 L-3 In — Port 500 released 49
Net - Gate ubP 207.46.131.137 1353[142.140.3.6 37525 T-2 Out 50
Gate - LAN UbP 207.46.131.137 1353]192.168.0.4 4562 L-2In 51
LAN - Gate ESP (50) 192.168.0.3 207.158.227.235 38935|L-3 Out 52
Gate - Net ESP (50) 142.140.6.3 207.158.227.235 38935|T-3 In ‘33_
Net - Gate ESP (50) 204.71.202.160 142.140.3.6 9802|T-1 Out 54
Gate - LAN ESP (50) 204.71.202.160 192.168.0.2 ' 9802|L-1 In 55
Net - Gate ESP (50) 207.158.227.235 142.140.3.6 7753|T-3 Out 56
Gate - LAN ESP (50) 207.158.227.235 192.168.0.3 7753}L-3 In 57

Bt(F=8)
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