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Description
BACKGROUND

[0001] A static profile is stored on a mobile station in
order for the mobile station to automatically authenticate
to a network. The profile information includes the network
associations and authentication credentials that can be
used to authenticate to a network that participates in a
network associations. The static profile can be manually
loaded, loaded by a manufacturer of the mobile station
as part of an initial build, automatically pushed to the
mobile station, and so forth. Without a profile on the mo-
bile station, the mobile station may not automatically con-
nect using those credentials, leaving the user to manually
authenticate to the network, if at all, thereby potentially
remaining connected to a cellular service for network
connectivity or having no connectivity at all. EP1465385
A1 discloses common authentication and authorization
between networks having disparate access technolo-
gies.W0O2014/176539 A1 discloses a method forauthen-
ticating a device. US2013/263234 A1 discloses a method
of controlling access to a network.

BRIEF SUMMARY

[0002] The presentinvention is defined by the subject
matter of the independent claims. Preferred embodi-
ments are defined by the dependent claims.

[0003] The invention is related to learning and utilizing
implicit or learned profiles to authenticate to a visited net-
work that is part of an association of networks, such as
where a static roving authentication profile for the asso-
ciation is not available on the mobile station. The mobile
station successfully authenticates to a wireless network
via an access point that advertises information indicating
thatthe access pointis part of an association of networks.
The learned profile includes the successful authentica-
tion credentials as well as contextual information, includ-
ing the advertised network association information, loca-
tion information, out-of-band networks present, sensor
data, and so forth. At a later time, the mobile station en-
counters another wireless network access point that ad-
vertises network association information for which itdoes
not have a static authentication profile (either a roving
profile or a profile specific to the visited network). The
mobile station attempts to authenticate to the access
point using the learned or implicit profile, including using
the previously successful authentication credentials.
Based on the success or failure of the attempted authen-
tication using the implicit profile, the learned profile may
be modified, or another learned profile may be created,
with the resultbeing a learned profile that is more specific.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The Detailed Description is set forth with refer-
ence to the accompanying figures. In the figures, the left-
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most digit(s) of a reference number identifies the figure
in which the reference number first appears. The use of
the same reference numbers in different figures indicates
similar or identical items.

FIG. 1 illustrates an example environment for learn-
ing a roving authentication profile.

FIG. 2 illustrates an example environment including
an authentication profile service to provide modifica-
tions to learned roving authentication profiles.

FIG. 3 illustrates an example environment for prior-
itizing amongst learned authentication profiles.
FIG. 4 illustrates an example environment including
an authentication profile service to select authenti-
cation credentials to be used to attempt to rove to a
network.

FIG. 5 illustrates an inventive process for creating a
learned roving authentication profile.

FIG. 6 illustrates an example process for attempting
to rove to a visited network using a learned roving
authentication profile and modifying the learned rov-
ing authentication profile based on whether the rov-
ing attempt is successful.

FIG. 7 illustrates an example process for providing
an authentication profile service to a mobile station.
FIG. 8 is a block diagram of an example computing
system usable to implement a mobile station accord-
ing to various embodiments of the present disclo-
sure.

FIG. 9 is a block diagram of an example computing
system usable to implement an authentication profile
service according to various embodiments of the
present disclosure.

DETAILED DESCRIPTION

[0005] Ausermay have various authentication creden-
tials associated with differententities, such as employers,
universities, service providers (such as internet provid-
ers, mobile carriers, club memberships), and so on that
would enable the user to authenticate to amobile hotspot.
Because utilizing a cellular network often requires more
power, and is often more expensive, than using wireless
local area networks (WLANSs), failure to authenticate to
a WLAN or other network represents a lost chance to
improve battery and power usage, and a lost opportunity
to preserve limited cellular bandwidth.

[0006] Embodiments of the present disclosure learn
and utilize implicit or learned profiles to authenticate to
a visited network that is part of an association of net-
works, even where a static roving authentication profile
for the association is not available on the mobile station.
The "mobile station" may include any network-enabled
device including but not limited to a desktop computer,
a laptop computer, a mobile phone, a personal data as-
sistant (PDA), a tablet computer, a game console, an
electronic book reader device, a media player, a stream-
ing media console, a network-enabled appliance, awear-
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able device such as a smart watch, activity tracker, net-
work-enabled clothing, and so forth. In an initial learning
phase, the mobile station may successfully authenticate
to a wireless network via an access point that advertises
information indicating that the access point is part of an
association of networks. The successful authentication
may be based on conventional authentication, such as
through a static profile, manually entered authentication
information, a captive portal authentication technique, or
other. A learned profile is generated or modified that as-
sociates the authentication credentials with network con-
text information, such as network association informa-
tion. In some embodiments, alearned profile may be gen-
erated from a static profile, such as by extracting network
contextual information from it, such as keywords or other
information and creating a more general learned profile
that can be used to attempt to authenticate to another
network. The learned profile or profiles get stored, and
include the authentication credentials as well as contex-
tual information, including the advertised network asso-
ciation information, location information, out-of-band net-
works present, sensor data, and so forth.

[0007] According to the invention, at a later time, the
mobile station encounters another wireless network that
advertises network association information for which the
mobile station does not have access to static credentials
(either roving credentials or credentials specific to the
visited network) that are indicated as definitely usable to
authenticate to the wireless network. The mobile station
attempts to authenticate to the access point using the
learned or implicit profile, including using the previously
successful authentication credentials. The learned orim-
plicit profile is used to attempt to authenticate where the
learned or implicit profile includes contextual information,
such as network association information, location infor-
mation, or other information, that matches, correlates to,
agrees with, or corresponds to the contextual information
associated with the visited network to at least some ex-
tent, such as network association information being ad-
vertised by the visited network.

[0008] Based onthe success orfailure of the attempted
authentication using the learned profile, the learned pro-
file may be modified, or another learned profile may be
created, with the resultbeing a learned profile thatis more
specific. For example, where the initial authentication that
resulted in the learned profile being created was to a
network that advertised three network associations, the
learned profile will initially store the three network asso-
ciations. If the later successful authentication using the
learned profile was to another access point that adver-
tised two of the three network associations in common
with the learned profile, then the network association not
in common may be eliminated from the learned profile.
In some embodiments, a new learned profile that in-
cludes only the two common network associations may
be created, and the more general profile retained. Where
the authentication is unsuccessful, the common network
associations may be eliminated from the learned authen-
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tication profile, or a new profile without the common net-
work associations created and the more general profile
retained.

[0009] Embodiments also include various schemes for
prioritizing profiles, both static and learned, such as
based on levels of specificity of the profiles, by collecting
statistics on successful authentications, and using fuzzy
logic to prioritize profiles. Embodiments also include var-
ious profile learning schemes such as waiting until a cer-
tain number of successful (or unsuccessful) authentica-
tions prior to modifying or narrowing a profile, or prior to
creating a new profile. Embodiments may also mark a
learned authentication profile as a persisted profile, in
order to prevent it from being deleted or changed once
it has been successfully used to authenticate a certain
number oftimes, or based on other factors. Embodiments
also include cloud-based schemes that attempt to deter-
mine contextual characteristics of learned profiles that
are likely to result in successful authentication attempts
in various contexts. One example includes determining
that learned authentication profiles having certain net-
work association information (e.g., network associations
for mobile carriers) stored therein have a high probability
of being successfully used to authenticate to a visited
network when the mobile station is in certain locations
(e.g., when the device is in a location inferred to be a
retail location of a large retail chain).

[0010] The devices, processes, and systems de-
scribed herein can be implemented in a number of ways.
Embodiments described below are with respect to IEEE
802.11 family of technical standards, and in particular to
the 802.11u amendments to those standards that enable
capability discovery, and the Wi-Fi Alliance "Wi-Fi Certi-
fied Passpoint," also known as "Hotspot 2.0," which al-
lows roving access to Wi-Fi networks.

[0011] The IEEE 802.11 specifications define media
access control (MAC) and physical layer specifications
for wireless local area networking (WLAN), and is often
referred to as Wi-Fi. The IEEE 802.11u specification and
the related Wi-Fi Alliance Hotspot 2.0 (HS20) specifica-
tion together provide automatic discoverability and con-
nection to a Wi-Fi hotspot. In particular, an 802.11u com-
pliant access point (AP) broadcasts network association
information, enabling devices to discover not just the AP
itself, but also those network associations whose security
credentials can be used to connect to the network serv-
iced by the AP. In conventional 802.11, an AP broadcasts
a service set identifier (SSID), which all APs in an 802.11
network share. To connect to an 802.11 network, a user
device utilizes authentication credentials specific to the
network identified by the SSID.

[0012] With 802.11u, an AP advertises that it belongs
to a network association, such as by advertising a ho-
mogenous extended service set identifier (HESSID),
roaming consortium information, or other information. An
802.11u compliant mobile station may use authentication
credentials associated with the network association to
authenticate to the network serviced by the AP. Thus,
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the mobile station need not have authentication creden-
tials specific to the network and the SSID of the AP in
order to successfully connect to the network through the
AP.

[0013] Embodiments of the present disclosure de-
scribe "roving" between networks. As used herein, roving
or"roving internetworking" and similar terms and phrases
refers to the processes and capabilities of devices, such
as wireless devices, to use an authentication mecha-
nism, including use of one or more authentication cre-
dentials, associated with a first network (e.g., a home
network) to connect to a second network (e.g., a visited
network). In a roving scenario, the second network ac-
cepts authentication credentials associated with the first
network (or with a network association generally) to en-
able access to the second network, based on an inter-
networking arrangement involving the first network and
the second network that enables devices associated with
the first network to connect to the second network.
[0014] Embodiments of the present disclosure include
learned and static authentication profiles. A static authen-
tication profile includes authentication profiles with net-
work contextual information (e.g., SSID, HESSID, etc.)
and associated authentication credentials, in which the
authentication credentials are indicated in some way as
being definitely usable to authenticate to networks that
match the network contextual information. Learned au-
thentication profiles include authentication profiles with
network contextual information and associated authen-
tication credentials, in which the authentication creden-
tials are not indicated as being definitely usable to au-
thenticate to networks that match the network contextual
information. Thus, a static authentication profile may be
assumed to work with all networks having contextual in-
formation that match the contextual information of the
profile, while a learned profile is not assumed to work
with all networks having contextual information that
match the contextual information of the profile. As such,
in one embodiment, a static profile may be preferred or
prioritized over a learned profile where both match net-
work contextual information associated with a visited net-
work.

[0015] Also, the use of the terms static and learned are
not meant to imply that a static authentication profile can-
not be determined, created, or altered (such as when
authentication credentials change or fistbecome known),
or that a learned authentication profile cannot be persist-
ed, write-protected, or otherwise prevented from being
altered. These terms are used for the sake of description
only.

[0016] Also, although some authentication credentials
may be described herein as being indicated as definitely
usable to authenticate to a network, this is not meant to
imply that such authentication credentials are actually
usable to authenticate to the network, only that they are
indicated as definitely usable to authenticate, and there-
fore may be generally preferred over other authentication
credentials that are not indicated as definitely usable
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and/or that are indicated as being indefinitely or uncer-
tainly usable to authenticate to a network. Also, authen-
tication credentials may be stored in a static authentica-
tion profile and indicated as definitely usable to authen-
ticate to a first set of networks that match the associated
network contextual information of the static authentica-
tion profile, while the same authentication credentials are
stored in another, learned authentication profile in which
they are not indicated as definitely usable and/or indicat-
ed as being indefinitely or uncertainly usable to authen-
ticate to a network that match the associated network
contextual information of the static authentication profile.
Embodiments may determine a learned profile based on
a static profile, such as by extracting the authentication
credentials and keywords or other information from the
static profile and adding the authentication credentials
and generating network contextual information from the
extracted keywords or other information to form a learned
profile.

[0017] By automatically attempting to rove to visited
networks, such as by utilizing a learned profile along with
a static profile, embodiments of the present disclosure
enable the roving network coverage area for a particular
device to be increased. In one example, the user of the
mobile station is not manually involved in, and may re-
main unaware of, of the roving authentication. This in-
creases the number of visited networks that the mobile
station connects to, by reducing the number of missed
opportunities to rove caused by lack of a static roving
profile on the mobile station and/or by user ignorance of
their being authorized to rove onto a Hotspot or other
network. Further increasing the number of visited net-
works improves service for the mobile station, in the form
of faster download and upload speeds (e.g., Wi-Fi
speeds compared to cellular speeds), lower battery and
power usage (e.g., because connecting to Wi-Fi net-
works generally requires less power than connecting to
a cellular network), increased coverage in areas where
cellular connections may notbe available, less expensive
network connections (e.g., because a cellular connection
may be metered or subject to a data cap while a Wi-Fi
connection is less likely to be metered or subject to a
data cap), and so forth. Furthermore, embodiments may
reduce network utilization in mobile networks by enabling
more mobile devices to utilize local area networks such
as Wi-Fi networks, thereby reducing or eliminating net-
work congestion in mobile networks and improving serv-
ice quality on mobile networks even for those mobile sta-
tions that do notimplement embodiments of network rov-
ing described herein.

[0018] Example implementations are provided below
with reference to the following figures.

[0019] FIG. 1 illustrates an example environment 100
for learning a roving authentication profile. A mobile sta-
tion 102 at a first time or instance connects to network
104 via an access point 106. The mobile station 102 suc-
cessfully authenticates to the network 104 using authen-
tication credentials. While connected to the network 104,
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such as before, during, or after authenticating to the net-
work 104, the mobile station 102 queries the access point
106 (or othercomponent ofthe network 104 ) for capability
information, including network association data. Where
the network 104 is IEEE 802.11u and/or Hotspot 2.0
(HS20) compliant, the queries and associated responses
may be via a Generic Advertisement Service (GAS)
frames, via Access Network Query Protocol (ANQP), or
other. Other networks using other protocols and stand-
ards may utilize other types of queries and responses.
[0020] The network 104 provides contextual informa-
tion, such as network association information to the mo-
bile station 102. Where the network 104 is IEEE 802.11u
compliant and/or HS20 compliant, the network associa-
tion information may include one or more of a homoge-
neous extended service set identifier (HESSID), a roam-
ing consortium organization identifier (Ol), a domain
name or identifier, a network address identifier (NAI)
realm list, cellular information, and an access network
query protocol (ANQP) vendor-specific list. Additionally,
other types of network context information besides net-
work association information are collected. Also, network
context information is collected, in some embodiments,
in ways that does not rely on a protocol (such as ANQP)
to determine network association information or other
network context information directly or indirectly from a
network. Other types of network context information may
be used in some embodiments to infer network associ-
ation information. Also, network context information is
collected, in some embodiments, even where no authen-
tication attempt is made to a network. Other examples
are possible without departing from the scope of embod-
iment.

[0021] The mobile station 102 associates the authen-
tication credentials successfully utilized to authenticate
to the network 104 with contextual information 108 as-
sociated with the first network. The contextual informa-
tion 108 includes, in some embodiments, the network
association information obtained by querying the network
104. In some embodiments, the association of the au-
thentication credentials with the network association in-
formation occurs after the mobile station 102 successfully
authenticates to the network 104.

[0022] The authentication credentials may have been
obtained through some means other than a static roving
authentication profile, such as through a non-roving static
authentication profile, from manually entered authentica-
tion information, from a captive portal authentication
technique, or other. 802.11u and HS20, for example, an-
ticipate that a static roving authentication profile is cre-
ated by a network administrator, a mobile station manu-
facturer, a carrier, mobile station user, or other, and that
the static roving authentication profile statically associ-
ates authentication credentials with network association
information, such as HESSID, roaming consortium Ols,
and so forth. When a device encounters a network that
advertises its association with a matching HESSID,
roaming consortium Ol, or other, the device automatically
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roves to the network using the statically configured au-
thentication credentials. In embodiments of the present
disclosure, the association of the authentication creden-
tials with the network association information (as well as
with other contextual information) is a learned associa-
tion, and not statically configured, based at least on the
concurrence of the successful authentication to the net-
work 104 using the authentication credentials and the
network association information advertised or otherwise
provided by the network 104. The query (such as the
ANQP query) that the mobile station 102 transmits to the
AP 106 is therefore not necessarily sent in order to au-
thenticate to the network 104, but may be sent in order
to obtain network association information for the purpose
of dynamically associating it with the authentication cre-
dentials that were used to authenticate to the network
104.

[0023] The mobile station 102 also obtains, in some
embodiments, other types of contextual information. The
contextual information obtained by the mobile station
may include, without limitation, sensor data, such as lo-
cation data. Location data, which may be in the form of
coordinates, address information, or other, may be ob-
tained or otherwise derived from satellite-based location
services, such as from a global positioning satellite (GPS)
system 110. Location data may also be obtained, inferred
or otherwise derived from other sensor data, such as
triangulation from cellular network towers or other wire-
less network access points. Location data may also be
obtained, inferred, or otherwise derived from the pres-
ence of out-of-band networks in the physical location of
the mobile station 102 at a time that it connects to the
network 104. Such out-of-band networks include, without
limitation, cellular networks, Personal Area Networks
(PANSs; such as Bluetooth®, or other), Wi-Fi networks,
television or radio broadcast networks, and so on. Other
examples are possible without departing from the scope
of embodiments. For example, a Bluetooth® network
beacon may advertise information that is then saved as
contextual information in a learned profile. The beacon
information may indicate an affiliation with a retailer, mo-
bile carrier, or other organization. Such information may
be saved as network contextual information in a learned
profile and used to match with network contextual infor-
mation of a visited network, such as based on matching
Bluetooth® beacon information of the visited network, or
based on text match to other contextual information such
as a match or partial match to a keyword from a captive
portal web page, or match or partial match to keywords
found in network association information broadcast by
the visited network, and so forth. Other examples are
possible without departing from the scope of embodi-
ments. For example, a profile service may be utilized to
augment network contextual information with additional
information such as additional network association infor-
mation, a physical location, or other roving network con-
textualinformation as discussed in more detail elsewhere
within this Detailed Description.
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[0024] In some embodiments, the mobile station 102
determines contextual information 108 from sensor data
obtained using sensors that are communicatively cou-
pled to the mobile station, such as wireless radios, ac-
celerometers, GPS receivers, light sensors, micro-
phones, pressure sensors and touch sensors (such as
on atouch-screen of the mobile station 102), and so forth.
Audio data, movement data (e.g., velocity information,
acceleration data, direction, movement tracks, way-
points, indication that the mobile station 102 is not mov-
ing, vectorinformation (e.g., velocity and direction of trav-
el), inferred destination, determined mode of transport
(which may be based on other movement data, and so
forth), image data, light intensity information, location da-
ta (including altitude, addresses, coordinates, postal
codes, city, state, province, neighborhood, country, na-
tion, etc.), and so forth may be collected by the mobile
station 102 at a time substantially near a time that the
mobile station 102 successfully authenticates with the
network 104 and/or is connected to the network 104. This
contextual information 108 is associated with the authen-
tication credentials.

[0025] Contextual information may also include infor-
mation derived from browser data, such as keywords
from captive portal data (including text, images, URL,
etc.), keywords from network association information,
keywords from out-of-band network 122 information, and
so forth. For example, the content and keywords in a
captive portal’s text, images, etc. may be saved as con-
textual information and associated with authentication in-
formation. Therefore, embodiments may determine
based on a keyword from one of various sources, that a
particular authentication credential may work on that net-
work (such as by matching the keywords in the network
contextual information associated with the authentication
credentials to network association information of a visited
network).

[0026] Contextual information may also include other
data, such as calendar data, email data, social network-
ing data, or other data associated with a user that is as-
sociated with the mobile station 102. In some examples,
a calendar appointment, email, social network post, or
other user information indicates that the user will be trav-
elling to a particular location, such as a particular train
station or airport, to a particular hotel, office location, or
other location. Based on this information, authentication
profiles for the location or locations that the user is sched-
uled to travel to are provided.

[0027] The authentication credentials and associated
contextual information 108 are stored in one or more
learned roving authentication profiles 112. It may be that
a single learned roving authentication profile is stored
with all of the contextual information 108, or a plurality of
learned roving authentication profiles are stored, each
having a subset of the contextual information 108. In one
example, the network 104 provides information that it is
associated with roving consortiums A, B, and C. A single
learned roving authentication profile 112 may be saved
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associating the authentication credentials with the roam-
ing consortiums A, B, and C. In another example, three
learned roving authentication profiles may be saved, a
first learned roving authentication profile associating
roaming consortium A with the authentication creden-
tials, a second learned roving authentication profile as-
sociating roaming consortium B with the authentication
credentials, and so forth. In another example, the mobile
station stores a first learned roving authentication profile
associating roaming consortium A with the authentication
credentials, while a second learned roving authentication
profile associates roaming consortia B and C with the
authentication credentials. Other examples are possible
without departing from the scope of embodiments. For
example, afirst learned roving authentication profile may
associate location data and the presence of out-of-band
network 122 with the authentication credentials while a
second learned roving authentication profile associates
one or more network associations with the authentication
credentials.

[0028] In some embodiments, authentication creden-
tials from one network may be associated with network
contextual information from another network in the same
or similar geographical area. Such geographically co-lo-
cated networks may be related, such as a first network
for guests and a second network for employees. In one
example, a captive portal may be used to authenticate
to a particular network that is related to another network
(e.g., a "sister" network) in the same geographical area.
Thus, the captive portal authentication credentials may
be associated with network context information, such as
network association information, broadcast by the other
network in the same geographical information.

[0029] The mobile station 102 roves into an area cov-
ered by a network 114. The mobile station 102 queries
an access point 116 for capability information. Where the
network 114 is IEEE 802.11u and/or Hotspot 2.0 (HS20)
compliant, the queries and associated responses may
be via a Generic Advertisement Service (GAS) frames,
via Access Network Query Protocol (ANQP), or other.
Other networks using other protocols and standards may
utilize other types of queries and responses. The network
114 responds with capabilities, including network asso-
ciation data. The mobile station 102 also obtains other
contextual information associated with the network 114,
using sensors in the mobile station, such a wireless ra-
dios, accelerometers, GPS receivers, light sensors, mi-
crophones, pressure sensors and touch sensors (such
as on a touch-screen of the mobile station 102), and so
forth. Audio data, movement data, image data, light in-
tensity information, location data, and so forth may be
collected by the mobile station 102 at a time substantially
near a time that the mobile station 102 is connected to
the network 114.

[0030] The mobile station 102 determines whether
static authentication information is stored on the mobile
station 102 that indicates a capability to authenticate to
the network 114. The static authentication information
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may be a static authentication profile may be specific to
the network 114 or may be a static roving authentication
profile that corresponds to the network association infor-
mation provided by the network 114. Where static au-
thentication information is available, the mobile station
102 may utilize it to authenticate to the network 114.
[0031] According to the invention, where no static au-
thentication profile corresponding to the network 114 is
available, the mobile station 102 determines whether to
attempt to authenticate to the network 114 using the au-
thentication credentials successfully used to authenti-
cate to network 104 based at least partly on the contex-
tual information 108 associated with the authentication
credentials and the contextual information corresponding
to the network 114. The mobile station determines wheth-
erthere is atleast a partial match between the contextual
information associated with the authentication creden-
tials from the network 104 and the contextual information
corresponding to the network 114, such as the location
information, presence of out-of-band network 124, net-
work association information, and so forth.

[0032] The mobile station 102 attempts to authenticate
to the network 114, such as via the AP 116 using the
authentication credentials that were successfully used to
authenticate to the network 104 (and which have been
associated with the network contextual information
stored in the mobile station 102). The network 114 and
the network 104 may communicate, such as by using
authentication, authorization, and accounting (AAA)
servers 118 and 120, to authenticate the mobile station
102 to the network 114 using the authentication creden-
tials. In any event, the mobile station determines whether
the authentication attempt was successful. Based on the
success (or lack thereof) of the authentication attempt,
the mobile station 102 may modify the associations be-
tween the network contextual information 108 and the
authentication credentials.

[0033] In one example, where the authentication at-
tempt is successful, the mobile station 102 may de-as-
sociate portions of the network contextual information
108 that do not match the contextual information corre-
sponding to the network 114. This de-association may
include modifying the learned roving authentication pro-
file 112 (such as by deleting the non-matching portions),
or by creating a new learned roving authentication profile
that associates the authentication credentials with the
matching portions. Where a new, more specific learned
roving authentication profile is created, the less specific
learned roving authentication profile 112 may be re-
tained, and may be given a lower priority for an authen-
tication attempt than the new profile for future authenti-
cation attempts.

[0034] In one example, where the authentication at-
tempt is unsuccessful, the mobile station 102 may de-
associate portions of the network contextual information
108 that do match the contextual information correspond-
ing to the network 114. This de-association may include
modifying the learned roving authentication profile 112
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(such as by deleting the matching portions), or by creating
a new learned roving authentication profile that associ-
ates the authentication credentials with the non-matching
portions. Where a new, more specific learned roving au-
thentication profile is created, the less specific learned
roving authentication profile 112 may be retained, and
may be given alower priority for an authentication attempt
than the new profile when both profiles match another
network.

[0035] Instead of or in addition to de-associating por-
tions of network contextual information from the authen-
tication credentials, embodiments may modify the asso-
ciations in some other way, such as by modifying metrics
associated with the network contextual information. Such
metrics may be used in various ways. A priority metric
may be utilized to determine a priority between two
matching learned authentication profiles, such as is de-
scribed in more detail with respect to FIG. 3. In some
embodiments, a priority metric may apply to authentica-
tion profiles in general, including both learned profiles
and static profiles. A profile may be given a priority metric
based at least in part on whether it is learned or static.
In some embodiments a static profile may be preferred
over a learned profile, and such preference indicated at
least in part based on a priority metric, although a static
profile may in some embodiments just be generally pre-
ferred regardless of the presence of priority metrics.
Where two static profiles are available to match to one
or more detected networks, priority metrics may be uti-
lized to determine which one of the two static profiles to
use to make a connection attempt. A threshold count
metric may prevent a de-association of a portion of net-
work contextual information from the authentication cre-
dentials until a threshold number of successful or unsuc-
cessful attempts are made.

[0036] A designation may be used to determine wheth-
er to persist an association between contextual informa-
tion and authentication credential, such as where the as-
sociation (e.g., a learned roving authentication profile)
has been used successfully to rove to networks a thresh-
old number of times. Persisting the association causes
the association to be retained, not deleted or modified,
even if there are unsuccessful attempts. In some embod-
iments, the mobile station therefore stores the number
of successful and unsuccessful attempts, and deter-
mines whether the successful attempts foran association
meets or exceeds a predetermined threshold and, if the
number does meet or exceed the threshold, mark the
association as being persisted, or not to be deleted. In
some embodiments, a learned roving authentication pro-
file has been specialized beyond a certain threshold (e.g.
some or all of the elements are now completely specific,
matching only one possible value), it is persisted, and
prevented from being deleted. Other examples of per-
sisting profiles are possible without departing from the
scope of embodiments.

[0037] Inthe example illustrated in FIG. 1, a portion of
the network contextual information 108 - "network con-
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text 2" - is deleted from the network contextual informa-
tion 108. In this example, it may be because the "network
context 2" portion matched at least a portion of the con-
textual information associated with the network 114, and
the authentication attempt was unsuccessful, thereby re-
sulting in de-associating the "network context 2" portion.
Or it may be that both the "network context 1" and "net-
work context 3" portions matched at least a portion of the
contextual information associated with the network 114,
and the authentication attempt was successful, thereby
resulting in de-associating the "network context 2" por-
tion. Other examples are possible without departing from
the scope of embodiments. Persisting a profile prevents
a successful profile from being deleted, or from having
portions of its network contextual information 108 being
removed or de-associated from the authentication cre-
dentials based on a random failure to authenticate, which
may be caused by a network failure, a misconfiguration
of an access point, or something else that is not repre-
sentative of a problem with the profile itself.

[0038] Portions of a learned roving authentication pro-
file may be de-associated from the authentication cre-
dentials (e.g., removed from the learned roving authen-
tication profile 112), based on a "quorum;" e.g., after a
certain threshold number of successful or failed attempts.
For example, a particular network association may be
removed from the learned roving authentication profile
112 after a certain number of failed attempts to rove to
visited networks matching that particular network asso-
ciation, or after a certain number of successful attempts
to rove to visited networks that do not match that partic-
ular network association.

[0039] In some examples, not covered by the claimed
invention, where roving is disabled on the mobile station
102, automatic attempts to using a learned roving au-
thentication profile to rove onto the network 104 (or other
visited network) are disabled. However, in some circum-
stances, roving with a learned roving authentication pro-
file may be attempted even where roving is disabled. For
example, where the stored authentication credentials
from the learned roving authentication profile 112 lists an
NAI realm as part of the network contextual information
108, and the NAI realm is in a HESSID'’s list of home
domains, roving may be enabled in that particular case.
Other examples are possible without departing from the
scope of embodiments.

[0040] Some examples, not covered by the claimed
invention, may place a limit on the number of learned
roving authentication profiles 112 that are stored on the
mobile station 102, and may also place limits on their
longevity (how long they may be kept and/or used for
roving authentication attempts on the mobile station 102).
Some embodiments may also place limits on the number
of attempts that may be undertaken to attempt to rove
onto a visited network using a learned roving authenti-
cation profile.

[0041] For security reasons, the mobile station 102
may be configured to prevent an attempt to authenticate
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to a visited network where the authentication techniques
employed would leave the authentication credentials vul-
nerable to capture by a nefarious operator of the visited
network. Thus, known insecure authentication tech-
niques (such as those that pass authentication creden-
tials in clear text, or those with known vulnerabilities that
would enable a bad actor to recreate the authentication
credentials from the information provided by an authen-
ticating device), prevents automated attempts to authen-
ticate using learned roving authentication profiles.
[0042] Some examples not covered by the claimed in-
vention may attempt to rove to all visited networks that
advertise any network associations, or that are otherwise
associated with any network association (such as based
on location data or other), using any and all previously
successful authentication credentials. When such brute
force attempts are successful, a learned roving authen-
tication profile is generated associating the successfully
used authentication credentials with the network contex-
tual data associated with the visited network.

[0043] The mobile station 102 is illustrated in FIG. 1
as being a handheld wireless device, such as a mobile
telephone. But embodiments are not limited to mobile
stations of any one type or types. The mobile station 102
may be a desktop computer, a laptop computer, a tablet
computer, a game console, an electronic book reader
device, a media player, a streaming media console, a
network-enabled appliance, and so forth.

[0044] FIG. 2 illustrates an example environment 200
including an authentication profile service 202 to provide
modifications to learned roving authentication profiles.
The mobile station 102 transmits information regarding
the network contextual information 108 associated with
the authentication credentials to the authentication pro-
file service 202. In reply, the authentication profile service
202 provides information indicating one or more modifi-
cations to the network contextual information 108. The
information transmitted to the authentication profile serv-
ice 202 includes, in some embodiments, data regarding
the success of authentication credentials in successfully
roving to networks - such as the network 104 - based on
the network contextual information 108. The information
may include whether the authentications were success-
ful, the network contextual information associated with
the networks to which authentication attempts were
made, and so forth. The mobile station 102 may transmit
all of the network contextual information 108, or only a
portion of it. The mobile station may transmit the learned
roving authentication profile 112 (including the authenti-
cation credentials). The mobile station 102 may refrain
from transmitting the authentication credentials.

[0045] The modifications to the contextual information
108 may include deletions, modifications, additions, or
replacement of information. Examples include additions
of location data, such as may be based on sensor data,
such as location data or data indicating the presence of
out-of-band networks present in the contextual informa-
tion 108. For example, where the contextual information
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includes first location data for a network (such as the
network 104 in FIG. 1), the authentication profile service
202 may provide additional locations that are determined
to be associated with the first location data. In another
example, the presence of out-of-band networks (such as
a collection of unrelated Wi-Fi networks, although they
may include other types of networks, such as cellular
networks, Bluetooth® Networks, and so forth) may cor-
respond to a known location, and the contextual informa-
tion 108 updated with the location data (e.g., coordi-
nates)) of this known location as well as other locations
associated with the known location. To see where this
would be useful, the first location of a network from which
a learned roving authentication profile is produced may
be the location of an entity with several locations, such
as a retail chain, a university, an employer, and so forth.
Thus, the addition of location information may include
the other locations of the entity associated with the first
location. Being associated with a single entity may indi-
cate that the authentication credentials successfully used
to authenticate at a first location of the entity may also
be usable to authenticate at a second location of the en-
tity, although this cannot be known for certain. The ad-
dition of information may be other location data, network
association information (e.g., HESSIDs, roaming consor-
tium Ols, domains, and so forth), or other sensor data
determined to correlate or possibly correlate with the net-
work contextual information 108.

[0046] Modifications of data from the contextual infor-
mation 108 may be based on a determination whether
portions of the contextual information 108 are relevant
to other network contexts. Such relevance may be de-
termined for example, from data obtained from a popu-
lation 204 of mobile stations. Given a sufficiently large
number of mobile stations in the population 204, each
providing contextual information associated with their
learned or static roving authentication profiles, contextual
information associated with networks that the mobile sta-
tions attempt to rove to using learned roving authentica-
tion profiles, information regarding whether such at-
tempts are successful, etc., the authentication profile
service 202 determines probabilities regarding whether
authentication credentials associated with network con-
textual information in a first network context are likely to
be successfully used to rove to a second network having
a second network context. Various machine learning,
combinatorial, statistical, or rule-based techniques may
be utilized to train the authentication profile service 102
in this regard.

[0047] As mentioned previously, the authentication
profile service 202 may provide modifications to the net-
work contextual information 108 based on, among other
things, sensor data such as location data. Correlations
between different locations may be inferred using the au-
thentication attempt data from the population 204 of the
mobile stations. Alternatively or in addition, the correla-
tions between locations may be based on one or more
of known locations of an entity and correlations between
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certain locations and certain network association data.
Correlations between locations, whether inferred or not,
indicate the potential for a common network association
to be supported by networks at some or all such corre-
lated locations.

[0048] Various data from the population 204 of mobile
stations may be utilized to determine the relevance of
other sensor data. In one example, the presence of out-
of-band networks may indicate location. Location may
be inferred from out-of-band networks based on one or
more correlations between location data, network asso-
ciation information, and out-of-band network presence
data from a number of mobile stations in the population
204.

[0049] Other sensor data such as audio data, image
data, and so forth may also be utilized to infer location
or other network contextual information. For example, a
user may take a photograph of a storefront, and the au-
thentication profile service 202 may determine the loca-
tion of the user using image matching, and based on the
inferred location provide modifications to the network as-
sociation information included in a learned roving authen-
tication profile. In another example, a microphone on a
mobile station 102 may pick up background audio, trans-
mit that background noise to the authentication profile
service 202, which determines from the background au-
dio that the mobile station 102 is present at an airport,
train station, or other location with known audio signa-
tures (such as may be determined from a large number
of mobile stations in the population 204). Other examples
are possible without departing from the scope of embod-
iments.

[0050] Modifications may be additions of network as-
sociation information. For example, based on the popu-
lation 204 of mobile stations, it may be determined that
authentication credentials associated with a first network
association (HESSID, Ol, domain, etc.) are often suc-
cessfully utilized to rove to network supporting a second
network association. The network contextual information
108 may be updated to reflect this information, such as
based on the modifications provided by the authentica-
tion profile service 202.

[0051] Other modifications may include modifications
to priority information, such as priority metrics, as are
described in more detail elsewhere within this Detailed
Description. Modifications may be provided by the au-
thentication profile service 202 initially after profile crea-
tion, such as after the learned roving authentication pro-
file 112 and/or the network contextual information 108 is
correlated with authentication credentials, after the
learned roving authentication profile is utilized in one or
more a roving attempts, or at some or all during various
stages of deployment of the learned roving authentication
profile 112.

[0052] FIG. 3 illustrates an example environment 300
for prioritizing amongst learned authentication profiles.
As illustrated in FIG. 3, the mobile station 102 includes
two learned roving authentication profiles 302 and 304.
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Priority information for various portions of the learned
roving authentication profiles 302 and 304 are shown in
parenthesis. Although FIG. 3 is illustrated with learned
roving authentication profiles 302 and 304 that each in-
clude multiple portions of network contextual information,
some embodiments also utilize multiple learned roving
authentication profiles to represent each of the portions
of network contextual information, with priority informa-
tion applying to each one. Approaches to prioritizing the
learned roving authentication profiles are similar or the
same in either case. Where multiple profiles are utilized,
the priority information may apply to the entire profile,
rather than to portions of them. And in embodiments
where portions of network contextual information are
stored in a single profile, and priority information applied
to such portions individually, the profile may also have a
separate profile priority.

[0053] The priority information may be provided to the
mobile station 102 by an authentication profile service,
such as by the authentication profile service 202. Alter-
natively or in addition, the priority information may be
determined by the mobile station 102. In some embodi-
ments, the priority information is determined based on
attempts to rove to visited networks using the learned
roving authentication profiles 302 and 304. In some em-
bodiments, a successful attempt to rove to a visited net-
work using one of the learned roving authentication pro-
files 302 and 304 results in a portion of the learned roving
authentication profiles 302 and 304 that match the con-
textual information of the visited network having an in-
crease (or decrease) in its priority metric. In some em-
bodiments, an unsuccessful attempt to rove to a visited
network using one of the learned roving authentication
profiles 302 and 304 results in a portion of the learned
roving authentication profiles 302 and 304 that match the
contextual information of the visited network having an
increase (or decrease) in its priority metric.

[0054] The priority metrics may be unitless. The priority
metrics may be non-numerical. The priority metrics may
take on various values or range of values, may be one
of a plurality of finite discrete values, may have a mini-
mum and/or a maximum value, and so forth. In some
embodiments, a high priority metric provides the network
contextual information (and its associated authentication
credentials) a relatively higher selection priority, while in
other embodiments a high priority metric provides the
network contextual information (and its associated au-
thentication credentials) a relatively lower selection pri-
ority. Embodiments are not limited to any type or types
of priority metrics, or means of determining priority
amongst learned roving authentication profiles.

[0055] Inthe exampleillustrated in FIG. 3, learned rov-
ing authentication profile 302 has a priority metric of -10
for network association A and a priority metric of +10 for
network association B, while learned roving authentica-
tion profile 304 has a priority metric of +20 for network
association A and a -30 for network association B. As
the mobile station 102 comes into a geographical area
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serviced by the network 306, the mobile station queries
the network 306 (such as via the AP 308) for contextual
information, such as network association information.
The AP 308 replies back with data indicating that the
network 306 belongs to network association A and net-
work association B, such that authentication credentials
associated with network association A and network as-
sociation B can be used to authenticate to network 306.
[0056] For the sake of illustration, it is assumed that it
is unknown whether the authentication credentials 1 and
the authentication credentials 2 in the learned roving au-
thentication profiles 302 and 304, respectively, are usa-
ble to authenticate to networks that participate in network
association A and network association B. Rather, as not-
ed elsewhere within this Detailed Description, authenti-
cation credentials 1 and authentication credentials 2
have both been associated with network association A
and network association B by virtue of a concurrence of
successful authentications using authentication creden-
tials 1 and authentication credentials 2 to networks with
corresponding network contexts that indicate that they
participate in network association A and network asso-
ciation B. The authentication credentials 1 and the au-
thentication credentials 2 may have worked to authenti-
cate to the prior networks because they are network as-
sociation A and network association B credentials, but
this cannot be determined based on the information avail-
able to the mobile station 102.

[0057] In one example, not covered by the claimed in-
vention, since it is not known whether one or both of au-
thentication credentials 1 and the authentication creden-
tials 2 are usable to rove onto network 306, one set of
credentials is selected for an initial attempt. Because au-
thentication attempts use both power and bandwidth, it
is useful to choose one of authentication credentials 1
and the authentication credentials 2 that have the great-
est chance of success in order to reduce possible power
and bandwidth consumption used during an authentica-
tion attempt.

[0058] Since network 306 advertises thatit participates
in network association A and network association B, the
mobile station the priority metrics corresponding to the
learned roving authentication profiles 302 and 304 may
be used to determine the credentials that are selected
for afirst attempt to authenticate to network 306. Learned
roving authentication profile 302 has a higher priority met-
ric (+10) for network association B than does the learned
roving authentication profile 304 (priority metric of -30).
This may be due to previously successful attempts to
authenticate to networks participating in network associ-
ation B using the learned roving authentication profile
302 and unsuccessful attempts to authenticate to net-
works participating in network association B using the
learned roving authentication profile 304. Similarly,
learned roving authentication profile 302 has a lower pri-
ority metric (-10) for network association A than does the
learned roving authentication profile 304 (priority metric
of +20).
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[0059] Overall, the highest priority for the advertised
network association A and network association B be-
longs to learned roving authentication profile 304 (priority
metric of +20 for network association A). Therefore, in
this example, a first attempt to authenticate to network
306 may utilize authentication credentials 2 in learned
roving authentication profile 304. Where the attempt is
successful, the priority information associated with
learned roving authentication profile 304 may be updat-
ed. Where the attempt is unsuccessful, the priority infor-
mation associated with learned roving authentication
profile 304 may be updated, and authentication creden-
tials 1 associated with learned roving authentication pro-
file 302 may be tried on a second or subsequent attempt
to authenticate to network 306. Based on the success or
lack thereof of the attempt to authenticate to network 306
using authentication credentials 1, the priority informa-
tion for learned roving authentication profile 302 may be
updated.

[0060] Otherexamples ofupdating priority information,
and of using priority information to select between
learned roving authentication profiles for an authentica-
tion attempt, may be used by the mobile station 102 with-
out departing from the scope of embodiments. For ex-
ample, alearned roving authentication profile thatis more
specific to a network context of the visited network may
be used to attempt an authentication before a more gen-
eral profile. In one specific example, afirst learned roving
authentication profile having network contextual informa-
tion indicating that its authentication credentials are as-
sociated with network association A only may have pri-
ority over a second, more general, learned roving au-
thentication profile having network contextual informa-
tion indicating that its authentication credentials are as-
sociated with both network association A and network
association B.

[0061] Also illustrated in FIG. 3 is network 310, which
includes AP 312. The network 310 may be detected at
the same geographical location as the network 306, or
more generally is detected at the same time by the mobile
station 102. Prior to querying and/or attempting to au-
thenticate to network 306, the mobile station 102 decides
which of the two networks to query and/or attempt to au-
thenticate to first. More generally, the mobile station 102
prioritizes networks that it encounters for querying and/or
authentication attempts. In some embodiments, the se-
lection algorithm may utilize an ordered list. The list may
be ordered, forexample, based atleast in part on strength
of signal strength, but it may be based on other factors
such as network bandwidth, or otherinformation. In some
embodiments, a selection algorithm may select a network
to query based on user preferences. In some embodi-
ments, a selection algorithm may selecta network to que-
ry, and/or attempt to authenticate to, based at least in
part on the network contextual information, such as
based on network association information, location data,
motion data, velocity, path, track, destination, user data
(e.g., calendar data, email data, social context), and so
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forth.

[0062] Where no static authentication profiles match
one of the networks, the selection algorithm may attempt
to authenticate to other networks whose network contex-
tual information matches either static or roving authenti-
cation profiles. Static authentication profiles (such as
static roving authentication profiles) may be preferred
over learned profiles (such as learned roving authentica-
tion profiles) in some embodiments. In one example, a
first roving authentication profile, such as the roving au-
thentication profile 302 may match network 306, while a
second roving authentication profile, such as roving au-
thentication profile 304 may match network 310. An at-
tempt to authenticate to network 306 over network 308
may be based at least in part on the strength of the match-
es, such that the network/profile pair with the strongest
match is selected for a first authentication attempt, and
so on. Where an authentication attempt fails, the profile
is updated as described elsewhere within this Detailed
Description and another network and/or another learned
roving profile is selected for another authentication at-
tempt. Other examples are possible without departing
from the scope of embodiments.

[0063] FIG. 4 illustrates an example environment 400
including an authentication profile service 202 to select
authentication credentials to be used to attempt to rove
to a network 402. The mobile station 102, in the example
illustrated in FIG. 4, includes learned roving authentica-
tion profiles 404 and 406. When the mobile station enters
a geographical area serviced by the network 402, the
mobile station 102 obtains contextual information corre-
sponding to the network 402, such as by querying the
network 402 (such as via the AP 408) for network asso-
ciation information, obtaining location information (such
as from GPS satellite system 110), and so forth.

[0064] Inthe example illustrated in FIG. 4, the contex-
tual information corresponding to the network 402 in-
cludes network association A, network association B, and
location 3. The mobile station 102 provides the contextual
information corresponding to the network 402 to the au-
thentication profile service 202. The authentication pro-
file service 202 replies with an indication of the authen-
tication credentials that are to be used to authenticate to
the network 402. For example, the authentication profile
service 202 may identify one of the learned roving au-
thentication profiles 404 and 406, provide an authentica-
tion profile, or provide some other identifier that the mo-
bile station 102 associates with the authentication cre-
dentials. In one particular example, the mobile station
102 provides location information, available network in-
formation, or other contextual information to the authen-
tication profile service 202, and in response the authen-
tication profile service 202 provides authentication cre-
dentials to be used to authenticate to a network.

[0065] In another example, the authentication profile
service 202 determines authentication credentials based
on other contextual information (e.g., information related
tothe user of the device such as emails, calendar, cached
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credentials in the browser, web history, etc.) that are pre-
viously obtained and collected and may provide the mo-
bile station with the determined authentication creden-
tials to be used to authenticate to a network. In some
examples, a calendar appointment, email, social network
post, or other user information indicates that the user will
be travelling to a particular location, such as a particular
train station or airport, to a particular hotel, office location,
conference room, or other location. Based on this infor-
mation, authentication profiles for the location or loca-
tions that the user is scheduled to travel to are provided.
[0066] Alternatively or in addition, the authentication
profile service 202 may determine which authentication
credentials (or learned roving authentication profile) to
utilize to attempt to authenticate to the network 402 based
on correlations determined based on data obtained from
a plurality of mobile stations, such as the population 204
of mobile stations described in FIG. 2. The authentication
profile service 202 may take in as input the learned roving
authentication profiles 404 and 406 present on or other-
wise associated with the mobile station 102, the network
contextual information corresponding to the network 402,
and provide as an output the identity of the profile to be
used to attempt to authenticate to the network 402. In
some embodiments, the authentication credentials may
be provided to the mobile station 102 based on user in-
formation, such as calendar information, email content,
social networking data, and so forth. For example, the
context information provided by the mobile station 102
may include calendar data, email data, social networking
data, and so forth, that indicates a location that the user
associated with the mobile station 102 is scheduled to
be present at, either currently or at a future time. The
mobile station 102 may provide the user information to
the authentication profile service 202, such as either the
original data (e.g., the emails and calendar data) or as
date and/or location data derived from the user data. The
authentication profile service 202 may also receive this
information separately, such as from a social networking
site, from an online calendar and email service, and so
forth, and not directly from the mobile station 102. The
authentication profile service 202 may provide authenti-
cation profile information 406 to the mobile station 102
that includes network context information and authenti-
cation credentials that are associated, either statically or
learned, to the locations determined from the user data.
[0067] The ability of the mobile station 102 to utilize
the authentication profile service 202 depends on net-
work connectivity to the authentication profile service,
such as via a cellular network service or other network.
Because cellular network service utilizes more battery
power and typically costs more than utilizing a Wi-Fi or
other wireless local area network (WLAN), use of the
authentication profile service 202 may enable the mobile
station 102 to save power and bandwidth (and potentially
the costs of bandwidth) by determining to automatically
attempt to authenticate to network 402.

[0068] In some examples, not covered by the claimed
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invention, the authentication profile service 202 may de-
termine that the mobile device is able, or potentially able,
to connect to the network 402 based on location data
without receiving network association data, and perhaps
without Wi-Fi capabilities (or other wireless capabilities)
being turned oninthe mobile device 102. In one example,
location data (either received from the device or inferred
from other user information such as calendar data,
emails, social network post, or other) may indicate that
the mobile device 102 is within range of the network 402
and some other data, such as accountdata (e.g., an elec-
tronic bill from a provider associated with the network
402, or a provider known to have a roving internetworking
arrangement with the network 402), indicates that the
mobile device has available authentication credentials to
connect to the network 402. The authentication profile
service may transmit an indication to attempt to connect
to the network 402. Based on the location data and the
other data (e.g., account data), the authentication profile
service 202 may also provide or otherwise identify to the
mobile device authentication credentials that are poten-
tially usable to connect to the network 402. Other exam-
ples are possible without departing from the scope of
embodiments.

[0069] FIG. 5 illustrates an inventive process 500 for
creating a learned roving authentication profile. At 502,
a mobile station, such as the mobile station 102, authen-
ticates to a first network using authentication credentials.
The authentication to the first network may be by several
means, such as automatically by using a roving authen-
tication profile, a learned roving authentication profile, a
static authentication profile, and so forth, or based on
manually entered authentication information, a captive
portal authentication technique, and so forth. Where
brute force is used to learn authentication profilesin some
embodiments (e.g., trying multiple authentication cre-
dentials even in the absence of agreement in network
contextual information), the authentication at 502 may
be attempted based on the network merely advertising
any of several types of network associations, whereby
credentials associated with the network association are
usable to rove onto the network. In some embodiments,
the authentication at 502 is attempted based merely on
the network advertising that it is a Hotspot 2.0 compliant
network, or similar.

[0070] At 504, the mobile station determines contex-
tual information associated with the first network. The
contextual information includes network association in-
formation, such as may be advertised by the first network
(or an AP of the first network), this may include among
other things one or more of a homogeneous extended
service set identifier (HESSID), a roaming consortium
organization identifier (Ol), a domain name or identifier,
a network address identifier (NAI) realm list, cellular in-
formation, and an access network query protocol (ANQP)
vendor-specific list, and so forth. The contextual informa-
tion includes data obtained by the mobile station using
sensor data, such as location data (such as GPS data,
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cellular network triangulation, etc.), presence of out-of-
band networks, light and image data, audio data, accel-
erometer data, and so forth.

[0071] At 506, the mobile station associates, based at
least on a successful authentication to the first network
using the authentication credentials, the authentication
credentials with the first contextual information. This in-
cludes, in various embodiments, storing the authentica-
tion credentials and contextual information in one or more
learned roving authentication profiles. Such learned rov-
ing authentication profiles are distinguished from con-
ventional, static roving authentication profiles such as
conventional HS20 profiles based on their having been
learned from the concurrence of a successful roving at-
tempt to a network and the network contextual informa-
tion associated with the network.

[0072] At 508, the mobile station roves to a coverage
area served by a second network, such as the network
114 of FIG. 1, and detects the second network. The vis-
ited network is an 802.11 compliant network.

[0073] At 510, the mobile station determines contex-
tual information associated with the second network. The
contextual information includes network association in-
formation, such as may be advertised by the second net-
work (or an AP of the second network), this may include
among other things one or more of a homogeneous ex-
tended service set identifier (HESSID), a roaming con-
sortium organization identifier (Ol), a domain name or
identifier, a network address identifier (NAI) realm list,
cellular information, and an access network query proto-
col (ANQP) vendor-specific list, and so forth. The con-
textual information includes data obtained by the mobile
station using sensor data, such as location data (such
as GPS data, cellular network triangulation, etc.), pres-
ence of out-of-band networks, lightandimage data, audio
data, accelerometer data, and so forth.

[0074] At 512, the mobile station determines whether
a static profile, such as a conventional authentication pro-
file for the second network or a static roving authentica-
tion profile is available to the mobile station to authenti-
cate to the second network. Such a static profile may
include authentication credentials indicated as being def-
initely usable to authenticate to networks with contextual
information that matches contextual information in the
static profile. Thus, in some embodiments, static profiles
are preferred over learned roving authentication profiles
when static profiles are available. At 514 (the "YES"
path), the mobile station authenticates to the second net-
work using authentication credentials stored in the static
profile.

[0075] At 516 (the "NO" path), the mobile station de-
termines whether there is agreement, match, associa-
tion, correspondence, correlation, and/or overlap be-
tween the first network contextual information in a
learned authentication profile having other authentication
credentials (e.g., associated with network contextual in-
formation in alearned roving authentication profile stored
in the mobile station), and the second network contextual
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information associated with the second network. Deter-
mining whether there is agreement includes in some em-
bodiments attempting to match network association in-
formation, such as HESSID, domain names, roaming
consortium Ols, cellular providers, and types of network
association advertised by the second network with the
same or similar type of information stored in the mobile
station and associated with authentication credentials
(e.g., in a learned roving authentication profile). In some
embodiments, an agreement between the first network
contextual information and the second network contex-
tual information may be determined based on a lack of
correlation. In other words, the first network contextual
information associated with the authentication creden-
tials may be "negative" contextual information that indi-
cates network contextual information from networks for
which the authentication credentials were not successful
in one or more connection attempts. Thus, in these em-
bodiments, the mobile device attempts to connect to the
network when the first network contextual information
does not match the second contextual information. As
used herein, an "agreement" between the first network
contextual information and the second network contex-
tual information" includes a match or partial match, as
well as a lack of a match, such as where
such "negative" contextual information is associated
with the authentication credentials.

[0076] Determining whether there is agreement in-
cludes in some embodiments identifying a correlation be-
tween location information associated with physical lo-
cations associated with the authentication credentials,
and physical location information associated with the vis-
ited, second network. Such location information stored
in the mobile station and association with the authenti-
cation credentials may be inferred location information,
such as based on presence of out-of-band networks or
other data obtained from or derived from sensors on the
mobile station. Such location information may be provid-
ed by a profile service, as described in more detail else-
where within this Detailed Description.

[0077] Determining whether there is agreement in-
cludes in some embodiments providing data to an au-
thentication profile service, such as the authentication
profile service 202, and receiving in response an indica-
tion of the authentication credentials to be used to rove
onto the second network. The indication includes, in
some embodiments, an identification of the roving au-
thentication profile, or other indication.

[0078] At 518 (the "YES" path), the mobile station de-
termines whether a plurality of authentication credentials
are associated with contextual information that at least
partially matches the second contextual information of
the second network. If so, then the mobile station at-
tempts to prioritize amongst the authentication creden-
tials that are in agreement with the network contextual
information of the second network.

[0079] At520, the mobile station prioritizes the plurality
of authentication credentials for the attempt to authenti-
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cate to the second network. The mobile station may pri-
oritize the authentication credentials based on informa-
tion provided by an authentication profile service. The
mobile station may prioritize the authentication creden-
tials based on priority information associated with the
learned roving authentication profiles, or portions there-
of, as described in more detail elsewhere within this De-
tailed Description. In some embodiments, the authenti-
cation credentials may be prioritized based on user pref-
erences, or based on other preferences. For example, a
selection algorithm may prioritize authentication creden-
tials based atleastin part on agreement between network
association information over agreement with physical lo-
cation information, or other sensor-derived data. In an-
other example, the selection algorithm may prioritize au-
thentication credentials based on agreement with certain
types of network association information over other types
of network association information, such as HESSIDs
being preferred over roaming consortium Ols when they
both match, and so forth. Prioritizing, in various embod-
iments, is based at least on one or more of degrees of
similarity between the contextual information associated
with the plurality of authentication credentials and the
second contextual information of the second network,
specificity of the contextual information associated with
of the plurality of authentication credentials, information
regarding previous attempts to authenticate using the
contextual information associated with the plurality of au-
thentication credentials, user preferences with respect
to the contextual information associated with the plurality
of authentication credentials, and so forth. Other exam-
ples are possible without departing from the scope of
embodiments.

[0080] At 522, the mobile station selects, based on
their being some agreement between the network con-
textual information, the authentication credentials to be
used to attempt to authenticate to the second network.
The mobile station may also utilize input from an authen-
tication profile service - such as the authentication profile
service 202 - to select authentication profiles for the rov-
ing attempt.

[0081] At 524, the mobile station sends a request to
the second network to authenticate using the other au-
thentication credentials, as part of an attempt to authen-
ticate to the second network. This is based, according to
the invention, at least in part on determining at 516 that
the first contextual information atleast partly corresponds
to the second contextual information.

[0082] FIG. 6 illustrates an example process 600 for
attempting to rove to a visited network using a learned
roving authentication profile and modifying the learned
roving authentication profile based on whether the roving
attempt is successful. At 602, a mobile station, such as
the mobile station 102, attempts to rove to a second net-
work using authentication credentials selected for the at-
tempt, such as based at least on second contextual in-
formation of the second network and the first contextual
information associated with the authentication creden-
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tials indicating that the second network is part of a com-
mon association of networks that supports roving inter-
networking between them (such as is described with re-
spect to FIG. 5). In some embodiments, the attempt to
connect to the second network may utilize a brute force
method. In a brute force method, some or all of the au-
thentication credentials known or assumed to be "good"
for at least one network (because for example, such au-
thentication credentials were previously successful at au-
thenticating to another network or the authentication cre-
dentials are stored in a static profile) are utilized to at-
tempt to authenticate to the visited network. A brute force
method may include attempting to connect to the network
using authentication credentials without first determining
whether there is an agreement, match, or correlation
(partial or otherwise) between the contextual information
associated with the authentication credentials and the
network contextual information associated with the net-
work. Brute force methods may be paired with embodi-
ments that utilize "negative" contextual information, such
that the authentication profile maintains contextual infor-
mation about networks for which use of the authentication
credentials were unsuccessful. In these embodiments,
unsuccessful attempts to connect to a network using a
brute force attempt results in storing the network contex-
tual information for the network as negative contextual
information associated with the authentication creden-
tials. In these embodiments, the authentication creden-
tials are not tried again with other networks that have
network contextual information that completely or partial-
ly matches the negative network contextual information
stored and associated with the authentication creden-
tials.

[0083] At 604, the mobile station determines whether
the roving authentication attempt is successful. Where
the attempt is successful (the "YES" path), at 606, the
mobile station (or an authentication profile service), iden-
tifies those portions of the contextual information asso-
ciated with the authentication credentials (such as in a
learned roving authentication profile) that are in agree-
ment with the network contextual information of the sec-
ond network (the visited network) that is successfully
roamed to. Identification of the agreeing portions of the
network contextual information includes, in some embod-
iments, identifying those portions of the network contex-
tual information that caused the authentication creden-
tials to be used in a roving attempt in the first place (such
as is described with respect to element 516 in FIG. 5).
[0084] At 608, the mobile station or an authentication
profile service updates the association information on the
mobile station to promote the learned roving authentica-
tion profile and/or to promote the agreeing or matching
portions of the network contextual information. Promot-
ing the learned authentication profile (or the association
between authentication credentials and the network con-
textual information more generally), may include deleting
non-matching profiles, reducing a priority of the non-
matching profiles, increasing a priority of the matching
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profiles, and so forth. Promoting the agreeing or matching
portions of the network contextual information includes,
in various embodiments, deleting or de-associating non-
agreeing or matching portions from their association with
the authentication credentials, increasing priority infor-
mation associated with the agreeing or matching portions
of the network contextual information, decreasing priority
metrics associated with the agreeing or matching por-
tions of the network contextual information, and so forth.
[0085] Promoting may be based on having reached a
certain threshold number of successful attempts (e.g.,
achieving a quorum). This may include marking a suc-
cessful association between authentication credentials
and network contextual information as being persisted
based on having reached a threshold number of success-
ful authentication or roving attempts using the associa-
tion between the authentication credentials and network
contextual information. Another example includes delet-
ing or de-associating non-matching or non-agreeing net-
work contextual information from a profile after a certain
number of successful attempts using the profile. Other
examples are possible without departing from the scope
of embodiments.

[0086] At610 (the"NO" path, where the roving attempt
is not successful), the mobile station (or an authentication
profile service), identifies those portions of the contextual
information associated with the authentication creden-
tials (such as in a learned roving authentication profile)
thatdo not match or are notin agreement with the network
contextual information of the second network (the visited
network). Identification of the non-agreeing portions of
the network contextual information may be based, in
some embodiments, on those portions of the network
contextual information that caused the authentication
credentials to be used in a roving attempt (such as is
described with respect to element 516 in FIG. 5), and
identifying the other portions of the network contextual
information.

[0087] At612,the mobile station or authentication pro-
file service updates the association information on the
mobile station to promote the non-matching learned rov-
ing authentication profile and/or to promote the non-
agreeing or non-matching portions of the network con-
textual information. Promoting the learned authentication
profile (or the association between authentication cre-
dentials and the network contextual information more
generally), may include deleting matching profiles, re-
ducing a priority of the matching profiles, increasing a
priority of the non-matching profiles, and so forth. Pro-
moting the non-agreeing or non-matching portions of the
network contextual information includes, in various em-
bodiments, deleting or de-associating agreeing or match-
ing portions from their association with the authentication
credentials, increasing priority information associated
with the non-agreeing or non-matching portions of the
network contextual information, decreasing priority infor-
mation associated with the non-agreeing or non-match-
ing portions of the network contextual information, and
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so forth.

[0088] As with promotion based on successful at-
tempts, promoting may also be based on having reached
a certain threshold number of unsuccessful attempts
(e.g., achieving a "quorum"). This may include marking
an unsuccessful association between authentication cre-
dentials and network contextual information for deletion
based on having reached a threshold number of unsuc-
cessful authentication or roving attempts using the asso-
ciation between authentication credentials and network
contextual information. Another example includes delet-
ing or de-associating portions of the network contextual
information that is matching or agreeing only after a cer-
tain number of unsuccessful attempts using the matching
or agreeing network contextual information. Other exam-
ples are possible without departing from the scope of
embodiments.

[0089] In alternative examples, not covered by the
claimed invention, network contextual information asso-
ciated with authentication credentials may be "negative"
contextual information that indicates network contextual
information from networks for which the authentication
credentials were not successful in one or more connec-
tion attempts. Thus, in these embodiments, the mobile
device to attempts to connect to the network when the
first network contextual information does not match the
second contextual information. Such "negative" contex-
tual information may, in some embodiments, be captured
using a "brute force" method, as described above.
[0090] FIG. 7 illustrates an example process 700 for
providing an authentication profile service to a mobile
station. At 702, an authentication profile service - such
as the authentication profile service 202 - receives au-
thentication data corresponding to a plurality of mobile
stations, such as the population 204 of mobile devices
described above with respect to FIG. 2. The authentica-
tion data includes, among other things, learned associ-
ations between authentication credentials and network
contextual information, data regarding success and fail-
ure of roving attempts using learned associations, net-
work context data of visited networks for which authen-
tication and roving attempts were made using learned
associations, and so forth.

[0091] At 704, the authentication profile service deter-
mines correlations between network contexts based on
the authentication data received from the plurality of mo-
bile stations. Correlations include, in various embodi-
ments, correlations between sensor data to infer physical
locations (such as by inferring location from the presence
of out-of-band wireless networks) Correlations include
determining relative probabilities that learned associa-
tions between network contextual information and au-
thentication credentials, and/or different portions of net-
work contextual data may, if in agreement with the net-
work contextual data of a visited network, result in a suc-
cessful roving attempt. The correlations may include cor-
relations between disparate physical locations and one
or more network associations, such as corresponding to
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a large organization, such as a retailer, employer, edu-
cational association (e.g., locations associated with a uni-
versity and/or associations of universities or colleges),
and so forth.

[0092] At 706, the authentication profile service may
receive information related to a learned association, such
as information related to a learned roving authentication
profile, from a particular mobile station. The information
may include the network contextual information associ-
ated with authentication credentials, such as network as-
sociation information, location information, light and im-
age data, audio data, accelerometer data, and so forth.
[0093] At 708, the authentication profile service deter-
mines and provides to the mobile station modifications
to be made to the learned association information. Such
modifications may be based, in some embodiments, on
the correlations determined by the authentication profile
service from the plurality of mobile stations as described
above. The modifications may include promotion or de-
motion of association information, such as promotion or
demotion of a learned roving authentication profile, por-
tions of a learned roving authentication profile, and so
forth. The modifications may include priority information,
deletions or de-associations of learned roving authenti-
cation profiles or portions of learned roving authentication
profiles, additions of learned roving authentication pro-
files or portions of learned roving authentication profiles,
and so forth. Additions may include additional network
associations, location information, as well as other infor-
mation.

[0094] At 710, the authentication profile service re-
ceives roving network contextual information from a mo-
bile station, such as at a time that the mobile station has
entered a geographic area covered by an access point
of a visited network. The roving network contextual infor-
mation includes, in various embodiments, one or more
of the network contextual information associated with the
visited network, as well as network contextual information
associated with authentication credentials on the mobile
station (e.g., network contextual information stored in a
learned roving authentication profile).

[0095] At 712, the authentication profile service deter-
mines whether there is agreement, match, association,
correspondence, correlation, and/or overlap between
network contextual information in a learned authentica-
tion profile having other authentication credentials (e.g.,
associated with network contextual information in a
learned roving authentication profile), and second net-
work contextual information associated with the mobile
device. Determining whether there is agreementincludes
in some embodiments attempting to match network as-
sociation information, such as HESSID, domain names,
roaming consortium Ols, cellular providers, and types of
network association advertised by the second network
with the same or similar type of information associated
with authentication credentials (e.g., in a learned roving
authentication profile). In some embodiments, an agree-
ment between the first network contextual information
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and the second network contextual information may be
determined based on a lack of correlation. In other words,
the first network contextual information associated with
the authentication credentials may be "negative" contex-
tual information that indicates network contextual infor-
mation from networks for which the authentication cre-
dentials were not successful in one or more connection
attempts. Thus, in these embodiments, the authentica-
tion profile service causes the mobile device to attempt
to connect to the network when the first network contex-
tual information does not match the second contextual
information. As used herein, an "agreement" between
the first network contextual information and the second
network contextual information" includes both a match
and partial match, as well as a complete lack of a match,
such as where such "negative" contextual information is
associated with the authentication credentials.

[0096] At 714, the authentication profile service pro-
vides to the mobile station an identification of the authen-
tication credentials to use to attempt to rove to the visited
network. The identification of the authentication creden-
tials may include, in various embodiments, providing the
authentication credentials to the mobile station, identify-
ing a learned roving authentication profile, or some other
identifying information. The mobile station may utilize this
information to determine which credentials to select to
attempt to rove to the wireless network, although the mo-
bile station may override the selection based on various
factors.

[0097] FIG. 8 is a block diagram of an example com-
puting system 800 usable to implement a mobile station
(such as the mobile station 102) according to various
embodiments of the present disclosure. According to var-
ious non-limiting examples, the computing system 800
includes one or more computing devices, such as desk-
top computers, laptop computers, mobile phones, tablet
computers, media players, game consoles, electronic
book reader devices, personal data assistants, or other
hardware devices. In one example configuration, the
computing system 800 comprises at least one processor
802. The computing system 800 also contains commu-
nication connection(s) 806 that allow communications
with various other systems. The computing system 800
also includes one or more input devices 808, such as a
keyboard, mouse, pen, voice input device, touch input
device, etc., and one or more output devices 810, such
as adisplay (including a touch-screen display), speakers,
printer, etc. coupled communicatively to the processor(s)
802 and the computer-readable media 804 via bus 812
[0098] The computer-readable media 804 stores com-
puter-executable instructions that are loadable and exe-
cutable on the processor(s) 802, as well as data gener-
ated during execution of, and/or usable in conjunction
with, these programs. In the illustrated example, compu-
ter-readable media 804 stores an operating system 814,
which provides basic system functionality of the comput-
ing system 800 and, among other things, provides for
operation of the other programs and modules of the com-
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puting system 800.

[0099] An authentication module 816 is executable to
control the communication connections 806 to authenti-
cate and rove onto wireless networks, such as visited
networks. The authentication module 816 queries the
wireless networks for capability information - such as by
using ANQP or other - and determines whether one or
more static authentication profiles, such as static authen-
tication profiles associated with the network, or one or
more static roving authentication profiles associated with
network associations advertised by the network, are
stored within static profile data 818. Where no such static
authentication profiles are available - or where authenti-
cation attempts using them are unsuccessful - the au-
thentication module 816 determines whether to attempt
to rove to the network using any authentication creden-
tials in a learned authentication profile, such as alearned
roving authentication profile, stored in learned associa-
tion data 820. The authentication module 816 controls
the communication connections 806 to attempt to au-
thenticate and rove to the network using such learned
authentication profile credentials as described in more
detail elsewhere within this Detailed Description.
[0100] A learning module 822 associates authentica-
tion credentials with network contextual information
based at least on a concurrence of a successful authen-
tication to a network using the authentication credentials
and the corresponding network contextual information
associated with the network, including the network asso-
ciation data, location information, other sensor data, and
soforth. The learning module 822 also updates and mod-
ifies the learned association data 820 (e.g., the learned
roving authentication profiles) based at least successful
attempts to use the authentication credentials, and based
on input from an authentication profile service (such as
the authentication profile service 202). The learning mod-
ule 822 may query the authentication profile service for
modifications to the learned association data 820, and
receive replies to the query including data indicating mod-
ifications to be made to the learned association data 820.
[0101] FIG. 9 is a block diagram of an example com-
puting system 900 usable to implement an authentication
profile service (such as the authentication profile service
202) according to various embodiments of the present
disclosure. According to various non-limiting examples,
the computing system 900 includes one or more com-
puting devices, such as desktop computers, servers,
cloud-based servers, or other hardware devices. In one
example configuration, the computing system 900 com-
prises atleast one processor 902. The computing system
900 can also contain communication connection(s) 906
that allow communications with various other systems.
The computing system 900 can also include one or more
inputdevices 908, such as akeyboard, mouse, pen, voice
input device, touch input device, etc., and one or more
output devices 910, such as a display (including a touch-
screen display), speakers, printer, etc. coupled commu-
nicatively to the processor(s) 902 and the computer-read-
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able media 904 via bus 912.

[0102] The computer-readable media 904 stores com-
puter-executable instructions that are loadable and exe-
cutable on the processor(s) 902, as well as data gener-
ated during execution of, and/or usable in conjunction
with, these programs. In the illustrated example, compu-
ter-readable media 804 stores an operating system 914,
which provides basic system functionality of the comput-
ing system 900 and, among other things, provides for
operation of the other programs and modules of the com-
puting system 900.

[0103] Authentication data 916 from a plurality of mo-
bile stations are stored in the computer-readable media
904. The authentication data 916 includes, among other
things, learned associations between authentication cre-
dentials and network contextual information, data regard-
ing success and failure of roving attempts using learned
associations, network context data of visited networks
for which authentication and roving attempts were made
using learned associations, and so forth.

[0104] A machine learning engine 918 determines cor-
relations between network contexts based on the authen-
tication. Correlations include, in various embodiments,
correlations between sensor data to infer physical loca-
tions (such as by inferring location from the presence of
out-of-band wireless networks). Correlations include de-
termining relative probabilities that learned association
between network contextual information and authentica-
tion credentials, and/or different portions of network con-
textual data may, if in agreement with the network con-
textual data of a visited network, result in successful rov-
ing attempt. The correlations may include correlations
between disparate physical locations and one or more
network associations, such as corresponds to a large
organization, such as a retailer, employer, educational
association (e.g., locations associated with a university
and/or associations of universities or colleges), and so
forth.

[0105] A profile service engine 920 provides, to mobile
stations - such as the mobile station 102 - modifications
to be made to learned associations (e.g., learned roving
authentication profiles), such as priority modifications,
deletions and/or de-associations of profiles or portions
of profiles, additions or promotions to certain profiles or
portions of profiles, and so forth, such as is described in
more detail elsewhere within this Detailed Description.
The profile service engine 920 is also executable to re-
ceive from a mobile station network contextual data as-
sociated with a network, and to provide information to
the mobile station indicating authentication credentials
to be used to attempt to rove to the network, such as is
described in more detail elsewhere within this Detailed
Description. To facilitate such determination, the com-
puting system 900 may store the learned association da-
ta 820 in order to determine the match or agreement be-
tween learned associations of the mobile station and the
network contextual data of the visited network.

[0106] Processor(s) 802 and 902 may be or include
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one or more single-core processing unit(s), multi-core
processing unit(s), central processing units (CPUs),
graphics processing units (GPUs), general-purpose
graphics processing units (GPGPUSs), or hardware logic
components configured, e.g., via specialized program-
ming from modules or application program interfaces
(APIs), to perform functions described herein. In alterna-
tive embodiments one or more functions of the present
disclosure may be performed or executed by, and without
limitation, hardware logic components including Field-
programmable Gate Arrays (FPGASs), Application-spe-
cific Integrated Circuits (ASICs), Application-specific
Standard Products (ASSPs), System-on-a-chip systems
(SOCs), Complex Programmable Logic Devices
(CPLDs), Digital Signal Processing unit(s) (DSPs), and
other types of customized processing unit(s). For exam-
ple, a processing unit configured to perform one or more
of the functions described herein may represent a hybrid
device that includes a CPU core embedded in an FPGA
fabric. These or other hardware logic components may
operate independently or, in some instances, may be
driven by a CPU. In some examples, embodiments of
the computing system 800 may include a plurality of
processing units of multiple types. For example, the
processing units may be a combination of one or more
GPGPUs and one or more FPGAs. Different processing
units may have different execution models, e.g., as is the
case for graphics processing units (GPUs) and central
processing units (CPUs). In some examples, wireless
networking and network capability querying may be per-
formed using a first processing unit having an FPGA,
ASIC, or DSP, and learned roving authentication profile
creation and modification may be performed using a sec-
ond processing unit having a CPU based on stored pro-
gramming instructions. This is an example only and other
examples and combinations are possible without depart-
ing from the scope of embodiments.

[0107] Depending on the configuration and type of
computing device used, computer-readable media 804
and 904 include volatile memory (such as random access
memory (RAM)) and/or non-volatile memory (such as
read-only memory (ROM), flash memory, etc.). The com-
puter-readable media 804 and 904 can also include ad-
ditional removable storage and/or non-removable stor-
age including, but not limited to, SSD (e.g., flash mem-
ory), HDD storage or other type of magnetic storage, op-
tical storage, and/or tape storage that can provide non-
volatile storage of computer-executable instructions, da-
ta structures, program modules, and other data for com-
puting systems 800 and 900.

[0108] Computer-readable media 804 and 904 can, for
example, represent computer memory, which is a form
of computer storage media. Computer-readable media
includes at least two types of computer-readable media,
namely computer storage media and communications
media. Computer storage media includes volatile and
non-volatile, removable and non-removable media im-
plemented in any process or technology for storage of
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information such as computer-executable instructions,
data structures, program modules, or other data. Com-
puter storage media includes, but is not limited to, phase
change memory (PRAM), static random-access memory
(SRAM), dynamic random-access memory (DRAM), oth-
er types of random-access memory (RAM), read-only
memory (ROM), electrically erasable programmable
read-only memory (EEPROM), flash memory or other
memory technology, compact disk read-only memory
(CD-ROM), digital versatile disks (DVD) or other optical
storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices, or any
other medium that can be used to store information for
access and retrieval by a computing device. In contrast,
communication media can embody computer-executa-
ble instructions, data structures, program modules, or
other data in a modulated data signal, such as a carrier
wave, or other transmission mechanism. As defined
herein, computer storage media does not include com-
munication media.

[0109] FIGS. 5-7 depict flow graphs. The operations
of these processes are illustrated in individual blocks and
summarized with reference to those blocks. These proc-
esses are illustrated as logical flow graphs, each opera-
tion of which may represent a set of operations that can
be implemented in hardware, software, or a combination
thereof. In the context of software, the operations repre-
sent computer-executable instructions stored on one or
more computer storage media that, when executed by
one or more processors, enable the one or more proc-
essors to perform the recited operations. Generally, com-
puter-executable instructions include routines, pro-
grams, objects, modules, components, data structures,
and the like that perform particular functions orimplement
particular abstract data types.

[0110] All of the methods and processes described
above may be embodied in, and fully automated via, soft-
ware code modules executed by one or more general
purpose computers or processors. The code modules
may be stored in any type of computer-readable storage
medium or other computer storage device. Some or all
of the methods may alternatively be embodied in spe-
cialized computer hardware.

Claims
1. A method performed by a client device comprising:

determining (512) that the client device (102)
lacks access to a static profile with authentica-
tion credentials that are indicated as definitely
usable to authenticate to a visited network (114,
306, 402);

receiving (510) first contextual information as-
sociated with the visited network (114, 306,
402);

determining (516) that the first contextual infor-
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mation at least partly corresponds to second
contextual information associated with other au-
thentication credentials that are available to the
client device (102), wherein the other authenti-
cation credentials have been previously used to
successfully authenticate (502) the client device
(102) to another network, wherein the visited
network (114, 306, 402) and the other network
are both Wi-Fi hotspots;

determining (516), based at least in part on the
determining that the first contextual information
at least partly corresponds to the second con-
textual information, that the visited network
(114, 306, 402) is part of an association of net-
works that includes the other network; and
sending (524), based at least in part on the de-
termining that the visited network (114, 306,
402) is part of the association of networks, a
request to the visited network to authenticate
using the other authentication credentials.

The method of claim 1 further comprising associat-
ing, based at least on a successful authentication to
the other network using the other authentication cre-
dentials, the other authentication credentials with the
second contextual information.

The method of either claim 1 or 2, further comprising:

providing at least the first contextual information
to a profile service (202); and

receiving from the profile service information re-
garding modifications to be made to the first con-
textual information.

The method of claim 3, wherein the modifications
correspond to at least one of:

priority information usable to prioritize the other
authentication credentials;

de-associating the other authentication creden-
tials from one or more portions of the first con-
textual information; and

associating the other authentication credentials
with additional contextual information.

The method of any of claims 1-4, further comprising:

determining that authenticating to the visited
network (114, 306, 402) using the other authen-
tication credentials is successful; and

updating the other authentication credentials
based in part on one or more portions of the
second contextual information that do not match
the first contextual information.

6. The method of any of claims 1-4, further comprising:
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determining that authenticating to the visited
network (114, 306, 402) using the other authen-
tication credentials is unsuccessful; and
updating the other authentication credentials
based in part on one or more portions of the
second contextual information that match the
first contextual information.

7. Aclient device (102, 800), comprising:

one or more processors (802);

memory (804); and

one or more program modules (814, 816, 822)
stored on the memory and executable by the
one or more processors, the one or more pro-
gram modules configured to:

detect (508) a visited network (114, 306,
402), wherein the client device (102, 800)
lacks access to a static profile with available
authentication credentials indicated as def-
initely usable to authenticate to the visited
network;

receive (510)firstcontextualinformation as-
sociated with the visited network (114, 306,
402);

determine (516) that the first contextual in-
formation at least partly corresponds to the
second contextual information associated
with other authentication credentials that
are available to the client device (102, 800),
wherein the other authentication creden-
tials have been previously used to success-
fully authenticate (502) the client device to
another network, wherein the visited net-
work (114, 306, 402) and the other network
are both Wi-Fi hotspots;

determine (516), based at least in part on
the determining that the first contextual in-
formation at least partly corresponds to the
second contextual information, that the vis-
ited network (114, 306, 402) is part of an
association of networks that includes the
other network; and

attempt (524), based at least on the deter-
mining that the visited network (114, 306,
402) is part of the association of networks,
to authenticate to the visited network (114,
306, 402) using the other authentication
credentials.

The client device (102, 800) of claim 7, wherein the
acts further comprise associating the other authen-
tication credentials with the second contextual infor-
mation based at least partly on a successful authen-
tication to the other network using the other authen-
tication credentials.
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The client device (102, 800) of either claim 7 or 8,
wherein the first contextual information includes first
network association information that indicates one
or more other networks for which authentication cre-
dentials are usable to rove to the other network, and
the acts further comprise sending the authentication
request to the visited network (114, 306, 402) based
at least on the second contextual information of the
visited network (114, 306, 402) including second net-
work association information that atleast partly over-
laps with the first network association information.

The client device (102, 800) of any of claims 7-9,
wherein the acts further comprise, based at least in
part on the other authentication credentials having
been successfully used to rove to one or more net-
works a predetermined number of times due to an
association between the other authentication cre-
dentials and the first contextual information, prevent-
ing further modification of the association between
the other authentication credentials and the first con-
textual information.

The client device (102, 800) of any of claims 7-10,
wherein the first contextual information includes first
physical location information corresponding to an-
other network for which the other authentication cre-
dentials are usable to authenticate, the second con-
textual information includes second physicallocation
information corresponding to the visited network
(114, 306, 402), and the acts further comprise de-
termining that there is at least partial agreement be-
tween the first contextual information and the second
contextual information based at least in part on the
first physical location information being associated
with the second physical location information.

Patentanspriiche

1.

Verfahren, das von einer Client-Vorrichtung durch-
geflhrt wird, umfassend:

Bestimmen (512), dass der Client-Vorrichtung
(102) Zugriff auf ein statisches Profil mit Authen-
tifizierungsdaten fehlt, die als definitiv zum Au-
thentifizieren bei einem besuchten Netzwerk
(114, 306, 402) verwendbar angezeigt werden;
Empfangen (510) erster Kontextinformationen,
die mitdem besuchten Netzwerk (114, 306,402)
verknupft sind;

Bestimmen (516), dass die ersten Kontextinfor-
mationen zumindest teilweise zweiten Kontext-
informationen entsprechen, die mit anderen Au-
thentifizierungsdaten verknipft sind, die fir die
Client-Vorrichtung (102) verfiigbar sind, wobei
die anderen Authentifizierungsdaten zuvor ver-
wendet wurden, um die Client-Vorrichtung (102)
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bei einem anderen Netzwerk erfolgreich zu au-
thentifizieren (502), wobei das besuchte Netz-
werk (114, 306, 402) und das andere Netzwerk
beide Wi-Fi-Hotspots sind;

Bestimmen (516), basierend zumindest teilwei-
se auf dem Bestimmen, dass die ersten Kontex-
tinformationen zumindest teilweise den zweiten
Kontextinformationen entsprechen, dass das
besuchte Netzwerk (114, 306, 402) Teil einer
Verknipfung von Netzwerken ist, die das ande-
re Netzwerk beinhaltet; und

Senden (524), basierend zumindest teilweise
auf dem Bestimmen, dass das besuchte Netz-
werk (114, 306, 402) Teil der Verkniipfung von
Netzwerken ist, einer Anfrage an das besuchte
Netzwerk zur Authentifizierung, unter Verwen-
dung der anderen Authentifizierungsdaten.

Verfahren nach Anspruch 1, weiter umfassend Ver-
knipfen, basierend zumindest auf einer erfolgrei-
chen Authentifizierung bei dem anderen Netzwerk
unter Verwendung der anderen Authentifizierungs-
daten, der anderen Authentifizierungsdaten mit den
zweiten Kontextinformationen.

Verfahren nach entweder Anspruch 1 oder 2, weiter
umfassend:

Bereitstellen zumindest der ersten Kontextinfor-
mationen an einen Profildienst (202); und
Empfangen von dem Profildienst von Informati-
onen beziiglich Modifizierungen, die an den ers-
ten Kontextinformationen vorzunehmen sind.

Verfahren nach Anspruch 3, wobei die Modifizierun-
gen zumindest einem entsprechen von:

Prioritatsinformationen, die verwendbar sind,
um die anderen Authentifizierungsdaten zu pri-
orisieren;

Entkniipfen der anderen Authentifizierungsda-
ten von einem oder mehreren Abschnitten der
ersten Kontextinformationen; und

Verknipfen der anderen Authentifizierungsda-
ten mit zusatzlichen Kontextinformationen.

5. Verfahren nach einem von Anspriichen 1-4, weiter

umfassend:

Bestimmen, dass Authentifizierung bei dem be-
suchten Netzwerk (114, 306, 402) unter Ver-
wendung der anderen Authentifizierungsdaten
erfolgreich ist; und

Aktualisieren der anderen Authentifizierungsda-
ten basierend teilweise auf einem oder mehre-
ren Abschnitten der zweiten Kontextinformatio-
nen, die nicht mit den ersten Kontextinformati-
onen Ubereinstimmen.
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6. Verfahren nach einem von Anspriichen 1-4, weiter

umfassend:

Bestimmen, dass Authentifizieren bei dem be-
suchten Netzwerk (114, 306, 402) unter Ver-
wendung der anderen Authentifizierungsdaten
nicht erfolgreich ist; und

Aktualisieren der anderen Authentifizierungsda-
ten basierend teilweise auf einem oder mehre-
ren Abschnitten der zweiten Kontextinformatio-
nen, die mit den ersten Kontextinformationen
Ubereinstimmen.

Client-Vorrichtung (102, 800), umfassend:

einen oder mehrere Prozessoren (802);
Speicher (804); und

ein oder mehrere Programmmodule (814, 816,
822), die im Speicher gespeichert sind und
durch den einen oder die mehreren Prozesso-
ren ausfihrbar sind, wobei das eine oder die
mehreren Programmmodule konfiguriert sind
zum:

Erfassen (508) eines besuchten Netzwerks
(114, 306, 402), wobei der Client-Vorrich-
tung (102, 800) Zugriff auf ein statisches
Profil mit verfligbaren Authentifizierungsda-
ten fehlt, die als definitiv zum Authentifizie-
ren bei einem besuchten Netzwerk ver-
wendbar angezeigt werden;

Empfangen (510) erster Kontextinformatio-
nen, die mit dem besuchten Netzwerk (114,
306, 402) verknupft sind;

Bestimmen (516), dass die ersten Kontex-
tinformationen zumindest teilweise den
zweiten Kontextinformationen entspre-
chen, die mitanderen Authentifizierungsda-
ten verknlpft sind, die fiir die Client-Vorrich-
tung (102, 800) verfiigbar sind, wobei die
anderen Authentifizierungsdaten zuvor ver-
wendet wurden, um die Client-Vorrichtung
bei einem anderen Netzwerk erfolgreich zu
authentifizieren (502), wobei das besuchte
Netzwerk (114, 306, 402) und das andere
Netzwerk beide Wi-Fi-Hotspots sind;
Bestimmen (516), basierend zumindest teil-
weise auf dem Bestimmen, dass die ersten
Kontextinformationen zumindest teilweise
den zweiten Kontextinformationen entspre-
chen, dass das besuchte Netzwerk (114,
306, 402) Teil einer Verknlpfung von Netz-
werken ist, die das andere Netzwerk bein-
haltet; und

Versuchen (524), basierend zumindest auf
dem Bestimmen, dass das besuchte Netz-
werk (114, 306, 402) Teil der Verkniipfung
von Netzwerken ist, einer Authentifizierung
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bei dem besuchten Netzwerk (114, 306,
402) unter Verwendung der anderen Au-
thentifizierungsdaten.

Client-Vorrichtung (102, 800) nach Anspruch 7, wo-
bei die Handlungen weiter Verkniipfen der anderen
Authentifizierungsdaten mit den zweiten Kontextin-
formationen basierend zumindest teilweise auf einer
erfolgreichen Authentifizierung bei dem anderen
Netzwerk unter Verwendung der anderen Authenti-
fizierungsdaten umfassen.

Client-Vorrichtung (102, 800) nach entweder An-
spruch 7 oder 8, wobei die ersten Kontextinformati-
onen erste Netzwerkverkniipfungsinformationen be-
inhalten, die ein oder mehrere andere Netzwerke an-
zeigen, fur die Authentifizierungsdaten verwendbar
sind, um zu dem anderen Netzwerk zu wandern, und
die Handlungen weiter Senden der Authentifizie-
rungsanfrage an das besuchte Netzwerk (114, 306,
402) umfassen, basierend zumindest auf den zwei-
ten Kontextinformationen des besuchten Netzwerks
(114, 306, 402), beinhaltend zweite Netzwerkver-
knipfungsinformationen, die zumindest teilweise
mit den ersten Netzwerkverkniipfungsinformationen
Uberlappen.

Client-Vorrichtung (102, 800) nach einem der An-
spriiche 7-9, wobei die Handlungen weiter, basie-
rend zumindest teilweise auf den anderen Authenti-
fizierungsdaten, die vorbestimmte Male aufgrund ei-
ner Verkniipfung zwischen den anderen Authentifi-
zierungsdaten und den ersten Kontextinformationen
erfolgreich verwendet wurden, um zu einem oder
mehreren Netzwerken zu wandern, Verhindern einer
weiteren Modifizierung der Verknipfung zwischen
den anderen Authentifizierungsdaten und den ers-
ten Kontextinformationen umfassen.

Client-Vorrichtung (102, 800) nach einem der An-
spriiche 7-10, wobei die ersten Kontextinformatio-
nen erste physische Standortinformationen beinhal-
ten, die einem anderen Netzwerk entsprechen, fir
das die anderen Authentifizierungsdaten zum Au-
thentifizieren verwendbar sind, die zweiten Kontex-
tinformationen zweite physische Standortinformati-
onen beinhalten, die dem besuchten Netzwerk (114,
306, 402) entsprechen, und die Handlungen weiter
Bestimmen, basierend zumindest teilweise auf den
ersten physischen Standortinformationen, die mit
den zweiten physischen Standortinformationen ver-
knipft sind, umfassen, dass es zumindest eine teil-
weise Ubereinstimmung zwischen den ersten Kon-
textinformationen und den zweiten Kontextinforma-
tionen gibt.
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Revendications

1. Procédé effectué par un dispositif client comprenant
les étapes consistant a :

déterminer (512) que le dispositif client (102) n’a
pas acces a un profil statique avec des informa-
tions d’authentification qui sont indiquées com-
me définitivement utilisables pour authentifica-
tion auprés d’un réseau visité (114, 306, 402) ;
recevoir (510) des premiéres informations con-
textuelles associées au réseau visité (114, 306,
402) ;

déterminer (516) que les premieres informations
contextuelles correspondent au moins en partie
a des secondes informations contextuelles as-
sociées a d’autres informations d’authentifica-
tion qui sont disponibles pour le dispositif client
(102), dans lequel les autres justificatifs
d’authentification ont été précédemment utilisés
pour authentification avec succes (502) du dis-
positif client (102) auprés d’'un autre réseau,
dans lequel le réseau visité (114, 306, 402) et
'autre réseau sont tous deux des points d’accés
Wi-Fi;

déterminer (516), sur la base au moins en partie
de la détermination que les premiéeres informa-
tions contextuelles correspondent au moins par-
tiellement aux secondes informations contex-
tuelles, que le réseau visité (114, 306, 402) fait
partie d’'une association de réseaux qui inclut
'autre réseau ; et

envoyer (524), sur la base au moins en partie
de la détermination que le réseau visité (114,
306, 402) fait partie de I'association de réseaux,
une demande au réseau visité pour authentifi-
cation en utilisant les autres informations
d’authentification.

2. Procédé selon la revendication 1, comprenant en
outre une association, sur la base au moins d’une
authentification réussie pour l'autre réseau en utili-
sant les autres justificatifs d’authentification, les
autres justificatifs d’authentification avec les secon-
des informations contextuelles.

3. Procédé selon la revendication 1 ou 2, comprenant
en outre les étapes consistant a :

fournir au moins les premieres informations con-
textuelles a un service de profil (202) ; et
recevoir a partir du service de profil des infor-
mations concernant des modifications a appor-
ter aux premiéres informations contextuelles.

4. Procédé selon la revendication 3, dans lequel les
modifications correspondent a au moins un parmi :
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desinformations de priorité utilisables pour prio-
riser les autres justificatifs d’authentification ;
une désassociation des autres justificatifs
d’authentification a partir d’'une ou plusieurs par-
ties des premiéres informations contextuelles ;
et

une association des autres justificatifs d’authen-
tification avec des informations contextuelles
supplémentaires.

Procédé selon I'une quelconque des revendications
1-4, comprenant en outre les étapes consistant a :

déterminer que 'authentification pour le réseau
visité (114, 306, 402) a l'aide des autres justifi-
catifs d’authentification est réussie ; et

mettre a jour les autres justificatifs d’authentifi-
cation sur la base en partie d’'une ou plusieurs
parties des secondes informations contextuel-
les qui ne correspondent pas aux premiéres in-
formations contextuelles.

Procédé selon I'une quelconque des revendications
1-4, comprenant en outre les étapes consistant a :

déterminer que 'authentification pour le réseau
visité (114, 306, 402) a l'aide des autres justifi-
catifs d’authentification a échoué ; et

mettre a jour les autres justificatifs d’authentifi-
cation sur la base en partie d’'une ou plusieurs
parties des secondes informations contextuel-
les qui correspondent aux premiéres informa-
tions contextuelles.

Dispositif client (102, 800), comprenant :

un ou plusieurs processeurs (802) ;

une mémoire (804) ; et

un ou plusieurs modules de programme (814,
816, 822) stockés dans la mémoire et exécuta-
bles par les un ou plusieurs processeurs, les un
ou plusieurs modules de programme étant con-
figurés pour :

détecter (508) un réseau visité (114, 306,
402), dans lequel le dispositif client (102,
800) n’a pas acces a un profil statique avec
des justificatifs d’authentification disponi-
bles indiqués comme définitivement utilisa-
bles pour authentification auprés du réseau
visité ;

recevoir (510) des premieres informations
contextuelles associées au réseau visité
(114, 306, 402) ;

déterminer (516) que les premieres infor-
mations contextuelles correspondent au
moins en partie a des secondes informa-
tions contextuelles associées a d’autres in-
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formations d’authentification qui sont dispo-
nibles pour le dispositif client (102, 800),
dans lequel les autres justificatifs d’authen-
tification ont été précédemment utilisés
pour authentification avec succes (502) du
dispositif client auprés d’'un autre réseau,
dans lequel le réseau visité (114, 306, 402)
et 'autre réseau sont tous deux des points
d’accés Wi-Fi;

déterminer (516), sur la base au moins en
partie de ladétermination que les premiéres
informations contextuelles correspondent
au moins en partie aux secondes informa-
tions contextuelles, que le réseau visité
(114, 306, 402) fait partie d’'une association
de réseaux qui inclut I'autre réseau ; et
tenter (524), sur la base au moins de la dé-
termination que le réseau visité (114, 306,
402) fait partie de I'association de réseaux,
une authentification auprés du réseau visité
(114, 306, 402) en utilisant les autres justi-
ficatifs d’authentification.

Dispositif client (102, 800) selon la revendication 7,
dans lequel les actions comprennent en outre une
association des autres justificatifs d’authentification
aux secondes informations contextuelles surlabase
au moins en partie d’'une authentification réussie
aupres de l'autre réseau en utilisant les autres jus-
tificatifs d’authentification.

Dispositif client (102, 800) selon l'une des revendi-
cations 7 ou 8, dans lequel les premieres informa-
tions contextuelles incluent des premiéres informa-
tions d’association de réseau qui indiquent un ou
plusieurs autres réseaux pour lesquels des justifica-
tifs d’authentification sont utilisables pour se dépla-
cer vers l'autre réseau, et les actions comprennent
en outre un envoi de la demande d’authentification
auréseau visité (114, 306, 402) sur la base au moins
des secondes informations contextuelles du réseau
visité (114, 306, 402) incluant des secondes infor-
mations d’association de réseau quichevauchent au
moins en partie les premiéres informations d’asso-
ciation de réseau.

Dispositif client (102, 800) selon I'une quelconque
desrevendications 7-9, dans lequel les actions com-
prennent en outre, sur la base au moins en partie
des autres justificatifs d’authentification ayant été
utilisés avec succeés pour se déplacer vers un ou
plusieurs réseaux un nombre prédéterminé de fois
en raison d’'une association entre les autres justifi-
catifs d’authentification et les premiéres informations
contextuelles, en empéchant une modification sup-
plémentaire de I'association entre les autres justifi-
catifs d’authentification et les premiéres informations
contextuelles.

10

15

20

25

30

35

40

45

50

55

23

11. Dispositif client (102, 800) selon I'une quelconque

des revendications 7-10, dans lequel les premiéres
informations contextuelles incluent des premiéres
informations d’emplacement physique correspon-
dant a un autre réseau pour lequel les autres justifi-
catifs d’authentification sont utilisables pour authen-
tification, les secondes informations contextuelles
incluent des secondes informations d’emplacement
physique correspondant au réseau visité (114, 306,
402), et les actions comprennent en outre une dé-
termination qu’il existe au moins un accord partiel
entre les premiéres informations contextuelles et les
secondes informations contextuelles sur la base au
moins en partie des premiéres informations d’em-
placement physique associées aux secondes infor-
mations d’emplacement physique.
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