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(57) ABSTRACT 

Methods and apparatus that enable a wireless femtocell to 
operate in its designated frequency so as to minimize inter 
ference between the wireless femtocell and neighboring base 
stations (and other femtocells or nomadic cells). In one exem 
plary embodiment, the femtocell cell comprises a UMTS 
(Universal Mobile Telecommunications System) femtocell 
which has the ability to scan the air interface in a manner 

San Diego, CA 92127 (US) similar to that associated with a UE in order to identify unal 
located resources within the wireless network, and subse 

(21) Appl. No.: 12/156,101 quently request access for the unallocated resources. Busi 
ness methods useful in combination with the aforementioned 

(22) Filed: May 28, 2008 methods and apparatus are also disclosed. 
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WRELESS FEMTOCELL SETUP METHODS 
AND APPARATUS 

COPYRIGHT 

0001. A portion of the disclosure of this patent document 
contains material that is subject to copyright protection. The 
copyright owner has no objection to the facsimile reproduc 
tion by anyone of the patent document or the patent disclo 
sure, as it appears in the Patent and Trademark Office patent 
files or records, but otherwise reserves all copyright rights 
whatsoever. 

BACKGROUND OF THE INVENTION 

0002 1. Field of Invention 
0003. The present invention relates generally to the field of 
wireless communication and data networks. More particu 
larly, in one exemplary aspect, the present invention is 
directed to the implementation of a femtocell radio frequency 
setup procedure so as to minimize interference between other 
femtocells and/or base stations of the primary network opera 
tOr. 
0004 2. Description of Related Technology 
0005. The deployment of additional base stations in a 
wireless network is a considerable capital expenditure for 
network operators. One proposed method of defraying the 
cost to a service provider is via user-initiated deployment of 
small cellular base stations, which are commonly referred to 
as “femtocells”. The intended mode of operation for a fem 
tocell is to augment the service provider's existing network of 
base stations by connecting to the service provider's network 
via a broadband interface (such as DSL or cable). Due to the 
smaller size and cost of a femtocell, they can be distributed in 
areas which are otherwise not feasibly serviced through stan 
dard base station deployment (e.g., by extension of indoor 
service coverage, or temporary service coverage). 
0006. Femtocells are far cheaper to manufacture than a 
typical base station, and possess simpler Software. Femtocells 
are also typically not fully featured, and cannot support the 
same number of users as a typical base station. Furthermore, 
femtocells offer complete and self-contained deployment. 
The relative cost and simplicity of operation allows a non 
technical audience (i.e., residential and Small business users) 
to purchase and operate femtocells. The benefits of femtocell 
deployment are shared between the user and the network. For 
a user, as mentioned above, the femtocell offers an inexpen 
sive and easy method to selectively augment network cover 
age. Another distinct advantage of femtocells over other user 
managed ad hoc networks is their seamless integration with 
current network base stations, as opposed to the expensive 
hardware and Software costs necessary for multi-mode 
capable transceivers. 

Universal Mobile Telecommunications System (UMTS) and 
Femtocells— 

0007. The Universal Mobile Telecommunications System 
(UMTS) is an exemplary implementation of a “third-genera 
tion” or "3G” cellular telephone technology. The UMTS stan 
dard is specified by a collaborative body referred to as the 3" 
Generation Partnership Project (3GPP). The 3GPP has 
adopted UMTS as a 3G cellular radio system targeted for inter 
alia European markets, in response to requirements set forth 
by the International Telecommunications Union (ITU). The 
ITU standardizes and regulates international radio and tele 
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communications. Enhancements to UMTS will support 
future evolution to fourth generation (4G) technology. 
0008 Currently, the standardization body for mobile com 
munication (3GPP) is specifying a new network femtocell 
element called a “Home Node B (HNB). This is a modified 
Node B (aka, UMTS base station) designed for use in build 
ings, with focus on home or residential environments, in order 
to increase in-building coverage. For example, in one exem 
plary usage case, a user of a mobile phone might wish to 
augment their wireless coverage by implementing a HNB in 
their apartment. The user employs a DSL connection to con 
nect the HNB to the operator's Core Network. The usage is 
beneficial for both operator and user; i.e., the user may save 
money, improve data throughput, and conserve battery power 
for his mobile phone (by improved in-house coverage) when 
using his HNB. The operator gets additional network cover 
age area; see, e.g., 3GPP TR 25.820, “3G Home Node B 
Study Item Technical Report' v100 (Release 8), which is 
incorporated herein by reference in its entirety. 
0009 Flexibility of use is one important requirement for 
HNB operation. An HNB should be easy to use, and easily 
transportable, so that it can be used nomadically; e.g., the user 
may operate it one day in his apartment, and the next day on 
a business trip in a hotel. Additionally the HNB may be 
Switched on and off unpredictably; an example of such erratic 
usage would be a user who does not operate the HNB at night 
while he/she is asleep. 
0010. The simplicity of HNB operation, and convenience 
of setup for the home user, also creates some unique chal 
lenges for network operators. Prior to the deployment of 
femtocells, base station networks were planned and deployed 
by a network operator, and were relatively static in nature. 
Physical network resources were also planned in advance by 
the base station operator. Network access functions such as 
security and authorization were easily controlled by a net 
work operator through the base station fixtures as well. The 
nomadic usage of HNBS has significantly complicated these 
fixed base station network operations. 
0011. One such example of increased network complexity 

is the allocation of spectrum resources. Spectrum allocation is 
a major implementation issue for carrier networks. A typical 
Node B installation is running permanently at a fixed loca 
tion. Based on its fixed geography, the operator allocates 
different radio resources (i.e., carrier frequencies or codes) to 
neighboring Node Bs. The neighboring Node Bs' geographic 
locations and distances are fixed; therefore radio frequency 
(RF) interference is minimized. Careful network planning is 
necessary, otherwise different UEs (User Equipment) con 
nected to neighboring Node Bs may mutually interfere, and 
valuable spectrum resources inefficiently utilized, thereby 
imposing costs on the operators of these networks. 
0012 Several solutions have been contemplated in the 
prior art to address the issue of network radio frequency 
spectrum allocation including frequency detection, spectrum 
occupation (also referred to as free or usable), and spectrum 
selection. For example, U.S. Pat. No. 5,963,848 to D Avello 
issued Oct. 5, 1999 and entitled “Method and apparatus for 
assigning a channel to a mobile unit in a wireless communi 
cation system' discloses a method and apparatus which deter 
mines which channels in a wireless communication system 
are both authorized for cordless operation and available. A 
channel is then selectively chosen from this list to reduce the 
probability that an interferer will be on the chosen channel. 
For example, the channel could be randomly selected from all 
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available channels or randomly selected from a limited group 
of available channels to avoid co-channel interference. Alter 
natively, the channel could be chosen based upon the level of 
the signal that last caused that channel to be blocked. Finally, 
the channel could be chosen based upon the number of chan 
nels from an available channel to the nearest blocked channel. 

0013 United States Publication No. 20040235428 to 
Nagai et al. published Nov. 25, 2004 and entitled “Commu 
nication system, and endpoint device and interrogator dis 
closes a communication system wherein each endpoint 
device which has received an interrogating signal from an 
interrogator responds with a reflected signal generated by 
modulating the interrogating signal with appropriate infor 
mation. Each endpoint device includes a distance detecting 
portion operable to detect a distance between the interrogator 
and the endpoint device; a reflecting portion operable to 
receive and reflect the interrogating signal; an information 
generating portion operable to generate replying information 
to be transmitted to the interrogator, a band determining 
portion operable to determine on the basis of the detected 
distance a frequency band of a modulating signal used to 
modulate a reflected signal generated by the reflecting por 
tion; and a modulating-signal generating portion operable, 
according to the replying information, to generate the modu 
lating signal having a frequency within the determined fre 
quency band. The distance detecting portion may be provided 
in the interrogator, rather than in the endpoint device. The 
frequency of the modulating signal may be determined on the 
basis of the number of the endpoint devices ready for com 
munication with the interrogator, or a distribution of overall 
frequency utilization ratio of the reflected signals received 
from the individual endpoint devices. 
0014 United States Patent Publication No. 20060294573 

to Rogers et al. published Dec. 28, 2006 and entitled “Media 
distribution system discloses a system, apparatus, method 
and article to distribute media information. The apparatus 
may include a transceiver to receive digital information rep 
resenting media information. The apparatus may further 
include a processor to couple to the transceiver, the processor 
to select a modulation technique based on a receiver type and 
an ultra-high frequency channel using a cognitive algorithm. 
The transceiver may transmit the media information over the 
channel using the modulation technique. 
0015 German Publication No. DE4104890 to Dipling 
published Aug. 27, 1992 and entitled “Mobile radio telephone 
system with disconnection of each battery-operated mobile 
station in traffic-free situation' discloses a radio telephone 
system that has each mobile frequency multiplex station 
coupled via a number of duplex speech channels with fixed 
stations, coupled to the telephone line network. The mobile 
stations exhibiting no communication traffic are cyclically 
disconnected and are Switched back in via a time slot radio 
information signal transmitted by a fixed station and contain 
ing the addresses of each mobile station identified by the 
incoming traffic within the time slot. A quitting signal is 
provided for detecting the highest reception field strength to 
select the transmission path. 
0016 WIPO Publication No. 2003096590 to Logvinov et 

al. published Nov. 20, 2003 and entitled “Method and System 
of Channel Analysis and Carrier Selection in OFDM and 
Multi-Carrier Systems' discloses a method to channel esti 
mation in OFDM systems. The embodiment of this invention 
is a block of new logic (16) and modifications performed to 
other components of the system, added to any existing OFDM 
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receiver, which utilizes information available from other 
blocks as found in the receiver. This logic (16) would improve 
the units error rate because of the improved channel quality 
estimations it makes available. This improvement is made 
possible because both channel noise data and channel signal 
data (11) are used in the estimation process. This data goes 
through a learning process overtime and multiple data blocks 
for further improvements in the quality of the estimate. This 
improvement is possible without any direct communications 
with other remote units, but it could be used in a multi-node 
environment to improve the performance of the system as the 
whole. 

0017 WIPO Publication No. WO/2007/093653 published 
Aug. 23, 2007 to Herraiz et al., and entitled “Method and 
system for establishing a direct radio communication 
between two or more user devices in a cellular mobile com 
munication system' discloses a method for establishing a 
direct radio communication between two or more user 
devices in a cellular mobile communication system, whereby 
said users are Subscribed to the same operator. According to 
the invention, a cognitive radio technique is used to detect 
spectrum resources available for radio communications in a 
predetermined area containing said at least two user devices. 
The method is characterized in that it also includes the fol 
lowing steps in which: at least one resource is selected from 
the available resources, said resource being a resource of the 
operator common to the two or more user devices; and a direct 
radio link is established between said two users using the 
detected free resource of the operator. The invention also 
relates to a system for establishing a direct radio communi 
cation between two or more user devices in a cellular mobile 
communication system. 
(0018 European Publication No. EP1248477 to Zimmer 
man et al. published Oct. 9, 2002 and entitled “Method and 
device for controlling dynamic frequency selection within a 
wireless communication system' discloses a method of con 
trolling frequency selection within a wireless communication 
system in response to radar-like interference signals which 
comprises continuously or quasi-continuously monitoring 
and assessing one or more frequencies with respect to radar 
like interference signals, allocating a quality parameter to 
each assessed frequency, the quality parameter indicating a 
probability that a frequency is occupied, and selecting one or 
more transmission frequencies in dependence on the allo 
cated quality parameters. Optionally, a further monitoring of 
one or more frequencies with respect to at least one of the 
radar-like interference signals and other interference signals 
can be performed. 
(0.019 WIPO Publication No. WO200704.0453 published 
Apr. 12, 2007 entitled “Automatic Configuration Of Pico 
Radio Base Station' discloses methods and apparatus to con 
figure a femto radio base station. A macro receiver of the 
femto radio base station is used to acquire detected coverage 
information of a radio access network. The detected coverage 
information is used to determine an operation parameter for 
use by the macro transceiver of the femto radio base station. 
In one embodiment, the detected coverage information is 
transmitted to a control node of the radio access network. The 
control node determines the operation parameter and com 
municates the operation parameter to the femto radio base 
station. The femto radio base station is accordingly config 
ured using the operation parameter for further operation 
towards UEs accessing the femto radio base station. 
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0020. Other spectrum allocation schemes also exist in the 
prior art. For example, in the context of a wireless LAN 
(WLAN), WLAN Access Points scan the spectrum for elec 
tromagnetic interference and select a portion of spectrum 
with the lowest interference for transmission. The access 
point independently decides what the optimal spectral usage 
is, based on the used spectrum. A comparable Solution is used 
in base stations for cordless telephones (e.g., DECT). 
0021. In addition to the above-described limitations of the 
prior art, standard UE operation cell selection procedures rely 
on the UE Scanning for, and finding the strongest cell. The cell 
selection is performed by the UE, rather than the network. 
The UE informs the network about the selection and commu 
nication between the UE and the network proceeds normally. 
One key difference between femtocell systems and prior art 
resource allocation methods is that prior art mobile commu 
nication networks assume that the network controls all 
unused resources at a given time. This is a valid assumption 
when the UE selects a specific cell for the request and the 
occupied resources are known by the network. However, this 
assumption is not valid for resource allocation of a femtocell, 
in that the network does not know which resources are unused 
at the location of the femtocell when the femtocell makes a 
resource request. Furthermore, the network will generally not 
know the exact current position of the femtocell. 
0022. Therefore, despite the foregoing variety of different 
approaches to network resource management, none of these 
Solutions address the additional complexity relating to spec 
trum allocation that occurs with arbitrary femtocell deploy 
ment. In the context of UMTS, the prior art solutions are not 
usable for HNBs, as HNBs will be operated in a licensed 
spectrum. Spectrum usage must remain under the control of 
the operator who owns and operates the licensed spectrum 
band. Therefore the allocation of spectrum resources to be 
used by HNBs must be performed in the Core Network and 
controlled by the operator. Unfortunately, the RF environ 
ment at the location of the HNB is unknown by the Core 
Network. Accordingly, improved methods and apparatus for 
efficiently assigning spectrum usage are needed. 
0023. Such methods and apparatus would ideally provide 
a simple control Scheme for the network operator to manage 
spectral resources, while also maintaining ease of use and 
transparent operation for a non-technical user. Such improved 
methods and apparatus would also aim to find an unused 
frequency resource at the location of the HNB for transmis 
sion with UEs. Advantageously, the network would select the 
resource to use by the HNB, with the HNB becoming an 
extension of the network's base station capability. 

SUMMARY OF THE INVENTION 

0024. The present invention satisfies the foregoing needs 
by providing, interalia, improved methods and apparatus for 
implementing a femtocell within a wireless network Such as 
e.g., a 3G/UMTS cellular network. 
0025. In a first aspect of the invention, a method of oper 
ating a cell within a wireless network is disclosed. In one 
embodiment, the cell comprise a network connection with a 
core of the network, and the method comprises: Scanning the 
network resources to identify at least a portion of unoccupied 
network resources; requesting at least a portion of the unoc 
cupied network resources from the core of the network; and 
occupying the at least a portion of unoccupied network 
resources after being granted the unoccupied resources by the 
COC. 
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0026. In one variant, the wireless network comprises a 
cellular network having a plurality of base stations, and the 
cell comprises a cell having a reduced set of capabilities as 
compared to that of one of the base stations. The cellular 
network comprises e.g., a UMTS-enabled network, and the 
cell comprises a femtocell. 
0027. In another variant, the act of scanning the network 
resources further comprises obtaining a plurality of initializ 
ing parameters. The plurality of initializing parameters origi 
nates for example from an entity within the core of the net 
work. Alternatively, the plurality of initializing parameters 
originates from a computer-readable media internal to the 
cell. 

0028. In yet another variant, the act of scanning the net 
work resources comprises scanning only a Subset of all 
resources associated with a selected network operator. 
0029. Alternatively, the act of scanning the network 
resources comprises scanning all resources which may affect 
the operation of the cell. 
0030. In still another variant, the method further com 
prises storing a cellular identification of a neighboring base 
station associated with the at least a portion of occupied 
cellular network resources identified. The neighboring base 
station may be designated a default base station for example. 
0031. In a second aspect, a method of operating a cell 
withina cellular network is disclosed. In one embodiment, the 
cellular network comprises one or more base stations, and the 
method comprises: Scanning a first frequency range of the 
cellular network; determining the strongest base station trans 
mission within the cellular network, decoding a signal from at 
least one of the one or more base stations, the signal indicative 
of a geographic location; reading data, the data correlating a 
default frequency range with the geographic location; and 
determining a power signal from one or more neighboring 
devices operating within the default frequency range. 
0032. In one variant, the first frequency range is deter 
mined per a cellular network Standard. 
0033. In another variant, the method further comprises 
designating one of the one or more neighboring devices hav 
ing the greatest power signal as a default neighboring device. 
0034. In a further variant, the cell comprises a UMTS 
femtocell, and the data comprises data stored locally to the 
femtocell. 

0035. In a third aspect of the invention, a femtocell capable 
of operating within a wireless network is disclosed. In one 
embodiment, the femtocell comprises: a processing device 
coupled to a memory; a wireless Subsystem; a network inter 
face Subsystem in communication with a core portion of the 
wireless network; and a plurality of executable instructions 
resident within the memory. When executed by the process 
ing device, the instructions perform the method comprising: 
initiating a scan via the wireless Subsystem to determine 
wireless network resources; identifying at least a portion of 
unoccupied wireless network resources from the core portion 
via the network interface Subsystem; receiving a grant mes 
sage from the core portion granting access to the unoccupied 
resources; and signaling the wireless Subsystem to occupy at 
least a portion of the unoccupied wireless network resources. 
0036. In one variant, the cell comprises a UMTS femto 
cell, the wireless Subsystem comprises a cellular air interface, 
and the network interface Subsystem comprises a wired inter 
face selected from the group consisting of: (i) a DSL modem, 
(ii) a cable (DOCSIS) modem, and (iii) a T1 line. 



US 2009/0296641 A1 

0037. In a fourth aspect of the invention, a method of 
operating a network entity is disclosed. In one embodiment, 
the network entity is capable of directly or indirectly control 
ling one or more base stations and one or more femtocells 
within a wireless network, and the method comprises: allo 
cating network resources to the one or more base stations; 
receiving a request from at least one of the one or more 
femtocells, the request seeking permission to utilize at least a 
portion of the network resources; and granting the request if 
it is determined that the network resources allocated to the 
one or more base stations will not be adversely affected by the 
one or more femtocells utilizing the at least a portion of the 
network resources. 

0038. In one variant, the method further comprises decod 
ing a listing of occupied resources as detected by the one or 
more femtocells. The wireless network comprises e.g., a cel 
lular network, and the listing of occupied resources comprises 
one or more cellular entity identification values. The one or 
more cellular entity identification values are further com 
prised of in one variant base station cellular entity identifica 
tion values and femtocell cellular entity identification values, 
and the method further comprises reading from a memory a 
listing of allocated resources for the one or more cellular 
entity identification values. 
0039. In another variant, the act of determining that the 
network resources allocated to the one or more base stations 
will not be adversely affected by the one or more femtocells 
utilizing the at least a portion of the network resources is 
based at least in part on minimizing radio frequency interfer 
ence (RFI) within the wireless network. 
0040 Alternatively, the act of determining that the net 
work resources allocated to the one or more base stations will 
not be adversely affected by the one or more femtocells 
utilizing the at least a portion of the network resources is 
based at least in part on maximizing data throughput within 
the wireless network. 

0041 As yet another alternative, the act of determining 
that the network resources allocated to the one or more base 
stations will not be adversely affected by the one or more 
femtocells utilizing the at least a portion of the network 
resources is determined based at least in part on providing a 
predetermined quality of service (QoS) level within the wire 
less network. 

0042. In another variant, the method further comprises 
denying the request if it is determined that the network 
resources allocated to the one or more base stations will be 
adversely affected by the one or more femtocells utilizing the 
at least a portion of the network resources. The denial com 
prises for example a denial message, the denial message 
further comprising a hold-off time indicative of a later period 
in time when a Subsequent request may be sent. 
0043. In a fifth aspect of the invention, a method of doing 
business associated with a wireless network is disclosed. In 
one embodiment, the network comprises a plurality of Sub 
stantially fixed base stations, and the method comprises: pro 
viding a plurality of substantially portable cells to respective 
ones of subscribers of the network, the plurality of cells 
augmenting the coverage of the Substantially fixed base sta 
tions; allocating network resources to at least one of the base 
stations; receiving a request from at least one of the cells, the 
request seeking permission to utilize at least a portion of the 
network resources; and granting or denying the request based 
at least in part on an evaluation of one or more profitability or 
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revenue considerations relating to use of the at least portion of 
the network resources by the at least one base station or the at 
least one cell. 
0044. In a sixth aspect of the invention, a computer read 
able apparatus comprising a storage medium is disclosed. In 
one embodiment, the medium comprises a plurality of 
executable instructions which, when executed by a computer 
of a network entity capable of directly or indirectly control 
ling one or more base stations and one or more femtocells 
within a wireless network, perform the method comprising: 
allocating network resources to the one or more base stations; 
receiving a request from at least one of the one or more 
femtocells, the request seeking permission to utilize at least a 
portion of the network resources; and granting the request if 
it is determined that the network resources allocated to the 
one or more base stations will not be adversely affected by the 
one or more femtocells utilizing the at least a portion of the 
network resources. 
0045. Other features and advantages of the present inven 
tion will immediately be recognized by persons of ordinary 
skill in the art with reference to the attached drawings and 
detailed description of exemplary embodiments as given 
below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0046 FIG. 1 is a block diagram illustrating a typical prior 
art UMTS cellular network, comprising Home Node B (HN) 
deployment within the network. 
0047 FIG. 1A is a simplified diagram of a typical prior art 
UMTS cellular network cell comprising Home Node B 
deployment within the network cell. 
0048 FIG. 2 is a logical flow diagram illustrating one 
embodiment of a generalized methodology for radio resource 
setup in accordance with the principles of the present inven 
tion. 
0049 FIG. 2A is a logical flow diagram illustrating one 
implementation of the methodology of FIG. 2, in the context 
of a 3G Home Node B system. 
0050 FIG. 2B is a logical flow diagram illustrating an 
exemplary methodology for the Scanning of network radio 
resources in accordance with the principles of the present 
invention. 
0051 FIG.3 is a graphical illustration of an exemplary RF 
setup procedure for a UMTS cellular network HNB accord 
ing to one embodiment of the present invention. 
0052 FIG. 3A illustrates an exemplary simplified RF 
setup procedure for a UMTS cellular network HNB in accor 
dance with the principles of the present invention. 
0053 FIG. 3B is a logical flow diagram illustrating one 
embodiment of a frequency allocation methodology in accor 
dance with the principles of the present invention. 
0054 FIG. 4 illustrates an exemplary femtocell apparatus 
useful for implementing the aforementioned methodologies 
of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0055 As used herein, the terms “client device”, “end user 
device' and “UE' include, but are not limited to cellular 
telephones, Smartphones (such as for example an iPhoneTM), 
personal computers (PCs), such as for example an iMacTM, 
Mac ProTM, Mac MiniTMor MacBookTM, and minicomputers, 
whether desktop, laptop, or otherwise, as well as mobile 
devices such as handheld computers, PDAs, video cameras, 
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set-top boxes, personal media devices (PMDs), such as for 
example an iPodTM, or any combinations of the foregoing. 
0056. As used herein, the term “computer program” or 
"software' is meant to include any sequence or human or 
machine cognizable steps which perform a function. Such 
program may be rendered in virtually any programming lan 
guage or environment including, for example, C/C++, For 
tran, COBOL, PASCAL, assembly language, markup lan 
guages (e.g., HTML, SGML, XML, VoxML), and the like, as 
well as object-oriented environments such as the Common 
Object Request Broker Architecture (CORBA), JavaTM (in 
cluding J2ME, Java Beans, etc.), Binary Runtime Environ 
ment (BREW), and the like. 
0057. As used herein, the term “digital subscriberline” (or 
“DSL) shall mean any form of DSL configuration or service, 
whether symmetric or otherwise, including without limita 
tion so-called “G. lite ADSL (e.g., compliant with ITU 
G.992.2), RADSL. (rate adaptive DSL), VDSL (very high bit 
rate DSL), SDSL (symmetric DSL), SHDSL or super-high 
bit-rate DSL, also known as G. shdsl (e.g., compliant with 
ITU Recommendation G.991.2, approved by the ITU-T Feb 
ruary 2001), HDSL. (high data rate DSL), HDSL2: (2nd 
generation HDSL), and IDSL (integrated services digital net 
work DSL), as well as In-Premises Phoneline Networks (e.g., 
HPN). 
0058 As used herein, the term “DOCSIS refers to any of 
the existing or planned variants of the Data Over Cable Ser 
vices Interface Specification, including for example DOCSIS 
versions 1.0, 1.1, 2.0 and 3.0. 
0059. As used herein, the term “integrated circuit (IC) 
refers to any type of device having any level of integration 
(including without limitation ULSI, VLSI, and LSI) and irre 
spective of process or base materials (including, without limi 
tation Si, SiGe. CMOS and GaAs). ICs may include, for 
example, memory devices (e.g., DRAM, SRAM, DDRAM, 
EEPROM/Flash, and ROM), digital processors, SoC devices, 
FPGAs, ASICs, ADCs, DACs, transceivers, memory control 
lers, and other devices, as well as any combinations thereof. 
0060. As used herein, the term “memory” includes any 
type of integrated circuit or other storage device adapted for 
storing digital data including, without limitation, ROM. 
PROM, EEPROM, DRAM, SDRAM, DDR/2 SDRAM, 
EDO/FPMS, RLDRAM, SRAM, “flash” memory (e.g., 
NAND/NOR), and PSRAM. 
0061. As used herein, the terms “microprocessor and 
'digital processor are meant generally to include all types of 
digital processing devices including, without limitation, digi 
tal signal processors (DSPs), reduced instruction set comput 
ers (RISC), general-purpose (CISC) processors, micropro 
cessors, gate arrays (e.g., FPGAs), PLDS, reconfigurable 
compute fabrics (RCFs), array processors, secure micropro 
cessors, and application-specific integrated circuits (ASICs). 
Such digital processors may be contained on a single unitary 
IC die, or distributed across multiple components. 
0062. As used herein, the terms “network” and “bearer 
network” refer generally to any type of data, telecommunica 
tions or other network including, without limitation, data 
networks (including MANs, PANs, WANs, LANs, WLANs, 
micronets, piconets, internets, and intranets), hybrid fiber 
coax (HFC) networks, satellite networks, cellular networks, 
and telco networks. Such networks or portions thereof may 
utilize any one or more different topologies (e.g., ring, bus, 
star, loop, etc.), transmission media (e.g., wired/RF cable, RF 
wireless, millimeter wave, optical, etc.) and/or communica 
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tions or networking protocols (e.g., SONET, DOCSIS, IEEE 
Std. 802.3, 802.11, ATM, X.25, Frame Relay, 3GPP, 3GPP2, 
WAP SIP, UDP, FTP, RTP/RTCP. H.323, etc.). 
0063. As used herein, the terms “network interface' or 
“interface' typically refer to any signal, data, or Software 
interface with a component, network or process including, 
without limitation, those of the Firewire (e.g., FW400, 
FW800, etc.), USB (e.g., USB2), Ethernet (e.g., 10/100, 
10/100/1000 (Gigabit Ethernet), 10-Gig-E, etc.), MoCA, 
Serial ATA (e.g., SATA, e-SATA, SATAII), Ultra-ATA/DMA, 
CoaXSys (e.g., TV netTM), radio frequency tuner (e.g., in-band 
or OOB, cable modem, etc.), WiFi (802.11a,b.g.,n), WiMAX 
(802.16), PAN (802.15), IrDA or other wireless families. 
0064. As used herein, the term "wireless” means any wire 
less signal, data, communication, or other interface including 
without limitation Wi-Fi, Bluetooth, 3G (e.g., 3GPP, 3GPP2, 
and UMTS), HSDPA/HSUPA, TDMA, CDMA (e.g., IS-95A, 
WCDMA, etc.), FHSS, DSSS, GSM, PAN/802.15, WiMAX 
(802.16), 802.20, narrowband/FDMA, OFDM, PCS/DCS, 
analog cellular, CDPD, satellite systems, millimeter wave or 
microwave systems, acoustic, and infrared (i.e., IrDA). 

Overview 

0065. The present invention provides, interalia, methods 
and apparatus that enable a femtocell (such as a 3G HNB) to 
operate in a designated frequency band (e.g., a licensed band) 
without interfering with neighboring base stations (e.g., 3G 
Node Bs) or femtocells, or alternatively being interfered with 
by them. 
0066. In one exemplary embodiment of the invention, the 
femtocell comprises a HNB that has the ability to scan the air 
interface in a manner similar to that associated with a UE.The 
HNB scans for signals from neighboring Node Bs and HNBs 
(e.g., broadcasted system information, reference or synchro 
nization signals, etc.) to determine the occupied frequency 
ranges in the intended service area. In one variant of the 
exemplary embodiment, the frequency range to scan is lim 
ited by the HNB based on pre-configuration and the current 
position of the HNB. In a UMTS system, the current position 
may be determined by decoding the broadcasted system 
information of surrounding Node Bs or HNBs. Therefore the 
HNB may have the ability to obtain location information 
(e.g., the ability to read the Mobile Country Code) from the 
broadcasted system information of nearby Node Bs or HNBs. 
0067. In an alternate method, the HNB may obtain loca 
tion information via its broadband connection, or yet another 
local or remote mechanism such as a GPS receiver, or even 
triangulation with known base stations. 
0068 Information generated by the aforementioned scan 
ning procedure is formatted and/or translated, and transferred 
to a network (e.g., the Core Network of a UMTS system) as 
input for an allocation entity. This entity (e.g., a frequency 
allocation unit or FAU) determines the frequency range 
acceptable for use by the HNB based on the scanned infor 
mation. The scanned information may comprise for example 
a listing or translatable representation of unavailable 
resources. For instance, the scanned information may com 
prise a listing of unavailable frequencies, or occupied fre 
quency bands. In a UMTS system, the scanned information 
may also be represented as occupied cell IDs. 
0069. In one variant of the invention, a first phase is uti 
lized wherein information about the country where the device 
is located is gathered. This information is used to determine? 
limit the frequency regions to Scan for occupation, and to 
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advantageously enable operation in different countries. In a 
second phase, the measurement results from the first phase 
are reported to the core network (e.g., FAU), which decides 
about the resources which should be used by the HNB, and 
which transmits the appropriate parameters to the HNB. 
0070. In one embodiment, a centralized FAU is used to 
provide interalia unified management of network resources. 
A messaging system for communication between the FAU 
and HNBS is disclosed. The message system comprises a 
mechanism for issuing a request for resources, a report on 
unavailable resources, and an assignment of resource(s). Fur 
thermore, a method for storing to and reading from computer 
readable medium (e.g., a hard-disk drive or other mass Stor 
age device of the HNB or network entity) is disclosed, where 
the medium contains a correlation between known cells (e.g., 
Node Bs and HNBs cell IDs) and occupied resources. 
0071. A setup procedure for the femtocell is also dis 
closed. In one embodiment, this procedure comprises an ini 
tial scan, request for resources, and a Subsequent assignment 
of resources. In one exemplary variant, the HNB powers on or 
is otherwise initialized (e.g., rebooted), and performs an ini 
tial scan. A request for a radio resource and the results of this 
initial scan are communicated to the FAU. The FAU assigns 
the HNB a frequency resource based on, among other things, 
the results of the HNB's scan. Moreover, this setup procedure 
may be simplified, if the conditions remain unchanged after 
the HNB is switched off and subsequently switched back on 
another time, as it is unnecessary to obtain location informa 
tion. 

Detailed Description of Exemplary Embodiments 

0072 Exemplary embodiments of the present invention 
are now described in detail. While these embodiments are 
primarily discussed in the context of an HNB operating 
within a UMTS network, it will be recognized by those of 
ordinary skill that the present invention is not so limited. 
Moreover, while discussed primarily in the context of com 
munication between a HNB and a dedicated FAU resident to 
the network operator, it is recognized that other implementa 
tions of mobile base station functionality or spectrum man 
agement functionality could be implemented at other points 
within the network without departing from the spirit and 
Scope of the present invention. 

Network Architecture— 

0073. As is well known, a cellular radio system comprises 
a network of radio cells each served by a transmitting station, 
known as a cell site or base station. The radio network pro 
vides wireless communications service for a plurality of 
transceivers (in most cases mobile transceivers such as cellu 
lar telephones or “smartphones”). The network of base sta 
tions working in collaboration allows for Substantially seam 
less wireless service which is greater than the radio coverage 
provided by a single serving base station. The individual base 
stations are connected by another network (in many cases a 
wired or millimeter wave network), which includes addi 
tional controllers for resource management, and in some 
cases access to other network systems (e.g., internets such as 
the Internet) or MANs/WANs. 
0074. In a UMTS system, a base station is commonly 
referred to as a “Node B'. The UMTS Terrestrial Radio 
Access Network (UTRAN) is the collective body of Node Bs 
along with the UMTS Radio Network Controllers (RNC). 
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The user interfaces to the UTRAN via User Equipment (UE), 
which in many typical usage cases comprises the aforemen 
tioned cellular phone or smartphone. FIG. 1 illustrates an 
exemplary UMTS cellular system 100. The UMTS system 
100 comprises a plurality of base stations 101 (Node Bs) that 
are set at various fixed geographic locations. Each of these 
base stations 101 are characterized by their respective wire 
less coverage areas 102. A centralized management facility 
(i.e., the “Core Network” 103) generally governs the opera 
tion of the base station towers 101. Also depicted in FIG. 1 are 
HNBs 111, which are not necessarily geographically fixed. 
These HNBs 111 create wireless coverage areas 112 that may 
overlap with those of other HNBs or Node Bs, as shown. Each 
of the HNBs 111 is in data communication with the FAU 104, 
which is part of the Core Network 103, via an interface such 
as a broadband connection (e.g., DSL, DOCSIS cable 
modem, MoCA interface, or even WiFi or WiMAX wireless 
interface). For simplification, only the FAU 104 entity is 
explicitly shown in the Core Network 103, but nevertheless 
the HNBs 111 are typically connected to other entities located 
in the Core Network 103 as well. 

(0075 FIG. 1A is a simplified diagram of a UMTS Cellular 
System illustrating an exemplary Node B 101A that has a 
coverage area 102A. Exemplary Home Node B 111A has a 
coverage area 112A which is surrounded by or subsumed 
within the coverage area of Node B 102A, and neighbored by 
another Home Node B 111B having its own coverage area 
112B. Node B 101A transmits system information periodi 
cally or continuously; e.g. the cell ID. Also, the neighboring 
Home Node B 111B transmits its corresponding system 
information in similar fashion. As shown in FIG. 1A, the 
entirety of Home Node B's 111A coverage area 112A, lies 
within the coverage area of Node B 102A. Furthermore, a 
portion 120 of the coverage area 112A overlaps with the 
coverage area 112B of the other HNB, as shown. 
0076. In this exemplary usage scenario, without proper 
spectrum management techniques, the addition of Home 
Node B 111A will mutually interfere with one or more of 
Node B 101A and the other HNB 111B. 

0077. As previously stated, in the exemplary context of 
UMTS, one requirement of operation is that the spectrum 
usage must always remain under the control of the operator 
who owns the licensed spectrum band. To satisfy this require 
ment, the FAU entity 104 within the Core Network 103 is 
responsible for managing radio resources. Because of the 
unpredictable and non-linear nature of the radio environment, 
a centralized entity will not have the complete information 
necessary to most efficiently assign radio resources. There 
fore, the presently disclosed system comprises a centralized 
FAU 104 working with HNBs 111 that can scan, as well as 
reporton, their radio environment. The FAU and HNBs utilize 
in one embodiment a request-grant type protocol for allocat 
ing radio resources, although it will be appreciated that other 
protocols or access/allocation schemes may be used. Accord 
ingly, the architectures shown in FIGS. 1 and 1A ensure that 
the network operator has ultimate control over spectrum allo 
cation, while still being able to adjust for the HNB localized 
radio environment. 

Methods— 

0078 Referring now to FIG. 2, a generalized setup proce 
dure for allocating network resources for a network entity in 
communication with a femtocell is illustrated. 
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0079. As shown in FIG. 2, the exemplary method 200 
comprises the femtocell(s) in question first scanning known 
resources (step 202) in order to identify those that are unused 
or available. Once these unused resources have been identi 
fied (step 204), they are assigned to the femtocell(s) in ques 
tion per step 206. 
0080 Referring now to FIG. 2A, one exemplary imple 
mentation of the generalized methodology of FIG. 2 (in the 
context of a 3G Home Node B) is described. 
0081. The femtocell is first powered on and internal set 
tings within the femtocell are initialized. The initialization of 
internal settings may generally include booting the Software, 
as well as any resetting of hardware settings within the fem 
tocell itself. During initialization, the femtocell also estab 
lishes a network connection with the network entity. This may 
comprise negotiating and establishing a connection over the 
access medium of choice; e.g., DSL over copper wire, FIOS, 
cable modem, etc. Upon establishing the network connection, 
the femtocell notifies the network entity of its presence and 
optionally its operational status. In order to perform this step, 
one embodiment of the femtocell retrieves from a computer 
readable media (e.g., HDD, ROM or flash memory) the 
address and protocol for connecting to the network entity. In 
one variant, this comprises use of a TCP/IP transport over the 
aforementioned access medium, although other transports 
and protocols may be used with equal Success. 
0082. At step 210, the femtocell obtains any parameters 
which it requires to initiate a scan of the resources. The 
parameters may originate from either the (remote) network 
entity, or alternatively may be retrieved internally from com 
puter-readable media (e.g., file, look-up table, etc.) present 
within the femtocell itself. In other embodiments, a combi 
nation of entities could be used to initialize the scanning 
parameters (e.g., receiving location identification from the 
network entity as well as looking up scan parameters from an 
internal memory local to the femtocell). In the exemplary 
embodiment, similar to UMTS UE operation, these param 
eters are located locally to the femtocell and are read from a 
computer readable media. 
0083. At step 212, the femtocell scans resources based on 

its initial scan parameters in order to determine currently 
occupied resources. In the scan, the femtocell may scan only 
a Subset of all resources (e.g., only the resources used by a 
preferred network operator, portion of a network, portion of 
the resource “space” Such as a fraction of a frequency spec 
trum, a certain frequency range at a certaintime instance with 
a certain spreading code, etc.), or may perform a full scan of 
all resources which may affect femtocell operation. For a 
UMTS system, the scanning procedure is preferably sepa 
rated into multiple stages, as is best illustrated in FIG.2B. At 
step 222 of FIG. 2B, the femtocell begins scanning a first 
frequency range; e.g., corresponding to the UMTS standard. 
After determining the strongest base station transmission at 
224, the femtocell decodes the mobile country code at step 
226. At step 228, the femtocell uses the mobile country code 
to reference an internally stored table, and then establishes a 
default frequency range for future scans at step 230. At step 
232, the femtocell uses the default frequency range to deter 
mine the received power of all neighboring femtocells and 
base stations, optionally with a preference to a given service 
provider. 
I0084. At step 214 (FIG. 2A), the femtocell identifies the 
occupied resources and determines what unused (or under 
utilized) resources are available for the femtocell. Each 
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neighboring base station or femtocell which has a received 
power (as measured by the femtocellor its proxy) greater than 
a specified threshold is identified by that femtocell. In one 
embodiment, the corresponding Cell IDs for such cells are 
utilized as an identifier. In one variant of the foregoing meth 
odology, the base station with the greatest received power 
level is stored (via e.g., its Cell ID) as a default base station. 
This default base station designation will be useful in, inter 
alia, later initialization sequences to determine if the femto 
cell has changed locations (recall that base stations are fixed 
geographically, whereas femtocells are not so constrained). 
I0085 Next, at step 216, the femtocell issues a request for 
an unused resource from the network entity. In one embodi 
ment, the femtocell transmits a list of one or more Cell IDs to 
the network entity using the aforementioned network connec 
tion. The network entity can then use the localized informa 
tion provided by the femtocell as an input to resource assign 
ment. Other schemes may be used as well. 
I0086. At step 218, the network entity assigns a resource to 
the femtocell. During this step, other necessary control modi 
fications for setup may be required. For instance, the network 
entity may explicitly signal parameters for the femtocell to be 
used thereby (e.g., carrier frequency, spreading or access 
code, bandwidth and Cell ID, etc.). 
I0087. At step 220, the femtocell uses the parameters from 
the network entity to set up its transceiver. In a UMTS system, 
this process includes broadcasting control channel data, and 
monitoring the receiver for incoming connection requests. 

UMTS System Methods 
I0088 Referring now to FIG. 3, the steps of the methodol 
ogy of FIGS. 2-2A are described in terms of an exemplary 
sequence of UMTS-specific steps. FIG. 3A illustrates a sim 
plified version of the setup procedure of FIG. 3. 
I0089. At step 301, the HNB 111A (see FIG. 1A) is 
Switched on, and establishes a secure connection to the Core 
Network 103, via a wired broadband based access. 
0090 When an HNB powers on, a security procedure is 
automatically executed for the HNB to correctly operate 
within the cellular network. Some minimal requirements are 
imposed, comprising IP security, authentication, and autho 
rization. IPsecurity must be established for bearer traffic to be 
carried over an untrusted or public network such as the Inter 
net. Authentication and registration with the Core Network 
ensure that the HNB is a valid device. Lastly, the HNB must 
beauthorized to provide service through the service provider. 
It will be appreciated that other security measures known to 
those of ordinary skill in the art may be employed as well 
including e.g., encryption of all or a portion of the data being 
transmitted so as to protect data confidentiality, and crypto 
graphic residue (hash) generation to provide integrity protec 
tion. 
0091. In one exemplary embodiment, the secondary (e.g., 
wired) interface is implemented as a DSL connection, 
although any interface providing access to the Core Network 
control entities could be used, such as e.g., a DOCSIS cable 
modem, T1 line, wireless interface (e.g., WiMAX or WiFi), 
Ethernet (802.3), and so forth. The interface uses a standard 
TCP/IP transport/network layer scheme across the connec 
tion to access the Core Network. Furthermore, the UMTS 
standard defines protocols that guarantee secure transport of 
signaling and user traffic over IP. The messaging involved for 
authentication comprises the HNB sending a request for 
access to the Core Network. This request may include a form 
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of identification and/or proof of identification, in the form of 
username and password or security certificate (e.g., digital 
signature) provided by the HNB. After the exchange of 
authentication information (the HNB must also verify the 
Core Network is legitimate), the Core Network registers the 
presence of the HNB. 
0092. At step 302, the HNB 111A scans the designated 
(e.g., UMTS-designated) frequency band to identify nearby 
cells using its last known parameters. In a UMTS system, the 
Broadcast Control Channel (BCCH) is broadcast constantly 
from the base station 101. The BCCH is a unidirectional 
channel which carries information necessary for identifying 
and initiating a communication channel to the base station. 
The BCCH transmit power is constant, but environmental 
factors may affect signal reception (RF interference, geogra 
phy, weather-induced or Rayleigh fading, etc.). Therefore, 
received signal strength of the BCCH can be used as a rough 
estimation of proximity. Parameters that are transmitted on a 
UMTSBCCH may comprise: a listing of frequencies, cell ID, 
power control and discontinuous transmission (DTX) infor 
mation. Also, the Public Land Mobile Network ID (PLMN) to 
which that cell belongs is encapsulated in the system infor 
mation transmitted on the BCCH. The PLMN ID is a concat 
enation of the Mobile Country Code (MCC) with the Mobile 
Network Code (MNC) and Location Area Identity (LAI), 
although it will be recognized that these protocols are merely 
exemplary in nature, and others may be used consistent with 
the invention. 
0093. During this step 302, the HNB 111A scans for 
broadcast control channels of any Surrounding cellular sta 
tions; the HNB uses internally stored parameters for carrier 
frequency, codes and bandwidth based on the last known 
location (MCC). If no carrier is found using this focused or 
“intelligent” approach, the HNB must in effect perform a 
“brute force' search with broader parameter searches until it 
finds a BCCH signal which meets the signal to noise (SNR) 
ratio threshold requirement. 
0094. At step 303, the HNB 111A decodes the BCCH of 
the strongest cell located. After decoding the strongest Node 
B’s Mobile Country Code, the HNB can derive preferred 
parameters for its home operator (or roaming operator), using 
the aforementioned parameter lookup table. The Cell ID of 
the transmitting base station 101A is also encapsulated within 
the BCCH. 
0095. If the parameters of the current MCC differ from the 
last known parameters, then the HNB 111A assumes that its 
location has changed. The HNB proceeds to step 304, to 
initiate a rescan of broadcast control channels. 
0096. If the BCCH decode of the strongest cell yields a 
different Cell ID from the “Default Cell ID, then the HNB 
111A assumes that its location has changed, and must pro 
ceed to step 304. 
0097. If the BCCH decode of the strongest cell yields a 
Cell ID which matches the “Default Cell ID, then the HNB 
111A assumes that its location has not changed. The HNB 
proceeds to step 306. At this point, a simplified procedure 
may be followed (the HNB has determined that it has not 
moved). One exemplary embodiment of such a simplified 
procedure is illustrated in FIG. 3A. 
0098. At step 304, the HNB 111A has determined that its 
location has changed. The HNB updates its parameters using 
the current MCC to reference a parameter lookup table. 
0099. At step 305, the HNB 111A performs a “clean” scan 
for broadcast control channels of any surrounding cellular 
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stations, using the updated parameters for carrier frequency, 
codes and bandwidth based on the new known location 
(MCC). 
0100. At step 306, the HNB 111A decodes all received 
Cell IDs of neighboring HNBs 111B and Node BS 101A. If 
the strongest Cell ID matched the “Default Cell ID, then the 
HNB proceeds to store the updated Cell IDs of all other 
neighboring cells (e.g., to a computer readable media Such as 
a HDD or memory), and continues to step 308. If the strongest 
Cell ID did not match the “Default Cell ID, then the HNB 
proceeds to step 307. 
0101. At step 307, the HNB 111A stores the strongest Cell 
ID found to a variable “Default Cell ID. Additional param 
eters referenced by the “Default Cell ID may also be stored 
for use in the initial power up sequence. One exemplary case 
of an additional stored referenced parameter is “Default Fre 
quency Range'. 
0102. At step 308, the HNB 111A transmits a request for 
radio resource to the FAU 104, via the Core Network 103. The 
message RESOURCE REQ includes a listing of cell IDs of 
neighboring stations, identified in step 306. In another 
embodiment, to maintain compatibility with other systems, 
the RESOURCE REQ message may be separated into two or 
more separate messages; e.g., one for a resource request, and 
another message detailing the list of cell IDs detected. The 
FAU may or may not send an acknowledgement. 
(0103) At step 309, the FAU 104 selects a resource for 
assignment to the requesting HNB. One embodiment of the 
selection process is described in greater detail below. 
0104. At step 310, the FAU 104 transmits a grant for radio 
resource. The message RESOURCE GRANT includes an 
assignment of resources, comprising carrier frequency, code, 
bandwidth, and cell ID. In another embodiment, to maintain 
compatibility with other systems, the RESOURCE GRANT 
message may be separated into a plurality of separate mes 
sages. The HNB 111A may or may not send acknowledge 
ment. 

0105. At steps 303 and 306, the HNB 111A behavior is 
triggered by the strongest Cell ID found. In some embodi 
ments, the HNB may decode a plurality of the Node B Cell 
IDs, so as to minimize “false' triggering, when the HNB is 
located on overlapping cell boundaries. In a variant of this 
plural Cell ID trigger, signal strength for each corresponding 
permanent Node B fixture is also recorded, along with Cell ID 
at step 307. 
0106 While the aforementioned steps are discussed in an 
initial scan, single resource request-and-grant method, a simi 
lar method may be used whereby the HNB 111A may request 
a resource multiple times. In one such case, the HNB may 
request a resource, but the FAU does not assign a resource due 
to network burden or other prevailing operation or business 
related condition. In this case, a hold-off time and denial 
would be returned with a RESOURCE DNY command. The 
HNB would then hold off for a specified time before re 
requesting a radio resource; this type of resource and grant 
may or may not necessitate re-initiating a radio frequency 
scan. The hold-off interval need not be deterministic; for 
example, a (pseudo)randomized back-off value may be gen 
erated for each such message; that way, multiple HNBs 
requesting resources would back off for random periods of 
time, thereby avoiding collisions or inundating the FAU with 
simultaneous requests. Myriad other back-off/multiple 
access Schemes will also be recognized given the present 
disclosure. 
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0107. In another such embodiment, scanning of radio fre 
quency could occur multiple times. In this embodiment, a 
“super HNB may control two or more resources. Such a 
super HNB could poll for resources. For instance, an HNB 
capable of occupying more than one radio resource could 
scan radio resources periodically (i.e., polling), and request 
additional resources when it determines that a neighboring 
HNB has powered down, and/or vacated a resource. These 
requests could be either a plurality of separate RESOURCE 
REQ requests, or they could be a single RESOURCE REQ 
request with an additional field specifying the number of 
resources requested. 
0108. In another variation, scanning of radio frequency 
could occur based on a message originated at the FAU 104. 
This FAU initiated scan attempt may be used to reinitiate a 
previously denied service. For instance, the FAU may log the 
Cell IDs of surrounding HNBs 111B for an HNB 111A that 
has been denied service. When a neighboring HNB 111B 
powers down, the FAU may initiate a radio Scan at the previ 
ously denied HNB 111A to determine if the HNB 111A can 
be enabled with the neighboring HNB's 111B recently 
vacated resource. 

Frequency Allocation Unit Operation— 

0109 Referring now to FIG. 3B, the operation of the 
exemplary embodiment of the FAU at step 309 above (FAU 
radio resource selection process) is now described in greater 
detail. 

0110. At step 350, the FAU 104 has received the request 
for a radio resource. The FAU 104 decodes the listing of 
occupied resources as detected by the HNB 111A. In the 
exemplary UMTS system, this listing comprises a listing of 
Cell IDs. The listing of decoded Cell IDs is separated into Cell 
IDs of Node B(s) 101A and Cell IDs of HNB(s) 111B. The 
Cell IDs of Node B(s) 101A are assumed to be a permanent 
fixture of the HNB's 111A environment, and will not change. 
The Cell IDs of neighboring HNB(s) 111B are assumed to be 
temporary fixtures of the HNB's 111A environment, and may 
change nomadically, erratically, periodically, or not at all. 
0111. At step 351, the FAU 104 retrieves from storage 
corresponding resources previously assigned to each Cell ID. 
In a UMTS system, these resources may comprise a listing of 
bandwidth, frequency bands (channel numbers), code rates, 
etc. 

0112 At step 352, the FAU 104 proceeds to select avail 
able radio resources. Several criteria for radio resource selec 
tion are available, and are moderated by the network operator. 
Such criteria may include for example minimizing radio fre 
quency interference, maximizing data rates, minimizing data 
rates/bandwidth consumption, Supporting varying levels of 
quality of service (QoS) for various users, maintaining certain 
security requirements, etc. Additionally such criteria may be 
dependant from the contract between the HNB operator/ 
owner and the operator of the cellular network. For example, 
a femtocell with a low-budget tariff (e.g., residential) obtains 
a smaller bandwidth compared to a femtocell with a business 
tariff for, e.g., an office building. In one example, a limited 
data pipe shared between Node BS 101 and HNBs 111 in a 
region may be preferentially served to Node BS 101, therefore 
HNBs 111 may be assigned resources to support high data 
rates, only during periods of low network usage. In another 
example, the FAU 104 may determine that aparticular Cell ID 
of a Node B 101 has too many HNBs 111 in its vicinity, the 

Dec. 3, 2009 

FAU 104 may opt to deny service to additional HNBs 111 
which request a frequency in that Node BS 101 vicinity. 
0113. At step 353, the FAU 104 generates a response to the 
HNB 111. This response may be either a grant of resources, or 
a denial of resources. In a grant of resources, the HNB 111 is 
assigned an appropriate cell ID, a frequency band, code, etc. 
In a denial of service the FAU 104 may simply return a denial, 
or in another embodiment, the denial message may include a 
hold-off time, such that the HNB 111 may request access at a 
scheduled later time. 
0114. At step 354, The FAU 104 updates its internal table 
or other data structure with the new HNBs 111 Cell ID, and 
radio resources. For an HNB 111 which was denied service, 
the FAU 104 may opt not to record its entry. The FAU 104 may 
also record the denied HNB 111 along with a time stamp, or 
number indicating number of denials (for use in algorithms 
ensuring fair HNB service). The FAU 104 may also record the 
denied HNB 111 and any neighboring HNB cell IDs, such 
that when a neighboring HNB 111 is powered down, the 
denied HNB 111 may be offered service. 

Femtocell Apparatus 
0115 Referring now to FIG. 4, exemplary femtocell appa 
ratus 400 useful in implementing the functionality previously 
described above is illustrated and described. The femtocell 
apparatus 400 comprises one or more substrate(s) 416 that 
further include a plurality of integrated circuits including a 
processing Subsystem 409 Such as a digital signal processor 
(DSP), microprocessor, gate array, or plurality of processing 
components as well as a power management Subsystem 415 
that provides power to the femtocell 400. 
0116. The processing subsystem 409 might comprise in 
one embodiment an internal cache memory 409A, or a plu 
rality of processors (or a multi-core processor). The process 
ing subsystem 409 is preferably connected to a non-volatile 
memory 410, as well as a memory subsystem 413. The 
memory Subsystem 413 may implement one or a more of 
DMA 413A type hardware, so as to facilitate rapid data 
aCCCSS, 

0117 The exemplary apparatus 400 will, in some embodi 
ments, implement some form of broadband access. In the 
illustrated embodiment, the broadband access is provided by 
a DSL connection. Hence, a DSL analog baseband 411, DSL 
line driver 412 and DSL line filter 414 are shown. The digital 
portion of DSL processing may either be performed in the 
processor 409, or alternatively in a separate DSL processor 
(not shown). Further, while a DSL broadband connection is 
illustrated, it is recognized by one of ordinary skill that other 
broadband access schemes such as DOCSIS cable modem, 
T1 line, etc. could be readily substituted or even used in 
tandem with the aforementioned DSL interface. 
0118. The exemplary apparatus comprises two RF modem 
subsystems. The BTS modem subsystem 420 enables the 
femtocell to search neighboring BTS RF transmissions. The 
UE modem subsystem 430 enables the femtocell to provide 
service to UEs. 
0119 The BTS modem subsystem 420 comprises a digital 
baseband 407, analog baseband 405, and RF components for 
RX 401 and TX 402. It is recognized that in some embodi 
ments that it may be desirable to obviate some of the compo 
nents presently illustrated (such as RF TX 402), or alterna 
tively, the discrete components illustrated may be merged 
with one another to form a single component (Such as merg 
ing RF RX 401 and RF TX 402.). 
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0120. The UE modem subsystem 430 comprises a digital 
baseband 408, analog baseband 406, and RF components for 
RX 403 and TX 404. While a single RX 403 TX 404 is 
illustrated between the exemplary femtocell apparatus 400 
and a UE, it is appreciated that multiple UERF frontends may 
exist to Support multiple simultaneous UEs and air interfaces, 
or alternatively implement MIMO aspects of operation such 
as for example that described in co-owned and co-pending 
U.S. patent application Ser. No. 12/150,485 filed Apr. 28, 
2008 entitled 'Apparatus and Methods for Transmission and 
Reception of Data in Multi-Antenna Systems', incorporated 
herein by reference in its entirety. 
0121. In one exemplary implementation, the femtocell 
apparatus disclosed above further comprises apparatus for 
scanning for the received signal power of different types of 
mobile communication systems. Accordingly, the apparatus 
responsible for detecting signal power (e.g., RSSI) must 
receive the radio frequency signal and at least partially 
demodulate neighboring cell broadcasted control channels. 
In one exemplary embodiment, the femtocell fully demodu 
lates the downlink power signal from the cellular network. 
Alternatively, for a wireless system which does not require 
full demodulation to extract the Cell ID, the signals can be 
demodulated only as far as is required to extract the received 
Cell ID. 

0122. In some wireless networks, pre-configuration data is 
required in order to complete the demodulation process. In 
one such exemplary embodiment, this demodulation data is 
referenced to location identification. In an exemplary 
embodiment, the femtocell obtains an ID of the country in 
which the scanned mobile communication system is running 
(e.g. the mobile country code or MCC) via the wireless inter 
face. Alternatively, in another embodiment, the femtocell 
selects a set of parameters from a stored table or a hard-coded 
set of parameters. 
0123. The femtocell should also be able to seamlessly 
operate with a network entity as well as a Core Network. In 
one such embodiment, the femtocell and network entities are 
connected via abroadband type access. Such broadband type 
access allows the Core Network to control licensed spectral 
usage. Therefore, if the femtocell is unable to operate with the 
resources specified by the resource allocation message, the 
femtocell must desist from receiving and transmitting. 

FAU Apparatus 

0.124 Implementation of the frequency allocation unit 
(FAU) 104 unit may be accomplished in hardware and/or 
software. The functionality of the FAU 104 may be imple 
mented as a separate entity in the Core Network 103, or the 
functions may be included in other existing Core Network 
entities such as a Serving GPRS SupportNode (SGSN). In the 
exemplary embodiment described Subsequently herein, the 
FAU entity is implemented within software embodied in a 
computer readable medium (e.g., HDD, memory, etc.) and 
executable by a processing device (e.g. a digital processor, 
microprocessor, etc.). 
0.125. The FAU 104 must obtain and/or store a table of 
currently used resources (e.g. frequency, bandwidth, code, 
etc.) with the ID of the cell that uses it (e.g. the Cell ID). Other 
data, specific to a particular HNB 111, but relevant for system 
management, may also be stored to media for usage by the 
FAU 104. Furthermore, while the present embodiment sug 
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gests the storage of data local to the FAU functionality, it is 
appreciated that remote storage of the data may be utilized as 
well. 
0.126 Furthermore, it is understood that multiple methods 
for obtaining currently used resources may be utilized. For 
example these methods may include periodic refresh and 
reclamation procedures. Reclamation of valuable spectrum 
may be critical for nomadic femtocell operation where the 
previously assigned femtocell may experience, e.g. a 'dirty 
power off sequence. 
0127. The FAU 104 must select a free resource within the 
range of resources assigned for dedicated use by the operator 
and to consider information from the received resource 
request (e.g. a requested bandwidth) for this selection. While 
in an exemplary embodiment, the primary input for resource 
allocation is from the HNB 111, it is appreciated that other 
inputs may be necessary and further may override the HNB 
111 resource request. In certain circumstances, the FAU 104 
may determine that the HNB 111 resource request is to be 
ignored, and no such resource is allocated to the HNB 111. 
Such a circumstance may occur due to network burden, busi 
ness accounting, improper/unsupported hardware, security, 
etc. Furthermore it is appreciated that the resource pool 
selected from by the FAU 104 may not be a comprehensive 
pool of resources (such limitations may be imposed for hard 
ware/software compatibility issues, security issues, business 
issues etc.). 

Business Methods and Rules Engine 
I0128. It will be recognized that the foregoing network 
apparatus and methodologies may be readily adapted to vari 
ous business models. For example, in one Such model, a 
service provider/network operator may provide an enhanced 
capability femtocell (such as that described previously 
herein) to customers willing to pay a premium, or as an 
incentive for its higher-tier customers. 
I0129. In another paradigm, certainstrategic users could be 
selected to receive such enhanced-capability femtocells 
based on inter alia their subscription level, rate of usage, 
geographic location, etc., even in exchange for consideration 
from the network operator (e.g., a rebate or reduction of their 
monthly service fees if they operate the femtocell in accor 
dance with the network provider policies). 
0.130. The aforementioned network apparatus and meth 
odologies may also be readily adapted for operation in accor 
dance with an underlying business rules "engine'. This busi 
ness rules engine may comprise for example a Software 
application and/or hardware, and is implemented in one 
embodiment as a separate entity at the Core Network, or 
alternatively within an existing entity residing at the Core 
Network or other network management process. 
I0131. In one embodiment, the business rules engine takes 
into account the revenue and/or profit implications associated 
with providing resources to one or more user-operated fem 
tocells so that the resource allocation to the femtocell does not 
negatively impact network user experience, or the services 
that are able to be provided to users on the network via the 
geographically fixed base stations. Accordingly, the exem 
plary business rules engine can modify the behavior of the 
system at specific steps described in the methodologies above 
in order to accomplish one or more economic objectives for 
the network operator. For instance, in one example, evalua 
tion of the request from a femtocell for resources (e.g., fre 
quency spectrum) may include an analysis of the incremental 
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cost, revenue, and/or profit associated with the various allo 
cation options (i.e., allocation to the requesting femtocell, or 
denial of the request and allocation to another femtocell, or a 
static base station). These “business rules' may be imposed 
e.g., at time of resource request and then maintained for a 
period of time (or until an event triggering a re-evaluation 
occurs), or alternatively according to a periodic model. In 
another variant, the party who owns the resources is tasked 
with making business-related decisions; i.e., the network 
operator for the business relationship between the femtocell 
(owner) and the core network. 
0.132. As yet another alternative, the femtocell may be 
equipped with logic (e.g., a business rules engine or compo 
nent thereof. Such as a client portion of a distributed applica 
tion) that is configured to analyze and make business or 
operational decisions relating to the business model between 
the client device (e.g., UE) and the femtocell. For instance, 
the femtocell may preferentially process or allocate resources 
to certain requesting users based on their status (e.g., as 
existing subscribers of the service provider associated with 
the core network, the type of service requested and revenue/ 
profit implications associated therewith, etc.) 
0133) Myriad different schemes for implementing 
dynamic allocation of resources will be recognized by those 
of ordinary skill given the present disclosure. 
0134. It will be recognized that while certain aspects of the 
invention are described in terms of a specific sequence of 
steps of a method, these descriptions are only illustrative of 
the broader methods of the invention, and may be modified as 
required by the particular application. Certain steps may be 
rendered unnecessary or optional under certain circum 
stances. Additionally, certain steps or functionality may be 
added to the disclosed embodiments, or the order of perfor 
mance of two or more steps permuted. All Such variations are 
considered to be encompassed within the invention disclosed 
and claimed herein. 
0135 While the above detailed description has shown, 
described, and pointed out novel features of the invention as 
applied to various embodiments, it will be understood that 
various omissions, Substitutions, and changes in the form and 
details of the device or process illustrated may be made by 
those skilled in the art without departing from the invention. 
The foregoing description is of the best mode presently con 
templated of carrying out the invention. This description is in 
no way meant to be limiting, but rather should be taken as 
illustrative of the general principles of the invention. The 
scope of the invention should be determined with reference to 
the claims. 

What is claimed is: 
1. A method of operating a cell within a wireless network, 

said cell comprising a network connection with a core of said 
network, said method comprising: 

Scanning said network resources to identify at least a por 
tion of unoccupied network resources; 

requesting at least a portion of said unoccupied network 
resources from said core of said network; and 

occupying said at least a portion of unoccupied network 
resources after being granted said unoccupied resources 
by said core. 

2. The method of claim 1, wherein said wireless network 
comprises a cellular network having a plurality of base sta 
tions, and said cell comprises a cell having a reduced set of 
capabilities as compared to that of one of said base stations. 
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3. The method of claim 2, wherein said cellular network 
comprises a UMTS-enabled network, and said cell comprises 
a femtocell. 

4. The method of claim 1, wherein said act of scanning said 
network resources further comprises obtaining a plurality of 
initializing parameters. 

5. The method of claim 4, wherein said plurality of initial 
izing parameters originates from an entity within said core of 
said network. 

6. The method of claim 4, wherein said plurality of initial 
izing parameters originates from a computer-readable media 
internal to said cell. 

7. The method of claim 1, wherein said act of scanning said 
network resources comprises scanning only a Subset of all 
resources associated with a selected network operator. 

8. The method of claim 1, wherein said act of scanning said 
network resources comprises scanning all resources which 
may affect the operation of said cell. 

9. The method of claim 2, further comprising storing a 
cellular identification of a neighboring base station associated 
with said at least a portion of occupied cellular network 
resources identified. 

10. The method of claim 9, wherein said neighboring base 
station is designated a default base station. 

11. A method of operating a cell operating within a cellular 
network, said cellular network comprising one or more base 
stations, said method comprising: 

scanning a first frequency range of said cellular network; 
determining the strongest base station transmission within 

said cellular network; 
decoding a signal from at least one of said one or more base 

stations, said signal indicative of a geographic location; 
reading data, said data correlating a default frequency 

range with said geographic location; and 
determining a power signal from one or more neighboring 

devices operating within said default frequency range. 
12. The method of claim 11, wherein said first frequency 

range is determined per a cellular network Standard. 
13. The method of claim 11, further comprising designat 

ing one of said one or more neighboring devices having the 
greatest power signal as a default neighboring device. 

14. The method of claim 11, wherein said cell comprises a 
UMTS femtocell, and said data comprises data stored locally 
to said femtocell. 

15. A femtocell capable of operating within a wireless 
network, said femtocell comprising: 

a processing device coupled to a memory; 
a wireless Subsystem; 
a network interface Subsystem in communication with a 

core portion of said wireless network; and 
a plurality of executable instructions resident within said 
memory that, when executed by said processing device, 
perform the method comprising: 
initiating a scan via said wireless Subsystem to deter 
mine wireless network resources; 

identifying at least a portion of unoccupied wireless 
network resources from said core portion via said 
network interface Subsystem; 

receiving a grant message from said core portion grant 
ing access to said unoccupied resources; and 

signaling said wireless Subsystem to occupy at least a 
portion of said unoccupied wireless network 
SOUCS. 
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16. The femtocell of claim 15, wherein said cell comprises 
a UMTS femtocell, said wireless subsystem comprises a cel 
lular air interface, and said network interface Subsystem com 
prises a wired interface selected from the group consisting of 
(i) a DSL modem, (ii) a cable (DOCSIS) modem, and (iii) a 
T1 line. 

17. A method of operating a network entity, said network 
entity being capable of directly or indirectly controlling one 
or more base stations and one or more femtocells within a 
wireless network, said method comprising: 

allocating network resources to said one or more base 
stations; 

receiving a request from at least one of said one or more 
femtocells, said request seeking permission to utilize at 
least a portion of said network resources; and 

granting said request if it is determined that the network 
resources allocated to said one or more base stations will 
not be adversely affected by the one or more femtocells 
utilizing said at least a portion of said network resources. 

18. The method of claim 17, further comprising decoding a 
listing of occupied resources as detected by said one or more 
femtocells. 

19. The method of claim 18, wherein said wireless network 
comprises a cellular network, and said listing of occupied 
resources comprises one or more cellular entity identification 
values. 

20. The method of claim 19, wherein said one or more 
cellular entity identification values are further comprised of 
base station cellular entity identification values and femtocell 
cellular entity identification values. 

21. The method of claim 19, further comprising reading 
from a memory a listing of allocated resources for said one or 
more cellular entity identification values. 

22. The method of claim 17, wherein said act of determin 
ing that the network resources allocated to said one or more 
base stations will not be adversely affected by the one or more 
femtocells utilizing said at least a portion of said network 
resources is based at least in part on minimizing radio fre 
quency interference (RFI) within the wireless network. 

23. The method of claim 17, wherein said act of determin 
ing that the network resources allocated to said one or more 
base stations will not be adversely affected by the one or more 
femtocells utilizing said at least a portion of said network 
resources is based at least in part on maximizing data through 
put within the wireless network. 

24. The method of claim 17, wherein said act of determin 
ing that the network resources allocated to said one or more 
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base stations will not be adversely affected by the one or more 
femtocells utilizing said at least a portion of said network 
resources is determined based at least in part on providing a 
predetermined quality of service (QoS) level within the wire 
less network. 

25. The method of claim 17, further comprising denying 
said request if it is determined that the network resources 
allocated to said one or more base stations will be adversely 
affected by the one or more femtocells utilizing said at least a 
portion of said network resources. 

26. The method of claim 25, wherein said denial comprises 
a denial message, said denial message further comprising a 
hold-off time indicative of a later period in time when a 
Subsequent request may sent. 

27. A method of doing business associated with a wireless 
network, said network comprising a plurality of substantially 
fixed base stations, the method comprising: 

providing a plurality of substantially portable cells to 
respective ones of Subscribers of said network, said plu 
rality of cells augmenting the coverage of said Substan 
tially fixed base stations: 

allocating network resources to at least one of said base 
stations; 

receiving a request from at least one of said cells, said 
request seeking permission to utilize at least a portion of 
said network resources; and 

granting or denying said request based at least in part on an 
evaluation of one or more profitability or revenue con 
siderations relating to use of said at least portion of said 
network resources by said at least one base station or 
said at least one cell. 

28. A computer readable apparatus comprising a storage 
medium, said medium comprising a plurality of executable 
instructions which, when executed by a computer of a net 
work entity capable of directly or indirectly controlling one or 
more base stations and one or more femtocells within a wire 
less network, perform the method comprising: 

allocating network resources to said one or more base 
stations; 

receiving a request from at least one of said one or more 
femtocells, said request seeking permission to utilize at 
least a portion of said network resources; and 

granting said request if it is determined that the network 
resources allocated to said one or more base stations will 
not be adversely affected by the one or more femtocells 
utilizing said at least a portion of said network resources. 
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