wo 2014/175830 A1 [N NDF 0000 O O O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

30 October 2014 (30.10.2014)

(10) International Publication Number

WO 2014/175830 A1l

WIPOIPCT

(51

eay)

(22)

(25)
(26)
(30)

1

(72

International Patent Classification:
HO4L 9/14 (2006.01)

International Application Number:
PCT/SG2014/000181

International Filing Date:

23 April 2014 (23.04.2014)
Filing Language: English
Publication Language: English
Priority Data:
201303260-2 25 April 2013 (25.04.2013) SG

Applicant: TREEBOX SOLUTIONS PTE LTD
[SG/SG]; 71 Ayer Rajah Crescent, #06-03, Singapore
139951 (SG).

Inventors: TEQO, Tse Chin; 18 Dover Crescent #03-38,
Singapore 130018 (SG). CHONG, Chee Wah; 7 Ghim
Moh Road, #22-269, Singapore 270007 (SG). YIP, Ngai
Kain; 658B Jurong West Street 65, #03-608, Singapore
642658 (SG). LAU, Hon Tat; 46 Boon Teck Road, #05-01
Boon Teck Lodge, Singapore 329610 (SG). NG, Li
Huang; 618 Woodlands Avenue 4, #03-533, Singapore
730618 (SG). CHAN, Siew Yen, Wendy; 858 Woodlands
Street 83, #04-218, Singapore 730858 (SG).

(8D

(84)

(74) Agent: FOO, Chee Hiong, Ricky; Marks & Clerk Singa-

pore LLP, Tanjong Pagar, PO Box 636, Singapore 910816
(SG).

Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, T™M,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: METHOD PERFORMED BY AT LEAST ONE SERVER FOR PROCESSING A DATA PACKET FROM A FIRST
COMPUTING DEVICE TO A SECOND COMPUTING DEVICE TO PERMIT END-TO-END ENCRYPTION COMMUNICA -

TION
500
O \
Receive data packet -~ 502
— 7
—
Decrypt the encrypted recipient
info encryption key - 504
L J
Decrypt the encrypted
identification data using the -~ 506
recipient info encryption key )
Transmit data packet based on
identification data —— 508
\_ J

Figure 5

(57) Abstract: A method (500) performed by at least one
server for processing a data packet from a first computing
device to be transmitted to a second computing device is dis-
closed, in which the data packet includes a message encrypted
using a first encryption key to form an encrypted message,
identification data of the second computing device encrypted
using a second encryption key to form encrypted identifica-
tion data, and encrypted first and second encryption keys. The
method comprises decrypting (504) the encrypted second en-
cryption key; decrypting (506) the encrypted identification
data using the decrypted second encryption key; and transmit-
ting (508) the data packet based on the decrypted identifica-
tion data, wherein the encrypted message and first encryption
key are arranged to be undecryptable by the server to permit
end-to-end encryption communication between the first and
second computing devices. A related system is also disclosed.
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Method Performed by at Least One Server for Processing a Data Packet
from a First Computing Device to a Second Computing Device to Permit
End-to-End Encryption Communication

" Field & Background

The present invention relates to a method performed by at least one server for

. processing a data packet from a first computing device to-a second compu{ing

device to permit end-to-end encryption communication, and a corresponding

system.

Presently, certain messaging solutions perform two different encryption-

decryption methods, for example in a scenario where a server is arranged

 between two computing devices, a sender and a recipient, in a communication

network. The sender encrypts a message using a symmetric key which is

“randomly generated.- - The sender then encrypts the symmetric key using the

server's public key, and thereafter transmits a data package, comprising the
encrypted message and symmetric key, to the server. The server decrypts the

~ encrypted symmetric key using its own private key, after which the server then

re-encrypts the symmetric key with the recipient's public key and the re-
formatted data package is forwarded to the recipient. It will be appreciated that
since the server has the symmetric key, the server is however then able to
access the encrypted message. On receiving the data package, the recipient
decrypts the encrypted symmetric key with its own private key to retrieve the
symmetric key which is used to decrypt the encrypted message. For such a
scenario, the server has a copy of the symmetric key and is able to decrypt the
encrypted message for audit purposes or archival of the decrypted message.
However, this is not considered true end-to-end encryption communication, since

the server has access to the content of the message.

‘For other conventional implementations, the server may be configured to re-

-genérate a new symmetric key and re-encrypt the messagevwith the - new

symmetric key, and encrypt the new symmetric key with the recipient's public
key. In this situation, the server nonetheless still has access to the encrypted -

message and thus also does not enable true end-to-end encryption

communication.



10

15

20

2

30

WO 2014/175830 PCT/SG2014/000181

~ One object of the present invention is therefore to address at least one of the

problems of the prior art and/or to provide a choice that is useful in the art.

Summary }
According to a 1% aspect of the invention, there is provided a method performed

by at least one server for prbcessing a data packet from a first computing device

to be transmitted to a second computingvdevice, wherein the data packet -

includes a message encrypted using a-first ehcryption key to form an encrypted

.meséage, identification data of the second computing device encrypted using a

second encryption key to form encrypted identification data‘, and encrypted first
and second encrypﬁon keys. The method comprisés decrypting the encrypted
second encryption key; decrypt'ing the encrypted identification data using the
decrypted second encryption key; and transmitting the data packet based on the
decrypted identification data. The encrypted message and first encryption key
are arranged to be undecryptable by the server to permit end-to-end encryption

communication between the first and second computing devices. "

The method (advantageously enables realisation of a multiple-key encryption
scheme that allows a sender to send encrypted messages to a recipient(s) by
forwarding the encrypted messages through an intermediate server to perform
re-routing of the data packet, but the server is however not enabled with the
ability tb decrypt the encrypted messages. This beneficially ensures that a true

end-to-end encryption is achieved between the sender and the recipient(s).

Preferably, decrypting the encrypted second encrypfion key may include using a
private key of thé server to perform the decryption. Also, transmitting the data
packet may include transmitting via an SMS, an MMS, instant messaging, an
email, an attachment or an electronic document delivery service. The message
may include text, images, animation, video or audio. It is to be appreciated that
the first encryption key may be encrypted using a public key of the second
computing device, or alternatively, the first encryption key may be encrypted
using a public key of the server. More preférably, the second encryption key
may be encrypted using a public key of the server. Yet preferably, the data
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packet may further include an initialization vector, and a digital signature

generated based on the encrypted message.

" According to a 2" aspect of the invention, there is provided a method performed

by a first computing device for prbcessing information to be transmitted to a

second computing device via at least one server to permit end-to-end encryption
communication between the first and second computing devices. The method

co'mprises encrypting a mesSage and identifica’gion data of the second computing

~device respectively using first and second encryption keys; encrypting the first -

and second encryption keys; and transmitting the encrypted message,

identification data, first and second encryption keys colilectively as a data

packét.

Preferably,.the message may include text, images, animation, video or audio.

Further, transmitting the data packet may include transmitting via an SMS, an

- MMS, instant messaging, an email, an attachment or an electronic document

delivery service. More preferably, encrypting the first encryption key may
include encrypting using an encryption key of the second computing device, or
an encryption key of the server. In addition, the encryption key of the second
computing device may include a public key thereof, and the encryption key of the
server may in‘clude a public key thereof. Encrypting the second encryption key
vmay include encrypting using an encryption key of the server. The enc;ryption

key of the server may include a public key thereof.

Preferably, the method may further comprise displaying an interface to enable a

user of -the first computing device to select the message from a 'plurali'ty of

messages, and the second computing device from a plurality of computing
devices able to receive the data packet. The data packet may further include an

initialization vector, and a digital signature generated based on the encrypted

message.

According to a 3" aspect of the invention, there is provided a method performed
by a first computing device for processing a data packet from a second
computing device forwarded via at least one server to permit end-to-end

encryption communication between the first and second computing devices,
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wherein the data packet includes a message encrypted using a first encryption
key to form an encrypted message, identificat.ion data of the first computing
device encrypted using a secbnd encryption key to form encrypted identification
da{a, and encrypted first and second encryption keys. The method comprises
decrypting the encrypted'first encryption key; and decrypting the encrypted
message using the decrypted first encryption key to obtain the message.

Préfera_bly, 'décrypting the encrypte'd first encryption key may inclu_de using a
private key of the first computing device to perform the deéryption.

According to a 4™ aspect of the invention, there is pro\/ided a system for
exchanging a data packet between first and second computing devices via at
least one server to permit end-to-end encryption communication between the
first and second computing devices. The system comprises the first and second
computing devices, and‘the server. The first computing device includes an
encryption _module for. encrypting a message and identification data of the
second computing device ﬁrespectively using first and second encryption keys;
and encrypting the first and second encryption keys; and a transmission module
for transmitting thé encrypted message, identification data, first and second
encryption keys collectively as the data packet to the server. The server is’
configured to process the data packet received from the first computing device
and includes a decryption module for: decrypting the encrypted second
encryption key of the data packet; and decrypting the ‘encrypted identification
data of the data packet using the decrypted second encryption key; and a
transmission module for transmitting the data packet to the second computing
device based on the decrypted identification data, wherein the encrypted
message and first encryption key are arranged to be undecryptable by the -
server. The second computing device is configured to process the data packet |
received from the servér and includes a decryption module for: decrypting the
encrypted first encryption key of the data packet; and decrypting the encrypted
meséage of the data packet using the decrypted first encryption key to obtain the

message.

Preferably, the decryption module of the server may include being configured to

use a private key of the server to decrypt the encrypted second encryption key.
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On the other hand, the transmission module of the server may include being.
conflgured to transmit the data packet usmg an SMS, an MMS, mstant

messaging, an email, an attachment or an electronic document delivery serwce

.The message may include text, images, animation, vndeo or audio. The

encryption key of the second compu'ting device used by the encry'ption module of
the first computing device to encrypt the first encryptlon key may preferably

mclude a public key of the second computmg device.

'Pr'eferably, the encryption module of the first computin'g device may further be

configured to encrypt the first encryption key using an encryption key of the
second computing device, or an encryption key of the server. In addition, the
encryption module of the first computing device may yet further be cbnfigured to

~ ‘encrypt the second encryption key using an en_cryption key of the se‘rve'r.

Preferably, the encryption key of the server used by the encryption module of
the first computing device to encrypt the second encryption key may include a
public key of the server. The data paéket may further include ‘an initialization

vector, and a digital signature generated based on the encrypted message.

According to.a 5" aspect of the invention, there is provided an encryption device

for processing information to be transmitted to a computing device via at least

one server to permit end-to-end encryption communication between the

encryption and computing devices. The encryption” device comprises an
encryption module for: encrypting a message and identification déta of the -
computing device ‘respectively using first and second encryption keys; and
encrypting the first and second encryption keys; and a transmission module for
transmitting the encrypted message, identification data, first and 'second

encryption keys collectively as a data packet.

According to a 6" aspect of the invention, there is provided a decryption device
for p'rocessing a data packet from a corhputing device forwarded via at leasf one
server o permit end-to-_end‘encryption communication between the decryption
and computing devices, wherein the dafa pac'ket includes a message encrypted
using a first encryption key to form an encrypted message, identification data of

the first computing device encrypted using a second encryption key to form
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encrypted -identifiCation data, and encrypted first and second encryption keys.

The decryption device comprises ‘a decryption module for: decrypting the
'encrypted first encryption keyj and decrypting the encrypted message using-the

_decrypted first encryption key to obtain the message.

According to a 7" aspect of the invention, there is provided a method performed

by at least one server for prbcessing a data packet frorﬁ a first computing device

" to be transmitted to -a second computing device, wherein the data packet

includes a message encrypted using a first encryption key to form an encrypted
message, identification data of the second computing device encrypted using.é
second encryption key to form encrypted identification daté, an enCrypted first
encryption key formed by encrypting the first encryption key using a third
encryption key associated with the second COrhputing'"‘device, and an encrypted
second encryption key formed by encrypting the second encryption key using an
encryption key associated with the server. The method comprises decrypting
the encrypted second encryption key; decrypting the encrypted identification
data using the decrypted second encryption key; and transmitting the data
packet based on the decrypted identification data. The encrypted fifst

encryption key is arranged to be decryptable only using a fourth encryption key

associated with the second computing device; and the third and fourth
encryption keys of the second computing device are configured as a pair of -

asymmetri¢ keys.

Preferably, the encryption key associated with the server may include a public
key of the server. Following on, decrypting the encrypted second encryption key
may include using a private key of the server to perform the decryption. Further,

. transmitting the data packet may inciude transmitting via an SMS, an MMS,

instant messaging, an email, an attachment or an electronic document delivery
service. The mesSage may include text, images, animation, video or audio. Yet
preferably, the third and fourth encrypﬁon keys respectively may include a public
key and a private. key of the second computing device. The data packet may
further include an initialization vector, and a digital svignature‘ generated based

on rthe encrypted message.
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It should be apparent that features relating to one aspect of the invention may

also be applicable to the other aspects of the invention.

These and other aspects of the invention will be apparent from and elucidated

with reference to the embodiments described hereinafter.

Brief Description of the Drawings _
Embodiments of the invention are diéclosed hereinafter with reference to the
accompanying drawings, in which: v ‘ o |
Figure 1 is a schematic diagram depicting a system for éxchanging a data
pabket between first and second computing devices via a sAerver to permit end-
to-end encryption communication, according to‘an_embodiment of the present
invention; _

Figure 2, includes Figures 2a to 2c, shows the configurations of the first and
second computing devices, and the server of Figure 1

Figure 3 is a flow diagram of a method performed by the first computing device
of Figure 1 for processing information to be transmitted to the second computing
device as the data packet; |

Figure 4 shows a format of the data packet;

Figure 5 is a flow diagram of a method performed by the server of Figure 1 for
processing the data packet received from the first computing device; and

Figure 6 is a flow diagram of a method performed by the second computing
device of Figure 1 for processing the data packet received from the server. "

Detailed Descriptibn of Preferred Embodiments
A system 100 (i.e. see Figure 1) and corresponding method 500 (i.e. see Figure
5) for exchanging a data packet 102 between first and second computing

devices 104, 106 (i.e. two parties) via at least one server 108 to permit end-to-

‘end encryption communication is disclosed, according to a first embodiment.

The system 100 includes the first and second computing devices 104, 106, and
the server 108, which is configurationally arranged intermediate to the first and
second computing devices 104, 106. It is to be appreciated that theb servef 108
is configured with associated public key and private key, as per the public-key
infrastructure (i.e. asymmetric keyscryptogrépﬁy) terminology. Similarly, the
second computing device 106 is also configured with associated public key and
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private key. In the context of Figure 1, the first computing device 104 is a
sender of the data packet 102, and the second computing device 106 is an
eventual intended recipient ‘of the data packet 102. But it will also be .
appreciated that the opposite relationship is possible in other instances, i.e. the
second computing device 106 becomes the sender, while the first computing
device 104 becomes the recipient.‘ In particular, the system 100 enables true
end-to-end encryption communication between the sender and recipient, while
still allowing the server 108 to‘route the data packet 102 in a secure manner, but
without being able to decrypt a secure message embedded' in th'e data packet
102 to access the contents of the message. Also for sake of simplicity in
illustrating and describing, only one server 102 is shown in Figure 1, although it
will be understood that the data packet 102 may be forwarded through multipie
servers 108 (i.e. a server cluster) before being received by the second
computing device 106. In the said scenario of multiple servers 108, it is to be
appreciated that each of the servers 108 is configured to have access to a
commonb set of public key and private key (e.g. which may be stored locally on
each servef 108, or be stored on a Storage server equally accessible by all the
multiple servers 108). Specifically, the common set of public key and private key
is to be used for the purpose of encrypting and decrypting identification data of
the second computing device 106, which will be elaborated below. It is further to
be appreciatéd that the first and second computing devices 104, 106, and the

server 108 resides in a communication network.

Examples of the first and second computing devices 104, 106 inclu.de mobile
computing devices (e.g. smartphones like iPhone™ or tablets like iPad™), wired
computers (e.g. desktop personal computers) or the like. However, for the
purpose of this embodiment, the first and second computing devices 104, 106
are mobile computing devices running on a predetermined suitable mobile
operating system (e.g. iOS™ from Apple Inc™). For ease of referencing
hereinafter, the first and second computing devices 104, 106 are respectively
referred to as the encryption device 104 and the decryption device 106 (in the
context of true end-to-end encryption communication relationship), unless
otherwise explicitly stated. It will also be appreciated that there can be multiple
encryption devices 104 and decryption devices 106 arranged within the system

100 in the communication network to exchange different data packets 102 with
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one another, but not however specifically shown in Figure 1 in this instance, for-

sake of brevity. As for the server 108, examp'les include any types of server

-suitably configured for performing the task of routing the data packet 102

‘between the encryption device 104 and decryption device 106.

Referring to Figure 2, the encryption . device 104 is configured to execute an
encryption program code (hot shown) for processing information into the data
packet 102 to be provided to‘_thevdecryptioh device 106, whereas the decryption
device 106 is conﬁgur'e-d to execute a decryptidn program éode (not shown) for
processing the received data packet 102. On the other hand, the server 108 is
configured to execute a data-packet processing code (ndt shown), which is
based on the method 500 of Figure 5, for processing the data packet 102 sent by
the encryption device 104 to the decryption device 106. It will be appreciated
that, in this embodiment, the encryption and decryption program codes are
locally instalied on the encryption device and decryption device 104, 106, and
further, thﬁe encryption and decryption- program codes are realised as native
mobile app]ications (e.g. as a software usable by users). Specificallvy,‘ the
encryption device 104 includes the following modules: an encryption module
1042, a display module 1046, a transmission module 1048 and a processor
module 10410, while the decryption device 106 includes the following modules: a
receiver module 1062, and a decryption module 1064. Similarly, the data-packet
processing code is implemented as an application specific program (which may
be configured to run as a 'background process) and locally installed on the
server 108. For the server 108, the following modules are arranged therewithin:
a receiver module 1082, a decryption module 1084, and a transmission module
1086. In this instance, it is to be understood that the respective said modules of
the encryption -device 204 and decryption device 206 are implemented in
software, and thus are incorporated respectively into the encryption program
code and decryption program code. This applies mutatis mutandis to the said

modules of the server 108.

Reference is now made to Figures 3 and 4 to describe a method 300 performed
by the encryption device 104 (i.e. the sender) for processing information to be .
transmitted to the decryption device 106 (i.e. the recipient) via the server 108 to

permit end-to-end encryption communication. At step 302 of the method 300,
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~ the display module 1046 is arranged to display a software interface (not shown)

to enable a user (not shown) of the encryption device 104 to select a desired

message (i.e. input data) from a plurality of messages to be sent to the

. decryption device 106. It will be appreciated that the message includes text,

images, animation, video, audio or the like. In addition, at the step 302, the user
also uses the software interface to select a recipient (from a plu_rality of devices)
o’fbthe selectéd message, which in this context is the décryption device 106.
Further, the interface also displays an option on whether end-to-end encryption
is desired by the user. If the user selects the énd-’_to~end encryption option, the
encryptibn device 104 proceeds to prepare the data packet '102, to embed the
selected message, based on a secure packet format 400 as shown in Figure 4.
Aiso, to proceed with the end-to-end encr}}ption communication, the encryption
device 104 is configured to then randomly generate a symmetric message
encryption key (not shéwn) and a recipient info encryption key (not shown), the
purposes of which are elaborated below. In addition, a new unique ‘set of
message encryption key and recipient info encryption key is generated for each
data packet 102 to be transmitted by the encryption devicé 104. It is further to
be appreciated that the data packet 102 may be embedded as a payload of a
standard IP packet. | ‘ '

Referring to Figure 4, the packet format 400 includes seven data fields 401-407
in total, although additional necessary data fields may be added if required.
Speci‘fic’ally, the seven data fields 401-407 inciude (based on an arranged order
of data sequence in the packet format 400): a version-number field 401, an
encrypted-messagé-key field 402, an encrypied-recipient-information-key field
403, an initialization-vector field 404, an encrypted-recipiént-informa'tion field
405, an encrypted-messége field 406, and a digital-signature 407-field. To
briefly explain, the version-number field 401 defines a present version of the
packet format 400 in use, the encrypted-message-key field 402 stores the
message encryption key encrypted using the public key of the decryption device

106, while the encrypted-recipient-information-key field 403 stores the recipient

info encryption key encrypted using the public key of the server 108. For a
'scenario comprising multiple servers 108, the_ encrypted-recipient-information-
key field 403 stores the recipient info encryption key which is encrypted instead
using the common public key accessible by all the servers 108,'““as afore
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explained. The initialization-vector field 404 defines a starting variable used for
encryption (as will be appreciated by skilied persons), the encrypted-recipient-
information field 405 wstores'identifica_tion data of the débryption'»device 106
encrypted using the reci‘pient info encryption key, whereas the encryp;ted-
message field 406 stores fhe selected message 'encrypted using the message
encryption key, and the digital-signrature field 407 stores an authentication:
checksum generated based on the encrypted message (as stored in" the
encrypted-message field 406). It is to be appreciated that the identification data
of the decryption device 106 refers to associated location information, such as
an IP address, of the‘decryptibn device 106, which would enable the server 108

to identify, forward and route the data packet 102 from the ehcryption device 104

~ to the decryption device 106. Thus, the identification data is location information

associated with the recipient, since the decryption device 106 is the recipient of -
the data packet 102 in this instance. It is to be appreciated that the encryption
device 104 obtains the identification data of the decryption device 106, as
distributed by the server 108 through a separéte communication channelllmeans,'

which is not the focus of the discussion of the present invention. -

It is to be appreciated that the software interface, displayed by the display
module 1046 of the encryption devicé 104, automatically separates the
identification datafromv the message (without requiring any user intervention), for
the purpose of enabling the identification data to be encrypted separately from
the message (which will also be encrypted). This is now elaborated below.

Resuming our description of the method 300 in Figure 3, at step 304, the
encryption module 1042 (of the encryption device 104) encrypts the selected
message and identification data of the decryption device 106 respectively using
the message encryptidn key and the recipient info encryption key, and stores the
encrypted message and identification data respectively in the encrypted-
message field 406 and encrypted-recipient-information field 405 (of the data
packet 102). A corresponding authentication checksum is also generated by the
processor module 10410 (of the encryption device 104) based on the encrypted
message (using any suitable existing c'hecks'um algorithms), and stored in the
digital-signature field 407. Thereafter at step 306, the encryption module 1042

‘ (of ithe encryption device 104) encrypts the message encryption key and the
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recipient info encryption key using respectively the public key of the decryption
device 106, and the public key of the server 108. It is to be appreciated that for

a scenario which comprises multiple servers 108, the recipient info encryption

key is instead encrypted using the common public key accessible by all the -

servers 108, as above explained. The encrypted message encryption key, and
recipient info encryption key are'then respectively stored'in‘ the -encrypted-
message-key field 402 and ‘_encrypted-recipient-informatioh-key field 403 (of the
data packet 102). The data packet 102 is then assembled into a complete form
by the encryption device 104. At step 308, the transmission module 1048 (of the
encryption device 104) transmits the (assembled) data packet 102 to the server

‘» 108. It is to be appreciated that the data packet may be transmitted via suitable

digital messaging schemes such as using an SMS, an MMS, instant messaging'

(IM), an email, an attachment, an electronic document delivery service or the

like.

The server 108 then performs a method 500 (as depicted in Figure 5) for
processing Vthe data packet 102 that is received from the encryption device 104,
which permits true end-to-end encryption communication between the encryption
device 104 and decryption device 106. In particular, the server 108 first
receives the data packet 102 via the receiver module 1082 (of the server 108) at
step 502. The server 108 performs an authentication check using data retrieved
from the digital-signature field 407 of the received data packet 102 to ensure
that the encrypted vm‘e.ssage in the encrypted-message ‘field 406 has ‘n.ot been
tampered with at any point during transit from the encryption device 104 to the
server 108. Then, at step 504, the decryption module 1084 of the servér 108 is
configured to decrypt the encrypted recipient info encryption key, as stored in
the encrypted-recipient-information-key field 403 of the received data packet
102, uéing the private key of the server 108. This allows retrieval of the
recipient info encryption key “in the clear” (i.e. unencrypted). It is to be
appreciated that for a scenario which comprises multiple servers 108, the
encrypted recipient info encryption key is instead decrypted using the common

private key which is accessible by all the servers 108, as already above

~ explained. Thereafter, the decryption module 1084 of the server 108 proceeds

to decrypt the encrypted identification data, as stored in the encrypted-recipient-
information field 405-of the data packet 102, using the recipient info encryption
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key obfained in step 504. This allows retrieval of the identification data “in the
clear’. Once the server 108 determines where the data packet 102 needs to be
routed to next, based on the ‘identifi_cation data obtained in afore said step 506,
the transmissibn module 1086 of thé server 108 then transmits and forwards the
data packet 102 to the destination specified in the identification data. Of course,
in the context of the current discussion, the identification data is associated with
the decryption device 106, énd thus the data packet is to be forwarded to the
decryption device 106. Importantly, it is to be appreciated that the data packet
102 is forwarded by the server 108 verbatim to the dééryptidn device 106; that
is, the‘s'erver 108 does not (in anyway) alter, re-encrypt or re-format the data

packet 102 which it receives from the encryption device 104.

It is to be understood that during the pe‘rformanCe.of the method 500 of Figure 5,
the server 108 will not be able to decrypf the encrypted-message field 406 and
the encrypted-message-key field 402 of the data packet 102. This is because
the server 108 is not configured to have a copy of the private key 6f the
decryption device 106, which is required in order to decrypt the encrypted-
message-key field 402. Only with retrieval of the message encryption kéy “in the

clear” would enable the encrypted-message field 406 to be decrypted to obtain

the message “in the clear”. That is, the server 108 is unable to decrypt and"

‘access the message intended for the decryption device 106, which beneficially

permits secure end-to-end encryption communication between the sender and

" intended recipient.

Figure 6 then depicts a method 600 performed by the decryption device 106 for
processing the data packet 102 received from the server 108. At step 602, the
receiver module 1062 (of the decryption device -106) receives the data packet
102 forwarded by the server 108, and at step 604, the decryption module 1064
(of the decryption device 106) is configured to decrypt the encrypted-message-
key field 402> of the data packet 102 to-obtain the message encryptioh key “in the
clear’. With successful retrieval of the decrypted message encryption key, the
decryption moddle 1064 (of the decryption device 106) is then arranged _to'use
the message encryption key (obtained at stép 604) to decrypt the encrypted-

. message field 406 of the data packet 102 to obtain the decrypted message at
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step 606. The decryption device 106 may then access and read the message

that was transmitted by the encryption device 104.

. Further er_nbodiments of the invention will be described hereinafter. For the sake

of brevity, description of like elements, functionalities and operations  that are
common between the embodiments are not repeated; reference will instead be

made to similar parts of the relevant embodiment(s).

According to a second embodiment, in a 'scehario‘ where there are multiple
decrypti.o‘n devices 106 (i.e; more than one recipients for group
communications), the encryption module 1042 (of the enéryption device 104)
encrypts the identification data of each decryption device 106 using the recipient
info encryption key associated with the corresponding decryption device 106,
thereafter étores all of the encrypted identification data into the encrypted-
recipient-information field 405 of a new data packet 102 to be transmitted. In
particular, all of the encrypted identification data are concatenated into a data
string which is stored into the encrypted-recipient-information field 405 of the
new data packet 102. All the recipient info encryption keys of the multiple
decryption. devices 106 are then arranged to be encrypted (by the encryption
module 1042 of the encryption device 104) using the public key of the server
108, and collectively stored in the encrypted-recipient-information-key field 403
of the dafa packet 102. Furthermore, the encryption module 1042 (of the
encryption device 104) also uses the public key of each decryption device 106 to
encrypt the message encryption key, which is then stored into the encrypted-
messagé-key field 402 of the data packet 102. More specifically, the message
encryption key is independently and singly encrypted using the corresponding
public key of each decryption device 106 to form an associated encrypted
message encryption key. As will be appreciated, this process is performed for
the public keys of all the decryption devices 106, and the resuiting encrypted
message encryption keys generated are then subsequently concatenated into a
data string, that is stored into the encrypted-message-key field 402 of the data
packet 102. It is to be appreciated that in this embodiment, the steps 302-308 in
the method 300 of Figure 3 are still performed similarty by the ehcryption device
104; only the type ahd amount of data stored in the data/packet 102 varies in

respect of the first embodiment.
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When the server 108 receives the data packet ,1.02 transmitted by the encryption
device 104, the decryption module 1084 of the server 108 then decrypté the
encrypted recipient info 'encry'ption key, as stored in the encrypted-recipient-
informavtion-key field 403 of the received data packet 102, using the private key
of the server 108. This enables the server 108 to retrieve all the decrypted
recipient info encryption keys of the multiple decryption devices 106, which are
then further respectively used to dec'rypt the corresponding segment of the data
'string as storedin Ithe encrypted-recipient-information field 405 of the data
packet 102 to obtain the decrypted identification data of all the multiple
decryption devices 106. With the decrypted identification déta, the server 108 is
then able to re-route the data packet 102 to each of the intended decryption
devices 106. When the data packet 102 is delivered to each of the decryption
devices 106, the respective decryption ‘devices 106 thén decrypts the
corresponding‘en'crypted message encryption keys (stored in the data string in
the encrypted-message-key field 402 of the received data packet 102) using the
associated private keys of the respective decryption devices 106 to obtain a

copy of the message encryption key. With the message encryption key, each

decryption device 106 is able to decrypt the encrypted-message field 406 of the
data packet 102 to obtain the decrypted message. It is to be appreciated that in
this embodiment, the steps 502-508 in the method 500 of Figure 5 are still
performed similarly by the server 108. It is also further to be appreciated that
the server 108 does not need to.re-encrypt the message, and neither is the
server 108 able to re-encrypt the message, for reasons already stated in the first -

embodiment and thus not repeated for brevity.

According to a third embodiment, ih a slight variation to the first embodimenf,
instead of the public key of the .decryption device 106, the public key of the
server 108 is now used to encrypt the message encryption key at step 306 in the
method 300 of Figure 3 (as selected by the user of the encryption device 104).
This means that the server 108 is then able to access the encrypted message,
because the server 108 can subsequently decrypt the encrypted message
encryption key using the private key of the server 108. Indeed, with retrieval of
the message encryption key, the server 108 can thus decrypt the encrypted

message to access it. That is, this means that the user of the encryption-device



10

15

20

25

30

35

WO 2014/175830 PCT/SG2014/000181
- 16 -

104 may also want the server 108 to be granted access to the contents of the

encrypted message (e.g. for security verificétion purposes). Other than the
above said variation, it will bé_ appreciated that th'eiremain’ing of the described

_details of the first embodiment'apply‘ to the third embodiment, with no other

changes.

In. summary, the proposedisystem' 100 (and corresponding method) enables
realisation and implementation_* of a multiple-key encryption scheme that aliows a
sender to send encrypted mességés to one or multiple recipients by forwarding -
the encrypted messages through at least one (intermediate) server to perférm
the re-routing, but however does not permit the server td have the ability to

decrypt the encrypted messages. This advantageously ensures that a true end-

N to-end encryption .is _maintained ‘and achieved between the sender and the

recipient(s), without allowing the server to actually decrypt the encrypted

messages.

Also, the broposed' syétem 100 is configured to allow the sender to make a
determination on whether the sender wants the server to be able to access an
encrypted messagé. If the sender wants the server to access fhe said encrypted
message, the sender can select an option whereby the pubvlic key of the server
may instead be used to encrypt the message encryption key (i.e. the third
embodiment). But, if the sender instead wants a true end-to-end encryption, in

which the server is unable to decrypt the encrypted message, then the first and

second embodiments apply.

To reiterate, the proposed system 100 and method enable true end-to-end
encryption communication between the sender and multiple recipients through
the (at least one) server, in which the server is configured to route (and archive)
data packets arranged with customized secure packet format having multipie
encryption fields. One of the endryption fields stores an encrypfed 'fﬁessage

intended for the recipient by the sender, and the server is not able to decrypt

~ and access the encrypted message (which is encrypted using a public key of the

recipient). Specifically, the secure packet f_Qrmat defines information required by
different parties, either for the purpose of archival, ré-routing or the actual
intended recipient(s). The identification data of the recipient is encrypted to
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prevent unauthorized access to the recipient’s identification information.
Particularly, the data packet is encrypted using a proposed multipie-key

encryption scheme using a customized encryption software application, and is

‘transmitted to the recipient(s) via a digital messaging platform and is received by

the recipient(s) on the same type of digital messaging platform. To access the ‘

message, the recipient then decrypts the encrypted message (using the

.recipient-"'s- own private key) to view the message. It will be appreciated that the

_sefver receives the same data packet in the process of forwarding the data

packet to the recipient, ahd is able to decrypt specific encryption fields of the
data packet, i.e. the encrypted-recipient—ihformatidn field 405 of the data packet
to determine whether to re-route the data packet or to-a*rch'ive the data packet.
However, the server is not configured with an encryption key (i.e. pfivate key of
the recipient) for decrypting the‘ encrypted message stored in the data packet.
This ensures that in a digital messaging system, where the (intermediate
forwarding) server performs a critical role for routing messages between senders
and recipients, the server is not able to decrypt the encrypted message and

access the associated content. Hence, the proposed systg—ém'enables a true

“end-to-end encryption system and scheme for the sender and recipients, but yet

allows the server to participate in the forwarding/routing communications without
compromising the security and authenticity of the content of the encrypted

message transmitted by the sender to the recipient.

To also broadly surhmarise the proposed method, theré is disciosed a method
performed by at least one server for processing a data packet from a first-
computing device to be transmitted to a second computing device, wherein the
data packet includes a message encrypted using a first encryption key to form
an encrypted message, identification data of the second computing device
encrypted using a second encryption key to form encrypted identification data,
an encrypted first encryption key formed by encrypting the first encryption key
using a third encryption key associated with the second computing device, and
an ehcrypted second evncryption,key‘formed by encrypting the second en‘cryption
key using an encryption key associated with the server. The method comprises
decrypting the encrypted second encryptio‘n key; decrypting the encrypted
identification data using the decrypted second encryption key; and transmitting

the data packet based'on the decrypted identification data. Specifically, the
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_ encrypted first encryption key is arranged to be decryptable only using a fourth

encryption key associated with the second computing device, wherein the third

and fourth encryption keys of the second computing device are configured as a

“pair of asymmetric keys. That is, the pair of asymmetric keys comprises a public

key (i.e. the third encryption key) and a private key (i.e. the fourth encryption
key) as per the established concept of public-key cryptography.

The described embodiments should not however be construed as Iimitatiy‘e. For
examp|e, it is to be a}ppfeciated that the encryption and decryption devices 104,
106 may be any other types of suitable devices besides ‘rhobile computi'ng
devices. Also, the respective modules of the encryptién device 104 and
decryption device 106 (if implemented in software) may be programmatically
integrated and provided as respective single, complete software applications
that are installable on and executable by similar computing devices that may be
envisaged for processing the data packet 102. Optionally, the single complete
software applications may be implemented in entirety in hardware, and a copy of
such an implemented hardware is incorporated on each of the encryption device
104 and the decryption device 106. The alternative configurations described in
the immediate precedin'g two statements may also apply mutatis mutandis to the

said modules of the server 108. Moreover, alternatively, the encryption and

decryption program codes may be stored on external storage dev'ices, and are

downloadabie “on-demand" to be executed on the encryption device and
decryption device 104, 106 respectively when required. "Further, in the software
interface, as displayed by the display module 1046 of the encryption device 104, -
an option to allow the user to select the server 108 as the recipient, instead of
the decryption device 106, may also be displayed. It is also to be appreciated

that for a scenario of multiple servers 108, the servers 18 may be collectively

- configured with a set of load balancing rules which determine where the data

packet 102 is to be forwarded to. Further, the packet format 400 as shown in
Figure 4 may be modified as necessary to include new data fields, or remove

existing data fields, based on requirements of an intended application.

While the invention has been illustrated and described in detail in the drawings
and foregoing description, such illustration and description are to be considered

illustrative or exemplary, and not restrictive; the invention is not limited to the
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. disclosed embodiments. ‘ Other variations to the disclosed embodiments can be

~understood and’ effected by those skilled in the art in practising the claimed
invention. '
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,Clai'ms

1. A method performed by at least one server for pro_ce‘ssing a data pécket

from a first computing device to be transmitted to a second computing device,

wherein the data packet includes a message encrypted using a first encryption
key to form an encrypted messagé, identification data of the second computing
device encrypted using a second encryption key to fofm ehcrypte’d identification
data, and encrypted first and second encryption kéys, the method comprising:
~decrypting the encrypted second encryption key; v
dédrypting the encrypted identification data using the decrypted second
encryption key; and ‘ '
transmitting the data packet based on the decrypted identification data,
wherein the encrypted méssage and first encryption key are arranged to

- be undecryptable by the server to permit end-to-end encryption communication

between the first and second computing devices.

2. The'method of claim 1, wherein decrypting thg encrypted second

encryption key includes using a private key of the server to perform the

‘decryption.

3. The method of any preceding claims, wherein transmitting the data packet
includes transmitting via an SMS, an MMS, instant messaging, an email, an

attachment or an electronic document delivery service.

4. The method of any preceding claims, wherein the message includes text,

images, animation, video or audio.

5. The method of any preceding claims, wherein the first encryption key is

encrypted using a public key of the second computing device.

6. The method of any of claims 1 to 4, wherein the first encryption .key is

encrypted using a public key of the server.

7. The method of any preceding claims, wherein the second encryption key

is encrypted using a public key of the server.
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8. The method of any preceding claims, wherein the data packet further
includes an initialization vector, and a digital signature generated based on the

encrypted message.

9. A method performed by a first computing device Afdr processing

information to be trénsmittéd to a second computing device via at least one
server to permit é_nd-to-end encryption communication between the first and
second computing devices, the method comprising: |

encrypting a message and identification data of the second computing
device respectively using first and second encryption keys; |

encrypting the first and second encryption keys; and

transmitting the encrypted message, identification data, first and second

encryption keys collectively as a data packet.

10.  The method of claim 9, wherein the message includes text, images,

animation, video or audio.

11. The method of claim 9 or 10, wherein transmitting the data packet
includes transmitting via an SMS, an MMS, instant messaging, an email, an

attachment or an electronic document delivery service.

12. The méthod of any of claims 9 to 11, wherein encrypting the first
encryption key includes. encrypting using an encryption key of the second

computing device, or an encryption key of the server.

13. - The method of claim 12, wherein the encryption key of the second

computing device includes a public key thereof.

14. The method of claim 12, wherein the encryption key of the server includes

a public key thereof.

15. The method of any of claims 9 to 11, wherein encrypting the second

encryptidn key includes encrypting using an encryption key of the server.
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16.  The method of claim 15, wherein the encryption key of the server includes

a public key thereof.

-17. _ The method of any of claims 9 to 16, further comprising displaying an

interface to enable a user of the fi'vrst computing device to select the message
from a plurality of messages, and the second computing device from a plurahty

of computing devices able to receive the data packet.

18.  The method ‘of any of claims 9 to 17, wherein the data packet further

includes an initialization vector, and a digital signafure generated based on the

encrypted message.

19. A fnethod performed by a first computing device for processing a data
packet from a second computing device forwarded via at least one server to
permit end-to-end encryption communicat‘ion between the first and second
computing devices, wherein the data packet includes a message encrypted
using a first encryption key to form an encrypted message, identification data of .
the first computing device encrypted using a second encryption key to form
encrypted identification data, and encrypted first and second encryption keys,
the method comprising: ‘

decryptihg the encrypted first encryption key; and

decrypting the encrypted message using the decrypted first encryption

key to obtain the message.

20.  The method of claim 19, wherein decrypting the encrypted first encryption
key includes using a private key of the first cbmputing device to perform the

decryption. -

21. A system for exchanging a data packet between first and second
computing devices via at least one server to permit end-to-end encryption
communication between the first and second computing devices, the system
comprising:

 the first computing device which ihcludes

-an encryption module for:
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encrypting a message and identification data of the second
- computing device respectively using first and second encryption
keys; and | . |
encrypting the first and second encryption“keys; and
a transmission module for transmitting the encrypted. message,
identification 'data first and second encryption keys collectively as the
data packet to the server; - :
the server conflgured to process the data packet received from the first
computing device and mcludes '
| a decryption module for:
decrypting the encrypted second encryptlon key of the data
packet; and '
‘decrypting the encrypted |dent|f|cat|on data of the data
packet using the decrypted second encryption key; and ,
a transmission module for transmitting the data packet to the
second computing device based on the decrypted identification
data, wherein the encrypted message and first encryptlon key are
arranged to be undecryptable by the server; and
~the second computing device configured to process the data packet
received from the server and includes
a decryption module for:
decryptmg the encrypted first encryptlon key of the data
packet; and
decrypting the encrypted message of the data packet using

the decrypted first encryption key to obtain the message.

22.  The system of claim 21, wherein the decryption module of the server
includes being configured to use a private key of the server to decrypt the

encrypted second encryption key.

23. The system of claim 21 or 22, wherein the transmission module of the
server includes being configured to transmit the data packet using an SMS, an

MMS, instant messaging, an email, an attachment or an electronic document

delivery service.
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24, The system of any of claims 21 to 23, wherein the message incl'udes text,

images, animation, video or audio.

25.  The system of any of claims 21 to _24,\where'in the encryption key of the
second computing device used by the encryption module of the first computing

device to encrypt the first encryption kéy includes a public key of the second

cdmputing device.

26. The system of any of claims 21 to 25, wherein the encryption mbdule of
the first computing device is further configured to encrypt the first encryption key
using an encryption key of the second computing device, or an encryption key of

the server.

27.  The system of any of claims 21 to 25, wherein the encryption module of
the first computing device is further configured to encrypt the second encryption

key using an encryption key of the server.

28. The system of any of claims 21 to 27, wherein the encryption key of the
server used by the encryption module of the first computing device to encrypt

the second encryption key includes a public key of the server.

29. The system of any of claims 21 to 28, wherein the data packet further

includes an initialization vector, and a digital signature generated based on the

encrypted message.

30. An encryption device for processing information to be transmitted to a
computing device via at least one server to permit end-to-end encryption
communication between the encryption and computing devices, the encryption
device comprising: |
an encryption module for:
encryptihg a message and identification data of -bthe computing
device respectively using first and second encryption keys; and

encrypting the first and second éncryption keys; and
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a transmission module for transmitting the encrypted message,

identification data, first and second encryption keys collectively as a data

packet.

31. A decryption device for processing a data packet from a computing device
forwarded via at least one server to permit end-to-end encryption communication
between the decryption and computing devices, wherein the data packet
includes a message encrypted usmg a first encryption key to form an encrypted
message, identification data of the first computing device encrypted using a
second encryption key to form encrypted identification data, and encrypted first
and second encryption keys, the decryption device comprising:
a decryption module for:
decrypting the encrypted first encryptlon key; and
decrypting the encrypted message using the decrypted first

encryption key to obtain the message.

32. A method performed by at least one server for processing a data packet

from a first computing device to be transmitted to a second computing device,
wherein the data packet includes a message encrypted using a first encryption
key to form an encrypted message, identification data of the second computing
device encrypted using a second encryption key to form encrypted identification
data, an encrypted first encryption key formed by encrypting the first encryption
key using a third encryption key associated with the second computing device,
and an encrypted second encryption key formed by encrypting the second
encryption key using an encryption key associated with the server, the method
comprising:

decrypting the encrypted second e‘ncryption key;

decrypting the encrypted identification data using the decrypted second
encryption key; and o

transmitting the data packet based on the decrypted identification data,

wherein the encrypted first encryption key is arranged to be decryptable

only using a fourth encryption key associated with the second computing device;

.and

wherein the third and fourth encryption keys of the second computing

device are configured as a pair of asymmetric keys.
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33. The method of claim 32, wherein the encryption key associated with the

server includes a public key of the server.

34. . The method of claim 33, wherein decrypting the encrypted second
encryption key includes using a private key of the server to perform the

decryption.

35. The method of any of claims 32 to 34, wherein transmitting the data
packet includes transmitting via an SMS, an MMS, instant messaging, an email, -

an attachment or an electronic document delivery service.

36. The method of any of claims 32 to 35, wherein the m‘essage includes text,

images, animation, video or audio.

37. The method of any -of claims 32 to 36, wherein the third and fourth
encryption keys respebtively include a public key and a private key of the second

computing device.

38. The method of any of claims 32 to 37, wherein the data packet further

includes an initialization vector, and a digital signature generated based on the

encrypted message.
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