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BACKGROUND

As compniterization of medical devices becomes commaonplace, such devices may be
desigued to be interfaced onto a computer network. A networked medical device may
allow the device to communicate with a database on the network to transfer data or to
upload patient information. However, a networked device can be corrupted via
viruses, worms, root-kits, remote access, denial of service, and other malware and
attacks, which is important for medical devices. In addition, a non-networked device
is simplified and less prone to obsolescence as network technologies and settings
change. Regulatory agencies may require a threat analysis and additional testing of a
networked medical device.

In some cases, a personal key can authenticate a user of a computer and then
authentication and encryption hardware/firmware, which may be resident on the key,
can allow certain usage of hardware and/or software by the computer. In some

instances, such usage may be debited or checked from the key before, during, and/or
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after the certain usage by the computer s attempted, in process, or completed. The
key can protect the operating software on the computer 10 various degrees against

hacker attempts to change it, with the key.

SUMMARY
Various embodiments provide systems and methods for centrolling medical device
usage. Some embodiments provide limits of use for a disposable component coupled
to a device. For example, a limit of use for disposable component can be a number of
ireatments that can be performed with the disposable component. Another sample a
limit of use for disposable component can be a particular treatment that the device can
perform while coupled 1o disposable component.
Various embodiments provide systems and methods for securely transferring data
from a secured site to a medical device. Some embodiments provide systems and
methods for securely uploading data from a medical device to a secured site. In some
embodiments described herein, data can be downlpaded from a secured site to a key
and after severing communication with the secured site, key can be coupled to a
device and download the data to the device, ln some embodiments, a public and
private key pair may be used to securely download data to a device.
Accordingly, various embodiments provide metbods for using a component coupled
fo a medical device. In some embodiments, a method can include the steps of
interfacing a communication key with a computer cloud; downloading encrypted
authorization codes from the cloud ounto key, severing communication between the

cloud and the kev: interfacing the key with a device controller in communication with
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a medical device, coupling a component to the medical deviee; downloading the
authorization codes fo gt least one of the medical device and the component; and
{nitiating the component for use when coupled to the medical device,

Various embodiments provide a treatment system. In some embodiments, the system
can include g secured key comprising encrypied protected memory; a secured site
located on a computing cloud and configured to securely communicate with the
secured key; an interface configured for secured communication between the secured
site and the secured key; a treatment device; a deviee controller in communication
with and configured to control the treatment device, the device controiler comprising
a communication port configured for commumication with the secured key; and a
component coupled to the treatment device and in communication with the secured
key.

Various embodiments provide methods of enabling a treatment device. In some
embodiments, a method can include the steps of downloading an authorization code
from a cloud computing network on to a secured electronic key; mterfacing the
secured electronic key with component treatment module coupled o a treatment
device; initiating commumication between the secured clectronic key and the
gomponent treatment module; determining i the component {reatment module 8
cnabled to be authorized by the secured electronic key: downloading the authorization
code 1o the component treatment module; authorizing the component treatment
module with the authorization code; and enabling operation of the treatment device

coupled to the component treatment module, which has been authorized.
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DRAWINGS
The present disclosure will become more fully understood from the specification and
the accompanying drawings, wherein:
FI1G. 1 s a diagram illustrating a system, in accordance with various embodiments;

FIG.

]

is a diagram ilfustrating a system, in accordance with some embodiments:

s

FIG. 3 is a diagram illustrating a system, in accordance with some embodiments:

FIG.

£

is a diagram illustrating a system, in accordance with some embodiments;

A4

FIG. 5 is a diagram ilustrating a system, in accordance with some embodiments;
FIG. 6 is a diagram illustrating g system, in accordance with some embodiments:

FIG. 7 is a diagram ilustrating a system, in accordance with some embodiments;

FIG. 8 is a flowchart illustrating methods, in accordance with some embodiments;
FIG. 9 15 a flowchart illustrating methods, in accordance with some embodiments;
FIG. 10 is a flowchart llustrating methods, in accordance with some embodiments;
PFIG. 11 s a flowchart illustrating methods, in accordance with some embodiments:
and

FIG. 1215 a tlowchart 1lustrating methods, in accordance with some embodiments,
The drawings described heremn are for flustrative purposes only of selected
embodiments and not all possible implementations, and are not intended to Himit the
scope of any of the exemplary embodiments disclosed herein or any eguivalents
theseol. 1t is understood that the drawings are not drawn to scale. For purposes of
clarity, the same reference nambers will be used in the drawings to identify similar

glements.



WO 2014/145962 PCT/US2014/030822

(0023}

[0024]

100251

DESCRIFTION

The vartous embodiments may be described herein in terms of vanous functional
components and processing steps. It should be appreciated that such components and
steps may be realized by any number of hardware components configured o perform
the specified functions.  For example, various embodiments may employ various
medical treatment devices, visual imaging and display devices, input terminals and
the fike, which may carry out a variety of functions under the comirol of one or more
control systems or other controel devices. In addition, the embodiments may be
practiced in any number of medical contexts and that the various embodiments
relating to 8 method and system for acoustic tissue treatment, as described herein, are
merely indicative of exemplary applications for the invention. For example, the
principles, features and methods discussed may be applied to any medical application.
Vartous embodiments provide systems and methods for confrolling medical device
usage. Some embodiments provide limits of use for a disposable component coupled
o a device. For example, a Hmit of use for digposable component can be a number of
treatments that can be performed with the disposable compenent. Tn another example,
a himit of use for disposable component can be a particular treatment that the device
can perform while coupled 10 disposable component.

Various embodiments provide systems and methods for securely transferring data
from a secured site (¢ a medical device. Some embodiments provide svstems and
methods for securely uploading data from a medical device {0 a secured site. I some
embodiments described herein, data can be downloaded from a secured site to a key

and after severing communication with the secured site, key can be coupled to a
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device and download the data to the device, In some embodiments, a public and
private key pair may be used to securely download data to a device.

tn various embodiments, data can be any type of data that can be downloaded from a
secured site {o a device. The data can be a data packet that is downloadable from the
secured site 1o the device. For example, data can allow and/or Hmit usage of the
device, such as for example, a medical device. In another example, data can be a
device upgrade, for example, a software upgrade, or 2 new software module or a new
version of software. For example, data can be a new method, such as for example a
new treatment methed for medical device. In another example data can be an
activation of option, when the option resides on the device but is dormant.

in another example, data can be a lifetime of a partivular component. A lifetime can
be a number of treatments that can be performed with the disposable component. A
fifetime of a particular component can be for example a prescribed number of lines
available for an emission source. For example, an emission source can be at least one
of an ulirasound transducer, a RF generator, and a laser. In one example, an emission
source i1s an ultrasound transducer.

Varigus embodiments provide a treatment systern. In some embodiments, the svsters
can inclode a secured key comprising encrypted protected memory; & secured site
localed on & computing cloud and configured {o securely communicate with the
secured key; an mterface configured for secured conmunication between the secured
site and the secured key; a treatment device; a device controller in communication
with and configured to control the treatment device, the device controller comprising

a comumumication port configured for communication with the secured kev: and a
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component coupled to the treatment device and in communication with the secured
key.

In some erabodiments, the system can include a processor configured 1o communicate
with the secwred site and comprising a communication port configured for
communication with the sceured key. In some embodiments, the treatment device s
an ultrasound treatment device. In some embodiments, the component is an
ultrasound transducer module. In some embodiments, the component comprises an
EEPROM configured to communicate with the secured key and comprising an
authorization protocol.

In some embodiments, the svstem can include an authorization code configured to be
downloaded from the secured site onto the secured key and further configured to be
trapsmitted from the secured key to the BEEPROM. In some embodiments, the
authorization code is configured 1o be delivered to the authorization protocol and
permit the authorization protocol to enable operation of the component. Inv some
embodinents, the system can include a treatment counter embedded into the secured
key and in communication with the component.

in some embodiments, the system can include an expiration function configured to
execute after a predetermined number of treatments as clocked by the treatment
counter and configured disable operation of the component upon completion of the
predetermined number of ireatments. In some embodiments, the reatment device, the
device coutroller and the communication port are enclosed into one unit.

In some embodiments, the system can include an interface sever module configured

to sever the interface between the secured server and the secured key and contigured
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to automatically sever the interface upon communication of the device controller with
the secured key. In some smbodiments, the system can inclade a software update
confignred to be delivered from the secured site to the secured koy and further
configured to be uploadsd from the secured key to the device controller and
configured to update the software rev on running the device controller. In some
embodiments, the system can include a firewall configured to automatically operate
upon operation of the compouent and configured to prevent any communication to the
device controller with the cloud.

Now with reference to FIG. 1, a diagram Hustrating a system is presented in
accordance with various embodiments. System 100 comprises a key 101 which can
be configured 1o interface with a processor 107 as well as, with a controller 110,
Processor 107 communicates with cloud 105 through an interface 106. Controller 110
communicates with g device 114, In some embediments, device 114 COMPIISes
controller 110, In some embodiments, device 114 comprises memory, which is n
cormmunication with controller 110, Contreller 110 communicates with and controls
device 114

Tn various crabodiments, cloud 105 can be any System or network that gnablas
processor 107 1o communicate with g control site which may be 3 webpage or may be
jocated on a secure scrver. In some embodiments, cloud 105 can be the Internet. For
example, cloud 103 enables processor 107 to communicale via interface 106 with a
secured website. In some embodiments, processor 107 can communicate with cloud
105 nsing a web browser. In some embeodiments, processor 107 can communicate

with cloud 105 using an app, which may be installed on processor 107.
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Processor 107 can be a computer, such as, for example g deskiop, a lap top, or
notebook. In some embodiments, processor 107 can be a computer condigured with
the wired port for use as mterface 106 for communication with cloud 105 In some
embodiments, processor 107 can be a computer configured with a wireless port for
use as interface 106 for commumication with the cloud 10S. In some embodiments,
processor 107 can be a computer configured with both a wired port and a wireless
port, either or both being configured for use as interface 106 for communication with
the cloud 105, In some embodiments, processor 107 can be a smart device, such as
for example, a tablet, a smart phonge, an iPhone, an iPad, or a PDA. Interface 106 can
be based on an Ethemnet system, a wireless system, a LAN, a WAN, a cellular system,
a radio system, or combinations thereof.

Processor 107 can be any device which can communicate with clond 103 and
comprises a port which can allow key 101 to comnuunicate with processor 107, which
can allow cloud 105 10 communicate with key 101, In some embodiments, processor
107 comprises a port which is a USB interface 1o which key 101 is configured o
couple to such a port. In soree embodiments, processor 107 compnses a port which
physically and electronically couples with key 101, In some embodiments, processor
107 comprises a wireless port which communicates wirelessly with key 101, In some
embodiments, the port is configured to communicate with key 101 and allow key 101
to couple to processor 107,

Various embodiments provide methods for employing key 101 for use with device
114, Some embodiments provide methods for controlling usage of device 114, In

some embodiments, device 114 can be a medical device. Processor 107 can be
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connected with cloud 105 via interface 106, which allows commmunication with the
secured website hosted tn cloud 105, Afier security authorization is recognized by the
website, key 101 is inferfaced with processar 107 (as indicated by arrow “17).
Processor 107 can facilitate a data upload from key 101 to the website. Processor 107
can facilitate a data download from the website onto key 101, For example, processor
107 can provide data to website and this data can be used to determine if device 110
is valid. After website has gone through a process to determine the validity of device
114, website sends authorization codes through processor 107 to key 101 After
authorization codes have been received and confirmed by key 101, the interface
between key 101 and processor 107 iz severed In some embodiments, after
authorization codes have been received and confirmed by key 101, the interface
between key 101 and cloud 105 is severed. Although the interface between key 101
and procassor 107 is severed, processor 107 may still be in communication with cloud
105 via interface 106,

Since interface between key 101 and processor 107 has been severed, key 101 can be
interfaced with controller 110 (s indicated by asrow labeled “27). Tn various
gmbodiments, kev 101 can be used io authenticate device 114, In some
embodiments, controller 110 comprises a port that is equivalent to the port of
processor 107 In some embodiments, controller comprises a wireless port configured
to be in communication with key 101, Although port of controller 110 may not be
equivalent on to port of processor 107, port of controller 110 is configured to allow
key 101 1o be in communication with device 114, In some embodiments, controller

110 is configured to allow key 101 to be in commumecation with device 114
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Controller 110 can facilitate a data upload from key 101 to the device 114, Controller
can facilitate a data download from the device 114 onto key 101

Now with reference to FIG. 2, a diagram illustrating a system is presented 10
accordance with various embodiments. System 100 comprises key 101 which can be
configured to interface with processor 107 as well as, with controller 110, Processor
107 communicates with cloud 105 through an interface 106, Device 114 comprises
controlier 110. In various embodiments, device 114 comprises a component 113,
which can be coupled to and uncoupled from device 114 Controller 110
communicates with and controls both device 114 and component 115, In some
cmbodiments, device 114 comprises memory, which is in communication with
goniroller 110,

Various embodiments provide methods for employing key 101 for use with device
114 and component 115. Processor 107 can be connected with cloud 105 via
interface 106, which allows comnanication with a website hosted in cloud 105, After
security authorization 1s remgnized by the website, key 101 is interfaced with
processor 107 (as indicated by arrow “17). Processos 107 can facilitate a data upload
from key 101 to the website. Processor 107 can facilitate a data download from the
website onto key 101, After data has been aploaded onto key 101, the interface
between key 101 and processor 107 18 severed.

Since interface between key 101 and processor 107 has been severed, key 101 can be
interfaced with controller 110 {as indicated by arrow labeled “27). In various
embodiments, key 101 can be used to download data onto device 114 and/or

component 115. For esample, key 101 can be used to agthenticate component 115, In
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another example, key 101 can be used to authenticate both device 114 and component
115, In some embodiments, coniroller 110 is configured to allow key 101 to be in
communication with component 115, {n some embodiments, controller 110 1s
configured to allow key 101 to be in commmuuication with both device 114 and
component 113,

In various embodiments, component 115 is coupled to device 114 (as indicated by
arrow “3"). In some embediments, key 101 contains data configured to enable
component 115 for operation, key 101 is coupled to the controller 110, which is
enabled for commumication with at feast one of device 114 and component 115, When
device 114 is operated, key 101 provides data, such as for example, authorization
codes. to allow component 115 to function when coupled to device 114, In various
embodiments, controller 110 facilitates a data upload from component 115,

Now with reference to FIG. 3, a diagram illustrating a system is presented 1o
accordance with various embodiments. System 100 comprises a key 101 which can
be configured to interface with a processor 107 as well as, with a controfler 110,
Processor 107 communicates with clond 105 through an interface 106. Controller 110
communicales with a device 114 through a device interface 113 In somie
ernbodiments, controller 110 communicates with and controls device 114, In varigus
embodiments, device 114 comprises a component 115, which can be coupled to and
uncoupled from device 114, In some embodiments, controller 110 commumecates with
and controls both device 114 and component 115, In some embodiments, device 114

comprises memory, which is in communication with controller 110,
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In various embodiments, component 11§ g coupled to device 114 (as indicated by
arrow “3"). In some embodiments, kev 101 contains data configured to enable
compounent 115 for operation, key 101 is coupled to the controller 110, which 1
enabled for communication with at least one of device 114 and component 115, When
device 114 is operated, key 101 provides data, such as for example, authorization
codes, io allow component 115 to function when coupled to device 114. In various
embodiments, controller 110 facittates a data upload from component 115, In one
exampie, key 1071 uploads data that tracks the use of component 115, In one example,
component 115 has a prescribed lifetme, which is based on a nomber of treatments
and sach predetenmined number of treatments can be downloaded as data to key 101
from the website. Upon an expiration of the lifetime of the component 115, key 101
terminates activation of the data, such as, for example, authorization codes, which
was sent to device 114 and/or component 115, thus making device |14 inoperable.

In one example, upon an espiration of the lifetime of the component, key 101
invalidates the data that was sent fo component 115, thus making component 115
inoperable. In one example, upon an expiration of the ifetime of the componsot 115,
key 101 removes the data that was sent to device 114, thus making al least one of
device 114 and component 115 inoperable. In an example, upon an expiration of the
lifetime of the component 114, key 101 terminates data being sent {o component 115,
thus making component 115 inoperable. In an example, upon an expiration of the
finite lifetime of the component, key 101 invalidates data, such as, for example,
authorization codes, sent to both device 114 and component 115, thus making device

114 and component 115 inoperable. In one example, interface between key 101 and
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controller 110 is can be severed and key 101 is then imterfaced with clond 115, 1o
download data to key 101, such as, for example, additional lifetime and the
correspending new authorization codes, which can be downloaded 1o at least one of

the device 114 and compongnt 115.

Mow with reference to FIG. 3, a diagram dlustrating a system is presented in

accordance with various embodiments. System 100 comprises key 101 which can be
configured to interface with processor 107 as well as, with controller 110, Processor
107 communicates with cloud 105 through an interface 106, Controller 110
communicates with a device 114 through a device interface 113, In some
embodiments, controller 110 communicates with and controls device 114, In various
ernbodiments, device 114 comprises a component 115, which can be coupled to and
ancoupled from device 114, In some embodiments, controfler 110 commumicates with
and controls both device 114 and component 115, In some embodiments, device 114
comprises memory, which is in commumeation with cootrolier 110,

Moving to FIG 4, a diagram iliustrating a system is presented in accordance with
various embodiments. System 1100 comprises key 101 which can interface with
cloud 105 throngh an interface 106, as well as, with comtroller 110, Device 114
comprises controller 110, In some embodiments, controlfer 110 commaunicates with
and controls device 114, In various embodiments, device 114 comprises a component
115, which can be coupled to and uncoupled from device 114, In some embodiments,
controller 110 communicates with and controls both device 114 and component 115.
in some embodiments, device 114 comprises memory, which is in commumnication

with controller 110,
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In various embodiments, cloud 105 can be any system or network that enables key
101 to commumicate with a controlf site which may be a webpage or may be located
on g secare server. In some embodiments, cloud 105 can be the Internet. For example,
clond 105 enables key 101 to communicate via interface 106 with a secured website.
In some embodiments, key 101 can communicate with cloud 105 using a web
browser. In some embodiments, key 10}can communicate with cloud 105 using an
app, which may be installed on key 101.

Various embodiments provide methods for employing key 101 for use with device
114. Key 101 can be congected with clond 105 via interface 106, which allows
comunication with a website hosted in cloud 105. In some ombodiments, website
goes through a process to determine the validity of compenent 113, and website then
sends data to key 101. 7). Interface 106 can facilitate a data upload from key 101 to
the website. Interface 106 can facilitaie a data download from the website onto key
101, After data bas been uploaded onto key 101, the intesface between key 101 and
processor 107 is severed. After data has been received and confirmed by key 101, the
interface between key 101 and clond 105 is severed.

Gince interface between key 101 and cloud 10S bas been severed, key 101 can be
interfaced with controller 110 (as indicated by arrow labeled “17). In various
embodiments. key 101 can be used to anthenticate device 114 and/or component 115,
in various embodiments, key 101 can be used to authenticate component 115, In
various embodiments, key 101 can be used to authenticate device 114, In various
embodiments, key 101 ean be used to authenticate both device 114 and comaponent

115. In some embodiments, controller comprises a wireless port configured to be in
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communication with key 101. Although port of controller 110 may not be equivalent
on to port of processor 107, port of controller 110 is configured to allow key 101 to
be in communication with device 114 and/or component 118, In some embodiments,
controller 110 is configured to allow key 101 to be tn communication with device
114. In some embodiments, controller 110 is configured to allow key 101 10 be in
communication with component 115, In some embodiments, controller 110 1s
configured to allow key 101 to be in communication with both device 114 and
component 115

In various embediments, component 115 is coupled to device 114 (as indicated by
artow “3"). In some embodiments, key 101 contains data configured io enable
component 115 for operation, key 101 is coupled to the controller 110, which I
enabled for communication with at least one of device 114 and component 115, When
device 114 is operated. key 101 provides data, such as for example, authorization
codes, to allow component 115 to function when coupled to device 114, In various
embodiments, controller 110 facilitates a data upload from component 115, in one
example, key 101 uploads data that tracks the use of component 113. in one exampie,
component 115 has a prescribed lifetime, which is based on a number of treatments
and such predetermined number of treatments can be downloaded as data to key 101
from the website. Upon an expiration of the lifetime of the component 113, key 101
terminates activation of the data, such as, for example, authorization codes, which
was sent to device 114 and/or component 115, thus making device 114 inoperable. Is
one example, upon an expiration of the lifetime of the component, key 101

invalidates the data that was sent to component 115, thus making component 115
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inoperable. In one example, upon an expiration of the lifetime of the component 115,
key 101 removes the data that was sent to device 114, thus making at least one of
device 114 and component 115 inoperable. In an example, upon an expiration of the
lifetime of the component 114, key 101 terminates data being sent to component 115,
thus making component 113 inoperable. In an example, upon an expiration of the
finite lifetime of the component, key 101 invalidates data, such as, for example,
authorization codes, sent 1o both device 114 and coroponent 115, thus making device
114 and component 115 inoperable. In one exarople, interface between key 101 and
controller 110 is can be severed and key 101 1s then interfaced with cloud 113, to
download data to key 101, such as, for example, additional lifetime and the
corresponding new authorization codes, which can be downloaded to at least one of
the device 114 and component 115,

Moving to FIG S, a diagram illustrating a system is presented in accordance with
various embodiments. System 1100 comprises key 101 which conld interface with
cloud 105 through an interface 106, as well as, with controlier 110, Controller 110
communicates with device 114 through a device imerface 113, In some embodiments,
contraller 110 communicates with and controls device 114, In various embodiments,
device 114 comprises a component 115, which can be coupled to and uncoupled from
device 114 In some embodiments, controller {10 conununicates with and controls
both device 114 and compouent 115, In some embodiments, device 114 comprises
memeory, which is in communication with controller 110.

Turning to FIG 6, a diagram Hustrating a system is presented in accordance with

various embodiments. System 1200 comprises controller 110, which can interface
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with cloud 105 through an interface 106. Device 114 comprises controller 110, In
some embodiments, controller 110 communicates with and conirols device 114, In
some embodiments, device 114 comprises memory, which is in communication with
controfler 110 In some embodiments, secured stte 1350 can include a secured interface
155 through cloud 105. For example, secured interface 155 canbe a VPN,

In FIG 7, a diagram illusirating a system is presented in accordance with various
erbodiments. System 1200 comprises controller 110, which could intertace with
cloud 105 though interface 106. Controller 110 communicates with device 114
through a device interface 113, In some embodiments, controller 110 communicates
with and controls device 114, In various embodiments, device 114 comprises a
component 115, which can be coupled to and uncoupled from device 14, In some
ermbodiments, controller 110 communicates with and controls both device 114 and
component 115, In some embodiments, component 115 communicates with cloud
105 though interface 156, In some embodiments, secured site 130 can include a
secured interface 155 through cloud 105. For example, secured interface 155 can bea
VPN

With refercnce back to FIGS. 15, various embodiments provide methods for
employing key 101 for use with device 114, Sume embodiments provide methods for
controlling usage of device 114, In some embodiments, device 114 can be a medical
device. Progessor 107 can be connected with cloud 105 via interface 106, which
allows conmmunication with a website hested in cloud 1035 After security
authorization is recognized by the website, key 101 is interfaced with processor 107

(as indicated by arrow “17), Processor 107 can provide data to websiic and this data
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can be used to determine if component 113 is valid. Afier website has gone through a
process to determine the validity of component 115, website sends authorization
codes through processor 107 to key 101, After authorization codes have been
received and confirmed by key 101, the interface between key 101 and processor 107
is severed. In some embodirnents, after anthorization codes have been received and
confirmed by key 101, the isterface between key 101 and cloud 105 is severed.
Although the interface between key 101 and processor 107 is severed, progessor 107
may still be in commuication with cloud 105 via interface 106,

Various embodiments provide methods for using a component coupled to a medical
device. In some embodiments, a method can include the steps of interfacing a
communication key with a computer cloud; downdoading encrypted autherization
codes from the cloud onto key; severing commundcation between the cloud and the
key, interfacing the key with a device controller in communication with a medical
device; coupling 8 component to the medical device; downloading the authorization
codes to at least one of the medical device and the component; and initiating the
component for use when coupled 10 the medical device.

In some embodiments, a method can include the step of determining if the componcnt
is valid. In some embodiments, a method can include the step of operating the
medical device and the component.

In some embodiments, the method can include the step of counting a wumber of
treatments performed by the component during the operating the medical device and
the component. In some embodiments, the method can include the step of providing

a Hmit of the number of treatments performed by the component during the operating



WO 2014/145962

(00591

{00601

{0061}

20 PCT/US2014/030822

the medical device and the compenent. 1n some embodiments, the method can include
the step of disabling the component upon reaching the Hmit of the number of
treatments performed by the component during the operating the medical device and
the component.

In some embodiments, the authorization vodes enable operation of the compouent. In
some embodiments, the method can include the step of reviewing a current version of
software on the controller. 1o some embodiments, the method can include the step of
determining if a software update is available on the key. In some embodiments, the
method can imelude the step of downloading the software update to the controlier and
updating the current software with the software update.

Various embodiments provide methods of enabling a treatment device. In some
cmbodiments, a method can include the steps of downloading an authorization code
from a cloud compuiing network on to a secured electronic key; interfacing the
secured electronic key with component treatment module coupled 0 a treatment
device; initiating communication between the secured electronic key and the
component freatuent module; determinmg it the component weatmont module 18
enabled to be authorized by the secured electronic key, downloading the authotization
code to the component treatment module;  authorizing the component treatment
module with the authorization code; and enabling operation of the reatment device
coupled to the component treatrment module, which has been authorized.

In some embodiments, a method can include the steps of disabling the component

treatment module, if the component ireatment module is not enabled to be authorized
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by the secured electronic key, and preventing operation of the treatment device
coupled to the component treatment modale, which has been disabled.

Tn some embodiments, a method can include operating the treatment device coupled
to the component treatment module, which has been authorized. In some
embodiments, a method can include counting on the secured clectronic key a number
of treatments performed by the component treatment module during the operating the
treatment device coupled to the component freatment module, which has been
authorized. In some embodiments, a method can include providing on the secured
clectronic key a limit of the number of treatments performed by the component
treatment module during the operating the treatment device coupled to the component
treatment module, which has been authorized. In some embodiments, a method can
include disabling the comporent treatment module upon reaching the bimit of the
number of treatments performed by the component during the operating the treatment
device coupled to the component treatment module, which has been authorized.

In some embadiments, a method can include establishing a communicaiion interface
between the secured electronic key and the cloud computing network before the step
of downloading the authorization code from the cloud computing network on to the
secared electronic key. In some embodiments, a method can include severing the
communication interface between the secured electronic key and the cloud computing
network afier the step of downloading the awthorization code from the cloud
computing network on to the secured electronic key.

In some embodiments, a method can include the steps of downloading a software

update from the cloud computing network onto the secured electronic key; notifying
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the treatment device of the software update upon the step of the initiating
communication between the secured electronic key and the component treatment
module; downloading the sotftware update from the secured electronic key 1o the
treatment device; and inttiating the software update on the treatment device.

In some embodiments, a method can include preventing the secured electronic key
from interfacing with the cloud computing network upon the step of the inifiating
communication between the secured electronic key and the component treatment
module. In some embodiments, a method can include delivering the authorization
code to the secured electronic key from an attachment to an ematl wessage. In some
embodiments, the treatment device and the secured electronie key integrated together

into a single device.

Examples

Moving to FIG 8, a flowchart ilustrating operation of the system is provided,
according to various embodunents. According o various methods, a user wanis to
acquire asset(s} (step 401}, which is configured for Hak to secured site (step 402}, In
one exampie, link to site 402 can be a user coupling key 101 to processor 107, In
another example, the secured site may be located at factory or at a vendor or
distributor location,

{n various embodiments, asset(s) can be any type of data that can be transferred from
a secured site to the user. Asset(s) a data packet that is downloadable from the
secured site to the user. For example, asset can be allowed usage of the device, such

as for example, a wedical device. In another example, asset can be a system apgrade,
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for example, a sofiware upgrade, or a new software module or a new version of
software. For example, asset can be a new method, such as for example a new
treatroent method for medical devige. In another example asset can be an activation of
assistant option, when the option resides on the device but is dormant. In another
example, asset can be a lifetime of a particular component. A lifetime of a particular
component can be for example a prescribed number of lines available for an emission
source. For example, an emission source can be at least one of an ultrasound
transducer, a RY generator, and a laser. In one example, an emission source is an
altrasound transducer.

Once link to site 402 has been completed, site authenticates user {step 403). In one
example, site authenticates user (step 403) can be a server at a secure site reads key
101, After site authenticates user (step 403), a set of assets are listed (step 405} In
one example, a set of assets are listed (step 405) can be the server and the secure site
seturns a Histing of assets that can be read on a display of processor 107, In the next
step, user enters chosen assets (siep 406) and optionally secured sife loads chosen
assets (step 407). In one exarople, user enters chosen assets (step 406) can be a user
entering a selection of assets into progessor 107, In one example, secured site loads
chosen assets (step 407) can be the secured site downloading data io key 101 via
processor 107, The methods continue with site enables chosen assets (step 408). In
one example, the chosen assets may reside on key 101 and secured site downloads
authentication codes to key 101, which allow chosen assets to be operational and

access to the chosen assets given the user. Finally, user employs asset (step 409).
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Optional step can be upload user data to secured site (step 410). For example, user
data can be user logs generated by the device, which employs at least one of the
chosen assels. In one example, user data can be diagnostic information useful in
troubleshooting the device, which employs at least one of the chosen assets. One
example, user data can be device usage information. In some embodiments, user data
can be any information that can be downloaded from the users device fo the secured
site, In some embodiments, user data is downloaded to key 101 which is coupled to
users device, then key 101 can download user data to secured site. One example, key
101 which contains downloaded user data, can be coupled to processor 107, which
can facilitate an interface between key 101 and the secured site, in order to, transter
the downloaded user data from key 101 to the secured sile.

Referring to FIG 9, a flowchart illustrating operation of the system is provided,
according to various embodiments. A method can begin with factory geverating and
storing a private and public key pair (step 501} The next step is write public key into
device (step 502) and ship device to user (step 303). After receiving device, user uses
device {step 304). DMext is a decision in which user or factory soliciis change to
device {step 505). If no (5063, use of the device continues looping back to user uses
device (siep 505). If ves (507), the nexi step is user links to site (step 508), followed
by site authenticales device via device keys (step 509). In one example, site is
ipcated at factory. In another example, site i3 located at distributor and private and
public key pair has been wansferred to distributor, Stili another example, the site is
jocated at factory and one or more sites are located at one or more distributors which

have access to the private and pubhic key pair



WO 2014/145962 PCT/US2014/030822

[0073]

{0074}

25

Adfter site authenticates devige via device keys {step 5309), site recalls privale key (step
510). Site generates data for the change gnd theu site encrypts data with private key
{step S511). Site sends encrypted data to device (step 513). Upon receipt of the
encrypted data, device decrypts data with i public key and validates data digital
signature {step 514). Next is a decision, s signature valid? (step 516}, If yes (step
517), user can incorporate data into device then user uses device (step 504). If no
(step 518), then loop back to user links to site {step 508). Alternatively, if no {step
318), then the device use s tocked (step 3203 The device maybe locked (step 520)
immediately for ne in decision, is signature valid? (step 516} However, the device
maybe locked (step 5207} after a specified numbers of foop back to user links to stle
{(step 508} and receiving no in decision, 15 signatuce valid? (step 516).

Now with teference to FIG 10, a flowchart iflustrating operation of a system is
provided, according to various embodiments. FIG 10 is divided into three sections
and each section is marked at the top of the figure with the following: 105 which is
the domain of cloud 105; 107 which is the domain of processor 107; and 110 which s
the domain of controller 110, Bach of the operations and/or processes which are
indicated on the flowehart will reside in one of the three sections or domains which
are one of 101, 107, or 110. For example, if an operation is in the section under the
heading of 105, this operation is being performed in cloud 105, In another example, if
an operation is m the section under the heading of 107, this operation is being
performaed by processor 107. Still another example, if an operation is set in the section

under heading 110, this operation is being performed by controller 110,
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In the first step, processor 187 connects to a secured site located in cloud 105 (step
201). The secured site in cloud 105 communicates with processor 107 (step 202).
Step 201 and step 202 create interface 106, Key 101 is interfaced with processor 107
{step 204). The secured site receives data from key 101 (step 206). The secured site
determines if key 101 is valid {step 208). If key 101 is valid then YES (step 212). If
key 101 is not valid then NO (step 209) and provess ends (step 211). If process ends
{step 211), the secured site can send a message to processor 107 communicating
status of key 101, as well as, presenting possible remedies 1o revalidate key 101

H YES (step 212), then data from component 115 is entered into processor 107, The
data from component 1135 mway weclude serial number, user 1D, password, and
combinations thereof and the like. In addition, other data such as, for example,
device 114 serial number, application 1D, device location and combinations thereof
and the like, maybe entered  The data from component 115 can be entered via a
keyboard. In some embodiments, the data from component 115 can be entered by
scanning a bar code. In some embodiments, the data from componest 115 can be
entered via a RFID located 1o the deviee which can be read by key 101 or processor
107

The secured site, as described herein and which is located in cloud 105 recetves the
data from component 115 from processor 107 (step 215). The secured site determines
if component 115 is valid (step 216). If component 115 is valid then YES (step 230).
If component 115 is not valid then NO (step 218) and process ends (step 219). If
process ends (step 219), the secured site can send a message to processor 107

communicating status of component 115, as well as, presenting possible remedies to
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revalidate component 115, Optionally, if component 115 is not valid then NO (step
2273, the secured site offers the purchase of additional component lifetume {(step 224},
I YES (step 225), additional component lifetime is added and this new component
data 18 Teceived (step 215) by seeured site. If NO (step 226) and process ends (step
227} If process ends (step 227), the secured site can send a message to processor 107
communicating status of component 115,

If component 115 is valid then YES (step 230). The sccured site provides
authorization codes (step 231 for component 115, The authorization codes are
downloaded to key 101 (step 231). The data and/or information related to the
component 115, which has been anthorized is updated in the database (step 235) of
secured site. The interface between key 101 and cloud 105 ends or is severed (step
2343.

Key 101 is then interfaced (o controller 110 (step 251). Component 115 s coupled to
device 114, which i3 in communication with controller 110 (step 252). ¥ey 101
determines if component 115 is able 1o be authorived (step 254). I NO (step 25853,
and process ends (step 256). 11 process ends (step 256}, key 101 can send a message
1o processor 107 communicating status of coraponent {15, as well as, presenting a
reason for failure, for example, mismatch of component 1195 serial numbers. In some
embodiments, key 101 coramunicates with EEPROM on component 1135 1o determine
if component 115 is able to be authorized {step 254). If YES {step 258) then key 101
authorizes component 115 and device 114 can be operated (step 262). In some
emsbodiments, key 101 sends authorization codes to EPPROM in component 115 to

enable authorization of component 115,
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In some embodiments, key 101 counts the use of component 115 {step 262). For
example, key 101 can be configured to count each run that component 115 has been
used. In an example, key 101 can be configured to count each treatment that
component 115 has performed. In some embodiments, a finite lifetime of component
115 can be downloaded to key 101, For example, a finite lifetime of component 115
18 a predetermined number of ireatments performed and after the predetermined
number treatments performed is reached, as counted on key 101, the finite lifetime of
component 115 expires.  In some embodiments, when the finite lifetime of
component 115 expires, component 115 is no longer operable. o some
embodiments, when the finite lifetime of component 115 expires, device 114 cannot
operate when coupled 1o component 115 with an expired lifetime. Key 101
determines if finite lifetime of component 115 i3 expired (step 266). If NO (step
267), then device 114 can continue 1o operate (step 260). If Yes (step 268), then
process ends {step 269) and device 114 can no longer operate.

Optionally, if YES {step 270), then additional hfeume can be added 1o component
115, If YES (step 270), then the interface between key 101 and controller 110 is
ended or severed (step 272). Key 101 is then interfaced with processor 107 (step 273).
Pracessor 107 is interfaced with cloud 105 and the secured site offers the purchase of
additional component lifetime (step 224). If YES {step 223), additional component
{115 lifetime is added and this new component data is received (step 215) by secured
site and the process continues from this step, as previously deseribed.

In some embodinents, afier secured site receives data from key 101 (step 206),

secured site determines if a new software rev is available for cootroller 110 (step
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242). H NO (step 243), then this portion of the process ends (step 2443 [T YES (step
246), then new software rev is downloaded to key (step 24R) before the interface
between key 101 and cloud 105 ends or is severed {step 234).

I some embodiments, after secured site receives data from component 115 (step
215}, secured site determines if a pew software rev is available for device 114 (step
242y XNO (step 243), then this peortion of the process ends (step 244). If YES (step
246}, then new software rev is downloaded to key (step 248) before the interface
between key 101 and cloud 105 ends or is severed (step 2345,

In some embodiments, after key 101 is interfsced to controller 110 (step 251},
controller 110 determines if key 101 contains a new software rev (step 2813 If NO
{step 282), then this portion of the process ends {step 283) If NO (step 282),
conirolier 110 can coromunicate that software is up to date. If YES (step 287), then
controller 110 software is updated from key 101 {siep 288). In some embodiments,
controller 110 determines if key contains new software rev for device 114 (step 281).
I NO (step 282), then this portion of the process ends (step 283). If NG (step 282),
controtler 110 can communicate that software is up to date. I YES (step 287), then
condroller 110 updates device 114 software from key 101 {step 288).

Moving to FIG 11, a flowchart iHustrating operation of system 100 s provided
according to varous embodiments. As tlustrated in FIG 10, FIG 11 15 also divided
into three sections and each section is marked at the top of the figure with the
following: 105 which 15 the domain of cloud 105; 107 which is the domain of

processor 107; and 110 which is the domain of coniroller 110,
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in the fivst step, data is sent from cloud 105 o processer 107 (step 301). This step can
be wireless, using a radio system, such as a GSM system or other celiular based
system to which progessor 107 can be in communication with. This step can be as
simple as sending an cmail with an attachment to processor 107. In some
embodiments, this step can employ text message and the delivery of data through
cloud 105 via such a text system. The next step is the data is received by processor
107 (step 302).

Key 101 1s interfaced with processor 107 (step 204}, In some embodiments, processor
107 comprises a port which s a USB interface to which key 101 is configured to
couple to. In some embodiments, processor 107 comprises a port which
contmunicates wirelessly with key 101, In some embodiments, the port should be
configured fo communicate with key 101 and allow key 101 to couple 1o processor
107. The data, which originated in cloud 301, is downloaded to key 101 (step 304),

In some embodiments, processer 107 determines if key 101 is valid. If key 101 is
valid then the data i3 dowmnloaded. If key 101 is not valid then process ends. W
process ends, a message can be transmitted by processor 107 communicating status of
key 101, as well as, presenting possible remedies to revalidate key 101, In some
embadiments, if process ends, processor 107 can send a message to cloud 105 to
update g database of key wdentification and validation information. After the data is
downloaded to key 101, the mterface between key 101 and processor 107 is severed.
Key 101 is then interfaced to controller 110 (step 251). Component 115 is coupled to
device 114, which is in communication with controller 110 (step 252). Key 101

determines if component 115 is able to be authorized (step 254) If NGO (step 255),
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and process ends (step 256}, If process ends (step 256), key 101 can send a message
1o processor 107 communicating status of component 115, as well as, presenting
reason for failure, for example, mismateh of component 115 serial numbers. In some
embodiments, key 101 communicates with EEPROM on component 115 to determine
if component 115 is able to be authorized (step 2543 I YES (step 258) then key 101
authorizes component 115 and device 114 can be operated (step 262} In some
embodiments, key 101 sends authorization codes to EPPROM in component 115 t©
enable authorization of component 1S,

in some embodiments, key 101 counis the use of component 115, as illustrated 1 FIG
11 and as described herein. In some embodiments, affer secured site receives data
from key 101, secured site determines if a new software rev is available for controller,
as Hustrated in FIG 11 and as described herein. In some embodiments, after secured
site receives data from component 115, secured site determines it a new software rev
is available for device 114, as iltustrated m FIG 11 and as described herein. n some
embodiments, after key 101 13 interfaced to controlier 110, controller 110 determines
if key 101 contains a new software rev, as tlustrated in FIG 11 and as described
herein.

Turning to FIG 12, a flowchart dlustrating operation of system 100 is provided
according to various embodiments. FIG 12 is divided into three sections and sach
section is marked at the top of the figure with the following: 105 which is the domain
of cloud 105, 101 which is the domain of kev 101 and 110 which is the domain of

controlicr 110,
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As described in a similar fashion for the flowcharts tustrated m FIG 10 and FIG 11,
key 101 connects to cloud 103 (step 350). Cloud 105 communicates with key 101
{step 352), which can be one way of two way coranmmnication. Cloud 105 query key
101 (step 354). Decision “any updates?” (step 361). I YES (step 361} cloud collects
and sends updates and any other data to key (step 363). Then the key 101 is updated
(step 363) and key 101 ends connection to cloud 105 (step 367). If NO (step 362)
then key 101 ends counection to cloud 105 {step 3867).

In some embodiments, key {81 counts the use of component 115, as illustrated in FIG
12 and as described heretn, In some embeodiments, after secured site receives data
from key 101, secured site determines if a new software rev is available for controlier,
as lustrated in FIG 12 and as described herein. In some embodiments, after secured
stte receives data from component 115, secured site determunes if a new software rev
is available for device 114, as tilustrated in FIG 12 and as deseribed hersin.

In some embodiments, after key 101 is interfaced 1o controlier 110, controller 110
determines if key 101 contains a new software rev, as tllustrated in FIG 12 and as
described herein.

As used herein, the terms “comprise”. “comprises”, “comprising”, “having”,
“including”, “includes”™ or any variation thereof, are intended to reference a non-
exclusive inclusion, such that a process, method, device, system, composition or
apparatus that comprises a Hst of elements does not include only those elements
recited, but may also mclude other elements not expressly lisied or inherent 1o such

process, method, device, systent, COMPOsition oF apparatus.
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As used herein, the phrase “at least one of A, B, and C” can be construad to mean a
logical (A or B or C), using a non-exclusive logical “or.” however, can be contrasted
to mean (A, B, and C), in addition, can be construed to mean (A and B) or {Aand ()
or (B and C). As used herein, the phrase “A, B and/or C should be construed {0 mean
(A, B, and ) or alternatively (A or B or C), using a non-exclusive logical “or.”

it should be understood that steps within a method may be executed in different order
without altering the principles of the present disclosure. The some embodiments may
be deseribed herein in terms of various functional components and processing steps.
It should be appreciated that such components and steps may be realized by any
number of hardware components configured to perform the specified functions.

The present invention has been described above with reference 1o various exemplary
embodiments and examples, which are not intended to be limiting in describing the
full scope of systems and methods of this invention. However, those skilled in the art
will recognize that eqivalent changes, modifications and varistions of the
embodiments, materials, systems, and methods may be made within the scope of the
present mwvention, with substanttally similar results, and are intended to be included

within the scope of the present invention, as set forth in the following claims.
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Claims:
L & method for using a component coupled to a medical device, the method comprising:
interfacing a communication key with a computer cloud;
downloading encrypted anthorization codes from the clond onto key;
severing comraurication between the cloud and the key;
terfacing the key with a device controller in comnumication with a medical device;
coupling a component to the medical device;
downloading the authorization codes to at least one of the medical device and the
component; and

mitiating the component for use when coupled to the medical device.

2. The method according to claim 1, further comyprising determining if the component is valid,

3. The method according to clatm 1, further comprising:

operating the medical device and the component;

counting a number of weatments performed by the component during the operating the
medical device and the component;

providing a limit of the number of treatments performed by the component during the
operating the medical device and the component; and

disabling the component upon reaching the limit of the number of treatments performed

by the component during the operating the medical device and the component,
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4. The method according to claim 1, wherein the authorization codes enables operation of the

coraponent.

3. The method according to claim 1, further comprnising:
reviewing & current version of software on the controlier;
determining if a software update i3 avaitlable on the key; and
downloading the software update to the controller and updating the current version of

software with the software ypdate.

6. A treatment system comprising:

a secured key comprising encrypted protected memory,

a secured site located on a computing cloud and configured to securely commumicate
with the secured key;

an imterface configured for secured communication between the secured site and the
secured key;

a treatment device;

a device controlier in communication with and configored fo control the treatment device,
the device controller comprising a communication port configured for conununication with the
secured key: and

a component coupled to the treatment device and in communication with the secured key.
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7. The treatment system according to claim 6, further comprising a processor configured to
communicale with the secured site and comprising a communication port configured for
communication with the secured key.

8. The treatment system asccording to claim 6, further comprising an authorization code
configured to be downloaded from the secured site onto the secured key and farther configured
to be trapsmitied from the secured key to the EEPROM, wherein the authorization code is
configured to be delivered to the authorization protoco! and permit the authorization protocol to

enable operation of the component.

9. The treatment system according to claim 6, further comprising:

a treatent counter embedded into the secured key and in comumunication with the
component; and

an expiration function configured to e,;:ecute after a predetermined vumber of treatments
as clocked by the treatment counter and configured disable operation of the component upon

completion of the predetermined number of treatments.

10. The treatment system according to claim 6, further comprising a software update configured
to be delivered from the secured site to the secured key and further configured to be uploaded
from the secured key to the device controller and configured to update the software rev on

running the device controlier.
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11, The treatment system according to claim 6, further comprising a firewall configured w
automatically operate upon operation of the component and configured fo prevent any

communication to the device controller with the cloud.

12. & method of enabling a treatment device, the method comprising:

downloading an suthorization code from a cloud computing network on to a secured
electronic key;

interfacing the secured electronic key with component treatment module coupled to a
treatment device;

initiating communication between the secured electronic kev and the component
treatment module;

determining if the component treatment module is enabled to be authorized by the
secwred electronic key;

downloading the anthorization code to the component treatment module;

authorizing the component freatinent module with the authorization code, and

enabling operation of the treatruent device coupled 1o the component treatmient module,

which has been authorized.

13. The method according to claim 12, further compusing the steps of!

disabling the component treatment module, if the component treatment module is not
enabled to be authorized by the secured electronic key; and

preventing operation of the treatment device coupled 1o the component treatment module,

which has been disabled.
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14. The method according to claim 12, further comprising:

operating the treatment device coupled to the component treatment module, which has
been authorized, and

counting on the secured electromic key a number of treatments performed by the
component treatment module during the operating the treatment device coupled to the

component treatment module, which has been authorzed.

15, The method according to claim 14, further comprising:

providing on the secured electronic key a limit of the mumnber of ireatments performed by
the component treatment module during the operating the treatment device coupled to the
component freatment module, which has been authorized; and

disabling the component tregtment module upon reaching the limit of the number of
treatruents performed by the component during the operating the treatment device coupled to the

compongnt {reatment module, which has been authorized.

16. The method according to claim 12, further comprising establishing a cormmunication
interface between the secured electronic key and the cloud computing network before the step of
downloading the authorization code from the cloud computing network on to the secured

clectronie key.

17. The method according to claim 16, further comprising severing the communication interface

between the secured clectronic kev and the cloud computing network after the step of
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downloading the authorization code from the clond computing network on to the secured

electronie key.

18, The method according to claim 12, further comprising the steps off

downloading a software update from the cloud computing network onto the secured
electronic key;

notifying the treatment device of the software update upon the step of the initiating
communication between the secured electronic key and the component ireatment module;

downloading the software update from the secured electronic key to the treatment device;
and

imtitating the software updaie on the treatroent device.

19, The method according to claun 12, further comprising preventing the secured electronic key
from interfacing with the cloud computing netwosk uwpon the step of the initiating

communication between the secured electronic key and the component treatment module.

20, The method according to claim 12, further corprising
collecting information from the treatment device on to the secured electronic key; and
uploading the information from the secursd key to the cloud computing network, wherein
the information comprises at least one of treatment logs, diagnostic information, and treatment

device usage.
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