wo 2014/128707 A4 | NI W1 00O 000 0 R

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(43) International Publication Date

(19) World Intellectual Property

Organization
International Bureau

28 August 2014 (28.08.2014)

=
WIPO I PCT

\

(10) International Publication Number

WO 2014/128707 A4

(51

eay)

(22)

(25)
(26)
(30)

(72)
1

74

31

International Patent Classification:
GO6F 15/16 (2006.01)
GO6F 15/173 (2006.01)

International Application Number:

PCT/IL2014/050186

International Filing Date:

19 February 2014 (19.02.2014)

Filing Language:
Publication Language:

Priority Data:

61/766,123 19 February 2013 (19.02.2013)

Inventor; and

Applicant : RAVE, Elad [IL/IL]; 13 Dov Freidman St.,

5250407 Ramat Gan (IL).

Agents: BOROCHOV KORAKH & CO. et al,;

58100, 6158002 Tel Aviv (IL).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,

GOGF 17/30 (2006.01)
HO4L 12/28 (2006.01)

BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,

ZW.
English
) (84) Designated States (uniess otherwise indicated, for every
English kind of regional protection available). ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
Us UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,

TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:

P.O.B.

with international search report (Art. 21(3))
with amended claims (Art. 19(1))

AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,

Date of publication of the amended claims: 16 October 2014

(54) Title: INCREASED DATA TRANSFER RATE METHOD AND SYSTEM FOR REGULAR INTERNET USER

FIG. 5A

IN A NETWORK, DEFINING AT LEAST
TWC NODES, AT LEAST ONE OF THE
NODES BEING A CLIENT AND AT
LEAST ONE OF THE NODES BEING

GENERATING & WAN
OPTIMIZATION NETWORK OF
SERVER NODES

AN QORIGIN

~-200

g 1 l

CONFIGURING THE CUENT TO FORWARD DATA REQUESTS TO THE
GENERATED WAN OPTIMIZATION NETWORK

™
204

1

THE GENERATED WAN OPTIMIZATION NETWORK DETERMINING A

BEST REQUEST NODE FOR THE CLIENT BASED ON A DATA REQUEST | »ha

i}

THE CLIENT REQUESTING DATA FROM THE ORIGIN BY FORWARDING

=
ATA REQUEST TO THE DETERMINED BEST REQUEST NODE ;

208

L

THE GENERATED WAN CPTIMIZATION NETWORK DETERMINING A
BEST ORIGIN NODE FOR RETRIEVING THE REQUESTED DATA FROM
THE ORIGIN ACCORDING AT LEAST ONE NETWORK IDENTIFIER
RESOLUTION OF THE ORIGIN

XY,

L

FORWARDING THE DATA REQUEST FROM THE BEST REQUEST NODE
TO THE BEST ORIGIN NODE USING WAN OPTIMI ZATION TECHNIOUES

THE BEST CRIGIN NODE RETRIEVING THE REQUESTED DATA FROM
THE ORIGIN AND TRANSFERRING THE RETRIEVED DATA TO THE BEST i~
REQUEST NODE USING WAN OPTIMIZATION TECHNIQUES 214
THE BEST REGUEST NODRE TRANSFERRING THE RETRIEVED DATATO p~,
THE CLIENT 216
| UPDATING THE GENERATED WAN OPTIMIZATION NETWORK ~
218

(57) Abstract: Method for increasing data transter rates for regular net-
work users, including the procedures of generating a WAN optimization
network (WANON), in a network, defining a client, for requesting data,
and an origin, from which data is requested, the WANON determining a
best requesting node for the client based on a data request, configuring the
client to forward the data request to the WANON, the client requesting
data by forwarding the data request to the requesting node, the WANON
determining a best origin node for retrieving the requested data from the
origin according to a network identifier resolution of the origin, the re-
questing node forwarding the data request to the origin node using WAN
optimization, the origin node retrieving the requested data from the origin
and transferring the retrieved data to the requesting node using W;AN op-
timization, the requesting node transterring the retrieved data to the client,
and updating the WANON.
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AMENDED CLAIMS
received by the International Bureau on 24 AUG 2014 (24.08.2014)

CLAIMS

Method for increasing a data transfer rate for a regular network user,
comprising the procedures of:

generating a WAN optimization network of at least two server
nodes;

in a network, defining at least two nodes, at least one of said
nodes being a client, for requesting data, and at least another one of
said nodes being an origin, from which said data is requested from;

said generated WAN optimization network determining a best
requesting node for said client based on a data request, said best
requesting node being selected from said at least two server nodes;

establishing a configuration to forward said data request of said
client to said generated WAN optimization network;

said client requesting data from said origin by forwarding said
data request to said determined best requesting node;

said generated WAN optimization network determining a best
origin node, from said at least two server nodes, for retrieving said
requested data from said origin according to at least one network
identifier resolution of said origin, wherein said best origin node is one
of said at least two server nodes which can most efficiently retrieve
said requested data from said origin;

said best requesting node forwarding said data request to said
best origin node using a first at least one WAN optimization
technique;

said best origin node retrieving said requested data from said
origin and transferring said retrieved data to said best requesting

node using a second at least one WAN optimization technique;
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said best requesting node transferring said retrieved data to said
client; and

updating said WAN optimization network.

2. The method according to claim 1, wherein said network is selected
from the list consisting of:
the Internet;
a WAN;
an intranet; and
a LAN.

3. The method according to claim 1, wherein said client is selected from
the list consisting of:
a personal computer;
a workstation:;
a smartphone; and
a device capable of accessing the Internet and performing data

requests.

4. The method according to claim 1, wherein said origin is selected from
the list consisting of:
a website;
a server,
a mail server;
a proxy server;
a cloud server; and

a cloud router.
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10.

The method according to claim 1, wherein said procedure of
determining a best requesting node for said client is executed using at

least one heuristic.

The method according to claim 5, wherein said at least one heuristic

is executed by external software installed on said client.

The method according to claim 5, wherein said WAN optimization
network further comprises a SOCKS file proxy and wherein said at

least one heuristic is executed by said SOCKS file proxy.

The method according to claim 5, wherein said WAN optimization
network further comprises a DNS server and wherein said at least

one heuristic is executed by said DNS server.

The method according to claim 5, wherein said at least one heuristic
is selected from the list consisting of:

a shortest path of one of said at least two server nodes to said
client; and

one of said at least two server nodes having a quickest response

time with said client.

The method according to claim 1, wherein said procedure of
determining a best requesting node for said client is executed based

on a performance of said at least two server nodes.
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11.

12.

13.

14.

15.

16.

The method according to claim 1, wherein said procedure of
determining a best requesting node for said client is executed based

on a latency of said at least two server nodes.

The method according to claim 1, further comprising the procedure of

periodically updating said determined best requesting node.

The method according to claim 12, wherein said procedure of
periodically updating comprises a sub-procedure of determining if a
shortest path server node in said WAN optimization network to said
client is also a quickest server node in said WAN optimization network

to respond to said client.

The method of according to claim 1, wherein said procedure of
determining a best origin node for retrieving said requested data is

executed using at least one heuristic.

The method according to claim 14, wherein said at least one heuristic
is selected from the list consisting of:

a shortest path of one of said at least two server nodes to said
origin; and

a shortest path of one of said at least two server nodes to a
proxy server coupled with said origin having a local copy of said

requested data.

The method according to claim 1, wherein said at least one network
identifier resolution is selected from the list consisting of:

Internet protocol (IP) addressing;
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17.

18.

19.

20.

domain name system (DNS) addressing;
media access control (MAC) addressing;
NetBIOS over TCP/IP addressing; and
entity identification (EID) addressing.

The method according to claim 1, wherein said first at least one WAN
optimization technique and said second at least one WAN
optimization technique are each selected from the list consisting of:

deduplication;

traffic shaping;

compression;

protocol spoofing;

latency optimization; and

caching.

The method according to claim 1, wherein said procedures of
determining said best requesting node and said best origin node are

executed recursively.

The method according to claim 1, wherein said procedures of
forwarding said data request to said determined best requesting node

and determining said best origin node are executed recursively.

The method according to claim 1, further comprising the procedure of
said best requesting node pre-fetching said requested data from said

origin.
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21.

22.

23.

24.

25.

The method according to claim 1, further comprising the procedure of
said best origin node pre-fetching said requested data from said

origin.

The method according to claim 1, further comprising the procedure of
determining if pre-fetching said requested data by at least one of said
best requesting node and said best origin node from said origin

increases said data transfer rate.

The method according to claim 1, wherein each one of said at least
two server nodes comprises a respective distributed data structure
(DDS).

The method according to claim 23, wherein said respective DDS is
selected from the list consisting of:

a distributed hash table;

a distributed graph;

a distributed linked list; and

a distributed array.

The method according to claim 23, wherein said respective DDS
stores at least one item selected from the list consisting of:

a table of values from which said requested data can be
reconstructed;

data necessary for executing at least one of said first at least one
WAN optimization technique and said second at least one WAN

optimization technique;
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26.

27.

28.

configuration information related to said WAN optimization
network;

information relating to data handled by one of said at least two
server nodes in said WAN optimization network; and

information regarding a topology of said at least two server

nodes in said WAN optimization network.

The method according to claim 23, wherein said procedure of
updating said WAN optimization network comprises updating said

respective DDS for each one of said at least two server nodes.

The method according to claim 26, wherein said procedure of
updating said respective DDS comprises at least one sub-procedure
selected from the list consisting of:

storing information in said respective DDS related to data
requests recently handled by each one of said at least two server
nodes;

updating a topology of said WAN optimization network stored in
said respective DDS;

caching data from said requested data in said respective DDS
provided said requested data can be cached; and

updating said best requesting node and said best origin node

stored in said respective DDS.

The method according to claim 1, further comprising the procedure of
forming at least one cluster of server nodes in said WAN optimization
network, said at least one cluster of server nodes being selected from

said at least two server nodes.
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29.

30.

31.

32.

33.

The method according to claim 28, further comprising the procedures
of:

using network analytics to monitor data flow through said WAN
optimization network; and

determining membership of each one of said at least two server

nodes in said at least one cluster based on said monitored data flow.

The method according to claim 28, further comprising the procedure
of determining membership of each one of said at least two server
nodes in said at least one cluster using at least one decentralized

management technique.

The method according to claim 28, wherein membership of a server
node in said at least one cluster is stored in a distributed data

structure (DDS) in said WAN optimization network.

The method according to claim 28, wherein said procedure of
updating said WAN optimization network comprises updating which
server nodes of said at least two server nodes are members of which

said at least one cluster.

The method according to claim 1, further comprising the procedure of
said best origin node retrieving said requested data from a proxy

server coupled with said origin.
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34.

35.

36.

37.

38.

39.

The method according to claim 1, further comprising the procedure of
forming at least one cluster of said at least two nodes accessing said

WAN optimization network.

The method according to claim 1, further comprising the procedure of
said best requesting node retrieving said requested data from another
one of said at least two server nodes in said WAN optimization
network, if said requested data was cached on said another one of

said at least two server nodes.

The method according to claim 1, further comprising the procedure of
said WAN optimization network determining a difference between said
data request from said origin by a first one of said at least two nodes
and a previous data request from said origin by a second one of said

at least two nodes.

The method according to claim 1, wherein said procedure of

establishing a configuration comprises a device configuration.

The method according to claim 1, wherein said procedure of

establishing a configuration comprises a non-device configuration.

The method according to claim 38, wherein said non-device
configuration is selected from the list consisting of:

accessing a SOCKS file proxy;

using DNS; and

using a border gateway protocol (BGP).
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40.

Method for increasing a data transfer rate for a regular network user,
comprising the procedures of:

generating a WAN optimization network of at least two server
nodes;

in a network, defining at least two nodes, at least one of said
nodes being a client, for requesting data, and at least another one of
said nodes being an origin, from which said data is requested from;

said generated WAN optimization network determining a best
requesting node for said client based on a data request, said best
requesting node being selected from said at least two server nodes;

establishing a configuration to forward said data request of said
client to said generated WAN optimization network;

said client requesting data from said origin by forwarding said
data request to said determined best requesting node;

said generated WAN optimization network determining a best
origin node, from said at least two server nodes, for retrieving said
requested data from said origin according to at least one network
identifier resolution of said origin, wherein said best origin node is one
of said at least two server nodes which can most efficiently retrieve
said requested data from said origin;

said best requesting node forwarding said data request to said
best origin node using at least one WAN optimization technique;

said best origin node retrieving said requested data from said
origin;

if said retrieved data is cache enabled and has not yet expired,
then said best origin node determining if said retrieved data can be

reconstructed from said generated WAN optimization network;
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41.

42.

43.

said best origin node forwarding a message to said generated
WAN optimization network to reconstruct said retrieved data from at
least one distributed data structure (DDS);

said best request node reconstructing said retrieved data from its
own DDS and transferring said retrieved data to said client; and

updating said WAN optimization network.

The method according to claim 40, wherein said procedure of
determining if said retrieved data can be reconstructed from said
generated WAN optimization network comprises the sub-procedure of
determining a difference between said data request of said client to

said origin and a previous data request of another client to said origin.

The method according to claim 41, further comprising the procedure
of said best requesting node reconstructing said retrieved data from

its own DDS and from said determined difference.

WAN optimization system for use with a network, said network
comprising at least two nodes, at least one of said nodes being a
client, for requesting data, and at least another one of said nodes
being an origin, from which said data is requested from, said WAN
optimization system comprising:

at least two server nodes, coupled together so as to transfer data
therebetween using at least one WAN optimization technique;

wherein said WAN optimization system determines a best
requesting node and a best origin node, from said at least two server
nodes, for said client based on a data request and on at least one

network identifier resolution of said origin;
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wherein said best origin node is one of said at least two server
nodes which can most efficiently retrieve said data request from said
origin;

wherein said client forwards said data request to said determined
best requesting node which forwards said data request to said best
origin node using said at least one WAN optimization technique;

wherein said best origin node retrieves said requested data from
said origin and transfers it back to said best requesting node, using
said at least one WAN optimization technique; and

wherein said best requesting node transfers said retrieved data

to said client.
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