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57 ABSTRACT 

Memory cards are cheap and contain memory means, 
but can be forged and duplicated easily. Smart-cards 
contain also a microprocessor and can be used for cryp 
tographic purposes, but are much more expensive. The 
plastic support of the card contains randomly distrib 
uted ferrite particles (eg. small steel marbles, introduced 
into the plastic paste during the melting process). This 
random distribution of the particles is assumed to be 
impossible to control or influence during the process of 
fabrication. For personalizing a card, the issuing author 
ity scans the plastic support of the card with a magnetic 
inductance detector, thereby reading the emplacement 
of the ferrite particles as a number p. Then the authority 
computes s=SIG(ID,p), where “SIG” denotes any 
secure public-key digital signature algorithm and ID the 
identification details of the card's owner. Finally, s and 
ID are recorded in the memory means of the card. 
When such a card is inserted into a reader, the reader 
scans the plastic part of the card and reads the distribu 
tion characteristics as a number p. Then ID and s are 
retrieved from the card's memory means and the reader 
checks that s is the valid signature of ID,p}. 

14 Claims, 2 Drawing Sheets 
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1. 

UNFORGEABLE IDENTIFICATION DEVICE, 
DENTIFICATION DEVICE READER AND 

METHOD OF IDENTIFICATION 

BACKGROUND OF THE INVENTION 

The present invention relates to an unforgeable iden 
tification device, identification device reader and to a 
method of identification. 

Different kinds of plastic cards are known. Memory 
cards are cheap and contain memory means, but can be 
forged and duplicated easily. Smart-cards contain also a 
microprocessor and can be used for cryptographic pur 
poses, e.g. in pay TV applications and banking, but are 
much more expensive. 

SUMMARY OF THE INVENTION 

It is one object of the invention to provide a cheap 
and unforgeable memory card. This object is reached 
by an identification device having an identification re 
gion, a plurality of randomly distributed detectable 
particles contained within the identification region, and 
memory means for storing an identity data and data 
from the function set comprising a public-key digital 
signature scheme based on the identity data and a distri 
bution value of the particles. 
The inventive memory card is characterized in that 

once issued by an authority, the card is nearly impossi 
ble to copy and duplicate. This new memory card has 
significant cost advantages over microprocessor-based 
Smart-cards since memory protection means and com 
putation capabilities are not needed for achieving au 
thentication. 
The process of fabrication of the new cards differs 

from that of standard cards in that small metal or ferrite 
particles (eg. steel marbles) are mixed with the plastic 
paste from which the plastic support of the card is to be 
produced. 
Each resulting card will therefore contain a different 

random distribution pattern of particles. This random 
distribution of the particles is assumed to be impossible 
to control or influence during the process of fabrication. 
A respective reader is provided with magnetic induc 

tance detectors (reader) that read the distribution of 
particles as a number p, and with a chip reader for 
reading the card's memory means. 

In order to personalize a card, the issuing authority 
does the following: 

1. Establish the identity details ID of the card's 
owner; 

2. Pick a card and read it's random pattern p; 
3. Computes =SIG(ID,p); 
4. Records and ID in the memory means of the card; 
5. Give the card to the user. 
Here "SIG” stands for any secure, public key digital 

signature scheme. The memory means are preferably 
electronically protected. 
When a memory card is inserted into a verification 

reader, the reader will scan it and convert the randon 
distribution of particles into the number p. Next, the 
verification reader will reads and ID from the card's 
memory means and will check that s is actually the 
signature of ID,p} by performing SIG-1. 

In principle the inventive unforgeable identification 
device includes memory means and an area in which 
elements, the location of which is detectable, have a 
random distribution which can be represented by a 
value p, whereby the location of the elements cannot be 
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2 
controlled under production of the device but can be 
detected and evaluated in reader means and whereby at 
least identity data ID and data s of a public-key digital 
signature scheme s=SIG(ID, p) are stored in the mem 
ory means. 

It is a further object of the invention to provide a 
reader for this identification device. 

In principle, the inventive identification device 
reader includes detector means-especially a magnetic 
inductance reader-for detecting the location of the 
elements from which the distribution value p is gener 
ated, and reading means for reading at least the identity 
data ID and data s stored in the memory means of the 
identification device. 
A respective identification system is disclosed in 

claim 9. 
It is a further object of the invention to disclose a 

method of identification which utilizes the inventive 
identification device and reader. 

In principle the inventive method uses the identifica 
tion device and the identification device reader and 
includes the following issuing steps: 

collecting identity details ID of a user; 
computings=SIG(ID, p), where SIG is a public-key 

digital signature scheme function; 
storings and ID in the memory means of the identifi 

cation device, 
and includes the following identification steps: 

reading the identification device by the identification 
device reader, whereby the distribution value p is 
generated and at leasts and ID are read from the 
memory means; 

checking that S is actually the signature of (ID, p) by 
performing the respective inverse public-key digi 
tal signature scheme function SIG-1. 

BRIEF DESCRIPTION OF THE DRAWINGS 
Preferred embodiments of the invention are de 

Scribed with reference to the accompanying drawings, 
which show in: 
FIGS. 1 and 1a, structure of an inventive memory 

card; 
FIGS. 2 and 2a structure of an inventive reader for 

the memory card. 
DESCRIPTION OF THE PREFERRED 

EMBODEMENTS 

In FIGS. 1 and 1a, buried ferrite particles 11 are 
distributed within the plastic support 14 of a memory 
card having a standardized shape. This card contains a 
chip 13 with which data can be exchanged in a respec 
tive reader, e.g. a contactless reader. At two sides of the 
card, electronic scanner synchronisation marks 12 are 
arranged. 

In FIGS. 2 and 2a, the card is inserted in a reader 
(scanner). The reader includes electromagnetic scan 
ning cells 22 for generating the distribution value p, an 
optical scanning synchronization head 23, and reading 
means (Smart-card chip reader) 24 for reading at least 
the identity data ID and datas stored in the memory of 
the chip 13. ID, S, the distribution value p and possibly 
the password w are evaluated in a microprocessor 21 
which can be a part of the reader device. 
One example of digital signature schemes is Rabin's 

signature scheme where n is an RSA modulus and s is 
defined by S=SIG(m)=mmod n. The corresponding 
verification is done by checking that smod n = m. 



5,434,917 
3. 

Optionally, one can improve the basic scheme by 
including also a user's password w. In such a case, the 
process of issuing a card and verifying it's validity be 
COeS: 

1. Establish the identity details ID of the card's 
OWer. 

2. Pick a card and read it's randon pattern p. 
3. Decide a password w specific to the user. 
4. Computes=SIG(ID.p,w) 
5. Records and ID in the memory means of the card. 
6. Give the card and w to the user. 
For verifying the validity of this card, the verification 

reader will proceed as before but will request the user to 
key-in W. 
The SIG scheme can be one of the following or re 

spective methods: 
Rabin's digital signature; 
RSA algorithm, Rivest Shamir, Adelman, “A method 

for obtaining digital signatures and public-key 
cryptosystems', Communications of the ACM, 
Vol 21, No. 2, pp 120-126, 1978); 

Data Signature Standard (DSS); 
El Gamal, “A public-key cryptosystem and a signa 

ture scheme based on the discrete logarithm', 
IEEE Transactions on Information Theory, vol. 
31, No. 4, pp. 469-472, 1985; 

Fiat, Feige and Shamir, “Zero-Knowledge Proofs of 
Identity”, Journal of Cryptology, vol 1, pp. 77-94. 
See also EP-A-0252499 and EP-A-0325238. 

For synchronizing the scanning of the ferrite parti 
cles (whatever the insertion speed of the card is), the 
card can be marked, e.g. at the boundaries, by a se 
quence of mechanical (embossed or holes) or optical 
marks. The marks are preferably detected optically by 
the reader and trigger the scanning of plastic, band by 
band. The marks can also be based on electromagnetic 
detection techniques and the triggering of the scanning 
is done accordingly. 

Instead of plastic material any other material can be 
used which allows detection of the distribution of the 
particles. Instead of magnetic particles, other kinds of 
elements can also be used, the distribution of which can 
be detected and which do not allow copying. 

Instead of a card, any other kind of device or shape 
can be used, whereby the reader is adapted respectively. 

Identification shall also mean authentication. 
We claim: 
1. An identification device, comprising: 
a support member; 
detectable particles having a random distribution 

within a region of said support member, the ran 
dom distribution of the detectable particles being 
represented by a value p corresponding to the ran 
dom distribution, which value p can be detected by 
an identification reader; and 

memory means supported by said support member 
for storing an identity data ID and data s corre 
sponding to a public-key digital signature scheme 
based on a function of the identity data ID and the 
value p. 

2. An identification device as defined in claim 1, 
wherein said support member comprises plastic, and 
said detectable particles comprise magnetic particles. 

3. An identification device as defined in claim 2, 
wherein said magnetic particles comprise one of steel 
and ferrite pellets. 

10 

15 

25 

30 

35 

40 

45 

50 

55 

65 

4 
4. An identification device as defined in claim 1, 

wherein said memory means are electronically pro 
tected. 

5. An identification as defined in claim 1, wherein said 
support member includes scanning marks for scanning 
control. 

6. An identification device as defined in claim 1, 
wherein said support member comprises a standardized 
memory card. 

7. An identification reader for an identification de 
vice, the identification device including: a support 
member; detectable particles having a random distribu 
tion within a region of the support member, the random 
distribution of the detectable particles being repre 
sented by a value p corresponding to the random distri 
bution, which value p can be detected by the identifica 
tion reader; and memory means supported by the sup 
port member for storing an identity data ID and data s 
corresponding to a public-key digital signature scheme 
based on a function of the identity data ID and the value 
p, said identification reader comprising: 

detector means for detecting the particles in the sup 
port member and producing the value p corre 
sponding to the random distribution of the parti 
cles; and reading means for reading the ID data and 
the datas stored in the memory means of the identi 
fication device. 

8. An identification reader as defined in claim 7, 
wherein the particles of the identification device com 
prise magnetic particles and the detector means com 
prises a magnetic inductance reader for detecting the 
magnetic particles. 

9. An identification reader as defined in claim 7, 
wherein the support member of the identification de 
vice includes scanning marks for scanning control and 
said identification reader further comprises evaluating 
means for evaluating the scanning marks of the identifi 
cation device. 

10. An identification reader as defined in claim 7, said 
identification reader further comprising computing 
means coupled to the detecting means and the reading 
means for evaluating the ID data, the s data and the 
distribution value p of the particles. 

11. An identification reader according to the 7 form 
ing a combination with said identification device. 

12. A method of identification which utilizes the 
combination according to claim 11, comprising: 

performing issuing steps, including: 
collecting identity data ID from a user; 
computing the data s corresponding to the public 
key digital signature scheme based on the iden 
tity data ID and the distribution value p of the 
particles; and 

storing the data ID from said collecting step and 
the data s from said computing step in the mem 
ory means; and 

performing identification steps, including: 
reading the identification device using the identifi 

cation reader to read the data ID and the datas 
from the memory means of the identification 
device; 

detecting the particles in the support member of 
the identification device and producing the value 
p corresponding to the random distribution of 
the particles in the support member of the identi 
fication device; and 

verifying that the data s in said reading step is an 
actual digital signature of the data ID and distri 
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bution value p concatenated from said comput 
ing step by performing an inverse public-key 
digital signature scheme function. 

13. A method as defined in claim 12, wherein said 
computing step includes computing the data s corre 
sponding to a public-key digital signature scheme based 
on a password win addition to being based on the iden 
tity data ID and the value p, wherein the password w is 
user specific; and said identification steps further com 
prise the step of a user entering the password w; and 
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6 
wherein said verifying step includes checking that the 
data s read in said reading step corresponds with an 
actual digital signature of the identity data ID, pass 
word w and distribution value p concatenated from said 
computing step. 

14. A method as defined in claim 12, wherein the 
identification device includes scanning control marks, 
and said reading step is synchronized using said scan 
ning control marks. 
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