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SYSTEMS AND METHODS OF ROUTING IP TELEPHONY DATA PACKET
COMMUNICATIONS

BACKGROUND OF THE INVENTION

[0001] The invention is related to Internet Protocol (IP) telephony systems.
More specifically, the invention is related to systems and methods for routing
the data packets that carry communications enabled by an IP telephony

system, such as telephone calls and text or video messages.

[0002] Existing IP telephony systems allow users to place and receive
telephone calls or to send and/or receive other types of communications, such
as text messages, SMS messages, MMS messages and the like. The
communications are transmitted, at least in part, by data packets that traverse

a private and/or public data network.

[0003] For example, a calling party can place a telephone call to a called party
using an IP telephony device that is coupled to a private or public data
network. When the user requests that the call be placed, an IP telephony
system receives the request and sets up the call between the calling party’s
telephony device and the called party’s telephony device. The called party’s
telephony device can also be an IP telephony device that is coupled to a
private or public data network. Alternatively, the called party’'s telephony
device could be an analog telephone that is coupled to a publically switched
telephony network (PSTN). In still other instances, the called party’s
telephony device could be a cellular telephone or a mobile computing device
with cellular telephone capabilities that is coupled to a cellular telephony

network.

[0004] Typically, an IP telephony system receives a call setup request from
the calling party’s telephony device at an inbound proxy server (or an
originating gateway). The inbound proxy server consults a routing engine to
determine how to setup the telephone call to the called party’s telephony

device.
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[0005] If the called party’'s telephony device is another IP telephony device
coupled to a data network, this would typically mean determining the identity
of another server that can deliver data packets to the called party’'s IP
telephony device. The server that is capable of delivering data packets to the
called party’s IP telephony device may be referred to as a destination Proxy

Server or Session Border Controller (SBC).

[0006] If the called party’s telephony device is an analog telephone coupled to
a PSTN or a cellular telephone coupled to a cellular telephone network, this
would typically mean determining the identity of a destination gateway that is
capable of interacting with the relevant PSTN or cellular telephone network.
In this instance, the IP telephony system would deliver data packets bearing
the media of the telephone call to the PSTN or cellular telephone network,
and the PSTN or cellular telephone network would convert the data packets
into appropriate signals, and then send those signals to the called party’s

telephony device.

[0007] The quality of a telephone call, or any other type of communication
carried in this fashion, is highly dependent on how well the data packets
carrying the media of the telephone call are being transmitted over the
relevant private and/or public data networks. If data packets are being lost,
call quality will deteriorate. If transmitted data packets are being significantly
delayed, call quality will deteriorate. Another problem is jitter, where the
latency or delay is variable in nature. If jitter becomes a problem, call quality

also will deteriorate.

[0008] Presently, IP telephony systems have only limited control over the
physical path that the data packets bearing the media of a telephone call
travel as they pass over public and private data networks. In some cases, the
only aspect that can be controlled is the identity of the inbound and outbound

gateways, Session Border Controllers, or media servers.
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[0009] For these reasons, some IP telephony systems track the quality of data
transmissions passing through the inbound and outbound gateways, SBCs, or
media severs that it routinely uses to transmit data communications. This can
be accomplished by periodically conducting testing to determine data packet
transmission statistics for data packet transmissions passing through
individual gateways or servers. As noted above, the data packet transmission
statistics can include delay, packet loss, jitter, and other measures. The
results of such testing is correlated in databases which provide information on

the relative quality provided by each of the gateways or servers.

[0010] When a new call setup request is received at an inbound proxy server
of an IP telephony system, the inbound proxy server consults a routing engine
to determine the best outbound gateway or server to use to complete the call
to the called party’s telephony device. If multiple outbound gateways or
servers are capable of completing the call, the routing engine typically takes
the call quality provided by each of the outbound gateways or servers into
account when determining which outbound gateway or server to recommend

to the inbound proxy server.

[0011] Databases indicating the call quality provided by various gateways or
servers are necessarily based on historical data which has been collected
over an extended period of time. As a result, the historical databases are
really a prediction of the likely call quality that the various gateways or servers
can presently provide, based on how well the gateways or servers performed
in the past. But there is no guarantee that a gateway or server that performed

well in the past will perform well for a new call that is just being setup.

[0012] Moreover, the data packets that carry the communications between a
calling party’s telephony device and a called party’s telephony device may
traverse multiple private and/or public data networks. For example, a call
established between a calling party’s IP telephony device and a called party’s

analog telephone might traverse three separate data networks.
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[0013] During a first hop, the data packets would traverse the public Internet
between the calling party’s IP telephony device and the inbound gateway or
media server of the IP telephony system. The traversal of the public Internet
could itself involve multiple separate hops between various nodes of the
public Internet. Two consecutive data packets generated by the calling
party’s telephony device could traverse vastly different paths as they make
their way between the calling party’s telephony device and the inbound

gateway or media server of the IP telephony system.

[0014] During a second hop, the data packets could traverse a private data
network maintained by the IP telephony system as the data packets travel
between the inbound gateway or media server and the outbound gateway or
media server. In other instances, the inbound gateway or media server may
be controlled by the IP telephony system, and the outbound gateway or media
server could be operated and controlled by a separate partner service
provider. In that instance, the IP telephony system will likely route the data
packets from the inbound gateway or media server to the outbound gateway,
SBC, or media server (maintained by the partner service provider) over the
public Internet. Here again, this would likely involve multiple separate hops

between different nodes of the public Internet.

[0015] If the call is directed to a called party’'s analog telephone that is
connected to a PSTN, the outbound gateway or media server would deliver
the data packets to the PSTN. But the PSTN itself might carry the call as data
packets through a private data network until the data packets arrive at a
gateway or server that is located near the called party’s analog telephone. At
that point, the data packets would be converted into analog signals that are
transmitted to the called party’s analog telephone over the PSTN. Thus, the
data packets may also be carried over a private data network maintained by
the PSTN. This same basic process also occurs if the called party’s

telephony device is provided with service from a second IP telephony system.
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[0016] The multiple hops along all these various transmission devices can
lead to significant transmission delays that negatively affect call quality. Also,
when so many different devices are responsible for the delivery of the data
packets, there are many potential sources of error which can result in delay,
lost packets, and problems with jitter. And, as noted above, with the present
system of routing telephone calls, about the only aspect that the IP telephony
system can control is the quality of the transmission path between the
inbound gateway or media server and the outbound gateway or media server.
Further, even that control is exerted using only historical call quality data that
provides no guarantee that the inbound and outbound gateways or media
servers selected for a new call will provide the same call quality for the new

call as they did for previous calls.

[0017] In an attempt to address the above-discussed problems a new Voice
over Internet Protocol routing specification has been developed that provides
greater control over how data packets bearing the media of an IP telephone
call are routed between a calling party’s telephony device and a called party’s
telephony device. The new specification, which is called Interactive
Connectivity Establishment (ICE) is explained in detail in IETF RFC 5245, by
Jonathan Rosenberg, published April 1, 2010, the contents of which are

hereby incorporated by reference.

[0018] When the ICE specification is used to route an IP telephone call, the
signaling that sets up the call still traverses the lengthy, multiple hop path
described above. However, the ICE specification makes it possible to route
the data packets bearing the media of the telephone call in a more direct and
controlled fashion. Under the ICE method, the calling party’s telephony
device and the called party’s telephony device communicate with one another
during call setup to determine the best way to route data packets between
each other. During this process, each of the telephony devices will compile a
list of media relays that could be used to route data packets to and from itself.
The calling party's telephony device sends its candidate list to the calling
party’s telephony device, and vice versa.

5



WO 2013/043308 PCT/US2012/052240

[0019] Each telephony device then creates a list of candidate pairs that could
be uéed to communicate data packets between the calling party’s telephony
device and the called party’s telephony device. Each pair includes one
candidate from the calling party’s list and one candidate from the called
party’s list. The candidate pairs are ranked based upon some ranking
scheme that is intended to predict which candidate pairs will likely result the
best communications. Note, these rankings are not based upon any real
world or real-time testing. The rankings are simply based upon a
predetermined rules that attempt to predict which candidate pairs will provide

the best communication paths.

[0020] At least one of the telephony devices will then attempt to send a
message to the other telephony device using the highest ranked candidate
pair on the list. If the message is received by the other telephony device, it
sends back a response. The telephony devices start with the highest ranked
candidate pairs. And as soon as one of the candidate pairs succeeds in
providing a communication path in both directions, the telephony devices will
use that candidate pair to communicate data packets bearing the media of the
telephone call. If the highest ranked candidate pair fails to provide an
effective two-way path between the telephony devices, the telephony devices
move on to the next-highest ranked candidate pair.

[0021] While the ICE specification ensures that the pair of media relays that is
initially used to route data packets between a calling party’s telephony device
and a called party’s telephony device will be operable, there is no guarantee
that the selected pair of media relays will provide high call quality. As noted
above, no real time or real world testing is performed to verify which of the
candidate pairs will provide the best quality. Instead, the rankings are only
based upon predicative predetermined rules. Also, the first candidate pair
that provides two way communications is used as the path for the call. This
means that if the first candidate pair works, but provides poor call quality, and

the second candidate pair on the list would have provided excellent call
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quality, the call will still be established over the lower quality path between the

first candidate pair.

[0022]

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] Figure 1 is a diagram of a communications environment including
various elements which are associated with an Internet protocol (IP)

telephony system operating in accordance with the invention;

[0024] Figure 2 is a diagram of various elements of a processor that forms
part of an IP telephony system;

[0025] Figure 3 is a block diagram illustrating elements of software which can
be run on an IP telephony device to control the routing of data packet
communications that will carry telephone calls and other forms of telephony

communications;

[0026] Figure 4 is a diagram illustrating selected elements of an IP telephony
system which includes a path engine that supplies recommended data

transmission paths to IP telephony devices;

[0027] Figure 5 is a diagram illustrating a database of potential data

transmission paths and associated call quality ratings;

[0028] Figure 6 is a diagram illustrating elements of an IP communication
environment that shows how call setup signaling and media data traverse

paths across the IP communication environment;

[0029] Figure 7 is another diagram illustrating elements of an IP
communication environment that shows how call setup signaling and media

data traverse paths across the IP communication environment;
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[0030] Figure 8 is a diagram illustrating steps of a method of setting up and

routing a call in an IP communication environment;

[0031] Figure 9 is a diagram illustrating steps of a method of monitoring call

quality and rerouting a call; and

[0032] Figure 10 is a diagram illustrating steps of another method of

monitoring call quality and rerouting a call.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[0033] The following detailed description of preferred embodiments refers to
the accompanying drawings, which illustrate specific embodiments of the
invention. Other embodiments having different structures and operations do
not depart from the scope of the present invention.

[0034] In the following description, the terms VOIP system, VOIP telephony
system, IP system and IP telephony system are all intended to refer to a
system that connects callers and that delivers data, text or video

communications using Internet protocol data communications.

[0035] As illustrated in Figure 1, a communications environment is provided to
facilitate IP based communications. A first IP telephony system 120 enables
connection of telephone calls between its own customers and other parties via
data communications that pass over a data nétwork. The data network is
commonly the Internet 110, however, private data networks may form all or a
portion of the data communication path. The IP telephony system 120 is
connected to the Internet 110. In addition, the IP telephony system 120 is
connected to both a first publicly switched telephone network (PSTN) 130 and
a second PSTN 140 via one or more gateways 122.

[0036] The gateway 122 allows users and devices that are connected to the

first and second PSTNs 130, 140 to connect with users and devices that are

reachable through the first IP telephony system 120, and vice versa. In some
8
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instances, the gateway 122 would be a part of the first IP telephony system
120. In other instances, the gateway 122 could be maintained by a third

party.

[0037] Customers of the first IP telephony system 120 can place and receive
telephone calls using an IP telephone 108 that is connected to the Internet
110. Such an IP telephone 108 could be connected to an Internet service
provider via a wired connection or via a wireless router. In some instances,
the IP telephone 108 could utilize a cellular telephone system to access the
Internet 110.

[0038] Alternatively, a customer could utilize a normal analog telephone 102a
which is connected to the Internet 110 via a telephone adapter 104. The
telephone adapter 104 converts analog signals from the telephone 102a into
data signals that pass over the Internet 110, and vice versa. Also, as
illustrated in Figure 1, multiple analog telephone devices 102a and 102b could
all be coupled to the same telephone adaptor 104. Analog telephone devices
include, but are not limited to, standard telephones and document imaging
devices such as facsimile machines. A configuration using a telephone
adapter 104 is common where all of the analog telephone devices 102a, 102b
are located in a residence or business, and all of the telephone devices are
connected to the same telephone adapter. With this configuration, all of the
analog telephone devices 102a, 102b share the same telephone number
assigned to the telephone adaptor 104. Other configurations are also
possible where multiple communication lines (e.g., a second telephone

number) are provisioned by the IP telephony system 120.

[0039] In addition, a customer could utilize a soft-phone client running on a
computer 106 to place and receive IP based telephone calls, and to access
other IP telephony systems (not shown). In some instances, the soft-phone
client could be assigned its own telephone number. In other instances, the

soft-phone client could be associated with a telephone number that is also
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assigned to an IP telephone 108, or to a telephone adaptor 104 that is

connected to one or more analog telephones 102.

[0040] A third party using the first analog telephone 132 which is connected to
the first PSTN 130 may call a customer of the IP telephony system 120. In
this instance, the call is initially connected from the first analog telephone 132
to the first PSTN 130, and then from the first PSTN 130, through the gateway
122 to the first IP telephony system 120. The first IP telephony system 120
then routes the call to the customer’s IP telephony device. A third party using
the first cellular telephone 134 could also place a call to an IP telephony
system customer, and the connection would be established in a similar
manner, although the first link would involve communications between the first
cellular telephone 134 and a cellular telephone network. For purposes of this
explanation, the cellular telephone network is considered part of the first
PSTN 130.

[0041] In addition, mobile computing devices which include cellular telephone
capabilities could also be used to place telephone calls to customers of the IP
telephony system. The first mobile computing device 136, as illustrated in
Figure 1, might connect to the first PSTN 130 using its celluiar telephone
capabilities. However, such devices might also have the ability to connect
wirelessly via some other means. For example, the mobile computing device
136 might communicate with a wireless data router to connect the first mobile
computing device 136 directly to a data network, such as the Internet 110. In
this instance, communications between the first mobile computing device 136
and other parties could be entirely carried by data communications which
pass from the first mobile computing device 136 directly to a data network
110. Of course, alternate embodiments could utilize any other form of wired

or wireless communications path to enable communications.

[0042] Users of the first IP telephony system 120 are able to access the
service from virtually any location where they can connect to the Internet 110.

Thus, a customer could register with an IP telephony system provider in the

10
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U.S., and that customer could then use an IP telephone 108 located in a
country outside the U.S. to access the services. Likewise, the customer could
also utilize a computer outside the U.S. that is running a soft-phone client to
access the first IP telephony system 120. Further, in some instances a user
could place a telephone call with the first analog telephone 132 or first cellular
telephone 134 that is routed through the first PSTN 130 to the first IP
telephony system 120 via the gateway 122. This would typically be
accomplished by the user calling a local telephone number that is routed to
the first IP telephony system 120 via the gateway 122. Once connected to the
first IP telephony system 120, the user may then place an outgoing long
distance call to anywhere in the world using the first IP telephony system’s
network. Thus, the user is able place a long distance call using lower cost IP
telephony service provided by the first IP telephony system 120, rather than a
higher cost service provided by the first PSTN 130.

[0043] Figure 1 also illustrates that a second IP telephony system 170 may
interact with the first IP telephony system 120 via the Internet 110. For
example, customers of the second IP telephony system 170 may place calls
to customers of the first IP telephony system 120. In that instance, assets of
the second IP telephony system 170 interact with assets of the first IP
telephony system 120 to setup and carry the telephone call. Conversely,
customers of the first IP telephony system 120 can place calls to customers of
the second IP telephony system 170.

[0044] The second IP telephony system could also interact with customers of
a second PSTN 140 via a gateway 172. The second PSTN 140 may be
connected to a second analog telephone 174, a second cellular telephone

176 and a second mobile computing device 178.

[0045] In the following description, we will assume that the first IP telephony
system 120, the first PSTN 130, the IP telephone 108, the VOIP adaptor 104,
the first analog telephone 132, the first cellular telephone 134 and the first

mobile computing device 136 are all located in a first country. Also, the

11
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second IP telephony system 170, the second PSTN 140, the second analog
telephone 174, the second cellular telephone 176 and the second mobile

computing device 178 are all located in a second country.

[0046] Figure 2 illustrates elements of a computer processor 250 that can be
used as part of the first or second IP telephony systems 120, 170 to
accomplish various functions. Each of the IP telephony systems 120, 170
could include multiple processors 250 located at various locations in the
system, along with their operating components and programming, each
carrying out a specific or dedicated portion of the functions performed by the
IP telephony systems 120, 170.

[0047] The processor 250 shown in Figure 2 may be one of any form of a
general purpose computer processor used in accessing an IP-based network,
such as a corporate intranet, the Internet or the like. The processor 250
comprises a central processing unit (CPU) 252, a memory 254, and support
circuits 256 for the CPU 252. The processor 250 also includes provisions
258/260260 for connecting the processor 250 to customer equipment and to
service provider equipment, as well as possibly one or more input/output
devices (not shown) for accessing the processor and/or performing ancillary
or administrative functions related thereto. The provisions 258/260260 are
shown as separate bus structures in Figure 2; however, they may alternately
be a single bus structure without degrading or otherwise changing the
intended operability of the processor 250.

[0048] The memory 254 is coupled to the CPU 252, The memory 254, or
computer-readable medium, may be one or more of readily available memory
such as random access memory (RAM), read only memory (ROM), floppy
disk, hard disk, flash memory or any other form of digital storage, local or
remote, and is preferably of non-volatile nature. The support circuits 256 are
coupled to the CPU 252 for supporting the processor in a conventional
manner.  These circuits include cache, power supplies, clock circuits,

input/output circuitry and subsystems, and the like.

12
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[0049] A software routine 262, when executed by the CPU 252, causes the
processor 250 to perform processes of the disclosed embodiments, and is
generally stored in the memory 254. The software routine 262 may also be
stored and/or executed by a second CPU (not shown) that is remotely located
from the hardware being controlled by the CPU 252. Also, the software
routines could also be stored remotely from the CPU. For example, the
software could be resident on servers and memory devices that are located
remotely from the CPU, but which are accessible to the CPU via a data

network connection,

[0050] The software routine 262, when executed by the CPU 252, transforms
the general purpose computer into a specific purpose computer that performs
one or more functions of the IP telephony system 120. Although the
processes of the disclosed embodiments may be discussed as being
implemented as a software routine, some of the method steps that are
disclosed therein may be performed in hardware as well as by a processor
running software. As such, the embodiments may be implemented in
software as executed upon a computer system, in hardware as an application
specific integrated circuit or other type of hardware implementation, or a
combination of software and hardware. The software routine 262 of the
disclosed embodiments is capable of being executed on any computer
operating system, and is capable of being performed using any CPU

architecture.

[0051] In the following description, references will be made to an “IP telephony
device.” This term is used to refer to any type of device which is capable of
interacting with an IP telephony system to complete a telephone call. An IP
telephony device could be an IP telephone, a computer running IP telephony
software, a telephone adapter which is connected to an analog telephone, or
some other type of device capable of communicating via data packets. An IP
telephony device could also be a cellular telephone or a portable computing

device that runs a software client that enables the device to act as an IP

13
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telephone. Thus, a single device might be capable of operating as both a
cellular telephone and an IP telephone.

[0052] Moreover, certain devices that are not traditionally used as telephony
devices may act as telephony devices once they are configured with
appropriate client software. Thus, some devices that would not normally be
considered telephony devices may become telephony devices or IP telephony
devices once they are running appropriate software. One example would be
a desktop or a laptop computer that is running software that can interact with
an IP telephony system over a data network to conduct telephone calls.
Another example would be a portable computing device, such as an Apple

hTM

iPod touch'™, which includes a speaker and a microphone. A software

h™ can than be run so that the

application loaded onto an Apple iPod touc
Apple iPod touch can interact with an IP telephony system to conduct a

telephone call.

[0053] The following description will also refer to telephony communications
and telephony activity. These terms are intended to encompass all types of
telephone calls, regardless of whether all or a portion of the calls are carried
in an analog or digital format. These terms are also intended to encompass
data communications that are conveyed through a PSTN or VOIP telephony
system, such as facsimile transmissions, text messages, SMS messages,
MMS messages, video messages, and all other types of data communications
sent by or received by a user. In other words, these terms are intended to
encompass any communications whatsoever, in any format, which traverse all

or a portion of a communications network or telephony network.

[0054] The inventors have developed alternate methods of routing the data
packets bearing the media of a telephone call which can provide more reliable
call quality than the ICE specification. Under the inventors’ methods, actual
tests of data packet transmissions though multiple potential paths between a
calling party’s IP telephony device and a called party’s telephony device are

conducted during the initial call setup procedure. The test results are then
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used to select the path which offers the best call quality at the time the call is
being setup. Also, the call quality is monitored as the call progresses. If the
call quality on the selected path deteriorates below a threshold level, tests are
again conducted on multiple potential alternate paths. If one of the alternate
paths offers better call quality, the call is switched from the initial path to the
alternate path having the best call quality at that point in time.

[0055] Because tests of call quality on various potential paths are conducted
at the time the call is being connected, the inventors’ methods ensure that the
initial path selected for the call is actually working better than any of the other
potential paths. Also, if it becomes necessary to switch the call to an alternate
path, the inventors’ methods ensure that the call is switched to an alternate
path that is currently providing the best quality, as compared to the existing
path, or the other alternate paths.

[0056] Before discussing the details of the inventors’ routing methods, we will
first review the elements used to accomplish the routing. Thereafter, details

of the routing methods will be explained.

[0057] Software resident on the calling party’s telephony device, and possibly
also on the called party’s telephony device, is used to select the path that will
be used for the media of an IP telephone call. Figure 3 illustrates some of the

major elements of that software.

[0058] As shown in Figure 3, the client software 300 includes a potential path
determination unit 302 which operates to generate a list of potential paths that
could be used to communicate data packets between the calling party’s
telephony device and the called party’s telephony device. Each path would
include one or more media relays through which data packets will be routed,
similar to the ICE specification explained above. In some instances, only a
single media relay will be included in a path. In other instances, two media
relays will be included in a path. In still other instances, more than two media

relays will be included in each path.
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[0059] The potential path determination unit 302 may generate a list of
potential paths based on available information. In other embodiments, the
potential path determination unit 302 may obtain a list of potential paths from
a path engine of an IP telephony system, as will be described in more detail
below. The potential path determination unit may also generate a list of
potential paths based, at least in part, on communications exchanged with the
called party’s telephony device, or with an element of an IP telephony system
or a PSTN that will be responsible for delivering the data packets to the called

party’s telephony device.

[0060] The client software also includes a path quality testing unit 304 which
tests for call quality on each of multiple potential paths that have been
identified by the potential path determination unit 302. Testing for call quality
along a path involves sending test data packets back and forth between the
media relays of the path. Measures of the test data transmissions are taken,
such as packet loss, delay, jitter, and other related measures Those
measures are then used to determine a call quality measure for the path. The
actual data transmission measures used, and the way those measures are
combined to arrive at a call quality measure could vary over time or
depending on the type of path being evaluated, or the number and types of

media relays within a path.

[0061] For example, a mean opinion score (MOS) and/or a perceptual
evaluation of speech quality (PESQ) measure may be calculated for potential
paths. These measures are determined by relatively complex algorithms that
take into account things like packet loss, jitter and delay. Those measures

could then be used to select the best initial media path for the call.

[0062] The client device software 300 also includes a path selection unit 306
that will evaluate the results provided by the path quality testing unit 304. The
path selection unit 306 may take other information about a potential path into
account, such as historical data, and information indicative of how the quality

of a path changes at different times of the day, or on different days of the
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week. This additional information may be obtained from a path engine of an IP
telephony system (as explained in greater detail below), or from other
sources. Based on all the available data, the path selection unit 306 then

selects the initial path that is to be used for a call.

[0063] The client device software 300 also includes a path switching unit 308.
As will be described in more detail below, once a telephone call has been
established on an initial path between the calling party’s telephony device and
the called party’s telephony device, the path switching unit 308 monitors the
call quality of the initial path. If the call quality deteriorates below a threshold
value during the call, the path switching unit 308 acts to re-route the call to a
path offering better call quality.

[0064] In alternate embodiments, the path switching unit 308 monitors the call
quality of both the path that is currently in use, and the call quality on one or
more alternate paths as the call progresses. If the call quality on an alternate
path rises to a level that is significantly higher than the call quality of the path
that is currently in use, the path switching unit 308 will cause the call to switch
to the higher quality alternate path.

[0065] As mentioned above, the call path determination unit 302 of the client
device software may obtain a list of potential paths from a path engine of an
IP telephony system. Figure 4 illustrates an IP telephony system 400 that
includes a Call Detail Record (CDR) database 402, a billing unit 404, and a
path engine 406.

[0066] The path engine 406 identifies potential media paths that can be used
for data communications between different locations. The path engine also
conducts periodic testing of the data transmissions that can be achieved
through those paths. The path engine then assigns a quality rating to each
potential path. The quality rating can be based on just the testing, or on both
testing and historical data of past quality offered through the potential paths.
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The identified potential paths and the quality ratings are then stored in a

database.

[0067] As illustrated in Figure 4, the path engine 406 includes a path database
410. As noted above, the path database lists combinations of media relays
that can be used to communicate data between different locations. The
database may also include a quality rating for each path. The quality ratings
could be based on data packet transmission tests that are conducted by the
path evaluation unit 412 of the path engine 406. As mentioned above, the
quality rating could be based on a MOS or PESQ measure that is calculated
based on certain data packet transmission statistics. In some embodiments,
the path evaluation unit 412 periodically sends a stream of data packets
between the media relay pair of each path to test how well data packets are
being communicated between the media relay pair. This could include
compiling packet loss, delay, jitter and other transmission statistics for the test
data packets. The results of this testing could then be evaluated to determine
a quality rating for the path.

[0068] The path engine may also include a historical database 414 which
includes historical data about the data transmission quality provided by paths
between media relay pairs. The historical data could include information
about how the data transmission quality of a path varies based on the time of
day, the day of the week, or some other time varying characteristic. This
historical database might also include long term averages of the data

transmission quality offered by various paths.

[0069] The path evaluation unit 412 may take the information in the historical
database 414 into account, along with the test data, in determining a quality
rating for a particular path. Thus, the quality ratings listed in the path

database 410 may be based on more than just actual test data.

[0070] The paths in the database are periodically retested so that the quality

ratings in the database remain reliable. As a result, the ordering of the
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individual paths can shift over time as the quality ratings change. Also, a
quality rating for a path might change between retesting steps if the path is
known to have a time varying nature. For example, if it is known that the
quality of a path will get better or worse during certain times of the day or
during certain days of the week, the quality rating of the path may be updated
between retesting steps to reflect this aspect of the path quality.

[0071] In some embodiments, when a user requests that a call be setup
between his telephony device and a called party’s telephony device, the
potential path determination unit 302 of the client device software 300 on the
user's telephony device sends a query to the path engine 406 of an IP
telephony system. This query is received by a potential path generation unit
416. The potential path generation unit 416 consults the path database 410
to determine what paths are available to communicate data packets between
the calling party’s telephony device and the called party’s telephony device.
The potential path generation unit 416 then sends a list of potential paths to
the potential path generation determination unit 302 of the client device
software 300 on the calling party’s telephony device.

[0072] The list of potential paths sent to the calling party’s telephony device
can simply be a list of media relays in each path. The list of paths may be
provided in the order of the quality ratings. The list provided to the calling
party’s telephony device might also include the actual quality ratings from the
path database 410. In some instances, the list may identify the media relays
based on a special nomenclature. In other instances, the IP addresses of the

media relays in each path may be provided as part of the list.

[0073] The path database can take the general form illustrated in Figure 5.
Figure 5 is just one representation of how the path database 410 could be
organized. The path database 410 could also be formatted in multiple
different alternative ways. Also, a path database will not necessarily include a
quality rating for each path. In the path database illustrated in Figure 5,

combinations of locations are listed down the left hand side of the table. One
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or more paths are then listed for each location pair. In this embodiment, each
path includes a pair of media relays that can be used to communicate data
packets between the two locations. In the example shown in Figure 5, there
is also a quality rating for each path. In alternate embodiments, more than

two media relays could be included in one or more of the paths.

[0074] As illustrated in Figure 5, the paths for each pair of locations may be
listed in the order of the data transmission quality they provide. In the table
illustrated in Figure 5, the path with the highest quality rating is always listed
as the first path. The path with the next-highest quality rating appears

second, and so forth.

[0075] In an alternate embodiment, when a user requests that a call be setup
between his telephony device and a called party’s telephony device, the
potential path determination unit 302 of the client device software 300 on the
user's telephony device obtains or generates a list of potential paths in some
other fashion. For example, the potential path determination unit 302 could
cause a process to be performed that is identical or similar to the one that is
performed according to the ICE specification described above. This would
involve communicating with the called party’s telephony device to generate a
list of potential media relay pairs that could be used to communicate data
between the calling party’s telephony device and the called party’s telephony

device.

[0076] A method of setting up a telephone call between a calling party’s
telephony device and a called party’s telephony device will now be explained
with reference to Figures 6-8. Figures 6 and 7 illustrate elements of a
communication environment in which the call will be established. Figure 8

iHustrates steps of a method of setting up and maintaining the call.

[0077] Figure 6 illustrates that a calling party’s telephony device 636 is located
in Israel. The calling party’s telephony device 636 would include client device

software as illustrated in Figure 3. The calling party’s telephony device 636 is
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capable of communicating over a local cellular network 630, or through a
wireless router 632 to send data packets to and receive data packets from the
Internet 610. For purposes of this explanation, we will assume that the calling
party telephony device 636 utilizes the wireless router 632 to access the
Internet 610.

[0078] In this example, the calling party’'s telephony device 636 will be
attempting to establish a call with a called party’s telephony device 690
located in India. The called party’s telephony device 690 is provided with
telephone service by an IP telephony system or PSTN 640 that is also located
in India. The IP telephony system or PSTN 640 includes a plurality of
gateways 642, 644, 646.

[0079] The calling party's telephony device 636 obtains telephony service
from an IP telephony system 620, which can be located anywhere. In the
example illustrated in Figures 6 and 7, the IP telephony system 620 maintains
a plurality of media relays in various geographic locations. In one
embodiment, a first media relay 670 is located in Israel, a second media relay
672 is located in the United Kingdom and a third media relay 674 is located in
China. In addition, the IP telephony system 620 has an inbound proxy server
680 and an outbound proxy server 682, as well as a path engine 684 in
locations other than the locations of the media relays, such as in the United
States.

[0080] With reference to Figure 8, in step S802, when a user of the calling
party’'s telephony device 636 dials the telephone number of the called party’s
telephony device 690, the client device software 300 on the calling party’s
telephony device 636 receives this command as a call setup request. In step
S804, the potential path determination unit 302 of the client device software
300 will generate or obtain a list of potential paths that can be used to
communicate with the called party’s telephony device 690. This could be
accomplished in multiple different ways.
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[0081] In some embodiments, the potential path determination unit 302 on the
calling party’s telephony device 636 would engage in communications with the
called party’s telephony device 690 to negotiate a list of potential media relay
pairs. This would be similar to the actions that are performed under the ICE

specification, as described above.

[0082] In this situation, the signaling between the calling party’s telephony
device 636 and the called party’'s telephony device 690 would travel via a
signaling path 602 denoted by solid lines with arrows appearing in Figure 6
(note, only a portion of all the hops made by the signaling path 602 are
labeled for the sake of clarity in the drawing). This means the call setup
signals would travel from the calling party’s telephony device 636 to the
wireless router 632, then on to a first node 612 of the Internet 610. The
signaling would pass through second and third nodes 614, 616 of the Internet
610, and then on to the inbound proxy server 680 of the IP telephony system
620. The IP telephony system would select an outbound proxy server 682
that can pass the signals off to the IP telephony system or PSTN in India 640
that provides service to the called party’s telephony device 690. Thus, the
signaling would pass to the outbound proxy server 682, and then to a gateway
642 of the IP telephony system or PSTN in India 640. The signaling would
travel between two other gateways 644 and 646 before ultimately being
delivered to the called party’s telephony device 690.

[0083] All of the signaling that passes back and forth between the calling
party's telephony device 636 and the called party’s telephony device 690 as
they negotiate a list of potential paths that can be used to carry the media of
the telephone call will traverse this same path shown by the solid arrowed

lines in Figure 6.

[0084] In an alternate embodiment, the potential path determination unit 302
on the called party’s telephony device 636 sends a query to the path engine
684 of the IP telephony system 620 asking for a list of potential paths that

could be used to establish a telephone call. As explained above, a potential
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path generation unit 416 of the path engine 684 would return a list of paths to
the calling party’s telephony device 636.

[0085] Once the potential path determination unit 302 of the client device
software on the calling party’s telephony device 636 has a list of potential
paths, in step S806, a path quality testing unit 304 on the calling party’s
telephony device 636 conducts testing of each path to determine how well
each path can communicate data packets. When the testing is complete, in
step S808, the path selection unit 306 of the client device software on the
calling party’s telephony device 636 selects an initial media path 604 for the
media of the telephone call. As noted above, the selection could be made
based on the test results alone, or based on the test results and additional
information, such as historical data. The selection of the initial path may also
be based on a quality rating for the paths that has been sent back by the path
engine 684 of the IP telephony system 620.

[0086] Figure 6 indicates that the initial media path 604 selected by the path
selection unit 306 of the client device software on the calling party’s telephony
device 636 is the first media relay 670 located in Israel and the gateway 646
in the IP telephony system or PSTN in India 640. The dashed line with arrows
indicates the initial path 604 that media packets will travel between the calling
party’s telephony device 636 and the called party’s telephony device 690. As
stated earlier with respect to the signaling path 602, only a portion of the initial
media path 604 hops are labeled for the sake of clarity in the drawings, but
the media path includes all dashed lines in Figure 6. Once the selection is
made, in step $810 the call is setup along the selected initial path 604.

[0087] In step S812, a path switching unit 308 of the client device software on
the calling party’s telephony device 636 monitors the call quality on the initial
path 604 while the call continues. If the call quality deteriorates below a
threshold amount, or if the call quality on an alternate path becomes

significantly better than the call quality on the initial path 604, the path
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switching unit will cause the media to switch to an alternate path offering

better call quality.

[0088] Figure 7 illustrates that the path switching unit 308 of the client device
software on the calling party’s telephony device 636 decided to switch the call
to an alternate media path 704 that includes the third media relay 674 in
China, and the same gateway 646 that is part of the IP telephony system or
PSTN in India 640. As stated above with respect to Figure 8, the alternate
media path 704 is denoted by all dashed lines in Figure 7.

[0089] Finally, once one of the parties hangs up or otherwise terminates the
call, in step S814 the call would be ended. The tear down procedures could
include storing a final call detail record for the call in the IP telephony system

620 so that the calling party can be billed for the call.

[0090] As explained above, once a call has been started over an initial path,
the path switching unit 308 of the client device software on the calling party’s
telephony device 636 monitors the call quality over the initial path. The call is
switched to an alternate path under certain circumstances. This monitoring
and potential switching of the path is step S812 of the method illustrated in
Figure 8. Figure 9 illustrates one method which corresponds to the monitoring

and switching step.

[0091] The method illustrated in Figure 9 begins in step S902, where a time
counter T is set to 0. The method proceeds to step S904, where a check is
performed to determine if the value of the time counter T exceeds a
predetermined value X. If not, the method proceeds to step S906, where the
time counter T is indexed. The method then loops through steps S904 and
S906 until the value of the time counter T is greater than X, at which point the
method proceeds to step S908.

[0092] In step S908, all potential paths for the ongoing telephone call are

again obtained. However, in alternate embodiments, this step is not
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performed, and the list of potential paths that was originally obtained during

call setup is reused.

[0093] The method then proceeds to step S910, where the potential paths are
re-tested. In step S912, the client device software determines if an alternate
path has better call quality than the path that is currently in use for the call. If
not, the method loops back to step S902, and the steps described above are

repeated.

[0094] If the result of the determination in step S912 indicates that an
alternate path offers better call quality than the path presently in use, the
method proceeds to step S914, where the call is switched to the alternate
path with better call quality. Thereafter, the method loops back to step S902.

[0095] The analysis performed in step S912 could simply be a determination
about whether any of the alternate paths offer better call quality than the path
presently in use. In alternate embodiments, the analysis could provide an
indication about whether any of the alternate paths are better than the path
presently in use by more than a threshold amount. In that event, the call will
only be switched to an alternate path if the alternate path offers a significantly
better call quality than the path presently in use.

[0096] By adjusting the value of X in this method, one can adjust how often
the paths are re-tested. This value could be adjusted over time to balance the
need to maintain high call quality against the extra signaling that must occur

to accomplish the retesting.

[0097] Figure 10 illustrates an alternate method of monitoring call quality and
deciding whether to switch to an alternate path. This method begins in step
S$1002, where a time counter T is set to 0. The method proceeds to step
S1004, where a check is performed to determine if the value of the time
counter T exceeds a predetermined value X. If not, the method proceeds to

step S1006, where the time counter T is indexed. The method then loops
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through steps S1004 and S1006 until the value of the time counter T is
greater than X, at which point the method proceeds to step S1008.

[0098] In step S1008, only the path currently in use is retested for call quality.
The method then proceeds to step S1010, where a determination is made
about whether the current call quality is higher than a threshold level. If the
current call quality exceeds the threshold, the method loops back to step
S1002, and the above-described steps are repeated. '

[0099] If the determination made in step S1010 indicates that the current call
quality is lower than the threshold level, the method proceeds to step $1012
where the potential paths for the call are again obtained. In some
embodiments, this step would not be performed, and the list of potential paths
that were originally obtained during the call setup would be reused.

[00100] In step S$1014, all the potential paths are re-tested for call quality.
Then, in step S1016, a determination is made about whether any of the
alternate paths provide better call quality that the path that is currently in use.
In not, the method loops back to step S1002, and all the above steps are
repeated. If so, the call is switched to the alternate path offering the best call
quality. The method then loops back to step S1002.

[00101] Here again, the analysis performed in step S1016 could simply be
a determination about whether any of the alternate paths offer better call
quality than the path presently in use. In alternate embodiments, the analysis
could provide an indication about whether any of the alternate paths are better
than the path presently in use by more than a threshold amount. In that
event, the call will only be switched to an alternate path if the alternate path

offers a significantly better call quality than the path presently in use.

[00102] In the method illustrated in step 10, the quality of all the potential
paths is only retested if the quality of the path present in use falls below a
threshold value. Thus, the method illustrated in Figure 10 will likely result in
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less signaling to maintain call quality, as compared to the method illustrated in

Figure 9, where the quality of all paths is retested on a periodic basis.

[00103] In the methods described above, the paths that were tested and
the paths that were used included two media relays through which data
packets are to be routed as the data packets pass back and forth between
two telephony devices. In alternate embodiments, the path may only
comprise a single media relay, or the path could include more than two media

relays.

[00104] The terminology used herein is for the purpose of describing
particular embodiments only and is not intended to be limiting of the invention.
As used herein, the singular forms “a”, “an” and “the” are intended to include
the plural forms as well, unless the context clearly indicates otherwise. It will
be further understood that the terms “comprises” and/or “comprising,” when
used in this specification, specify the presence of stated features, integers,
steps, operations, elements, and/or components, but do not preclude the
presence or addition of one or more other features, integers, steps,

operations, elements, components, and/or groups thereof.

[00105] While the invention has been described in connection with what is
presently considered to be the most practical and preferred embodiment, it is
to be understood that the invention is not to be limited to the disclosed
embodiment, but on the contrary, is intended to cover various modifications
and equivalent arrangements included within the spirit and scope of the

appended claims.
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WHAT IS CLAIMED IS:

1. A method of routing a Voice over Internet Protocol

communication, comprising:

receiving, at an originating telephony device, a request to setup
a communications channel between the originating telephony device and a
destination telephony device;

identifying a plurality of media paths for the communications
channel;

testing, from the originating telephony device, at least one of the
plurality of media paths;

selecting one of the plurality of media paths as an initial media
path for the communications channel based on a result of the testing step;
and

establishing the communications channel over the initial media
path.

2. The method of claim 1, wherein the testing step comprises

testing a communications quality of each of the plurality of media paths.

3. The method of claim 1, wherein the identifying step comprises
identifying a plurality of media relay pairs through which the communications
channel could be established, each media relay pair comprising a portion of a

media path for the communications channel.

4. The method of claim 1, wherein the testing step comprises
obtaining a plurality of measures of data packet transmission statistics for the

at least one media path.

5. The method of claim 4, wherein the plurality of measures of data
packet transmission statistics for the at least one media path are combined to

obtain a measure of a communications quality of the at least one media path.
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6. The method of claim 1, further comprising:

retesting the initial media path on a periodic basis after the
communications channel has been established;

determining if a communications quality of the initial media path
is above a predetermined threshold quality level each time that the retesting
step is performed; and

causing the communications channel to switch from the initial
media path to an alternate media path if the communications quality of the

initial media path is lower than the threshold quality level.

7. The method of claim 6, wherein the causing step comprises:
testing a communications quality of one or more alternate media
paths for the communications channel;
determining if the communications quality of an alternate media
path is higher than the communications quality of the initial media path; and
causing the communications channel to switch from the initial
media path to an alternate media path if the communications quality of the
alternate media path is higher than the communications quality of the initial

media path.

8. The method of claim 1, further comprising:

retesting the communications quality of the initial media path
and a plurality of alternate media paths for the communications channel on a
periodic basis after the communications channel has been established on the
initial media path;

determining if the communications quality of the alternate media
path having the highest communications quality is higher than the
communications quality of the initial media path by more than a threshold
amount each time that the retesting step is performed; and

causing the communications channel to switch from the initial

media path to the alternate media path having the highest communications
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quality if the result of the determining step indicates that the communications
quality of the alternate media path having the highest communications quality
is higher than the communications quality of the initial media path by more

than the threshold amount.

9. The method of claim 1, wherein the identifying step comprises
sending communications to and receiving communications from the
destination telephony device, the communications being used to identify the

plurality of media paths for the communications channel.

10.  The method of claim 1, wherein the identifying step comprises
obtaining, from a routing engine of an Internet protocol telephony system, a

list of potential media paths for the communications channel.

11. A non-transitory computer readable medium having instructions
stored thereon, which when executed cause one or more computers to
perform a method comprising:

receiving, at an originating telephony device, a request to setup
a communications channel between the originating telephony device and a
destination telephony device;

identifying a plurality of media paths for the communications
channel;

testing, from the originating telephony device, at least one of the
plurality of media paths;

selecting one of the plurality of media paths as an initial media
path for the communications channel based on a result of the testing step;
and

establishing the communications channel over the initial media
path.
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12.  The non-transitory computer readable medium of claim 11,
wherein the testing step comprises testing a communications quality of each

of the plurality of media paths.

13.  The non-transitory computer readable medium of claim 11,
wherein the identifying step comprises identifying a plurality of media relay
pairs through which the communications channel could be established, each
media relay pair comprising a portion of a media path for the communications

channel.

14.  The non-transitory computer readable medium of claim 11,
wherein the testing step comprises obtaining a plurality of measures of data

packet transmission statistics for the at least one media path.

15.  The non-transitory computer readable medium of claim 14,
wherein the plurality of measures of data packet transmission statistics for the
at least one media path are combined to obtain a measure of a

communications quality of the at least one media path.

16.  The non-transitory computer readable medium of claim 11,

wherein the method further comprises:

retesting the initial media path on a periodic basis after the
communications channel has been established;

determining if a communications quality of the initial media path
is above a predetermined threshold quality level each time that the retesting
step is performed; and

causing the communications channel to switch from the initial
media path to an alternate media path if the communications quality of the

initial media path is lower than the threshold quality level.

17.  The non-transitory computer readable medium of claim 16,

wherein the causing step comprises:
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testing a communications quality of one or more alternate media
paths for the communications channel,

determining if the communications quality of an alternate media
path is higher than the communications quality of the initial media path; and

causing the communications channel to switch from the initial
media path to an alternate media path if the communications quality of the
alternate media path is higher than the communications quality of the initial

media path.

18.  The non-transitory computer readable medium of claim 11,

wherein the method further comprises:

retesting the communications quality of the initial media path
and a plurality of alternate media paths for the communications channel on a
periodic basis after the communications channel has been established on the
initial media path;

determining if the communications quality of the alternate media
path having the highest communications quality is higher than the
communications quality of the initial media path by more than a threshold
amount each time that the retesting step is performed; and

causing the communications channel to switch from the initial
media path to the alternate media path having the highest communications
quality if the result of the determining step indicates that the communications
quality of the alternate media path having the highest communications quality
is higher than the communications quality of the initial media path by more

than the threshold amount.

19.  The non-transitory computer readable medium of claim 11,
wherein the identifying step comprises sending communications to and
receiving communications from the destination telephony device, the
communications being used to identify the plurality of media paths for the

communications channel.
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20.  The non-transitory computer readable medium of claim 11,
wherein the identifying step comprises obtaining, from a routing engine of an
Internet protocol telephony system, a list of potential media paths for the

communications channel.

21. A method of creating and maintaining a database of potential
paths for communications channels between each of a plurality of pairs of
locations, comprising:

identifying a plurality of sets of media relays that could be used
as respective paths for a communications channel between a pair of locations;

repeating the identifying step of a plurality of pairs of locations;

testing a communications quality of each path;

recording the identity of the media relays in each path, and the
associated communications quality of the path in a database; and

| retesting the communications quality of each path on a periodic

basis, and updating the database with the new communications quality

information.

22.  The method of claim 21, wherein the communications quality for
each path is also based, at least in part, on historical information about the

quality of communications between the media relays of each path.

23.  The method of claim 22, wherein the historical information is
indicative of how communications quality for a path varies based on the time

of day.
24, The method of claim 22, wherein the historical information is

indicative of how communications quality for a path varies based on the day of
the week.
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