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with the information from the second signaling message and storing the correlated information in a memory device.



WO 2011/100621 - PCT/US2011/024637

10

15

20

25

30

DESCRIPTION
METHODS, SYSTEMS, AND COMPUTER READABLE MEDIA FOR
MULTI-INTERFACE MONITORING AND CORRELATION OF DIAMETER
SIGNALING INFORMATION

PRIORITY CLAIM
This application claims the benefit of U.S. Patent Application No.
12/906,816 filed October 18, 2010, which claims the benefit of U.S.
Provisional Patent Application Serial No. 61/252,557 filed October 16, 2009.
This application further claims the benefit of U.S. P_rovisional Patent
Application Serial No. 61/304,310 filed February 12, 2010. The disclosures
of each of the applications referenced in this paragraph are incorporated

herein by reference in their entireties.

STATEMENT OF INCORPORATION BY REFERENCE

The disclosures of each of the following commonly-owned, co-
pending U.S. Patent Applications filed on February 11, 2011 are hereby
incorporated herein by reference in their entireties: ’

“‘Methods, Systems, And Computer Readable Media For Inter-
Diameter-Message Processor Routing,” Attorney Docket No. 1322/399/2
(Serial No. not yet assigned);

“‘Methods, Systems, And Computer Readable Media For Source Peer
Capacity-Based Diameter Load Sharing” Attorney Docket No. 1322/399/3
(Serial No. not yet assigned);

‘Methods, Systems, And Computer Readable Media For Inter-
Message Processor Status Sharing,” Attorney Docket No. 1322/399/4 (Serial
No. not yet assigned);

“Methods, Systems, And Computer Readablé Media For Providing
Priority Routing At A Diameter Node,”‘Attorney Docket No. 1322/399/5
(Serial No. not yet assigned);

“Methods, Systems, And Computer Readable Media For Providing
Peer Routing At A Diameter Node,” Attorney Docket No. 1322/399/6/2

(Serial No. not yet assigned);
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“Methods, Systems, And Computer Readable Media For Providing
Origin Routing At A Diameter Node,” Attorney Docket No. 1322/399/7 (Serial
No. not yet assigned);

“Methods, Systems, And Computer Readable Media For Providing
Local Application Routing At A Diameter Node,” Attorney Docket No.
1322/399/8 (Serial No. not yet assigned);

“Methods, Systems, And Computer Readable Media For Answer-
Based Routing Of Diameter Request Messages,” Attorney Docket No.
1322/399/9 (Serial No. not yet assigned);

“Methods, Systems, And Computer Readable Media For Performing
Diameter Answer Message-Based Network Management At A Diameter
Signaling Router (DSR),” Attorney Docket No. 1322/399/10 (Serial No. not
yet assigned);

“Methods, Systems, And Computer Readable Media For Diameter
Protocol Harmonization,” Attorney Docket No. 1322/399/12 (Serial No. not
yet assigned);

“Methods, Systems, And Computer Readable Media For Diameter
Network Management,” Attorney Docket No. 1322/399/13 (Serial No. not yet
assigned); and

“Methods, Systems, And Computer Readable Media For Diameter
Application Loop Prevention,” Attorney Docket No. 1322/399/14 (Serial No.
not yet assigned).

TECHNICAL FIELD
The subject matter described herein relates to methods and systems
for monitoring signaling messages. More particularly, the subject matter
described herein relates to methods, systems, and computer readable media
for multi-interface monitoring and correlation of Diameter and signaling

information.

BACKGROUND
Diameter is an authentication, authorization and accounting (AAA)
protocol for computer networks, and is a successor to Radius. The Diameter

base protocol is defined in International Engineering Task Force (IETF)

2.
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request for comments (RFC) 3588 which is incorporated by reference herein
in its entirety. Diameter messages use a per user framework and exist in the
format of request-answer messages. Diameter answer messages travel
back to the request source via the same path through which the request
message was routed using hop-by-hop transport.

Diameter messages may be exchanged between Diameter nodes for
performing various functions. For example, a mobility management entity
(MME) and a home subscriber server (HSS) may interact for authentication,
authorization, and/or accounting (AAA) purposes. While RFC 3588
discloses various aspects involving Diameter, an architecture for monitoring
Diameter signaling messages is not adequately defined.

Accordingly, fhere exists a need for methods, systems, and computer
readable media for multi-interface monitoring and correlation of Diameter

signaling information.

SUMMARY

According to one aspect, the subject matter described herein includes
a method for multi-interface monitoring and correlation of Diameter signaling
information. The method includes copying Diameter information from a first
signaling message traversing a first signaling interface. The method further
includes copying information from a second signaling message traversing a
second signaling interface. The method further includes correlating the
Diameter information from the first signaling message with the information
from the second signaling message and storing the correlated information in
a memory device.

According to another aspect, the subject matter described herein
includes a system for multi-interface monitoring and correlation of Diameter
signaling information. The system includes a first screening module for
copying Diameter information from a Diameter message traversing a first
signaling interface. The system includes a second screening module for
copying information from a second signaling message traversing a second
signaling interface. The system includes a correlation module for correlating
the Diameter information with the information from the second signaling

message and storing the correlated information in a memory device.

-3-
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The subject matter described herein can be implemented in software
in combination with hardware and/or firmware. For example, the subject
matter described herein can be implemented in software executed by a
processor. In one exemplary implementation, the subject matter described
herein may be implemented using a computer' readable medium having
stored thereon computer executable instructions that when executed by the
processor of a computer control the computer to perform steps. Exemplary
computer readable media suitable for implementing the subject matter

described herein include non-transitory devices, such as disk memory

devices, chip memory devices, programmable logic devices, and application

specific integrated circuits. In addition, a computer readable medium that
implements the subject matter described herein may be located on a single
device or computing platform or may be distributed across multiple devices
or computing platforms.

As used herein, the term “node” refers to a physical computing
platform including one or more processors and memory.

As used herein, the terms “function” or “module” refer to software in
combination with hardware and/or firmware for implementing features

described herein.

BRIEF DESCRIPTION OF THE DRAWINGS
Preferred embodiments of the subject matter described herein will

now be explained with reference to the accompanying drawings, wherein like

. reference numerals represent like parts, of which:

Figure 1 is a diagram illustrating connectivity between various nodes
and a Diameter node via Diameter interfaces according to an embodiment of
the subject matter described herein;

Figure 2 is a diagram illustrating an exemplary Diameter node for
monitoring messages via Diameter interfaces according to an embodiment of
the subject matter described herein;

Figure 3 is a diagram illustrating a data collection platform monitoring
Diameter interfaces according to an embodiment of the subject matter

described herein;
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Figure 4 is a diagram illustrating a data collection platform monitoring
various interfaces aécording to an embodiment of the subject matter
described herein;

Figure 5 is a diagram illustrating an exemplary data collection platform
for monitoring messages via various interfaces according to an embodiment
of subject matter described herein;

Figure 6 is a diagram illustrating connectivity between various nodes
and a Diameter node via various interfaces according to an embodiment of
the subject matter described herein;

Figure 7 is a diagram illustrating an exemplary Diameter signaling
gateway node for monitoring messages via various interfaces according to
an embodiment of the subject matter described herein; and

Figure 8 is a flow chart illustrating exemplary steps for providing
integrated monitoring information according to an embodiment of the subject

matter described herein.

DETAILED DESCRIPTION
Reference will now be made in detail to exemplary embodiments of
the subject matter described herein, examples of which are illustrated in the
accompanying drawings. Wherever possible, the same reference numbers
will be used throughout the drawings to refer to the same or like parts.

Figure 1 is a diagram illustrating connectivity between various nodes

-and a Diameter node via Diameter interfaces according to an embodiment of

the subject matter described herein. In the embodiment illustrated in Figure
1, various Diameter nodes, including a Diameter node 100, are depicted.
Diameter nodes may be nodes capable of implementing or using a Diameter
protocol. For example, Diameter node 100 may comprise a Diameter
signaling router (DSR) a mobility management entity (MME), a home
subscriber server (HSS) and/or authentication, authorization, and accounting
(AAA) server, a Bearer Binding and Event Reporting Function (BBERF), a
serving gateway (SGW), a packet data network gateway (PDN GW), a
charging data function (CDF), an online charging system, an offline charging
system, a policy charging enforcement function (PCEF), a policy charging
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and rules function (PCRF), a subscriber profile repository (SPR), a Diameter
agent, a network node, a policy engine, a policy server, an application
function (AF), an application server, a Diameter signaling agent, a long term
evolution (LTE) node, an Internet protocol (IP) multimedia subsystem (IMS)
network node, a server, a correlation node, a node, a database, a signaling
gateway, a gateway, a monitoring node, a Diameter message processor, a
data collection platform, a multi-protocol signaling gateway, a multi-protocol
signaling router, or a computing platform. Examples of a Diameter signaling
router include, but are not limited to, a Diameter routing agent, a Diameter
relay agent, a Diameter redirect agent, a Diameter translation agent, a
Diameter proxy agent. ,

Referring to Figure 1, Diameter node 100 may include functionality for
processing various messages and may include various communications
interfaces for communication with Diameter ‘nodes, e.g., 3rd Generation
Partnership Project (3GPP) LTE communications interfaces and other (e.g.,
non-LTE) communications interfaces. Diameter node 100 may include
functionality for correlating and/or monitoring Diameter messages associated
with one or more communications interfaces. In one embodiment,
correlating and/or rhonitoring functionality may be included in one or more
modules. For example, Diameter node 100 may include or have access to
one or more screening modules 102 and a correlation module 104 for
simultaneously monitoring and correlating Diameter signaling messages, or
copies thereof, that are associated with multiple different Diameter signaling
interfaces, e.g., S9, S6a, S11, Cx, Dx, et cetera. |

Screening modules 102 may include functionality for processing

and/or copying messages. For example, signaling messages traversing a

node via an interface may be processed or screened by screening modules

102. In one embodiment, screening modules 102 may be adapted to screen
signaling messages (e.g., Diameter messages) based on one or more
screening rules and/or policies. If a signaling message matches a rule
and/or policy, the signaling message, or portion thereof, may be copied. The
copied message may be sent to other modules (e.g., correlation module

104) and/or nodes for further processing.
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Correlation module 104 may include functionality for correlating
messages. In one embodiment, correlation module 104 may include
functionality for identifying (e.g., indexing, tagging, or associating) related
Diameter messages and/or other signaling messages. For example,
correlation processing may include correlating received Diameter messages
that are associated with the same subscriber, session, and/or access node.

| In one embodiment, é screening module 102 and a correlation
module 104 may be integrated at a single node or may each be located at.
distinct nodes. For example, a screening module 102 ahd a correlation
module 104 may be located at Diameter node 100. In another example, a
screening module 102 may be located at Diameter node 100 and a
correlation module 104 may located at a distinct computing platform. In yet
example, a screening module 102 may be located at a link probe and a
correlation module 104 may located at a distinct computing platform and/or
node. In one embodiment, a screening module 102 and correlation module
104 may be' integrated into a single module or function. For example, a
monitoring module may copy and correlate signaling messages.

In the embodiment illustrated in Figure 1, Diameter node 100 (e.g., a
DSR) may communicate with Equipment Identity Register (EIR) 106 via a
Diameter S13 interface 116. Diameter node 100 may also communicate
with HSS 108 via a Diameter S6a interface, a Diameter S6d interface, a
Diameter Cx interface, or a Diameter Dh interface (collectively referred to
herein as an HSS interface 118). Diameter node 100 may communicate with
serving gatewéy (SGW) 110 via a Diameter S8 interface 120. Diameter
node 100 may communicate with MME 112 via a Diameter S11 interface
122. Diameter node 100 may communicate with PCRF 114 via a Diameter .
Gx, Rx, or S9 interface 124. Diameter node 100 may also interface with a
packet gateway, such as a GGSN or PDN Gateway, via a Gy, Gz, Ro, or Rf
interfaces (not shown).

In one embodiment, each interface may be associated with a unique
screening module 102. For example, at a DSR, a Dx interface may be
associated with a Dx screening module 102. In other embodiments,

interfaces may share or use one or more screening modules 102. For
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example, at a DSR, a message processor may include a screening module
102 for screening messages received from a plurality of interfaces.

In one embodiment, Diameter node 100 may receive Diameter
messages via other Diameter interfaces. For example, Diameter node 100
may receive Diameter message via an LTE interface, an IMS interface, an
IETF specification interface, a 3GPP specification interface, a Third
Generation Partnership Project 2 (3GPP2) specification interface, a
European~ Telecommunications Standards Institute (ETSI) specification
interface, an International Telecommunications Union (ITU) specification
interface, a PacketCable specification interface, a MultiService Forum (MSF)
specification interface, an Sh interface, a Dx interface, a Ro interface, a Rf
interface, an Sp interface, a Gx interface, a Rx interface, a Gz interface, a
Gy interface, a Gq interface, a Zh interface, a Dz interface, a Zn interface, a
Ty interface, a Tx ivnterface, a Dw interface, a Wa interface, a Wd interface, a
Wx interface, a Wm interface, a Wg interface, a Pr interface, a Gr interface,
a Gr+ interface, a Gi interface, a Wo interface, a Wf interface, a Re interface,
an S6 interface, an S2 interface, an SW interface, an Sta interface, an S7
interface, an H2 interface, an E2 interface, an E4 interface, an E5 interface,
a A3 interface, a Ad interface, a Rr interface, a Gq’ interface, a TC-6
interface, a TC-7 interface, a TC-8 interface, a TC-9 interface, a TC-10
interface, a TC-11 interface, a DB-0 interface, a DB-2 interface, a BIl-1
interface, a LOC-1 interface, an Rw interface, a Pkt-mm-2 interface, a P-
CSCF-PAM interface, a Pkt-laes-2 interface, an MM10 interface, an MZ
interface, a Gmb interface, or a Zn’ interface.

While Figure 1 depicts Diameter node 100 communicating with (e.g.,
receiving Diameter messages from) various Diameter nodes via particular
Diameter interfaces, it will be appreciated that Diameter node 100 may
communicate with the nodes depicted and other nodes via additional and/or
different interfaces.

Figure 2 is a diagram illustrating an exemplary Diameter node for
monitoring messages via Diameter interfaces according to an embodiment of
the subject matter described herein. In the embodiment illustrated in Figure

2, Diameter node 100 (e.g., a DSR) may include various modules,
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components, and/or functionality for performing Diameter interface
monitoring and/or providing monitoring information. Diameter node 100 may
include one or more message processors (MPs) 202 for receiving and/or
processing Diameter messages. For example, an MP 202 may be adapted
to receive and process Diameter messages that are associated with one or
more Diameter interfaces, such as a Diameter S6a signaling interface. In
another example, an MP 202 may be adapted to receive and process
particular Diameter messages (e.g., UpdatelLocation Request (ULR)
messages and Updatelocation Answer (ULA) messages) that are
associated with any Diameter interface. '

Each MP 202 may include functionality for receiving, copying, and/or
processing Diameter messages. For example, as illustrated in Figure 2, an
MP 202 may include a Diameter routing module 204, a screening module
102, and screening rules storage 208. Diameter routing module 204 may
include various rules, policies, and/or information for relaying or routing
Diameter messages to an appropriate destination (e.g., a Diameter
application or node). For example, after receiving, copying, and/or
processing a Diameter message, Diameter routing module 204 may
determine (e.g., using message header information and a route list) an
appropriate destination for the Diameter message.

Screening module 102 may include functionality for processing and/or
copying signaling messages. In one embodiment, screening module 102
may be adapted to screen Diameter messages based on one or more
screening rules. Exemplary screening rules may be used to copy, correlate,
and/or monitor a Diameter message, or portions thereof, based on various
factors. For example, screening module 102, using one or more screening
rules, may copy messages, or portions thereof, that ihclude a particular
Visited-PLMN-ID value or a particular User-Name value. In another
example, screening module 102, using screening rules, may copy
messages, or portions thereof, associated with a particular Diameter
interface. »

In one embodiment, screening rule criteria may include a message

type (e.g., a ULR message command code and Location Information
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Request (LIR) message command code, Credit Control Request (CCR)
message command code, Re-Authorization Request message command
code, etc.), time of day, a network condition, a network operator, a
subscriber tier, a subscriber, an associated interface, an origination node, an
origination network, a destination node, a destination network, or particular
AVP code and/or information (e.g., Visited-PLMN-ID, SGSN-Number, and
User-Name).

Screening rules storage 208 may include any entity (e.g., a database
or memory cache) for maintaining or storing screening rules. Diameter node
100, including components (e.g., MPs 202) and modules therein, may
access screening rules storage 208 for obtaining screening rules and/or
related information. In one embodiment, screening rules storage 208 may
be integrated with one or more MPs 202. In another embodiment, screening
rules storage 208 may be distinct from and/or external to MPs 202.

In one embodiment, screened messages (e.g., Diameter messages,
or portions thereof, that traverse MPs 202 and/or copies of such Diameter
messages or portions) may be sent from Diameter node 100 to an external
application or node for reporting and/or further processing. For example,
copies of screened messages may be provided (e.g., as raw message copy
output) to a node that is external to Diameter node 100.

In another embodiment, screened messages may be sent to one or
more modules - located at or integrated with Diameter node 100. For
example, screened‘messages may be sent to monitoring module 206.
Monitoring module 206 may include functionality for correlating, storing,
and/or generating information (e.g., records, statistics and/or reports)
associated with various signaling messages (e.g., Diameter messages).
Monitoring module 206 may include various modules for performing one or
more functions, such as correlation module 104 and communication detail
record (CDR) or session detail record (SDR) generator module 214. As
stated above, correlation module 104 may include functionality for correlating
Diameter messages and/or other signaling messages. ’

Correlation module 104 may use correlation rules, policies, and/or

information for performing correlation. For example, a correlation rule may

-10-
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be used to associate messages that are related to a subscriber or set of
subscribers. In another example, a correlation rule may be used to
associate messages that relate to a particular node, application, interface,
protocol, network operator, or service provider.

Correlation rules storage 210 may include any entity (e.g., a
database, cache, or other memory device) for maintaining or storing
correlation rules, policies, and/or information for performing correlation.
Diameter node 100, including components and modules therein, may access
correlation rules storage 210 for obtaining correlation rules and/or related
information. In one embodiment, correlation rules storage 210 may be
integrated with Diameter node 100. In ganother embodiment, correlation
rules storage 210 may be distinct from and/or external to Diameter node
100.

Message storage 212 may include any entity for maintaining or
storing messages, or portions thereof, along with correlation information from
correlation processing. Diameter node 100, including components and
modules therein, may access message storage 212 for obtaining screened
messages and/or related information. In one embodiment, message storage
212 may be integrated with Diameter node 100. In another embodiment,
message storage 212 may be distinct from and/or external to Diameter node
100.

In one embodiment, after correlation is performed, correlated
messages and/or related information may be provided to additional modules
and/or external nodes. For example, correlated message output may be
sent to an external node for generating monitoring records, such as

CDRs/SDRs. In another example, correlated message output may be sent

- to a CDR/SDR generator module 214.

CDR/SDR  generator module 214 may include functionality for
generatihg and/or storing records, e.g., CDRs or message transactional
records (MTRs). In one embodiment, CDR/SDR generator module 214 may
generate a record that includes information from two or more correlated
messages. For example, CDR/SDR generator module 214 may receive an

indication that correlated messages are stored in message storage 212.

-11-
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CDR/SDR generator module 214 may retrieve the correlated message and
generate appropriate records. In another example, correlated message
output may be sent from correlation module 104 to CDR/SDR generation
module 214 for further processing.

In one embodiment, CDR/SDR generator module 214 may use
CDR/SDR definition rules, policies, and/or information for generating
records. For example, CDRs may be generated with different information
(e.g., types of content and/or format of content) based on CDR definition
rules. In one embodiment, a CDR definition rule may be used to format a
record and/or determine what information is to be included in the record. For
example, a CDR definition rule may be used to format CDRs for messages
associated with a particular node, application, interface, protocol, network
operator, or service provider to include particular criteria and/or
characteristics. In another example, a CDR definition rule may be used to
determine which correlated messages, or portions thereof, are to be included
in a particular record. In yet another example, a CDR definition rule may
specify that only particular Diameter AVP information be included in a CDR.

In yet another example, the Diameter information correlated from

‘messages received from different interfaces of Diameter node 100 may be

sent to an external application, with or without intermediate CDR/SDR
generation. Examples of applications to which the correlated messages may
be sent include a fraud detection application, a billing application, a charging
data function, and a roaming verification application.

" n Figure 2, CDR definition rules storage 216 may include any entity
for maintaining or storing CDR definition rules, policies, and/or information
for performing correlation. Diameter node 100, including components and
modules therein, may access CDR definition rules storage 216 for obtaining
CDR definition rules and/or related information. In one embodiment, CDR
definition rules storage 216 may be integrated with Diameter node 100. In
another embodiment, CDR definition rules storage 216 may be distinct from
and/or external to Diameter node 100.

After records are generated, CDR/SDR generator module 214 may
store CDRs and/or related information. For example, CDRs may be stored

12-
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in a memory device, such as CDR storage 218. CDR storage 218 may
include any entity for maintaining or storing CDRs and/or related information.
Diameter node 100, including components and modules therein, may access
CDR storage 218 for obtaining CDR information. In one embodiment, CDR
storage 218 may be integrated with Diameter node 100. In another
embodiment, CDR storage 218 may be distinct from and/or external to
Diameter node 100.

In one embodiment, after records are generated, CDRs and/or related
information may be provided to additional modules and/or external nodes.
For example, CDR output may be sent to an external node for generating
monitoring records, such usage statistics or subscriber billings. In another
example, CDR output may be sent to one or more applications, such as a
repdrting application 220.

Reporting application 220 may be any application or other entity for
providing or generating information. For example, reporting application 220
may receive CDRs/SDRs, messages, correlated message information or
other information and may process this information. In one embodiment,
reporting application 220 may include, but is not limited to, a billing
application, a billing verification application, a quality of service (QoS)
application, a trouble-ticket generating application, a network diagnostic
application, a business intelligence application, a service level agreement
compliance verification application, a pre-paid services application, a fraud
detection 'application, a lawful surveillance application, or other application.

While Figure 2 depicts various modules within Diameter node 100, it
will be appreciated that Diameter node 100 may include fewer, additional, or
different modules and/or components. Further, each module depicted in
Figure 2 may include fewer, additional, or different modules and/or
components. For example, monitoring module 206 may be separate or
distinct from correlation module 104. In another example, monitoring module
206 may include various applications, such as reporting application 220.

In the architecture described above with respect to Figure 2,
screening modules 208 associated with message processors 202 copy

Diameter signaling messages and send the messages to correlation module

13-
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104 for correlation. In an alternate implementation, because Diameter is a

- hop-by-hop protocol, message processors 202 may maintain a pending

transaction list for every Diameter request message that traverses a

message processor. Upon receiving an answer message, message

processors 202 may correlate the answer with a pending request using the
transaction list. Once the correlation is successfully completed, Diameter
routing requires that the answer message be propagated back to the
downstream peer that sent the message. Because Diameter routing
implemented by message processors 202 is required to perform message
correlation, screening modules 102 may correlate messages and consolidate
the correlated messages into a single message. The single message may
be sent to monitoring module 106. Because message correlation is
performed by the message processors, correlation on monitoring module
206 may be omitted.

Figure 3 is a diagram illustrating a data collection platform monitoring
Diameter interfaces according to an embodiment of the subject matter
described herein. In the embodiment illustrated in Figure 3, data collection
may include functionality for collecting information. For example, data
collection platform 300 may include functionality for processing various
messages (e.g., one or moré processors) and may include various
communications interfaces or Diameter applications for receiving
communications from monitoring probes 302.

In one embodiment, monitoring probes 302 may include any suitable
entities (e.g., link probes or nodes) for detecting, intercepting, and/or copying
messages fraversing a communications network, or links therein. For
example, monitoring probes 302 may be located at various links or
connections in a communications network. Monitoring probes 302 may be
adapted to detect, intercept, and/or copy signaling messages (e.g., Diameter
messages). In one embodiment, monitoring probes 302 may include or have
access to one or more screening modules 102. In another embodiment,
monitoring probes 302 may copy all signaling messages or may copy
signaling messages based on preconfigured information. For example,

monitoring probes 302 may copy all messages that traverse an interface
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when monitoring probes 302 are active or activated (e.g., by network
operator or a trigger). Monitoring probes 302 may include the capability to
decrypt observed Diameter messages that were encrypted prior to being
communicated across a monitored Diameter connection.

Data collection platform 300 may include or have access to
functionality for receiving, copying, and/or correlating Diameter messages
associated with one or more communications interfaces. For example, data
collection platform 300 may include a module capable of simultaneously
monitoring, copying, and correlating Diameter signaling messages, or copies
thereof, that are associated with (e.g., observed on) multiple different
Diameter signaling interfaces, e.g., S9, S6a, S11, Cx, Dx, et cetera. In
another example, dét_ta collection platform 300 may access monitoring
module 206 and/or correlation module 104 at one or more distinct nodes.

In the embodiment illustrated in Figure 3, data collection platform 300
(e.g., a DSR) may receive Diameter messages associated with EIR 106
and/or associated with Diameter S13 interface 116. For example, a
monitoring probe 302 may be adapted to copy Diameter messages to or
from EIR 106. In this example, monitoring probe 302 may send the copy to
data collection platform 300 for additional processing. Data collection
platform 300 may receive Diameter messages associated with HSS 108
and/or associated with HSS interface 118. Data collection platform 300 may
receive Diameter messages associated with SGW 110 and/or associated
with Diameter S8 interface 120. Data collection platform 300 may receive
Diameter messages Vassociate‘d with MME 112 and/or associated with
Diameter S11 interface 122. Data collection platform 300 may receive
Diameter messages associated with PCRF 114 and/or associated with
Diameter S9 interface 124.

In one embodiment, data collection platform 300 may receive
Diameter messages associated with other Diameter interfaces. For
example, Data collection platform 300 may receive Diameter message from
a monitoring probe 302 that monitors an LTE interface, an IMS interface, an
IETF specification interface, a 3GPP specification interface, a Third
Generation Partnership Project 2 (3GPP2) specification interface, a
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European Telecommunications Standards Institute (ETSI) specification
interface, an International Telecommunications Union (ITU) specification
interface, a PacketCable specification interface, a MultiService Forum (MSF)
specification interface, an Sh interface, a Dx interface, a Ro interface, a Rf
interface, an Sp interface, a Gx interface, a Rx interface, a Gz interface, a
Gy interface, a Gq interface, a Zh interface, a Dz interface, a Zn interface, a
Ty interface, a Tx interface, a Dw interface, a Wa interface, a Wd interface, a
Wyx interface, a Wm interface, a Wg interface, a Pr interface, a Gr interface,
a Gr+ interface, a Gi interface, a Wo interface, a Wf interface, a Re interface,
an S6 interface, an S2 interface, an SW interface, an Sta interface, an S7
interface, an H2 interface, an E2 interface, an E4 interface, an E5 interface,
a A3 interface, a A4 interface, a Rr interface, a Gq interface, a TC-6
interface, a TC-7 interface, a TC-8 interface, a TC-9 interface, a TC-10
interface, a TC-11 interface, a DB-0 interface, a DB-2 interface, a BI-1
interface, a LOC-1 interface, an Rw interface, a Pkit-mm-2 interface, a P-
CSCF-PAM interface, a Pkt-laes-2 interface, an MM10 interface, an MZ
interface, a Gmb interface, or a Zn' interface. )

While Figure 3 depicts data collection platform 300 receiving Diameter
messages from monitoring probes associated with particular Diameter
interfaces, it will be appreciated that data collection platform 300 may
receive Diameter messages from monitoring probes associated with
additional and/or different interfaces (e.g., Signaling System 7, SIGTRAN,
Session Initiation Protocol (SIP), etc.).

Figure 4 is a diagram illustrating a data collection platform monitoring
various interfaces according to an embodiment of the subject matter
described herein. Except as disclosed herein, data collection platform 300 of
Figure 4 is essentially the same as described in reference to Figure 3. In
this embodiment, data collection platform 300 includes functionality for
receiving signaling messages, or portions thereof, associated with various
interfaces, including Diameter interfaces and non-Diameter interfaces. For
example, data collection platform 300 may receive Diameter messages, SIP
messages, SS7 messages, mobile application part (MAP) messages,
SIGTRAN messages, mobile application part (MAP) rﬁessages, signaling
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connection control part (SCCP) message, SCCP User Adaptation layer
(SUA) messages, integrated services digital network (ISDN) messages,
ISDN user part (ISUP) messages, ISDN user adaptation layer (IUA)
messages, Internet protocol (IP) messages, and other messages.

Data collection platform 300 may receive Diameter messages from
monitoring probes 302 as described in reference to Figure 3. In addition,
data collection platform 300 may receive signaling messages from
monitoring probes 302 that monitor one or more non-Diameter interfaces. In
one embodiment, a non-Diameter interface may include a SIP interface, an
SS7 interface, a MAP interface, a SIGTRAN interface, a stream control
transmission protocol (SCTP)’ interface, an ISDN interface, an ISUP
interface, an IUA interface, a message transfer part (MTP) 2 user peer-to-
peer adaptation layer (M2PA) interface, an MTP 2 user adaptation layer
(M2UA) interface, an MTP 3 user adaptation layer (M3UA) interface, an
SCCP interface, a SUA interface, a V5 user adaptation layer (V5UA)
interface, a customized applications for mobile networks enhanced logic
(CAMEL) interface, or an IP interface.

Referring to Figure 4, data collection platform 300 may receive
Diameter messages from monitoring probes 302 associated with Diameter
nodes and/or Diameter interfaces as described in reference to Figure 3. In
addition, data collection platform 300 may receive non-Diameter signaling
messages associated with a home location register (HLR) 400 and/or
associated with an SS7 MAP interface 404. Data collection platform 300
may receive non-Diameter signaling messages associated with MME 112
and/or associated with a SIP interface 306. Data collection platform 300
may receive non-Diameter signaling messages associated with mobile
switching center (MSC) 402 and/or associated with a SS7 ISUP interface
308.

Figure 5 is a diagram illustrating an exemplary data collection platform
for monitoring messages via various interfaces according to an embodiment
of subject matter described herein. In the embodiment illustrated in Figure 5,
data collection platform 300 (e.g., a stand-alone monitoring system) may

include various modules, components, and/or functionality for collecting
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information associated with interface and/or communications monitoring.
Data collection platform 300 may include various message processors (MPs)
202 for receiving, copying, and/or processing Diameter messages and/or
other signaling messages. For example, a first MP 202 may be adapted to
receive and process Diameter messages (e.g., Diameter request messages
and Diameter answer messages) that are associated with one or more
Diameter interfaces, such as a Diameter S6a signaling interface. In this
example, a second MP 202 may be adapted to receive and process non-
Diameter signaling messages (e.g., SIGTRAN messages and SS7
messages) that are associated with other signaling interfaces. In another
example, an MP 202 may be adapted to receive, copy, and/or process any
signaling messages associated with particular signaling interfaces (e.g., SIP,
S11, Cx, Dx, et cetera).

Each MP 202 may include a screening module 102 and screening
rules storage 208. Screening module 102 may include functionality for
processing and/or copying signaling messages. For example, screening
module 102 may be used to screen messages received from monitoring
probes 302.

In one embodiment, screening module 102 may be adapted to screen
Diameter and/or other signaling messages based on one or more screening
rules. Exemplary screening rules may be used to copy, correlate, and/or
monitor a Diameter message, or portions thereof, based on various factors.
For example, screening module 102, using one or more screening rules,
may indicate that messages, or portions thereof, that include a particdlar
Visited-PLMN-ID value or a particular User-Name value be stored and/or
correlated. In another example, screening module 102, using screening
rules, may copy messages, or portions thereof, associated with a particular
signaling interface (e.g., a SUA/MAP interface).

Screening rules storage 208 may include any entity (e.g., a database
or memory cache) for maintaining or storing screening rules. Data collection
platform 300, including components (e.g., MPs 202) and modules therein,
may access screening rules storage 208 for obtaining screening rules and/or

related information. In one embodiment, screening rules storage 208 may
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be integrated with one or more MPs 202. In another embodiment, screening
rules storage 208 may be distinct from and/or external fo MPs 202.

In an alternative embodiment, each MP 202 may not include a
screening module 102 and/or related functionality. Instead, signaling
messages may be screened by monitoring probes 302. Each MP 202 may
provide the pre-screened signaling messages to modules and/or nodes (e.g.,
internal or external locations) for further processing.

In one embodiment, screened messages (e.g., signaling messages,
or portions thereof, that traverse MPs 202 and/or copies of such signaling
messages or portions) may be sent from data collection platform 300 to an
external application or node for repohing and/or further processing. For

example, copies of screened messages may be provided (e.g., as raw

“message copy output) to a node that is external to data collection platform

300.

" In another embodiment, screened messages may be sent to one or
more modules located at or integrated with data collection platform 300. For
example, screened messages may be sent to monitoring module 206.
Monitoring module 206 may include various modules for performing one or
more functions, such as correlation module 104 and CDR generator module
214. As stated above, correlation module 104 may include functionality for
correlating Diameter messages and/or other signaling messages, e.g., SS7
messages, SIP messages, IP messages, and SIGTRAN messages.

Correlation module 104 may use correlation rules, policies, and/or
information for performing correlation. For example, a correlation rule may
be used to associate messages that are related to a subscriber or set of

subscribers. In another example, a correlation rule may be used to

‘associate messages that relate to a particular node, application, interface,

protécol, network operator, or service provider. For instance, correlation
module 104 may associate, using a correlation rule, copied Diameter and
SS7 MAP messages that are associated with the same subscriber. In this
instance, the correlation rule may direct correlation module 104 to associate

Diameter messages that contain a particular value in a User-Name AVP and
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MAP messages that contain the same or similar value in a subscriber
identifier parameter (e.g., IMSI parameter).

Correlation rules storage 210 may include any entity for maintaining
or storing correlation rules, policies, and/or information for performing
correlation. Data collection platform 300, including components and
modules therein, may access correlation rules storage 210 for obtaining
correlation rules and/or related information. In one embodiment, correlation
rules storage 210 may be integrated with data collection platform 300. In
another embodiment, correlation rules storage 210 may be distihct from
and/or external to data collection platform 300.

Message storage 212 may include any entity for maintaining or
storing messages, or portions thereof, along with correlation information from
correlation processing. Data collection platform 300, including components
and modules therein, may access message storage 212 for obtaining
screened messages and/or related information. In one embodiment,
message storage 212 may be integrated with data collection platform 300.
In another embodiment, message storage 212 may be distinct from and/or
external to data collection platform 300.

In one embodiment, after correlation is performed, correlated
messages and/or related information may be provided to additional modules
and/or external nodes. For example, correlated message output may be
sent to an external node for generating monitoring records, such as CDRs.
In another example, correlated message output may be sent to a CDR/SDR
generator module 214.

CDR generator module 214 may include functionality for generating
and/or storing records, e.g., CDRs or message transactional records
(MTRs). In one embodiment, CDR/SDR generator module 214 may
generafe a record that includes information from two or more correlated
messages. For example, CDR/SDR generator module 214 may receive an
indication that correlated messages are stored in message storage 212.
CDR/SDR generator module 214 may retrieve the correlated message and

generate appropriate records. In another example, correlated message
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output may be sent from correlation module 104 to CDR/SDR generation
module 214 for further processing.

In one embodiment, CDR/SDR generator module 214 may use CDR
definition rules, policies, and/or information for generating records. For
example, CDRs may be generated with different information (e.g., types of

" content and/or format of content) based on CDR definition rules. In one

embodiment, a CDR'deﬁnition rule may be used to format a record and/or
determine what information is to be included in the record. For example, a
CDR definition rule may be used to format CDRs for messages associated
with a particular node, application, interface, protocol, network operator, or
service provider to include particular criteria and/or characteristics. In
another example, a CDR definition rule may be used to determine which
correlated messages, or portions thereof, are to be included in a particular
record. In yet another example, a CDR definition rule may specify that
particular Diameter AVP information and particular MAP information should
be included in a CDR.

CDR definition rules storage 216 may include any entity for
maintaining or storing CDR definition rules, policies, and/or information for
performing correlation. Data collection platform 300, including components
and modules therein, may access CDR definition rules storage 216 for
obtaining CDR definition rules and/or related information. In one
embodiment, CDR definition rules storage 216 may be integrated with data
collection platform 300. In another embodiment, CDR definition rules
storage 216 may be distinct from and/or external to data collection platform
300.

After records are generated, CDR/SDR generator module 214 may
store CDRs and/or related information. For example, CDRs may be stored
in @ memory device, such as CDR storage 218. CDR storage 218 may
include any entity for maintaining or storing CDRs and/or related information.
Data collection platform 300, including components and modules therein,
may access CDR storage 218 for obtaining CDR information. In one
embodiment, CDR storage 218 may be integrated with data collection
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platform 300. In another embodiment, CDR storage 218 may be distinct
from and/or external to data collection platform 300.

In one embodiment, after records are generated, CDRs and/or related
information may be provided to additional modules and/or external nodes.
For example, CDR output may be sent to an external node for generating
monitoring records, such usage statistics or subscriber billings. In another
example, CDR output may be sent to one or more applications, such as a
reporting application 220.

Reporting application 220 may be any application or other entity for
providing or generating information. For example, reporting application 220
may receive CDRs, messages, correlated message information; or other
information and process this information. In one embodiment, reporting
application 220 may include, but is not limited to, a billing application, a
billing verification application, a quality of service (QoS) application, a
trouble-ticket generating application, a network diagnostic application, a
business intelligence application, a service level agreement compliance
verification application, a pre-paid services application, a fraud detection
application, a lawful surveillance application, or other application.

While Figure 5 depicts various modules within data collection platform
300, it will be appreciated that data collection platform 300 may include
fewer, additional, or different modules and/or components. Further, each
module depicted in Figure 5 may include fewer, additional, or different
modules and/or components. For example, monitoring module 206 may be
separate or distinct from correlation module 104. In another example,
monitoring module 206 may include various applications, such as reporting
application 220.

Figure 6 is a diagram illustrating connectivity between various nodes
and a Diameter node via various interfaces according to an embodiment of
the subject matter described herein. In the embodiment illustrated in Figure
6, Diameter signaling gateway 600 may be any suitable entity (e.g., a multi-
protocol signaling router or multi-protocol signaling gateway) for receiving,
processing, mqnitoring, converting, relaying, and/or routing various signaling

messages. Except as disclosed herein, Diameter signaling gateway 600 of
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Figure 6 is essentially the same as Diameter node 100 described in
reference to Figures 1and 2.

Diameter signaling gateway 600 includes functionality for receiving
signaling messages, or portions thereof, associated with various interfaces,
including Diameter interfaces and non-Diameter interfaces. For example,
Diameter signaling gateway 600 may receive SIP messages, SS7
messages, mobile application part (MAP) messages, SIGTRAN messages,
mobile application part (MAP) messages, signaling connection control part
(SCCP) message, SCCP User Adaptation layer (SUA) messages, integrated
seNices digital network (ISDN) messages, ISDN wuser part (ISUP)
messages, ISDN user adaptation layer (IUA) messages, Internet protocol
(IP) messages, and other messages.

Diameter signaling gateway 600 may receive Diameter messages via
Diameter interfaces as described in reference to Figures 1 and 2. |In
addition, Diameter signaling gateway 600 may receive messages via one or
more non-Diameter interfaces. In one embodiment, a non-Diameter
interface may include a SIP interface, an SS7 interface, a MAP interface, a
SIGTRAN interface, a stream control transmission protocol (SCTP) interface,
an ISDN interface, an ISUP interface, an IUA interface, a message transfer
part (MTP) 2 user peer-to-peer adaptation layer (M2PA) interface, an MTP 2
user adaptation layer (M2UA) interface, an MTP 3 user adaptation layer
(M3UA) interface, an SCCP interface, a SUA interface, a V5 user adaptation
layer (V5UA) interface, a customized applications for mobile networks
enhanced logic (CAMEL) interface, or an IP interface.

Referring to Figure 6, Diameter signaling gateway 600 may receive
Diameter messages from Diameter nodes via Diameter interfaces as
described in reference to Figures 1 and 2. In addition, Diameter signaling
gateway 600 may communicate with (e.g., receive signaling messages from)
HLR 400 via SS7 MAP interface 404. Data collection platform 300 may
communicate with MME 112 via SIP interface 306. Data collection platform
300 may communicate with MSC 402 via SS7 ISUP interface 308.

Figure 7 is a diagram illustrating an exemplary Diameter signaling

gateway node for monitoring messages via variou$ interfaces according to
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an embodiment of the subject matter described herein. In the embodiment
illustrated in Figure 7, Diameter signaling gateway 600 may include various
modules, components, and/or functionality for performing interface and/or
communications monitoring. Diameter signaling gateway 600 may include
various message processors (MPs) 202 for receiving, copying, and/or
processing Diameter messages and/or other signaling messages.

Each MP 202 may include a routing module (e.g., Diameter routing
module 204 and SS7/SIGTRAN routing module 702), screening module 102,
and screening rules storage 208. For example, as iilustréted in Figure 7, a
first MP 202 may be adapted to receive and process SS7 and/or SIGTRAN
messages. MP 202 may use SS7/SIGTRAN routing module 702 for relaying
or routing such meséages to an appropriate destination. SS7/SIGTRAN
routing module 702 may include or have access to various rules, policies,
and/or information for determining an appropriate destination. Also
illustrated in Figure 7, a second MP 202 may be adapted to receive and
process Diameter messages. MP 202 may use Diameter routing module
702 for relaying or routing such messages to an appropriate destination.
Diameter routing module 702 may include or have access to various rules,
policies, and/or information for determining an appropriate destination.

In one embodiment, each MP 202 may include or have access to a
conversion module for converting and/or translatin‘g signaling messages into
various protocols and/or formats. For example, a conversion module may be
located at or integrated with Diameter signaling gateway 600. In a second
example, a conversion module may be located at or integrate_d with each MP
202.

Screening module 102 may include functionality for processing and/or
copying signaling messages. In one embodiment, screening module 102
may be adapted to screen Diameter and/or other signaling messages based
on one or more screening rules. Exemplary screening rules may be used to
copy, correlate, and/or monitor a Diameter message, or portions thereof,
based on various factors. For example, screening module 102, using one or
more screening rules, may indicate that messages, or portions thereof, that

include a particular Visited-PLMN-ID value or a particular User-Name value
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be stored and/or correlated. In another example, screening module 102,
using screening rules, may copy messages, or portions thereof, associated
with a particular signaling interface (e.g., a SS7/SIGTRAN interface).

-In one embodiment, a screening factor may include a message type,
time of day, a network condition, a network operator, a subscriber tier, a
subscriber, an associated interface, an origination node, an origination
network, a destination node, a destination network, or particular AVP
information.

Screening rules storage 208 may include any entity (e.g., a database
or memory cache) for maintaining or storing screening rules. Diameter
signaling gateway 600, including components (e.g., MPs 202) and modules
therein, may access screening rules storage 208 for obtaining screening
rules and/or related information. In one embodiment, screening rules
storage 208 may be integrated with one or more MPs 202. In another
embodiment, screening rules storage 208 may be distinct from and/or
external to MPs 202.

In one embodiment, screened messages (e.g., signaling messages,
or portions thereof, that traverse MPs 202 and/or copies of such signaling
messages or portions) may be sent from Diameter signaling gateway 600 to
an external application or node for reporting and/or further processing. For
example, copies of screened messages may be provided (e.g., as raw
message copy output) to a node that is external to Diameter signaling
gateway 600.

In another embodiment, screened messages may be sent to one or
more modules located at or integrated with Diameter signaling gateway 600.
For example, screened messages may be sent to monitoring module 206.
Monitoring module 206 may include various modules for performing one or
more functions, such as correlation module 104 and CDR generator module
214. As stated above, correlation module 104 may include functionality for
correlating Diameter messages and/or other signaling messages, e.g., SS7
messages, SIP messages, IP messages, and SIGTRAN messages.

Correlation module 104 may use correlation rules, policies, and/or

information for performing correlation. For example, a correlation rule may
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be used to associate messages that are related to a subscriber or set of
subscribers. In another example, a correlation rule may be used to
associate messages that relate to a particular node, application, interface,
protocol, network operator, or service provider. For instance, correlation
module 104 may associate, using a correlation rule, copied Diameter and
SS7 MAP messages that are associated with the same subscriber. In this
instance, the correlation rule may direct correlation module 104 to associate
Diameter messages that contain a particular value in a User-Name AVP and
MAP messages that contain the same or similar value in a subscriber
identifier parameter.

Correlation rules storage 210 may include any entity for maintaining
or storing correlation rules, policies, and/or information for performing
correlation. Diameter signaling gateway 600, including components and
modules therein, may access correlation rules storage 210 for obtaining
correlation rules and/or related information. In one embodiment, correlation
rules storage 210 may be integrated with Diameter signaling gateway 600.
In another embodiment, correlation rules storage 210 may be distinct from
and/or external to Diameter signaling gateway 600.

Message storage 212 may include any entity for maintaining or
storing messages, or portions thereof, along with correlation information from
correlation processing. Diameter signaling gateway 600, including
components and modules therein, may access message storage 212 for
obtaining screened messages and/or related information. In one
embodiment, message storage 212 may be integrated with Diameter
signaling gateway 600. In another embodiment, message storage 212 may
be distinct from and/or external to Diameter signaling gateway 600.

In one embodiment, after correlation is performed, correlated
messages and/or related information may be provided to additional modules
and/or external nodes. For example, correlated message output may be
sent to an external node for generating monitoring records, such as CDRs.
In another example, correlated message output may be sent to a CDR/SDR

generator module 214.
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CDR/SDR generator module 214 may include functionality for
generating and/or storing records, e.g., CDRs or message transactional
records (MTRs). In one embodiment, CDR/SDR generator module 214 may
generate a record that includes information from two or more correlated
messages. For example, CDR/SDR generator module 214 may receive an
indication that correlated messages are stored in message storage 212.
CDR/SDR generator module 214 may retrieve the correlated message and
generate apprbpriate records. In another example, correlated message
output may be sent from correlation module 104 to CDR/SDR generation
module 214 for further processing.

In one embodiment, CDR/SDR generator module 214 may use CDR
definition rules, policies, and/or information for generating records. For
example, CDRs may be generated with different information (e.g., types of
content and/or format of content) based on CDR definition rules. In one
embodiment, a CDR definition rule may be used to format a record and/or
determine what information is to be included in the record. For ekample, a
CDR definition rule may be used to format CDRs for messages associated
with a particular node, application, interface, protocol, network operator, or
service provider to include particular criteria and/or characteristics. In
another example, a CDR definition rule may be used to determine which
correlated messages, or portions thereof, are to be included in a particular
record. In yet another example, a CDR definition rule may specify that
particular Diameter AVP information and particular MAP information should
be included in a CDR.

CDR definition rules storage 216 may include any entity for
maintaining or storing CDR definition rules, policies, and/or information for
performing correlation. Diameter signaling gateway 600, including
components and modules therein, may access CDR definition rules‘storage
216 for obtaining CDR definition rules and/or related information. In one
embodiment, CDR definition rules storage 216 may be integrated with
Diameter signaling gateway 600. In another embodiment, CDR definition
rules storage 216 may be distinct from and/or external to Diameter signaling

gateway 600.
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CDR definition rules storage 216 may include any entity for
maintaining or storing CDR definition rules, policies, and/or information for
performing correlation. Diameter signaling gateway 600, including
components and modules therein, may access CDR definition rules storage
216 for obtaining CDR definition rules and/or related information. In one
embodiment, CDR definition rules storage 216 may be integrated with
Diameter signaling gateway 600. In another embodiment, CDR definition
rules storage 216 may be distinct from and/or external to Diameter signaling
gateway 600.

After records are generated, CDR/SDR generator module 214 may
store CDRs and/or related information. For example, CDRs may be stored
in a memory device, such as CDR storage 218. CDR storage 218 may
include any entity for maintaining or storing CDRs and/or related information.
Diameter signaling gateway 600, including components and modules
therein, may access CDR storage 218 for obtaining CDR information. In one
embodiment, CDR storage 218 may be integrated with Diameter signaling
gateway 800. I[n another embodiment, CDR storage 218 may be distinct
from and/or external to Diameter signaling gateway 600.

Reporting application 220 may be any application or other entity for
providing or generating information. For example, reporting application 220
may receive CDRs, messages, correlated message information, or other
information and process this information. In one embodiment, reporting
application 220 may include, but is not limited to, a billing application, a
billing verification ’applicatioh, a quality of service (QoS) app.lication, a
trouble-ticket generating application, a network diagnostic application, a

business intelligence application, a service level agreement compliance

~ verification application, a pre-paid services application, a fraud detection

application, a lawful surveillance application, or other application.
While Figure 7 depicts various modules within Diameter signaling

gateway 600, it will be appreciated that Diameter signaling gateway 600 may

include fewer, additional, or different modules and/or components. Further,
each module depicted in Figure 7 may include fewer, additional, or different

modules and/or components. For example, monitoring module 206 may be
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separate or distinct from correlation module 104. In another example,
monitoring module 206 may include various applications, such as reporting
application 220.

In the above-described embodiments, screening modules 102 screen
and copy Diameter signaling information based on screening rules. The
screening rules may be dynamically populated and/or changed, for example
by monitoring module 206 or by an external platform. In one example,
monitoring module 206 may populate a first screening rule for use by a
screening module. When the screening module detects a first Diameter
signaling message matching the first rule, the screening module sends a
copy of the message to the monitoring module. The monitoring module may
utilize pafameters in the first message to formulate a new screening rule for
capturing messages related to the first message and communicate the new
screening rule to the screening module. Such on-the-fly population of
Diameter screening rules allows for correlation of messages based on
different parameters. For example, an IMSI extracted from a Diameter
message may be used to search for a subséquent Diameter or non-Diameter
message that includes the IMSI. The destination host or other parameter
(e.g., IMS public ID, IMS private ID, User-Name, MSISDN, SIP URI,
Visited_PLMN_ID, etc.) in the subsequent message may be used as a new
key to search or screen other messages received at the monitoring module.

In distributed architecture implementations that include multiple screening /

- monitoring modules, this new key information may be communicated by the

detecting module to some or all of the other screening / monitoring modules
in the system.

Figure 8 is a flow chart illustrating exemplary steps for providing
integrated monitoring information according to an embodiment of the subject
matter described herein. In one embodiment, one or more exemplary steps
described herein may be performed at or performed by a Diameter node
100, e.g., a DSR. In another embodiment, one or more exemplary steps
described herein may be performed at or performed by a data collection
platform 300, e.g., a stand-alone monitoring system using monitoring probes.

In yet another embodiment, one or more exemplary steps described herein
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may be performed at or performed by a Diameter signaling gateway 600,
e.g., a multi-protocol signaling router and/or gateway.

Referring to the embodiment illustrated in Figure 8, at step 800,
Diameter information from a first signaling message traversing a first
signaling interface may be copied. For example, Diameter node 100 (e.g., a
DSR) may receive a Diameter signaling message from MME 112 via
Diameter S11 interface 122 and méy copy AVP information from the
message.

In one embodiment, the portion of the first Diameter message
included in the monitoring record comprises at least one of: a parameter, a
subscriber identifier, a device identifier, an international mobile station
identifier (IMSI), a mobile subscriber integrated services digital network
(MSISDN) number, a short code, a uniform resource identifier (URI), an _
international mobile equipment identifier (IMEI), a mobile identification
number (MIN), an Auth-Session-State parameter, a Origin-Host parameter, a
Origin-Realm parameter, a Destination-Host parameter, a Destination-Realm
parameter, a User-Name parameter, a Supported-Features parameter, a
Terminal-Information parameter, a RAT-Type parameter, a ULR-Flags
parameter, a Visited-PLMN-Id parameter, a SGSN-Number parameter, a
AVP parameter, a Proxy-Info parameter, and a Route-Record parameter.

At step 802, information from a second signaling message traversing
a second signaling interface may be copied. Continuing from the example
stated above, Diameter node 100 may receive a SIP signaling message from
MME 112 via SIP interface 406 and may copy information from the SIP
message.

In one embodiment, the first and second signaling messages may
each comprise a Diameter signaling message. In another embodiment, the
first signaling message may comprise a Diameter signaling message and the
second signaling message may comprise a non-Diameter signaling message

At step 804, the Diameter information copied from the first signaling
messége with the information copied from the second signaling message
may be correlated and the correlated information may be stored in a memory

device. Continuing from the example stated above, Diameter node 100, or
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monitoring module 206, may correlate the first Diameter message and the
second message. For example, Diameter node 100 may determine, by
examining the two messages, that the messages are associated and that a
particular event occurred (e.g., each message may be associated with
mobile subscriber ‘A’ and may be related to mobile subscriber ‘A’ roaming on
a different operator's network). Diameter node 100 may generate a record
(e.g., a CDR or SDR) that includes Diameter information from the first
signaling message and information from the second signaling message. The
record may be stored in a billings database and may be used for determining
roaming expenses or other purposes.

It will be appreciated that the above éxamples are illusfrative and that
the functionality described herein may implemented for use with or
applicable for various signaling messages, various signaling interfaces and
various signaling nodes, including messages, interfaces, and nodes not
explicitly described above, without departing from the scope of the subject
matter described herein.

It will be understood that various details of the subject matter
described herein may be changed without departing from the scope of the
subject matter described herein. Furthermore, the foregoing description is

for the purpose of illustration only, and not for the purpose of limitation.
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CLAIMS

What is claimed is:

1.

A system for multi-interface monitoring and correlation of Diameter
information, the system comprising:

a first screening module for copying Diameter information from
a first signaling message traversing a first signaling interface;

a second screening module for copying information from a
second signaling message traversing a second signaling interface;
and

a correlation module for correlating the Diameter information
copied from the first signaling message with the information copied
from the second signaling message and storing the correlated
information in a memory device.

The system of claim 1 wherein the first and second signaling
messages each comprise a Diameter signaling message.

The system of claim 1 wherein the first signaling message comprises
a Diameter signaling message and the second signaling message
comprises a non-Diameter signaling message.

The system of claim 1 comprising a Diameter node for performing at
least one Diameter function, wherein the screening modules. are
components of the Diameter node.

The system of claim 4 wherein the correlation module is a combonent
of the Diameter node.

The system of claim 4 comprising a computing platform separate from
the Diameter node, wherein the correlation module is a component of
the computing platform.

The system of claim 4 wherein the Diameter node comprises a
Diameter signaling router (DSR).

The system of claim 7 wherein the DSR includes a plurality of
message processors for routing Diameter signaling messages,
wherein the correlation module is implemented on each of the
message processors and shares Diameter message correlation

capability with routing functionality of the message processors.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

The system of claim 8 wherein the correlation module implemented
on each message processor is adapted to correlate a set of
messages relating to a Diameter transaction and to communicate a
single message including the correlated set to a monitoring module.
The system of claim 4 wherein the Diameter node comprises a
Diameter signaling gateway.

The system of claim 1 comprising a stand-alone data collection
platform, wherein the screening modules and the correlation modules
are components of the stand-alone data collection platform.

The system of claim 11 wherein the stand-alone data collection
platform includes link probes, wherein the screening modules are
components of the link probes.

The system of claim 11 wherein the stand-alone data collection
platform includes link probes, wherein the screening modules are
separate from the link probes and the screening modules screen
signaling messages copied by the link probes.

The system of claim 1 wherein the correlation module is configured to
make the correlated information available to at least one application.
The system of claim 14 wherein the at least one application includes
one of a fraud detection application, a billing application, a charging
data function, and a roaming verification application.

The system of claim 1 comprising a communications detail record
(CDR) or session detail record (SDR) generator module for
generating a CDR or SDR containing Diameter information from the -
first signaling message and information from the second signaling
message.

The system of claim 1 comprising a monitoring module for providing
screening rules to the screening modules, wherein the screening rules
screen Diameter signaling messages using the screening rules.

The system of claim 17 wherein the monitoring module provides a first
screening rule to a first screening module, the first screening module
detects a first message based on the first screening rule and sends

information regarding the first message to the monitoring module, and
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19.

20.

21.

22.

23.

24.

25.

26.

27.

wherein the monitoring module uses the information regarding to the
first message to formulate and send a second screening rule to the
first screening module.
A method for multi-interface monitoring and correlation of Diameter
information, the method comprising:

copying Diameter information from a first signaling message
traversing a first signaling interface;

copying information from a second signaling message
traversing a second signaling interface; and |

correlating the Diameter information copied from the first
signaling message with the information copied from the second
signaling message and storing the correlated information in a memory
device.
The method of claim 19 wherein the first and second signaling
messages each comprise a Diameter signaling message.
The method of claim 19 wherein the first signaling message
comprises a Diameter signaling message and the second signaling
message comprises a non-Diameter signaling messége.
The method of claim 19 wherein copying information from the
signaling messages is performed by a Diameter node.
The method of claim 22 whereinAcorrelating the Diameter information
copied from the first signaling message with the information copied
from the second signaling message is performed by a Diameter node.
The method of claim 22 wherein correlating the Diameter information
copied from the first signaling message with the information copied
from the second signaling message is performed by a computing
platform.
The method of claim 22 wherein the Diameter node comprises a
Diameter signaling router (DSR).
The method of claim 22 wherein the Diameter node comprises a
Diameter signaling gateway.
The method of claim 19 wherein copying information from the

signaling messages and correlating the Diameter information copied
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28.

29.

30.

31.

32.

33.

from the first signaling message with the information copied from the
second signaling message are performed by a stand-alone data
collection platform. |
The method of claim 27 wherein copying information from the
signaling messages is performed by one or more link probes.
The method of claim 27 wherein copying information from the
signaling messages is performed separately from the link probes and
wherein the information copied is from signaling messages copied by
the link probes.
The method of claim 19. comprising making the correlated information
available to at least one application.
The method of claim 30 wherein the at least one application includes
one of a fraud detection application, a billing application, a charging
data function, and a roaming verification application.
The method of claim 19 comprising generating a call detail record
(CDR) or session detail record (SDR) containing the Diameter
information from the first signaling message and the information from
the second signaling message.
A non-transitory computer readable medium having stored thereon
executable instructions that when executed by the processor of a
computer control the computer to perform steps comprising:

copying Diameter information from a first signaling message
traversing a first signaling interface;

copying information from a second signaling message
traversing a second signaling interface; and

correlating the Diameter information copied from the first
signaling message with the information copied from the second
signaling message and storing the correlated information in a memory

device.
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COPYING DIAMETER INFORMATION FROM A —=800
FIRST SIGNALING MESSAGE TRAVERSING A
FIRST SIGNALING INTERFACE

!

COPYING INFORMATION FROM A SECOND —802
SIGNALING MESSAGE TRAVERSING A SECOND
SIGNALING INTERFACE

!

CORRELATING THE DIAMETER INFORMATION — 804
COPIED FROM THE FIRST SIGNALING MESSAGE
WITH THE INFORMATION COPIED FROM THE
SECOND SIGNALING MESSAGE AND STORING
THE CORRELATED INFORMATION IN A MEMORY
DEVICE

FIG. 8
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