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(57) Abstract: A user may be authenticated to access an account, computing
device, or other resource based on the user's gaze pattern and neural or other
physiological response(s) to one or more images or other stimuli. When the
user attempts to access the resource, a computing device may obtain login gaze
tracking data and measurement of a physiological condition of the user at the
time that the user is viewing an image or other stimulus. Based on comparison
of the login gaze tracking data and the measurement of the physiological con-
dition to a model, the computing device can determine whether to authenticate
the user to access the resource.
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AUTHENTICATION BASED ON GAZE AND PHYSIOLOGICAL RESPONSE TO
STIMULI

BACKGROUND
[0001] Users are often required to login to authenticate their identity in order to access
online accounts, computing devices, or other resources. Numerous authentication
techniques exist. For example, before accessing a resource, a user may be required to
provide a login name, email address, personal identification number (PIN), text-based
password, picture password, digital certificate, physical access credential (e.g., smart card),
phone number, biometric information (e.g., finger print, retinal scan, etc.), answers to one
or more security questions, and/or other identifying information. Authentication has
become a common requirement for almost everything users do on computers. Yet,
authentication is a heavy and cumbersome task, often imposing a cognitive load (e.g., to
remember passwords) or lengthy and cumbersome tasks (e.g., fingerprint/retinal
scanning). Additionally, almost all existing authentication techniques require intentional
movement on the part of the user (e.g., entry of a textual or picture password, placing a body
part in proximity to a biometric scanner, etc.), which is difficult or impossible for many
disabled persons. Still further, many existing authentication techniques are susceptible to
being spoofed by humans and/or computers.

SUMMARY

[0002] This disclosure describes techniques for authenticating a user to access an
account, computing device, location, or other resource based on a user’s gaze pattern and
neural or other physiological response(s) to one or more images or other stimuli.
[0003] In some examples, in order to access a resource, a user may be prompted to
establish a model representing the user’s gaze pattern and physiological response to viewing
one or more images. For instance, a computing device by which the user attempts to access
the resource may cause presentation of an image on a display, and may obtain gaze tracking
data and a measurement of a physiological condition of the user while the user is viewing
the image. The model may be established based at least in part on the gaze tracking data of
the user and the measurement of the physiological condition of the user at a time that the
user is viewing the image. The model may be associated with the resource and stored in
memory for use in authenticating the user to access the resource.
[0004] In some examples, when the user attempts to access a resource, a computing

device may determine whether to authenticate the user to access the resource based on a
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model representative of user gaze tracking data and physiological condition. Responsive to
receiving a request by the user to access the resource, the computing device may cause
presentation of an image via an authentication interface. The computing device may obtain
login gaze tracking data corresponding to gaze of the user at a time that the user is viewing
the image via the authentication interface, and a measurement of a physiological condition
of the user at the time that the user is viewing the image via the authentication interface.
Based on the login gaze tracking data and the measurement of the physiological condition,
the computing device can determine whether to authenticate the user to access the resource.
In some examples, the determination of whether to authenticate the user to access the
resource may be based at least in part on a comparison of the login gaze tracking data and
the measurement of the physiological condition of the user at the time that the user is
viewing the image via the authentication interface, with a model representative of gaze of
the user and physiological condition of the user at a previous time that the user viewed the
image. If the login gaze tracking data and the measurement of the physiological condition
of the user at the time that the user is viewing the image via the authentication interface
correlate with the model, the user may be authenticated to access the resource.
[0005] The authentication techniques described herein provide a fast and easy way of
authenticating a user to access a resource. In some examples, the techniques described
herein can be performed without intentional movement on the part of the user to enter a
password or position a body part in proximity to a biometric scanner. Because the user need
not remember a password, the cognitive burden on the user is low and there is no
authentication credential that could be lost or stolen. Additionally, the neurological or other
physiological response to certain stimuli are unique and personal to the user, making it
difficult for the response to be spoofed or reproduced by other humans and/or computers.
[0006] This Summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This Summary is not
intended to identify key or essential features of the claimed subject matter, nor is it intended
to be used to limit the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS
[0007] The Detailed Description is set forth with reference to the accompanying figures,
in which the left-most digit of a reference number identifies the figure in which the reference
number first appears. The use of the same reference numbers in the same or different figures

indicates similar or identical items or features.
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[0008] FIG. 1 is a schematic diagram showing an example environment for enabling
authentication to a resource based on gaze and physiological response to stimuli.

[0009] FIG. 2 is a schematic diagram showing an example of establishing a machine
learning model for authentication of a user to access a resource.

[0010] FIG. 3 illustrates an example process of authenticating a user to access a resource
based on gaze and physiological response to sequentially presented stimuli.

[0011] FIG. 4 illustrates an example process of correlating gaze tracking data to
physiological data of a user obtained in response to stimuli.

[0012] FIG. 5 illustrates an example in which physiological data is measured regarding
multiple physiological conditions of the user in response to stimuli.

[0013] FIG. 6 illustrates another example process of authenticating a user to access a
resource based on gaze and physiological response to concurrently presented stimuli.
[0014] FIG. 7 illustrates another example process of authenticating a user to access a
resource based on gaze and physiological response to multiple different types of stimuli.
[0015] FIG. 8 illustrates details of an example computing device that is usable to
implement authentication based on gaze and physiological response to stimuli.

[0016] FIG. 9A - FIG. 9C illustrate example details of identifying gaze locations by
tracking a gaze of a user.

[0017] FIG. 10A — FIG. 10F describe example techniques for obtaining calibration data
for gaze tracking.

[0018] FIG. 11A - FIG. 11F describe example techniques for processing calibration data
and other data to identify a gaze location.

[0019] FIG. 12 is a flowchart illustrating aspects of an example process for determining
a gaze location from gaze tracking data.

[0020] FIG. 13 is a schematic diagram illustrating an example computer architecture
usable to implement aspects of authentication based on gaze and physiological response to
stimuli.

[0021] FIG. 14 is a schematic diagram illustrating an example distributed computing
environment capable of implementing aspects of authentication based on gaze and
physiological response to stimuli.

[0022] FIG. 15 is a schematic diagram illustrating another example computing device
architecture usable to implement aspects of authentication based on gaze and physiological

response to stimuli.
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[0023] FIG. 16 is a flowchart illustrating aspects of an example process for establishing
a machine learning model and/or authenticating a user to a resource based on gaze and
physiological response to stimuli.

DETAILED DESCRIPTION

[0024] As discussed above, authentication has become a common requirement for
almost everything users do on computers. For instance, users are required to authenticate
themselves in order to access an online bank account, make a payment to an online
merchant, login into a computing device, use a local or web-based application or service,
gain entry to a building or room, and the list goes on. However, existing authentication
techniques are heavy and cumbersome tasks, and often impose a cognitive load (e.g., to
remember passwords) or lengthy and cumbersome tasks (e.g., fingerprint/retinal
scanning). Additionally, almost all existing authentication techniques require intentional
movement on the part of the user (entry of a textual or picture password, placing a body part
in proximity to a biometric scanner, etc.), which is difficult or impossible for many disabled
persons. Still further, many existing authentication techniques are susceptible to being
spoofed by humans and/or computers.

[0025] This disclosure describes techniques for authenticating a user to access an
account, computing device, location, or other resource based on a user’s gaze pattern and
physiological response(s) to one or more images or other stimuli. Rather than simply using
gaze pattern and physiological condition as two separate authentication phases of a multi-
factor authentication, the techniques described herein take into account a user’s
physiological responses to the stimuli. In other words, the user’s physiological response is
specific to the user’s particular gaze pattern while experiencing the stimuli. In some
examples, this can be accomplished by taking multiple instantaneous measurements of the
user’s physiological condition and correlating them with gaze tracking data of the user, to
obtain a time series of samples of physiological condition and corresponding gaze location
over a time period in which the user viewed an image. Using such techniques, a computing
device may authenticate a user to access a resource, if the user’s physiological responses to
looking at certain gaze locations within one or more images correlate to a machine learning
classifier or “model” of the user. The model of the user may be based on the user’s gaze
pattern and physiological response when looking at the image(s) in the past. Tracking gaze
in addition to physiological response ensures that the person attempting to access the
resource is looking at the image being presented and not some other picture that evokes the

same feeling in an attempt to fraudulently access the resource. Put simply, to be
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authenticated to access the resource, the user must look at the things in the image(s) and
have a same or similar physiological response while doing so as he or she did during a
previous viewing of the image(s).

[0026] In some examples, a machine learning classifier or model of the user can be
established by one causing presentation of an image on a display, and obtaining gaze
tracking data and measuring physiological condition of the user while the user is viewing
the image. The model may be established based at least in part on the gaze tracking data of
the user and the measurement of the physiological condition of the user at one or more times
that the user is viewing the image. The gaze of the user can be detected using gaze sensors
(or “eye tracking sensors”) such as, but not limited to, infrared (“IR”) emitters and sensors,
visible light sensors, depth sensing cameras, or the like. The gaze tracking data may consist
of a time series of gaze locations represented by coordinates (x and y in the case of two-
dimensional images, X, y, and z in the case of three-dimensional images). The
measurements of physiological condition may also consist of a time series of values or
signals representative of the physiological condition (¢). Each measurement of gaze
location and physiological condition may be time stamped with a time (t). The
measurements of physiological condition corresponding matched to each corresponding
gaze location based on the time stamps. Thus, in an example in which a single physiological
condition of the user is measured while the user is viewing two-dimensional images the
model for each image may be represented as a set of discreet point samples RT = (t1, x1,
yl, cl), (t2,x2,y2,¢2), ... (tn, xn, yn, cn). The model may be associated with the resource
and stored in memory for use in authenticating the user to access the resource.

[0027] In some examples, the measurement of physiological condition may include data
identifying brain activity of a user of the computing device. The brain activity of the user
can be detected utilizing brain activity sensors such as, but not limited to, electrodes suitable
for performing an electroencephalogram (“EEG”) on the user of the computing device. The
model can also be trained using data representing other neurological or physiological signals
of the user of the computing device collected by one or more physiological sensors. For
example, and without limitation, the user’s heart rate, galvanic skin response, temperature,
capillary action, pupil dilation, facial expression, and/or voice signals can also be utilized to
train the machine learning model.

[0028] When next the user attempts to access the resource, a determination whether to
authenticate the user to access the resource can be made based at least in part on the model.

Responsive to receiving a request by the user to access the resource, a computing device
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may cause presentation of an image via an authentication interface. The computing device
may obtain login gaze tracking data corresponding to gaze of the user at a time that the user
is viewing the image via the authentication interface, and a measurement of a physiological
condition of the user at the time that the user is viewing the image via the authentication
interface. Based on the login gaze tracking data and the measurement of the physiological
condition, the computing device can determine whether to authenticate the user to access
the resource. In some examples, the determination of whether to authenticate the user to
access the resource may be based at least in part on a comparison of the login gaze tracking
data and the measurement of the physiological condition of the user at the time that the user
is viewing the image via the authentication interface, with the model representative of gaze
of the user and physiological condition of the user at a previous time that the user viewed
the image. The comparison can be made based on the machine learning model that is
initially trained when the model is established. The login gaze tracking data may be found
to correlate to the model if the similarity of the login gaze tracking data and physiological
data to the model is above a threshold similarity learned from the data. The threshold of
similarity required may depend on the level of security desired, the number of image(s) or
stimuli upon which the model is based, the amount of training data for the model, the
complexity of the image(s) or other stimuli, the strength or magnitude of the user’s
physiological response to the image(s) or other stimuli, or other factors. For example, the
login data (gaze tracking data and physiological measurement data) may be compared to the
model on a point-by-point basis and if a threshold number of points of the login data match
(or are within an acceptable margin of error), the login data can be said to correlate to the
model and the user can be authenticated. The order or path in which the user viewed the
image(s) may or may not be taken into account when determining whether the login data
correlate with the model of the user. If the login gaze tracking data and the measurement of
the physiological condition of the user at the time that the user is viewing the image via the
authentication interface correlate with the model, the user may be authenticated to access
the resource.

[0029] In some instances, it may not be possible or practical to train a user specific
model in advance due to limitations on training data. For instance, time and/or user
experience considerations may not allow for a user to be exposed to the number of stimuli
(e.g., to view hundreds of pictures) needed to build a robust user-specific model at the time
the user first seeks to access the resource. In such instances, a generic (i.e., non-user

specific) background model may be established in advance based on offline training data of
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multiple users experiencing a predefined set of stimuli (e.g., looking at a predefined set of
images) and recording their gaze tracking data and physiological data in response to the
predefined set of stimuli. In some examples, a temporal Hidden Markov Model (HMM) can
be used for this purpose, which encodes both gaze tracking data and physiological data.
State emission probabilities can be modeled using, for example, Gaussian mixture models,
neural networks, recurrent networks, or other known machine learning models.

[0030] In some examples, during the offline training, users may be instructed to look at
one or more predefined locations in the images or other stimuli. However, in other
examples, the users need not be instructed to look at predefined locations within the images
or other stimuli. In the latter case, in which locations within the stimuli are not predefined,
both gaze tracking data and physiological data may be obtained and encoded. In the former
example, where locations within the stimuli are predefined, the gaze tracking data need not
be tracked and encoded during training because the locations within the stimuli are
known/specified ahead of time. In that case, a different HMM can be used for each location
within each image or other stimulus, for example. The set of HMMs for all locations within
an image/stimulus would be the total model for the image/stimulus. In example in which the
locations within the images/stimuli are not predefined, a gaze trajectory of the user may be
divided into meaningful segments by the training algorithm (for HMM this process is known
as a baum-welch training process).

[0031] Then, when a specific user attempts to access a resource for the first time, the
model training/establishment phase may be fairly brief. For instance, the specific user may
be asked to look at one (or more) of the images or other stimuli at training time (once or a
few times), and the user model may be derived from the background model (e.g., using
adaptive and/or discriminative training). In some specific examples, the model adaptation
could be performed using Maximum a posteriori adaptation, ivector adaptation, or the like.
[0032] When the user next attempts to access the resource, a new instance of the user
data (i.e., login data) can be compared against the background model and/or the user-specific
model, or alternatively a new model can be built for comparison to the trained model. The
comparison can be done using, for example, a maximum likelihood of the respective models,
comparison in model space (e.g., via ivectors), or the like. A determination of whether or
not to authenticate the user to access the resource can then be made based on whether or not
a result of the comparison exceeds a threshold of similarity.

[0033] Alternatively, instead of a machine learning based method a more data driven

method like Dynamic Time Warping (DTW) can be used. In that case, a small initial dataset
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of user-specific data can may be sufficient to against which to authenticate the user at the
time of login. When the user subsequently attempts to login, a time series of the login data
is compared against the initial dataset using DTW. The DTW process will automatically
align the sequences and assign a cost to the alignment process, which can be thresholded
using some threshold learned at training time from data. This also helps the system to
quickly adapt to the small changes the user’s responses may show over time, since the
dataset can be updated with each new successful access attempt. The size of the dataset can
be kept reasonable if too similar sequences are pruned (and/or not added in the first place).
[0034] The user’s physiological response to the image may change over time (e.g., due
to familiarity, changed perception or opinion, etc.). Thus, the model may be updated after
each iteration (e.g., each login attempt) based on the gaze tracking data and the measurement
of the physiological condition of the user at the time that the user is viewing the image via
the authentication interface. Additionally or alternatively, the machine learning classifier
may be adapted over time, with each login attempt providing additional online training of
the classifier.

[0035] In some examples, one or more filler images may be presented via the
authentication interface before, concurrently with, or after causing presentation of the image
via the authentication interface. When present, the filler image(s) are not used as a basis for
the authentication. Thus, the authenticating is performed without regard to gaze and
physiological condition of the user when viewing the filler image via the authentication
interface. However, the model may be adapted to incorporate one or more of the filler
images for future authentication attempts. For example, if the user manifests a measurable
physiological response to a filler image, the computing device may obtain gaze tracking
data corresponding to gaze of the user viewing the filler image via the authentication
interface and measurement of a physiological condition of the user at the time that the user
is viewing the filler image via the authentication interface. The model may then be updated
based on the gaze tracking data and the measurement of the physiological condition of the
user at the time that the user is viewing the filler image. When next a user attempts to access
the resource, the filler image may no longer be “filler” and may instead be a salient image,
in response to presentation of which, the user’s gaze and physiological condition are
monitored.

[0036] As discussed above, the model may be established in response to the user
viewing one or multiple images and/or in response to other stimuli. Examples of images

include photographs or other two- or three-dimensional computer generated images.
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Examples of other stimuli include, for example, audio (e.g., speech, music, sounds, etc.)
and/or video. In some examples, multiple different types of stimuli may be used
concurrently (e.g., an image accompanied by an audio track) or sequentially (e.g., a series
of sequential images and/or video clips). In some examples, image(s) and/or other stimuli
may be recognizable and personal to the user prior to the process of establishing the model.
In that case, the user may have deeply trained or conditioned neural or other physiological
responses to the image(s) and/or stimuli (e.g., as in the case of an image, photo, video, and/or
audio) of a friend or family member of the user). In other examples, the image(s) and/or
other stimuli may be new or unfamiliar to the user, but may include subjects or objects with
which the user is familiar (e.g., a national monument, past president, etc.). Typically,
however, the image(s) and/or other stimuli used to establish the model are ones that produce
a measurable neural or other physiological response and are unlikely to change substantially
over time (as might be the case with a current celebrity or presidential candidate). While
many of the examples throughout this application describe using one or more images as the
stimuli, it should be understood that the examples can be modified to use additional or
alternative stimuli such as audio and/or video.

[0037] The model is based partly on the gaze of the user as the user views the image(s)
and/or is presented with the other stimuli. A gaze tracking camera may be used to capture
the user’s gaze to generate gaze tracking data corresponding to gaze of the user while the
user views the image(s) and/or other stimuli. In some examples, the gaze tracking data may
include a subconscious or unintentional gaze pattern or gaze path of the user. In that case,
an image may be presented for a relatively short period of time so that the user has time to
recognize the image, but does not have time to intentionally gaze at certain parts of the
image. In some examples, an image may be presented for at least about 300 milliseconds
and at most about 1 second. In other examples, the user’s gaze may be directed to one or
more points in the image or other stimulus (e.g., using an arrow, target, circle, or other visual
indicator presented on the image). In that case, the static visual indicators may be
sequentially presented to the user on the image indicating the one or more locations that the
user is to view, or a dynamic visual indicator may move from one location to the next
directing the user’s gaze at the image.

[0038] The model is additionally based on measurement of one or more physiological
conditions(s) in response to the image(s) or other stimuli. As used herein, the term
“physiological condition” refers to a chemical, physical, or electrical property of the body

of a user which is measurable and is susceptible to change in response to visual and/or
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audible stimuli. By way of example and not limitation, physiological conditions include
neural activity or brain state, tissue transparency, blood oxygen concentration, heart rate,
skin conductance, pupil dilation, body temperature, and adrenal response. One or more
physiological sensors can be used depending on the physiological condition(s) to be
measured. For instance, one or more neural sensors such as electroencephalography (EEG)
sensors, magnetoencephalography (MEG) sensors, and/or functional near-infrared
spectroscopy (fNIRS) sensor sensors can be used to measure a signal representative of brain
state. One or more cardiac sensors may be used to measure conditions of the heart, such as
optical heart rate monitoring or photoplethysmography sensors to measure heart rate and/or
electrocardiogram (EKG) sensors to measure electrical activity of the heart. One or more
skin sensors may be used to measure conditions of the skin, such as a galvanometer to
measure skin conductance and/or a thermometer to measure skin temperature. One or more
eye sensors may be used to measure conditions of the eye, such as a pupil scanner to measure
pupil dilation.

[0039] In some examples, the techniques described herein can be performed in whole
or in part using a head-mounted computing device (e.g., Occulus Rift® by Occulus VR,
Google Glass by Google Inc., or HoloLens by Microsoft Corporation). The head-mounted
computing device may include one or more displays to display the image, gaze tracking
cameras to track a gaze of the user, and/or physiological sensors to monitor one or more
physiological conditions of the user. In some examples, the head-mounted computing
device may include one or more onboard processors and memory, while in other examples,
the head-mounted computing device may be communicatively coupled (by wire or
wirelessly) to one or more remote processing and/or memory resources. When the user
desires to use the head-mounted computing device or other resource accessible via the head-
mounted computing device, the user may simply gaze at one or more images. As long as
the user’s gaze and physiological response(s) correlate to the model for the user, the user
can be authenticated without intentional actions by the user and without the need for the
user to remember a password. In other examples, the gaze-based authentication techniques
described herein may be implemented using a personal computer (e.g., laptop or desktop)
having a user-facing camera to capture the user’s gaze. In other examples, the gaze-based
authentication techniques described herein may be implemented using a game console or
other computing device in communication with a depth camera as a user input (e.g., Kinect®
by Microsoft Corporation, PlayStation®Camera by Sony Corporation). In still other

examples, the computing device may comprise a vehicle computing device (e.g., a vehicle
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onboard computer of an autonomous, manually operated, or semi-autonomous vehicle). In
some examples, one or more physiological sensors may be remote from the computing
device and may be in wired or wireless communication with the computing device. For
instance, the one or more physiological sensors may be located in or on a wearable device
(e.g., smart watch or band, a chest strap, eyeglasses, contact lens, or the like), an implantable
device (e.g., pacemaker, defibulator, insulin pump, prosthetic implant, or the like), on a
control surface or hand hold (e.g., on a steering wheel of a vehicle, in a seat of a vehicle, on
a mouse or joystick, a surface of a tablet or phone, or the like). While various specific
configurations are described herein, it should be understood that the display(s) to display
the image, gaze tracking camera(s) to track a gaze of the user, physiological sensor(s) to
monitor one or more physiological conditions of the user, one or more processors, and/or
memory may all be included within or coupled to a single device, or may be distributed
amongst two or more devices that may be spaced from one another and in communication
with one another by wired or wireless communication.

[0040] While certain specific examples are described involving various hardware and
software configurations, the techniques described herein are not limited to those examples
and may be implemented using any computing device or combination of computing devices
capable of tracking a gaze and physiological condition of a user while the user looks at an
image or perceives other stimuli. Examples of other computing devices that are usable
individually or collectively to implement the techniques described herein include, without
limitation desktop computers, laptop computers, tablet computers, mobile devices,
smartphones, wearable computers, implanted computing devices, telecommunication
devices, vehicle computers, network enabled televisions, thin clients, terminals, game
consoles, gaming devices, work stations, media players, digital video recorders (DVRs), set-
top boxes, cameras, access points to a building or other facility, integrated components for
inclusion in a computing device, appliances, or any other sort of computing device including
or having access to gaze tracking data and measurement data of one or more physiological
conditions.

[0041] While the subject matter described herein is primarily presented in the general
context of techniques for authentication to a computing resource, the techniques described
herein may apply to any type of scenario where authentication is employed, such as access
to a physical site (e.g., building, room, locker, etc.), object (e.g., vehicle, appliance, etc.), or
resource. Also, while the authentication techniques describe both establishing a model and

authenticating a user based on the model, in other examples either the model establishing
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phase or the authentication phase may be performed using other techniques. For instance,
the model may be established using one computing device (e.g., a head-mounted computing
device), and the user may be authenticated using another computing device (e.g., a
computer, tablet, vehicle computing device, etc.).

[0042] The authentication techniques described herein provide a fast and easy way of
authenticating a user to access a resource. In some examples, the techniques described
herein can be performed without intentional movement on the part of the user to enter a
password or position a body part in proximity to a biometric scanner. Because the user need
not remember a password, the cognitive burden on the user is low and there is no
authentication credential that could be lost or stolen. Additionally, the neurological or other
physiological response to certain stimuli are unique and personal to the user, making it
difficult for the response to be spoofed or reproduced by other humans and/or computers.
[0043] These and various other example features will be apparent from a reading of the
following description and a review of the associated drawings. However, the claimed
subject matter is not limited to implementations that solve any or all disadvantages or
provide any of the benefits noted in any part of this disclosure.

Ilustrative Environments

[0044] FIG. 1 is a schematic diagram showing an example environment 100 in which
the authentication techniques described herein can be implemented. The example
environment 100 can include a service provider 102, one or more networks 104, a user 106,
and one or more computing devices 108 usable by the user 106 to access a service or
resource available from the service provider 102 via the network(s) 104. Example
computing device(s) 108 illustrated in this figure include a head-mounted computing device
108(1), a laptop computer 108(2), a tablet computer 108(3), a wearable device 108(4), a
vehicle 108(5), and a gaming device 108(N), where N is any number greater than or equal
to 1. However, as discussed above, the techniques described herein can also be implemented
using any other computing device including or having access to a camera or other sensor
capable of tracking gaze of a user and a physiological sensor to measure a physiological
condition of the user.

[0045] In this example, the user 106 is attempting to access a resource provided by the
service provider 102 via the network(s) 104. In some examples, the network(s) 104 can be
any type of wired and/or wireless networks known in the art. Moreover, the computing
devices 108 can communicatively couple to the network(s) 104 in any manner, such as by

a wired or wireless connection (e.g., Ethernet, WiFi, Bluetooth, cellular data connection,
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etc.). The network(s) 104 can facilitate communication between the service provider 102
and the computing devices 108.

[0046] The service provider 102 can include one or more server(s) 110, which can be
arranged in a data center or server farm. Additionally or alternatively, the service provider
102 can be implemented in a distributed computing environment, with portions of the
service running on one or more other devices (e.g., computing devices 108 or other remotely
located devices). The server(s) 110 or other computing devices of the service provider 102
can include one or more processing unit(s)(e.g., processor(s) 112) and computer-readable
media 114, such as memory. The computer-readable media 114 includes an authentication
module 116 and one or more resources 118. The resource(s) 118 may include applications
or services provided by the service provider 102. For instance, in one specific example, the
service provider 102 may comprise a financial institution and the resource may comprise an
online banking account of the user 106. However, as discussed above, the resource provided
by service provider 102 may be any service commonly provided by an online service
provider, such as, for example, a shopping service, a gaming service, a mail service, a social
networking service, or the like.

[0047] When the user 106 attempts to access the resource 118, the user may be presented
with an authentication interface 120. In some examples, the service provider 102 may serve
the authentication interface 120 for presentation to the user 106 via a display of the
computing device 108. In that case, the authentication interface 120 may include one or
more images to be presented. Additionally or alternatively, the service provider may
transmit audible or visual instructions to the user for how to authenticate him or herself to
access the resource. For example, the instructions may inform the user that he or she will
be presented with one or more images and that he or she is to view the images normally and
to try to ignore distractions in his or her surroundings. As noted above, the authentication
interface 120 may include one or more images (e.g., photographs, computer generated
images, etc.), videos, audio, or other stimuli presented concurrently or sequentially. Each
image or other stimuli may be presented to the user for a limited duration.

[0048] The computing device 108 can include one or more processing unit(s)(e.g.,
processor(s) 122), computer-readable media 124 such as memory, and one or more sensors
126 (e.g., gaze tracking sensors, physiological sensors, etc.). The computer-readable media
124 may include one or more applications 128, such as an operating system, a browser, or
the like. The computing device 108 may capture login data (including gaze tracking data
130 and/or physiological data 132) using the sensor(s) 126 or other sensor of the computing
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device 108 while the user 106 views the image(s) or other stimuli presented via the
authentication interface 120. The computing device 108 may transmit the login data (i.e.,
gaze tracking data 130 and/or physiological data 132) to the service provider 102 via the
network 104. The service provider 102 may determine whether or not the login data (i.e.,
gaze tracking data 130 and physiological data 132) correlates with a model of the user and,
if so, may authenticate the user to access the resource 118.

[0049] In other examples, instead of being provided by the service provider 102, the
resource to be accessed by the user 106 may be the computing device 108 itself or one of
the applications 128 stored locally on the computing device 108, or the resource to be
accessed may be a physical resource (e.g., a building, room, locker, etc.) to which the user
106 is attempting to gain access. In such cases, the computing device 108 may also include
an authentication module 134 stored in the computer-readable media 124 to perform the
authentication. While the authentication modules 116 and 134 are shown as separate
modules in computer-readable media of their respective devices (server 110 and computing
device 108), in other examples, the authentication functionality may be incorporated into
the operating system or another application running on the respective devices. The
authentication module 116 and/or the authentication module 134 include the instructions
and machine learning models to implement the authentication techniques described herein.
Example Authentication Based on Physiological Response to Stimuli

[0050] FIGS. 2-5 are schematic diagrams illustrating several example authentication
techniques based on physiological response to one or more images or other stimuli.

[0051] FIG. 2 illustrates an example process 200 of establishing and training a machine
learning model 202 of a user for authentication. When a user attempts to access a resource
for a first time, the user may be presented with one or more stimulus 204(1), 204(2), 204(3),
... 204(J) (collectively “stimuli” 204), where J represents any integer greater than or equal
to 1. The stimuli 204 may be presented on a display or other output of a computing device,
such as computing device 108. The user’s gaze pattern is tracked using one or more gaze
tracking cameras or sensors to obtain gaze tracking data 206(1), 206(2), 206(3), ... 206(J)
(collectively “gaze tracking data” 206) while the user experiences the stimuli 204.
Additionally, physiological response of the user is measured using one or more
physiological sensors to obtain physiological data 208(1), 208(2), 208(3), ... 208(J)
(collectively “physiological data” 208) indicative of one or more physiological conditions
of the user while the user experiences the stimuli 204. The gaze tracking cameras/sensors

and the physiological sensors may be part of the computing device (e.g., sensors 126 of
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computing device 108), or may be separate from and communicatively coupled to the
computing device by wired and/or wireless connections.

[0052] In the illustrated example, stimulus 204(1) is a null stimulus designed not to
invoke a physiological response from the user in order to obtain a baseline or ambient
measurement of the physiological condition. In some examples, the stimulus 204(1) may
comprise a blank screen, a screen having a cool or soothing color, text (e.g., a letter, number,
word, or symbol), a visual target for the user to focus his or her gaze on, or the like. In
other examples, stimulus 204(1) may include an instruction (audio or textual) for the user
to close his or her eyes for a period of time (e.g., 1-5 seconds) during which time the baseline
or ambient measurement of the physiological condition can be made. Depending on the
physiological condition(s) being measured, the measurement of the user’s physiological
condition(s) in response to the null stimulus 204(1) may provide a unique signature of the
user. For instance, when multiple neurological or other physiological conditions are
measured, the combination of physiological conditions may provide a unique physiological
signature of the user. In other instances, the measurement of the user’s physiological
condition in response to the null stimulus 204(1) may not be unique to the user. The
measurement of the user’s physiological condition in response to the null stimulus 204(1)
may or may not be used to train the model.

[0053] Stimulus 204(2), stimulus 204(3), and stimulus 204(J), in this example,
correspond to photographs or other images. The images may be selected by the user, a
service provider (e.g., authentication module 116 of service provider 102), or computing
device (e.g., authentication module 134 of computing device 108). In some examples, the
user may upload the images from a local computing device (e.g., computing device 108) or
designate the images from a repository of scenes available to the computing device (e.g., an
online photo library, social networking site, etc.) to use for the authentication. In some
examples, a computing device associated with the resource to be accessed may select the
images to be used for the authentication, or may present the user with multiple images from
which the user can select one or more images to be used for the authentication. In this
example, the images comprise static photographs or other two-dimensional images. Each
image may be presented to the user for a brief period of time, long enough for the user to
perceive and recognize the image or the subjects in the image, but not long enough for the
user to intentionally gaze at objects in the image. In some examples, each image may be
displayed to the user for at least about 300 milliseconds and at most about 1 second.

However, in other examples, one or more of the images may be displayed for less than 300
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milliseconds or greater than 1 second. In other examples, as discussed below, the stimuli
204 can be dynamic (i.e., one or more objects or portions of the stimuli may be changing or
animated as in the case of video) and/or can include audio, text, or other stimuli. In some
examples, the user’s gaze may be directed to one or more points in the image or other
stimulus (e.g., using an arrow, target, circle, or other visual indicator presented on the
image). In that case, the static visual indicators may be sequentially presented to the user
on the image indicating the one or more locations that the user is to view, or a dynamic
visual indicator may move from one location to the next directing the user’s gaze at the
image.

[0054] As the stimuli 204 are presented (i.e., displayed, audibly emitted, etc.), the user’s
gaze and one or more physiological conditions are tracked. As described in more detail with
respect to FIG. 4, for each stimulus 204(1), 204(2), etc., the gaze tracking data 206 may
comprise a time series of sampled gaze locations or coordinates at which the user looked
while the respective stimulus was presented. Each sample may be represented by the
coordinate locations (e.g., x and y coordinates in the case of two-dimensional images, or X,
y, and z coordinate sin the case of three-dimensional images) and a time stamp.
Alternatively, the gaze tracking data 206 may comprise a function representing the user’s
continuous gaze path over a period of time during which the user perceived the stimulus.
The physiological data 208 are measured for each stimulus 204(1), 204(2), etc., while the
respective stimulus is presented. The physiological data 208 may comprise a time series of
sampled measurements of the physiological condition(s) while the respective stimulus was
presented, and can be represented by a signal value and a corresponding time stamp at which
the signal value was measured. In some examples, the physiological data 208 can comprise
a function representing the user’s continuous physiological condition over the period of time
during which the user perceived the stimulus.

[0055] The gaze tracking data 206 and corresponding physiological data 208 can be
aligned or matched up based on the respective time stamps. In some instances, the user’s
physiological response may be substantially instantaneous, such that a measurement of the
user’s physiological condition at a given time corresponds to the user’s gaze location at the
given time. However, in other examples, the user’s physiological response may be delayed
somewhat relative to the user’s gaze. This may be due to a time required for the user to
perceive and recognize an image or other stimulus (referred to herein as “perception delay”)
and/or due to time required for the user’s body to respond to the stimulus and/or return to

an ambient state after a stimulus is removed (referred to herein as “reaction delay”). In the
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case of perception delay and/or reaction delay, the physiological data 208 may be aligned
with the gaze tracking data 206 that actually caused the physiological response using a time
offset (e.g., time stamp of gaze tracking data + time offset = time stamp of corresponding
physiological data). The time offset used will depend on the perception delay and/or
reaction delay, which may be known or can be measured empirically during the training of
the model for each user. In some examples, time offsets may be computed and accounted
for algorithmically. In other examples, the machine learning techniques may automatically
recognize signal delays and account for them.

[0056] In many cases, alignment of various physiological sensor data may be known
and consistent. Additionally, sampling rates of the various sensors and systems involved
may be known or easily measured. In that case, the sensor data can be aligned to compensate
for the delays first, and then the sensor data can be aligned with respect to time by
interpolating between samples. Ifthe time delays are not known but are not wildly different,
an explicit alignment operation may not be needed, since the machine learning model will
learn how the signals correlate with each other. For example, for a neural network emission
probability model, the input to the model may include a context of frames (not just one)
which could span a period before, during, and/or after the user views an image or otherwise
experiences a stimulus. If all the delays are within that range, then there is no need to do
further compensation as the model will learn it at training time. All that is needed in that
case 1s to resample the measured signals so that they share the same reference sampling rate.
[0057] The stimuli 204, gaze tracking data 206, and physiological data 208 can be used
to train the model 202 for each user. The model(s) 202 can be stored in memory (e.g.,
computer readable media 114 of service 102, computer readable media 124 of computing
device 108, or other memory accessible to the service 102 and/or computing device 108)
and associated with a resource. The model 202 can then be used as a basis to authenticate
the user to access the resource in the future. The model 202 can be adapted or updated after
each authentication, using the gaze and physiological condition of the user during the login
as additional training data with which to train the model. This adaptation accounts for
gradual changes in the user’s physiological responses to certain stimuli due to, for example,
changing perceptions emotions associated with the stimuli.

[0058] FIG. 3 illustrates an example authentication process 300 of authenticating a user
to access a resource based on physiological response to multiple stimuli over time (from
time To to time Ts). This example is described in the context of tablet computing device

108(3) of FIG. 1, but is applicable to other computing devices as well. In this example, the

17



10

15

20

25

30

WO 2017/209976 PCT/US2017/033436

computing device 108(3) receives a request from the user to access the resource. The
request may be received as a touch input, gesture, voice input, or any other form of user
input. Responsive to receiving the request to access the resource, the computing device
108(3) causes presentation of an authentication interface 302 including one or more stimulus
304(1)-304(5)(collectively “stimuli 304”) via the authentication interface 302. In this
example, the stimuli 304 are shown as being presented sequentially over time. However,
in other examples, multiple stimuli may be presented concurrently. Also, while five stimuli
304 are shown in this example, in other examples, greater or lesser numbers of stimuli may
be used. The number of stimuli used for during authentication may or may not be the same
as the number of stimuli upon which the model 202 has been trained. While not shown in
this figure, in addition to the stimuli 304, the authentication interface 302 may include one
or more controls, windows, borders, instructions, or other visual and/or audio elements that
are presented to the user.

[0059] At least some of the stimuli 304 presented via the authentication interface 302
are stimuli 204 based upon which the machine learning model 202 for the user was trained.
Images or stimuli upon which the machine learning model 202 are based are referred to
herein as being “salient” images or stimuli. In some examples, the stimuli 304 presented
via the authentication interface 302 may include additional images or other stimuli that were
not used to train the model 202. Such additional images or other stimuli are referred to
herein as “non-salient” or “filler” images or stimuli. The filler images or other stimuli may
be interspersed with salient images or stimuli during the authentication process. In that case,
the user’s responses to the filler images or stimuli may be ignored or otherwise excluded in
determining whether to authenticate the user to access the resource. In the illustrated
example, stimulus 304(2), stimulus 304(3), and stimulus 304(5) are examples of salient
images which correspond to stimuli 204 upon which the machine learning model 202 of the
user was trained. Stimulus 304(4) corresponds to a filler image upon which the machine
learning model 202 of the user has not been trained.

[0060] In some examples, the salient images or other stimuli presented via the
authentication interface 302 may be presented in a same or different order than they were
presented during training of the model 202 and/or during a last login attempt. Additionally
or alternatively, they may be presented for the same or different durations than they were
presented during training of the model 202 and/or during a last login attempt. In the case
where the salient images or other stimuli are presented for different durations than during

the training or last login attempt, they may still be presented for a limited amount of time
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(e.g., at least about 300 milliseconds and at most about 1 second). This may help to ensure
that the user’s response to images or other stimuli is genuine, subconscious, or unintentional.
However, in other examples, the user’s gaze may be directed to one or more points in the
image or other stimulus (e.g., using an arrow, target, circle, or other visual indicator
presented on the image), in which case the images or other stimuli may be presented for
longer than 1 second. Additionally, in some examples, salient images or other stimuli may
be presented in a slightly modified manner relative to during the training of the model 202
and/or during a last login attempt. For instance, one or more of the images may be presented
in a different location on a display screen, at a different location within the authentication
interface, and/or a portion of the image or other stimulus may be cropped to show less than
all of the image that was previously presented. Any or all of the foregoing techniques may
help to further increase security of the authentication by preventing a malicious user from
learning an order of the stimuli and attempting to mimic the physiological responses to the
stimuli.

[0061] The computing device 108(3) obtains login gaze tracking data 306(1)-
306(5)(collectively “gaze tracking data 306”) corresponding to gaze of the user, and
physiological data 308(1)-308(5)(collectively “physiological data 3087) including
measurements of a physiological condition of the user at times that the user is viewing each
image via the authentication interface 302. The gaze tracking data 306 and physiological
data 308 comprise at least part of login data 310 collected during the authentication process
300. The gaze tracking data 306 and physiological data 308 may be obtained from one or
more sensors of computing device 108(3) and/or on or more sensors in communication with
computing device 108(3). In one example, the gaze tracking data 306 may be obtained from
auser-facing camera 312 of the computing device 108(3) and the physiological data may be
obtained from a touch surface 314 of the computing device 108(3) and/or a wearable device
108(4) in wireless communication with the computing device 108(3). For instance, the
touch surface 314 of the computing device 108(3) may comprise a skin galvanometer usable
to measure conductivity of the user’s skin and the wearable device 108(4) may include a
heart rate sensor usable to measure a heart rate of the user. However, the physiological data
may be obtained from other sensors and may include measurements of other physiological
conditions (e.g., neural sensors to measure brain state), as described in other examples.
[0062] All or part of the login data 310 may then be compared to the machine learning
model 202 of the user. Portions of the login data 310 including gaze tracking data and/or

physiological data of the user in response to filler stimuli may be excluded from the
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comparison. The comparison may be performed locally by authentication module 134 of
computing device 108(3), remotely by authentication module 116 of the service provider
102, by a combination of both, or by other means. The comparison may be used by the
computing device 108(3) and/or service provider 102 to determine whether the login data
310 correlates with the model 202 of the user. If so, the user may be authenticated to access
the resource.

[0063] In some examples, the login data 310 may also be used to adapt or update the
machine learning model 202 after each successful login attempt. For example, the gaze
tracking data and physiological data of the user at the times that the user is viewing salient
stimuli via the authentication interface 302 may be used as additional training data to train
the model 202 of the user. Thus, in the illustrated example, gaze tracking data 306(2),
306(3), and 306(5), and physiological data 308(2), 308(3), and 308(5) corresponding to the
user’s response to salient stimulus 304(2), stimulus 304(3), and stimulus 304(5) may be used
to adapt the machine learning model 202. Additionally or alternatively, in some examples,
the gaze tracking data 306(4) and physiological data 308(4) of the user at the times that the
user is viewing the filler stimuli via the authentication interface 302 may be used as
additional training data to train the model 202 of the user. Thus, in the illustrated example,
gaze tracking data 306(4) and physiological data 308(4) corresponding to the user’s
response to filler image 304(4) may be used to adapt the machine learning model 202. Once
the model 202 has been trained using the filler stimuli, the filler stimuli cease to be filler
stimuli and become salient stimuli.

[0064] In some examples, in addition to or instead of the salient stimuli, the
authentication may take into account ambient or background measurements of physiological
condition when the user is not presented with stimuli and/or is presented with a control or
null stimulus. In the illustrated example, after receiving the request to access the resource
and prior to causing presentation stimulus 304(2) on the display via the authentication
interface, the computing device 108(3) obtains physiological data 208(1) of an ambient
measurement of the physiological condition in response to stimulus 304(1) which is
designed not to invoke a physiological response from the user. In the illustrated example,
the stimulus 304(1) comprises a visual target for the user to focus his or her gaze on.
However, in other examples, other types of null stimulus may be used. In examples taking
into account the ambient measurement of the physiological condition, the ambient
measurement of physiological condition taken during the login attempt can be compared to

the ambient measurement of physiological condition taken during training of the model 202

20



10

15

20

25

30

WO 2017/209976 PCT/US2017/033436

(during establishment of the model and/or during one or more previous login attempts). The
determination of whether the login data correlates to the model 202 may be based at least in
part on the comparison of the ambient measurement of physiological condition during login
to that during training of the model.

[0065] FIG. 4 illustrates an example technique for correlating gaze tracking data
with physiological data over time. FIG. 4 illustrates a portion of the authentication process
300 of FIG. 3 in more detail. In particular, FIG. 4 shows a portion of the authentication
process 300 from T to Tz in which the gaze tracking data 306(2) and physiological data
308(2) of the user are captured while the user is viewing salient stimulus 304(2). The user’s
gaze in this example traveled in a generally S-shaped path from top left to the bottom center
of the stimulus 304(2) through the faces of three individuals depicted in the stimulus 304(2).
The gaze path of the user occurred during a time period from T1 to T2 in which the stimulus
304(2) was displayed. The gaze tracking data 306(2) corresponding to the stimulus 304(2)
includes multiple discrete samples, including at least sample 400(A), sample 400(B), and
sample 400(C). Each sample includes a time stamp at which the sample was taken and a
coordinate location of the user’s gaze at the time the sample was taken. Thus, each sample
can be represented in the form (T, X, Y). In the illustrated example, sample 400(A) was
taken at time Ta when the user was gazing at coordinate location Xi, Yi. Sample 400(B)
was taken at time Ts when the user was gazing at coordinate location Xz, Y2. And, sample
400(C) was taken at time Tc when the user was gazing at coordinate location X3, Y3. In this
example, times Ta, Ts, and Tc represent any times between T1 and T2 and do not imply that
samples 400(A), 400(B), and 400(C) are sequential samples or that there is a uniform time
elapsed between samples 400(A), 400(B), and 400(C). Thus, sample 400(A) can be
represented as (Ta, X1, Y1), sample 400(B) can be represented as (Ts, X2, Y2), and sample
400(C) can be represented as (Tc, X3, Y3).

[0066] The physiological data 308(2) corresponding to the stimulus 304(2) also includes
multiple discrete samples, including at least sample 402(A), sample 402(B), and sample
402(C). Each sample includes a time stamp at which the sample was taken and a signal
from a physiological sensor representing a measurement of physiological condition at the
time the sample was taken. Thus, each sample can be represented in the form (T, P). In the
illustrated example, sample 402(A) was taken at time Ta when the measurement of
physiological condition was P1. Sample 402(B) was taken at time Ts when the measurement
of physiological condition was P2. And, sample 402(C) was taken at time Tc when the

measurement of physiological condition was P3. As noted above, times Ta, Ts, and Tc
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represent any times between T1 and T2 and thus do not imply that samples 402(A), 402(B),
and 402(C) are sequential samples or that there is a uniform time elapsed between samples
402(A), 402(B), and 402(C). Thus, sample 402(A) can be represented as (T4, P1), sample
402(B) can be represented as (Ts, P2), and sample 402(C) can be represented as (Tc, P3).
[0067] Individual samples of the gaze tracking data 306(2) can be correlated to
individual samples of the physiological data 308(2) based on the time stamps, with or
without time offsets for perception delay and/or reaction delay. Assuming no time offset,
in the illustrated example, gaze tracking sample 400(A) can be correlated to physiological
data sample 402(A), gaze tracking sample 400(B) can be correlated to physiological data
sample 402(B), and gaze tracking sample 400(C) can be correlated to physiological data
sample 402(C). Alternatively, in examples in which the physiological response to stimulus
is delayed due to perception delay and/or reaction delay, the gaze tracking samples may be
correlated by applying a relative time offset. For instance, gaze tracking sample 400(A)
taken at time Ta can be correlated to a physiological data taken at a time Ta + offset, gaze
tracking sample 400(B) taken at time Ts can be correlated to a physiological data taken at a
time Tg + offset, and so forth. While three samples are shown for the time period T1 to T2,
in other examples, any number of more or less samples may be taken while an image is
presented. The sample rate for gaze tracking data and physiological data may be chosen
based upon a desired sampling resolution, desired model resolution, limitations of the gaze
tracking cameras and/or sensors or physiological sensors, or other factors.

[0068] FIG. 5 illustrates another example technique for correlating gaze tracking data
with physiological data over time, in which the physiological data includes measurements
of multiple different physiological conditions. FIG. 5 illustrates a portion of the
authentication process 300 from Ti to T2 in which the gaze tracking data 306(2) and
physiological data 500 of the user are captured while the user is viewing salient stimulus
304(2). Asin the example of FIG. 4, the user’s gaze in this example traveled in a generally
S-shaped path and includes sample 400(A) represented as (Ta, X1, Y1), sample 400(B)
represented as (Ts, X2, Y2), and sample 400(C) represented as (Tc, X3, Y3).

[0069] The physiological data 500 corresponding to the stimulus 304(2) also includes
multiple discrete samples, including at least sample 502(A), sample 502(B), and sample
502(C). Each sample includes a time stamp at which the sample was taken. However, in
this example, each sample includes signals from multiple physiological sensors representing
measurements of multiple physiological conditions at the time the sample was taken. The

illustrated example includes measurements of four signals, namely signal P, signal Q, signal
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R, and signal S. Signals P, Q, R, and S may represent outputs of four physiological sensors.
The physiological sensors may be disposed on the same or different devices and/or may
measure the same or different physiological conditions. In one example, signals P and Q
represent signals from heart rate monitor and a skin galvanometer, respectively, of wearable
device 108(4), while signals R and S represent signals from EEG and fNIRS sensors,
respectively, of head-mounted computing device 108(1). The signals P and Q from the
wearable device 108(4) may be relayed to the head-mounted computing device 108(1) or
other computing device for aggregation. However, in other examples, the signals P, R, R,
and S may be captured by any number of one or more sensors and/or computing devices.
Each sample can be represented in the form (T, P, Q, R, S). In the illustrated example,
sample 502(A) was taken at time Ta when the measurements of physiological conditions
were P1, Q1, Ry, and Si, respectively. Sample 502(B) was taken at time Ts when the
measurements of physiological conditions were P2, Q2, Rz and Sz, respectively. And, sample
502(C) was taken at time Tc when the measurements of physiological conditions were P3,
Qs3,Rs,and Ss, respectively. As in the previous examples, times Ta, Ts, and Tc represent
any times between T1 and T2 and thus do not imply that samples 502(A), 502(B), and 502(C)
are sequential samples or that there is a uniform time elapsed between samples S02(A),
502(B), and 502(C). Thus, sample 5S02(A) can be represented as (Ta, P1, Q1,R1, S1), sample
502(B) can be represented as (Ts, P2, Q2, Rz, S2), and sample 502(C) can be represented as
(Tc, P3,Q3,R3, S3).

[0070] As shown in FIG. 5, each of the signals P, Q, R, and S each has a different time
offset. That is, each signal represents a measurement of a physiological condition that is
delayed relative to the stimulus that caused the physiological reaction. The delay of each
signal may be attributed to a perception delay (i.e., a delay in the user perceiving the portion
of the stimulus) and/or a reaction delay (i.e., a delay of the body’s physiological reaction to
the stimulus. The time offset may also be at least partially attributable to a sensitivity of the
sensor used to measure the signal, a sampling rate, and other factors. The time offsets for
signals P, Q, R, and S are shown relative to the time Ta. The physiological data 500 can be
correlated to the gaze tracking data 306(2) based on the time stamps and respective time
offsets for each signal. The time offset for measurement of a given physiological condition
using a given physiological sensor can be determined experimentally during an offline
training for a generic pool of users. Thereafter, during use, the offsets may be further

customized for each user using online training over time to determine offset for a given
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physiological condition using a given physiological sensor experienced for each specific
user.

[0071] FIG. 6 illustrates an example technique for authenticating a user to access a
resource based on gaze and physiological response to multiple concurrent stimuli. In this
example, an authentication interface 600 includes multiple images 602(1)-
602(E)(collectively “images 6027) presented simultaneously in a grid of tiled images. The
grid may include any number of F columns and G rows, where each of F and G can be any
integer greater than or equal to 2 and may or may not be equal to one another. In other
examples, the multiple images may be arranged in other configurations (e.g., in a circle, a
carousel, a cloud, one or more clusters, a single line, a single row, etc.). Atleast one image
602(3) of the multiple images 602 includes a salient image upon which a machine learning
model for the user was trained. In some examples, the authentication interface 600 includes
only one salient image and the remaining images are filler images upon which the model of
the user has not been trained. Alternatively, the authentication interface 600 may include
multiple salient images. In examples in which the authentication interface 600 includes
multiple salient images, the model for the user may also have been trained by presenting the
multiple salient images concurrently, or the model may have been trained by presenting the
multiple salient images sequentially, similar to the example of FIG. 2.

[0072] During authentication, the authentication interface 600 may be presented for a
first period of time while tracking gaze of the user to determine when the user’s gaze settles
on a salient image of the multiple images, such as salient image 602(3). Once the user’s
gaze settles on the salient image, a timer may be started such that the multiple images 602
are only presented for a limited period of time (e.g., at least 300 milliseconds to at most 1
second) after the user’s gaze settles on the salient image. The user’s gaze may also be
tracked during this limited time period to obtain gaze tracking data 604 while the user is
viewing the salient image. One or more physiological conditions of the user may also be
tracked during this limited time period to obtain physiological data 606 of the user while the
user is viewing the salient image. The gaze tracking data 604 and physiological data 606
may be obtained and correlated according to any of the techniques described herein.

[0073] In this example, the gaze tracking data 604 is obtained from a gaze tracking
camera of a head-mounted computing device 608, and the physiological data 606 is obtained
from a neurological sensor (e.g., EEG sensor, MEG sensor, fNIRS sensor, etc.) of the head-

mounted computing device 608. However, in other examples, the gaze tracking data 604
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and physiological data 606 may be obtained from other sensors and/or computing devices
as described herein.

[0074] FIG. 7 illustrates another example technique for authenticating a user to access
a resource based on gaze and physiological response to multiple concurrent stimuli. In this
example, an authentication interface 700 includes a visual stimulus 702(A) such as an image
or video. Concurrently with presentation of the visual stimulus 702(A), the authentication
interface outputs an audio stimulus 702(B). In this example, the audio stimulus corresponds
to a person depicted in the visual stimulus 702(A) speaking a message to the user. The
visual stimulus 702(A) and the audio stimulus 702B) are collectively referred to herein as
“stimuli 702.” Certain audio stimuli can be particularly personal to a user and can invoke a
strong physiological response from the user. Examples of such audio stimuli include the
user’s name, the voice of a friend or loved one, or the like. In the illustrated example, the
audio stimulus 702(B) may correspond to the user’s mother’s voice speaking the user’s
name. Such an audio stimulus, particularly when combined with a complimentary visual
stimulus such as a picture or video of the speaker can elicit a physiological response that is
very unique to the user. However, in other examples, other audible and/or visual stimuli
that may elicit weaker physiological responses can also be used. While the visual stimulus
702(A) and audio stimulus 702(B) are presented concurrently in this example, in other
examples, one or more visual stimuli may be presented sequentially with one or more
audible stimuli.

[0075] During authentication, the user’s gaze may be tracked to obtain gaze tracking
data 704 and one or more physiological conditions of the user may be measured to obtain
physiological data 706 of the user while the stimuli 702 are presented. The gaze tracking
data 704 and physiological data 706 may be obtained and correlated according to any of the
techniques described herein.

[0076] In this example, the gaze tracking data 704 is obtained from a gaze tracking
camera of a head-mounted computing device 708, and the physiological data 706 is obtained
from a neurological sensor (e.g., EEG sensor, MEG sensor, fNIRS sensor, etc.) of the head-
mounted computing device 708. However, in other examples, the gaze tracking data 704
and physiological data 706 may be obtained from other sensors and/or computing devices
as described herein.

[0077] In the example techniques described herein, a number of stimuli presented
(sequentially and/or concurrently) by the authentication interface may be based at least in

part on a strength of physiological response a user has to the respective stimuli. For instance,

25



10

15

20

25

30

WO 2017/209976 PCT/US2017/033436

the number of stimuli needed to accurately authenticate the user may be inversely
proportional to the strength of physiological response to the respective stimuli. That is, the
stronger the physiological response, the fewer stimuli needed to authenticate the user.
Further, a robustness and accuracy of the authentication techniques described herein may
be based at least in part on the strength of physiological response a user has to the respective
stimuli. For instance, the strength of security of the authentication techniques described
herein may be proportional to the strength of physiological response to the respective
stimuli. That is, the stronger the physiological response, the harder it will be for an imposter
to replicate the physiological response.

[0078] As discussed above, in some examples, machine learning model for a user may
be adapted over time to account for changing responses to stimuli. Thus, if a user’s response
to a particular image or other stimulus weakens over time, the authentication module may
cause the machine learning model for the user to be trained based on one or more additional
images or other stimuli. The additional images or other stimuli may initially be introduced
as filler images during a login attempt and then subsequently converted into salient images
upon which the model is trained following a successful authentication based on the login
attempt. In this way, the authentication techniques may be continuously adapted to maintain
their robustness.

[0079] As discussed above, the physiological sensors usable in the various examples
described herein can include one or more neurological sensors to measure brain state. For
instance, the physiological sensors can include EEG sensors, MEG sensors, and/or fNIRS
sensors. In examples including neural sensors, the signal bandwidths are separated into
multiple bands, including the Alpha and Beta bands. The Alpha band is located between 8
and 15 Hz. Activity within this band can be indicative of a relaxed or reflective user. The
Beta band is located between 16 and 21 Hz. Activity within this band can be indicative of
a user that is actively thinking, focused, or highly concentrating. The neural sensors can
detect activity in these bands, and potentially others, and generate physiological data
representing the activity.

[0080] It is to be appreciated that while frequency domain analysis is traditionally used
for neural analysis in a clinical setting, it is a transform from the raw time series analog data
available at each neurological sensor. A given neurological sensor has some voltage that
changes over time, and the changes can be evaluated in some configurations with a

frequency domain transform, such as the Fourier transform, to obtain a set of frequencies
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and their relative amplitudes. Within the frequency domain analysis, the Alpha and Beta
bands described above are useful approximations for a large range of biological activities.
[0081] In some examples, the signals from the neurological sensors can be preprocessed
using transformations such as a short term Fourier transform, wavelets, dictionary based
transforms such as matching pursuit, or the like. However, such preprocessing is optional
and may be omitted in a machine learning context such as that described herein. For
instance, in some examples, a machine learning model such as that disclosed herein can be
trained to identify patterns in neural data with higher accuracy from the raw electrode
voltages than from a transform. It is to be appreciated, therefore, that the various
configurations disclosed herein can train the machine learning model using time-series data
generated by the neural sensors directly, data that has been transformed into the frequency
domain, or data representing the electrode voltages that has been transformed in another
manner.

[0082] In this regard, it is also to be appreciated that the illustration of the neural sensors
shown in the various examples herein and the discussion of neural signals has been
simplified for discussion purposes. A more complex arrangement of neural sensors and
related components, such as differential amplifiers for amplifying the signals provided by
the neural sensors, can be utilized. These configurations are within the skill of those skilled
in the art.

Example Computing Devices

[0083] FIG. 8 illustrates details of an example computing device 800 that can be used
to implement the authentication techniques described herein. The computing device 800 in
this example includes processor(s) 802, computer-readable media 804, sensor(s) 806, input
interface(s) 808, and output interfaces(s) 810. In FIG. 8, device 800 is illustrated as a head-
mounted device. However, this example is provided for illustrative purposes and is not to
be construed as limiting. Rather, computing device 800 can also implemented as other types
of computing devices, such as any of the various computing devices described with
reference to FIG. 1 or elsewhere in this application. Additional details and example
computing environments and computing devices are described below with reference to
FIGS. 13-15.

[0084] Processor(s) 802 can represent, for example, a CPU-type processing unit, a
GPU-type processing unit, a field-programmable gate array (FPGA), another class of digital
signal processor (DSP), or other hardware logic components that can, in some instances, be

driven by a CPU. For example, and without limitation, illustrative types of hardware logic
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components that can be used include Application-Specific Integrated Circuits (ASICs),
Application-Specific Standard Products (ASSPs), System-On-a-Chip systems (SOCs),
Complex Programmable Logic Devices (CPLDs), etc. In various examples, the processor(s)
802 can execute one or more instructions, modules, and/or processes to cause the device
802 to perform a variety of functions, such as those described as being performed by
computing devices herein. Additionally, each of the processor(s) 802 can possess its own
local memory, which also can store program modules, program data, and/or one or more
operating systems. Additional details of example processors that can be used as processor(s)
802 are described below with reference to FIGS. 13 and 15.

[0085] In at least one configuration, the computer-readable media 804 of the device 800
can store components that facilitate interaction between a user and the computing device
800. For example, the computer-readable media 804 can include an operating system 812,
sensor data collection module(s) 814, an authentication module 816, a model repository 818
of machine learning models (e.g., models 202), and one or more applications 820. The
operating system 812 can be configured to manage hardware and services within and
coupled to the device 800 for the benefit of other components and/or modules. The sensor
data collection module(s) 814 collect, store, and/or process sensor data collected from the
sensor(s) 806 of the computing device. The authentication module 816 includes program
instructions to establish one or more machine learning models for a user to access a resource
and/or to authenticate the user to access the resource. Specifically, the authentication
module 816 may be configured to establish and train one or more machine learning models
based on gaze tracking data and physiological data of the user in response to one or more
stimuli. The authentication module 816 may store the machine learning models in the model
repository 818 in association with an account, computing device, or other resource. The
machine learning models may be stored locally, in memory of the computing device 800, or
remotely such as in memory of a service provider (e.g., service provider 102). The model
repository 818 may include one or more models for one or more users. For instance, in
some examples, the model repository 818 may include a separate model for each of multiple
different users. Additionally or alternatively, model repository 818 may include multiple
different models for multiple different resources.

[0086] Application(s) 820 may correspond to any other applications stored in whole or
in part on the computing device 800. By way of example and not limitation, the applications
820 may include gaming applications, file sharing applications, browser applications, search

applications, productivity applications (e.g., word processing applications, spreadsheet
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applications, computer-aided design applications, etc.), communication applications (e.g.,
email, instant messaging, audio and/or video conferencing, social networking applications,
etc.). The application(s) 820 can be stored in the computer-readable media 804 or otherwise
accessible to the device 800 (e.g., via a network, such as network 104). In some examples,
one or more of the applications 820 may be resources for which the authentication
techniques described herein are usable to gain access. Additional details of example
applications that can be representative of application(s) 820 are described below with
reference to FIGS. 13-15.

[0087] While FIG. 8 illustrates the authentication module 816 as being separate from
the operating system 812 and the application(s) 820, in alternative examples, the
authentication module 816 can be included in or integrated with the operating system 812
and/or one or more of the applications 820. In such examples, the operating system 812
and/or application(s) 820 having the integrated authentication functionality can perform
same or similar functionalities as described for the authentication module 816.

[0088] The modules can represent pieces of code executing on a computing device (e.g.,
device 102). In some examples, individual modules can include an interface, such as an
Application Program Interface (API), to perform some or all of its functionality (e.g.,
operations). In additional and/or alternative examples, the components can be implemented
as computer-readable instructions, data structures, and so forth that are executable by at least
one processing unit (e.g., processor(s) 802) to configure the device 800 to perform
operations including the authentication techniques described herein. Functionality to
perform these operations can be implemented by a single device or distributed across
multiple devices. Additional details of an example distributed computing scenario are
described with reference to FIG. 14. Additional details of example types of computer-
readable media that can be used for computer-readable media 804 are provided below with
reference to FIGS. 13-15.

[0089] In at least one example, the sensor(s) 806 can be any device or combination of
devices configured to sense conditions of a user or surroundings of the user. The sensor(s)
806 include one or more user facing cameras 806A or other sensors for tracking eye
movement or gaze, facial expressions, pupil dilation and/or contraction, gestures, and/or
other characteristics of the user. The sensor(s) 806 also include one or more outwardly
facing or environmental cameras 806B for capturing images of real-world objects and
surroundings of the user. The sensor(s) 806 also include one or more physiological sensors

806C for measuring one or more physiological conditions of the user. The physiological

29



10

15

20

25

30

WO 2017/209976 PCT/US2017/033436

sensors 806C in this examples are shown as neural sensors such as electroencephalography
(EEG) sensors, magnetoencephalography (MEG) sensors, and/or functional near-infrared
spectroscopy (fNIRS) sensors to measure a signal representative of electrical activity of the
brain or brain state. The sensors 806 may additionally or alternatively include one or more
other physiological sensors such as those described throughout the application. The
sensor(s) 806 may additionally or alternatively include one or more other cameras (e.g., web
cameras, infrared cameras, depth cameras, etc.), microphones or other sound sensors for
measuring a volume of speech, a rate of speech, etc., light sensors, optical scanners, or the
like. Individual sensor(s) 806 can output sensor data to corresponding sensor data collection
module(s) 814 for suitable processing. For instance, user facing camera 806A can capture
gaze tracking data which may be processed by a corresponding sensor data collection
module 814 to time stamp the gaze tracking data and determine gaze locations associated
with the time stamps. As another example, the physiological sensors 806C can capture
physiological data which may be processed by a corresponding sensor data collection
module 814 to time stamp the physiological data and apply any applicable time offsets to
determine measurements of physiological conditions associated with the time stamps. The
sensor data collection module 814 may then output the gaze tracking data and the
physiological data to the authentication module 816 for use in establishing a machine
learning model for the user, or for authenticating the user.

[0090] The sensor(s) 806 can additionally and/or alternatively include a depth map
sensor, a light field sensor, a gyroscope, a sonar sensor, an infrared sensor, a compass, an
accelerometer, a global positioning system (GPS) sensor, and/or any other device or
component for detecting a position or movement of the head-mounted computing device
800 and/or other objects. The sensor(s) 806 can also enable the generation of data
characterizing interactions, such as user gestures, with the device 800. For illustrative
purposes, the sensor(s) 806 and/or an input interface 808 can enable the generation of data
defining a position and aspects of movement, e.g., speed, direction, acceleration, of one or
more objects, which can include device 800, physical items near the device 800, and/or
users.

[0091] FIG. 8 shows an example in which at least some of the sensor(s) 806 are part of,
or built into, the computing device 800. More specifically, FIG. 8 shows a non-limiting
example where the computing device 800 includes the user facing camera sensor 806A
disposed in or integrated with a nose-bridge component of a head-mounted assembly, the

environmental camera 806B disposed in an outer surface of a frame of the head-mounted
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assembly, and one or more physiological sensors 806C disposed in or integrated with an
interior of a headband of the head-mounted assembly. As described above, computing
device 800 can include any configuration of one or more sensors 806 that can be part of, or
built into, the computing device 800. Additionally or alternatively, one or more sensors 806
can be removably coupled to the computing device 800, or be separate from and
communicatively coupled to the device 800. In the latter case, sensor data can be
communicated from the one or more sensors 806 to the computing device 800, for example,
via a wired and/or wireless network, such as network 104.

[0092] As described above, the computing device 800 can include the input interface(s)
808 and output interface(s) 810. By way of example and not limitation, the input interface(s)
808 can include a keyboard, keypad, mouse, microphone, touch sensor, touch screen,
joystick, physical and/or soft control buttons, scrolling buttons, cameras, neural interface,
or any other device suitable to generate a signal and/or data defining a user interaction with
the computing device 800. By way of example and not limitation, the output interface(s)
810 can include a display (e.g., holographic display, head-up display, protector, touch
screen, liquid crystal display (LCD), etc.), speakers, haptic interfaces, or the like.

[0093] In at least one example, an output interface 810 can be a hardware display surface
822 that can be configured to allow for a real-world view of an object through the hardware
display surface 822 while also providing a rendered display of computer generated images,
content, or scenes. The hardware display surface 822 can include one or more components,
such as a projector, screen, or other suitable components for producing a display of an object
and/or data. In some configurations, the hardware display surface 822 can be configured to
cover at least one eye of a user. In one illustrative example, the hardware display surface
822 can include a screen configured to cover both eyes of a user. The hardware display
surface 822 can render or cause the display of one or more images for generating a view or
a stereoscopic image of one or more computer generated virtual objects. For illustrative
purposes, an object can be an item, data, device, person, place, or any type of entity. In at
least one example, an object can be associated with a function or a feature associated with
an application. As will be described in more detail below, some configurations enable the
computing device 800 to graphically associate holographic user interfaces and other
graphical elements with an object seen through the hardware display surface 822 or rendered
objects displayed on the hardware display surface 822.

[0094] The hardware display surface 822 can be configured to allow a user to view

objects from different environments. In some configurations, the hardware display surface
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822 can display a rendering of a computer generated virtual object. In addition, some
configurations of the hardware display surface 822 can allow a user to see through selectable
sections of the hardware display surface 822 having a controllable level of transparency,
enabling the user to view objects in his or her surrounding environment. For illustrative
purposes, a user’s perspective looking at objects through the hardware display surface 822
is referred to herein as a “real-world view” of an object or a “real-world view of a physical
object.” As will be described in more detail below, computer generated renderings of
objects and/or data can be displayed in, around, or near the selected portions of the hardware
display surface 822 enabling a user to view the computer generated renderings along with
real-world views of objects observed through the selected portions of the hardware display
surface 822.

[0095] Some configurations described herein provide both a “see through display” and
an “augmented reality display.” For illustrative purposes, the “see through display” can
include a transparent lens that can have content displayed on it. The “augmented reality
display” can include an opaque display that is configured to display content over a rendering
of an image, which can be from any source, such as a video feed from a camera used to
capture images of an environment. For illustrative purposes, some examples described
herein describe a display of rendered content over a display of an image. In addition, some
examples described herein describe techniques that display rendered content over a “see
through display” enabling a user to see a real-world view of an object with the content. It
can be appreciated that the examples of the techniques described herein can apply to a “see
through display,” an “augmented reality display,” or variations and combinations thereof.

2%

For illustrative purposes, devices configured to enable a “see through display,” “augmented
reality display,” or combinations thereof are referred to herein as devices that are capable of
providing a “mixed environment” or “mixed reality scene.”

[0096] Additional details associated with the hardware display surface 822 are
described below with reference to FIGS. 9A-9C, 10A-10F, 11A-11F. Additional details
associated with the input interface(s) 808 and/or the output interface(s) 810 are described
below with reference to FIGS. 13 and 15.

Example Gaze Tracking

[0097] Referring now to FIGS. 9A-9C, 10A-10F, 11A-11F, and 12 the following section
describes techniques for tracking a user’s gaze and identifying gaze locations, such as

described in the preceding examples. The techniques are described in the context of a head-

mounted computing device having a user facing gaze tracking camera, such as that described
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with reference to FIG. 8. However, the techniques described in this section can also be
applied to other types of computing devices having a user facing camera for gaze tracking
(e.g., computer with a web camera 108(2), a tablet or smartphone with user-facing camera
108(3), a game console with user facing camera 108(N), etc.). FIG. 9A is back view of a
device 900 (e.g., device 108, device 800, etc.) having a hardware display surface 902 (e.g.,
hardware display surface 822) and one or more sensors 904 and 904’ (such as camera 806A
of computing device 800). To facilitate functionality described herein, in at least one
example, sensor(s) 904’ are user facing (such as user facing camera 806A) and can be
configured to track the position of at least one eye of a user. In addition, at least one other
sensor 904 is environment facing (such as environmental camera 806B) and can be directed
toward a real-world object for generating image data of the real-world object. As will be
described in more detail below, examples can process eye position data, image data, and
other data to identify a gaze location that is a rendered object displayed on a hardware
display surface 902 or a real-world object viewed through a transparent section of the
hardware display surface 902. As will also be described below, examples described herein
can also determine if the user is looking at a particular section of a hardware display surface
902, a particular part of a real-world object, or a particular part of a rendered object or image.
Such information can be useful for determining gaze locations from gaze tracking data to
establish a machine learning model of a user and/or during authentication for determining
whether a user’s login data (gaze tracking data and physiological data) correlates to the
machine learning model of the user.

[0098] In FIG. 9A, the device 900 comprises two of the user facing sensors 904° for
generating data or a signal indicating the position or movement of at least one eye of a user.
The sensors 904’ can be in the form of a camera or another suitable device for tracking the
position or movement of at least one eye of the user. The device 900 also comprises at least
one hardware display surface 902 (such as hardware display 822 of computing device 800,
or a display screen associated with one of computing devices 108(1), 108(2), 108(3), 108(4),
108(5), or 108(N), for example) for allowing a user to view one or more objects. The
hardware display surface 902 can provide a view of a real-world object through the hardware
display surface 902 as well as images of rendered objects that can be displayed on the
hardware display surface 902, as described above.

[0099] FIG. 9B is a side cutaway view 906 of the device 900 shown in FIG. 9A. FIG.
9B includes an eye 908 of a user looking through the hardware display surface 902. The

hardware display surface 902 is configured to create transparent sections enabling a user to
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view objects through the hardware display surface 902. FIG. 9B shows an example
arrangement where a real-world object 910 is aligned with a transparent section of the
hardware display surface 902 allowing the user to view the real-world object 910 through
the hardware display surface 902. The hardware display surface 902 can display one or
more rendered objects. The device 102 also comprises at least one sensor 904’ directed
toward at least one eye 908 of the user.

[0100] FIG. 9C illustrates an example scene or view 912 that can be observed by a user
via the hardware display surface 902. The thick double line 914 illustrates the boundary of
the hardware display surface 902. In this illustrative example, the scene or view 912
includes a first rendered object 916, a second rendered object 918, and a third rendered
object 920 that are displayed on the hardware display surface 902. The real-world object
910 1s viewed through the hardware display surface 902.

[0101] In a non-limiting example described above, a user can be attempting to access a
resource (e.g., resource(s) 118). For instance, in order to access the resource, the user may
be asked to authenticate him or herself by viewing one or more images or other stimuli via
an authentication interface. In this example, the scene or view 912 is representative of the
authentication interface. The first rendered object 916, the second rendered object 918, and
the third rendered object 920 in this example are images or other stimuli that the user is to
view while the user’s gaze is tracked. In some examples, first rendered object 916, the
second rendered object 918, and the third rendered object 920 may be rendered in front of
or overlaid on the real-world object 910 or other objects in the real word scene. In other
examples, the entire scene or view 912 may be computer generated, blocking out the real
word surroundings entirely. In practice, other filler objects (e.g., filler stimuli that do not
form part of the machine learning model of the user) may also be included in the scene or
view 912. The authentication module (e.g., 116, 134, or 816) can cause the first rendered
object 916, the second rendered object 918, and the third rendered object 920 to be rendered
concurrently (similar to the example of FIG. 6) or sequentially (similar to the example of
FIG. 3). Asshown in FIG. 9, the first rendered object 916, the second rendered object 918,
and the third rendered object 920 may be presented at different locations within the scene
or view 912. Prior to presenting the stimuli, in some examples, the authentication module
(e.g., 116, 134, or 816) can provide instructions on how to complete the authentication
process. For instance, the authentication module (e.g., 116, 134, or 816) may audibly or
visually present instructions indicating that the user will be presented with one or more

stimuli and that the user is to look at each of the stimuli.
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[0102] The authentication module (e.g., 116, 134, or 816) can then receive sensor data
from one or more sensors of a computing device (e.g., sensor(s) 126, 806, or 904) as the
user gazes at the images (i.e., rendered objects 916, 918, and 920) or other stimuli to obtain
gaze tracking data and physiological data.

[0103] To facilitate aspects of such an example, the device 900 can utilize one or more
techniques for calibrating the device 900. The following section, in conjunction with FIGS.
10A-10F, describes aspects of a technique for obtaining calibration data. A subsequent
section, in conjunction with FIG. 11A-FIG. 11F, describes aspects of an example scenario
where a device 900 processes the calibration data and other data to identify a gaze location.
[0104] A device 900 can be calibrated in a number of ways. In one example, a device
900 can utilize the display of a number of graphical elements at predetermined locations.
As the graphical elements are displayed, the device 900 can prompt the user to look at a
particular graphical element and provide an input to verify that the user is looking at the
particular graphical element. When the user verifies that he or she is looking at the particular
graphical element, sensor(s) 904’ can generate eye position data defining a position of at
least one eye. The eye position data can be stored in a data structure in memory in response
to receiving the verification from the user.

[0105] FIG. 10A illustrates an example view 1000 that can be captured by the sensors
904’ of the device 900. From such a perspective, the device 900 can determine one or more
values that define the position of at least one eye 908 of the user. In one illustrative example,
the values can include a second value (D2) indicating a distance between a user’s eyes and
a third value (D3), fourth value (D4), and a fifth value (D5) indicating a distance between
at least one eye of the user and a reference point 1002. It can be appreciated that by the use
of one or more image processing technologies, one or more aspects of an eye, such as the
pupil, can be identified and utilized to determine an eye position.

[0106] In addition, by the use of one or more suitable technologies, a reference point
1002 can be selected. A reference point 1002 can be based on a feature of the user, e.g., a
tip of a nose, an eyebrow, a beauty mark, or a reference point 1002 can be in an arbitrary
location. In the example of FIG. 10A, a point between the user’s eyes is used as a reference
point 1002. This example reference point 1002 is provided for illustrative purposes and is
not to be construed as limiting. It can be appreciated that the reference point 1002 is can be
in any suitable location, which can be based on an identifiable feature or characteristic of a

user or any object.
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[0107] As described above, the device 900 can generate a number of graphical elements
at predetermined locations of the hardware display surface 902. As the graphical elements
are displayed on the hardware display surface 902, the device 900 can prompt the user to
look at the graphical elements and provide an input to verify that the user is looking at the
graphical elements. FIG. 10B illustrates an example view 1004 of a graphical element 1006
that can be generated by the device 900 to facilitate the calibration process. In this example,
the device 900 generates a rendering of a graphical element 1006 in the center of the viewing
area. While the graphical element 1006 is displayed, the device 900 can generate a prompt
for the user to verify that he or she is looking at the graphical element 1006. The prompt, as
well as a user response to the prompt, can include a gesture, voice command, or other
suitable types of input.

[0108] When the device 900 verifies that the user is looking at the graphical element
1006, the device 900 can record one or more values indicating the position and/or the
movement of at least one eye 908 of the user. For instance, one or more values described
above and shown in FIG. 9B and FIG. 10A can be stored in a data structure in memory. It
can be appreciated that any suitable value or a combination of values can be stored and
utilized, including but not limited to, the first value (D1) indicating the distance between the
sensors 904’ and at least one eye 908 of a user, the second value (D2) indicating the distance
between the eyes of a user, and other values (D3, D4, and D5) indicating the distance
between at least one eye 908 and a reference point 1002. These values are provided for
illustrative purposes and are not to be construed as limiting. It can be appreciated that such
values, subsets of such values, and other values of other measurements can be utilized in
determining the movement and/or the position of one or more eyes of a user.

[0109] Other sets of values can be measured during the display of other graphical
elements displayed in various positions. For example, as shown in FIG. 10C, a second set
of values (D2, D3’, D4’, and D5’) can be measured when a second graphical element 1008
is displayed, as shown in FIG. 10D. As shown in FIG. 10E, a third set of values (D2”, D3”,
D4”, and D5”) can be measured when a third graphical element 1010 is displayed, as shown
in FIG. 10F.

[0110] These example measurements and the locations of the graphical elements are
provided for illustrative purposes. It can be appreciated that any number of graphical
elements can be placed at different locations to obtain measurements that can be used to
calibrate a device 900. For example, the device 900 can sequentially display a graphical

element at pre-determined locations of the view 1004, such as each corner of the view 1004.
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As can be appreciated, more or fewer graphical elements can be used in the calibration
process.

[0111] The values that indicate the position of at least one eye 908 at each pre-
determined location can be used to generate calibration data. The calibration data can be
configured to correlate the sets of eye position data with data identifying the positions of the
graphical elements.

[0112] Any known technique suitable for generating calibration data can be used. It can
be appreciated that the generation of calibration data can include extrapolation, projection
and/or estimation technologies that can project correlations between sets of eye position
data and various sections of a hardware display surface 902 and/or pixels of a hardware
display surface 902. These examples are provided for illustrative purposes and are not to
be construed as limiting, and the values and/or calibration data can be obtained in other
ways, including receiving such calibration data from one or more remote resources.

[0113] Once the calibration data is generated or obtained, such data and other data can
be utilized by the device 900 to determine if a user is looking at a particular gaze location,
which can include a part of a hardware display surface 902, a rendered object, part of a
rendered object, a real-world object, or part of a real-world object. FIGS. 11A-11F describe
aspects of an example scenario where the device 900 having at least one sensor 904’ is used
to track the movement of at least one eye 908 of a user to identify a gaze location.

[0114] Referring now to FIG. 11A and FIG. 11B, an example scenario showing the
identification of a gaze location is shown and described. In this example, the user is looking
at the example view 912. As summarized above with reference to FIG. 9C, the example
view 912 comprises both a view of rendered objects (e.g., first rendered object 916, second
rendered object 918, and third rendered object 920) on the hardware display surface 902 as
well as a view of a real-world object 910 through the hardware display surface 902. While
the user is looking at the view 912, the sensor(s) 904’ can cause the generation of one or
more measured values, such as the values shown in the FIG. 11A. In some examples, using
any combination of suitable technologies, such values can be compared against the
calibration data and/or other data to identify a gaze location. In this example, one or more
values measured in the scenario depicted in FIG. 11A can be processed with the calibration
data to determine that the user is looking at the first rendered object 916. In such an
example, the one or more measured values shown in FIG. 11A can also be used to determine
that the user is looking at a predetermined section of an interface, such as the first section

1100 of the hardware display surface 902 in FIG. 11B. Thus, in an example similar to that
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of FIG. 6 in which multiple stimuli are presented concurrently, the authentication module
(e.g., 116, 134, or 816) may determine that the user’s gaze has settled on the first rendered
object 916 (which may be a salient image) and may obtain gaze tracking data and
physiological data while the user views the first rendered object 916 for comparison to a
machine learning model of the user.

[0115] In continuing the present example, one or more values measured in the scenario
depicted in FIG. 11C can be processed with the calibration data to determine that the user
is looking at the second rendered object 918. In such an example, the one or more measured
values shown in FIG. 11C can also be used to determine that the user is looking at a second
section 1102 of the hardware display surface 902 in FIG. 11D. In that case, in an example
similar to that of FIG. 6 in which multiple stimuli are presented concurrently, the
authentication module (e.g., 116, 134, or 816) may determine that the user’s gaze has settled
on the second rendered object 918 (which may be a salient image) and may obtain gaze
tracking data and physiological data while the user views the second rendered object 918
for comparison to a machine learning model of the user.

[0116] In continuing the present example, one or more values measured in the scenario
depicted in FIG. 11E can be processed with the calibration data to determine that the user is
looking at the real-world object 910. In such an example, the one or more measured values
shown in FIG. 11E can be processed with the calibration data to determine that the user is
looking at a third section 1104 of the hardware display surface 902 in FIG. 11F. Again, in
an example similar to that of FIG. 6 in which multiple stimuli are presented concurrently,
the authentication module (e.g., 116, 134, or 816) may determine that the user’s gaze has
settled on the third rendered object 920 (which may be a salient image) and may obtain gaze
tracking data and physiological data while the user views the third rendered object 920 for
comparison to a machine learning model of the user.

[0117] In some examples, the device 900 can utilize data from a combination of
resources to determine if a user is looking at the real-world object 910 through the hardware
display surface 902. As summarized above, a camera or other type of sensor 904 (FIG. 9A)
mounted to the device 900 can be directed towards a user’s field of view. Image data
generated from the camera can be analyzed to determine if an object in the field of view is
in a pre-determined position of an image of the image data. If an object is positioned within
a pre-determined area of an image, such as the center of the image, a device can determine
a gaze location processing such data with eye position data. Such data can be utilized to

supplement other types of data, such as position data from a GPS and/or data generated from
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a compass or accelerometer, to assist device 900 to determine a gaze direction, e.g., left,
right, up, or down, and/or a gaze location.

[0118] FIG. 12 is a flowchart illustrating aspects of an example process 1200 for
determining a gaze location. In FIG. 12, the operations are described in the context of device
800 for convenience. However, the operations are applicable to other devices as well
including, but not limited to, computing devices 108 and 900.

[0119] Block 1202 illustrates obtaining calibration data. In at least one example, the
operating system 812, an application 820, or another module associated with the computer-
readable media 804, can obtain calibration data. The calibration data can be stored in a data
structure in the computer-readable media 804 or any computer readable storage medium for
access at a later time. The calibration data can be generated by the device 800 or the
calibration data can be received from a remote resource. In some examples, sensors 806A
of computing device 800 can be positioned to track the position of at least one eye of a user.
The sensors 806A can cause the generation of one or more values that correlate the position
of at least one eye of a user with a particular section or position of a hardware display surface
822. Such examples can utilize an initialization process where the device 800 displays one
or more graphical elements at pre-determined locations. During the display of the one or
more graphical elements, one or more inputs from a user can indicate that they are looking
at the one or more graphical elements. In response to the input, a device can generate
calibration data comprising the values that correlate the position of at least one eye of a user
with data identifying a particular position or section of a hardware display surface 822.
[0120] Block 1204 illustrates obtaining sensor data indicating the position of at least
one eye of the user. In at least one example, the operating system 812, an application 820,
or another module associated with the computer-readable media 804, can obtain sensor data
from the sensor(s) 806A. The sensor data can be stored in a data structure in the sensor data
collection module(s) 814 or elsewhere in the computer-readable media 804 or any computer
readable storage medium for access at a later time. As summarized above, sensor(s) 806A
directed toward at least one eye of the user can cause the generation of sensor data (e.g.,
gaze tracking data) indicating the position of at least one eye of the user. The sensor data
can be processed to generate data indicating a gaze direction of a user. As will be described
below, the data indicating the gaze direction of the user can be processed with the calibration
data to determine if the user is looking at a gaze location, which can include a rendered

object displayed on the hardware display surface 822.
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[0121] Block 1206 illustrates obtaining image data of an object. In at least one example,
the operating system 812, an application 820, or another module associated with the
computer-readable media 804, can obtain sensor data. The image data or other information
about the object can be stored in a data structure in the sensor data collection module(s) 814,
the authentication module 816, or elsewhere in the computer-readable media 106 or any
computer readable storage medium for access at a later time. In some examples, a camera
or other type of sensor 806B mounted to or otherwise in communication with the computing
device 800 can be directed towards a user’s field of view. The camera or other type of
sensor 806B can cause the generation of image data, which can include one or more images
of an object that is in the user’s field of view. The image data can be in any suitable format
and generated by any suitable sensor 806B, which can include the use of a depth map sensor,
camera, etc.

[0122] Block 1208 illustrates determining a gaze location utilizing the image data and/or
the sensor data. In at least one example, the operating system 812, an application 820, the
authentication module 816, or another module associated with the computer-readable media
804, can determine the gaze location. For instance, if the user is looking at a real-world
view of the object through the hardware display surface 822, and the sensor 806B directed
towards the user’s field of view generates image data of the object, the image data can be
analyzed to determine if the object in the field of view is in a pre-determined position of an
image of the image data. For example, if an object is positioned within a pre-determined
area of an image, such as the center of the image, the computing device 800 can determine
that the object is a gaze location. In another example, sensor data (e.g., gaze tracking data)
indicating the position of at least one eye of the user can be processed with the calibration
data and/or image data to determine if the user is looking at a rendered object displayed on
the hardware display surface 822. Such an example can be used to determine that the
rendered object displayed on the hardware display surface 822 is a gaze location.
Additional Example Computing Architectures

[0123] FIG. 13 shows additional details of an example computer architecture 1300 for
a computer, such as computing device 108, computing device 800, device 900, and/or
server(s) 110, capable of executing the program components described above for
authenticating a user to a resource based gaze and physiological response to one or more
images or other stimuli. Thus, the computer architecture 1300 illustrated in FIG. 13
illustrates an architecture for a server computer, mobile phone, a PDA, a smart phone, a

desktop computer, a netbook computer, a tablet computer, a laptop computer, a wearable
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computer, a vehicle computer, a game console, or other computing device. The computer
architecture 1300 is an example architecture that can be used to execute, in whole or in part,
aspects of the software components presented herein.

[0124] The computer architecture 1300 illustrated in FIG. 13 includes a central
processing unit 1302 (“CPU”), a system memory 1304, including a random access memory
1306 (“RAM”) and a read-only memory (“ROM?”) 1308, and a system bus 1310 that couples
the memory 1304 to the CPU 1302. A basic input/output system (“BIOS”) containing the
basic routines that help to transfer information between elements within the computer
architecture 1300, such as during startup, is stored in the ROM 1308. The computer
architecture 1300 further includes a mass storage device 1312 for storing an operating
system 1314 (e.g., operating system 812), application(s) 1316 (e.g., resource(s) 118,
application(s) 128, application(s) 820, etc.) programs, module(s) 1318 (e.g., authentication
modules 116, 134, and 816), sensor data collection module(s) 814, etc.), and the like, as
described above with reference to FIGS. 1 and 8. Additionally and/or alternatively, the mass
storage device 1312 can store sensor data 1320 (e.g., from sensors 126, 806, 904, etc.),
image data 1322 (e.g., photographs, computer generated images, object information about
real and/or virtual objects in a scene, metadata about any of the foregoing, etc.), calibration
data 1324, authentication data 1326 (e.g., machine learning model(s) 818), content data
1328 (e.g., computer generated images, audio, videos, scenes, etc.), presentation data 1330
(e.g., instructions, prompts, etc.), and the like, as described herein.

[0125] The mass storage device 1312 is connected to the CPU 1302 through a mass
storage controller (not shown) connected to the bus 1310. The mass storage device 1312
and its associated computer-readable media provide non-volatile storage for the computer
architecture 1300. Mass storage device 1312, computer-readable media 114, computer-
readable media 122, and computer-readable media 804 are examples of computer-readable
media according to this disclosure. Although the description of computer-readable media
contained herein refers to a mass storage device, such as a solid state drive, a hard disk or
CD-ROM drive, it should be appreciated by those skilled in the art that computer-readable
media can be any available computer storage media or communication media that can be
accessed by the computer architecture 1300.

[0126] Communication media includes computer readable instructions, data structures,
program modules, or other data in a modulated data signal such as a carrier wave or other
transport mechanism and includes any delivery media. The term “modulated data signal”

means a signal that has one or more of its characteristics changed or set in a manner as to
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encode information in the signal. By way of example, and not limitation, communication
media includes wired media such as a wired network or direct-wired connection, and
wireless media such as acoustic, RF, infrared and other wireless media. Combinations of
any of the above should also be included within the scope of communication media.

[0127] By way of example, and not limitation, computer storage media can include
volatile and non-volatile, removable and non-removable media implemented in any method
or technology for storage of information such as computer-readable instructions, data
structures, program modules or other data. For example, computer storage media includes,
but is not limited to, RAM, ROM, erasable programmable read-only memory (“EPROM”),
electrically erasable programmable read-only memory (“EEPROM?”), flash memory or
other solid state memory technology, compact disc read-only memory (“CD-ROM”), digital
versatile disks (“DVD”), high definition/density digital versatile/video disc (“HD-DVD”),
BLU-RAY disc, or other optical storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other medium which can be used to store
the desired information and which can be accessed by the computer architecture 1300. For

29 CC

purposes of the claims, the phrase “computer storage medium,” “computer-readable storage
medium,” and variations thereof, does not include communication media.

[0128] According to various configurations, the computer architecture 1300 can operate
in a networked environment using logical connections to remote computers through the
network 1332 and/or another network (not shown). The computer architecture 1300 can
connect to the network 1332 through a network interface unit 1334 connected to the bus
1310. It should be appreciated that the network interface unit 1334 also can be utilized to
connect to other types of networks and remote computer systems. The computer
architecture 1300 also can include an input/output controller 1336 for receiving and
processing input from input device(s) or input interface(s), and to provide output to an
output device or output interface. Numerous examples of input and output devices and
interfaces are provided throughout the application. For instance, the input/output controller
1336 can receive and process data from the input interface(s) 808 and/or provide output to
output interface(s) 810 described above with reference to FIG. 8.

[0129] It should be appreciated that the software components described herein can,
when loaded into the CPU 1302 and executed, transform the CPU 1302 and the overall
computer architecture 1300 from a general-purpose computing system into a special-
purpose computing system customized to facilitate the functionality presented herein. The

CPU 1302 can be constructed from any number of transistors or other discrete circuit
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elements, which can individually or collectively assume any number of states. More
specifically, the CPU 1302 can operate as a finite-state machine, in response to executable
instructions contained within the software modules described herein. These computer-
executable instructions can transform the CPU 1302 by specifying how the CPU 1302
transitions between states, thereby transforming the transistors or other discrete hardware
elements constituting the CPU 1302. In some examples, processor(s) 112, processor(s) 120,
and/or processor(s) 802 can correspond to CPU 1302,

[0130] Encoding the software modules presented herein also can transform the physical
structure of the computer-readable media presented herein. The specific transformation of
physical structure can depend on various factors, in different implementations of this
description. Examples of such factors can include, but are not limited to, the technology
used to implement the computer-readable media, whether the computer-readable media is
characterized as primary or secondary storage, and the like. For example, if the computer-
readable media is implemented as semiconductor-based memory, the software described
herein can be encoded on the computer-readable media by transforming the physical state
of the semiconductor memory. For example, the software can transform the state of
transistors, capacitors, or other discrete circuit elements constituting the semiconductor
memory. The software also can transform the physical state of such components in order to
store data thereupon.

[0131] As another example, the computer-readable media described herein can be
implemented using magnetic or optical technology. In such implementations, the software
presented herein can transform the physical state of magnetic or optical media, when the
software is encoded therein. These transformations can include altering the magnetic
characteristics of particular locations within given magnetic media. These transformations
also can include altering the physical features or characteristics of particular locations within
given optical media, to change the optical characteristics of those locations. Other
transformations of physical media are possible without departing from the scope and spirit
of the present description, with the foregoing examples provided only to facilitate this
discussion.

[0132] In light of the above, it should be appreciated that many types of physical
transformations take place in the computer architecture 1300 in order to store and execute
the software components presented herein. It also should be appreciated that the computer
architecture 1300 can include other types of computing entities, including hand-held

computers, embedded computer systems, personal digital assistants, and other types of
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computing entities known to those skilled in the art. It is also contemplated that the
computer architecture 1300 may not include all of the components shown in FIG. 13, can
include other components that are not explicitly shown in FIG. 13, or can utilize an
architecture completely different than that shown in FIG. 13.

[0133] FIG. 14 depicts an example distributed computing environment 1400 capable of
executing the software components described herein for authenticating a user to a resource
based gaze and physiological response to one or more images or other stimuli. Thus, the
distributed computing environment 1400 illustrated in FIG. 14 can be utilized to execute
any aspects of the software components presented herein to achieve aspects of the
techniques described herein.

[0134] According to various implementations, the distributed computing environment
1400 includes a computing environment 1402 operating on, in communication with, or as
part of a network 1404. In at least one example, at least some of computing environment
1402 can correspond to the one or more servers 110 of the service provider 102, the
computing devices 108, the computing device 800, and/or the computing device 900. The
network 1404 can be or can include network(s) 104 and/or network 1332, described above
with reference to FIGS. 1 and 13, respectively. The network 1404 also can include various
access networks. One or more client devices 1406A-1406Q (hereinafter referred to
collectively and/or generically as “clients 1406”) can communicate with the computing
environment 1402 via the network 1404 and/or other connections (not illustrated in FIG.
14). By way of example, computing devices 108 and servers 110 in FIG. 1, computing
device 800 in FIG. 8, and device 900 in FIG. 9A can correspond to one or more of client
devices 1406A-1406Q (collectively referred to as “clients 1406”), where Q may be any
integer greater than or equal to 1 depending on the desired architecture. In one illustrated
configuration, the clients 1406 include a computing device 1406A such as a laptop
computer, a desktop computer, or other computing device, a slate or tablet computing device
(“tablet computing device”) 1406B, a mobile computing device 1406C such as a mobile
telephone, a smart phone, or other mobile computing device, a server computer 1406D, a
wearable computer 1406E, and/or other devices 1406Q. It should be understood that any
number of clients 1406 can communicate with the computing environment 1402. Two
example computing architectures for the clients 1406 are illustrated and described herein
with reference to FIGS. 13 and 15. It should be understood that the illustrated clients 1406
and computing architectures illustrated and described herein are illustrative, and should not

be construed as being limited in any way.
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[0135] In the illustrated configuration, the computing environment 1402 includes
application servers 1408, data storage 1410, and one or more network interfaces 1412.
According to various implementations, the functionality of the application servers 1408 can
be provided by one or more server computers that are executing as part of, or in
communication with, the network 1404. In some examples, the computing environment
1402 can correspond to or be representative of the one or more servers 110 in FIG. 1, which
are in communication with and accessible by the one or more computing devices 108 via
the network(s) 104 and/or 1404. In that case, the applications servers 1408 are examples of
the resource(s) 118 available at the servers 110 of the service provider 102. In some
instances, the resource(s) 118 may be only accessible to authorized users. In that case, the
user of one or more of the computing devices 108 may be authenticated to access one or
more of the services or resources available from the application servers 1408 using the
authentication techniques described herein. It should be understood that this example is
illustrative, and should not be construed as being limited in any way.

[0136] In at least one example, the application servers 1408 can host various services,
virtual machines, portals, and/or other resources. In the illustrated configuration, the
application servers 1408 can host one or more virtual machines 1414 for executing
applications or other functionality. According to various implementations, the virtual
machines 1414 can execute one or more applications and/or software modules for
implementing the authentication techniques described herein and/or the virtual machines
1414 may be secured using such authentication techniques. The application servers 1408
also host or provide access to one or more portals, link pages, Web sites, and/or other
information (“Web portals”) 1416. The Web portals 1416 can be used to communicate with
one or more client computers. The application servers 1408 can include one or more
entertainment services 1418. The entertainment services 1418 can include various gaming
experiences for one or more users.

[0137] According to various implementations, the application servers 1408 also include
one or more mailbox and/or messaging services 1420. The mailbox and/or messaging
services 1420 can include electronic mail (“email”) services, various personal information
management (“PIM”) services (e.g., calendar services, contact management services,
collaboration services, etc.), instant messaging services, chat services, forum services,
and/or other communication services.

[0138] The application servers 1408 also can include one or more social networking

services 1422. The social networking services 1422 can include various social networking
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services including, but not limited to, services for sharing or posting status updates, instant
messages, links, photos, videos, and/or other information; services for commenting or
displaying interest in articles, products, blogs, or other resources; and/or other services. In
some configurations, the social networking services 1422 are provided by or include the
FACEBOOK® social networking service, the LINKEDIN® professional networking
service, the MYSPACE® social networking service, the FOURSQUARE® geographic
networking service, the YAMMER® office colleague networking service, and the like. In
other configurations, the social networking services 1422 are provided by other services,
sites, and/or providers that may or may not be explicitly known as social networking
providers. For example, some web sites allow users to interact with one another via email,
chat services, and/or other means during various activities and/or contexts such as reading
published articles, commenting on goods or services, publishing, collaboration, gaming, and
the like. Examples of such services include, but are not limited to, the WINDOWS LIVE®
service and the XBOX LIVE® service from Microsoft Corporation in Redmond,
Washington. Other services are possible and are contemplated.

[0139] The social networking services 1422 also can include commenting, blogging,
and/or micro blogging services. Examples of such services include, but are not limited to,
the YELP® commenting service, the KUDZU® review service, the OFFICETALK®
enterprise micro blogging service, the TWITTER® messaging service, the GOOGLE
BUZZ® service, and/or other services. It should be appreciated that the above lists of
services are not exhaustive and that numerous additional and/or alternative social
networking services 1422 are not mentioned herein for the sake of brevity. As such, the
above configurations are illustrative, and should not be construed as being limited in any
way. According to various implementations, the social networking services 1422 can
provide a source of images, video, audio, or other stimuli for use in the authentication
techniques described herein. For instance, a machine learning model for the user may be
trained based on gaze tracking data and physiological data while the user views images
and/or other stimuli from the social networking services 1422. Such images and/or other
stimuli can then be used as a basis to authenticate the user to access one or more resources
(which may or may not have any relation to the social networking services from which the
images or other stimuli were obtained). In one example, in order to login to access a social
networking service, the user may be presented with one or more images or other stimuli
from the social networking service. Gaze tracking data and physiological data of the user

viewing the one or more images or other stimuli may be obtained and compared to a machine
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learning model for the user in order to determine whether to authenticate the user to access
the social networking services.

[0140] As shown in FIG. 14, the application servers 1408 also can host other services,
applications, portals, and/or other resources (“other resources”) 1424. The other resources
1424 can deploy a service-oriented architecture or any other client-server management
software. It thus can be appreciated that the computing environment 1402 can provide
integration of the authentication techniques described herein with various mailbox,
messaging, social networking, and/or other services or resources. For instance, the
authentication techniques described herein can be used to authenticate users to access the
various mailbox, messaging, social networking, and/or other services or resources.

[0141] As mentioned above, the computing environment 1402 can include the data
storage 1410. According to various implementations, the functionality of the data storage
1410 is provided by one or more databases operating on, or in communication with, the
network 1404. The functionality of the data storage 1410 also can be provided by one or
more server computers configured to host data for the computing environment 1402. The
data storage 1410 can include, host, or provide one or more real or virtual containers 1426A-
1426N (referred to collectively and/or generically as “containers 1426”). Although not
illustrated in FIG. 14, the containers 1426 also can host or store data structures and/or
algorithms for execution by one or more modules of remote computing devices (e.g.,
authentication module 134 of one of computing devices 108, authentication module 816,
sensor data collection module(s) 814, and/or machine learning model(s) 118 of computing
device 800). Aspects of the containers 1426 can be associated with a database program, file
system and/or any program that stores data with secure access features. Aspects of the
containers 1426 can also be implemented using products or services, such as ACTIVE
DIRECTORY®, DKM®, ONEDRIVE®, DROPBOX® or GOOGLEDRIVE®.

[0142] The computing environment 1402 can communicate with, or be accessed by, the
network interfaces 1412. The network interfaces 1412 can include various types of network
hardware and software for supporting communications between two or more computing
entities including, but not limited to, the clients 1406 and the application servers 1408. It
should be appreciated that the network interfaces 1412 also can be utilized to connect to
other types of networks and/or computer systems.

[0143] It should be understood that the distributed computing environment 1400
described herein can provide any aspects of the software elements described herein with any

number of virtual computing resources and/or other distributed computing functionality that
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can be configured to execute any aspects of the software components described herein.
According to various implementations of the concepts and technologies described herein,
the distributed computing environment 1400 provides the software functionality described
herein as a service to the clients 1406. It should be understood that the clients 1406 can
include real or virtual machines including, but not limited to, server computers, web servers,
personal computers, tablet computers, gaming consoles, smart televisions, mobile
computing entities, smart phones, and/or other devices. As such, various configurations of
the concepts and technologies described herein enable any device configured to access the
distributed computing environment 1400 to utilize the functionality described herein for
providing gaze-based authentication, among other aspects. In one specific example, as
summarized above, techniques described herein can be implemented, at least in part, by a
web browser application that can work in conjunction with the application servers 1408 of
FIG. 14.

[0144] FIG. 15 is an illustrative computing device architecture 1500 for a computing
device that is capable of executing various software components described which, in some
examples, is usable to implement aspects of authenticating a user to a resource based gaze
and physiological response to one or more images or other stimuli. The computing device
architecture 1500 is applicable to computing entities that facilitate mobile computing due,
in part, to form factor, wireless connectivity, and/or battery-powered operation. In some
configurations, the computing entities include, but are not limited to, mobile telephones,
tablet devices, slate devices, wearable devices, portable video game devices, and the like.
Moreover, aspects of the computing device architecture 1500 can be applicable to traditional
desktop computers, portable computers (e.g., laptops, notebooks, ultra-portables, and
netbooks), server computers, vehicle computers, and other computer systems. By way of
example and not limitation, the computing device architecture 1500 is applicable to any of
the clients shown in FIGS. 1, 8, 9, 13, and 14 (e.g., servers 110 of service provider 102,
computing devices 108, computing device 800, device 900, and/or devices 1406).

[0145] The computing device architecture 1500 illustrated in FIG. 15 includes a
processor 1502, memory components 1504, network connectivity components 1506, sensor
components 1508, input/output components 1510, and power components 1512. In the
illustrated configuration, the processor 1502 is in communication with the memory
components 1504, the network connectivity components 1506, the sensor components 1508,
the input/output (“I/0”) components 1510, and the power components 1512. Although no

connections are shown between the individual components illustrated in FIG. 15, the
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components can interact to carry out device functions. In some configurations, the
components are arranged so as to communicate via one or more busses (not shown).

[0146] The processor 1502 includes a central processing unit (“CPU”) configured to
process data, execute computer-executable instructions of one or more application
programs, and communicate with other components of the computing device architecture
1500 in order to perform various functionality described herein. The processor 1502 can be
utilized to execute aspects of the software components presented herein. In some examples,
the processor 1502 can correspond to processor(s) 112, processor(s) 122, processor(s) 802,
and/or CPU 1302, as described above in reference to FIGS. 1, 8, and 13.

[0147] In some configurations, the processor 1502 includes a graphics processing unit
(“GPU”) configured to accelerate operations performed by the CPU, including, but not
limited to, operations performed by executing general-purpose scientific and/or engineering
computing applications, as well as graphics-intensive computing applications such as high
resolution video (e.g., 10801, 1080p, and higher resolution), video games, three-dimensional
(“3D”) modeling applications, and the like. In some configurations, the processor 1502 is
configured to communicate with a discrete GPU (not shown). In some examples, the
processor 1502 may additionally or alternatively comprise a holographic processing unit
(HPU) which is designed specifically to process and integrate data from multiple sensors of
a head mounted computing device and to handle tasks such as spatial mapping, gesture
recognition, and voice and speech recognition. In any case, the CPU, GPU, and/or HPU
can be configured in accordance with a co-processing CPU/GPU/HPU computing model,
wherein processing tasks are divided between the CPU, GPU, and/or HPU according to their
respective strengths. For instance, the sequential part of an application may execute on the
CPU, the computationally-intensive part is accelerated by the GPU, and certain specialized
functions (e.g., spatial mapping, gesture recognition, and voice and speech recognition) may
executed by an HPU.

[0148] In some configurations, the processor 1502 is, or is included in, a System-on-
Chip (“SoC”) along with one or more of the other components described herein below. For
example, the SoC can include the processor 1502, a GPU, one or more of the network
connectivity components 1506, and one or more of the sensor components 1508. In some
configurations, the processor 1502 is fabricated, in part, utilizing a Package-on-Package
(“PoP”) integrated circuit packaging technique. The processor 1502 can be a single core or

multi-core processor.
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[0149] The processor 1502 can be created in accordance with an ARM architecture,
available for license from ARM HOLDINGS of Cambridge, United Kingdom.
Alternatively, the processor 1502 can be created in accordance with an x86 architecture,
such as is available from INTEL CORPORATION of Mountain View, California and
others. In some configurations, the processor 1502 is a SNAPDRAGON SoC, available
from QUALCOMM of San Diego, California, a TEGRA SoC, available from NVIDIA of
Santa Clara, California, a HUMMINGBIRD SoC, available from SAMSUNG of Seoul,
South Korea, an Open Multimedia Application Platform (“OMAP”) SoC, available from
TEXAS INSTRUMENTS of Dallas, Texas, a customized version of any of the above SoCs,
or a proprietary SoC.

[0150] The memory components 1504 include a random access memory (“RAM”)
1514, a read-only memory (“ROM”) 1516, an integrated storage memory (“integrated
storage”) 1518, and a removable storage memory (“removable storage”) 1520. In some
configurations, the RAM 1514 or a portion thereof, the ROM 1516 or a portion thereof,
and/or some combination the RAM 1514 and the ROM 1516 is integrated in the processor
1502. In some configurations, the ROM 1516 is configured to store a firmware, an operating
system or a portion thereof (e.g., operating system kernel), and/or a bootloader to load an
operating system kernel from the integrated storage 1518 and/or the removable storage
1520. In some examples, memory components 1504 can correspond to computer-readable
media 114, computer-readable media 124, computer-readable media 804, memory 1304, as
described above in reference to FIGS. 1, 8, and 13, respectively.

[0151] The integrated storage 1518 can include a solid-state memory, a hard disk, or a
combination of solid-state memory and a hard disk. The integrated storage 1518 can be
soldered or otherwise connected to a logic board upon which the processor 1502 and other
components described herein also can be connected. As such, the integrated storage 1518
is integrated in the computing device. The integrated storage 1518 is configured to store an
operating system or portions thereof, application programs, data, and other software
components described herein.

[0152] The removable storage 1520 can include a solid-state memory, a hard disk, or a
combination of solid-state memory and a hard disk. In some configurations, the removable
storage 1520 is provided in lieu of the integrated storage 1518. In other configurations, the
removable storage 1520 is provided as additional optional storage. In some configurations,
the removable storage 1520 is logically combined with the integrated storage 1518 such that

the total available storage is made available as a total combined storage capacity. In some
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configurations, the total combined capacity of the integrated storage 1518 and the removable
storage 1520 is shown to a user instead of separate storage capacities for the integrated
storage 1518 and the removable storage 1520.

[0153] The removable storage 1520 is configured to be inserted into a removable storage
memory slot (not shown) or other mechanism by which the removable storage 1520 is
inserted and secured to facilitate a connection over which the removable storage 1520 can
communicate with other components of the computing device, such as the processor 1502.
The removable storage 1520 can be embodied in various memory card formats including,
but not limited to, PC card, CompactFlash card, memory stick, secure digital (“SD”),
miniSD, microSD, universal integrated circuit card (“UICC”) (e.g., a subscriber identity
module (“SIM”) or universal SIM (“USIM”™)), a proprietary format, or the like.

[0154] It can be understood that one or more of the memory components 1504 can store
an operating system. According to various configurations, the operating system includes,
but is not limited to, SYMBIAN OS from SYMBIAN LIMITED, WINDOWS MOBILE OS
from Microsoft Corporation of Redmond, Washington, WINDOWS PHONE OS from
Microsoft Corporation, WINDOWS from Microsoft Corporation, PALM WEBOS from
Hewlett-Packard Company of Palo Alto, California, BLACKBERRY OS from Research In
Motion Limited of Waterloo, Ontario, Canada, IOS from Apple Inc. of Cupertino,
California, and ANDROID OS from Google Inc. of Mountain View, California. Other
operating systems are also contemplated.

[0155] The network connectivity components 1506 include a wireless wide area
network component (“WWAN component”) 1522, a wireless local area network component
(“WLAN component”) 1524, and a wireless personal area network component (“WPAN
component”) 1526. The network connectivity components 1506 facilitate communications
to and from the network 1527 or another network, which can be a WWAN, a WLAN, or a
WPAN. Although only the network 1527 is illustrated, the network connectivity
components 1506 can facilitate simultaneous communication with multiple networks,
including the network 1527 of FIG. 15. For example, the network connectivity components
1506 can facilitate simultaneous communications with multiple networks via one or more
of a WWAN, a WLAN, or a WPAN. In some examples, the network 1527 can correspond
to all or part of network(s) 104, network 1332, and/or network 1404, as shown in FIGS. 1,
13, and 14.

[0156] The network 1527 can be or can include a WWAN, such as a mobile

telecommunications network utilizing one or more mobile telecommunications technologies
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to provide voice and/or data services to a computing device utilizing the computing device
architecture 1500 via the WWAN component 1522. The mobile telecommunications
technologies can include, but are not limited to, Global System for Mobile communications
(“GSM”), Code Division Multiple Access (“CDMA”) ONE, CDMA2000, Universal Mobile
Telecommunications System (“UMTS”), Long Term Evolution (“LTE”), and Worldwide
Interoperability for Microwave Access (“WiMAX”). Moreover, the network 1527 can
utilize various channel access methods (which can or cannot be used by the aforementioned
standards) including, but not limited to, Time Division Multiple Access (“TDMA”),
Frequency Division Multiple Access (“FDMA”), CDMA, wideband CDMA (“W-CDMA”),
Orthogonal Frequency Division Multiplexing (“OFDM?”), Space Division Multiple Access
(“SDMA”), and the like. Data communications can be provided using General Packet Radio
Service (“GPRS”), Enhanced Data rates for Global Evolution (“EDGE”), the High-Speed
Packet Access (“HSPA”) protocol family including High-Speed Downlink Packet Access
(“HSDPA”), Enhanced Uplink (“EUL”) or otherwise termed High-Speed Uplink Packet
Access (“HSUPA”), Evolved HSPA (“HSPA+”), LTE, and various other current and future
wireless data access standards. The network 1527 can be configured to provide voice and/or
data communications with any combination of the above technologies. The network 1527
can be configured to or adapted to provide voice and/or data communications in accordance
with future generation technologies.

[0157] In some configurations, the WWAN component 1522 is configured to provide
dual- multi-mode connectivity to the network 1527. For example, the WWAN component
1522 can be configured to provide connectivity to the network 1527, wherein the network
1527 provides service via GSM and UMTS technologies, or via some other combination of
technologies. Alternatively, multiple WWAN components 1522 can be utilized to perform
such functionality, and/or provide additional functionality to support other non-compatible
technologies (i.e., incapable of being supported by a single WWAN component). The
WWAN component 1522 can facilitate similar connectivity to multiple networks (e.g., a
UMTS network and an LTE network).

[0158] The network 1527 can be a WLAN operating in accordance with one or more
Institute of Electrical and Electronic Engineers (“IEEE”) 802.15 standards, such as IEEE
802.15a, 802.15b, 802.15g, 802.15n, and/or future 802.15 standard (referred to herein
collectively as WI-FI). Draft 802.15 standards are also contemplated. In some
configurations, the WLAN is implemented utilizing one or more wireless WI-FI access

points. In some configurations, one or more of the wireless WI-FI access points are another
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computing device with connectivity to a WWAN that are functioning as a WI-FI hotspot.
The WLAN component 1524 is configured to connect to the network 1527 via the WI-FI
access points. Such connections can be secured via various encryption technologies
including, but not limited, WI-FI Protected Access (“WPA”), WPA2, Wired Equivalent
Privacy (“WEP”), and the like.

[0159] The network 1527 can be a WPAN operating in accordance with Infrared Data
Association (“IrDA”), BLUETOOTH, wireless Universal Serial Bus (“USB”), Z-Wave,
ZIGBEE, or some other short-range wireless technology. In some configurations, the
WPAN component 1526 is configured to facilitate communications with other devices, such
as peripherals, computers, or other computing entities via the WPAN.

[0160] In at least one example, the sensor components 1508 can include a magnetometer
1528, an ambient light sensor 1530, a proximity sensor 1532, an accelerometer 1534, a
gyroscope 1536, and a Global Positioning System sensor (“GPS sensor”) 1538.
Additionally, the sensor components 1508 can include any or all of the sensor(s) 126 and/or
806 as described above with reference to FIGS. 1 and 8. It is contemplated that other
sensors, such as, but not limited to, temperature sensors or shock detection sensors, strain
sensors, moisture sensors also can be incorporated in the computing device architecture
1500.

[0161] The magnetometer 1528 is configured to measure the strength and direction of a
magnetic field. In some configurations the magnetometer 1528 provides measurements to
a compass application program stored within one of the memory components 1504 in order
to provide a user with accurate directions in a frame of reference including the cardinal
directions, north, south, east, and west. Similar measurements can be provided to a
navigation application program that includes a compass component. Other uses of
measurements obtained by the magnetometer 1528 are contemplated.

[0162] The ambient light sensor 1530 is configured to measure ambient light. In some
configurations, the ambient light sensor 1530 provides measurements to an application
program stored within one the memory components 1504 in order to automatically adjust
the brightness of a display to compensate for low-light and high-light environments. Other
uses of measurements obtained by the ambient light sensor 1530 are contemplated.

[0163] The proximity sensor 1532 is configured to detect the presence of an object or
thing in proximity to the computing device without direct contact. In some configurations,
the proximity sensor 1532 detects the presence of a user’s body (e.g., the user’s face) and

provides this information to an application program stored within one of the memory
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components 1504 that utilizes the proximity information to enable or disable some
functionality of the computing device. For example, a telephone application program can
automatically disable a touchscreen (described below) in response to receiving the
proximity information so that the user’s face does not inadvertently end a call or
enable/disable other functionality within the telephone application program during the call.
Other uses of proximity as detected by the proximity sensor 1528 are contemplated.

[0164] The accelerometer 1534 is configured to measure proper acceleration. In some
configurations, output from the accelerometer 1534 is used by an application program as an
input mechanism to control some functionality of the application program. For example,
the application program can be a video game in which a character, a portion thereof, or an
object is moved or otherwise manipulated in response to input received via the
accelerometer 1534. In some configurations, output from the accelerometer 1534 is
provided to an application program for use in switching between landscape and portrait
modes, calculating coordinate acceleration, or detecting a fall. Other uses of the
accelerometer 1534 are contemplated.

[0165] The gyroscope 1536 is configured to measure and maintain orientation. In some
configurations, output from the gyroscope 1536 is used by an application program as an
input mechanism to control some functionality of the application program. For example,
the gyroscope 1536 can be used for accurate recognition of movement within a 3D
environment of a video game application or some other application. In some configurations,
an application program utilizes output from the gyroscope 1536 and the accelerometer 1534
to enhance control of some functionality of the application program. Other uses of the
gyroscope 1536 are contemplated.

[0166] The GPS sensor 1538 is configured to receive signals from GPS satellites for use
in calculating a location. The location calculated by the GPS sensor 1538 can be used by
any application program that requires or benefits from location information. For example,
the location calculated by the GPS sensor 1538 can be used with a navigation application
program to provide directions from the location to a destination or directions from the
destination to the location. Moreover, the GPS sensor 1538 can be used to provide location
information to an external location-based service, such as E1515 service. The GPS sensor
1538 can obtain location information generated via WI-FI, WIMAX, and/or cellular
triangulation techniques utilizing one or more of the network connectivity components 1506
to aid the GPS sensor 1538 in obtaining a location fix. The GPS sensor 1538 can also be
used in Assisted GPS (“A-GPS”) systems.
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[0167] In at least one example, the I/O components 1510 can correspond to the input
interface(s) 808 and/or output interface(s) 810, described above with reference to FIG. 8.
Additionally and/or alternatively, the I/O components can include a display 1540, a
touchscreen 1542, a data I/O interface component (“data I/O”) 1544, an audio I/O interface
component (“audio I/0”) 1546, a video I/O interface component (“video I/0”) 1548, and a
camera 1550. In some configurations, the display 1540 and the touchscreen 1542 are
combined. In some configurations two or more of the data I/O component 1544, the audio
/O component 1546, and the video /O component 1548 are combined. The I/O
components 1510 can include discrete processors configured to support the various interface
described below, or can include processing functionality built-in to the processor 1502.
[0168] The display 1540 is an output device configured to present information in a
visual form. In particular, the display 1540 can present graphical user interface (“GUI”)
elements, text, photographs, images, video, notifications, virtual buttons, virtual keyboards,
messaging data, Internet content, device status, time, date, calendar data, preferences, map
information, location information, and any other information that is capable of being
presented in a visual form. In some configurations, the display 1540 is a liquid crystal
display (“LCD”) utilizing any active or passive matrix technology and any backlighting
technology (if used). In some configurations, the display 1540 is an organic light emitting
diode (“OLED”) display. In some configurations, the display 1540 is a holographic display.
Other display types are contemplated.

[0169] In at least one example, the display 1540 can correspond to the hardware display
surface 822 and/or hardware display surface 902. As described above, the hardware display
surface 822 and the hardware display surface 902 can be configured to graphically associate
holographic user interfaces and other graphical elements with an object seen through the
hardware display surface or rendered objects displayed on the hardware display surface.
Additional features associated with the hardware display device 822 and the hardware
display surface 902 are described above with reference to FIGS. 8 and 9, respectively.
[0170] The touchscreen 1542, also referred to herein as a “touch-enabled screen,” is an
input device configured to detect the presence and location of a touch. The touchscreen
1542 can be a resistive touchscreen, a capacitive touchscreen, a surface acoustic wave
touchscreen, an infrared touchscreen, an optical imaging touchscreen, a dispersive signal
touchscreen, an acoustic pulse recognition touchscreen, or can utilize any other touchscreen
technology. In some configurations, the touchscreen 1542 is incorporated on top of the

display 1540 as a transparent layer to enable a user to use one or more touches to interact
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with objects or other information presented on the display 1540. In other configurations,
the touchscreen 1542 is a touch pad incorporated on a surface of the computing device that
does not include the display 1540. For example, the computing device can have a
touchscreen incorporated on top of the display 1540 and a touch pad on a surface opposite
the display 1540.

[0171] In some configurations, the touchscreen 1542 is a single-touch touchscreen. In
other configurations, the touchscreen 1542 is a multi-touch touchscreen. In some
configurations, the touchscreen 1542 is configured to detect discrete touches, single touch
gestures, and/or multi-touch gestures. These are collectively referred to herein as gestures
for convenience. Several gestures will now be described. It should be understood that these
gestures are illustrative and are not intended to limit the scope of the appended claims.
Moreover, the described gestures, additional gestures, and/or alternative gestures can be
implemented in software for use with the touchscreen 1542. As such, a developer can create
gestures that are specific to a particular application program.

[0172] In some configurations, the touchscreen 1542 supports a tap gesture in which a
user taps the touchscreen 1542 once on an item presented on the display 1540. The tap
gesture can be used to perform various functions including, but not limited to, opening or
launching whatever the user taps. In some configurations, the touchscreen 1542 supports a
double tap gesture in which a user taps the touchscreen 1542 twice on an item presented on
the display 1540. The double tap gesture can used to perform various functions including,
but not limited to, zooming in or zooming out in stages. In some configurations, the
touchscreen 1542 supports a tap and hold gesture in which a user taps the touchscreen 1542
and maintains contact for at least a pre-defined time. The tap and hold gesture can be used
to perform various functions including, but not limited to, opening a context-specific menu.
[0173] In some configurations, the touchscreen 1542 supports a pan gesture in which a
user places a finger on the touchscreen 1542 and maintains contact with the touchscreen
1542 while moving the finger on the touchscreen 1542. The pan gesture can be used to
perform various functions including, but not limited to, moving through screens, images, or
menus at a controlled rate. Multiple finger pan gestures are also contemplated. In some
configurations, the touchscreen 1542 supports a flick gesture in which a user swipes a finger
in the direction the user wants the screen to move. The flick gesture can be used to perform
various functions including, but not limited to, scrolling horizontally or vertically through
menus or pages. In some configurations, the touchscreen 1542 supports a pinch and stretch

gesture in which a user makes a pinching motion with two fingers (e.g., thumb and
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forefinger) on the touchscreen 1542 or moves the two fingers apart. The pinch and stretch
gesture can be used to perform various functions including, but not limited to, zooming
gradually in or out of a website, map, or picture.

[0174] Although the above gestures have been described with reference to the use of
one or more fingers for performing the gestures, other appendages such as toes or objects
such as styluses can be used to interact with the touchscreen 1542. As such, the above
gestures should be understood as being illustrative and should not be construed as being
limited in any way.

[0175] The data I/O interface component 1544 is configured to facilitate input of data
to the computing device and output of data from the computing device. In some
configurations, the data I/O interface component 1544 includes a connector configured to
provide wired connectivity between the computing device and a computer system, for
example, for synchronization operation purposes. The connector can be a proprietary
connector or a standardized connector such as USB, micro-USB, mini-USB, or the like. In
some configurations, the connector is a dock connector for docking the computing device
with another device such as a docking station, audio device (e.g., a digital music player), or
video device.

[0176] The audio I/O interface component 1546 is configured to provide audio input
and/or output capabilities to the computing device. In some configurations, the audio I/O
interface component 1546 includes a microphone configured to collect audio signals. In
some configurations, the audio I/O interface component 1546 includes a headphone jack
configured to provide connectivity for headphones or other external speakers. In some
configurations, the audio I/O interface component 1546 includes a speaker for the output of
audio signals. In some configurations, the audio I/O interface component 1546 includes an
optical audio cable out.

[0177] The video I/0 interface component 1548 is configured to provide video input
and/or output capabilities to the computing device. In some configurations, the video I/O
interface component 1548 includes a video connector configured to receive video as input
from another device (e.g., a video media player such as a DVD or BLURAY player) or send
video as output to another device (e.g., a monitor, a television, or some other external
display). In some configurations, the video I/O interface component 1548 includes a High-
Definition Multimedia Interface (“HDMI”), mini-HDMI, micro-HDMI, DisplayPort, or

proprietary connector to input/output video content. In some configurations, the video /O
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interface component 1548 or portions thereof is combined with the audio I/O interface
component 1546 or portions thereof.

[0178] The camera 1550 can be configured to capture still images and/or video. The
camera 1550 can utilize a charge coupled device (“CCD”) or a complementary metal oxide
semiconductor (“CMOS”) image sensor to capture images. In some configurations, the
camera 1550 includes a flash to aid in taking pictures in low-light environments. Settings
for the camera 1550 can be implemented as hardware or software buttons. Images and/or
video captured by camera 1550 may additionally or alternatively be used to detect non-touch
gestures, facial expressions, eye movement, or other movements and/or characteristics of
the user. The camera may correspond to represent the gaze tracking camera or sensor(s)
806A or the environmental camera 806B of FIG. 8, or may be an additional or alternative
camera.

[0179] Although not illustrated, one or more hardware buttons can also be included in
the computing device architecture 1500. The hardware buttons can be used for controlling
some operational aspect of the computing device. The hardware buttons can be dedicated
buttons or multi-use buttons. The hardware buttons can be mechanical or sensor-based.
[0180] The illustrated power components 1512 include one or more batteries 1552,
which can be connected to a battery gauge 1554. The batteries 1552 can be rechargeable or
disposable. Rechargeable battery types include, but are not limited to, lithium polymer,
lithium ion, nickel cadmium, and nickel metal hydride. Each of the batteries 1552 can be
made of one or more cells.

[0181] The battery gauge 1554 can be configured to measure battery parameters such
as current, voltage, and temperature. In some configurations, the battery gauge 1554 is
configured to measure the effect of a battery’s discharge rate, temperature, age and other
factors to predict remaining life within a certain percentage of error. In some configurations,
the battery gauge 1554 provides measurements to an application program that is configured
to utilize the measurements to present useful power management data to a user. Power
management data can include one or more of a percentage of battery used, a percentage of
battery remaining, a battery condition, a remaining time, a remaining capacity (e.g., in watt
hours), a current draw, and a voltage.

[0182] The power components 1512 can also include a power connector, which can be
combined with one or more of the aforementioned I/O components 1510. The power
components 1512 can interface with an external power system or charging equipment via a

power I/O component.
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Example Gaze-Based Authentication Techniques

[0183] FIG. 16 is a flowchart illustrating an example process 1600 for authenticating a
user to a resource based gaze and physiological response to one or more images or other
stimuli. The process can be implemented using one or more of the devices and/or computing
architectures described herein. The techniques are described in the context of the
environment 100 of FIG. 1 for convenience, but the techniques are not limited to use in the
environment or with the devices shown in FIG. 1. Rather the techniques of FIG. 16 are
applicable to other environments and devices including those shown in FIGS. 1, 8, 9, 13,
14, and 15, as well as other environments and computing devices.

[0184] The process described below with reference to FIG. 16 is illustrated as a
collection of blocks in logical flow graphs, which represent sequences of operations that can
be implemented in hardware, software, or a combination thereof. In the context of software,
the blocks represent computer-executable instructions stored on one or more computer-
readable storage media that, when executed by one or more processors, perform the recited
operations.  Generally, computer-executable instructions include routines, programs,
objects, components, data structures, and the like that perform particular functions or
implement particular abstract data types. The order in which the operations are described
is not intended to be construed as a limitation, and any number of the described blocks can
be combined in any order and/or in parallel to implement the processes.

[0185] FIG. 16 illustrates an example process 1600 to implement gaze-based
authentication. Block 1602 illustrates receiving a request by a user to access a resource. In
some examples, the resource may comprise a computing resource, such as a resource
available from a remote service provider (e.g., service provider 102), a local computing
resource such as access to a computing device (e.g., one of computing devices 108), or an
application or other resource available from a local and/or remote computing device or
service. In other examples, the resource may comprise a physical resource such as access
to building, room, object, or other physical item. Whether the resource is a computing
resource or a physical resource, access to the resource may be controlled at least in in part
by a computing device. For instance, a user may seek to access a resource of computing
devices 108. Alternatively, the user may seek to use one of computing devices 108 to access
a resource available from the service provider 102 and/or one or more other computing
devices. In some examples, the request may include information (e.g., a login name, phone

number, photograph, image, etc.) identifying the user that is attempting to login. In other
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examples (e.g., examples in which the computing device has only a single authorized user),
the request may not include any information identifying the user.

[0186] At block 1604, the computing device (e.g., one of computing devices 108, a
server 110 of the service provider 102, or another computing device) determines whether or
not a machine learning model has been established for authenticating the user to access the
resource. If a model exists for the user, the computing device proceeds to an authentication
phase described with reference to blocks 1622-1636 below. If, at block 1604, a model has
not previously been established for the user to access the resource, the computing device
may initiate a model establishment phase described with reference to blocks 1606-1620.
[0187] At block 1606, the user may be prompted to register to access the resource. The
prompt may include instructions for how to register to access the resource. For instance,
the instructions may ask the user to view or otherwise perceive one or more stimuli in order
to establish and train a machine learning model for accessing the resource. The instructions
may also inform the user that the registration process involves tracking gaze and
physiological responses of the user while perceiving the stimuli. In some examples, the user
may be required to affirmatively opt it to the collection of such gaze tracking and
physiological data. In other examples, the user may be given the option to opt out of the
collection of the collection of such gaze tracking and physiological data. In either case, the
user may, in some examples, be given alternate authentication options for accessing the
resource (e.g., password, certificate, biometric authentication, or other conventional
authentication credentials). The prompting may be in the form of a visual instruction
presented in a computer generated information pane, in the form of audible instructions,
both audible and visual, or by other means. The computing device may also specify a
number (or a minimum number) of stimuli that the user is to perceive to establish and/or
train the model. In other examples, the number of stimuli may be unspecified. The number
of stimuli may depend on, for example, the intensity and uniqueness of the user’s gaze and
physiological response to the stimuli, a level of security required, a complexity of the
stimuli, accuracy of the gaze tracking camera and/or physiological sensors, or other factors.
Examples of each of various stimuli are described in detail with reference to FIGS. 2-7.
[0188] At block 1608, the computing device may obtain information about the user,
including ambient or background measurement of one or more physiological conditions of
the user. The information about the user may additionally or alternatively include user
name, address, contact information, demographic information, biometric information, or

other identifying information. In some examples, the ambient measurement of the
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physiological condition may be obtained in response to a null stimulus (e.g., stimulus 204(1)
in FIG. 2) designed not to invoke a physiological response from the user in order to obtain
a baseline or control measurement of the physiological condition(s). In that case, the null
stimulus may comprise a blank screen, a screen having a cool or soothing color, text (e.g.,
a letter, number, word, or symbol), a visual target for the user to focus his or her gaze on, or
the like. In other examples, null stimulus may include an instruction (audio or textual) for
the user to close his or her eyes for a period of time (e.g., 1-5 seconds) during which time
the baseline or ambient measurement of the physiological condition can be made.
Depending on the physiological condition(s) being measured, the ambient measurement of
the user’s physiological condition(s) may provide a unique signature of the user. For
instance, when multiple neurological or other physiological conditions are measured, the
combination of physiological conditions may provide a unique physiological signature of
the user. In other instances, the ambient measurement of the user’s physiological condition
may not be unique to the user. The ambient measurement of the user’s physiological
condition may or may not be used to train the model.

[0189] At block 1610, the computing device causes presentation of the one or more
stimuli on a display screen, speaker, or other output of (or accessible to) the computing
device. The stimuli may include photographs or other images, video, audio, text, and/or
other stimuli. Where multiple stimuli are used, the stimuli may be of the same type (e.g.,
multiple images, or multiple audio clips, or multiple video clips) or different types (e.g.,
multiple stimuli including some images, some audio clips, and some videos). Also, multiple
stimuli can be presented sequentially, concurrently, or a combination of both sequential and
concurrent presentation (e.g., some stimuli presented sequentially and other stimuli
presented concurrently).

[0190] At block 1612, the computing device obtains gaze tracking data corresponding
to gaze of the user responsive to the stimuli. The gaze tracking data may be obtained from
a gaze tracking camera of (or in communication with) the computing device (e.g., sensor(s)
126 or gaze tracking camera 806A). The gaze tracking data may correspond to gaze of the
user at a time the user is viewing an image or other stimulus (e.g., stimulus 204(2) in FIG.
2).

[0191] At block 1614, the computing device obtains physiological data corresponding
to measurement of one or more physiological conditions of the user responsive to the
stimuli. The physiological data may be obtained from a physiological sensor of (or in

communication with) the computing device (e.g., sensor(s) 126, physiological sensor(s)

61



10

15

20

25

30

WO 2017/209976 PCT/US2017/033436

806C) and/or another computing device (e.g., wearable device 108(4)). The physiological
data may include a measurement of a physiological condition of the user at the time that the
user is viewing the image or other stimulus (e.g., stimulus 204(2) in FIG. 2). By way of
example and not limitation, the physiological sensor may include a neural sensor such as an
electroencephalography (EEG) sensor, a magnetoencephalography (MEG) sensor, a
functional near-infrared spectroscopy (fNIRS) sensor to measure one or more signals
representing brain state or activity of the user. Other non-limiting examples of the
physiological sensor include a skin galvanometer, a pupil scanner, an electrocardiogram
(EKG), or a photoplethysmography sensor.

[0192]  Atblock 1616, the computing device can train a machine learning model for the
user based upon the gaze tracking data and the physiological data. In some examples, the
model may also take into account other information, such as the ambient measurement of
physiological condition(s) of the user prior to being presented with the stimuli, demographic
information about the user (e.g., age, gender, etc.), facial expression of the user, voice data
(e.g., tone, inflection, volume, etc.) of the user, or the like. In some examples, the computing
device may train the machine learning model locally. In other examples, the computing
device may transmit the gaze tracking data and/or physiological data to a provider of the
resource (e.g., the service provider 102) or other entity to establish and/or train the machine
learning model for the user.

[0193] At block 1618, the computing device (or other entity responsible for
establishing/training the machine learning model) may determine whether or not the model
is sufficiently trained. Whether or not the model is sufficiently trained may depend upon
the magnitude or strength of the user’s physiological response to the stimuli, a number of
different physiological conditions measured, a sensitivity of measurement of physiological
condition(s), a level of security required for access to the resource, acceptable levels of false
positive (an entity falsely authenticated when they should not have been) and/or false
negative (a user not being authenticated — being denied access — when he or she should have
been authenticated), or the like. In some examples, the existence of additional stimuli upon
which the model can be trained may also be taken into account when determining whether
the model is sufficiently trained.

[0194]  If the model is not sufficiently trained and/or additional stimuli exist for training

the model, the process 1600 may repeat operations 1610-1618 for one or more additional
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stimuli until the model is sufficiently trained or until the model has been trained based on
available stimuli, or both.

[0195]  If, at block 1618, the model is sufficiently trained, the process 1600 proceeds to
block 1620, where the machine learning model for the user is established for the user and
stored in association with the resource. The model may be stored in memory of the
computing device (e.g., computer-readable media 124 or 804), a provider of the resource
(e.g., computer-readable media 114), or another computing device.

[0196]  Thereafter, when the user attempts to access the resource, the process proceeds
to block 1602, at which the computing device receives the request to access the resource.
At block 1604, the computing device determines that a model already exists for the user,
and proceeds with an authentication phase according to blocks 1622-1636.

[0197] At block 1622, responsive to receiving the request to access the resource, the
computing device causes presentation of an authentication interface (e.g., authentication
interface 312 of FIG. 3) including one or more images or other stimuli. As discussed above,
when multiple stimuli are presented, the stimuli can include one or multiple types of stimuli
and can be presented sequentially, concurrently, or a combination of sequentially and
concurrently. The stimuli can include salient stimuli, upon which the model of the user is
based, and/or non-salient or filler stimuli upon which the model is not based. The order in
which the stimuli are presented may be the same as or different than the order in which the
images were presented during training of the model.

[0198]  Atblock 1624, the computing device obtains, from the gaze tracking camera or
other sensor, login gaze tracking data corresponding to gaze of the user at a time that the
user is viewing an image or other stimulus via the authentication interface. At block 1626,
the computing device obtains, from the physiological sensor(s), measurement of
physiological condition(s) of the user at the time that the user is viewing the image or other
stimulus via the authentication interface. Tracking the user’s gaze in addition to the user’s
physiological response ensures that the person attempting to access the resource is looking
at the image being presented and not some other picture that evokes the same feeling in an
attempt to fraudulently access the resource.

[0199] At block 1628, the computing device determines whether or not additional
stimuli are to be presented via the authentication interface in order to authenticate the user
to access the resource. In some examples, a predetermined number of one or more stimuli

may be needed authenticate the user to access the resource. In other examples, a number of
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stimuli needed to authenticate the user to access the resource may be determined based at
least in part on a strength, magnitude, uniqueness, or other characteristic of the user’s
response to the stimulus, as determined by the measurement of physiological condition(s)
of the user at the time that the user is viewing the image or other stimulus. In that case, the
stronger or more unique the user’s response to a stimulus the fewer number of stimuli that
may be needed to authenticate the user. If the computing device determines that additional
stimuli are to be presented via the authentication interface, operations 1622-1628 may be
repeated until the no additional stimuli are to be presented via the authentication interface.
If at block 1628, the computing device determines that no additional stimuli are to be
presented via the authentication interface, the process proceeds to block 1630.

[0200] At block 1630, the computing device compares the login data, including the
user’s gaze tracking data and the physiological data at the time(s) that the user is viewing
the image(s) or other stimul(us/i) via the authentication interface, with the model. At block
1632, the computing device determines, based at least in part on the comparison at block
1630, whether the login data (e.g., login gaze tracking data and the measurement of the
physiological condition of the user at the time that the user is viewing the image via the
authentication interface) correlate with the model. If the login data is found to correlate
with the model, at block 1634, the computing device authenticates the user to access the
resource. In some examples, the process 1600 may also return to block 1620 to update or
adapt the model based on the gaze tracking data and the measurement of the physiological
condition of the user at the time that the user is viewing the image via the authentication
interface. In that way, if the user’s physiological response to a particular stimulus changes
over time, the model can be adapted to the user’s changed response. Additionally, the model
can be updated or adapted based on gaze tracking data and the measurement of the
physiological condition of the user at the time that the user is viewing one or more filler
images or filler stimuli. In this way, the model can be expanded by training the model based
on the login data corresponding to the user viewing filler images or filler stimuli presented
via the authentication interface. Once the model has been trained based on the filler stimuli,
the filler stimuli become salient stimuli upon which the model is based for subsequent
authentication attempts. If, at block 1632, the login data is found not to correlate with the
model for the user, access to the resource may be denied.

[0201]  As noted above, the order in which the operations are described is not intended

to be construed as a limitation, and any number of the described blocks can be combined in
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any order and/or in parallel to implement the processes. For example, the comparison
operation of block 1630 is described as occurring after the all of the stimuli have been
presented. However, in other examples, the comparison of block 1630 and/or the
determination of block 1632 can be performed for each stimulus before presenting an
additional stimulus via the authentication interface. In that case, the computing device may
determine whether to present additional stimuli based on results of the comparison (e.g,,
based on a degree to which the login data for the stimulus already presented correlates to
the model). For instance, if there is a high degree of correlation between the login
information and/or the response to the already presented stimulus was strong, then the
computing device may determine that additional stimuli need not be presented in order to
authenticate the user. In contrast, if the degree of correlation between the login information
and the model is lower and/or the user’s response to the already presented stimulus was
weak, the computing device may determine that additional login data is necessary to
determine whether to authenticate the user to access the resource and, therefore, additional
stimuli are to be presented via the authentication interface.

[0202]  Using the foregoing techniques, computing devices can quickly and accurately
authenticate users to access a resource. The techniques are seamless and unobtrusive to a
user, requiring little or no cognitive or physical action on the part of the user. There is no
authentication credential that could be lost or stolen. And, in at least some instances, the
neurological or other physiological response to certain stimuli are unique and personal to
the user, making it difficult for the response to be spoofed or reproduced by other humans
and/or computers.

Example Clauses

[0203] The disclosure presented herein can be considered in view of the following
example clauses.

[0204] A. In some examples, a system comprises: a display to present one or more
images to a user; a gaze tracking camera to track a gaze of the user; a physiological sensor
to monitor a physiological condition of the user; one or more processors communicatively
coupled to the display, the gaze tracking camera, and the physiological sensor; and memory
having computer-executable instructions stored thereon which, when executed by the one
or more processors, cause the computing device to perform operations comprising: causing
presentation, on the display, of an image; obtaining, from the gaze tracking camera, gaze
tracking data corresponding to gaze of the user at a time the user is viewing the image;

obtaining, from the physiological sensor, a measurement of a physiological condition of the

65



10

15

20

25

30

WO 2017/209976 PCT/US2017/033436

user at the time that the user is viewing the image; establishing a model based at least in part
on the gaze tracking data of the user and the measurement of the physiological condition of
the user at the time that the user is viewing the image; associating the model with a resource;
and storing the model in memory.

[0205] B. The system of paragraph A, wherein the physiological sensor comprises at
least one of: an electroencephalography (EEG) sensor; a magnetoencephalography (MEG)
sensor; a functional near-infrared spectroscopy (fNIRS) sensor; a skin galvanometer; a pupil
scanner; or an electrocardiogram (EKG).

[0206] C. The system of paragraph A, wherein the physiological sensor comprises a
neurological sensor and the measurement of the physiological condition comprises
measurement of a signal representing a brain state of the user.

[0207] D. The system of paragraph C, wherein the neurological sensor comprises an
electroencephalograph (EEG) sensor, a magnetoencephalography (MEG) sensor, or a
functional near-infrared spectroscopy (fNIRS) sensor.

[0208] E. The system of any one of paragraphs A-D, the operations further comprising
obtaining an ambient measurement of the physiological condition prior to causing
presentation of the image on the display, wherein the model is further based at least in part
on the ambient measurement of the physiological condition.

[0209] F. The system of any one of paragraphs A-E, the operations further comprising:
causing presentation of an additional image on the display; obtaining, from the gaze tracking
camera, additional gaze tracking data corresponding to gaze of the user at a time the user is
viewing the additional image; obtaining, from the physiological sensor, a measurement of
the physiological condition of the user at the time that the user is viewing the additional
image; and updating the model based on the additional gaze tracking data and the
measurement of the physiological condition of the user at the time that the user is viewing
the additional image.

[0210] G. The system of any one of paragraphs A-F, the operations further comprising:
receiving a request by the user to access the resource; responsive to receiving the request to
access the resource, causing presentation, on the display, of the image via an authentication
interface; obtaining, from the gaze tracking camera, login gaze tracking data corresponding
to gaze of the user at a time that the user is viewing the image via the authentication
interface; obtaining, from the physiological sensor, a measurement of a physiological
condition of the user at the time that the user is viewing the image via the authentication

interface; comparing the login gaze tracking data and the measurement of the physiological
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condition of the user at the time that the user is viewing the image via the authentication
interface, with the model; and determining, based on the comparing, that the login gaze
tracking data and the measurement of the physiological condition of the user at the time that
the user is viewing the image via the authentication interface correlate with the model; and
based at least in part on the determining, authenticating the user to access the resource.
[0211] H. The system of any one of paragraphs A-G, the operations further comprising:
obtaining, from the gaze tracking camera, gaze tracking data corresponding to gaze of the
user viewing the image via the authentication interface; obtaining, from the physiological
sensor, measurement of a physiological condition of the user at the time that the user is
viewing the image via the authentication interface; and updating the model based on the
gaze tracking data and the measurement of the physiological condition of the user at the
time that the user is viewing the image via the authentication interface.

[0212] I. The system of any one of paragraphs A-H, the operations further comprising
causing presentation of a filler image via the authentication interface before, concurrently
with, or after causing presentation of the image via the authentication interface, wherein the
authenticating is performed without regard to gaze and physiological condition of the user
when viewing the filler image via the authentication interface.

[0213] J.  The system of any one of paragraphs A-H, the operations further comprising:
obtaining, from the gaze tracking camera, gaze tracking data corresponding to gaze of the
user viewing the filler image via the authentication interface; obtaining, from the
physiological sensor, measurement of a physiological condition of the user at the time that
the user is viewing the filler image via the authentication interface; and updating the model
based on the gaze tracking data and the measurement of the physiological condition of the
user at the time that the user is viewing the filler image.

[0214] K. The system of any one of paragraphs A-J, wherein causing presentation of
the image via the authentication interface comprises causing presentation of the image for
at least about 300 milliseconds and at most about 1 second.

[0215] L. The system of any one of paragraphs A-K, further comprising a head-
mounted computing assembly, and the display, the gaze tracking camera, and the
physiological sensor are integral with or physically coupled to the head-mounted assembly.
[0216] M. The system of paragraph L, wherein the one or more processors and the
memory are integral with or physically coupled to the head-mounted assembly.

[0217] N. The system of any one of paragraphs A-K, further comprising an enclosure

housing the one or more processors and memory, and wherein the physiological sensor is

67



10

15

20

25

30

WO 2017/209976 PCT/US2017/033436

separate and physically remote from the enclosure to measure the physiological condition
of the user.

[0218] O. The system of paragraph N, wherein the display and the gaze tracking camera
are integral with or physically proximate to the enclosure.

[0219] P. A computer-implemented method comprises: receiving a request by a user
to access a resource; responsive to receiving the request to access the resource, causing
presentation, on a display, of an image via an authentication interface; obtaining, from a
gaze tracking camera, login gaze tracking data corresponding to gaze of the user at a time
that the user is viewing the image via the authentication interface; obtaining, from a
physiological sensor, a measurement of a physiological condition of the user at the time that
the user is viewing the image via the authentication interface; comparing the login gaze
tracking data and the measurement of the physiological condition of the user at the time that
the user is viewing the image via the authentication interface, with a model representative
of gaze of the user and physiological condition of the user at a previous time that the user
viewed the image; determining, based on the comparing, that the login gaze tracking data
and the measurement of the physiological condition of the user at the time that the user is
viewing the image via the authentication interface correlate with the model; and based at
least in part on the determining, authenticating the user to access the resource.

[0220] Q. The computer-implemented method of paragraph P, further comprising:
obtaining, from the gaze tracking camera, gaze tracking data corresponding to gaze of the
user viewing the image via the authentication interface; obtaining, from the physiological
sensor, measurement of a physiological condition of the user at the time that the user is
viewing the image via the authentication interface; and updating the model based on the
gaze tracking data and the measurement of the physiological condition of the user at the
time that the user is viewing the image via the authentication interface.

[0221] R. The computer-implemented method of any one of paragraphs P or Q, further
comprising causing presentation of a filler image via the authentication interface before,
concurrently with, or after causing presentation of the image via the authentication interface,
wherein the authenticating is performed without regard to gaze and physiological condition
of the user when viewing the filler image via the authentication interface.

[0222] S. The computer-implemented method of any one of paragraphs P-R, further
comprising: obtaining, from the gaze tracking camera, gaze tracking data corresponding to
gaze of the user viewing the filler image via the authentication interface; obtaining, from

the physiological sensor, measurement of a physiological condition of the user at the time
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that the user is viewing the filler image via the authentication interface; and updating the
model based on the gaze tracking data and the measurement of the physiological condition
of the user at the time that the user is viewing the filler image.

[0223] T. The computer-implemented method of any one of paragraphs P-S, wherein
causing presentation of the image via the authentication interface comprises causing
presentation of the image for at least about 300 milliseconds and at most about 1 second.
[0224] U. The computer-implemented method of any one of paragraphs P-T, wherein
the physiological sensor comprises at least one of: an electroencephalography (EEG) sensor;
a magnetoencephalography (MEG) sensor; a functional near-infrared spectroscopy (fNIRS)
sensor; a skin galvanometer; a pupil scanner; or an electrocardiogram (EKG).

[0225] V. The computer-implemented method of any one of paragraphs P-T, wherein
the physiological sensor comprises a neurological sensor and the measurement of the
physiological condition comprises measurement of a signal representing a brain state of the
user.

[0226] W. The computer-implemented method of any one of paragraphs P-T, wherein
the physiological sensor comprises at least one of an electroencephalograph (EEG) sensor,
a magnetoencephalography (MEG) sensor, or a functional near-infrared spectroscopy
(fNIRS) sensor.

[0227] X. The computer-implemented method of any one of paragraphs P-W, further
comprising obtaining an ambient measurement of the physiological condition after
receiving the request to access the resource and prior to causing presentation of the image
on the display via the authentication interface, wherein: the model is further based at least
in part on an ambient measurement of physiological condition of the user prior to receiving
the request to access the resource; the comparing further comprises comparing the ambient
measurement of the physiological condition with the model; and the determining further
comprises determining that the ambient measurement of the physiological condition
correlates with the model.

[0228] Y. The computer-implemented method of any one of paragraphs P-X, the
operations further comprising: causing presentation of an additional image via the
authentication interface; obtaining, from the gaze tracking camera, additional login gaze
tracking data corresponding to gaze of the user at a time the user is viewing the additional
image via the authentication interface; obtaining, from the physiological sensor, a
measurement of the physiological condition of the user at the time that the user is viewing

the additional image via the authentication interface, wherein: the model is further based at
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least in part on the additional login gaze tracking data and the measurement of the
physiological condition of the user at the time that the user is viewing the additional image
via the authentication interface; the comparing further comprises comparing the additional
login gaze tracking data and the measurement of the physiological condition of the user at
the time that the user is viewing the additional image via the authentication interface with
the model; and the determining further comprises determining that the additional login gaze
tracking data and the measurement of the physiological condition of the user at the time that
the user is viewing the additional image via the authentication interface correlates with the
model.

[0229] Z. A head-mounted computing device comprises: a display to present one or
more images to a user; a gaze tracking camera to track a gaze of the user; a physiological
sensor to monitor a physiological condition of the user; one or more processors
communicatively coupled to the display, the gaze tracking camera, and the physiological
sensor; and memory having computer-executable instructions stored thereon which, when
executed by the one or more processors, cause the computing device to perform operations
comprising: receiving a request by the user to access a resource; responsive to receiving the
request to access the resource, causing presentation, on the display, of an image via an
authentication interface; obtaining, from the gaze tracking camera, login gaze tracking data
corresponding to gaze of the user at a time that the user is viewing the image via the
authentication interface; obtaining, from the physiological sensor, a measurement of a
physiological condition of the user at the time that the user is viewing the image via the
authentication interface; and determining, based on the login gaze tracking data, the
measurement of the physiological condition, and a model of user gaze tracking data and
physiological condition, whether to authenticate the user to access the resource.

[0230] AA. The head-mounted computing device of paragraph Z, the operations
further comprising: obtaining, from the gaze tracking camera, gaze tracking data
corresponding to gaze of the user viewing the image via the authentication interface;
obtaining, from the physiological sensor, measurement of a physiological condition of the
user at the time that the user is viewing the image via the authentication interface; and
updating the model based on the gaze tracking data and the measurement of the
physiological condition of the user at the time that the user is viewing the image via the
authentication interface.

[0231] BB. The head-mounted computing device of any one of paragraphs Z or

AA, the operations further comprising causing presentation of a filler image via the
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authentication interface before, concurrently with, or after causing presentation of the image
via the authentication interface, wherein the authenticating is performed without regard to
gaze and physiological condition of the user when viewing the filler image via the
authentication interface.

[0232] CC. The head-mounted computing device of paragraph BB, the
operations further comprising: obtaining, from the gaze tracking camera, gaze tracking data
corresponding to gaze of the user viewing the filler image via the authentication interface;
obtaining, from the physiological sensor, measurement of a physiological condition of the
user at the time that the user is viewing the filler image via the authentication interface; and
updating the model based on the gaze tracking data and the measurement of the
physiological condition of the user at the time that the user is viewing the filler image.
[0233] DD. The head-mounted computing device of any one of paragraphs Z-CC,
wherein causing presentation of the image via the authentication interface comprises
causing presentation of the image for at least about 300 milliseconds and at most about 1
second.

[0234] EE. The head-mounted computing device of any one of paragraphs Z-
DD, wherein the physiological sensor comprises at least one of: an electroencephalography
(EEG) sensor; a magnetoencephalography (MEG) sensor; a functional near-infrared
spectroscopy (fNIRS) sensor; a skin galvanometer; a pupil scanner; or an electrocardiogram
(EKG).

[0235] FF. The head-mounted computing device of any one of paragraphs Z-
DD, wherein the physiological sensor comprises a neurological sensor and the measurement
of the physiological condition comprises measurement of a signal representing a brain state
of the user.

[0236] GG. The head-mounted computing device of any one of paragraphs Z-
DD, wherein the neurological sensor comprises at least one of an electroencephalograph
(EEG) sensor, a magnetoencephalography (MEG) sensor, or a functional near-infrared
spectroscopy (fNIRS) sensor.

[0237] HH. The head-mounted computing device of any one of paragraphs Z-
GG, the operations further comprising obtaining an ambient measurement of the
physiological condition after receiving the request to access the resource and prior to
causing presentation of the image on the display via the authentication interface, wherein:

the model is further based at least in part on an ambient measurement of physiological
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condition of the user prior to receiving the request to access the resource; and the
determining is further based on the ambient measurement of the physiological condition.
[0238] II. The head-mounted computing device of any one of paragraphs Z-HH, the
operations further comprising: causing presentation of an additional image via the
authentication interface; obtaining, from the gaze tracking camera, additional login gaze
tracking data corresponding to gaze of the user at a time the user is viewing the additional
image via the authentication interface; obtaining, from the physiological sensor, a
measurement of the physiological condition of the user at the time that the user is viewing
the additional image via the authentication interface, wherein: the model is further based at
least in part on the additional login gaze tracking data and the measurement of the
physiological condition of the user at the time that the user is viewing the additional image
via the authentication interface; and the determining is further based on the additional login
gaze tracking data and the measurement of the physiological condition of the user at the
time that the user is viewing the additional image via the authentication interface.

[0239] JJ. The head-mounted computing device of paragraph II, wherein the
determining comprises determining to authenticate the user to access the resource, and the
operations further comprising authenticating the user to access the resource.

[0240] Although the subject matter has been described in language specific to structural
features and/or methodological acts, it is to be understood that the subject matter defined in
the appended claims is not necessarily limited to the specific features or acts described.
Rather, the specific features and acts are described as illustrative forms of implementing the
claims.

[0241] Conditional language such as, among others, "can," "could," "might" or "can,"
unless specifically stated otherwise, are understood within the context to present that certain
examples include, while other examples do not necessarily include, certain features,
elements and/or steps. Thus, such conditional language is not generally intended to imply
that certain features, elements and/or steps are in any way required for one or more examples
or that one or more examples necessarily include logic for deciding, with or without input
or prompting, whether certain features, elements and/or steps are included or are to be
performed in any particular example. Conjunctive language such as the phrase “at least one

of X, Y or Z,” unless specifically stated otherwise, is to be understood to present that an

item, term, etc. can be either X, Y, or Z, or a combination thereof.
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CLAIMS
A system comprising:
a display to present one or more images to a user;
a gaze tracking camera to track a gaze of the user;
a physiological sensor to monitor a physiological condition of the user;

one or more processors communicatively coupled to the display, the gaze tracking

camera, and the physiological sensor; and

memory having computer-executable instructions stored thereon which, when

executed by the one or more processors, cause the computing device to perform operations

comprising:

3.

causing presentation, on the display, of an image;

obtaining, from the gaze tracking camera, gaze tracking data corresponding
to gaze of the user at a time the user is viewing the image;

obtaining, from the physiological sensor, a measurement of a physiological
condition of the user at the time that the user is viewing the image;

establishing a model based at least in part on the gaze tracking data of the
user and the measurement of the physiological condition of the user at the time that
the user is viewing the image;

associating the model with a resource; and

storing the model in memory.
The system of claim 1, wherein the physiological sensor comprises at least one of’
an electroencephalography (EEG) sensor;
a magnetoencephalography (MEG) sensor;
a functional near-infrared spectroscopy (fNIRS) sensor;
a skin galvanometer;
a pupil scanner; or
an electrocardiogram (EKG).

The system of any one of claims 1 or 2, the operations further comprising obtaining

an ambient measurement of the physiological condition prior to causing presentation of the

image on the display, wherein the model is further based at least in part on the ambient

measurement of the physiological condition.

4.

The system of any one of claims 1-3, the operations further comprising:

causing presentation of an additional image on the display;
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obtaining, from the gaze tracking camera, additional gaze tracking data
corresponding to gaze of the user at a time the user is viewing the additional image;

obtaining, from the physiological sensor, a measurement of the physiological
condition of the user at the time that the user is viewing the additional image; and

updating the model based on the additional gaze tracking data and the measurement
of the physiological condition of the user at the time that the user is viewing the additional
image.
5. The system of any one of claims 1-4, the operations further comprising:

receiving a request by the user to access the resource;

responsive to receiving the request to access the resource, causing presentation, on
the display, of the image via an authentication interface;

obtaining, from the gaze tracking camera, login gaze tracking data corresponding to
gaze of the user at a time that the user is viewing the image via the authentication interface;

obtaining, from the physiological sensor, a measurement of a physiological
condition of the user at the time that the user is viewing the image via the authentication
interface;

comparing the login gaze tracking data and the measurement of the physiological
condition of the user at the time that the user is viewing the image via the authentication
interface, with the model; and

determining, based on the comparing, that the login gaze tracking data and the
measurement of the physiological condition of the user at the time that the user is viewing
the image via the authentication interface correlate with the model; and

based at least in part on the determining, authenticating the user to access the
resource.
6. The system of claim 5, the operations further comprising:

obtaining, from the gaze tracking camera, gaze tracking data corresponding to gaze
of the user viewing the image via the authentication interface;

obtaining, from the physiological sensor, measurement of a physiological condition
of the user at the time that the user is viewing the image via the authentication interface; and

updating the model based on the gaze tracking data and the measurement of the
physiological condition of the user at the time that the user is viewing the image via the

authentication interface.
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7. The system of any one of claims 1-6, wherein causing presentation of the image via
the authentication interface comprises causing presentation of the image for at least about
300 milliseconds and at most about 1 second.
8. A computer-implemented method, comprising:

receiving a request by a user to access a resource;

responsive to receiving the request to access the resource, causing presentation, on
a display, of an image via an authentication interface;

obtaining, from a gaze tracking camera, login gaze tracking data corresponding to
gaze of the user at a time that the user is viewing the image via the authentication interface;

obtaining, from a physiological sensor, a measurement of a physiological condition
of the user at the time that the user is viewing the image via the authentication interface;

comparing the login gaze tracking data and the measurement of the physiological
condition of the user at the time that the user is viewing the image via the authentication
interface, with a model representative of gaze of the user and physiological condition of the
user at a previous time that the user viewed the image; and

determining, based on the comparing, that the login gaze tracking data and the
measurement of the physiological condition of the user at the time that the user is viewing
the image via the authentication interface correlate with the model; and

based at least in part on the determining, authenticating the user to access the
resource.
0. The computer-implemented method of claim 8, further comprising:

obtaining, from the gaze tracking camera, gaze tracking data corresponding to gaze
of the user viewing the image via the authentication interface;

obtaining, from the physiological sensor, measurement of a physiological condition
of the user at the time that the user is viewing the image via the authentication interface; and

updating the model based on the gaze tracking data and the measurement of the
physiological condition of the user at the time that the user is viewing the image via the
authentication interface.
10.  The computer-implemented method of any one of claims 8 or 9, further comprising
causing presentation of a filler image via the authentication interface before, concurrently
with, or after causing presentation of the image via the authentication interface,

wherein the authenticating is performed without regard to gaze and physiological
condition of the user when viewing the filler image via the authentication interface.

11.  The computer-implemented method of claim 10, further comprising:
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obtaining, from the gaze tracking camera, gaze tracking data corresponding to gaze
of the user viewing the filler image via the authentication interface;

obtaining, from the physiological sensor, measurement of a physiological condition
of the user at the time that the user is viewing the filler image via the authentication interface;
and

updating the model based on the gaze tracking data and the measurement of the
physiological condition of the user at the time that the user is viewing the filler image.
12. The computer-implemented method of any one of claims 8-11, wherein the
physiological sensor comprises at least one of an electroencephalograph (EEG) sensor, a
magnetoencephalography (MEG) sensor, or a functional near-infrared spectroscopy
(fNIRS) sensor.
13.  The computer-implemented method of any one of claims 8-12, further comprising
obtaining an ambient measurement of the physiological condition after receiving the request
to access the resource and prior to causing presentation of the image on the display via the
authentication interface, wherein:

the model is further based at least in part on an ambient measurement of
physiological condition of the user prior to receiving the request to access the resource;

the comparing further comprises comparing the ambient measurement of the
physiological condition with the model; and

the determining further comprises determining that the ambient measurement of the
physiological condition correlates with the model.
14.  The computer-implemented method of any one of claims 8-13, the operations further
comprising:

causing presentation of an additional image via the authentication interface;

obtaining, from the gaze tracking camera, additional login gaze tracking data
corresponding to gaze of the user at a time the user is viewing the additional image via the
authentication interface;

obtaining, from the physiological sensor, a measurement of the physiological
condition of the user at the time that the user is viewing the additional image via the
authentication interface, wherein:

the model is further based at least in part on the additional login gaze tracking data
and the measurement of the physiological condition of the user at the time that the user is

viewing the additional image via the authentication interface;
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the comparing further comprises comparing the additional login gaze tracking data
and the measurement of the physiological condition of the user at the time that the user is
viewing the additional image via the authentication interface with the model; and
the determining further comprises determining that the additional login gaze
tracking data and the measurement of the physiological condition of the user at the time that
the user is viewing the additional image via the authentication interface correlates with the
model.
15. A head-mounted computing device comprising:
a display to present one or more images to a user;
a gaze tracking camera to track a gaze of the user;
a physiological sensor to monitor a physiological condition of the user;
one or more processors communicatively coupled to the display, the gaze tracking
camera, and the physiological sensor; and
memory having computer-executable instructions stored thereon which, when
executed by the one or more processors, cause the computing device to perform operations
comprising:
receiving a request by the user to access a resource;
responsive to receiving the request to access the resource, causing
presentation, on the display, of an image via an authentication interface;
obtaining, from the gaze tracking camera, login gaze tracking data
corresponding to gaze of the user at a time that the user is viewing the image via the
authentication interface;
obtaining, from the physiological sensor, a measurement of a physiological
condition of the user at the time that the user is viewing the image via the
authentication interface; and
determining, based on the login gaze tracking data, the measurement of the
physiological condition, and a model of user gaze tracking data and physiological

condition, whether to authenticate the user to access the resource.
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