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(57) ABSTRACT 

Systems and methods for controlling, filtering, and monitor 
ing mobile device access to the internet are disclosed. 
According to an embodiment a server is responsible for con 
trolling, filtering and monitoring internet activity. For every 
request, the server interacts with back-end databases that 
categorize requests, and based on user/carrier/corporate set 
tings, allow or disallow access to particular content. 
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CONTROLLING, FILTERING, AND 
MONITORING OF MOBILE DEVICE ACCESS 
TO THE INTERNET, DATA, VOICE, AND 

APPLICATIONS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a divisional of U.S. patent appli 
cation Ser. No. 13/215,128 filed Aug. 22, 2011, which is a 
continuation of U.S. patent application Ser. No. 12/574,638, 
filed Oct. 6, 2009, now issued U.S. Pat. No. 8,005,913, which 
is a continuation of U.S. patent application Ser. No. 1 1/336, 
297, filed Jan. 19, 2006, now abandoned, which claims pri 
ority to U.S. Provisional Application No. 60/646,173, filed 
Jan. 20, 2005, the contents of each hereby incorporated by 
reference in their entireties. 

BACKGROUND 

0002 The disclosure pertains to the access of mobile 
devices to content from the Internet, for example, to control, 
filter, and monitor activity and applications on the mobile 
device. A mobile phone or mobile device can now be used to 
engage in chat room discussions, receive video, receive 
email, receive picture mail, play or download games, down 
load ring tones, download Screen savers, receive daily comics 
or other types offeeds including RSS feeds, Wireless Appli 
cation Protocol (“WAP) browser access, phone blogging, 
and other uses. Before long, mobile phones will demonstrate 
the ability to interact with vending machines, tollbooths, 
mobile marketing, and more. In addition to the increased 
benefits brought on by the advancement in mobile phone 
technology, greater problems are also on the horizon. 
0003 Increased use of mobile phones for Internet activi 

ties is of concern in both business and consumer environ 
ments. In a business setting, employers may desire to monitor 
and manage Internet activities on mobile phones of their 
employees to limit access to Internet sites inappropriate for a 
workplace, promote productivity, and control costs. Simi 
larly, parents may wish to prevent their children from access 
ing inappropriate Internet sites and to limit their Internet 
activities on the mobile phone. Internet activities on personal 
computers are already being monitored and managed, and the 
proliferation of the mobile phone use merits a system to 
control Internet activities on mobile phones. 

BRIEF SUMMARY 

0004. The methods and systems described here implement 
techniques for controlling, filtering, and monitoring the 
access of mobile phones to content from the Internet. In one 
aspect, internet activity of a mobile phone associated with a 
user profile is managed. A request for content is received from 
the mobile phone. The request is processed to determine if the 
requested content is a valid content accessible by the mobile 
phone associated with the user profile. The request for content 
by the mobile phone associated with the user profile is 
responded to by acting as an intermediary for the content to 
the mobile phone if access to the content is allowed for the 
user profile and sending an error message to the mobile phone 
if access to the content is not allowed for the user profile. 
0005 Implementations can include one or more of the 
following features: For example, the request for content can 
be received from a mobile browser executing on the mobile 
phone. The request for content is formatted using a commu 
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nication protocol comprising a hypertext transfer protocol 
(HTTP), a secure hypertext transfer protocol (HTTPS), a user 
datagram protocol, and a file transfer protocol (FTP). The 
request for content can also be received as a uniform resource 
locator (URL) using HTTP. Only valid protocol exchanges 
originating from the mobile phone are authorized. A limit on 
a total number of downloads allowed over a period of time for 
the mobile phone associated with the user profile may be set 
or turned off. The downloads allowed can include text, pic 
tures, games, news feeds, and ring tones. A monetary down 
load limit based on usage or accumulation can also be set. A 
limit on a total number of non-verbal communication 
instances authorized over a period of time for the mobile 
phone associated with the user profile can also be set or turned 
off. The non-verbal communication can include short mes 
sage service (SMS) and instant messaging (IM). 
0006 Implementations can also include one or more of the 
following additional features: For example, Content filtering 
can be implemented to identify and block access to internet 
sites deemed not authorized for the mobile phone associated 
with the user profile. The internet sites deemed not authorized 
can include internet sites containing sexually explicit content, 
adult content, content inappropriate for the workplace. Con 
tent filtering can be implemented to compare a request to 
access an internet site against data in a master database. The 
master database can include a list of frequently accessed sites, 
protocols, and computer applications. Wireless application 
protocol sites and other downloadable internet sites can be 
added to the master database. Presence of viruses can be 
detected to prevent infection of the mobile phone. 
0007 Furthermore, implementations can also include one 
or more of the following additional features: For example, the 
internet activity of the mobile phone associated with the user 
profile can be monitored to create a report including a list of 
wireless application protocol sites accessed, downloads 
obtained, and time spent interacting with online activities is 
generated. Policies for managing internet activity on the 
mobile phone can be set. Setting the policies can include 
designating internet websites and contents as either autho 
rized or unauthorized for mobile phone associated with the 
user profile. Communication between the mobile phone and a 
carrier server can be mediated to enforce access control and 
security. Also, internet activity for the mobile phone associ 
ated with the user profile can be customized. Customizing the 
internet activity includes selecting authorized internet sites: 
setting download limits; and setting time limits of the internet 
activity. 
0008 Aspects of these systems and methods are embodied 
in computer hardware and software. These and other features 
of these systems and methods are described below in the 
claims. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0009 FIG. 1 is a system drawing and a protocol according 
to an embodiment. 
0010 FIG. 2A is a flow chart describing a process of 
controlling, monitoring, and filtering internet activity accord 
ing to an embodiment. 
0011 FIG. 2B is a block diagram describing a list of 
possible functions available in the process of controlling, 
monitoring, and filtering internet activity. 
0012 FIG. 3 depicts a system overview according to an 
embodiment. 
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0013 FIG. 4 depicts a system architecture according to an 
embodiment with the system infrastructure hosted within a 
carrier. 
0014 FIG.5 depicts a system architecture according to an 
embodiment with the system infrastructure hosted external to 
a carrier. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

0015 Techniques for controlling and monitoring WAP 
applications are described herein. Particularly, systems and 
methods for controlling, filtering, and monitoring mobile 
phone access to the Internet are disclosed. In the following 
description, for the purpose of explanation, numerous spe 
cific details are set forth in order to provide a thorough under 
standing of the present disclosure. It will be apparent, how 
ever, to one of ordinary skill in the art that the present 
disclosure may be practiced without these specific details. In 
other instances, well-known structures are shown in block 
diagram form to avoid unnecessarily obscuring the present 
disclosure. 
0016. According to one aspect of the techniques, a system 
10 is implemented to regulate communication 126 between a 
server 110 and a mobile phone 100 as shown in FIG. 1A. 
Particularly, the server 110 is responsible for controlling, 
filtering, and monitoring Internet activity on the mobile 
phone. For example, a user may send requests to the server 
110 from the mobile phone 100 for documents and other files 
accessible from the Internet. The server 110 can be a web 
server and includes at least a central processing unit (“CPU”) 
112, a memory unit 116, a storage device 118, and a commu 
nication interface 120. Server 110 can also be implemented as 
a proxy server, or intermediary between another server. 
0017. The server 110 may be compatible with various 
platforms including Microsoft WindowsTM, Sun Microsys 
tem SunTM, open source Linux, and other suitable platforms. 
Depending on the platform, an appropriate operating system 
114 is executed by the CPU 112. The memory unit 116 may 
be a volatile memory including various types of random 
access memory (“RAM) such as dynamic RAM (“DRAM), 
synchronous DRAM (“SDRAM), double data rate SDRAM 
(“DDR), synchronous graphics RAM (“SDRAM), and 
video RAM (“VRAM). The memory unit 116 may also be a 
non-volatile memory including read only memory (“ROM), 
flash memory, and programmable memory Such as erasable 
programmable ROM (“EPROM) and electrically erasable 
programmable ROM (“EEPROM). The storage device 118 
may be a portable or removable memory including a compact 
disk ROM (“CDROM), a tape, andaharddrive. The memory 
unit 116 and/or the storage device 118 may be implemented to 
store the requests received from the mobile phone 100. 
0018. The communication interface 120 may be config 
ured to receive requests as data packets from the mobile 
phone 100 and to forward the requests to the CPU 112 for 
processing. The requests C1 may be formatted in a compat 
ible mobile device that can include communication protocols 
such as Hypertext Transfer Protocol (“HTTP"), Secure 
Hypertext Transfer Protocol (“HTTPS), File Transfer Pro 
tocol (“FTP), Simple Mail Transfer Protocol (“SMTP), 
Post Office Protocol (“POP”), or other suitable communica 
tion protocols. 
0019. In some implementations, the requests may be in the 
form of a Universal Resource Locator (“URL) using HTTP. 
Processing the requests C1 can include a log-on validation 
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intrinsic to the mobile device, associated enterprise or user to 
ensure that the mobile phone 100 associated with a user 
profile is authorized to access the server. 
0020. If authorized, the requests C1 are further processed 
by the CPU 112 to determine if the content specified by the 
requests C1 is accessible by the mobile phone 100 associated 
with the user profile. If the requests C1 are for authorized 
content, the content is either retrieved and forwarded to the 
mobile phone 100 in a reply signal S1, or an authorization is 
made to the mobile device (e.g., a key) so that the content can 
be requested directly. If the requested content is unautho 
rized, an error message is forwarded in the reply signal 51. 
The server 110 may also be communicatively linked to mul 
tiple databases 122, 124 used in validating the requests C1. 
0021 FIG. 2 is a flow chart describing a process 200 of 
controlling, monitoring, and filtering Internet access on the 
mobile phone 100. At 210, the server 110 receives the request 
C1 for content from the mobile phone 100. The request C1 is 
forwarded to the CPU 112 for processing at 212. 
0022. The user profile associated with the mobile phone 
100 is validated to determine if the mobile phone represents 
an authorized user at 216. If the user is not authorized,an error 
message is returned to the mobile phone 100 at 214. If the 
mobile phone represents a valid user, the request C1 is further 
processed at 218. 
0023 For each request, the server 110 can interact with a 
back-end database 122 for file system that contains a catego 
rized listing of domain names, Sub-domain names, websites, 
keywords, and/or individual files. The server 110 will also 
interact with a back-end database 124 that contains a catego 
rized listing of user, carrier, or enterprise settings that allow or 
disallow access by the particular mobile phone 100 commu 
nicating with the server 110 to a particular domain name, 
sub-domain name, website, keyword, and/or individual file. If 
the request C1 is determined to be valid, the content requested 
can be retrieved with the server acting as a proxy, and trans 
mitted to the mobile phone 100 at 222. However, if the 
requested content is not accessible for the mobile phone 100, 
an error message is transmitted to the mobile phone 100 at 
214. 

0024 Processing the request at 222 can further include 
additional functions to control and manage the Internet activ 
ity on the mobile phone 100. FIG. 2B describes possible 
functions executed at 222. 

0025. The system 10 can be implemented to manage and 
limit the server 110 from responding to the requests C1 from 
the mobile phone 100 at 226. The system 10 can allow users 
to place limits on the number of downloads over a specific 
period of time. The downloads can include text, pictures, 
games, news feeds, ring tones, applications, and other content 
available from the Internet. 

0026. In some implementations, the system 10 can allow 
an administrator to place limits on the number of non-verbal 
communications over a specific period of time. Non-verbal 
communications may include Short Message Service 
(“SMS) text messaging and Instant Messaging (“IM). 
Users can also choose to turn off downloads and SMS/IM 
messaging. Each of the functions in process request 222 
(monitor usage 224, manage request 226, filter content 228. 
and virus detection 230) references another data source such 
as user/policy lists, virus lists, spammer or white/black lists, 
web site lists, and other suitable data sources for completing 
the functions. 
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0027. In controlling and limiting Internet activity on the 
mobile phone 100 for the users at 226, monetary download 
limits can be implemented to facilitate simplification of user 
account management. The system 10 can be implemented to 
control the incremental expenditures associated with a Sub 
scriber's mobile phone 100 on a usage or accumulation basis. 
This can help minimize frivolous personal use of the mobile 
phone 100 and simplify management of monthly expenses. 
An administrator may be allowed to place limits on non 
verbal use of the mobile phone 100 to restrict undesirable or 
excess WAP resources. 

0028. In addition to limiting the internet activity, the sys 
tem 10 can be implemented to perform content filtering at 
228. The system 10 can also be implemented to identify and 
block access to Internet sites containing content that may be 
offensive or otherwise not allowed or desired at home or at the 
workplace. For example, the system 10 can block access to 
Internet sites containing sexually explicit or other material 
deemed inappropriate at the workplace. In some implemen 
tations, the system 10 may identify and block access to Inter 
net sites containing content other than adult content that may 
be offensive or not allowed for certain users. 
0029. According to another aspect of the techniques, the 
system 10 may take advantage of a master database (not 
shown) for filtering content and managing Internet use. The 
database can include a list of the frequently accessed Internet 
sites, communication protocols, and computer applications 
on the Web. Furthermore, it can include multiple lists, one 
each for web sites, spammers, viruses, and other suitable data 
used for filtering content and managing Internet use. 
0030. In one implementation, a single master database can 
be used to store and manage all information related to the 
multiple lists described above. In other implementations, the 
master database can include multiple databases, with each 
database used to store and manage different types of infor 
mation, including additional security provisioning. For 
example, a first database can be used to store and manage the 
list of frequently accessed Internet sites; a second database 
can be used to store and manage communication protocols; 
and a third database can be used to store and manage com 
puter applications on the Web. In still other implementations, 
WAP sites and other downloadable locations can be added to 
the database. 
0031. The system 10 can also be implemented to include 
virus detection at 230. Downloading content from Internet 
sites may leave the mobile phone 100 susceptible to infec 
tions from viruses. The danger from viral infection is greater 
when downloading from Internet sites outside the approved 
locations. The system 10 can include virus detection capa 
bilities to help prevent infection of the user's mobile phone 
1OO. 

0032. The system 10 can also be implemented to monitor 
Internet activity on the mobile phone 100 at 224. The system 
10 can provide a report including information about the use of 
the mobile phone 100 in connection with the requests made to 
the server 110. This report can include WAP sites visited, 
downloads obtained, and time spent interacting with online 
activities such as games. 
0033 Controlling, filtering, and monitoring Internet activ 

ity in an enterprise environment may be necessary to control 
expenditures and increase productivity. The system 10 can be 
implemented to allow a company to regulate unproductive 
and undesired mobile phone usage by its employees by lim 
iting or denying inappropriate downloads. The system 10 can 
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also be implemented to allow an enterprise to control which 
WAP web sites can be accessed by its employees and to limit 
the time that employees can Surf or access these sites. Cur 
rently, many companies provide their employees with mobile 
phones and control the contract with the carrier, but the com 
panies do nothing to differentiate between professional and 
personal mobile phone use. 
0034. In some implementations, the system 10 can be 
implemented in a consumer environment to provide parents 
the ability to control, filter, and monitor internet activity on 
their children's mobile phones 100. With ring tones and other 
downloadable applications (screen savers, pictures, games, 
etc.) on the rise, many of the downloads costing several dol 
lars per download, the system 10 may be implemented to 
allow parents to control costs as well as the types of content 
accessed by their children. 

Example of System Operation 
0035. In operation, the techniques can be implemented to 
design a system to focus on Scanning Internet traffic and 
requests for content, determining the type of request being 
made, and then using information corresponding to the deter 
mined request type to decide which one of multiple adaptors 
to send the request. Each adaptor can be designed to process 
specific types of request for content. The adaptor can then 
interface with off-the-shelf databases or lists of categorized 
websites; viruses; SPAM white/black lists; categorized list of 
carrier-hosted applications; and a carrier's user database for 
profiles and options. 
0036 Similarly, off-the-shelf virus lists, website lists, 
other Suitable information lists for filtering, controlling, and 
monitoring Internet activity can be used. This design flexibil 
ity allows a carrier or an enterprise to decide who can make 
the best-of-breed lists for each category, and allows for easy 
removal or replacement of the lists. 
0037 For example, in some implementations, the carrier's 
customer profile can specify content restriction policy Such as 
no pornography and no hacking. When a URL request is 
received, the request is sent to the appropriate adaptor, with 
the information that no pornography is allowed and no hack 
ing is allowed. Then the URL request is referenced against a 
database (which can be an off-the-shelf database rented or 
licensed from a vendor) to determine if the request is in the 
pornography category. The result of the determination is used 
to decide whether the request should be served or refused. 
Alternatively, logical filters can be implemented to dynami 
cally scan all requests and determine the likely category for 
each request. Either of the two options can be implemented 
via the adaptor. 
0038 FIG. 3 illustrates a system upon which an embodi 
ment of the current invention may be implemented. Mobile 
Phone 100 is a device capable of transmitting, receiving, and 
accessing voice and data information. Mobile Phone 100 also 
contains a mobile browser (not shown) used to access content 
on the Internet. 
0039. Such Internet content can be in the form of web 
pages, downloadable applications, or downloadable ring 
tones, wallpapers, Screen savers, and other content accessible 
on the Internet. The web pages can be documents written in 
HyperTextMarkup Language (“HTML). Extensible Hyper 
Text Markup Language (XHTML'), Java, Active Server 
Pages (ASP), Hypertext Preprocessor (“PHP), Wireless 
Markup Language (“WML), or other suitable programming 
platforms. The applications can be executable binaries com 
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patible with the Mobile Phone 100 written in JAVA, BREW, 
Symbian, or other Suitable programming platforms. The 
downloadable ring tones, wall papers, screen savers, etc. can 
be files of any audio or video format that can be displayed by 
the Mobile Phone 100. 

0040. The Mobile Phone 100 may access content on the 
Internet through a Transmissions System 301. The Transmis 
sion System 301 is a communications system capable of 
transmitting and receiving Voice and data information passing 
between the Mobile Phone 100 and a Wireless Application 
Protocol Proxy (“WAP Proxy”)302. The Transmission Sys 
tem 301 may include cellular phone networks, transmission 
towers, and other Suitable mobile communication networks. 
The cellular phone networks or MVNOs may be compatible 
with GSM or CDMA supporting CDMA 2000, 3G, GPRS, 
and EDGE networks. 
0041 WAP Proxy 302 is used for encoding and decoding 
requests for content from the Mobile Phone 100 and content 
sent to the Mobile Phone 100. The content sent to the Mobile 
Phone 100 includes content generated in response to a request 
for content from the Mobile Phone 100. Examples of such 
content are web pages, downloadable applications, or down 
loadable ring tones, wall papers, screen savers, etc. WAP 
Proxy 302 is also used for optimizing communication to and 
from the Mobile Phone 100. 
0042. The WAP Proxy 302 passes the request for content 
from the Mobile Phone 100 to a Carrier Server 303, which is 
used by carriers to check user accounts, log user activity, and 
allow or disallow access to the Internet. The Carrier server 
303 relies on a Customer Database 304 for information 
related to these activities. The Customer Database 304 con 
tains customer account information Such as names, telephone 
numbers, addresses, and profiles among others. This infor 
mation can be in any known database format. In some imple 
mentations, proprietary carrier architectures tied into propri 
etary billing systems can be implemented to process and store 
billing and customer records. 
0043. The Carrier Server 303 also passes the request for 
content to a Mobile Device Server 305. The Mobile Device 
Server 305 is used to control user access to domain names, 
sub-domain names, websites, and/or individual files. This 
control is achieved based on information stored in the Cus 
tomer Database 304 and a Mobile Device Database 306. The 
Customer Database 304 may include carrier's user database 
for storing and managing customer profiles and options. Such 
information is passed to the Mobile Device Server 305 in 
response to a request for Such information by the Carrier 
Server 303 or the Mobile Device Server 305. 

0044. The Mobile Device Database 306 contains various 
content identifiers such as approved and disapproved content. 
For instance, the Mobile Device Database 306 may further 
categorize or authorize sub-portions or groupings of data in 
Filter Adaptor 514 (Further described with reference to FIG. 
5). For example, the Mobile Device Database 306 can include 
a categorization of domain names, Sub-domain names, web 
sites, keywords, and/or individual files. The Mobile Device 
Database 306 can also include a list of categorized Internet 
websites based on content and/or metadata describing and/or 
associated with the website or individual webpage. This 
information can be in any known database format. The cat 
egorizations can be based on content topic Such as adult, 
sports, news, or other content topics or types. The Mobile 
Device Database 306 can further include lists of viruses, 
SPAM, while/black lists, and a categorized list of carrier 

Apr. 26, 2012 

hosted applications. In some implementations, the Mobile 
Device Database 306 can be an off-the-shelf database. 
0045. The Mobile Device Server 305 also contains soft 
ware that monitors and stores the activity of the user (not 
shown) of the Mobile Phone 100. This information can be 
logged and stored on the Mobile Device Server 305, the 
Customer Database 304, or elsewhere. 
0046. If the Mobile Device Server 305 does not authorize 
a request by the Mobile Phone 100, it returns an error message 
to the Mobile Phone 100. If the Mobile Device Server 305 
does authorize a request by the Mobile Phone 100, the autho 
rized request is passed to a Firewall 307. The Firewall 307 
controls access to the Internet 308 from within the carrier 
network and also restricts unauthorized incoming traffic from 
the Internet 308 to the carrier network. 
0047. The severs on the Internet 308 relay the request from 
the Firewall 307 to a Website 309. The connection between 
the Firewall 307 and Website 309 can be direct or indirect. 
0048. The Website 309 contains the content requested by 
the Mobile Phone 100. The Website 309 can be information 
stored on a server (not shown) that is connected to the Internet 
308 and the server may accept external requests for informa 
tion such as the Website 309. In response to the external 
request for information (e.g., from the Mobile Phone 100) the 
Website 309 transfers the information requested by the 
Mobile Phone 100 to the Firewall 307. The information is 
relayed to the Firewall 307 through the Internet 308. 
0049. The Firewall 307 passes the requested information 
to the Mobile Device Server 305. The Mobile Device Server 
305 passes the requested information to the Carrier Server 
303. The Carrier Server 303 passes the requested information 
to the WAP Proxy 302. The WAP Proxy 302 passes the infor 
mation to the Transmissions System 301. The Transmissions 
System 301 then transmits the information to the Mobile 
Phone 100. 
0050 Thus far, the components and characteristics of the 
system have been described. Referring again to FIG. 3, one 
implementation of an operating environment or “software 
stack” is described below. As described above, the Mobile 
Phone 100 is a device capable of transmitting, receiving, and 
accessing voice and data information. The Mobile Phone 100 
must be activated and have data and Voice access capabilities. 
The Mobile Phone 100 may be implemented to establishes a 
data call through the Transmissions System 301 and connect 
to the WAP Proxy 302. 
0051. The request and transmission process starts when 
the Mobile Phone 100 generates a request over the air to 
access a particular URL or to download a particular file. This 
request may normally be made using a mobile browser on the 
Mobile Phone 100. In some implementations, the request 
may also be generated as an HTTP. User Datagram Protocol 
(“UDP), socket, or any other suitable protocol request that 
use a URL. 

0052. The WAP proxy 302 receives the request through the 
Transmission System 301 and translates the request. The 
translated request is passed onto the Carrier Server 303. The 
Carrier Server 303 sends a request to the Customer Database 
304 to send information contained in the user profile associ 
ated with the Mobile Phone 100 or with the current user of the 
Mobile Phone 100. The Carrier Server 303 then validates 
access to the requested data service for the mobile phone 
account associated with Mobile Phone 100 or with the current 
user of Mobile Phone 100. If access to the requested data 
service is not allowed, a service denied response is sent 
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through the WAP Proxy 302 to Mobile Phone 100, and the 
process starts over again. If access to the requested data 
service is allowed, the URL is passed to the Mobile Device 
Server 305. 

0053. The Mobile Device Server 305 searches for the 
requested URL (or a portion of the URL or request) in the 
Mobile Device Database 306. If found, the requested URL 
may be retrieved along with its category or any other meta 
data associated with the requested URL. Next, the Mobile 
Device Server 305 tries to match the category or other meta 
data of the requested URL against the categories or other meta 
data permitted to Mobile Phone 100 or the current user of 
Mobile Phone 100 based on the profile information contained 
in the customer database 304. 

0054) The Mobile Device Server 305 also logs the activity 
associated with browsing and/or website interaction and meta 
data associated with the applications and/or content that is 
accessed in the Mobile Device Database 306. 

0055. If the category of the URL sent to the Mobile Device 
Server 305 is an allowed category for the Mobile Phone 100 
or the current user of the Mobile Phone 100 as defined by the 
Customer Database 304, the URL request is sent to the Fire 
wall 307. The Firewall 307 then routes the URL request over 
the Internet 308 to the Website 309, the ultimate destination of 
the URL request initiated by the Mobile Phone 100. 
0056 Back and forth communication can then proceed 
between the Website 309 and the Mobile Phone 100. If the 
Website 309 attempts to redirect the user to another site or the 
user goes to another site by means of clicking on a hyperlink, 
selecting a bookmark, entering a new URL or other, the 
process can start over and the new URL is evaluated. 

Hardware Overview 

0057 The systems and methods described herein can be 
performed by one or more programmable processors execut 
ing programmed instructions to perform functions by operat 
ing on input data and generating an output. The methods can 
also be performed by, and the systems can be implemented as, 
special purpose logic circuitry. Examples of Such special 
purpose logic circuitry include a Field Programmable Gate 
Array (“FPGA'), a Complex Programmable Logic Device 
(“CPLD', an Application Specific Integrated Circuit 
(ASIC), or flash memory. 
0058 Processors suitable for the execution of pro 
grammed instructions include, by way of example, both gen 
eral and special purpose microprocessors. Generally, a pro 
cessor will receive instructions and data from a read only 
memory (“ROM) or a random access memory (“RAM) or 
both. Information carriers suitable for embodying pro 
grammed instructions and data include, by way of example, 
semiconductor memory devices such as EPROM, EEPROM, 
and flash memory devices. The processor and the memory can 
be supplemented by, or incorporated in special purpose logic 
circuitry. 
0059. The connections between the processors and other 
hardware used to execute programmed instructions include 
both wired and wireless connections. Examples of wired con 
nections include Ethernet networks, Token Ring networks, 
phone lines, and other network connections. Examples of 
wireless connections include wireless networks according to 
the protocols established by the IEEE 802.11a, 802.11b, and 
802.11g standards. 
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Infrastructure within a Carrier 
0060 FIG. 4 depicts a system architecture according to an 
embodiment with the system infrastructure hosted within a 
carrier. Both the hardware, described with reference to FIG.3 
and Software Stack 400 for Mobile Device server 305 are 
depicted. Notably, FIG. 4 includes an application distribution 
system 410, which is a server that functions to distribute and, 
in Some instances, balance the work through the distributed 
intranet or virtually private network associated with a large 
corporation. The application distribution system 410 allows a 
corporation to remotely access and update their users infor 
mation and make this data available for incorporation into the 
carrier's user/customer database, interacting with the carrier 
Server 303. 
0061. The Mobile Device server 305 can provide the 
means to control and/or monitor mobile applications and data 
transfer through following features: (1) allowing/disallowing 
access to carrier-sponsored applications (e.g., Java, BREW, 
and Symbian); (2) content filtering of WAP data to prevent 
inappropriate access and/or desktop end-around; (3) virus/ 
spyware/peer-to-peer ("P2.pi.) network management and 
detection to prevent network and phone damage; (4) short 
message service (“SMS)/spam/instant messaging (“IM)/ 
spam over instant messaging (“SPIM) detection and filtering 
to prevent nuisance and maintain customer satisfaction; (5) 
digital rights management (DRM)/P2P network manage 
ment to minimize significant carrier exposure to IP protection 
issues; and (6) account management to set monetary limits on 
data use and purchases for customer convenience and ease of 
payment collection for the carrier. The software stack 400 can 
be implemented to carry out at least some of the features 
described above and will be discussed further in connection 
with the system infrastructure within an enterprise. 

Infrastructure External to a Carrier 

0062 FIG.5 depicts a system architecture according to an 
embodiment with the system infrastructure external to a car 
rier. FIG. 5 may also include the application distribution 
system 410. More particularly, a software stack 500 for the 
Mobile Device server comprises sets of software modules and 
combinations of off-the-shelf hardware specially configured 
and communicatively coupled to implement the methods and 
systems described above. 
0063. At the lowest layer of the software stack 500 is an 
application server 502 configured to manage the communi 
cation and brokering of the various components in the Soft 
ware stack 500 and the rest of the system architecture. The 
application server 502 may be implemented as an open 
Source Apache Tomcat server. In some implementations, the 
application server 502 may be a Sun One Web server (for 
merly iPlanet Web server), which runs under NT/2000, 
Solaris and HP-UX supporting JavaServer Pages (“JSP) 
technology, Java servlets, and Server-Side JavaScript 
(“SSJS). In yet other implementations, the application 
server 302 may be other suitable Web Servers. 
0064. The software stack 500 can also include an applica 
tion data layer 504. The application data layer 504 may 
include at least one electronic storage medium Such as a 
database, flat file system, or cache for storing data associated 
with the application and/or the various modules in the soft 
ware Stack 500. 
0065. The software stack 500 can include a policy man 
agement layer 518 configured to manage Internet activity for 
users. For example, an employer can set policies for regulat 
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ing Internet activity of its employees on the mobile phone 
100 provided by the employer. Using the policy management 
layer 518, the employer can determine which Internet Web 
sites and contents can be accessible by the employees. 
0066. The software stack 500 can include an application 
distribution proxy 520 to mediate communication between 
the mobile phone 100 and the carrier server 503 to enforce 
access control and security. Instead of blindly forwarding 
packets, the application distribution proxy 520 can be imple 
mented to allow only valid protocol exchanges to take place. 
The application distribution proxy can also enforce complex 
access control policies and rules. 
0067. The software stack 500 can also include a customi 
zation server 522 configured to customize Internet access for 
each employer and/or each employee. For example, each 
employer may customize Internet access for its employees 
based on various employer set factors such as job duties. 
0068 Customizing Internet access can include selecting 
approved Internet sites, setting download limits, and allocat 
ing time limits on Internet access and activity. The customi 
Zation server 522 may communicate with the customer data 
base 504 and/or the Mobile Device database 506 to determine 
if the requested content is a valid content accessible by the 
mobile phone 100 associated with a user profile. 
0069. In addition, various adaptor layers may be included 
in the software stack 500 to facilitate monitoring, controlling, 
and filtering Internet activity on the mobile phone 100. These 
adaptors may includes a client connection adaptor 506, a 
virus scanner adaptor 508, a content filtering adaptor 510, a 
SMSC adaptor 512, a filter adaptor 514, and a WAP adaptor 
516. For example, the client connection adaptor 506 can 
facilitate log-in validation of the user when requesting access 
to certain Internet websites from the mobile phone 100. The 
virus scanner adaptor 508 can handle downloads obtained 
from Sources outside of approved locations that may contain 
viruses. The content filtering adaptor 510 can filter carrier 
hosted applications and content directed to the mobile device 
by referencing a licensed database or external filter. The 
SMSC adaptor 512 can place limits on the number of non 
Verbal communications (e.g. SMS, instant messages, or other 
text messaging) over a time specific period. The filter adaptor 
514 can be an off the shelf filtering component or stand-alone 
database. The filter adapter 514 can identify and block access 
to Internet sites containing sexually explicit, offensive, or 
other material deemed inappropriate in the workplace. It can 
also identify and toggle Internet sites that are necessary for 
Some employees, but not necessary for others to do their 
work. The WAP adaptor 516 can be used to filter applications 
and/or programs provided for execution, both binary or 
Scripted type program content. 
0070. With each or all of the adaptors, one or more rela 
tional databases can be employed, such as all or parts of 
customer database 304 and Mobile Device database 306, with 
a table or combination of fields for each adaptor, maybe used 
for filtering the content and managing Internet usage. 
0071. The software packet 500 may also include a logs, 
statistics & licensing layer 524 configure to facilitate moni 
toring of the Internet activity. Each time a user Successfully 
connects to the Internet and sends requests for content, a log 
may be crated to keep track of all Internet activity of each user. 
For example, an employer may maintain a history of Internet 
activity of all employees, which can be used to analyze work 
productivity levels and calculate costs associated with mobile 
device usage. 
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0072 Multiple embodiments of the disclosure have been 
described. Nevertheless, it will be understood that various 
modifications may be made to these embodiments without 
departing from the spirit and scope of the disclosure and as 
defined in the accompanying claims. 

I claim: 
1. A system for managing internet activity of a mobile 

device associated with a user profile, wherein the mobile 
device is operable to transmit, receive, and access voice and 
data information, the system comprising: 

a transmission system operable to transmit and receive 
voice data information between the mobile device and a 
wireless application protocol proxy, wherein the wire 
less application protocol proxy is operable to mediate 
communication between the mobile device and a net 
work; 

a carrier server operable to check user accounts, log user 
activity, and allow or disallow the mobile device access 
to the network; and 

a mobile device server operable to control user access to 
COntent. 

2. The system of claim 1, wherein the mobile device server 
includes a software stack comprising a plurality of Software 
modules and hardware. 

3. The system of claim 2, wherein the carrier server is 
further operable to look for information related to user 
accounts and user activity stored in a customer database when 
allowing or disallowing the mobile device access to the inter 
net and operable to pass a request for content from the mobile 
device to the mobile device server. 

4. The system of claim 3, wherein the customer database 
contains formatted information comprising user names, pro 
files, and content identifiers. 

5. The system of claim3, where in the mobile device server 
is operable to control user access to domain names, Sub 
domain names, websites, and individual files based on infor 
mation stored in the customer database and a mobile device 
database. 

6. The system of claim 5, wherein the mobile device data 
base contains formatted information comprising a categori 
Zation of domain names and keywords. 

7. The system of claim 6, wherein the mobile device data 
base contains formatted information further comprising a 
complete list of all internet websites with associated catego 
ries based on content or metadata describing the website. 

8. The system of claim 2, wherein the software stack fur 
ther comprises a filter adaptor operable to monitor and store 
internet activity associated with the user profile. 

9. The system of claim 1, wherein the mobile device server 
is further operable to send an error message to the mobile 
device if a request for content by the mobile device is deter 
mined to be not authorized, and to pass the request for content 
to a firewall if the request for content is determined to be 
authorized. 

10. The system of claim 9, wherein the firewall is operable 
to control access to the internet from within a carrier network 
and to restrict unauthorized incoming traffic from the internet 
to the carrier network. 

11. The system of claim 10, wherein the firewall is further 
operable to relay the authorized request for content through 
the internet to a website containing the requested content. 

12. The system of claim 11, wherein the website is further 
operable to transfer the requested content to the mobile device 
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by passing the requested content through the firewall, the 
mobile device server, the carrier server, the WAP proxy, and 
the transmission system. 

13. The system of claim 1, wherein the mobile device 
further comprises a mobile browser operable to send a request 
for content. 

14. The system of claim 1, wherein the request for content 
is formatted using a communication protocol comprising a 
hypertext transfer protocol (HTTP), a secure hypertext trans 
fer protocol (HTTPS), a user datagram protocol (UDP), and a 
file transfer protocol (FTP). 

15. The system of claim 14, wherein the request for content 
is received as a uniform resource locator (URL) using HTTP. 

16. The system of claim 2, wherein the software stack 
further comprises an application server operable to manage 
communication amongst the plurality of Software modules 
and hardware. 

17. The system of claim 2, wherein the software stack 
further comprises a policy management layer operable to set 
policies for managing internet activity on the mobile phone. 

18. The system of claim 2, wherein the policy management 
layer is further operable to designating internet websites and 
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contents as either authorized or unauthorized for the mobile 
device associated with the user profile. 

19. The system of claim 2, wherein the software stack 
further comprises an application distribution proxy operable 
to mediate communication between the mobile device and the 
carrier server to enforce access control and security. 

20. The system of claim 19, wherein the application distri 
bution proxy is further operable to authorize only valid pro 
tocol exchanges originating from the mobile phone. 

21. The system of claim 2, wherein the software stack 
further comprises a customization server operable to custom 
ize the internet activity for the mobile device associated with 
the user profile. 

22. The system of claim 21, wherein the customization 
server is further operable to: 

selecting authorized internet sites; 
setting download limits; and 
setting time limits of the internet activity. 
23. The system of claim 22, wherein the customization 

server is further operable to communicate with one or more 
databases to select authorized internet sites. 
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