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SYSTEM AND METHOD FOR MONITORING DEVICES RELATIVE TO A USER
DEFINED GEOGRAPHIC AREA

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims priority to US Application No.: 15/234,463, filed
August 11, 2016; which claims priority to US Provisional Application No.: 62/205,639,
filed August 14, 2015, and is related to U.S. Patent Application No. 15/234,493, filed
on August 11, 2016, entitted “AERCLOUD APPLICATION EXPRESS AND

AERCLOUD APPLICATION EXPRESS LAUNCHER” (Attorney No. 3734.915BS).

FIELD OF THE INVENTION

[0002] The present invention relates generally to providing a system and method
for monitoring devices relative to a user defined geographic area using an
enablement platform for building web sites and web applications using data storage,

management and publication capabilities of hosted web services.

BACKGROUND

[0003]  With the explosion of the Internet of Things (loT) and the number of
devices connected over internet and wireless communications and generating data
for use in user-defined applications, it has become more and more important to
enable users to easily build web-based applications that allow use of this generated
data for meaningful purposes, such as real time monitoring of and interaction with
Machine to Machine (M2M) services devices and services within a communication

infrastructure.
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[0004]  An application for monitoring M2M devices may want to know if a device
location is within or outside a geographical boundary and/or access other data

regarding that device. For example, an application may want to know if a delivery
truck has left its depot or has arrived at its designated next stop at certain time or

speed of that truck at a particular time.

[0005]  Accordingly, what is needed is a system and method to address the issue
of real time monitoring of M2M devices. The present invention addresses such a

need.

SUMMARY

[0006] The present invention relates generally to providing a system and method
for monitoring devices relative to a user defined geographic area using an
enablement platform for building web sites and web applications using data storage,
management and publication capabilities of hosted web services. The system and
method for monitoring devices relative to a user defined geographic area (geofence)
are built on existing AerCloud concepts by allowing user to define location attributes
and by using the user defined location attributes to configure and evaluate geofence
parameters and issue alerts if the devices are performing outside the geofence

parameters.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007]  Figure 1is a diagram illustrating various steps involved in creating a new

instance for development of web sites and web applications and creation of
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applications using an enablement platform according to an embodiment of the

present invention.

[0008]  Figure 2 is a diagram illustrating “Live Map”, a widget provided by
Application Express allowing users to create applications for tracking of devices and
their activity relative to a geographic area using commercially available mapping

products according to an embodiment of the present invention.

[0009] Figure 3 is a diagram illustrating “Live Map”, a widget provided by
Application Express allowing users to configure alerts according to an embodiment

of the present invention.

[0010]  Figure 4 is a diagram illustrating “Live Map”, a widget provided by
Application Express allowing users to configure alerts by adding “geofence”

according to an embodiment of the present invention.

[0011]  Figure 5 is a diagram illustrating “Device Entry” a widget provided by
Application Express and its interaction with “Device Details” widget illustrating types
of location data returned by the Live Map and “Chart” application widgets according

to an embodiment of the present invention.

[0012]  Figure 6 is a flow diagram illustrating different steps involved in creating a

user defined “geofence” according to an embodiment of the present invention.

[0013]  Figure 7 illustrates an example of data structure that is sent to AerCloud

according to an embodiment of the present invention.

[0014]  Figure 8 illustrates an example of Geofence workflow according to an

embodiment of the present invention.

[0015]  Figure 9 illustrates an example of Geofence configuration according to an

embodiment of the present invention.
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[0016]  Figure 10 illustrates an example of criteria for evaluating a Geofence

according to an embodiment of the present invention.

[0017]  Figure 11 illustrates an example of user defined location attributes

according to an embodiment of the present invention.

[0018]  Figure 12 illustrates a data processing system 1200 suitable for storing the
computer program product and/or executing program code relating to the choices of

the users in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION

[0019]  The present invention relates generally to providing a system and method
monitoring devices relative to a user defined geographic area using an enablement
platform for building web sites and web applications using data storage,

management and publication capabilities of hosted web services.

[0020] The following description is presented to enable one of ordinary skill in the
art to make and use the invention and is provided in the context of a patent
application and its requirements. Various maodifications to the preferred embodiments
and the generic principles and features described herein will be readily apparent to
those skilled in the art. Thus, the present invention is not intended to be limited to
the embodiments shown, but is to be accorded the widest scope consistent with the

principles and features described herein.

[0021] Machine to machine (M2M) network communications involves technologies
to communicate with other devices often of similar abilities, different from traditional
cellular communication networks for instance. In basic M2M environments, a device

having limited logic (such as a sensor, meter, etc.) and limited resources (such as
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computing power) is resident at a location to typically captured measurable event
data (such as temperature, pressure, quantity, etc.). The device is connected
through a communications network to a remote computer or server having an
application layer of specific sofiware. The data received from the device is
converted to relevant information associated with the measured event data through
the application and may often thereafter undergo analysis or further similar
assessment. In many cases a device, when activated, may trigger and communicate
the events it is intended for so that those communicated events will then be acted

upon by other machines, applications, and/or users on the network.

[0022] M2M environments often involve systems of networks, wired and wireless,
that are to be connected to the internet and include personal appliances and similar
devices. In M2M networks, typically devices may stationary or mobile and be
connected via wired or wireless access protocols, often through WiFi network
protocols or a 3GPP Mobile network protocol. These devices may also have
seasonal and/or elastic connectivity needs (e.g., agricultural business needs, store
and forward capability). Often in busy M2M networks, there is an 'always on' device
being used such as a general packet radio services (GPRS) or internet gateway.
However, M2M c‘ommunication infrastructure remains most suited to the
communication needs and patterns of devices having similar abilities,
characteristically, for communicating with other systems and devices on the same

network.

[0023]  An application for monitoring M2M devices may want to know if a device
location is within or outside a geographical boundary and/or access other data
regarding that device. For example, an application may want to know if a delivery

truck has left its depot or has arrived at its designated next stop at certain time or
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speed of that truck at a particular time. This can be difficult due to limited logic as

well as limited resources available to an M2M device.

[0024]  Although a system and method in accordance with the present invention is
described with respect to an application for monitoring devices relative to an user
defined geographic area using an enablement platform for building web sites and
web applications using data storage, management and publication capabilities of
hosted web services, in M2M domain, as used herein the term “application” is
intended to be inclusive, interchangeable, and/or synonymous with other similar
applications as described further below, though one will recognize that functionally
different types of applications may have characteristics, functions and/or operations

which may be specific to their individual capabilities and/or deployment.

[0025] The present invention provides a system and method for monitoring
devices relative to an user defined geographic area using an enablement platform
which enables setting up new instances by collecting the required information from
the user and feeding it to the necessary pages of the Hosted Data Service (HDS) in
the background and developing production-ready M2M applications, using data
storage, management and publication capabilities of hosted web services by
providing easy-to-use software tools or widgets provided on an “out of the box” basis
and an Application Programming Interface (API) that interacts with the instance at

the HDS.

[0026]  The enablement platform hereinafter is referred to as AerCloud Application
Express (AAE) Launcher and AAE, where AAE Launcher is used with a data
management and publication service. Aercloud Application Express (AAE) is an
application which is used to create new applications for use of data from M2M

devices. This is an application running at a website that uses a simple interface (the
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Aercloud Application Express User Interface, or AAE Ul) to help users who already
have an instance at a HDS that can receive device data to develop production-ready
M2M applications using easy-to-use software tools (widgets) provided on an “out of
the box” basis and an Application Programming Interface (API) that interacts with the
instance at the HDS. Once the user has used AAE Launcher to create a new
instance for an application using Aeris AerCloud data management and publication
service, the user is able to quickly develop production-ready M2M applications using
AerCloud API and widgets provided on an “out of the box” basis at the AAE Ul using

AAE.

[0027]  One such widget “Geofence” provides a system and method for creating
user defined geographic area using an enablement platform for building web sites
and web applications using data storage and management capabilities of web
services. Geofence is built on existing AerCloud concepts by allowing user to define
location attributes and by using the user defined location attributes to configure and

evaluate geofence as described below.

[0028]  System Configuration page invites users to begin creation of applications
via Aercloud Application Express, first by entering their user credentials for their
AerCloud account and, if applicable, a key for incorporating maps provided by
commercially available mapping products into applications that use a map. Next,
“The Live Map” application widget allows users to create applications that allow
tracking of devices and their activity relative to a geographic area using commercially

available mapping products.

[0029]  This is achieved by creating “geofences”, which are alerts that send
notifications when devices have, for example, entered a user-defined geographic

area, left that area, or engaged in (or failed to engage in) certain behavior while
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located within that area. The invention simplifies the method provided by mapping
products for defining the boundaries of the geofence using the drawing tool and
provides superior flexibility for setting alerts based on device behavior (such as

which devices inside the geofence are behaving outside permitted parameters).

[0030] Creation and use of this application includes creating a new alert, seeing
all the existing alerts, seeing the detail of the alert in a draggable overlay widget. In
the draggable overlay widget, the user is permitted to: enter criteria for a new alert,

update the selected alert, delete the selected alert and/or enter name of the alert.

[0031]  While doing so, the user is permitted to select a shape for geo-fence, click
the Add button in the select a geo-fence shape view to enable geo-fence drawing
mode using the simplified tool. Other operations for issuing an alert based on user
defined geographic area “geofence” included in the widget are, for example,: 1. See
an instruction of what to do while in the geo-fence mode in a green popup. i.e. “Click
and drag the mouse on the map to draw a circle.” 2. Remove the geo-fence you
have just drawn 3. Set whether the alert should be executed when the device is
inside of the geo-fence or outside of the geo-fence, 4. Set a condition with
parameters retrieved from AerCloud 5. Inline create an existing condition 6. Inline

delete an existing condition.

[0032] To describe the features of the present invention in more detail within the
context of monitoring devices relative to a user defined geographic area “geofence”
and for issuing alerts, refer to the accompanying figures in conjunction with the

following discussions. These examples are used for purpose of illustration only, and

should not be construed as limitations.
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[0033] Figure 1 is a diagram illustrating various steps involved in creation of
application using an enablement platform according to an embodiment of the present
invention. First, a user signs in Aercloud Application Express (AAE) using a valid
user name and password. System Configuration page then invites the user to begin
creation of applications. The Live Map application allows users to create applications
that allow tracking of devices and their activity relative to a geographic area using
commercially available mapping products. The user can then create “geofences’,
which are alerts that send notifications when devices have, for example, entered a
user-defined geographic area, left that area, or engaged in (or failed to engage in)

certain behavior while located within that area.

[0034]  Figure 2 is a diagram illustrating “Live Map”, a widget provided by
Application Express allowing users to create applications for tracking of devices and
their activity relative to a geographic area using commercially available mapping

products according to an embodiment of the present invention.

[0035]  Figure 3 is a diagram illustrating “Live Map”, a widget provided by
Application Express allowing users to configure alerts according to an embodiment

of the present invention.

[0036]  Figure 4 is a diagram illustrating “Live Map”, a widget provided by
Application Express allowing users to configure alerts by adding “geofence’

according to an embodiment of the present invention.

[0037]  Figure 5 is a diagram illustrating “Device Entry” a widget provided by
Application Express and its interaction with “Device Details” widget illustrating types
of location data returned by the Live Map and “Chart” application widgets according

to an embodiment of the present invention.
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[0038] Figure 6 is a flow diagram illustrating different steps involved in creating a

user defined “geofence” according to an embodiment of the present invention.

[0039] Figure 7 illustrates an example of data structure that is sent to AerCloud

according to an embodiment of the present invention.

[0040] Figure 8 illustrates an example of Geofence workflow according to an
embodiment of the present invention. Geofence is built on existing AerCloud
concepts by allowing user to define location attributes and by using the user defined
location attributes to configure and evaluate geofence parameters as described
below. The application works by posting a data model with user-defined location
attributes, which is saved in a database with a model id. It then posts a data
container associated to the data model, which is saved in a database with a
container id. A subscription is posted to the container with a geofence, which is
saved in a database with a subscription id and its corresponding container id and
device location data is posted to the container id. The web service component first
reads the geofence associated with the subscription and the user-defined location
attributes from the data model associated with the container. Then the web service
extracts location from the device data using user-defined location attribute names.
According to one embodiment, the location information is then used to evaluate the

geofence rule.

[0041] Figure 9 illustrates an example of Geofence configuration according to an
embodiment of the present invention. A shown in Figure 9, a geofence can contain
multiple geographical areas but each area must be a valid GeoJSON object with
some required properties such as "areald" which is used for notifying INSIDE event
type and "radius" which is required if the object type is Point. Its value is the radius of

a circle in meters.

10
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[0042] Figure 10 illustrates an example of criteria for evaluating a Geofence
according to an embodiment of the present invention. For Geofence “event type”
“inside” the “trigger criteria” can be set as “The geofence rule is “true” if a device
location is within any area defined in the fence, otherwise “false”.” According to one
embodiment, device data is sent to an application only if the geofence rule is
evaluated to true. The data is decorated with the “area id” that triggered the fence.
For Geofence “event type” “outside” the “trigger criteria” can be set as “The geofence
rule is “true” if a device location is outside all area defined in the fence, otherwise
“false”’.” Thus, according to one embodiment, device data is sent to the application

only if the geofence rule is evaluated to true.

[0043] Figure 11 illustrates an example of user defined location attributes
according to an embodiment of the present invention. According to such an
embodiment, user defined location attributes includes normalizing the data model
definition using the “metadata” field. For example, for “normalized property”, the
description can be "LOC_LAT", "LOC_LON" and/or "LOC_ALT". "LOC_LAT"
indicates that this data model parameter designates latitude. Default is "latitude”.
"LOC_LON" indicates that this data model parameter designates longitude. Default
is "longitude" and "LOC_ALT" indicates that this data model parameter designates

altitude. Default is "altitude".

[0044] For example, according to one embodiment,

"id" : "myDeviceDataModel_1",
"sclDataSchema" : {
"id" : "mySchema_1",
"encoding" : "JSON",
"parameters" : [ {
"name" : "deviceLatitude",

11
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"type" . "STRING",

"isindexed" : false,

"metainfo” : {
"uom" : "degree",
"normalizedProperty" : "LOC_LAT"

}
Lo

"name" : "devicel.ongitude",

"type" : "STRING",

"isindexed" : false,

"metainfo” : {
"uom" : "degree",
"normalizedProperty” : "LOC_LON"

}
b

"name" : "deviceAltitude",

"type" : "STRING",

"isIndexed" : false,

"metainfo" : {
"uom" : "degree”,
"normalizedProperty" : "LOC_ALT"

}
1
}
}

[0045]  Figure 12 illustrates a data processing system 1200, including an M2M
device, suitable for storing the computer program product and/or executing program
code in accordance with an embodiment of the present invention. The data
processing system 1200 includes a processor 1202 coupled to memory elements
1204a-b through a system bus 1206. In other embodiments, the data processing
system 1200 may include more than one processor and each processor may be

coupled directly or indirectly to one or more memory elements through a system bus.

12
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[0046] Memory elements 1204a-b can include local memory employed during
actual execution of the program code, bulk storage, and cache memories that
provide temporary storage of at least some program code in order to reduce the
number of times the code must be retrieved from bulk storage during execution. As
shown, input/output or I/O devices 1208a-b (including, but not limited to, keyboards,
displays, pointing devices, etc.) are coupled to the data processing system 1200. 1/O
devices 1208a-b may be coupled to the data processing system 1200 directly or

indirectly through intervening 1/O controilers (not shown).

[0047]  In Figure 12, a network adapter 1210 is coupled to the data processing
system 1202 to enable data processing system 1202 to become coupled to other
data processing systems or remote printers or storage devices through
communication link 1212. Communication link 1212 can be a private or public
network. Modems, cable modems, and Ethernet cards are just a few of the currently

available types of network adapters.

[0048] Embodiments described herein can take the form of an entirely hardware
" implementation, an entirely software implementation, or an implementation

containing both hardware and software elements. Embodiments may be

implemented in software, which includes, but is not limited to, application software,

firmware, resident software, microcode, etc.

[0049] The steps described herein may be implemented using any suitable
controller or processor, and software application, which may be stored on any
suitable storage location or computer-readable medium. The software application
provides instructions that enable the processor to cause the receiver to perform the

functions described herein.

13
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[0050]  Furthermore, embodiments may take the form of a computer program
product accessible from a computer-usable or computer-readable medium providing
program code for use by or in connection with a computer or any instruction
execution system. For the purposes of this description, a computer-usable or
computer-readable medium can be any apparatus that can contain, store,
communicate, propagate, or transport the program for use by or in connection with

the instruction execution system, apparatus, or device.

[0051]  The medium may be an electronic, magnetic, optical, electromagnetic,
infrared, semiconductor system (or apparatus or device), or a propagation
medium. Examples of a computer-readable medium include a semiconductor or
solid state memory, magnetic tape, a removable computer diskette, a random
access memory (RAM), a read-only memory (ROM), a rigid magnetic disk, and an
optical disk. Current examples of optical disks include digital versatile disk (DVD),
compact disk-read-only memory (CD-ROM), and compact disk — read/write (CD-

R/W).

[0052]  Any theory, mechanism of operation, proof, or finding stated herein is
meant to further enhance understanding of the present invention and is not intended
to make the present invention in any way dependent upon such theory, mechanism
of operation, proof, or finding. It should be understood that while the use of the word
preferable, preferably or preferred in the description above indicates that the feature
so described may be more desirable, it nonetheless may not be necessary and
embodiments lacking the same may be contemplated as within the scope of the

invention, that scope being defined by the claims that follow.

[0053]  As used herein the terms product, device, appliance, terminal, remote

device, wireless asset, etc. are intended to be inclusive, interchangeable, and/or

14
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synonymous with one another and other similar communication-based equipment for
purposes of the present invention though one will recognize that functionally each
may have unique characteristics, functions and/or operations which may be specific

to its individual capabilities and/or deployment.

[0054] As used herein the term M2M communication is understood to include
methods of utilizing various connected computing devices, servers, clusters of
servers, wired and/or wirelessly, which provide a networked infrastructure to deliver
computing, processing and storage capacity as services where a user typically
accesses applications through a connected means such as but not limited to a web
browser, terminal, mobile application or similar while the primary software and data

are stored on servers or locations apart from the devices.

[0055]  Similarly, it is envisioned by the present invention that the term
communications network includes communications across a network (such as that of
a M2M but not limited thereto) using one or more communication architectures,
methods, and networks, including but not limited to: Code Division Multiple Access
(CDMA), Global System for Mobile Communications (GSM) ("GSM" is a trademark of
the GSM Association), Universal Mobile Telecommunications System (UMTS), Long
Term Evolution (LTE), fourth generation cellular systems (4G) LTE, wireless local

area network (WLAN), and one or more wired networks.

[0056]  Although the present invention has been described in accordance with the
embodiments shown, one of ordinary skill in the art will readily recognize that there
could be variations to the embodiments and those variations would be within the
spirit and scope of the present invention. Accordingly, many modifications may be
made by one of ordinary skill in the art without departing from the spirit and scope of

the present invention.

15
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CLAIMS

What is claimed is:

1. A method, comprising:

receiving, by an application controller executing on one or more first virtual
machines of a cloud computing platform and from a development environment
executing on a client device, an M2M application, the M2M application being
compatible with a runtime environment available from the cloud computing platform;

submitting, by the application controller and to a service provider executing on
one or more second virtual machines of the cloud computing platform, a request for
geographic area data;

receiving geographic area data from the service provider,

receiving, from the development environment executing on the client device, a
user selection of a particular geographic area included in the received geographic
area data;

binding, by the application controller, the selected geographic area to the
M2M application; and

packaging, by the application controller, the edited M2M application into an

M2M application deployment package.

2. The method of Claim 1, wherein the M2M application is communicatively

coupled to a plurality of M2M devices through an M2M network.

16
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3. The method of Claim 2, wherein each M2M device includes a processor
having limited logic, a memory, a communications adapter in communication with the

M2M network and a sensor.

4. The method of Claim 3, wherein the M2M application receives real-time

data from the plurality of M2M devices through the M2M network.

5. The method of Claim 3, where at least one M2M device from among the
plurality of M2M devices includes sufficient onboard application logic to process real-
time data and determine whether certain parameters triggering an action have been

met.

6. The method of Claim 2, wherein the triggering action includes forwarding

the real-time data to the M2M application.

7. The method of Claim 1, wherein the M2M application includes a web

application.

8. A computer-implemented system comprising:
a processor, and
a memory in communication with the processor wherein the memory
containing program instructions which when executed by the processor, perform the
following operations comprising:
receiving an M2M application, the M2M application being compatible

with a runtime environment available from a cloud computing platform;

17
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submitting a request for geographic area data to a service provider;

receiving geographic area data from the service provider,

receiving a user selection of a particular geographic area included in
the received geographic area data;

binding the selected geographic area to the M2M application; and

packaging the edited M2M application into an M2M application

deployment package.

9. The system of Claim 8, wherein the M2M application is communicatively

coupled to a plurality of M2M devices through an M2M network.

10. The system of Claim 9, wherein the M2M network includes at least one of

wired communications and wireless communications.

11. The system of Claim 9, wherein each M2M device includes a processor
having limited logic, a memory, a communications adapter in communication with the

M2M network and a sensor.

12. The system of Claim 9, wherein the M2M application receives real-time

data from the plurality of M2M devices through the M2M network.

13. The system of Claim 12, where at least one M2M device from among the
plurality of M2M devices includes sufficient onboard application logic to process real-
time data and determine whether certain parameters triggering an action have been

met.

18
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14. The system of Claim 13, wherein the triggering action includes forwarding

the real-time data to the M2M application.

15. A computer program product embodied on a non-transitory computer
readable medium, comprising computer code which when executed by a computer
causes the computer to perform a method comprising:

receiving the M2M application being compatible with a runtime environment
available from a cloud computing platform;

submitting a request for geographic area data to a service provider;

receiving geographic area data from the service provider,

receiving a user selection of a particular geographic area included in the
received geographic area data;

binding the selected geographic area to the M2M application; and

packaging the edited M2M application into an M2M application deployment

package.
16. The computer-readable medium of Claim 15, wherein the M2M
application is communicatively coupled to a plurality of M2M devices through an

M2M network.

17. The computer-readable medium of Claim 16, wherein the M2M network

includes at least one of wired communications and wireless communications.
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18. The computer-readable medium of Claim 17, wherein the wireless
communications include at least one of WIiFi communications and cellular

communications.

19. The computer-readable medium of Claim 16, wherein each M2M device
includes a processor having limited logic, a memory, a communications adapter in

communication with the M2M network and a sensor.

20. The computer-readable medium of Claim 15, wherein the M2M

application includes a web application.
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