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& (57) Abstract: The present invention relates to tunneling an IPv6 packet through an IPIv4 network. In using a tunneling method
upon transmitting an IPv6 packet in an IP network, when destination nodes desired to be communicated are located within the same
IPv6 prefix network, IPv6 prefix information is added for the management of a tunnel entry. Hence, tunneling information on ter-
minals located within the same IPv6 prefix network can be managed as one tunnel entry. Accordingly, the time consumed when
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retrieving a tunnel entry can be reduced.
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Description
TUNNELING IPV6 PACKET THROUGH IPV4 NETWORK
USING A TUNNEL ENTRY BASED ON IPV6 PREFIX AND
TUNNELING IPV4 PACKET USING A TUNNEL ENTRY BASED

ON IPV4 PREFIX
Technical Field

[1] The present invention relates to a method for converting an IPv6 packet so as to be
transmitted through an IPv4 network in case of tunneling an IPv6 packet through an
[Pv4 network in an IP-based network, its system, and a method for establishing an
[Pv6 tunneling path.

[2] This work was supported by the IT R & D program of MIC/IITA [2007-S-013-01,
"R&D on all IPv6 based Fixed-Mobile convergence networking technology"].

[3]

Background Art

[4] Currently, in the field of networks, many researches are underway to provide an
internet service without interruption even if a terminal moves to another IP network by
using an ALL IP network. Among them, there is a method for ensuring packet
transmission by a tunneling method by assigning a unique IPv6 address to a terminal
on the move.

[5] By using the tunneling method, the terminal on the move recognizes the IPv6 address
assigned to itself as an address allowing it to reach a network all the time. Therefore,
application programs of a mobile terminal perform communications by using the IPv6
address. IP address information that is changed as the terminal accesses another IP
network while moving is used as transmission means for forwarding the original IPv6
packet. The original IPv6 packet used in the application programs is tunneled by using
<current IP network information of the mobile terminal and current IP network in-
formation of a destination node> so that it can be correctly delivered to the destination
node through the IP network where the terminal is currently located.

[6] FIG. 1 shows the overview of a network for ensuring the mobility of a terminal in
such a tunneling method. Mobile terminals 101, 105, and 106 connect to a new IP
network and perform communications with destination nodes 110 and 111 as they are
continuously on the move. A server 100 manages information for tunneling based on
current IP network information that is changed whenever each mobile terminal moves
from an area to another area. The server 100 exchanges information with the mobile

terminals, a gateway and so on so that each of the mobile terminals and each of the
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[9]

[10]

[11]

[12]

[13]

destination nodes can communicate smoothly through a tunnel.
In FIG. 1, the gateway 109 provides the function of linking an IPv4 network and an

IPv6 network. Under this circumstance, in order to provide tunneling to the mobile
terminals 105 and 106 connected to an address conversion apparatus, such as an NAT
apparatus 103, UDP port information, as well as IP address information, is utilized. In
order to provide tunneling to the mobile terminal 101 directly connected to a public
network via a router 102, only IP address information is used.

FIG. 1 shows tunnels 107 and 108 which are used for the server 100 and the mobile
terminal 106 to communicate with the destination nodes 110 and 111. These tunnels
are an [Pv6-over-1Pv4 tunnel 108 and an [Pv6-over-1Pv4-UDP tunnel 107.

As shown in FIG. 2, a sever or terminal 200 attempting to ensure the mobility of a
terminal by using such a tunneling method creates a tunnel network interface 207 for
dealing with a tunneling-related process. When an application program 201 transmits
an [Pv6 packet, this packet is transmitted to an IPv6 protocol stack 205 through a
socket layer 202 and a TCP/UDP layer 203. The IPv6 protocol stack 205 retrieves an
FIB6 211, which is a Forwarding Information Base for IPv6, to determine which
network interface a packet currently requested to be transmitted is to be transmitted
through. At this time, the FIB6 is established so that a packet using tunneling can be
transmitted through a tunnel network interface. Hence, the packet requested to be
transmitted is forwarded to the tunnel network interface 207.

The tunnel network interface 207 that has received the packet to be transmitted
retrieves tunneling information in a tunnel table 213 by using, as a key value, an IPv6
address of the destination node of a packet to be currently transmitted. The tunneling
information retrieved includes a local IPv4 address, a destination IPv4 address, a local
UDP port number, a destination UDP port number (212, 214), and so forth. The
original IPv6 packet is encapsulated with an IPv4 header and a UDP header by using
the thus retrieved tunneling information, and then delivered to the other node, i.e., the
destination node, through a physical network interface 206 by using an IPv4 protocol
stack 204.

As above, in the method of managing tunnel information in a tunnel network
interface, even if destination nodes are located within an IPv6 network (hereinafter,
referred to as an IPv6 prefix network) having the same IPv6 prefix, a tunnel entry for

the destination nodes must be managed by destination node.

Disclosure of Invention

Technical Problem

The present invention allows to efficiently manage a tunnel table used when a server,
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[14]

[15]

[16]
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a mobile terminal, a gateway, or the like establishes a tunneling path in a network for
transmitting a packet by a tunneling method in order to ensure the mobility of a
terminal. That is, in a case where destination nodes are located within the same IPv6
network when managing a tunnel entry of the tunnel table, the inconvenience of having
to manage tunneling information by destination node is eliminated. By this, tunnel
entry management can be efficiently done, and the consumption of the related memory

resources can be reduced, and the retrieval time of a tunnel entry can be reduced.

Technical Solution

The present invention relates to an IPv6 packet conversion method for tunneling an
IPv6 packet through an IPv4 network, in which the IPv6 packet is converted so as to be
transmitted through the IPv4 network, comprising the steps of: retrieving a tunneling
information table which uses a prefix value of a network to which a destination node to
which the IPv6 packet is to be transmitted is connected; and converting the IPv6 packet
into an IPv4 format according to the retrieved tunneling information.

The present invention relates to a system for tunneling an IPv6 packet through an
IPv4 network, comprising: an IPv6 protocol stack for determining which network
interface an IPv6 packet requested to be transmitted is to be transmitted through by re-
trieving an FIB6 (Forwarding Information Base for IPv6) pf the IPv6 packet; a tunnel
network interface for, if the IPv6 protocol stack determines that the IPv6 packet is to
be transmitted through tunneling, retrieving a tunneling information table which uses a
prefix value of a network connected to the destination node of the IPv6 packet as a
tunnel entry, and converting the IPv6 packet into an [Pv4 format according to the
retrieved tunneling information; and an IPv4 protocol stack for transmitting the IPv6
packet converted in the tunnel network interface to the destination node through a
physical network interface.

The present invention relates to a method for establishing an IPv4 tunneling path, in
which a tunneling path is established in order to transmit an IPv4 packet through an
IPv4 network, comprising the steps of: retrieving a tunneling information table which
uses a prefix value of a network to which a destination node to which the IPv4 packet
is to be transmitted is connected; and establishing a tunneling path according to the
retrieved tunneling information to transmit the IPv4 packet.

In a conventional method for managing a tunnel entry in a server or terminal for
ensuring the mobility of a terminal using tunneling, the IPv6 prefix concept does not
exist, and hence there is the inconvenience of having to manage tunnel entries for the
destination nodes located within the same IPv6 prefix network one by one. Thereupon,

in the present invention, an IPv6 prefix length, as well as an IPv6 address value, is
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managed as a key value when managing the tunnel entries.

Advantageous Effects

Accordingly, it is possible to eliminate the load of having to manage tunnel entry in-
formation for the destinations nodes located within the same IPv6 prefix one by one,
and thus reduce the waste of memory resources.

Furthermore, because the number of tunnel entries requiring management is reduced,

the retrieval time of a tunnel entry can be shortened.

Brief Description of the Drawings

The accompanying drawings, which are included to provide a further understanding
of the invention and are incorporated in and constitute a part of this application, il-
lustrate embodiment(s) of the invention and together with the description serve to
explain the principle of the invention. In the drawings:

FIG. 1 is a structural view of a network providing the mobility of a terminal by a
tunneling method in an ALL IP network;

FIG. 2 is a structural view of a communication stack related to a tunnel network
interface in a server and a mobile terminal which attempt to provide the mobility of the
terminal by tunneling;

FIG. 3 is a structural view illustrating a first embodiment of a system for converting
an [Pv6 packet into an IPv4 format according to the present invention;

FIG. 4 is a view illustrating a tunneling information table to be referred in packet
conversion in FIG. 3;

FIG. 5 is a structural view of a communication stack related to a tunnel network
interface for managing a tunnel entry by using an IPv6 prefix;

FIG. 6 is a view illustrating a path through which an IPv6 packet is converted and
transmitted in FIG. 5;

FIG. 7 is a structural view illustrating a second embodiment of a system for
converting an IPv6 packet into an IPv4 format according to the present invention;

FIG. 8 is a sequential view for retrieving a tunnel entry based on IPv6 prefix in-
formation when transmitting an [Pv6 packet in the present invention; and

FIG. 9 is a structural view of an IPv6 packet converted so as to be tunneled through

an [Pv4 network in the present invention.

Best Mode for Carrying Out the Invention
Details of other embodiments are included in the detailed description and drawings.

Advantages and features of the present invention and methods of accomplishing the
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same may be understood more readily by reference to the following detailed de-
scription of exemplary embodiments and the accompanying drawings. The present
invention may, however, be embodied in many different forms and should not be
construed as being limited to the exemplary embodiments set forth herein. Rather,
these exemplary embodiments are provided so that this disclosure will be thorough and
complete and will fully convey the concept of the invention to those skilled in the art,
and the present invention will only be defined by the appended claims. Like reference
numerals refer to like elements throughout the specification.

In the present invention, in a case where destination nodes desired to be com-
municated are located within an IPv6 network using the same IPv6 prefix, in order to
eliminate the inconvenience of having to manage tunnel entry information for re-
spective other nodes one by one, IPv6 prefix information is utilized.

FIG. 3 is a view illustrating a first embodiment of a system for transmitting an IPv6
packet to an IPv4 network according to the present invention.

A server S transmits an IPv6 packet to destination nodes (Client A, Client B, and
Client C) assigned with an IPv6 address. The server S transmits the IPv6 packet to the
destination nodes through a gateway G. The server S refers to a tunneling information
table as shown in graph (b) of FIG. 4 in order to establish a transmission path to the
destination nodes.

In FIG. 3, an IPv4 address assigned to the server S attempting to tunnel the IPv6
packet through the IPv4 network is '30. 30. 30. 1'. An IPv4 address assigned to the
gateway G for connecting between an IPv6 network connected to the destination nodes
(Client A, Client B, and Client C) and the IPv4 network to which the IPv6 packet
converted into an IPv4 packet format is to be transmitted is '40. 40. 40. 1.

A prefix value of the IPv6 network connected to the destination nodes (Client A,
Client B, and Client C) is '313:100::/32'. IPv6 addresses assigned to the destination
nodes (Client A, Client B, and Client C) are 'ff3:100::1', '3ff3:100::2', and '3ff3:100::3',
respectively.

a) of FIG. 4 is a tunneling information table to be referred when the server converts
an [Pv6 packet into an IPv4 format according to a general method. As shown therein,
addresses assigned to destination nodes (Client A, Client B, and Client C) are a tunnel
entry. Hence, local and destination IPv4 addresses (LLocal/Remote IPv4 addresses) and
local and destination UDP port numbers (Local/Remote UDP Port #) are stored in the
tunneling information table by destination address.

According to a general method, in order to establish a tunneling path for transmitting
an [Pv6 packet to a destination node from the server, the tunnel entry of the tunneling
information table is retrieved by using the address of the destination node as a key

value.
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b) is a tunneling information table to be referred when the server converts an IPv6
packet into an IPv4 format according to the present invention. As shown therein, a
prefix value (3ffe:100::/32) of an IPv6 network connected to destination nodes (Client
A, Client B, and Client C) is a tunnel entry. Hence, tunneling information of the des-
tination nodes (Client A, Client B, and Client C) is stored through one tunnel entry.

According to the present invention, in order to establish a tunneling path for
transmitting an IPv6 packet to a destination node from the server, the tunnel entry of
the tunneling information table is retrieved by using the prefix value of the IPv6
network connected to the destination node as a key value.

Accordingly, the server S retrieves tunneling information consisting of an 'TPv4
address' or an 'IPv4 address and an UDP port number' to be appended to the IPv6
packet to be transmitted to a destination node through the tunneling information table
as shown in b) of FIG. 4. Through the TPv4 address', or the TPv4 address and UDP
port number' included in the retrieved tunneling information, the IPv4 packet is
converted into the [Pv4 format and transmitted to the IPv4 network.

A mobile terminal or server constituting the destination node of the present invention
implements two types of protocol stacks, i.e., IPv4 and IPv6. In this structure, if the
mobile terminal or server is connected to an IPv6 node, the IPv6 stack is used, and if
the mobile terminal or server is connected to an IPv4 node, the IPv4 stack is sued by
using an IPv4-over-IPv6 tunneling mechanism, thereby enabling communication.

A tunnel entry management system 300 used in the mobile terminal or server will be
described below with reference to FIG. 5. An application program 301 generates an
IPv6 packet which has to be transmitted through the IPv4 network, and the IPv6 packet
is transmitted to an IPv6 protocol stack 305 through a socket layer 302 and a TCP/
UDP layer 303.

The IPv6 protocol stack 305 determines which network interface the packet
transmitted by the application program 301 is to be transmitted through by retrieving
an FIB6 311 of IPvé6. If it is determined that tunneling is to be used according to the
setting in the FIB6 311, the IPv6 packet transmitted by the application program 301 is
transmitted to the tunnel network interface 307.

The tunnel network interface 307 deals with a tunneling-related process in order to
provide the mobility of a terminal in the mobile terminal or server of the present
invention.

The server or mobile terminal of the present invention constructs an internal
tunneling information table 313 managed by the tunnel network interface 307 such that
not <IPv6 address value> but <IPv6 prefix, IPv6 prefix length> can be used as a key
(or tunnel entry) as shown in FIG. 4. By this, tunnel entries for the destination nodes

located within the same IPv6 prefix network are not managed one by one, but managed
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as one tunnel entry.

That is, in the present invention, tunneling information is grouped depending on the
IPv6 prefix and prefix length information of the IPv6 network connected to the des-
tination nodes when it is stored in the tunneling information table. The number of
tunnel entry information of the destination nodes #1 309 and # 310 connected to the
IPv6 network A having the same IPv6 prefix and prefix length information is one.

As shown in the tunneling information table 313 of FIG. 5, tunneling information for
the destination nodes #1 to #n located in the same IPv6 prefix network is managed as
one tunnel entry by using the <IPv6 prefix and prefix length of IPv6 network>.

Local and destination IPv4 addresses and local and destination UDP port numbers
312 and 314 required for establishing a tunneling path are stored for each tunnel entry.

The procedure of transmitting a packet to the destination nodes 309 and 310 by using
the tunneling information table constructed as above based on FIG. 5 is as illustrated in
FIG. 6. The application program 301 requests the IPv6 protocol stack 305 to transmit a
packet by using the socket layer 302. The IPv6 protocol stack 305 retrieves the FIB6
311 in order to determine which network interface a received packet is to be
transmitted through (®).

In the FIB6 311, the packets having to provide the mobility of a terminal are set so as
to be transmitted by using the tunnel network interface 307. Thus, the packet requested
to be transmitted is delivered to the tunnel network interface 307 (®).

The tunnel network interface 307 having received the packet to be transmitted
retrieves the tunneling information table 313 in order to find IPv4 information and
UDP information for tunneling. At this time, the tunnel entry longest-matching with
the IPv6 destination address is used by utilizing the IPv6 destination address of the
packet to be transmitted.

If it is desired to transmit data to the destination node #1 connected to the IPv6
network A among various tunneling information 312 and 314 stored in the tunneling
information table 313, the tunneling information 312 matching with the destination
IPv6 prefix information included in an IPv6 packet is retrieved. According to the
retrieved tunneling information 312, the tunnel network interface 307 converts the
IPv6 packet into an IPv4 format and delivers it to an IPv4 protocol stack 304 (®).

The IPv4 protocol stack 304 transmits the IPv6 packet converted through a physical
network interface 306 to the IPv4 network (®).

FIG. 7 is a view illustrating another embodiment of a system for tunneling an IPv4
packet through an IPv4 network, which is another field in which the present invention
can be applied. Destination nodes (Client A, Client B, and Client C) are connected to
an [Pv4 network having '50. 50. 50. 0/24" as a prefix value. IPv4 addresses '50. 50. 50.
I','50. 50. 50. 2', and '50. 50. 50. 3" are respectively assigned to the destination nodes
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(Client A, Client B, and Client C).

An IPv4 address assigned to the server S attempting to acquire a tunneling
transmission path to the destination nodes (Client A, Client B, and Client C) is '30. 30.
30. 1'. An IPv4 address assigned to the gateway G for connecting an IPv4 network
connected to the server S and an IPv4 network connected to the destination nodes
(Client A, Client B, and Client C) is '40. 40. 40. 1.

As shown in the drawing, a tunneling information table managed and retrieved in the
tunnel network interface of the server S uses the prefix value '50. 50. 50. 0/24" assigned
to the IPv4 network connected to the destination nodes (Client A, Client B, and Client
C) as a tunnel entry value.

Accordingly, when retrieving the tunneling information table in order to transmit an
IPv4 packet to the destination nodes, the server S uses a prefix value of the IPv4
network connected to the destination nodes as a key value.

In this case, as seen in the table as shown in FIG. 7, the server S manages the
tunneling information table that uses the prefix value of the IPv4 network connected to
the destination nodes (Client A, Client B, and Client C) as a tunnel entry. This
tunneling information table is different from a general tunneling information table that
uses an address assigned to a destination node as a tunnel entry.

The server S retrieves tunneling information matching with the IPv4 address of the
destination node to which an IPv4 packet is to be transmitted and the prefix value of
the network. If the destination node tunneling information is grouped in units of a
prefix value and prefix length information of the network connected to the destination
nodes, the server S retrieves tunneling information longest-matching with the IPv4
address of the destination node and the prefix value of the network.

The server S establishes a tunneling path through which an IPv4 packet is to be
transmitted according to the retrieved tunneling information.

FIG. 8 shows in more detail how to retrieve a tunnel entry upon arrival of an IPv6
packet transmission request in the tunnel network interface.

The tunnel network interface 307 extracts an [Pv6 destination address of a packet to
be transmitted, and retrieves a longest prefix matching tunnel entry by using
<destination IPv6 address/prefix> as a key value (401). The longest prefix matching is
a method for using a longest prefix matching tunnel entry when there exist tunnel
entries corresponding to various prefix lengths.

IPv4 and UDP headers for tunneling are appended to the front end of the original
IPv6 packet and converted into an IPv4 format based on a local IPv4 address, a des-
tination IPv4 address, a local UDP port number, and a destination UDP port number
312 and 314 recorded in the thus-retrieved tunnel entry information (402).

The converted packet is delivered to the IPv4 protocol stack 304, and packet
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transmission is requested (403).
The IPv4 protocol stack 304 transmits the tunneled packet to the gateway 308

through the physical network interface 306 and an IP4 network. The gateway 308
having received the packet removes the IPv4 header and UDP header appended for
tunneling, and transmits the original IPv6 packet to the destination node through an
IPv6 network A.

FIG. 9 illustrates an IPv6 packet of an application program that has passed through a
tunnel network interface.

That is to say, a data packet D1 consisting of an iPv6 header field F1 and an IPv6
payload field F2 is added with IPv4 information or UDP information included in
tunneling information, and converted into a packet D2 consisting of a UDP header
field F11, an IPv4 header field F12, an IPv6 header field F13, and an IPv6 payload
F14.

In the case that an NAT apparatus, which is an address conversion apparatus, is
connected to the IPv4 network, the UDP header is added. Otherwise, only the IPv4
header is added.

This invention can be implemented in computer-readable codes in a computer-
readable recording medium. Here, the computer-readable recording medium includes
all kinds of recording devices for storing data readable by a computer system.
Examples of the computer-readable recording medium include a ROM, a RAM, a CD-
ROM, magnetic tapes, a hard disk, floppy disks, and optical data storage devices, and a
means implemented in the form of carrier waves, for example, transmission via
Internet. The computer-readable recording medium may be distributed among
computer systems connected to a network, and computer-readable codes may be stored
and executed in a decentralized fashion.

While the embodiment of the present invention has been described in detail with
reference to the drawings, it will be understood by those skilled in the art that the
invention can be implemented in other specific forms without changing the technical
spirit or essential features of the invention. Therefore, it should be noted that the
forgoing embodiments are merely illustrative in all aspects and are not to be construed

as limiting the invention.

Industrial Applicability

In a conventional method for managing a tunnel entry in a server or terminal for
ensuring the mobility of a terminal using tunneling, the IPv6 prefix concept does not
exist, and hence there is the inconvenience of having to manage tunnel entries for the

destination nodes located within the same IPv6 prefix network one by one. Thereupon,
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in the present invention, an IPv6 prefix length, as well as an IPv6 address value, is
managed as a key value when managing the tunnel entries.

Accordingly, it is possible to eliminate the load of having to manage tunnel entry in-
formation for the destinations nodes located within the same IPv6 prefix one by one,
and thus reduce the waste of memory resources.

Furthermore, because the number of tunnel entries requiring management is reduced,

the retrieval time of a tunnel entry can be shortened.
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Claims

An IPv6 packet conversion method for tunneling an IPv6 packet through an IPv4
network, comprising:

searching a tunneling information table which uses a prefix value of a network
connected to a destination node to which the IPv6 packet is to be transmitted as a
tunnel entry; and

converting the IPv6 packet into an IPv4 format according to the searched
tunneling information.

The method of claim 1, wherein the network connected to the destination node is
an IPv6 network.

The method of claim 1, wherein the converted IPv6 packet consists of 'an IPv6
payload, an IPv6 header, and an IPv4 header', or 'an IPv6 payload, an IPv6
header, an UDP header, and an IPv4 header'.

The method of claim 1, wherein the IPv6 packet conversion method further
comprising:

grouping destination node tunneling information required in IPv6 packet
conversion in units of a prefix value of the network connected to the destination
node, and

storing the grouped tunneling information in the tunneling information table.
The method of claim 1, wherein, the searching comprises,

searching for a tunneling information having a prefix value of a network, the
prefix value of the network which matches the IPv6 address of the destination
node to which the IPv6 packet is to be transmitted, as the tunnel entry.

The method of claim 1, wherein the tunneling information stored in the tunneling
information table uses a prefix value of the network as a tunnel entry, and
consists of at least IPv4-related information among a local IPv4 address, a des-
tination IPv4 address, a local UDP port number, and a destination UDP port
number.

The method of claim 6, wherein, in the conversion,

the IPv4 address or UDP port number among the searched tunneling information
is included in the header of the IPv6 packet to be transmitted.

The method of claim 1, wherein the IPv6 packet conversion method further
comprising:

grouping destination node tunneling information required in IPv6 packet
conversion in units of a prefix value of the network connected to the destination
node and a length information of the prefix value, and

storing the same in the tunneling information table.



12

WO 2009/078564 PCT/KR2008/006003

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

The method of claim 8, wherein, the searching comprises,

searching for a tunneling information having a prefix value of a network, the
prefix value of the network which matches the IPv6 address of the destination
node to which the IPv6 packet is to be transmitted the longest, as the tunnel
entry.

A system for tunneling an IPv6 packet through an IPv4 network, comprising:

an IPv6 protocol stack for determining which network interface an IPv6 packet
requested to be transmitted is to be transmitted through by searching an FIB6
(Forwarding Information Base for IPv6);

a tunnel network interface for, if the IPv6 protocol stack determines that the IPv6
packet is to be transmitted through tunneling, searching a tunneling information
table which uses a prefix value of a network connected to the destination node of
the IPv6 packet as a tunnel entry, and converting the IPv6 packet into an IPv4
format according to the searched tunneling information; and

an IPv4 protocol stack for transmitting the IPv6 packet converted in the tunnel
network interface to the destination node through a physical network interface.
The system of claim 10, wherein the network connected to the destination node
is an IPv6 network.

The system of claim 10, wherein the converted IPv6 packet consists of 'an IPv6
payload, an IPv6 header, and an IPv4 header', or 'an IPv6 payload, an IPv6
header, an UDP header, and an IPv4 header'.

The method of claim 10, wherein the tunnel network interface groups destination
node tunneling information required in IPv6 packet conversion in units of a
prefix value of the network connected to the destination node and stores the same
in the tunneling information table.

The method of claim 10, wherein the tunnel network interface searches for a
tunneling information having a prefix value of a network, the prefix value of the
network which matches the IPv6 address of the destination node to which the
IPv6 packet is to be transmitted, as the tunnel entry.

The system of claim 10, wherein the tunneling information stored in the
tunneling information table uses a prefix value of the network as a tunnel entry,
and consists of at least [Pv4-related information among a local IPv4 address, a
destination IPv4 address, a local UDP port number, and a destination UDP port
number.

The system of claim 15, wherein the tunnel network interface allows the IPv4
address or UDP port number among the searched tunneling information to be
included in the header of the IPv6 packet to be transmitted.

The system of claim 10, wherein the tunnel network interface groups destination
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[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

node tunneling information required in IPv6 packet conversion in units of a
prefix value of the network connected to the destination node and length in-
formation of the prefix value,

and stores the tunneling information in the tunneling information table.

The system of claim 17, wherein the tunnel network interface searches for a
tunneling information having a prefix value of a network, the prefix value of the
network which matches the IPv6 address of the destination node to which the
IPv6 packet is to be transmitted the longest, as the tunnel entry.

The system of claim 10, wherein the IPv4 protocol stack transmits the IPv4
packet through the physical network interface.

The system of claim 10, wherein the system for tunneling an IPv6packet through
an IPv4 network is at least one of a router, gateway, and host for transmitting an
IPv6 packet through an IPv4 network.

A method for establishing an IPv4 packet tunneling path in order to transmit an
IPv4 packet through an IPv4 network, comprising the steps of:

searching a tunneling information table which uses a prefix value of a network to
which a destination node to which the IPv4 packet is to be transmitted as a tunnel
entry; and

establishing a tunneling path according to the searched tunneling information to
transmit the IPv4 packet.

The method of claim 21, wherein the method for establishing an IPv4 packet
tunneling path further comprising:

grouping destination node tunneling information required upon establishing an
IPv4 packet tunneling path in units of a prefix value of the network connected to
the destination node, and

storing the grouped tunneling information in the tunneling information table.
The method of claim 21, wherein, the searching comprises,

searching for a tunneling information having a prefix value of a network, the
prefix value of the network which matches the IPv4 address of the destination
node to which the IPv4 packet is to be transmitted, as the tunnel entry.

The method of claim 21, wherein the method for establishing an IPv4 packet
tunneling path further comprising:

grouping destination node tunneling information required upon establishing an
IPv4 packet tunneling path in units of a prefix value of the network connected to
the destination node and length information of the prefix value,

and storing the grouped tunneling information in the tunneling information table
The method of claim 8, wherein, the searching comprises,

searching for a tunneling information having a prefix value of a network, the
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prefix value of the network which matches the IPv4 address of the destination
node to which the IPv4 packet is to be transmitted the longest, as the tunnel

entry.
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a) | IPv6 address Local Remote Local Remote
IPv4 address | IPv4 address | UDP Port# | UDP Port#
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4/7

WO 2009/078564 PCT/KR2008/006003
[Fig. 5]
301 \
300\
Application program
User

Kernell
302 T~ Socket layer
303 T~—{ TCPAUDP 305

pu | /’/31 1
304~ IPv4 protacol IPv6 protocol FIBS
stack stack
Physical network] | Tunnel network 312
306~ m
interface interface ~ 307 7
Local IPv4 address
313 Destination IPv4 address

Prefix Value of IPVE network A and
Prefix Value length information

Prefix Value of IPV6 network N and
Prefix Value length information

IPvd network

308

309

IPv6 network A

—~—310

%

Local UDP port number

Destination UDP port number

314

/7
Local IPv4 address

Destination IPv4 address

Local UDP port number

Destination UDP port number




WO 2009/078564

[Fig. 6]

301
)

5/7

User

N e
Applicat(\f)rogram

V)

[

Kernel

302 1T— Socke\

er

303 T+

/.--4

IPv4 protocol
— stack

304 ~

305
e

PCT/KR2008/006003

311

-

@ ANON

306—~L Phi [l network
erface

\

@
Qwe!
interfa 1

~ 307

N

FIB6




WO 2009/078564

[Fig. 7]

N

TN

6/7

PCT/KR2008/006003

L Client A

50.50.50.1

Server IPv4 network | Galeway | |Py6 network Cliont 8
N 50.50.50.0/24
50.50.50.2
30.30.30.1 40.40.40.1 @ Client C
50.50.50..
[Pv4 address/ Local Remote Local Remote
prefix length | {Pv4 address | IPv4 address | UDP Port# | UDP Port#
50.50.50.0/24 | 30.30.30.1 40.40.40.1 5550 5550




777

WO 2009/078564 PCT/KR2008/006003

[Fig. 8]

400

-

Arrival of IPv6 packet

transmission request to tunnel
network interface

Retrieval of longest prefix
matching tunnel entry by usin
< destination 1Pv6 address
/prefix length> as key value

402
¥ /

Construction of IPv4 or IPv4
and UDP headers based on
retrieved IPv4 information

403
¥ /
Request [Pv4 protocol stack I
for packet transmission
[Fig. 9]
D1
'P"G(Qf)ader IPV6 payload (F2)

D2

%

IPv4 header | UDP header | IPv6 header
(F12) (F11) (F13)

IPv6 payload (F14)




INTERNATIONAL SEARCH REPORT International application No.
PCT/KR2008/006003

A. CLASSIFICATION OF SUBJECT MATTER

HO4L 12/28(2006.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
IPC : HO4L, HO4B, GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean Utility models and applications for Utility models since 1975
Japanese Utility models and applications for Utility models since 1975

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EKIPASS (KIPO Internal), IEEE xplore and Google

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

A US 7305481 B2 MARC BLANCHET et al.) 4 December 2007 1-25
See the abstract, Figs.4-6, column 2, line 64 - column 3, line 40 and claims 1-28.

A US 2004-0179532 A1 (PASCAL THUBERT et al.) 16 September 2004 1-25
See the abstract, Figs.1,2,7 and claims 1,17.

A B. CARPENTER et al. Connection of IPv6 Domains via IPv4 Clouds, IETF (The Internet 1-25
Engineering Task Force), REC 3056, February 2001.

|:| Further documents are listed in the continuation of Box C. IE See patent family annex.

* Special categories of cited documents: "T" later document published after the international filing date or priority

"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention

"E" earlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive

"L"  document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is

"O" document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination
means being obvious to a person skilled in the art

"P"  document published prior to the international filing date but later "&" document member of the same patent family

than the priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report
18 MARCH 2009 (18.03.2009) 18 MARCH 2009 (18.03.2009)
Name and mailing address of the ISA/KR Authorized officer
' Korean Intellectual Property Office
Government Complex-Daejeon, 139 Seonsa-ro, Seo- Yang, Jong Phil
. gu, Daejeon 302-701, Republic of Korea
Facsimile No. 82-42-472-7140 Telephone No.  82-42-481-8595

Form PCT/ISA/210 (second sheet) (July 2008)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No.

PCT/KR2008/006003
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 7305481 B2 04.12.2007 CA 2419087 A1 07.07.2004
US 2004-0133692 A1 08.07.2004
US 2004-0179532 A1 16.09.2004 AU 2004-219076 A1 23.09.2004
AU 2004-219076 B2 23.09.2004
CA 2516288 A1 23.09.2004
EP 1602218 A2 07.12.2005
US 6865184 B2 08.03.2005
US 7031328 B2 18.04.2006
US 7149225 B2 12.12.2006
US 7453887 B2 18.11.2008
WO 2004-082192 A2 23.09.2004
WO 2004-082192 A3 28.10.2004

Form PCT/ISA/210 (patent family annex) (July 2008)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - claims
	Page 13 - claims
	Page 14 - claims
	Page 15 - claims
	Page 16 - drawings
	Page 17 - drawings
	Page 18 - drawings
	Page 19 - drawings
	Page 20 - drawings
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - wo-search-report
	Page 24 - wo-search-report

