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EXTENSIBLE UNIFIED MULTI - SERVICE by the network services to be stored on the platform , in order 
CERTIFICATE AND CERTIFICATE for the network services to perform secure communications 
REVOCATION LIST MANAGEMENT over a communication network . The set of digital certificates 

are maintained on the platform in at least one certificate store 
BACKGROUND 5 that stores digital certificates used by network services 

installed on the platform . 
As it is generally known , public - key cryptography uses The digital certificates maintained in the certificate store 

key pairs , each of which consists of a public key that may are managed through a single access point that provides 
be publically distributed and a corresponding private key access to all the certificates in the certificate store . One 
which is privately held by the owner of the key pair . 10 example of the single access point is an Application Program 
Public - key cryptography techniques include using the public Interface ( API ) . The set of digital certificates maintained in 
key to verify that digitally signed messages originated with the certificate store are managed , at least in part by i ) 
the holder of the corresponding private key , and / or using a assigning one or more tags to each digital certificate in the 
public key to encrypt messages such that they can only be set of digital certificates , one of the tags indicating a service 
decrypted by the holder of the corresponding private key . 15 in the set of services that uses the digital certificate to 
Digital certificates ( sometimes also referred to as “ public perform secure communications over the communication 
key certificates ” ) are used to verify that a particular public network , and ii ) performing a set of certificate management 
key belongs to a certain entity . One example of a digital operations through the single access point to the certificate 
certificate is defined by the X.509 standard , which specifies store . At least one of the certificate management operations 
formats for digital certificates and certificate revocation lists . 20 performed through the single access point selects a subset of 
X.509 digital certificates are typically provided by a Cer the digital certificates from the set of digital certificates 
tificate Authority ( CA ) . Another example of a digital cer based on the tags assigned to the digital certificates . 
tificate is an “ identity certificate ” that may be provided by a In another aspect of the disclosed techniques , assigning 
trusted third party ( a “ trusted peer ” ) through a web of trust , tags to each digital certificate may specifically include 
as defined in the Pretty Good Privacy ( PGP ) data encryption 25 assigning a service tag to the digital certificate . The service 
and decryption system . tag for a digital certificate indicates a service in the set of 
Many secure communication protocols use public - key services that uses the digital certificate . Performing certifi 

cryptography , and accordingly require digital certificates . cate management operations may then include receiving a 
Examples of protocols that use public - key cryptography query command that specifies a service and , in response to 
include Secure Sockets Layer ( SSL ) and its successor Trans- 30 receiving the query command , performing a query operation 
port Layer Security ( TLS ) , Secure Shell ( SSH ) , Secure / that selects a subset of the digital certificates , the subset 
Multipurpose Internet Mail Extensions ( S / MIME ) , PGP , and consisting of digital certificates with service tags having a 
Internet Key Exchange ( IKE ) . value matching the service specified by the query command . 
As more and more network services operate using secure In another aspect of the disclosed techniques , assigning 

network communications provided by protocols that use 35 tags to each digital certificate may specifically include 
public - key cryptography , the number of digital certificates assigning a certificate type tag to each digital certificate . The 
that must be stored and managed on computerized platforms certificate type tag indicates a type of the digital certificate . 
that provide and / or use network services has also increased . Performing the set of certificate management operations 
Effective management of digital certificates and related may then further include receiving a query command speci 
certificate revocation lists that are maintained within a 40 fying a certificate type and , in response to receiving the 
computerized platform is crucial to preventing interruption query command , performing a query operation that selects a 
of such network services . subset of digital certificates , the subset consisting of digital 

certificates with certificate type tags having a value match 
SUMMARY ing the certificate type specified by the query command . 

For example , the certificate type tag for a digital certifi 
Unfortunately , previous systems for managing digital cate may have a value of “ Client ” , thus indicating that the 

certificates and related certificate revocation lists have digital certificate contains a public key of client entity . 
exhibited significant shortcomings . For example , the tech In another example , the certificate type tag for a digital 
niques through which digital certificates have been stored certificate may have a value of “ Server ” , thus indicating that 
and accessed have been service - specific . Accordingly , sys- 50 the digital certificate contains a public key of a server entity . 
tem administrator users responsible for the operation of In another example , the certificate type tag may have a 
computerized platforms providing or using multiple network value of “ Certificate Authority ” , thus indicating that the 
services have had to understand the inner details of the digital certificate contains a public key of a certificate 
design of each service that is installed on the platform in authority . 
order to access and manage the complete set of digital 55 In another example , the certificate type tag may have a 
certificates used by the platform as a whole . As a result , value of “ Trusted Peer ” , thus indicating that the digital 
platform - wide certificate management , to monitor and effec certificate contains a public key of a trusted peer , as defined 
tively maintain the operational status of digital certificates in the Pretty Good Privacy ( PGP ) data encryption and 
used by multiple network services that are installed on a decryption system . 
single platform , has been impractical or ineffective . In another aspect of the disclosed techniques , assigning 

To address these and other shortcomings of previous the tags to each digital certificate may include assigning a 
systems , improved techniques are disclosed herein for man certificate scope tag to each digital certificate . The certificate 
aging the digital certificates that are used on a computerized scope tag indicates a scope of operation within which the 
platform . The disclosed techniques include installing a set of digital certificate may be used . Performing the set of cer 
network services on the computerized platform , and main- 65 tificate management operations may then further include 
taining a set of digital certificates on the platform . The set of receiving a query command indicating a certificate scope 
digital certificates maintained on the platform are required and , in response to receiving the query command , perform 

45 

60 
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The set of digital certificates maintained in the certificate In such an embodiment , Storage Devices 190 may include 
store are managed through a single access point that pro magnetic disk drives , electronic flash drives , and / or optical 
vides access to the certificate store . Managing the set of drives , and Service Platform is additionally operable to 
digital certificates maintained in the certificate store includes service host I / O operations that arrive from Host Computer 
i ) assigning one or more tags to each digital certificate in the 5 ( s ) 170 , and that specify logical storage objects based on 
set of digital certificates , one of the tags indicating at least Storage Devices 190 that are to be written , read , created , or 
one service that uses the digital certificate to perform secure deleted . Further in such an embodiment , Service Platform 
communications over the communication network , and ii ) 100 may include additional hardware and software ( not 
performing a set of certificate management operations shown ) that receives and manages incoming host I / O opera 
through the single access point to the certificate store , at 10 tions , and that organizes and secures host data that is stored 
least one of the certificate management operations selecting on Storage Devices 190 on behalf of the Host Computer ( s ) 
a subset of the digital certificates from the set of digital 170 . 
certificates using the tags assigned to the digital certificates . Certificate / CRL Management API 110 is operable to 
FIG . 1 is a block diagram showing an example of an receive certificate commands from various components , 

operational environment including components of an 15 including , for example , Certificate / CRL Management GUI 
embodiment of the disclosed techniques . As shown in FIG . Logic 124 that receives certificate commands from a graphi 
1 , a Service Platform 100 is a computerized platform that cal user interface shown by Certificate / CRL Management 
includes Processing Circuitry 102 , Communication Inter GUI 130 , and / or Certificate / CRL Management CLI Logic 
faces 104 , Memory 106 , and a Display Device 108. Pro 128 that receives certificate commands from a command 
cessing Circuitry 102 may , for example , include or consist of 20 line interface shown by Certificate / CRL CLI 132 and from 
one or more microprocessors , e.g. central processing units one or more system administration scripts , as shown by 
( CPUs ) , multi - core processors , chips , and / or assemblies , Scripts 129. Certificate commands may also be received by 
and associated circuitry . Communication Interfaces 104 Certificate / CRL Management API 110 from one or more of 
enable the Service Platform 100 to communicate over Net the applications in Installed Services 134. The certificate 
work ( s ) 150 , and may include , for example , one or more 25 commands received by Certificate / CRL Management API 
network interface adapters for transmitting and / or receiving 110 may include , for example , an import certificate com 
electronic and / or optical signals over Network ( s ) 150 . mand for adding a digital certificate to Common / Shared 
Memory 106 may include volatile memory ( e.g. , RAM ) , Certificate Store 116 and / or Service - Specific Certificate / 
and / or non - volatile memory , such as one or more ROMs , CRL Stores 118 , a create certificate command for creating a 
disk drives , solid state drives , and the like . Processing 30 digital certificate to be added to Common / Shared Certificate 
Circuitry 102 and Memory 106 within Service Platform 100 Store 116 and / or Service - Specific Certificate / CRL Stores 
form electronic control circuitry , which is constructed and 118 , a certificate query command for querying the digital 
arranged to carry out various methods and functions as certificates stored in Common / Shared Certificate Store 116 
described herein . Memory 106 may store a variety of and / or Service - Specific Certificate / CRL Stores 118 based on 
software components that may be provided in the form of 35 tags assigned to the digital certificates and / or other attributes 
executable program code . For example , as shown in FIG . 1 , of the digital certificates , an export certificate command for 
Memory 106 may include software components such as exporting a digital certificate stored in Common / Shared 
Certificate / CRL Management API 110 , Certificate / CRL Certificate Store 116 and / or Service - Specific Certificate ! 
Management Logic 112 , Certificate / CRL Database 114 , Cer CRL Stores 118 , and / or a delete certificate command for 
tificate / CRL Management GUI Logic 124 , Certificate / CRL 40 deleting a digital certificate stored in Common / Shared Cer 
Management CLI Logic 128 , and Installed Services 134 . tificate Store 116 and / or Service - Specific Certificate / CRL 
When the program code in Service Platform 100 is executed Stores 118 . 
by Processing Circuitry 102 , Processing Circuitry 102 may Certificate / CRL Management Logic 112 is operable to 
be caused to carry out the operations of the software perform operations corresponding to the certificate com 
components , and to carry out the methods and functions as 45 mands received by Certificate / CRL Management API 110 , 
described herein . Certificate / CRL Management API 110 , e.g. using information contained in Certificate / CRL Data 
Certificate / CRL Management Logic 112 , Certificate / CRL base 114. For example , for each digital certificate stored in 
Database 114 , Certificate / CRL Management GUI Logic 124 , Common / Shared Certificate Store 116 and / or Service - Spe 
Certificate / CRL Management CLI Logic 128 , and / or cific Certificate / CRL Stores 118 , Certificate / CRL Database 
Installed Services 134 may alternatively be embodied in 50 114 may associate the tags that are assigned to that digital 
whole or in part as firmware , microcode , and / or hardware certificate with the digital certificate , as well as other attri 
circuitry operable to carry out the methods and functions butes of the digital certificate , in order to support certificate 
described herein . Although certain software components are operations performed by Certificate / CRL Management 
shown and described for purposes of illustration and expla Logic 112 in response to receipt of corresponding certificate 
nation , those skilled in the art will recognize that Memory 55 commands by Certificate / CRL Management API 110. As 
106 may additionally or alternatively include various other further described below , the tags that may be assigned to 
software components , such as an operating system , and each digital certificate stored in Common / Shared Certificate 
various other applications , processes , etc. Store 116 and / or Service - Specific Certificate / CRL Stores 

Network ( s ) 150 may consist of or include any specific 118 may include a service tag , a certificate type tag , and / or 
type of communication network or networks , such as a local 60 a certificate scope tag . 
area network ( LAN ) , and / or a wide area network ( WAN ) During operation of the example shown in FIG . 1 , net 
such as the Internet , etc. Display Device 108 may consist of work services are installed on the Service Platform 100 , 
or include any specific type of electronic display operable to shown for purposes of illustration by applications APP 1 , 
present information in visual form . APP 2 , through APP N in Installed Services 134. The 

In one example , Service Platform 100 may be embodied 65 Installed Services 134 may , for example , include any spe 
as a data storage system , used by Host Computers 170 to cific application program that provides or uses a service over 
store and retrieve data on non - volatile Storage Devices 190 . Network ( s ) 150 , and that uses a communication protocol 
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based on public - key cryptography to securely communicate certificates maintained in Common / Shared Certificate / CRL 
over Network ( s ) 150 , e.g. with Host Computer ( s ) 170 , Other Store 116 through Certificate / CRL Management API 110 
Service Platform ( s ) 180 , and / or a Certificate Authority 160 . includes assigning one or more tags to each digital certificate 
Each application in Installed Services 134 thus requires that stored in Common / Shared Certificate / CRL Store 116 and / or 
at least one digital certificate be stored on Service Platform 5 Service - Specific Certificate / CRL Stores 118. The tags 
100. For example , Installed Services 134 may include one or assigned to each digital certificate stored in Common / Shared 
more applications that securely communicate over Network Certificate / CRL Store 116 and / or Service - Specific Certifi 
( s ) 150 using communication protocols such as Secure cate / CRL Stores 118 include at least one tag indicating at 
Sockets Layer ( SSL / Transport Layer Security ( TLS ) , least service in the Installed Services 134 that uses the digital 
Secure Shell ( SSH ) , Secure / Multipurpose Internet Mail 10 certificate to perform secure communications over Network 
Extensions ( S / MIME ) , PGP , and / or Internet Key Exchange ( s ) 150 . 
( IKE ) . Installed Services 134 may include any specific type Management of the certificates maintained in Common / 
of application that communicates using a protocol based on Shared Certificate / CRL Store 116 through Certificate / CRL 
public - key cryptography to provide secure communications Management API 110 also includes performing a set of 
over Network ( s ) 150. Examples of applications that may be 15 certificate management operations through Certificate / CRL 
present in Installed Services 134 include without limitation Management API 110. The set of certificate management 
i ) virtual computer data storage software , such as vStorage operations performed through Certificate / CRL Management 
APIs for Storage Awareness ( VASA ) , provided by VMware , API 110 includes at least one management operation that 
Inc. , of Palo Alto Calif . , which may be used by Service selects a subset of digital certificates stored in Common / 
Platform 100 to provide virtual volume storage objects 20 Shared Certificate / CRL Store 116 and / or Service - Specific 
( VVOLs ) to Host Computer ( s ) 170 , ii ) Web server software Certificate / CRL Stores 118 , using at least one of the tags 
used to store , process and deliver Web pages to clients , iii ) assigned to the digital certificates . 
software for managing and accessing a distributed directory For example , assigning tags to each digital certificate may 
information service , such as Lightweight Directory Access include assigning a service tag to the digital certificate . A 
Protocol ( LDAP ) software , and / or iv ) software that manages 25 service tag assigned to a digital certificate has a value 
and accesses cryptographic keys on a key management indicating one of the Installed Services 134 that uses the 
server , such as Key Management Interoperability Protocol digital certificate to perform secure communications over 
( KMIP ) software . Each one of the applications in Installed Network ( s ) 150. The value of the service tag for a given 
Services 134 may be i ) a server entity that provides a service digital certificate may , for example , include or consist of a 
over Network ( s ) 150 , e.g. to one or more client entities 30 text name of a service in Installed Services 134 that uses the 
running on Host Computer ( s ) 170 and / or Other Service digital certificate to perform secure communications over 
Platforms 180 , or ii ) a client entity that uses a service Network ( s ) 150 . 
provided by a server entity running on Host Computer ( s ) Performing at least one of the certificate management 
170 and / or Other Service Platforms 180. Each of the appli operations may include receiving , by the Certificate / CRL 
cations in Installed Services 134 may , for example , be 35 Management API 110 , a query command indicating a ser 
installed on Service Platform 100 by applications manage vice , e.g. by the text name of the service . In response to 
ment software provided in an operating system , and / or receiving such a query command , Certificate / CRL Manage 
application - specific installation software provided with the ment API 110 passes the text name of the application from 
application . the query command to Certificate / CRL Management Logic 

The Certificate / CRL Management Logic 112 maintains 40 112 , causing Certificate / CRL Management Logic 112 to 
digital certificates that are required for secure communica perform a query operation that selects a subset of the digital 
tions by Installed Services 134 in at least one certificate store certificates stored in Common / Shared Certificate / CRL Store 
that is configured and arranged to store such digital certifi 116 and / or Service - Specific Certificate / CRL Stores 118 , the 
cates in the computerized platform , as shown in the example subset consisting of those digital certificates stored in Com 
of FIG . 1 by Common / Shared Certificate Store 116 and / or 45 mon / Shared Certificate / CRL Store 116 and / or Service - Spe 
Service - Specific Certificate / CRL Stores 118. Common / cific Certificate / CRL Stores 118 that have assigned service 
Shared Certificate Store 116 is a repository of digital cer tags with values that match the text name of the service from 
tificates that may be used to store digital certificates that are the query command . For example , in response to a query 
not required to be stored in Service - Specific Certificate / CRL command containing a service name of “ KMIP ” , Certificate / 
Stores 118. Some applications in the Installed Services 134 50 CRL Management Logic 112 would perform a query opera 
may require that the digital certificates they use be stored in tion that selects those digital certificates stored in Common / 
Service - Specific Certificate / CRL Stores 118. For example , Shared Certificate / CRL Store 116 and / or Service - Specific 
an application in Installed Services 134 may require that the Certificate / CRL Stores 118 that have service tag values 
digital certificate ( s ) it uses to communicate securely over matching the application name “ KMIP ” . In this way , for 
Network ( s ) 150 be stored in Java KeyStore 120. In another 55 example , all digital certificates stored in the Service Plat 
example , an application in the Installed Services 134 may form 100 that are used by a given service ( e.g. the KMIP 
require that the digital certificate ( s ) it uses to communicate application ) to securely communicate over Network ( s ) 150 , 
securely over Network ( s ) 150 be stored in a specific file may be obtained by performing a single query command . 
and / or folder in a filesystem of Service Platform 100 , as In another example , assigning tags to each digital certifi 
shown by KeyStore 122 . 60 cate may include assigning at least one certificate type tag to 
The digital certificates maintained in Common / Shared the digital certificate . Each certificate type tag assigned to a 

Certificate / CRL Store 116 and / or Service - Specific Certifi digital certificate may include a value indicating the type of 
cate Stores 118 are managed through a single access point on the digital certificate . The value of the certificate type tag for 
Service Platform 100 that provides access to Common / a given digital certificate may , for example , include or 
Shared Certificate / CRL Store 116 and / or Service Specific 65 consist of a text certificate type . Examples of certificate 
Certificate Stores 118 , as shown in the example of FIG . 1 by types include without limitation i ) " Client ” , which is 
Certificate / CRL Management API 110. Management of the assigned to each digital certificate that contains a public key 
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of a client entity in Installed Services 134 , ii ) “ Server ” , In another example , in response to receiving a query 
which is assigned to each digital certificate that contains a command indicating a certificate type of “ Trusted Peer ” , 
public key of a server entity in Installed Services 134 , iii ) Certificate / CRL Management API 110 passes the certificate 
" Certificate Authority " , which is assigned to each digital type of “ Trusted Peer ” to Certificate / CRL Management 
certificate that contains a public key of a certificate authority , 5 Logic 112 , causing Certificate / CRL Management Logic 112 
and / or iv ) “ Trusted Peer ” , which is assigned to each digital to perform a query operation that selects a subset of the 
certificate that contains a public key of trusted peer , as digital certificates stored in Common / Shared Certificatel defined in the Pretty Good Privacy ( PGP ) data encryption 
and decryption system . CRL Store 116 and / or Service Specific Certificate / CRL 

Stores 118 , where the subset consists of digital certificates Performing a certificate management operation may 10 stored in Common / Shared Certificate / CRL Store 116 and / or include receiving , by the Certificate / CRL Management API Service - Specific Certificate / CRL Stores 118 that have an 110 , a query command indicating a specific certificate type , 
e.g. by way of a text certificate type contained in the query assigned certificate type tag with a value of “ Trusted Peer ” , 
command . In response to receiving such a query command , and that accordingly each contain a public key of a trusted 
Certificate / CRL Management API 110 passes the certificate 15 peer , as defined in the Pretty Good Privacy ( PGP ) data 
type indicated by the query command to Certificate / CRL encryption and decryption system . 
Management Logic 112 , causing Certificate / CRL Manage Assigning tags to each digital certificate may include 
ment Logic 112 to perform a query operation that selects a assigning at least one certificate scope tag to the digital 
subset of the digital certificates stored in Common / Shared certificate . Each certificate scope tag assigned to a digital 
Certificate / CRL Store 116 and / or Service - Specific Certifi- 20 certificate may include a value indicating a scope within 
cate / CRL Stores 118 , where the sub set consists of digital which the digital certificate may be used to provide secure 
certificates stored in Common / Shared Certificate / CRL Store communications . For example , the value of the certificate 
116 and / or Service - Specific Certificate / CRL Stores 118 that scope tag for a given digital certificate may , for example , 
have assigned certificate type tags with values that match the include or consist of a text string identifying the scope 
certificate type indicated by the query command . 25 within which the digital certificate may be used . Examples 

For example , in response to receiving a query command of certificate scopes include without limitation i ) a server 
indicating a certificate type of “ Client ” , Certificate / CRL name , e.g. a name of a server entity executing in Service 
Management API 110 passes the certificate type of “ Client ” Platform 100 , in one of Host Computer ( s ) 170 , or in Other 
to Certificate / CRL Management Logic 112 , causing Certifi Service Platform ( s ) 180 ) , with which secure communica 
cate / CRL Management Logic 112 to perform a query opera- 30 tions may be performed using the digital certificate , or ii ) a 
tion that selects a subset of the digital certificates stored in domain name , e.g. a name of a domain within which secure 
Common / Shared Certificate / CRL Store 116 and / or Service communications may be performed using the digital certifi 
Specific Certificate / CRL Stores 118 , where the subset con cate , such as an LDAP domain or the like within which 
sists of digital certificates stored in Common / Shared Cer secure communications may be performed using the digital 
tificate / CRL Store 116 and / or Service - Specific Certificate ! 35 certificate . 
CRL Stores 118 that have an assigned certificate type tag Performing a certificate management operation may 
with a value of “ Client ” , and that accordingly each contain include receiving , by the Certificate / CRL Management API 
a public key of a client entity , e.g. a client entity installed in 110 , a query command indicating a specific certificate scope , 
Installed Services 134 . e.g. by way of a text certificate scope in the query command . 

In another example , in response to receiving a query 40 In response to receiving the query command , Certificate / 
command indicating a certificate type of “ Server ” , Certifi CRL Management API 110 passes the certificate scope 
cate / CRL Management API 110 passes the certificate type of indicated by the query command to Certificate / CRL Man 
“ Server ” to Certificate / CRL Management Logic 112 , caus agement Logic 112 , causing Certificate / CRL Management 
ing Certificate / CRL Management Logic 112 to perform a Logic 112 to perform a query operation that selects a subset 
query operation that selects a subset of the digital certificates 45 of the digital certificates stored in Common / Shared Certifi 
stored in Common / Shared Certificate / CRL Store 116 and / or cate / CRL Store 116 and / or Service - Specific Certificate / CRL 
Service - Specific Certificate / CRL Stores 118 , where the sub Stores 118 , where the subset consists of digital certificates 
set consists of digital certificates stored in Common / Shared stored in Common / Shared Certificate / CRL Store 116 and / or 
Certificate / CRL Store 116 and / or Service - Specific Certifi Service - Specific Certificate / CRL Stores 118 that have 
cate / CRL Stores 118 that have an assigned certificate type 50 assigned certificate scope tags with values that match the 
tag with a value of “ Server ” , and that accordingly each certificate type indicated by the query command . 
contain a public key of a server entity , e.g. a server entity For example , in response to receiving a query command 
installed in Installed Services 134 . indicating a certificate scope of “ Server - 100 ” , Certificate ! 

In another example , in response to receiving a query CRL Management API 110 passes the certificate scope of 
command indicating a certificate type of “ Certificate Author- 55 “ Server - 100 ” to Certificate / CRL Management Logic 112 , 
ity ” , Certificate / CRL Management API 110 passes the cer causing Certificate / CRL Management Logic 112 to perform 
tificate type of “ Certificate Authority ” to Certificate / CRL a query operation that selects a subset of the digital certifi 
Management Logic 112 , causing Certificate / CRL Manage cates stored in Common / Shared Certificate / CRL Store 116 
ment Logic 112 to perform a query operation that selects a and / or Service - Specific Certificate / CRL Stores 118 , where 
subset of the digital certificates stored in Common / Shared 60 the subset consists of digital certificates stored in Common / 
Certificate / CRL Store 116 and / or Service Specific Certifi Shared Certificate / CRL Store 116 and / or Service - Specific 
cate / CRL Stores 118 , where the subset consists of digital Certificate / CRL Stores 118 that have an assigned certificate 
certificates stored in Common / Shared Certificate / CRL Store type tag with a value of “ Server - 100 ” , and that accordingly 
116 and / or Service - Specific Certificate / CRL Stores 118 that can only be used to perform secure communications that 
have an assigned certificate type tag with a value of “ Cer- 65 involve “ Server - 100 ” , e.g. between a server named “ Server 
tificate Authority ” , and that accordingly each contain a 100 ” on Service Platform 100 and one or more client entities 
public key of a certificate authority . on Host Computer ( s ) 170 . 
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In another example , in response to receiving a query certificate expires ) , Key - Usage ( how the public key is used ) , 
command indicating a certificate scope of “ foobar.com ” , Public - Key ( the public key ) , and others , such that the digital 
Certificate / CRL Management API 110 passes the certificate certificate can also be retrieved based on these additional 
scope of “ foobar.com ” to Certificate / CRL Management attributes through query operations performed by Certifi 
Logic 112 , causing Certificate / CRL Management Logic 112 5 cate / CRL Management Logic 112 using Certificate / CRL 
to perform a query operation that selects a subset of the Database 114. Additionally during the import certificate 
digital certificates stored in Common / Shared Certificate operation Certificate / CRL Management Logic 112 may load 
CRL Store 116 and / or Service - Specific Certificate / CRL the entry or object for the digital certificate in Certificatel 
Stores 118 , where the subset consists of digital certificates CRL Database 114 with a location within Common / Shared 
stored in Common / Shared Certificate / CRL Store 116 and / or 10 Certificate / CRL Store 116 or Service - Specific Certificate / 
Service - Specific Certificate / CRL Stores 118 that have an CRL Stores 118 at which the digital certificate is stored . 
assigned certificate scope tag with a value of “ foobar.com ” , Performing at least one of the certificate management 
and that accordingly can only be used for secure commu operations may include receiving , by the Certificate / CRL 
nications related to the domain “ foobar.com ” , e.g. for LDAP Management API 110 , a create certificate command includ 
requests related to or referring to the domain “ foobar.com ” . 15 ing or otherwise indicating a Subject attribute for the 

While the above examples describe using requested val requested certificate , and optionally including or otherwise 
ues for individual tags in certificate query commands , query indicating an Alternative Subject Name attribute for the 
commands may be provided that indicate requested values requested certificate . In response to receiving the create 
for multiple tags . For example , a query command may certificate command , Certificate / CRL Management API 110 
indicate a first requested value for the service tag , a second 20 passes the Subject attribute and Alternative Subject Name 
requested value for the type tag , and a third requested value attribute ( if received with the create certificate command ) to 
for the scope tag , and the subset of digital certificates Certificate / CRL Management Logic 112 , causing Certifi 
selected when the corresponding query operation is per cate / CRL Management Logic 112 to perform a create cer 
formed would consist of digital certificates with service tags tificate operation that i ) generates a public / private key pair , 
that match the first request value , type tags that match the 25 and then ii ) generates a Certificate Signing Request ( CSR ) 
second requested value , and scope tags that match the third that contains the public key from the generated public / 
requested value . private key pair , and the Subject attribute , and the Alterna 

The subset of digital certificates selected by a query tive Subject Name attribute ( if received with the create 
operation may , for example , be displayed through the Cer certificate command ) . An administrator user then exports the 
tificate / CRL Management CLI 132 or Certificate / CRL Man- 30 CSR and sends it to the certificate authority . The certificate 
agement GUI 130 . authority then uses the CSR to generate a digital certificate 

Performing at least one of the certificate management a digital certificate containing the public key and Subject 
operations may include receiving , by the Certificate / CRL ate , and the Alternative Subject Name attribute if one 
Management API 110 , an import certificate command indi is provided to the certificate authority in the CSR . The 
cating a digital certificate ( e.g. by a filename of a file 35 certificate authority then signs the digital certificate using 
containing the digital certificate within a file directory in the certificate authority's public key , and returns the signed 
Service Platform 100 ) , and one or more tag values to be digital certificate to the requesting administrator user . The 
associated with the digital certificate in Certificate / CRL administrator user then imports the received digital certifi 
Database 114. The import certificate command may alter cate into either Common / Shared Certificate / CRL Store 116 
natively or additionally indicate a location at which the 40 or Service Specific Certificate / CRL Stores 118 , such that the 
digital certificate is or must be stored , e.g. a location within received digital certificate is associated with the private key 
Java KeyStore 120 or KeyStore 122 at which the digital of the public / private key pair that was generated in response 
certificate must be stored so that it can be accessed by one to receipt of the create certificate command . For example , 
or more of the services in Installed Services 134. In response the Subject Attribute and / or Alternative Subject Name attri 
to receiving such an import certificate command , Certificate / 45 bute , and / or one or more other tags , may be assigned to the 
CRL Management API 110 passes the indication of the obtained digital certificate , e.g. by creating an entry or object 
digital certificate , the tag values and any required certificate for the digital certificate in Certificate / CRL Database 114 to 
location to Certificate / CRL Management Logic 112 , causing store the tags and other attributes of the obtained certificate , 
Certificate / CRL Management Logic 112 to perform an such that the digital certificate can subsequently be retrieved 
import certificate operation that assigns the tag values to the 50 based on the tag values and / or other attributes through query 
digital certificate , e.g. by creating an entry or object for the operations performed by Certificate / CRL Management 
digital certificate in Certificate / CRL Database 114 to store at Logic 112 using Certificate / CRL Database 114 . 
least the tag values , such that the digital certificate can Performing at least one of the certificate management 
subsequently be retrieved based on the tag values through operations may include receiving , by the Certificate / CRL 
query operations performed by Certificate / CRL Manage- 55 Management API 110 , an export certificate command indi 
ment Logic 112 using Certificate / CRL Database 114. Further cating a digital certificate stored in Common / Shared Cer 
during the import certificate operation Certificate / CRL Man tificate / CRL Store 116 or Service - Specific Certificate / CRL 
agement Logic 112 may store other attributes of the digital Stores 118 that is to be exported , e.g. by some unique 
certificate into the entry or object for the digital certificate in identifier such as a serial number of the digital certificate . In 
Certificate / CRL Database 114. Such other attributes may , for 60 response to receiving the export certificate command , Cer 
example , include information such as attributes of X.509 tificate / CRL Management API 110 passes the indication of 
certificates , including for example Serial Number ( a unique the digital certificate that is to be exported to Certificate 
identifier for the certificate ) , Subject ( the person or entity CRL Management Logic 112 , causing Certificate / CRL Man 
identified ) , Signature Algorithm ( an algorithm used to create agement Logic 112 to perform an export certificate operation 
the signature ) , Signature ( digital signature of issuer ) , Issuer 65 that retrieves and outputs a copy of the digital certificate 
( the entity that issued the certificate ) , Valid - From ( the date indicated by the export certificate command . The output 
the certificate is first valid from ) , Valid - To ( the date the copy of the digital certificate may then be passed to an entity 



US 10,771,261 B1 
13 14 

within the Service Platform 100 that issued the export stored on a service platform , such as Service Platform 100 
certificate command , such as one of the Installed Services of FIG . 1 , are shown by Stored Certificates 200 , and include 
132 , in order to set up secure communications over Network Certificate 1 202 , Certificate 2 204 , through Certificate N 
( s ) 150 ( e.g. to set up secure communications over Network 206. Each one of the digital certificates in Stored Certificates 
( s ) 150 using SSL / TSL ) . 5 20 may be assigned its owni ) service tag indicating a service 

Performing at least one of the certificate management that uses the certificate , ii ) certificate type tag indicating the 
operations may include receiving , by the Certificate / CRL type of the certificate , and iii ) certificate scope tag indicating 
Management API 110 , a delete certificate command indi a scope within which the certificate may be used . Accord 
cating a digital certificate stored in Common / Shared Cer ingly , Certificate 1 202 is assigned Service Tag 220 , Cer 
tificate / CRL Store 116 or Service - Specific Certificate / CRL 10 tificate Type Tag 222 , and Certificate Scope Tag 224 , Cer 
Stores 118 that is to be deleted , e.g. by some unique tificate 2 204 is assigned Service Tag 230 , Certificate Type 
identifier attribute such as a serial number of the digital Tag 232 , and Certificate Scope Tag 234 , and so on through 
certificate . In response to receiving the delete certificate Certificate N 206 , which is assigned Service Tag 240 , 
command , Certificate / CRL Management API 110 passes the Certificate Type Tag 242 , and Certificate Scope Tag 244. The 
indication of the digital certificate that is to be deleted to 15 Assigned Tags 201 may be associated with the Stored 
Certificate / CRL Management Logic 112 , causing Certifi Certificates 200 through a certificate database or the like , 
cate / CRL Management Logic 112 to perform a delete cer such as Certificate / CRL Database 114 shown in FIG . 1 , that 
tificate operation that deletes all copies of the indicated enables sets of digital certificates to be retrieved based on 
digital certificate from Common / Shared Certificate / CRL their tags in response to certificate query commands issued 
Store 116 or Service - Specific Certificate / CRL Stores 118 , 20 to a single point of access to the certificate store on the 
and also any entry or object representing the digital certifi service platform . 
cate from Certificate / CRL Database 114 . In addition , the certificate database may be used to 
The query , import , create , export and delete commands associate Other Attributes 203 with each of the Stored 

received by Certificate / CRL Management API 110 may also Certificates 200. In the example of FIG . 2 , Certificate 1 202 
be received for certificate revocation lists , causing corre- 25 is associated with Other Certificate Attributes 225 , Certifi 
sponding certificate revocation list operations to be per cate 2 204 is associated with Other Certificate Attributes 
formed by Certificate / CRL Management Logic 112. Each 235 , and so on through Certificate N 206 , which is associ 
certificate revocation list includes a list of digital certificates ated with Other Certificate Attributes 245. Other certificate 
that have been revoked by the certificate authority that attributes that may be associated with each digital certificate 
issued them . Certificate revocation lists may accordingly be 30 may include attributes of X.509 certificates ( e.g. Serial 
stored in Common / Shared Certificate Store 116 and / or Ser Number , Subject , Signature Algorithm , Signature , Issuer , 
vice - Specific Certificate Stores 118 , and tags may be Valid - From , Valid - To , Key - Usage , Public - Key , and others ) . 
assigned to such certificate revocation lists by way of entries In this way , the disclosed certificate database may enable 
or objects in Certificate / CRL Database 114. In this way , sets of digital certificates to be retrieved additionally based 
certificate revocation lists maintained in Common / Shared 35 the values of their other attributes in response to certificate 
Certificate / CRL Store 116 and / or Service - Specific Certifi query commands issued to a single point of access to the 
cate Stores 118 may also be managed through the single certificate store on the service platform . 
access point on Service Platform 100 that provides access to FIG . 3 is a flow chart illustrating an example of how 
Common / Shared Certificate / CRL Store 116 and / or Service expiration dates of digital certificates used by an individual 
Specific Certificate Stores 118 , e.g. through Certificate / CRL 40 server may advantageously be checked based on tags and / or 
Management API 110. Management of the certificate revo other certificate attributes using an embodiment of the 
cation lists maintained in Common / Shared Certificate / CRL disclosed techniques . As show in FIG . 3 , at step 300 a 
Store 116 through Certificate / CRL Management API 110 system administrator user composes and loads a script ( e.g. 
may include assigning one or more tags to each certificate one of Scripts 129 shown in FIG . 1 ) to be run against a 
revocation list that is stored in Common / Shared Certificate / 45 command - line interface ( e.g. Certificate / CRL Management 
CRL Store 116 and / or Service - Specific Certificate / CRL CLI Logic 128 shown in FIG . 1 ) . The script includes at least 
Stores 118. The tags assigned to each certificate revocation one query command indicating a certificate expiration date 
list stored in Common / Shared Certificate / CRL Store 116 range and at least one tag value . For example the script may 
and / or Service Specific Certificate / CRL Stores 118 may include a query requesting digital certificates that have 
include at least one tag indicating at least service in the 50 expiration dates ( e.g. Valid - To dates ) occurring within some 
Installed Services 134 that uses the certificate revocation list upcoming time period ( e.g. within the next thirty days ) , and 
to identify revoked digital certificates . that have a service tag value of “ KMIP ” . Such a script 

Management of the certificate revocation lists maintained requests the return of all digital certificates stored on the 
in Common / Shared Certificate / CRL Store 116 through Cer service platform that are used to provide secure communi 
tificate / CRL Management API 110 may also include per- 55 cations for the KMIP service , and that have expiration dates 
forming a set of certificate revocation list management occurring within the next thirty days . 
operations through Certificate / CRL Management API 110 . At step 302 , the script is run against the command - line 
The set of certificate revocation list management operations interface , and the query command in the script is passed to 
performed through Certificate / CRL Management API 110 and received by the single point of access ( e.g. Certificate / 
may include at least one management operation that selects 60 CRL Management API 110 shown in FIG . 1 ) . Such a script 
a subset of the certificate revocation lists stored in Common / may , for example , be run periodically in order to identify 
Shared Certificate / CRL Store 116 and / or Service - Specific specific digital certificates that are about to expire , prior to 
Certificate / CRL Stores 118 , using at least one of the tags their expiration . 
assigned to the certificate revocation lists . At step 304 , in response to receipt of the query command 
FIG . 2 is a block diagram further illustrating the assign- 65 at step 302 , certificate / CRL management logic ( e.g. Certifi 

ment of tags to digital certificates in an embodiment of the cate / CRL Management Logic 112 ) performs a query opera 
disclosed techniques . In FIG . 2 , digital certificates that are tion across all digital certificates stored in the service 
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platform ( e.g. all digital certificates stored in Common / Any combination of one or more computer readable 
Shared Certificate / CRL Store 116 and / or Service - Specific storage medium ( s ) may be utilized . The computer readable 
Certificate / CRL Stores 118 ) , and selects a subset of digital storage medium may be , for example , but not limited to , a 
certificates consisting of only those digital certificates stored portable computer diskette , a hard disk , a random access 
in the service platform that a ) have expiration dates within 5 memory ( RAM ) , a read - only memory ( ROM ) , an erasable 
the next thirty days , and b ) have service tag values of programmable read - only memory ( EPROM or Flash 
“ KMIP ” . The selected digital certificates may be displayed memory ) , a portable compact disc read - only memory ( CD 
as an output to the system administrator user , e.g. through ROM ) , an optical storage device , a magnetic storage device , 
Certificate / CRL Management CLI 132 in Display Device or any suitable combination of the foregoing . In the context 
108 of Service Platform 100 , enabling the system adminis- 10 of this document , a computer readable storage medium may 
trator user to initiate procedures for renewing the returned be any non - transitory tangible medium that can contain , or 
digital certificates prior to their expiration . store a program for use by or in connection with an instruc 

In addition , at step 306 , in response to identifying at least tion execution system , apparatus , or device . 
one digital certificate used by the KMIP service that will The figures include block diagram and flowchart illustra 
expire within the data range , the script may cause a certifi- 15 tions of methods , apparatus ( s ) and computer program prod 
cate expiration alert to be issued to the system administrator ucts according to one or more embodiments of the invention . 
user , e.g. through a notification channel such as electronic It will be understood that each block in such figures , and 
mail , text message , certificate / CRL management GUI , etc. combinations of these blocks , can be implemented by com 

In this way an embodiment of the disclosed techniques puter program instructions . These computer program 
may centrally manage certificate expiration times , through a 20 instructions may be executed on processing circuitry to form 
single access point , across the entire set of certificates stored specialized hardware . These computer program instructions 
on the service platform , within a subset of certificates that is may further be loaded onto a computer or other program 
selected based on the value of one of the tags assigned to the mable data processing apparatus to produce a machine , such 
digital certificates . that the instructions which execute on the computer or other 
FIG . 4 is a flow chart illustrating steps performed to 25 programmable data processing apparatus create means for 

manage digital certificates on a computerized platform in implementing the functions specified in the block or blocks . 
accordance with an embodiment of the disclosed techniques . These computer program instructions may also be stored in 
As shown in FIG . 4 , at step 400 a set of network services are a computer - readable memory that can direct a computer or 
installed on a computerized platform . At step 402 , a set of other programmable data processing apparatus to function in 
digital certificates are maintained in the computerized plat- 30 a particular manner , such that the instructions stored in the 
form , in at least one certificate store configured and arranged computer - readable memory produce an article of manufac 
to store digital certificates . The set of digital certificates ture including instruction means which implement the func 
maintained in the computerized platform are used by the tion specified in the block or blocks . The computer program 
network services to perform secure communications over at instructions may also be loaded onto a computer or other 
least one communication network . Accordingly , each one of 35 programmable data processing apparatus to cause a series of 
the network services requires that at least one of digital operational steps to be performed on the computer or other 
certificates in the set of digital certificates be maintained on programmable apparatus to produce a computer imple 
the computerized platform in order for the network service mented process such that the instructions which execute on 
to perform secure communications over the communication the computer or other programmable apparatus provide steps 
network . 40 for implementing the functions specified in the block or 
At step 404 , the set of digital certificates maintained in the blocks . 

certificate store are managed through a single access point Those skilled in the art should also readily appreciate that 
on the computerized platform that provides access to the programs defining the functions of the present invention can 
certificate store . Managing the digital certificates maintained be delivered to a computer in many forms ; including , but not 
in the certificate store includes i ) assigning one or more tags 45 limited to : ( a ) information permanently stored on non 
to each digital certificate in the set of digital certificates , one writable storage media ( e.g. read only memory devices 
of the assigned tags indicating at least one service in the set within a computer such as ROM or CD - ROM disks readable 
of services that uses the digital certificate to perform secure by a computer I / O attachment ) ; or ( b ) information alterably 
communications over the communication network , and ii ) stored on writable storage media ( e.g. floppy disks and hard 
performing a set of certificate management operations 50 drives ) . 
through the single access point to the certificate store , at While the invention is described through the above exem 
least one of the certificate management operations selecting plary embodiments , it will be understood by those of ordi 
a subset of the digital certificates from the set of digital nary skill in the art that modification to and variation of the 
certificates using the tags assigned to the digital certificates . illustrated embodiments may be made without departing 
As will be appreciated by one skilled in the art , aspects of 55 from the inventive concepts herein disclosed . 

the technologies disclosed herein may be embodied as a What is claimed is : 
system , method or computer program product . Accordingly , 1. A method of managing digital certificates on a com 
each specific aspect of the present disclosure may be embod puterized platform , the method comprising : 
ied using hardware , software ( including firmware , resident installing , by processing circuitry of the computerized 
software , micro - code , etc. ) or a combination of software and 60 platform , a set of network services on the computerized 
hardware . Furthermore , aspects of the technologies dis platform , each one of the network services in the set of 
closed herein may take the form of a computer program network services comprising an application program 
product embodied in one or more non - transitory computer executing in the computerized platform that performs 
readable storage medium ( s ) having computer readable pro secure communications over a communication network 
gram code stored thereon for causing a processor and / or 65 that is connected to the computerized platform ; 
computer system to carry out those aspects of the present maintaining , by the processing circuitry , in at least one 
disclosure . certificate store configured and arranged to store digital 
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certificates and certificate revocation lists in the com tificates having service tags matching the network 
puterized platform , a set of digital certificates used by service specified by the query command . 
the network services , and a set of certificate revocation 3. The method of claim 2 , wherein assigning the tags to 
lists , each one of the network services requiring that at each digital certificate includes assigning a certificate type 
least one of the digital certificates in the set of digital 5 tag to each digital certificate , the certificate type tag indi 
certificates be maintained on the computerized plat cating a type of the digital certificate ; and 
form for the network service to perform secure com wherein performing the set of certificate management munications over the communication network , and operations further includes receiving a query command each one of the certificate revocation lists comprising a specifying a certificate type and , in response to receiv list of digital certificates that have been revoked ; and 10 ing the query command , performing a query operation managing , by the processing circuitry , and through a that selects a subset of digital certificates consisting of single access point on the computerized platform pro 
viding access to the certificate store , the set of digital digital certificates having certificate type tags matching 
certificates and the set of certificate revocation lists the certificate type specified by the query command . 
maintained in the certificate store , the single access 4. The method of claim 3 , wherein assigning a certificate 
point comprising an application programming interface type tag to each digital certificate includes assigning a first 
that receives certificate commands from multiple com certificate type value to digital certificates containing public 
ponents executing in the computerized platform , the keys of client entities ; 
multiple components executing in the computerized wherein the certificate type specified by the query com 
platform from which the certificate commands are 20 mand comprises the first certificate type value ; and 
received by the application programming interface wherein the subset of digital certificates consists of digital 
including the set of network services installed on the certificates containing public keys of client entities . 
computerized platform , certificate management graphi 5. The method of claim 3 , wherein assigning a certificate 
cal user interface logic that receives certificate com type tag to each digital certificate includes assigning a 
mands from a graphical user interface displayed in a 25 second certificate type value to digital certificates containing 
display device of the computerized platform , and cer public keys of server entities ; 
tificate command - line interface logic that receives cer wherein the certificate type specified by the query com 
tificate commands from a command - line interface dis mand comprises the second certificate type value ; and 
played in the display device of the computerized wherein the subset of digital certificates consists of digital 
platform , the managing of the set of digital certificates 30 certificates containing public keys of server entities . 
and the set of certificate revocation lists through the 6. The method of claim 3 , wherein assigning a certificate 
single access point including : type tag to each digital certificate includes assigning a third 
assigning one or more tags to each digital certificate in certificate type value to digital certificates containing public 

the set of digital certificates , one of the tags assigned keys of certificate authorities ; 
to each digital certificate comprising a service tag 35 wherein the certificate type specified by the query com 
indicating at least one network service in the set of mand comprises the third certificate type value ; and 
network services that uses the digital certificate to wherein the subset of digital certificates consists of digital 
perform secure communications over the communi certificates containing public keys of certificate 
cation network using a communication protocol that authorities . 
is based on public - key cryptography , 7. The method of claim 3 , wherein assigning a certificate 

assigning one or more tags to each certificate revoca type tag to each digital certificate includes assigning a fourth 
tion list in the set of certificate revocation lists , one certificate type value to digital certificates containing public 
of the tags assigned to each certificate revocation list keys of trusted peers ; 
comprising a service tag indicating at least one wherein the certificate type specified by the query com 
network service in the set of network services that 45 mand comprises the fourth certificate type value ; and 
uses the certification revocation list , wherein the subset of digital certificates consists of digital 

performing a set of certificate management operations certificates containing public keys of trusted peers . 
on the digital certificates , in response to receipt of 8. The method of claim 3 , wherein assigning the tags to 
corresponding commands from the multiple compo each digital certificate includes assigning a certificate scope 
nents through the application programming inter- 50 tag to each digital certificate , the certificate scope tag 
face , at least one of the certificate management indicating a scope of operation within which the digital 
operations selecting a subset of the digital certificates certificate may be used ; and 
from the set of digital certificates using at least one wherein performing the set of certificate management 
of the tags assigned to the digital certificates , and operations further includes receiving a second query 

performing a set of certificate revocation list manage- 55 command indicating a certificate scope and , in response 
ment operations through the single access point to to receiving the second query command , performing a 
the certificate store , at least one of the certificate query operation that selects a second subset of digital 
revocation list management operations selecting a certificates consisting of digital certificates having cer 
subset of the certificate revocation lists from the set tificate scope tags matching the certificate scope indi 
of certificate revocation lists using at least one of the 60 cated by the received query command . 
tags assigned to the certificate revocation lists . 9. The method of claim 8 , wherein performing the set of 

2. The method of claim 1 , certificate management operations further includes receiving 
wherein performing the certificate management opera an import certificate command indicating a digital certificate 

tions includes receiving a query command specifying a and a set of tags , and , in response to receiving the import 
network service and , in response to receiving the query 65 certificate command , performing an import certificate opera 
command , performing a query operation that selects a tion , wherein the import certificate operation stores the 
subset of digital certificates consisting of digital cer digital certificate indicated by the import certificate com 
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mand into the certificate store and assigns the set of tags certificate revocation list and a set of tags , and , in response 
indicated by the import certificate command to the digital to receiving the import certificate revocation list command , 
certificate . performing an import certificate revocation list operation , 

10. The method of claim 9 , wherein performing the set of wherein the import certificate revocation list operation stores 
certificate management operations further includes receiving 5 the certificate revocation list indicated by the import certifi 
a create certificate command indicating at least a subject cate revocation list into the certificate store and assigns the 
attribute , and in response to receiving the create certificate set of tags indicated by the import certificate revocation list 
command , performing a create certificate operation , wherein command to the certificate revocation list . 
the create certificate operation generates a public / private key 18. A computer program product , comprising : 
pair and a certificate signing request including the generated 10 at least one non - transitory computer readable medium 
public key and the subject attribute , wherein the certificate storing program code for managing digital certificates 
signing request causes a certificate authority to generate and on a computerized platform , the program code , when 
digitally sign a digital certificate containing the public key , executed by processing circuitry , causing the process 
and wherein the subject attribute is returned from the ing circuitry to : 
certificate authority and stored into the certificate store . install a set of network services on the computerized 

11. The method of claim 10 , wherein performing the set platform , each one of the network services in the set 
of certificate management operations further includes of network services comprising an application pro 
receiving an export certificate command indicating a digital gram executing in the computerized platform that 
certificate stored in the certificate store , and , in response to performs secure communications over a communi 
receiving the export certificate command , performing an 20 cation network that is connected to the computerized 
export certificate operation , wherein the export certificate platform , 
operation outputs a copy of the digital certificate indicated maintain at least one certificate store configured and 
by the export certificate command . arranged to store digital certificates and certificate 

12. The method of claim 11 , wherein performing the set revocation lists in the computerized platform , a set of 
of certificate management operations further includes 25 digital certificates used by the network services , and 
receiving a delete certificate command indicating a digital a set of certificate revocation lists , each one of the 
certificate stored in the certificate store , and , in response to network services requiring that at least one of the 
receiving the delete certificate command , performing a digital certificates in the set of digital certificates be 
delete certificate operation , wherein the delete certificate maintained on the computerized platform for the 
operation deletes all copies of the digital certificate indicated 30 network service to perform secure communications 
by the delete certificate command . over the communication network , and each one of 

13. The method of claim 1 , further comprising : the certificate revocation lists comprising a list of 
associating an expiration date attribute with each digital digital certificates that have been revoked , and 

certificate , the expiration date attribute indicating a date manage , through a single access point on the comput 
at which the digital certificate expires ; erized platform providing access to the certificate 

wherein assigning the tags to each digital certificate store , the set of digital certificates and the set of 
includes assigning a service tag to the digital certificate certificate revocation lists maintained in the certifi 
indicating the service in the set of services that uses the cate store , the single access point comprising an 
digital certificate ; and application programming interface that receives cer 

wherein performing the certificate management opera- 40 tificate commands from multiple components 
tions includes receiving a query command specifying a executing in the computerized platform , the multiple 
service and an expiration date range , and , in response components executing in the computerized platform 
to receiving the query command , performing a query from which the certificate commands are received by 
operation that selects a subset of digital certificates the application programming interface including the 
consisting of digital certificates having service tags 45 set of network services installed on the computerized 
matching the service specified by the query command platform , certificate management graphical user 
and expiration date attributes indicating dates within interface logic that receives certificate commands 
the expiration date range . from a graphical user interface displayed in a display 

14. The method of claim 1 , wherein the certificate com device of the computerized platform , and certificate 
mand - line interface logic further receives certificate com- 50 command - line interface logic that receives certificate 
mands from at least one system administration script stored commands from a command - line interface displayed 
in the computerized platform . in the display device of the computerized platform , 

15. The method of claim 1 , wherein the set of network the set of digital certificates and the set of certificate 
services installed on the computerized platform includes revocation lists being managed through the single 
virtual computer data storage software that provides at least 55 access point at least in part by : 
one virtual volume storage object to at least one host assigning one or more tags to each digital certificate 
computer . in the set of digital certificates , one of the tags 

16. The method of claim 1 , wherein performing the assigned to each digital certificate indicating at 
certificate management operations includes receiving a least one network service in the set of network 
query command specifying a network service and , in 60 services that uses the digital certificate to perform 
response to receiving the query command , performing a secure communications over the communication 
query operation that selects a subset of certificate revocation network using a communication protocol that is 
lists having service tags matching the network service based on public - key cryptography , 
specified by the query command . assigning one or more tags to each certificate revo 

17. The method of claim 1 , wherein performing the set of 65 cation list in the set of certificate revocation lists , 
certificate management operations further includes receiving one of the tags assigned to each certificate revo 
an import certificate revocation list command indicating a cation list comprising a service tag indicating at 
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least one network service in the set of network cate store , the single access point comprising an 
services that uses the certification revocation list , application programming interface that receives cer 

performing a set of certificate management opera tificate commands from multiple components 
tions on the digital certificates , in response to executing in the computerized platform , the multiple 
receipt of corresponding commands from the mul- 5 components executing in the computerized platform 
tiple components through the application pro from which the certificate commands are received by 
gramming interface , at least one of the certificate the application programming interface including the 

set of network services installed on the computerized management operations selecting a subset of the 
digital certificates from the set of digital certifi platform , certificate management graphical user 
cates using at least one of the tags assigned to the 10 interface logic that receives certificate commands 
digital certificates , and from a graphical user interface displayed in the 

performing a set of certificate revocation list man display device of the computerized platform , and 
agement operations through the single access certificate command - line interface logic that receives 
point to the certificate store , at least one of the certificate commands from a command - line interface 
certificate revocation list management operations 15 displayed in the display device of the computerized 
selecting a subset of the certificate revocation lists platform , the set of digital certificates and the set of 
from the set of certificate revocation lists using at certificate revocation lists being managed through 
least one of the tags assigned to the certificate the single access point at least in part by : 
revocation lists . assigning one or more tags to each digital certificate 

19. A computerized platform , comprising : in the set of digital certificates , one of the tags 
processing circuitry ; assigned to each digital certificate indicating at 
a display device ; and least one network service in the set of network 
at least one memory having program code stored thereon services that uses the digital certificate to perform 

for managing digital certificates on a computerized secure communications over the communication 
platform , wherein the program code , when executed by 25 network using a communication protocol that is 
the processing circuitry , causes the processing circuitry based on public - key cryptography , 
to : assigning one or more tags to each certificate revo 
install a set of network services on the computerized cation list in the set of certificate revocation lists , 

platform , each one of the network services in the set one of the tags assigned to each certificate revo 
of network services comprising an application pro 30 cation list comprising a service tag indicating at 

least one network service in the set of network gram executing in the computerized platform that services that uses the certification revocation list , performs secure communications over a communi 
cation network that is connected to the computerized performing a set of certificate management opera 

tions on the digital certificates , in response to platform , 
maintain at least one certificate store configured and 35 receipt of corresponding commands from the mul 

arranged to store digital certificates and certificate tiple components through the application pro 
revocation lists in the computerized platform , a set of gramming interface , at least one of the certificate 
digital certificates used by the network services , and management operations selecting a subset of the 
a set of certificate revocation lists , each one of the digital certificates from the set of digital certifi 
network services requiring that at least one of the 40 cates using at least one of the tags assigned to the 
digital certificates in the set of digital certificates be digital certificates , and 
maintained on the computerized platform for the performing a set of certificate revocation list man 
network service to perform secure communications agement operations through the single access 
over the communication network , and each one of point to the certificate store , at least one of the 
the certificate revocation lists comprising a list of 45 certificate revocation list management operations 
digital certificates that have been revoked , and selecting a subset of the certificate revocation lists 

manage , through a single access point on the comput from the set of certificate revocation lists using at 
erized platform providing access to the certificate least one of the tags assigned to the certificate 

revocation lists . store , the set of digital certificates and the set of 
certificate revocation lists maintained in the certifi 


