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METHOD AND SYSTEM FOR ponents . This causes significant and excessive amounts of 
IMPLEMENTING MACHINE LEARNING redundant processing and resource usage . 

CLASSIFICATIONS Furthermore , conventional log analytics tools also do not 
provide efficient approaches to classify unknown log types . 

CROSS - REFERENCE TO RELATED 5 In many cases , a highly manual process is needed to 
APPLICATIONS properly classify the specific type of a given log file . In other 

cases , automated tools that purport to automatically classify 
The present application claims the benefit of priority to log file types are not accurate enough for modern business 

U.S. Provisional Application No. 62 / 142,987 , filed on Apr. environments . 3 , 2015 , which is hereby incorporated by reference in its 10 Some embodiments of the invention provide a method entirety . The present application is related to ( a ) U.S. Ser . and system to implement machine learning - based classifi No. 15 / 088,943 , entitled “ METHOD AND SYSTEM FOR cation of logs . This approach can be used to group logs IMPLEMENTING TARGET MODEL CONFIGURATION automatically using a machine learning infrastructure . Other METADATA FOR A LOG ANALYTICS SYSTEM ” , ( b ) U.S. Ser . No. 15 / 089,005 , entitled “ METHOD AND SYS- 15 additional objects , features , and advantages of the invention 
TEM FOR PARAMETERIZING LOG FILE LOCATION are described in the detailed description , figures , and claims . 
ASSIGNMENTS FOR A LOG ANALYTICS SYSTEM ” , BRIEF DESCRIPTION OF FIGURES ( c ) U.S. Ser . No. 15 / 089,049 , entitled “ METHOD AND 
SYSTEM FOR IMPLEMENTING AN OPERATING SYS 
TEM HOOK INA LOG ANALYTICS SYSTEM ” , ( d ) U.S. 20 Various embodiments are described hereinafter with ref 
Ser . No. 15 / 089,129 , entitled “ METHOD AND SYSTEM erence to the figures . It should be noted that the figures are 
FOR IMPLEMENTING COLLECTION - WISE PROCESS not drawn to scale and that the elements of similar structures 
ING IN A LOG ANALYTICS SYSTEM ” , ( e ) U.S. Ser . No. or functions are represented by like reference numerals 
15 / 089,180 , entitled “ METHOD AND SYSTEM FOR throughout the figures . It should also be noted that the 
IMPLEMENTING A LOG PARSER IN A LOG ANALYT- 25 figures are only intended to facilitate the description of the 
ICS SYSTEM ” , all filed on even date herewith , and which embodiments . They are not intended as an exhaustive 
are all hereby incorporated by reference in their entirety . description of the invention or as a limitation on the scope 

of the invention . 
BACKGROUND AND SUMMARY FIG . 1A illustrates an example system which may be 

30 employed in some embodiments of the invention . Many types of computing systems and applications gen FIG . 1B illustrates a flowchart of a method which may be erate vast amounts of data pertaining to or resulting from the employed in some embodiments of the invention . operation of that computing system or application . These FIG . 2 illustrates a reporting UI . vast amounts of data are stored into collected locations , such 
as log files / records , which can then be reviewed at a later 35 FIGS . 3A - C provide more detailed illustrations of the 

internal structure of the log analytics system and the com time period if there is a need to analyze the behavior or ponents within the customer environment that interact with operation of the system or application . 
Server administrators and application administrators can the log analytics system . 

benefit by learning about and analyzing the contents of the FIGS . 4A - C illustrate approaches to implement the log 
system log records . However , it can be a very challenging 40 collection configuration . 
task to collect and analyze these records . There are many FIG . 5 shows a flowchart of an approach to implement a 
reasons for these challenges . log collection configuration by associating a log rule with a 
One significant issue pertains to the fact that many target . 

modern organizations possess a very large number of com FIG . 6 shows a flowchart of an approach to implement a 
puting systems , each having numerous applications that run 45 log collection configuration by associating a log source with 
on those computing systems . It can be very difficult in a a target . 
large system to configure , collect , and analyze log records FIG . 7 shows a flowchart of an approach to implement 
given the large number of disparate systems and applications target - based configuration for log monitoring . 
that run on those computing devices . Furthermore , some of FIG . 8 shows a more detailed flowchart of an approach to 
those applications may actually run on and across multiple 50 implement target - based configuration for log monitoring 
computing systems , making the task of coordinating log according to some embodiments of the invention . 
configuration and collection even more problematic . FIG . 9 illustrates example XML configuration content 

Conventional log analytics tools provide rudimentary according to some embodiments of the invention . 
abilities to collect and analyze log records . However , con- FIG . 10 illustrates server - side information to be included 
ventional systems cannot efficiently scale when posed with 55 in the configuration file to facilitate the log parsing . 
the problem of massive systems involving large numbers of FIG . 11 shows a flowchart of one possible approach to 
computing systems having large numbers of applications implement this aspect of some embodiments of the inven 
running on those systems . This is because conventional tion . 
systems often work on a per - host basis , where set - up and FIG . 12 illustrates an architecture for implementing some 
configuration activities need to be performed each and every 60 embodiments of the inventive approach to associate log 
time a new host is added or newly configured in the system , analysis rules to variable locations . 
or even where new log collection / configuration activities FIG . 13 illustrates extraction of additional data that is not 
need to be performed for existing hosts . This approach is consistent across all log entries . 
highly inefficient given the extensive number of hosts that FIG . 14 shows some example field definitions . 
exist in modern systems . Furthermore , the conventional 65 FIG . 15 shows an architecture for performing machine 
approaches , particularly on - premise solutions , also fail to learning - based classification of logs according to some 
adequately permit sharing of resources and analysis com- embodiments of the invention . 

a 
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FIG . 16 shows a high level flowchart of an approach to service does not need to individually install and configure 
implement machine learning - based classification of logs the service components on the customer's own network . The 
according to some embodiments of the invention . log analytics system 101 is capable of providing the log 
FIG . 17 illustrates a flowchart of an approach to imple- analytics service to multiple separate customers , and can be 

ment the learning phase according to some embodiments of 5 scaled to service any number of customers . 
the invention . Each customer network 104 may include any number of 
FIG . 18 illustrates an approach for organizing the known hosts 109. The hosts 109 are the computing platforms within set of log data within the log analytics system . the customer network 104 that generate log data as one or FIGS . 19-1 through 19-5 illustrate the process for gener more log files . The raw log data produced within hosts 109 ating the learning model for the different log types . may originate from any log - producing source . For example , FIG . 20 shows a flowchart of an approach to implement the raw log data may originate from a database management classification according to some embodiments of the inven system ( DBMS ) , database application ( DB App ) , middle tion . 
FIGS . 21-1 through 21-11 illustrate a classification pro ware , operating system , hardware components , or any other 

15 log - producing application , component , or system . One or 
FIG . 22 shows a flowchart of an approach to perform more gateways 108 are provided in each customer network 

processing to adjust centroids . to communicate with the log analytics system 101 . 
FIG . 23 illustrates adjustment of a similarity radius . The system 100 may include one or more users at one or 
FIG . 24 illustrates adjustment to a number of centroids . more user stations 103 that use the system 100 to operate and 
FIG . 25 shows a flowchart of an approach that can be 20 interact with the log analytics system 101. The user station 

taken to identify common and variable parts for classifica- 103 comprises any type of computing station that may be 
tion . used to operate or interface with the log analytics system 101 

FIGS . 26-1 through 26-3 illustrate identification of com- in the system 100. Examples of such user stations include , 
mon and variable parts for classification . for example , workstations , personal computers , mobile 
FIG . 27 shows a flowchart of an approach that can be 25 devices , or remote computing terminals . The user station 

taken to identify field rule types for classification . comprises a display device , such as a display monitor , for 
FIGS . 28-1 through 28-4 illustrate using field rule types displaying a user interface to users at the user station . The 

for classification . user station also comprises one or more input devices for the 
FIG . 29 shows an architecture of an example computing user to provide operational control over the activities of the 

system with which the invention may be implemented . 30 system 100 , such as a mouse or keyboard to manipulate a 
pointing object in a graphical user interface to generate user 

DETAILED DESCRIPTION inputs . In some embodiments , the user stations 103 may be 
( although not required to be ) located within the customer 

As noted above , many types of computing systems and network 104 . 
applications generate vast amounts of data pertaining or 35 The log analytics system 101 comprises functionality that 
resulting from operation of that computing system or appli- is accessible to users at the user stations 101 , e.g. , where log 
cation . These vast amounts of data are then stored into analytics system 101 is implemented as a set of engines , 
collected locations , such as log files / records , which can be mechanisms , and / or modules ( whether hardware , software , 
reviewed at a later time period if there is a need to analyze or a mixture of hardware and software ) to perform configu 
the behavior or operation of the system or application . 40 ration , collection , and analysis of log data . A user interface 
Some embodiments of the invention provide a method ( UI ) mechanism generates the UI to display the classifica 

and system to implement machine learning - based classifi- tion and analysis results , and to allow the user to interact 
cation of logs . This approach can be used to group logs with the log analytics system . 
automatically using a machine learning infrastructure . FIG . 1B shows a flowchart of an approach to use system 

While the below description may describe the invention 45 100 to configure , collect , and analyze log data . This discus 
by way of illustration with respect to “ log ” data , the inven- sion of FIG . 1B will refer to components illustrated for the 
tion is not limited in its scope only to the analysis of log data , system 100 in FIG . 1A . 
and indeed is applicable to wide range of data types . At 120 , log monitoring is configured within the system . 
Therefore , the invention is not to be limited in its application This may occur , for example , by a user / customer to config 
only to log data unless specifically claimed as such . In 50 ure the type of log monitoring / data gathering desired by the 
addition , the following description may also interchangeably user / customer . Within system 101 , a configuration mecha 
refer to the data being processed as “ records ” or “ messages ” , nism 129 comprising UI controls is operable by the user to 
without intent to limit the scope of the invention to any select and configure log collection configuration 111 and 
particular format for the data . target representations 113 for the log collection configura 
Log Analytics System 55 tion . 

This portion of the disclosure provides a description of a As discussed in more detail below , the log collection 
method and system for implementing high volume log configuration 111 comprise the set of information ( e.g. , log 
collection and analytics , which is usable in conjunction with rules , log source information , and log type information ) that 
machine learning classification of log files . identify what data to collect ( e.g. , which log files ) , the 
FIG . 1A illustrates an example system 100 for configur- 60 location of the data to collect ( e.g. , directory locations ) , how 

ing , collecting , and analyzing log data according to some to access the data ( e.g. , the format of the log and / or specific 
embodiments of the invention . System 100 includes a log fields within the log to acquire ) , and / or when to collect the 
analytics system 101 that in some embodiments is embodied data ( e.g. , on a periodic basis ) . The log collection configu 
as a cloud - based and / or SaaS - based ( software as a service ) ration 111 may include out - of - the - box rules that are included 
architecture . This means that log analytics system 101 is 65 by a service provider . The log collection configuration 111 
capable of servicing log analytics functionality as a service may also include customer - defined / customer - customized 
on a hosted platform , such that each customer that needs the rules . 
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The target representations 113 identify “ targets ” , which computer readable storage device 110. For example , the 
are individual components within the customer environment computer readable storage device 110 could be implemented 
that that contain and / or produce logs . These targets are as computer memory operatively managed by an operating 
associated with specific components / hosts in the customer system . The data in the computer readable storage device 
environment . An example target may be a specific database 5 110 could also be implemented as database objects , cloud 
application , which are associated with one or more logs one objects , and / or files in a file system . In some embodiments , 
or more hosts . the processed data is stored within both a text / indexed data 

The ability of the current embodiment to configure log store 110a ( e.g. , as a SOLR cluster ) and a raw / historical data 
collection / monitoring by associating targets with log rules store 110b ( e.g. , as a HDFS cluster ) . 
and / or log sources provides unique advantages for the 10 At 130 , reporting may be performed on the processed data 
invention . This is because the user that configures log using a reporting mechanism / UI 115. As illustrated in FIG . 
monitoring does not need to specifically understand exactly 2 , the reporting UI 200 may include a log search facility 202 , 
how the logs for a given application are located or distrib- one or more dashboards 204 , and / or any suitable applica 
uted across the different hosts and components within the tions 206 for analyzing / viewing the processed log data . 
environment . Instead , the user only needs to select the 15 Examples of such reporting components are described in 
specific target ( e.g. , application ) for which monitoring is to more detail below . 
be performed , and to then configure the specific parameters At 132 , incident management may be performed upon the 
under which the log collection process is to be performed . processed data . One or more alert conditions can be con 

This solves the significant issue with conventional sys- figured within log analytics system such that upon the 
tems that require configuration of log monitoring on a 20 detection of the alert condition , an incident management 
per - host basis , where set - up and configuration activities mechanism 117 provides a notification to a designated set of 
need to be performed each and every time a new host is users of the incident / alert . 
added or newly configured in the system , or even where new At 134 , a Corrective Action Engine 119 may perform any 
log collection / configuration activities need to be performed necessary actions to be taken within the customer network 
for existing hosts . Unlike conventional approaches , the log 25 104. For example , a log entry may be received that a 
analytics user can be insulated from the specifics of the exact database system is down . When such a log entry is identi 
hosts / components that pertain to the logs for a given target . fied , a possible automated corrective action is to attempt to 
This information can be encapsulated in underlying meta- bring the database system back up . The customer may create 
data that is maintained by administrators of the system that a corrective action script to address this situation . A trigger 
understand the correspondence between the applications , 30 may be performed to run the script to perform the corrective 
hosts , and components in the system . action ( e.g. , the trigger causes an instruction to be sent to the 

The next action at 122 is to capture the log data according agent on the customer network to run the script ) . In an 
to the user configurations . The association between the log alternative embodiment , the appropriate script for the situ 
rules 111 and the target representations is sent to the cus- ation is pushed down from the server to the customer 
tomer network 104 for processing . An agent of the log 35 network to be executed . In addition , at 136 , any other 
analytics system is present on each of the hosts 109 to collect additional functions and / or actions may be taken as appro 
data from the appropriate logs on the hosts 109 . priate based at last upon the processed data . 

In some embodiments , data masking may be performed FIG . 3A provides a more detailed illustration of the 
upon the captured data . The masking is performed at col- internal structure of the log analytics system at a host 
lection time , which protects the customer data before it 40 environment 340 and the components within the customer 
leaves the customer network . For example , various types of environment 342 that interact with the log analytics system . 
information in the collected log data ( such as user names and This architecture 300 is configured to provide a flow for log 
other personal information ) may be sensitive enough to be monitoring that is able to handle large amounts of log data 
masked before it is sent to the server . Patterns are identified ingest . 
for such data , which can be removed and / or changed to 45 In the customer environment 342 within a single customer 
proxy data before it is collected for the server . This allows host / server 344 , the LA ( log analytics ) agent 333 takes the 
the data to still be used for analysis purposes , while hiding log monitoring configuration data 332 ( e.g. , sniffer configu 
the sensitive data . Some embodiments permanently remove ration or target - side configuration materials ) , and calls a log 
the sensitive data ( e.g. , change all such data to “ *** » file 336 sniffer ( also referred to herein as the “ log collector ” ) 
symbols ) , or changed to data that is mapped so that the 50 to gather log data from one or more log files 338. A daemon 
original data can be recovered . manager 334 can be employed to interface with the log file 

At 124 , the collected log data is delivered from the sniffer 336. The log file sniffer 336 reads from one or more 
customer network 104 to the log analytics system 101. The log files 338 on the host machine 344. The daemon manager 
multiple hosts 109 in the customer network 104 provide the 334 takes the log content and packages it up so that it can be 
collected data to a smaller number of one or more gateways 55 handed back to the LA agent 333. It is noted that the system 
108 , which then sends the log data to edge services 106 at may include any number of different kinds of sniffers , and a 
the log analytics system 101. The edge services 106 receives log sniffer 336 is merely an example of a single type of 
the collected data one or more customer networks and places sniffer that can be used in the system . Other types of sniffers 
the data into an inbound data store for further processing by may therefore be employed within various embodiments of 
a log processing pipeline 107 . 60 the invention , e.g. , sniffers to monitor registries , databases , 

At 126 , the log processing pipeline 107 performs a series windows event logs , etc. In addition , the log sniffer in some 
of data processing and analytical operations upon the col- embodiments is configured to handle collective / compressed 
lected log data , which is described in more detail below . At files , e.g. , a Zip file . 
128 , the processed data is then stored into a data storage The LA agent 333 sends the gathered log data to the 
device 110. The computer readable storage device 110 65 gateway agent 330. The gateway agent 330 packages up the 
comprises any combination of hardware and software that log data that is collected from multiple customer hosts / 
allows for ready access to the data that is located at the servers , essentially acting as an aggregator to aggregate the 
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log content from multiple hosts . The packaged content is the embodiment , of FIG . 3C , only the side loading mecha 
then sent from the gateway agent 330 to the edge services nism 350 exists to gather the log files — where the agent / 
306. The edge services 306 receive a large amount of data sniffer entities are either not installed and / or not needed on 
from multiple gateway agents 330 from any number of the client server 344 . 
different customer environments 342 . FIGS . 4A - B illustrate approaches to implement the log 

Given the potentially large volume of data that may be collection configuration . This approach allow for very large 
received at the edge services 306 , the data is immediately scale configuration of how to monitor log files having one or 
stored into an inbound data storage device 304 ( the “ plat- more log entries . In some embodiments , a log entry corre 
form inbound store ” ) . This acts as a queue for the log sponds to a single logical row from a log file . In the actual 
processing pipeline 308. A data structure is provided to 10 log file , a single entry could take multiple lines due to 
manage the items to be processed within the inbound data carriage returns being part of the log entry content . This 
store . In some embodiments , a messaging platform 302 entire content is considered a single " entry ” . Each entry 
( e.g. , implemented using the Kafka product ) can be used to starts with “ #### < date ” and could occupy a single physical 
track the to - be - processed items within the queue . Within the line in the file or multiple lines separate by carriage returns . 
log processing pipeline 308 , a queue consumer 310 identi- 15 In this model the “ Log Type ” 406 defines how the system 
fies the next item within the queue to be processed , which is reads the log file , as well as how to decompose the log file 
then retrieved from the platform inbound store . The queue into its parts . In some embodiments , a log file contains 
consumer 310 comprises any entity that is capable of several base fields . The base fields that exist may vary for 
processing work within the system off the queue , such as a different types of logs . A “ base parser " can be used to breaks 
process , thread , node , or task . 20 a log entry into the specified fields . The base parser may also 

The retrieved log data undergoes a “ parse ” stage 312 , perform transformations . For instance , a Date field can be 
where the log entries are parsed and broken up into specific converted to a normalized format and time adjusted to be in 
fields . As discussed in more detail below , the “ log type ” UTC so data from many locations can be mixed together . 
configured for the log specifies how to break up the log entry The “ Log Source ” 404 defines where log files are located 
into the desired fields . 25 and how to read them . In some embodiments , the log source 

In the “ normalize ” stage 314 , the identified fields are is a named definition that contains a list of log files described 
normalized . For example , a " time ” field may be represented using patterns , along with the parser that is needed to parse 
in any number of different ways in different logs . This time that file . For instance , one source could be “ SSH Log files ” . 
field can be normalized into a single recognizable format This source may list each log file related to SSH separately , 
( e.g. , UTC format ) . As another example , the word “ error ” 30 or could describe the log files using a wildcard ( e.g. , 
may be represented in different ways on different systems " / var / log / ssh * " ) . For each pattern , a base parser can be 
( e.g. , all upper case “ ERROR ” , all lower case " error " , first chosen ( e.g. , by a user ) to parse the base fields from the file . 
letter capitalized “ E or abbreviation “ err ” ) . This situ- This approach can be used ensure that for a single pattern 
ation may require the different word forms / types to be that all files conform to the same base parse structure . For 
normalized into a single format ( e.g. , all lower case un- 35 one source , one can choose from among multiple log types , 
abbreviated term “ error ” ) . and give a priority to those possible types . For example , 

The “ transform ” stage 316 can be used to synthesize new types A , B , and C can be identified , where the analysis works 
content from the log data . As an example and which will be through each of these in order to determine whether the 
discussed in more detail below , " tags " can be added to the source matches one of these identified types . Therefore , for 
log data to provide additional information about the log 40 each pattern , the user can choose multiple base parsers . In 
entries . As another example , field extraction can be per- some embodiments , the same source may match against and 
formed to extract additional fields from the existing log be analyzed using multiple types . 
entry fields . The “ Log Rule ” 402 defines a set of sources along with 

A " condition evaluation ” stage 318 is used to evaluate for conditions and actions to be triggered during continuous 
specified conditions upon the log data . This stage can be 45 monitoring . The “ Targets ” 408 identify individual compo 
performed to identify patterns within the log data , and to nents in an IT environment that contain logs . Associating a 
create / identify alerts conditions within the logs . Any type of rule to a target starts the monitoring process in some 
notifications may be performed at this stage , including for embodiments . 
example , emails / text messages / call sent to administrators / In the embodiment of FIG . 4A , one or more log rules are 
customers or alert to another system or mechanism . 50 associated with one or more targets . In the alternative 
A log writer 320 then writes the processed log data to one embodiment of FIG . 4B , one or more log sources can be 

or more data stores 324. In some embodiments , the pro- associated with one or more targets to create an instance of 
cessed data is stored within both a text / indexed data store a target . In the embodiment of FIG . 4C , log rules are not 
( e.g. , as a SOLR cluster ) and a raw and / or historical data even provided as an approach to create the associations 
store ( e.g. , as a HDFS cluster ) . The log writer can also send 55 where only log source to target associations are provided to 
the log data to another processing stage 322 and / or down- create target instances . Each of these approaches are 
stream processing engine . described in more detail below . 
As shown in FIG . 3B , some embodiments provide a side FIG . 5 shows a flowchart of an approach to implement a 

loading mechanism 350 to collect log data without to log collection configuration by associating a log rule with a 
proceed through an agent 333 on the client side . In this 60 target . At 502 , one or more log rules are created . The rules 
approach , the user logs into the server to select one or more are processed by a rules engine within the log processing 
files on a local system . The system will load that file at the system to implement rule - based handling of a given target . 
server , and will sniff through that file ( e.g. , by having the Therefore , the rule will include specific logic for handling a 
user provide the log type , attempting likely log types , rolling given target that it is associated with . 
through different log types , or by making an educated 65 In some embodiments , the rule can be used to specific a 
" guess ” of the log type ) . The sniffing results are then passed target type , which identifies the type of the target that the 
to the Edge Services and process as previously described . In rule is intended to address . A rule can be specified for a 
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single target type or multiple target types . For example , source definition will define any special fields that may be 
when monitoring a log file for a database instance , the target needed for capturing events if there are any . An additional 
type can be set to Database Instance so that reporting of option for this action is to have repeat log entries bundled at 
activities in the log goes against the proper target type ; In the agent and only report the event at most only once for the 
some embodiments , even though the rule may be configured 5 time range the user specified . The matching conditions can 
for a “ File ” as a log type , the target type can still be any be used to help identify the existence of a repeat entry . 
managed target type , such as a database . Another example action is to create a metric for the rule to 

The rule may specify a source type , which identifies the capture each occurrence of a matching condition . In this 
type of log file that the rule is intended to address . For approach , a new metric is created for this rule using a metric 
example the rule may specify that the log file types will be : 10 subsystem . Thereafter , when there is a log entry that matches 
( i ) File : OS level log file ; ( ii ) Database Table : a table that the rule's conditions , some number of the fields are captured 
stores log content in a database ; ( iii ) Windows Event Log : as metric data and uploaded as part of this metric . The fields 
read events from windows event as log content . can be selected to include , for example , information such as 
A target property filter may be specified in the rule to filter “ key ” fields like target , time , source , etc. 

for targets to specify conditions under which the rule is 15 At 504 , one or more targets are identified in the system . 
applicable , such as for example , a particular operating The targets are individual components within the customer 
system ( OS ) , target version , and / or target platform . For environment that that contain logs . These targets are asso 
instance , the user could create a rule that is only for a given ciated with specific components / hosts in the customer envi 
OS on a given platform ( e.g. , only for Linux OEL5 on ronment . Example targets include hosts , database applica 
X86_64 hardware ) . 20 tion , middleware applications , and / or other software 
When creating rules in some embodiments , the rule the applications , which are associated with one or more logs one 

may also include : ( a ) the name of the rule ; ( b ) a severity or more hosts . More details regarding an approach to specify 
level indicating how important the outcome of this rule is if targets are described below . 
this rule leads to an event being generated ; ( c ) a description At 506 , an association is made between a target and a rule . 
of the rule ; and / or ( d ) a textual rationale of why this 25 Metadata may be maintained in the system to track the 
monitoring is occurring . associations between a given target and a given rule . 

In some embodiments , one or more conditions can be interface may be provided that allows a user to see what 
established for which the rule will “ trigger ” . Multiple con- targets a selected rule is associated with and / or to add more 
ditions may be specified , where each condition can be associations , where the associations are the way the rule 
combined with others using a Boolean operator . For 30 becomes active by associating the rule against a real target . 
example , a set of conditions that is ORed with others means Thereafter , at 508 , log collection and processing are 
that if any of these conditions match an entry in a log file performed based at least in part upon the association 
under eval ion , then that entry triggers this rule . When the between the rule and the target . As discussed in more detail 
conditions are ANDed together , all clauses of the condition below , target - based configuration may involve various types 
must be met for the condition to trigger an entry in a log file . 35 of configuration data that is created at both the server - side 
The specified actions will then be taken as a response to this and the target - side to implement the log collection as well as 
entry that is matched . The following is an example condition log processing . 
clause that includes a regular expression : “ MESSAGE con- The ability of the current embodiment to configure log 
tains “ START : telnet pid = [ 0-9 ] * from = [ . ] * " " , where this collection / monitoring by associating targets with log rules 
condition triggers the rule if the message matches the regular 40 provides unique advantages . This is because the user that 
expression configures log monitoring does not need to specifically 
The “ operator ” in the condition is how the comparison is understand exactly how the logs for a given application are 

to be performed . The following are some example operators located or distributed across the different hosts and compo 
that may be employed in some embodiments of the inven- nents within the environment . Instead , the user only needs to 
tion : ( a ) < , > , > , < = compare a value to be larger or smaller 45 select the specific target ( e.g. , application ) for which moni 
( or equal ) than some set value ; ( b ) Contains : pattern match toring is to be performed and to then configure the rules 
with ability to include regular expression clauses , where an under which the log collection process is to be performed . 
implicit wildcard may be placed at the beginning and end This solves the significant issue with conventional sys 
unless the user uses the ^ and $ regular expression symbols tems that require configuration of log monitoring on a 
to specify the beginning of a string or end of the string ; ( c ) 50 per - host basis , where set - up and configuration activities 
In : list of possible values ; ( d ) Is : exact string match ( no need to be performed each and every time a new host is 
regular expression capability ) ; ( e ) Is Not ; ( f ) Does Not added or newly configured in the system , or even where new 
Contain ; ( g ) Not In : List of values to not match . log collection / configuration activities need to be performed 
Actions may be specified to identify what to do when a for existing hosts . Unlike conventional approaches , the log 
match is found on the selected sources for a given condition . 55 analytics user can be insulated from the specifics of the exact 
For example , one possible action is to capture a complete log hosts / components that pertain to the logs for a given target . 
entry as an observation when matching conditions of the This information can be encapsulated in underlying meta 
rule . This approach lets the system / user , when monitoring a data that is maintained by administrators of the system that 
log from any source and when a single entry is seen that understand the correspondence between the applications , 
matches the conditions of this rule , to save that complete 60 hosts , and components in the system . 
entry and store it in the repository as an observation . Instead of , or in addition to the rules , log processing can 
Observations are stored for later viewing through the log also be configured by associating a log source to a target . 
observations UI or other reporting features . Another possible FIG . 6 shows a flowchart of an approach to implement a log 
action is to create an event entry for each matching condi- collection configuration by associating a log source with a 
tion . When a log entry is seen as matching the specified 65 target . At 602 , one or more log sources are created . The log 
conditions , this approaches raise an event . In some embodi- source defines where log files are located and how to read 
ments , the event will be created directly at the agent . The them . The log source may define a source type that indicates 
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how the source content is gathered . The following are The association of the target to the source creates , at 608 , 
example source types : ( a ) File identifies a readable file a specific instance of the log source . For example , consider 
from the OS level that can be accessed using regular a log source that generically specifies that a given file is 
OS - level file operations ; ( b ) Database Table a table that located at a given directory location ( e.g. , c : / log_directory / 
stores log entries ( e.g .: database audit table ) ; ( c ) Windows 5 log_file ) . It may be the case that any number of servers 
Event System an API that provides access to event ( Server A , Server B , Server C , Server D ) within a customer 
records . One or more source names may be defined for the environment may have a copy of that file ( log_file ) in that 
log source . In addition , the log source may be associated directory ( c : / log directory ) . However , by associating a spe 
with a description of the source . It is noted that log sources cific target ( e.g. , Server A ) to the log source , this creates an 
can also be used when creating log monitoring rules ( as 10 instance of the log source so that the new instance is specific 
described above ) . regarding the log file in the specified directory on a specific 

The log source may also be associated with a file pattern target ( e.g. , to begin monitoring c : / log_directory / log_file 
and / or pathname expression . For instance , " / var / log / mes- specifically on Server A ) . 
sages * ” is an example of a file pattern ( that may actually Thereafter , at 610 , log collection and processing are 
pertain to a number of multiple files ) . Regarding file pat- 15 performed based at least in part upon the association 
terns , one reason for their use in the present log analytics between the rule and the log source . As discussed in more 
system is because it is possible that the exact location of the detail below , target - based configuration may involve various 
logs to monitor varies . Some of the time , a system will types of configuration data that is created at both the 
expect logs to be in a particular place , e.g. , in a specific server - side and the target - side to implement the log collec 
directory . When the system is dealing with a large number 20 tion and processing activities . 
of streaming logs , it may not be clear which directory the There are numerous benefits when using this type of 
logs are expected to be in . This prevents a system that relies model for configuring log collection . One benefit is that the 
upon static log file locations to operate correctly . Therefore , Log Types , Sources , Rules can be easily reused as necessary . 
the file pattern is useful to address these possibly varying log In addition , this approach avoids having to make numerous 
locations . 25 duplicate configurations by enabling sharing at multiple 

In some embodiments , a log source is created by speci- levels . Moreover , users can create custom rules that use 
fying a source name and description for the log source . The sources and log types defined by other people or ship with 
definition of the log source may comprise included file name the product . This approach also easily builds on top of 
patterns and excluded file name patterns . The file name shared knowledge . 
patterns are patterns that correspond to files ( or directories ) 30 Associating rules / sources to targets provides knowledge 
to include for the log source . The excluded file name patterns that identifies where to physically enable log collections via 
correspond to patterns for files ( or directories ) to explicitly the agents . This means that users do not need to know 
exclude from the log source , e.g. , which is useful in the anything about where the targets are located . In addition , 
situation where the included file name pattern identifies a bulk association of rules / sources to targets can be facilitated . 
directory having numerous files , and some of those files 35 In some embodiments , rules / sources can be automatically 
( such as dummy files or non - log files ) are excluded using the associated to all targets based on the configuration . As noted 
excluded file name pattern . For each pattern , the system above , out - of - the - box configurations can be provided by the 
captures the pattern string , the description , and the base service provider . In addition , users can create their own 
parser ( log type ) that will be used to parse the file . The base configurations , including extending the provided out - of - the 
parser may define the basic structure of the file , e.g. , how to 40 box configurations . This permits the users to customize 
parse the data , hostname , and message from the file . without building their own content . 

The definition of the log source may also specify whether FIG . 7 shows a flowchart of an approach to implement 
the source contains secure log content . This is available so target - based configuration for log monitoring . This process 
that a source creator can specify a special role that users generates the creation , deployment , and / or updating of con 
must have to view any log data may be captured . This log 45 figuration materials for log monitoring . In some embodi 
data may include security - related content that not any target ments , configuration materials are embodied as configura 
owner can view . tion files that are used by the log monitoring system to 
As noted above , the log rules may reference log sources , manage and implement the log monitoring process . 

and vice versa . In some embodiments , the system metadata At 700 , target - based processing is initiated . Example 
tracks these associations , so that a count is maintained of 50 approaches for initiating target - based processing includes , 
rules that are currently using sources . This helps with for example , installation of a log analytics agent onto a 
understanding the impact if a source and / or rule is changed specific log collection location . The target - based processing 
or deleted . pertains to associations made between one or more targets 

At 604 , one or more targets are identified . As noted above , and one or more log sources and / or rules . 
targets are components within the environment that that 55 At 702 , configuration materials are generated for the 
contain , correspond , and / or create logs or other data to be target - based processing . In some embodiment , the target 
processed , where the targets are associated with specific based configuration file is implemented as configuration 
components / hosts in the customer environment . Example XML , files , although other formats may also be used to 
targets include hosts , database application , middleware implement the configuration materials . The target - based 
applications , and / or other software applications , which are 60 configuration file may be created at a master site ( e.g. , to 
associated with one or more logs one or more hosts . create a master version 704 ) , with specific versions then 

At 606 , an association is made between a target and a passed to both the server side and the target side . 
source . Metadata may be maintained in the system to track The target - side materials 708 may comprise those por 
the associations between a given target and a given source . tions of the configuration details that are pertinent for log 
A user interface may be provided that allows a user to see 65 collection efforts . This includes , for example , information 
what targets a selected source is associated with and / or to about log source details and target details . The server - side 
add more associations . materials 706 may comprise portions of the configuration 
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details that are pertinent to the server - side log processing . At 804 , one of the workers identifies an association task 
This includes , for example , information about parser details . to process . At 806 , the association request is processed by 

In some embodiments , a database at the server maintains accessing information collected for the rules , sources , pars 
a master version and a target version of the configuration ers , fields , and / or target . This action identifies what target is 
materials . As noted above , the target version includes con- 5 being addressed , finds that target , and then looks up details 
figuration details that are pertinent to log collection efforts , of the log source and / or log rule that has been associated 

with the target . and is passed to the customer environment to be used by the 
agent in the customer environment to collect the appropriate At 808 , the worker then generate configuration content for 
log data from the customer environment . The master version the specific association task that it is handling . In some 
includes the full set of configuration details needed at the 10 embodiments , the configuration content is embodied as 

XML content . This action creates both the target - side details server , and becomes the " server side ” materials when and the server - side details for the configuration materials . selected and used for processing at the server . This may For the server - side , this action will create configuration data occur , for example , when the log data collected at the targets for the server to process collected log data . For example , 
are passed to the server , where the transmission of the log 15 parser details in XML , format are created for the server - side data includes an identifier that uniquely identifies the target materials for the log data expected to be received . For the 
side materials used to collect the log data ( e.g. , the configu- target - side , this action will create configuration data for log 
ration version or “ CV ” number 903 shown in the example collection from the target . For example , as discussed below , 
targets - side materials of FIG . 9 ) . When this data is received variable pathnames ( e.g. , having variables instead of abso 
at the server , the identifier is used to determine the corre- 20 lute pathnames ) may be specified for a given log source to 
sponding master version of the materials that have the same identify a directory that contains log files to monitor . These 
identifier number ( e.g. , as shown in field 1003 in the varying pathnames may be replaced with actual pathnames 
example server - side materials of FIG . 10 ) . That master and inserted into the target - side materials at step 808 . 
version is then used as the server - side materials to process A determination is made at 810 whether there are any 
the received log data . Therefore , in this embodiment , the 25 additional association tasks to process . If there are additional 
master version 704 and the server - side materials 706 are tasks on the queue , then the process returns back to 804 to 
identical , but having different labels depending upon select another task to process . If not , then at 812 , the 
whether the material is currently in - use to process the log configuration materials are finalized . 
data . In an alternative embodiment , the master version may It is noted that the same configuration / XML file can be 
differ from a server version , e.g. , where the materials are 30 used to address multiple associations . For example , if mul 
used on multiple servers with different configuration details . tiple targets are on the same host , then a single configuration 
At 710 , the configuration materials are then distributed to file may be generated for all of the targets on the host . In this 

the appropriate locations within the log processing system . case , step 808 described above appends the XML , content to 
In some embodiments , the target - side materials 708 are the same XML , file for multiple iterations through the 
distributed to the customer system as the sniffer configura- 35 processing loop . 
tion files 332 shown in FIG . 3A . With regards to the Updates may occur in a similar manner . When a change 
server - side materials 706 , the materials are “ distributed ” as occurs that requires updating of the materials , then one or 
the log configuration files 111 shown in FIG . 1A , where the more new association tasks may be placed onto a queue and 
distribution does not actually require the materials to be addressed as described above . Furthermore , de - associations 
distributed across a network , but merely indicates that the 40 may also occur , e.g. , where the log analytics agent is 
materials are obtained from another component within the de - installed . In this situation , the configuration files may be 
server ( e.g. , on an as - needed basis ) . deleted . When a target is deleted , a message may be broad 

Thereafter , at 712 , log collection processing is performed cast to notify all listeners about this event by a target model 
at the target using the target - side configuration materials . In service , which may be consumed to delete the corresponding 
addition , at 714 , server - side log processing is performed 45 associations and to update the XML content . 
using the server - side configuration materials . FIG . 9 illustrates example XML configuration content 900 
FIG . 8 shows a more detailed flowchart of an approach to according to some embodiments of the invention . This is an 

implement target - based configuration for log monitoring example of target - side content that may be placed on the 
according to some embodiments of the invention . At 802 , host that holds the target . This XML configuration content 
one or more work items for processing target associations 50 900 defines a rule to collect Linux system message logs with 
are created in the system . For example , this type of work file pattern " / var / log / messages * " on host XYZ.us.oracle 
may be created upon installation of the log analytics agent .com . Portion 902 identifies a base parser for the association 
onto a target , where recognition of this installation causes a being addressed . Portion 903 provides an identifier for the 
work item to be created for the target - based configuration version number ( “ configuration version ” or “ CV ” ) of the 
materials . A list of target types are identified that have at 55 content 900 , which is used to match up against the corre 
least one auto - association rule ( e.g. , from a database of the sponding server - side materials having the same version 
associations ) . A list of targets is generated for which there is number . Portion 904 identifies the ID of a log rule . Portion 
a need to be associated with auto - enabled rules . These steps 906 identifies a specific target . Portion 908 identifies a target 
are equivalent to putting association tasks into a queue ( e.g. , type . Portion 910 identifies a source type . Portion 912 
database table ) by a producer entity / process , which are then 60 identifies a parser ID for the source . The logs will be parsed 
processed by one or more consumer entities / processes . based on some defined parser . Such configuration files reside 
One or more consumer / worker entities may wake up on sniffers and the log collection processes collect logs 

periodically to process the work items . For example , a based on the defined log sources . 
worker entity ( e.g. , thread or process ) wakes up ( e.g. , every In the log processor at the server side , additional infor 
10 seconds ) to check whether there are any pending asso- 65 mation can be included in the configuration file to facilitate 
ciation tasks . The set of one or more workers will iterate the log parsing , e.g. , as shown in the server - side content 
through the tasks to process the work in the queue . portion 1000 of FIG . 10. The FieldDef portion 1001 indi 

a 

a 

a 



15 

US 11,226,975 B2 
15 16 

cates the data type for the service . The Log Source portion analytics data store , perform the same delta analysis and 
1002 indicates the logs are of “ os_file ” type . The BaseParse synchronization as described above . 
portion 1004 defines the way to parse the log entries based Synchronization may be performed for associations for all 
on defined regular expressions in portion 1006. Portion 1003 tenants . When this action is performed , it should perform 
provides an identifier for the version number of the content 5 agent - level synchronization as described for each tenant . 
1000 , which is used to match up against the corresponding Turning the attention of this document to file patterns , one 
target - side materials having the same version number . reason for their use in log analytics systems is because it is 

In addition to the above - described auto - associations , tar possible that the exact location of the logs to monitor varies . 
get - source manual associations may also be performed . For Most of the time , a system will expect logs to be in a 
example , a user interface may be provided to perform the 10 particular place , in a specific directory . When the system 
manual associations . This also causes the above - described dealing with a large number of streaming logs , it may not be 

clear which directory the logs are expected to be in . This actions to be performed , but is triggered by the manual prevents a system that relies upon static log file locations actions . from operating correctly . Re - synchronization may be performed of target - source The inventive approach in some embodiments can asso associations . To explain , consider that when a log analytics ciate log analysis rules to variable locations . One approach agent is installed , monitored targets connected through the is to use metadata that replaces variable parts that corre 
agent can be associated with certain pre - defined log sources spond to locations for the log files . A path expression is used 
Similarly , when the agent is de - installed , such associations to represent the pathname for the log files , where the path 
can be deleted from the appropriate database tables . In 20 expression includes a fixed portion and a varying portion , 
addition , when a target is added to be monitored by an agent , and different values are implemented for the variable part . 
the target can be associated with certain pre - defined log The placeholder for location is eventually replaced with the 
sources for that target type , and when the target is deleted actual location in the directory path . 
from an agent , such association can be deleted from database Some embodiments provide for “ parameters ” , which are 
tables . 25 flexible fields ( e.g. , text fields ) that users can use in either the 

Over time , these associations could become out - of - sync include file name patterns or exclude file name patterns . The 
due to various reasons . For example , when a log analytics parameters may be implemented by enclosing a parameter 
agent is being installed , the auto - association may occur due name in curly brackets { and } . A user - defined default value 
to some network issue that causes the loss of the configu- is provided in this source . A user can then provide a 
ration materials during its transfer . In addition , when a target 30 parameter override on a per target basis when associating a 
is added or deleted , an event may not processed properly so log monitoring rule using this source to a target . The 
the configuration XML , file when updating does not occur as overrides are particularly applicable , for example , with 
appropriate . regards changes from out - of - the - box con ( e.g. , to 

To handle these cases and maintain the association con- override rules , definitions , etc. without actually changing the 
sistency between targets and their corresponding log 35 OOTB content ) . This is implemented , for example , by 
sources , a web service is provided in some embodiments to implementing a mapping / annotation table that includes the 
synchronize the associations periodically . In at least one user overrides and indicate of an override for the OOTB 
embodiment , only the auto - associations are synched , and not content . 
the manual associations customized by users manually . The reason this is very helpful is because in the log 

Associations may be performed for a specific log analyt- 40 sources , paths may be defined for log files to monitor . In 
ics agent . A delta analysis can be performed between targets some cases , the paths are fixed , such as in the Linux syslog 
in a data model data store and targets in a log analytics data file , the path is " / var / log / messages * " . However , in other 
store to implement this action . Processing may occur where : cases , one may want to monitor a database alert log , where 
( a ) For targets in data model data store but not in log each database target will be installed in a completely dif 
analytics data store , add associations for these targets ; ( b ) 45 ferent path , and the path to find the alert log may be different . 
For targets not in data model data store but in log analytics For example , the alert log for one database is located at this 
data store , delete associations for these targets ; ( c ) For location : “ / xxx / db / yyyy / oracle / diag / rdbms / set2 / set2 / alert / 
targets in data model data store and log analytics data store , log * .xml ” . The underlined portions may vary for every 
keep the same associations for these targets in case of user database target . However , each target has the notion of target 
customization . One potential issue for adding associations 50 properties . Included in these properties are metadata that can 
pertains to the situation where a user may have deleted all be used to fill in the variable parts in the path . In the current 
associations for a particular target so there is no entry in the embodiment , one can express this path instead as : “ { DIAG 
log analytics data store , but there is an entry in the data NOSTIC_DEST } / diag / rdbms / { SID } / { SID } /alert/log*.xml ” 
model data store . The issue is that when applying the above When this source is used in a rule and this rule is 
approach , the auto - associations not wanted could be brought 55 associated to the target , the system replaces the parameters 
in again after the synchronization operation . To avoid this , “ DIAGNOSTIC_DEST ” and “ SID ” with those that are 
the system can record the user action to identify the potential known for that target . This allows the system to associate a 
issue . single rule and source to thousands of targets at once . 

In addition , associations may be synchronized for a speci- As another example , the user may want to monitor the 
fied tenant . When this action is performed , delta analysis can 60 pattern : “ / xxx / oracle / log / * " . In this case , “ / xxx / oracle ” is a 
be performed between the agent for the data model data store variable path depending on the host . One could instead write 
and agent for the log analytics data store . Processing may the pattern as : “ { INSTALL_DIR } / log / * ” . For this source , 
occur by : ( a ) For an agent in the data model data store but the user can provide a default value ( / xxx / oracle ) to the 
not in the log analytics data store , add associations for these INSTALL_DIR parameter . Later , when rule is associated to 
agents ; ( b ) For agents not in the data model data store but in 65 a target , the user can provide a target override value of 
the log analytics data store , delete associations for these " / xxx / oracle ” for this parameter on this target without hav 
agents ; ( c ) For agents in the data model data store and the log ing to create a new source or rule . 
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With regards to system - defined fixed parameters , there ration files 1211. Log collection configuration files 1211 is 
may be a case where the user wishes to reference a built - in implemented to represent a path where the target location 
parameter ( e.g. , ORACLE_HOME ) . Here , the system will may have both a fixed portion and a varying portion . The 
replace that variable with the ORACLE_HOME that is varying portion may be represented with one or more 
known for the selected target . The pattern could be written 5 location parameters . In this example , different locations may 
as : “ { ORACLE_HOME } / log / * " . This path will automati- exist for logs 1201a , 1201b , and 12010. By replacing the 
cally be understood by the agent , where ORACLE_HOME variable portion , the specific location for the log of interest 
is a special built - in parameter that does not need a default to may be selected by the log analytics engine 1202 , and 
be set by the user . The system could be provided with a list processed to generate analysis results 1213 . 
of fixed parameters that integrators / users can choose to use . 10 Here , the reference material 1210 may be accessed to 
FIG . 11 shows a flowchart of one possible approach to identify the correct replacement of the variable portions of 

implement this aspect of some embodiments of the inven- the paths for the target locations . Any suitable type of 
tion . At 1102 , identification is made of location content for reference materials may be implemented . As noted above , a 
which it is desirable to implement variable location process- defined source Sourcel can be assigned to all related targets 
ing . This situation may exist , for example , when the system 15 belonging to a certain system , and / or an association type 
is handling a large number of streaming logs from possibly and / or rule can be used as well . In addition , target relation 
a large number and / or uncertain of directory locations . The ship information / models can be employed as well as the 
log data may be located at target locations that are addressed reference material . 
using a pathname that varies for different database targets . Embodiments of the invention therefore provides 

At 1104 , a path is specified for the target locations having 20 improved functionality to perform target - based log moni 
a fixed portion and a varying portion . The varying portion toring . Two possible use cases this functionality includes log 
may be represented with one or more parameters . During log monitoring and ad hoc log browsing . Log monitoring per 
processing , at 1106 , the one or more parameters are replaced tains , for example , to the situation where there is continuous 
with values corresponding to one or more target log files , monitoring and capture of logs . Some embodiments of log 
wherein a single rule for implementing log monitoring is 25 monitoring pertains to the some or all of the following : ( a ) 
associated with multiple different targets to be monitored . monitor any log for any target and capture significant entries 

This approach is quite advantageous over approaches from the logs ; ( b ) create events based on some log entries ; 
where every log is in a different directory that one cannot ( c ) identify existence of log entries that can affect a com 
know about ahead of time , and where a separate forwarder pliance score ; ( d ) perform user as well as integrator defined 
mechanism would have to be set up for each path . Instead , 30 monitoring ; ( e ) capture log entries that are not events to 
the present approach can be used to set up one rule for a very enable analytics on a subset of all logs ; ( f ) use cases such as 
large number of paths . intrusion detection , potential security risk detection , prob 

In some embodiments , configuration information from the lem on ; ( g ) implement long term persistent storage of 
log analytics system can be coupled to this approach to log contents ; ( h ) search for log content ; ( i ) customizable 
configure and setup the rules for identifying log file assign- 35 search - based views ; ( j ) log anomaly detection and scoring 
ments . Some examples of configuration information that can Ad hoc log browsing pertains , for example , to the situa 
be used include , for example , how a database is connected , tion where there is not continuous monitoring of logs . In this 
how the components are connected , which datacenter is approach , the user can browse live logs on a host without 
being used , etc. having to collect the logs and send them up to the SaaS 
Some embodiments specify how to map sources to targets 40 server . The model for configuring what to monitor is similar 

based on their relationships . For instance , a defined source to what was described earlier . The difference pertains to the 
Sourcel can be assigned to all related targets belonging to a fact that the user can select a rule , source , and some filters 
certain system . Any association type and / or rule can be used from the UI and the search is sent down to agent to obtain 
in this embodiment , e.g. , where a common set of association log files that match and bring them back , storing them in a 
types is used to provide configuration information useful for 45 temporary storage in the server . The user can continue to 
determining rules for log locations . Such association types narrow their search down on that result set . If the user adds 
may include , for example , " contains " , " application_con- another target , rule , or extends the time range , the system 
tains ” , " app_composite_contains " , " authenticated_by " , goes back to the agent to obtain only the delta content , and 
" composite_contains ( abstract ) " , " cluster_contains ” , “ con- not the entire content again . The user can therefore get the 
nects_through ” , " contains ( abstract ) ” , “ depends_on ( ab- 50 same benefits of log analytics without configuring continu 
stract ) ” , “ deployed_on ” , “ exposes ” , “ hosted_by ” , “ installed ous log monitoring . The feature can be very low - latency 

“ managed_by ” , " monitored_by " , " provided_by " , since the system only needs to go back to get more data from 
“ runs on ( abstract ) ” , “ stores_on ” , stores_on_db ” and “ uses agent when the search is expanded . All searches that are 
( abstract ) " . narrowing down current result set goes against the data that 

It is noted that the target relationship information / model 55 have been cached from a previous get from the agent . 
can be used in other ways as well . For example , the target The embodiments of the invention can be used to store log 
model can also be used to help correlate log entry findings data into a long - term centralized location in a raw / historical 
to aid in root cause analysis . As another example , the host datastore . For example , target owners in the company IT 
model can be used for comparing all hosts in one system . For department can monitor incoming issues for all responsible 
instance , if there are a number of databases in a first system , 60 targets . This may include thousands of targets ( hosts , data 
this feature can be used to see logs across these systems bases , middle wares , and applications ) that are managed by 
together , and in isolation from databases used for a second the SaaS log analytics system for the company . Many log 
system . entries ( e.g. , hundreds of GB of entries ) may be generated 
FIG . 12 illustrates an architecture for implementing some each day . For compliance reasons , these logs may be 

embodiments of the inventive approach to associate log 65 required to be stored permanently , and based on these logs , 
analysis rules to variable locations . Here , the log analytics the data center manager may wish to obtain some big 
engine 1202 operates by accessing log collection configu- pictures of them in long run and IT administrators may wish 
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to search through them to figure out some possible causes of between the security log entries for production databases 
a particular issue . In this scenario , very large amount of and the changes of their compliance scores during a given 
logs could be stored in a centralized storage , on top of which time period . 
users can search logs and view log trends with acceptable Some embodiments permit log data to be stored as 
performance . In some embodiments , the log data can be 5 metrics . In certain embodiments , the system will store 
stored in an off - line repository . This can be used , for several log fields as key fields . The key fields will include 
example , when data kept online for a certain period of time , ( but may not be limited to ) : Time , Target , Rule , Source , and 
and then transferred offline . This is particularly applicable Log File . The system may also create a hash or GUID to 
when there are different pricing tiers for the different types distinguish possible log entries that have the same time and 

10 all other key fields . When a rule that is using this metric of storage ( e.g. , lower price for offline storage ) , and the user 
is given the choice of where to store the data . In this action for log entries is associated with the first target , a 

metric extension is created and deployed . This metric exten approach , the data may held in offline storage may be sion will be named similar to the rule to make it easy for the brought back online at a later point in time . user to reference it . The logs can be searched to analyze for possible causes of In some embodiments , the log monitoring rule has a issues . For example , when a particular issue occurs to a possible action to create an event when a log entry matches target , the target owner can analyze logs from various the condition of the rule . Additionally , users will be able to 
sources to pinpoint the causes of the issue . Particularly , indicate that this event should also trigger a compliance 
time - related logs from different components of the same violation which will cause an impact on the compliance 
application or from different but related applications could 20 score for a compliance standard and framework . 
be reported in a time - interleaved format in a consolidated As noted above , one possible use case is to provide a log 
view to help target owner to figure out possible causes of the browser , e.g. , where browsing is employed to browse live 
issue . The target owner could perform some ad - hoc searches logs on a host without collecting the logs and sending them 
to find same or similar log entries over the time , and jump to a SaaS Server . The user can select a rule , source , and some 
to the interested log entry , and then drill down to the detailed 25 filters from the UI and the search is sent down to agent to 
message and browse other logs generated before / after the obtain log files that match and bring them back , storing them 
interested point . in a temporary storage in the server . One use case for this 

In some embodiments , restrictions can be applied such feature is to allow users to browse a short time period of log 
that users have access only to logs for which access per files across multiple targets in a system to try to discover a 
missions are provided to those users . Different classes of 30 source of a problem , especially when there is a rich topology 

be associated with access to different sets of logs . users may mapping and dependency mapping of the customer's envi 
Various roles can be associated with permissions to access ronment . This content can be used to help find related 

elements and show the logs together . This allows the users certain logs . to see logs for all targets related to a given system for Some embodiments can be employed to view long - term 35 instance and see what happened across all targets in time log distribution , trends , and correlations . With many logs sequence . In many cases , when there is a target failure , it generated by many different targets and log sources over may be a dependent target that is experiencing the problem , 
long time , data center managers may wish to view the not the target that is failing . 
long - term log distributions and patterns . The user may choose to start a new log browsing session 
Some embodiments can be employed to search logs to 40 in context of a system / group / individual target . If coming in 

identify causes of an application outage . Consider the situ- from a target home page , the target home page context is to 
ation where an IT administrator or target owner of a web be retained . This means that the outer shell of the page still 
application receives some notification that some customers belongs to the target home page , and just the content panel 
who used the application reported that they could not will contain the browse UI functionality . This means the 
complete their online transactions and the confirmation page 45 browse UI can be implemented to be modular to plug into 
could not be shown after the submit button was clicked . other pages dynamically . In some embodiments , multiple 
With embodiments of the invention , the IT administrator can row - content can be provided per entry to show additional 
search the logs generated by the application with the user details per row . This is one row at a time , or the user could 
name as key and within the issue reporting time range . Some decide to perform this for all rows . Sorting can be provided 
application exception may be found in the log indicating that 50 on the parsed fields , but in addition , can be used to see 
some database error occurred when the application tried to additional details per row ( including the original log entry ) . 
commit the transaction . By adding the database and its Search filters can be provided . For example , a search filter 
corresponding hosting server via target association relation- in the form of a date range can be provided , e.g. , where the 
ship and their availability related log sources for the search , options are Most Recent , and Specific Date Range . With the 
the IT administrator could browse the logs around the 55 Most Recent option , the user can enter some time and scale 
application exception time to find some database errors , of Minutes or Hours . With the Specific Date Range , the user 
which was related for example to some hosting server partial will enter a start and end time . With the date range option , 
disk failure and high volume of committing transactions . Targets , Sources , and Filters can be specified . These allow 
Some embodiments can be employed to view long - term the users to select what they want to see in this log browsing 

log distributions , trends , and correlations by tags . A data 60 session . After the user has selected the targets , sources , and 
center manager may define some tags for logs collected in applied any filters , they can begin the browse session to 
the data center , such as security logs for production data- initiate retrieval of the logs from various targets and ulti 
bases , security logs for development servers , logs for testing mately have them shown on the interface . 
servers , noise logs , etc. The data manager may be interested , Search queries can be implemented in any suitable man 
for example , in knowing the followings : log distributions by 65 ner . In some embodiments , natural language search process 
these tags over the past half year , their daily incoming rates ing is performed to implement search queries . The search 
during last month , and whether there are any correlations can be performed across dependency graphs using the search 
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processing . Various relationships can be queried in the data , ested log entry in time - interleaved pattern . Some embodi 
such as “ runs on ” , “ used by ” , “ uses ” , and “ member of ” . ments provide an option for users to browse forward / 

In some embodiments , the search query is a text expres- backward the logs around a specified log entry page by page . 
sion ( e.g. , based on Lucene query language ) . Users can enter A graphical view can be provided of the search findings . 
search query in the search box to search logs . The following 5 This allows the user to pick fields to render the results 
are example of what could be included in the search query : graphically 
( a ) Terms ; ( b ) Fields ; ( c ) Term modifiers ; ( d ) Wildcard Some embodiments pertain to improved techniques to 
searches ; ( e ) Fuzzy searches ; ( d ) Proximity searches ; ( f ) address log distributions , trends , and correlations . For search Range searches ; ( g ) Boosting a term ; ( h ) Boolean operators ; 
( i ) Grouping ; ( j ) Field grouping ; ( k ) Escaping special char- 10 be based on log counts to give users some high - level findings resulted from a particular search , distributions can 
acters . 
A tabular view can be provided of the search findings . information about the logs . For each distribution type , the 

Some query refinement can be performed via table cells to top n ( e.g. , 5 or 10 ) items are listed with number of found 
allow users to add / remove some field - based conditions in logs ( where a “ more ... ” link will lead to a popup with all 
the query text contained in the search box via UI actions . For 15 other items listed ) . When users select a particular item , only 
example , when a user right - mouse clicks a field , a pop - up logs corresponding to that item would be shown in the right 
provides some options for him / her to add or remove a table , so the action is equivalent to filtering the search 
condition to filter the logs during the searches . This is findings with that item . Such information may be presented : 
convenient for users to modify the query text , and with this ( a ) By target type ; ( b ) By target , such as target owner and / or 
approach , users do not need to know the internal field names 20 lifecycle status ; ( c ) By log source ; ( d ) By tag . Besides 
to be able to refine the query at field level . showing the search findings in the results table , the system 

There are numerous ways that can be provided to list can also provide options for users to switch between table 
fields for user to select / de - select them for display purpose in view and the corresponding distribution chart view . 
the search findings table . One example approach is based on In some embodiments , results can be filtered by selecting 
static metadata , and another possible way is based on 25 distribution items . Users can filter the results table by 
dynamic search results . selecting one or more distribution items . By default , all 

For list fields based on static metadata , a basic field shuttle distribution items are selected and all log entries are listed in 
is used to list all defined fields . Some example fields that can the results table . After selecting one or more distribution 
be defined by the log entry metadata include : ( a ) Log file ; ( b ) items , users can navigate the log entries via pagination . With 
Entry content ; ( c ) Rule name ; ( d ) Source name ; ( e ) Parser 30 one or more distribution items selected , when users click the 
name ; ( f ) Source type ; ( g ) Target type ; ( h ) Target name . The search button for a new search , the selections of distribution 
values of these fields can be obtained from the agent with log items will be reset to be selected for all distribution items . 
entry ( although source , parser , rule , target are all GUIDs / Some embodiments provide a feature to show search 
IDs ) that will need to be looked up at display time . finding trends . Some embodiments provide a feature to show 

For list fields based on dynamic search findings , the top 35 search finding correlations . Related to this feature , some 
n fields ( e.g. , 10 ) will be shown that would be suggested as embodiments provides launching links for users to navigate 
making the most difference for that search . A “ more fields ” to search / view detailed logs when they perform correlation 
link will lead to a popup for users to select other fields . Users analysis among events , metrics , and infrastructure changes . 
can see more information of those fields on the popup than Launching links could be provided , e.g. , for users to navi 
form the View menu . When listing the fields , the system 40 gate to an IT analytics product to analyze / view detailed 
could use any suitable algorithm , for example , to assign a events / metrics when they wish to see some bigger pictures 
number to each field that is influenced by how many rows in related to the logs here . 
the search results having non - null value , or how many Another feature in some embodiments pertains to process 
different values there are across all search results for that time extended field definitions . Even with the same baseline 
field , etc. 45 log type , it is possible for individual log entries to contain 

Given so many dynamic fields available for users to inconsistent information from one log to the next . This can 
select / de - select , it is desired for a user to be able to save the be handled in some embodiments by defining base fields 
fields selection ( field names and sizes ) . The system can store common to the log type , and to then permit extended field 
the last selected fields so when the user comes back to the definitions for the additional data in the log entries . 
page , he / she still gets the fields picked last time . To explain , consider that a source definition defines log 

There may a very large number ( e.g. , thousands ) of log files to monitor . The log files are parsed into their base fields 
entries resulting from a search and it may not be possible for based on the log type definition . One can extract additional 
users to browse all of them to find the interested logs . For a data that is not consistent across all log entries , e.g. , as 
particular search , users should be able to drill down to the shown in 1300 of FIG . 13. In this figure , the base fields that 
details of the search findings with a few clicks . In some 55 are parsed from the log entries are Month , Day , Hour , 
embodiments , features include clickable bar charts and table Minute , Second , Host , Service , Port ( optional ) , and Mes 
pagination . With these navigation features , plus customiz- sage . The goal is to extract IP address and Port out of the 
able time range , users should be able to jump to some second log entry . This goal may not be obtainable in certain 
interested point quickly . Correspondingly , some embodi- implementations as part of the log type , e.g. , since not every 
ments provide for drilling up from details to higher levels so 60 log entry has this structure . Here , the Message field for the 
users can easily navigate to desired log entries via bar second entry has the following content : 
graphs . An example use case is : after users drill down a few Accepted publickey for scmadm from xxx.xxx.1.1 port 
levels they may want to drill up back to a previous level to 
go down from another bar . After users identify an interested In some embodiment , a definition is made for an Extended 
log entry via some searches , they likely want to explore logs 65 Field Definition on the Message field using a format such as : 
from a particular log source around the interested log entry , Accepted publickey for . * from { IP Address } port { Port } 
or explore logs from multiple log sources around the inter- ssh2 

50 

be 
a 

xyz ssh2 



US 11,226,975 B2 
23 24 

For that log entry , two new field IP Address and Port will be regular expression . If there is static text , the system will take 
parsed out and will be usable for reporting , searching , etc. any characters between the two pieces of static text . If there 
This extraction happens as the data is being processed at is no static text or characters after a field expression , it is 
collection time . assumed that every character to the end of the file field is part 

According to some embodiments , the processing for 5 of the new extended field's value ( like DOMAINNAME in 
implementing process - time extended field definitions com the last example and CONTENT_LENGTH_LIMIT in the prises : identifying one or more log files to monitor , wherein third example . ) This could lead to some issues if there were some of the entries in the one or more log files may include variants of this log entry that have additional text sometimes . additional data that does not exist in other entries or is The way to solve this is to also define the parse regular inconsistent with entries in the other entries , such as an 10 
additional IP address field in one entry that does not appear expression for each field and not rely on the default implicit 

( . * . in another entry ; identifying a source definition for one or 
more log files to monitor , parsing the one or more log files Some embodiments provide the ability to define regular 
into a plurality of base fields using the source definition ; expressions and save them with a name . For instance , the 
defining one or more extended fields for the one or more log 15 regular expression for hostname used above is [ a - zA - Z0 

91-1 + . files ; and extracting the one or more extended fields from the 
one or more log files . One example of a saved regular expression may be : 

Therefore , some embodiments permit the user to add IP_Address Regular Expression = > \ d { 1,3 } \ . \ d { 1,3 } \ . \ d { 1 , 
extended field definitions . These are defined patterns that are 3 } \ . \ d { 1,3 } 
seen within a field . A user could perform a create - like on a 20 When referencing this saved regular expression in the 
source and then the source and all extensions will become a extended field definition , the last entry in the table above 
new user - created source . The extended field definition may look like this instead : 
defines new fields to create based on the content in a given { HOSTNAME : @IP_Address } - { DOMAINNAME } 
file field . In some embodiments , the extended field defini- The new fields that will be created are HOSTNAME and 
tions ( and tagging ) can be applied retroactively . This allows 25 DOMAINNAME . The referenced regular expression that 
past log data to be processed with after - defined field defi- was created and saved is called IP_Address . When the 
nitions and tags . system performs the processing on the agent , it will replace 

FIG . 14 shows some example field definitions 1302. For the referenced regular expression “ @IP_address ” with the 
the first case in the table , the user is specifying to look at the regular expression string : 
“ Message ” file field that comes from the log entry and is 30 " \ d { 1,3 } \ , \ d { 1,3 } \ . d { 1,3 } \ . \ d { 1,3 } ” 
parsed by the file parser . This Message field will have text Extended expression definitions can be evaluated at the 
in it , but the user has identified that they want to capture the agent ( e.g. , using a Perl parsing engine ) directly with minor 
SIGNALNAME part of the message as a new field for this changes to the input string from the user . 
specific message . This new field ( SIGNALNAME ) can now In some embodiments , field reference definitions can be 
become viewable in the captured log entries , viewable in the 35 provided . This provides a feature where users can provide a 
Log Browser , and can also be stored as part of a metric if a lookup table of a SQL query to transform a field which may 
rule is created to do so . The extended field definition uses the have a not - easily - readable value into more human readable 
entire contents of the Message in this example . The user content . Three example use cases highlight this need : ( a ) In 
could bind either side of their expression with a wildcard a log entry , there may be an error code field ( either a core 
pattern . For instance , the definition could have been simply 40 field or an extended field ) that simply has a number , where 
" sending a { SIGNALNAME } ” . The text that is shown is the user can provide a lookup reference so that the system 
known to be static text that never changes for this log adds another new field to store the textual description of 
message . The use of [ 0-9 ] * in the expression means that any what this error code means ; ( b ) In a log entry , there may be 
number of numeric characters can be located here , but they a field ( either a core file field or an extended field ) that has 
will just be ignored ( since there is no field name associated 45 the GUID of a target , and the system can provide a lookup 
to name this field . The text that comes after the string using a SQL query to a target table that will create another 
" sending a ” will get assigned to the variable SIGNAL- new field that stores the display name of the target ; ( c ) IP to 
NAME . hostname lookup may also be performed as a common use 

The last entry is another example where the user has case , where in a log , there may be IP addresses for clients , 
defined two new fields and in the first field , they have also 50 where the IP addresses are used to look up hostnames . 
defined the way to get this content using a regular expres- As noted above , log types ( also referred to herein to 
sion . Here , there are some characters containing a - z , A - Z , include “ Parsers ” in some cases in this document ) may also 
0-9 or a hyphen before a period “ . ” . Everything that matches be defined to parse the log data . One example log type 
that expression should be added to a new extended field pertains to the “ Log Parser " , which is the parser that can be 
called the HOSTNAME . Anything after the first period will 55 used to parse the core fields of the source . Another example 
be put into a new extended field called DOMAINNAME . log type pertains to a “ Saved Regular Expressions ” , which 
The HOST field which came from the file parser will still can be used when defining extended field definitions . For 
have all of the content , but this extended field definition is example , a hostname can be defined via a regular expression 
telling our feature to add two NEW fields in addition to the as “ [ a - zA - Z0-9 \ - ] + ” . This regular expression can be saved 
HOST field ( HOSTNAME and DOMAINNAME ) . 60 with a name and then used a later time when creating 

All extended field definitions where a new field is defined extended field definitions . 
using the { } delimiters uses a parse expression . However in A log parser is a meta - data definition of how to read a log 
this example , except the HOSTNAME field in the last file and extract the content into fields . Every log file can be 
example , there is none shown . This is because in some described by a single parser to break each log entry into its 
embodiments , there is a default known regular expression 65 base fields . The log type may correspond to a parse expres 
pattern of ( . ) * which means any number of character . This sion field , such as for example , a Perl regular expression for 
expression is implicitly used if the user does not provide a parsing a file . When defining a log parser , the author 
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identifies the fields that will always exist in the log file . In given the data from within logs to be analyzed , one can 
this case , the following are the fields that exist in every entry automatically group the logs into appropriate categories 
of the above log file : ( e.g. , to automatically identify the log type for the log ) . 
Some fields may be very complex , meaning that the field FIG . 15 shows an architecture for performing machine 

will actually contain additionally structured content for 5 learning - based classification of logs according to some 
some log entries but not for others . These may not be embodiments of the invention . A known set of logs is 
handled by the log file parser in some embodiments because acquired to form a baseline set of data for log groupings , 
it is not consistent in every line . Instead , when defining a where the known set of logs are used to form learning 
source , extended fields can be defined to break this field into models 1505a and 1505b . The learning models 1505a and 
more fields to handle these cases . 10 1505b identify characteristics of known log types , so that 

Profiles can be implemented for various constructs in the unknown logs 1501a - c that are received can be matched 
system , such as parsers , rules , and sources . The profiles against those characteristics to classify those logs within one 
capture differences between different usages and / or versions of the known log types . 
of data items and products for users . For example , a source Logs 1501a - c are gathered from one or more computer 
profile can be created that accounts for different versions of 15 readable mediums 1503 within a customer environment . The 
a user's products that are monitored , e.g. , where a source logs 1501a - c may undergo filtering by a filter 1502. Within 
profile changes the source definition between version 1 and the filter 1502 , known patterns of content are removed from 
version 2 of a database being monitored . Rule profiles may the log data prior to classification . For example , it may be 
be used to account for differences in rules to be applied . As desirable to remove certain types of log content exceptions 
another example , parser profiles can be provided to adjust 20 ( such as Java exceptions ) from the log data prior to classi 
parsing functionality , e.g. , due to difference in date formats fication . Therefore , one or more content patterns that cor 
between logs from different geographic locations . Different respond to a Java exception may be used to filter our any 
regular expressions can be provided for the different parser Java exceptions from the logs 1501a - C . 
profiles . Within a machine learning infrastructure 1504 , a set of 

With regards to a log entry delimiter , log files can have 25 classifiers 1504a and 1504b use the learning models 1505a 
content that is always known to be one row per entry and 15056 , respectively , to classify the logs 1501a - c . In 
( syslog ) , or can have content that can span multiple lines some embodiments of the invention , multiple classifiers 
( Java Log 4j format ) . The Log Entry Delimiter input lets the 1504a and 1504b are employed to classify the logs 1501a - c . 
user specify to always parse this log file as one row per entry , The idea is that each classifier operates with a different set 
or to provide a header parse expression that tells us how to 30 of parameters and assumptions from the other classifiers . By 
find each new entry . The entry start expression will typically using multiple classifiers , this ensures that a corner case that 
be the same as the first few sections of the parse expression . may negatively affect the accuracy of one classifier would 
The system uses this expression to detect when a new entry not completely destroy the ability to confidently generate a 
is seen versus seeing the continuation of the previous entry . classification , since one or more other classifiers not signifi 
For this example , the entry start expression may be : 35 cantly affected by the corner case would also be operating to 

( [ A - Z ] { 1 } [ a - z ] { 2 } ) \ s ( [ 0-9 ] { 1,2 } ) \ s ( [ 0-9 ] { 1,2 } ) : ( [ 0-9 ] classify the data . Careful selection of the two classifiers 
{ 2 } ) : ( [ 0-9 ] { 2 } ) should allow the classification architecture 1504 to avoid 
This expression looks for a strict month , day , hour , minute , misclassifications due to such data skews by all the classi 
second structure . If that exact sequence of characters is seen , fiers , even if one of the classifiers may be affected . 
this “ line ” is treated as the beginning of a new entry . In some embodiments , a first classifier , referred to herein 

In some embodiments , a table is maintained correspond- as a " distribution classifier ” , may operate based upon vec 
ing to parsed fields , and which starts empty ( no rows ) as the tors generated by the distribution / frequency of characters 
parse expression is empty . As users are creating the parse within the log . A second classifier , referred to herein as a 
expression , the fields being defined are added to this table . “ token classifier ” , may operate based upon vectors gener 
This can be implemented by monitoring the text entered in 45 ated by identification of certain tokens within the log . A third 
this field and when a ) ' is added , a function is called to type of classifier may operate by matching log content 
determine how many fields have been defined . The system against one or more regular expressions , where a given log 
can ignore some cases of ( and ) , e.g. , when they are escaped type of associated with one or more regular expressions . For 
or when they are used with control characters . example , a certain log type may always include the follow 

For instance , consider the following parsing language : 50 ing in each log entry : “ Name = [ alphabetic name ] ” . In this 
( [ a - z ] { 2 } \ s ( [ a - z0-9 ] + ) case , the regular expression “ Namel = [ a - z ] + ” may be used to 
In this example , there are two pairs of ( which means match against any logs that correspond to this log type . A 

there are two fields defined . The content inside is how to find fourth type of classifier may operate by checking for a 
the field from the log entry — The UI for this create parser pattern signature , where a given pattern signature corre 
page does not care about what is inside the parenthesis . This 55 sponds to a given log type . The pattern signature may be 
is evaluated and used on the agent only . The content outside expressed , for example , by identifying both fixed and vari 
of the ( and ) are just static text that helps parse the line ( this ables portions , and checking whether the log data matches 
UI also does not care about this ) . For creating the right against that signature . A simple example of a signature could 
number of fields in the table , the approach counts the be “ Name = [ variable portion ) Date = [ Variable portion ] ” , 
number of ( pairs in the parse expression . For each field 60 where the “ Name = ” and “ Date = ” sections of this line are 
that is parsed out by the parse expression , the user provides fixed portions , and classification operates by checking for 
a field name based on one of the existing common fields . this signature pattern within an unknown log . 
Automated Classifications While certain example classifiers are described above , it 
Some embodiments of the invention provide an approach is noted that other classifier types may also be employed 

to perform machine learning - based classification of logs . 65 within the scope of the invention . In addition , while FIG . 15 
This approach is used to group logs automatically using a only shows two classifiers used in conjunction with one 
machine learning infrastructure . The general idea is that another , it is noted that the inventive concept described 
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herein may be applied with any number of classifiers , and is space . From those vectors , clusters of vectors can be formed , 
expressly not limited just to two classifiers . where at 1708 , one or more centroids identified for the 
Assume that classifier 1504a is distribution classifier cluster ( s ) . In this manner , a centroid can be identified for 

and classifier 1504b is a token classifier . Each unknown log each log type that is currently recognized by the system . 
within logs 1501a - c is processed to generate a vector for that 5 FIG . 18 illustrates one possible approach for organizing 
log , e.g. , by identify term frequencies within the log for a the known set of log data within the log analytics system . A 
distribution classifier and token - based vectors for a token top level directory holds all of the sub - directories for each 
classifier . The vector ( s ) are then compared against the data log type . Here , the top level directory includes sub - directo 
within the learning models 1505a and 1505b for the known ries for log type 1 , log type 2 , log type n . Each 
set of logs . A similarity comparison is then performed to 10 sub - directory includes the log files within the training set 
classify the log and to generate classification results 1510 . that are known to correspond to the log type for that 
FIG . 16 shows a high level flowchart of an approach to sub - directory . The sub - directory for Log type 1 includes log 

implement machine learning - based classification of logs file_1 log_file_2type 19 .. that are all 
according to some embodiments of the invention . At 1602 , within the training set and are known to correspond to log 
the process begins with a training phase to generate learning 15 type 1. Similarly , the sub - directory for Log type 2 includes 
models for the classification process . As described in more log_file_1 type 2 , log_file_2 . 2 
detail below , a supervised training process is performed to all within the training set and are known to correspond to log 
implement the training phase . 
Next , at 1604 , the log data to be classified is gathered . As FIGS . 19-1 through 19-5 illustrate the process for gener 

described above , one or more log gatherers may be located 20 ating the learning model for the different log types . FIG . 
within the client environment to gather the log data . The log 19-1 shows three example logs Log 1 , Log 2 , and Log 3. It 
data is gathered and passed to a log analytics system that is assumed that all three logs are within a training set and are 
includes the machine learning infrastructure for classifying known to be of the same log type . Log 1 includes the 
logs . following content : " Name = Bob Date = May 1 

At 1606 , the gathered log data is analyzed relative to the 25 URL = www.xyz.com / abcdefghijk / lmnopq ” . Log 1 includes 
learning models , where content within the log data is vec- the following content : “ Name = Joe Date = April 5 
torized to generate one or more vectors . The vectors are then URL = www.123.com / 4567893409344 / dfjgoms ” . Log 3 
compared against the data within the learning models . In includes the following content : “ Name = Sam Date = June 25 
some embodiments , multiple classifiers may operate against URL = www.abc.com / rtiosprmskfl / eroskuf . 
the vectorized data . Based upon this analysis , at 1608 , The training process begins by converting each of these 
classification is performed to classify the log as a recom- logs into a vector value , and then plotting the vector values 
mended log type ( or multiple recommended log types ) . within a coordinate space . FIG . 19-2 illustrates this process 

Once a log has been properly classified , that log can now for Log 1. Here , the log is converted into a first type of 
be parsed using the appropriate log parser that has been vector ( distribution vector 1904a ) , where the distribution / 
constructed for that log type . The log parser may include a 35 frequency of each character within the log is considered to 
set of regular expressions specifically constructed for a generate the vector . Vector 1904a is then plotted as a point 
given log type to extract a designated set of fields and values 1911a within coordinate space 1910. In a similar way , the 
from the log . Therefore , failure to identify the correct log log is converted into a second type of vector ( token vector 
type may cause a failure of the log parsing process , espe- 1906a ) where the tokens within the log ( or at least the top 
cially if the wrong log parser is used to parse the log . With 40 n tokens within the log ) are used to generate the token vector 
the present approach , a high level of confidence can be 1906a . Vector 1906? is then plotted as a point 1913a within 
gained for the proper identification of the correct log type for coordinate space 1912 . 
an unknown log . This serves to more efficiently and effec- Each of the other logs undergoes this same process . FIG . 
tively implement the parsing stage of log processing , since 19-3 illustrates processing for Log 2 , where the log is 
the appropriate log parser can then be selected to parse the 45 converted into a first distribution vector 1904b and a second 
log . token vector 1906b . The distribution vector 1904b is plotted 
FIG . 17 illustrates a flowchart of an approach to imple- as a point 1911b within the coordinate space 1910 , and the 

ment the learning phase according to some embodiments of token vector 1906b is plotted as a point 1913b within the 
the invention . At 1702 , a set of logs is identified that coordinate space 1912. Similarly , FIG . 19-4 illustrates pro 
correspond to known log types . This set of known logs forms 50 cessing for Log 3 , where the log is converted into a first 
the basis of the training data . The set of known logs may distribution vector 1904c and a second token vector 1906c . 
comprise an initial set of training material , or may be The distribution vector 1904c is plotted as a point 1911c 
provided as follow - up training materials from a feedback within the coordinate space 1910 , and the token vector 
process where previous incorrectly - classified logs are iden- 1906c is plotted as a point 1913c within the coordinate space 
tified and placed within the training materials to improve the 55 1912 . 
accuracy of the learning models . Next , as shown in FIG . 19-5 , clustering is performed to 

At 1704 , the training data is organized by the data's identify clusters of points within the plotted vector points . A 
known log types . In some embodiments , a directory struc- similarity radius can be established to identify the vectors 
ture is employed to organize the known logs , where each log that cluster together within each set of plots . Within the 
type corresponds to a sub - directory having the logs that are 60 coordinate space 1910 for the distribution vectors , a simi 
known to be of that log type . Any number of these directory larity radius 1917 has been established which groups points 
structures may be formed , to hold data for a respective 1911a , 1911b , and 1911c into the same cluster . For the 
number of log types for which the training phase is intended coordinate space 1912 that corresponds to the token vectors , 
to process . a similarity radius 1919 has been established which groups 

At 1706 , the log data is vectorized on a log - type basis . 65 points 1913a , 1913b , and 1913c into the same cluster . 
Each set of logs within a sub - directory for a given log type Centroids can then be identified for each cluster . Any 
is transformed into a vector and plotted onto a coordinate suitable approach can be taken to identify the centroids for 
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the clusters . For example , the following equation may be and / or frequency of characters within log data 2010. Vector 
used to identify the center of a cluster : Center - EW Vie 2105a is then plotted within the coordinate space of the 
where i refers to the identifier for a given vector V within the distribution model , as shown in FIG . 21-5 . 
cluster , and W refers to a weight that is assigned to that At this point , distances are calculated between vector 
vector . In some embodiments , the weight W is determined 5 2105a and the centroids for the known log types . As shown 
by dividing the number 1 by the total number of characters in FIG . 21-6 , Distance og i identifies the distance between 
within that log . This approach to weighting serves to provide vector 2105a and the centroid Dist_Centroid Log 
normalization for the different logs with respect to the sponding to a first log type , Distance log 2 identifies the 
number of characters that may exist within any given log . distance between vector 2105a and centroid Dist_ 

In the example of FIG . 19-5 , application of the above 10 CentroidLog 2 corresponding to a second log type , and 
formula results in identification of centroid 1921 for the identifies the distance between vector 2105a 
cluster of distribution vectors , and centroid 1923 for the and the centroid Dist_CentroidLog 3 corresponding to the 
cluster of token vectors . This set of data forms the models third log type . These distances will later be used to create 
that can be used to classify a set of unknown logs . classification recommendations for the log data 2110 relative 
FIG . 20 shows a flowchart of an approach to implement 15 to each of the log types 1 , 2 and / or 3 . 

classification according to some embodiments of the inven- FIG . 21-7 shows log data 2110 being directed to the token 
tion . At 2002 , identification is made of the log to be classifier for processing . As illustrated in FIG . 21-8 , log data 
analyzed . This action retrieves one of the unknown logs for 2110 is transformed into a token vector 2105b , e.g. , based 
processing , e.g. , a log that was gathered from a client upon tokens identified within log data 2110. Vector 2105b is 
location and imported into a log analytics system . 20 then plotted within the coordinate space of the token model . 
Next , at 2004 , vector data is generated for the log . This is Distances are calculated between vector 2105b and the 

implemented , for example for the distribution classifier , by centroids within the token model for the known log types . As 
performing feature extraction to identify the frequency of shown in FIG . 21-9 , Distance og i identifies the distance 
terms within the log data , and to then construct term- between vector 2105a and the centroid Token_CentroidLog 1 
frequency vectors that correspond to the log data . For a 25 corresponding to a first log type , Distance og 2 identifies the 
token classifier , identification of tokens within the log is distance between vector 2105a and centroid Token_Cen 
performed to generate a token vector for the log . 2 corresponding to a second log type , and 

At 2006 , a similarly comparison is performed for the Distance , identifies the distance between vector 2105a 
generated vector data . In some embodiments , known log and the centroid Token_CentroidLog 3 corresponding to the 
data may have been used to construct comparison data , e.g. , 30 third log type . 
by vectorizing the sample data and constructing clusters for At this point , as shown in FIG . 21-10 , calculation are 
the sample data using an appropriate clustering algorithm . performed to identify the appropriate log type that should be 
The similarly comparison is performed by comparing the recommended for unknown log data 2110. The distance 
vector data for the log under analysis to the vector data for from the log vector to the centroids for each of the known 
the known samples ( e.g. , against the centroid of the cluster 35 log types is analyzed , where the closer the distance from the 
for the known samples ) . vector to a given centroid , the more likely it is that the log 

At 2008 , categorization of the log can be performed using should be classified as the log type associated with that 
the outputs of the comparison process . Distance thresholds centroid . Similarly , the greater the distance from the vector 
may be established to determine whether the log under to a given centroid , the less likely that log should be 
analysis is similar enough to be classified within the cat- 40 classified as the log type associated with the centroid . 
egory associated with one or more of the known samples . According to some embodiments , the results from both 
For example , analysis may be performed to determine the ( multiple ) classifiers are considered to identify the appro 
distance ( s ) between the vector for the log under analysis and priate log type for the log . Weighting may be applied to 
the various centroids that have been identified for the known associate the appropriate weight for each type of classifier to 
log types , where a probability value is determined for some 45 the final results . For example , assume that the distribution 
or all of the known log types . classifier is intended to contribute to 20 % of the final results , 
FIGS . 21-1 through 21-11 illustrate this classification whereas the token classifier is intended to contribute 80 % to 

process . FIG . 21-1 shows both a distribution model and a the final results . In this situation , the weight W Dist for the 
token model . The distribution model includes a first centroid distribution classifier would be set to 0.2 and the weight 
( Dist_Centroid.og 1 ) corresponding to a first log type , a 50 W Token for the token classifier would be set to 0.8 . 
second centroid ( Dist_Centroid og 2 ) corresponding to a FIG . 21-11 illustrates one possible approach to display 
second log type , and a third centroid ( Dist_CentroidLog 3 ) classification results within a user interface on a display 
corresponding to a third log type . Similarly , the token model device . In this figure , each of the different log types are 
includes a first centroid ( Token_CentroidLog 1 ) correspond- presented , along with a percentage probability that the log 
ing to a first log type , a second centroid ( Token_ 55 should be classified as that log type . In some embodiments , 
CentroidLog 2 ) corresponding to a second log type , and a the list is sorted , and only the top n log types with the highest 
third centroid ( Token _Centroid og 3 ) corresponding to a probability percentages are displayed in the interface . In an 
third log type . A distribution classifier 2104a operates to alternate embodiment , instead of displaying detailed per 
classify logs according to the distribution model and the centage probabilities , one ( or more ) recommended classifi 
token classifier 2104b operates to classify logs according to 60 cations are provided for only those log types which meet a 
the token model . threshold level of similarity ( e.g. , by establishing a similar 
FIG . 21-2 illustrates a log data 2110 being received for ity threshold radius when comparing the log vector to log 

classification . Assume that the log type of log data 2110 is type centroids ) . 
currently unknown . FIG . 21-3 shows log data 2110 being During the learning phase , processing can be performed 
directed to the distribution classifier for processing . As 65 to identify an optimal model for log classification . Recall 
illustrated in FIG . 21-4 , log data 2110 is transformed into a that a similarity radius is established to identify clusters 
distribution vector 2105a , e.g. , based upon the distribution within a training set of data , where vectors that fall within 
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the scope of the similarity radius can be clustered together . both centroids 2414a and 2414b for the log type , and 
However , vectors that fall outside the scope of the similarity therefore unknown logs are classified relative to both cen 

fall within the scope of another cluster . It is quite troids during the classification process . 
possible for a given log type to correspond to multiple Various types of post - modeling testing may be performed 
clusters , and hence multiple centroids within a learning 5 to check the accuracy of the models . One possible test is to 
model . In fact , if the vectors are spread wide enough , it is identify another set of known logs that are known to be of 
possible in the most extreme case for each sample log for a the same log type that was modelled . These additional logs 
log type in the training set to correspond to its own centroid . are run through a classifier relative to the models to deter 
The issue is that the more clusters that exist for a given log mine if they match the correct classifications , within an 
type , the more work may be needed during the classification 10 acceptable threshold . If not , then adjustments may be made 
process to compare an unknown log against each of the to correct the possible issues , e.g. , by adding additional data 
centroids . Therefore , it is desirable to identify the least from the new set of data to the training set to correct the 
number of centroids that nevertheless will allow each and models . 
every sample log within the training set to classify within the An additional optimization that can be performed is to 
radius of at least one of the minimal number of centroids . 15 pre - process the log data to improve the accuracy of the 
FIG . 22 shows a flowchart of an approach to perform this classifications . To explain , consider the log data shown in 

type of processing . At 2202 , the process begins with either FIG . 26-1 . Here , both Log 1 and Log 2 include portions that 
a maximum number of centroids ( and works its way to a are very similar ( e.g. , “ Name = .. and “ Date = ... ” ) , but 
smaller and more optimal set of centroids ) or a minimum also include very lengthy portions that are very dissimilar 
number of centroids ( and works its way to more centroids if 20 ( e.g. , the URL portions ) . In this situation , when converting 
needed ) . With the maximum number , each centroid is essen- the logs to vectors , the significantly different URL portions 
tially centered at one of the sample logs in the training set may overwhelm the parts that are similar , creating excessive 
for the log type being trained . At this point , at 2204 , a mismatches between the vectors for logs that should be 
determination is made of the coverage of the sample logs classified as the same type . This issue may be partially 
that fall within the similarity radius of the centroid ( s ) as well 25 addressed by using the token vectorization approach , but log 
as the extent of the similarity radius . In particular , if there are type / content outliers may nonetheless still create accuracy 
any sample logs at all that do not fall within the scope of one issues . 
of the clusters , then the numbers of clusters must be adjusted FIG . 25 shows a flowchart of an approach that can be 
to create a new cluster and / or the similarity radius needs to taken to address this type of problem . At 2502 , pre - process 
be adjusted to account for the coverage error . In addition , if 30 ing is performed to analyze the contents of the log data . In 
too many clusters have been identified , then the overlap in particular , at 2504 , common portions and variable portions 
coverage by the clusters can be determined at this point . of the log are identified . The teachings of U.S. application 

At 206 , a determination is made whether any adjust- Ser . No. 14 / 863,136 , filed on Sep. 24 , 2015 , which is hereby 
ments need to be made . For example , a determination made incorporated by reference in its entirety , can be used in 
be made , at 2208 , to adjust the number of centroids . Depend- 35 conjunction with this embodiment , to identify the constant 
ing upon the direction of the processing ( e.g. , starting from parts and the variable parts of the log . 
max number of centroids or min number of centroids ) , an At 2506 , the variable parts are removed from consider 
action may be taken to either increase to decrease the ation for the analysis process . In particular , only the constant 
number of centroids . In addition , at 2210 , the determination parts are considered when generating vectors from the log 
may be made to adjust the similarity radius for the cluster- 40 data . Thereafter , at 2508 , classifications models are gener 
ing . A maximization function may be performed to identify ated using only the constant portions of the logs . 
the optimal set of centroids / radiuses . In addition , a binary FIGS . 26-1 through 26-3 illustrate this process . As noted 
search may be performed to identify one or more optimal above , FIG . 26-1 shows two logs , where both Log 1 and Log 
solutions . 2 include portions that are very similar ( e.g. , “ Name = . 
Under both approaches , the process returns back to 2204 45 and “ Date = ... ” ) , but also include very lengthy portions that 

to determine whether any additional adjustments are needed . are very dissimilar ( e.g. , the URL portions ) . As illustrated in 
If the current configuration of centroids / radius is acceptable , FIG . 26-2 , the common portions and the variable portions 
then at 2212 , the model is outputted . are identified within the log data . For example , the 
FIG . 23 illustrates the situation where the original simi- “ Name = ” , “ Date = ” , and “ URL = ” portions are common 

larity radius 2312a was inadequate to correspond to the 50 between all of the logs for this log type . In contrast , the 
vectors to be clustered , e.g. , where the un - clustered vectors “ Bob ” , “ Joe ” , “ May 1 ” , “ April 5 ” , and URL portions vary 
are known to be for the exact same log type as the vectors between the two logs . 
that are actually in the cluster and hence failure to include Therefore , the model generation process may operate only 
the un - clustered vectors constitutes an error in coverage for against the common portions . As shown in FIG . 26-3 , the 
the cluster . In some situations to correct this problem , the 55 variable portions may be removed from consideration , leav 
radius can be expanded into a modified similarity radius ing only the common portions to be vectorized for model 
2312b . This modified radius 2312b now correctly clusters all generation . During the classification process , the unknown 
vectors for the log type without any classification errors . logs may undergo vectorization in their entirety , or have 
FIG . 24 illustrates the situation where the original set of variable portions removed in a pre - processing step . 

centroids is updated to reflect a new set of centroids . Here , 60 In some cases , the variable portions do provide useful 
the original analysis identified only a single centroid 2414a patterns that may be important for classification purposes . 
for cluster 2412a . The issue is that there are additional For example , consider again the logs shown in FIG . 26-1 . 
vectors that are supposed to be the same log type as the The variable portions after “ Date = ” includes “ May 1 ” and 
vectors for cluster 2412a , but do not classify that way if only “ April 5 ” . Even though these portions vary between the two 
the single centroid 2414a is in the model . In this situation , 65 logs , they are just not random sets of characters , but instead 
a new centroid 2414b can be identified for a second cluster may have meaningful contribution given that they are rec 
2412b of vectors for that log type . Here , the model include ognizable as date fields . As such , it may be advantageous in 
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certain circumstances to retain these variable fields during executing one or more sequences of one or more instructions 
the model generation and classification process . contained in system memory 1408. Such instructions may be 
FIG . 27 shows a flowchart of an approach that can be read into system memory 1408 from another computer 

taken to implement this aspect of some embodiments of the readable / usable medium , such as static storage device 1409 
invention . At 2702 , pre - processing is performed to analyze 5 or disk drive 1410. In alternative embodiments , hard - wired 
the contents of the log data . At 2704 , common portions and circuitry may be used in place of or in combination with 
variable portions of the log are identified . software instructions to implement the invention . Thus , 

In addition , at 2706 , “ field rule ” types may be identified embodiments of the invention are not limited to any specific 
from the variable portions of the log . This type corresponds combination of hardware circuitry and / or software . 
to any sequence of characters that is identified based upon a 10 embodiment , the term “ logic ” shall mean any combination 
rule definition , and may correlate to complex combinations of software or hardware that is used to implement all or part 
of any numbers of characters , integers , or symbols . A regular of the invention . 
expression may be used to express the rule for this type . The The term “ computer readable medium ” or “ computer 
teachings of U.S. application Ser . No. 15 / 089,180 , filed on usable medium ” as used herein refers to any medium that 
even date herewith , which is hereby incorporated by refer- 15 participates in providing instructions to processor 1407 for 
ence in its entirety , can be used in conjunction with this execution . Such a medium may take many forms , including 
embodiment , to identify the field rule types within a log . but not limited to , non - volatile media and volatile media . 

At 2708 , the variable parts are then removed from con- Non - volatile media includes , for example , optical or mag 
sideration for the analysis process . This leaves both the netic disks , such as disk drive 1410. Volatile media includes 
constant portions and the field rule portions to be considered 20 dynamic memory , such as system memory 1408 . 
when generating vectors from the log data . Thereafter , at Common forms of computer readable media includes , for 
2710 , classifications models are generated using only the example , floppy disk , flexible disk , hard disk , magnetic tape , 
constant portions of the logs . any other magnetic medium , CD - ROM , any other optical 
FIGS . 28-1 through 28-4 illustrate this process . FIG . 28-1 medium , punch cards , paper tape , any other physical 

shows two logs , where both Log 1 and Log 2 include 25 medium with patterns of holes , RAM , PROM , EPROM , 
portions that are very similar ( e.g. , “ Name = and FLASH - EPROM , any other memory chip or cartridge , 
“ Date = ... ” ) , but also include very lengthy portions that are cloud - based storage , or any other medium from which a 
very dissimilar ( e.g. , the URL portions ) . As illustrated in computer can read . 
FIG . 28-2 , the common portions and the variable portions In an embodiment of the invention , execution of the 
are identified within the log data . For example , the 30 sequences of instructions to practice the invention is per 
“ Name = " , " date = ” , and “ URL = ” portions are common formed by a single computer system 1400. According to 
between all of the logs for this log type . In contrast , the other embodiments of the invention , two or more computer 
“ Bob ” , “ Joe ” , “ May 1 ” , “ April 5 ” , and URL portions vary systems 1400 coupled by communication link 1415 ( e.g. , 
between the two logs . LAN , PTSN , or wireless network ) may perform the 

Here , the variable portions “ May 1 ” and “ April 5 ” can be 35 sequence of instructions required to practice the invention in 
recognized as date fields . Therefore , as shown in FIG . 28-3 , coordination with one another . 
these variable portions are identified as date types within the Computer system 1400 may transmit and receive mes 
log . sages , data , and instructions , including program , i.e. , appli 

Thereafter , the model generation process may operate cation code , through communication link 1415 and commu 
only against the common portions and the date type portions . 40 nication interface 1414. Received program code may be 
As shown in FIG . 28-4 , the variable portions may be executed by processor 1407 as it is received , and / or stored 
removed from consideration , leaving the common portions in disk drive 1410 , or other non - volatile storage for later 
ad the date portions to be vectorized for model generation . execution . Data may be accessed from a database 1432 that 
During the classification process , the unknown logs may is maintained in a storage device 1431 , which is accessed 
undergo vectorization in their entirety , or have variable 45 using data interface 1433 . 
portions removed in a pre - processing step . In the foregoing specification , the invention has been 

Therefore , what has been described is an improved sys- described with reference to specific embodiments thereof . It 
tem , method , and computer program product for implement- will , however , be evident that various modifications and 
ing a log analytics method and system that can configure , changes may be made thereto without departing from the 
collect , and analyze log records in an efficient manner . In 50 broader spirit and scope of the invention . For example , the 
particular , machine learning - based classification can be per- above - described process flows are described with reference 
formed to classify logs . This approach is used to group logs to a particular ordering of process actions . However , the 
automatically using a machine learning infrastructure . ordering of many of the described process actions may be 
System Architecture Overview changed without affecting the scope or operation of the 
FIG . 29 is a block diagram of an illustrative computing 55 invention . The specification and drawings are , accordingly , 

system 1400 suitable for implementing an embodiment of to be regarded in an illustrative rather than restrictive sense . 
the present invention . Computer system 1400 includes a bus In addition , an illustrated embodiment need not have all the 
1406 or other communication mechanism for communicat- aspects or advantages shown . An aspect or an advantage 
ing information , which interconnects subsystems and described in conjunction with a particular embodiment is not 
devices , such as processor 1407 , system memory 1408 ( e.g. , 60 necessarily limited to that embodiment and can be practiced 
RAM ) , static storage device 1409 ( e.g. , ROM ) , disk drive in any other embodiments even if not so illustrated . Also , 
1410 ( e.g. , magnetic or optical ) , communication interface reference throughout this specification to “ some embodi 
1414 ( e.g. , modem or Ethernet card ) , display 1411 ( e.g. , ments ” or “ other embodiments ” means that a particular 
CRT or LCD ) , input device 1412 ( e.g. , keyboard ) , and feature , structure , material , or characteristic described in 
cursor control . 65 connection with the embodiments is included in at least one 

According to one embodiment of the invention , computer embodiment . Thus , the appearances of the phrase “ in some 
system 1400 performs specific operations by processor 1407 embodiment ” or “ in other embodiments ” in various places 
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throughout this specification are not necessarily referring to 3. The method of claim 2 , wherein : 
the same embodiment or embodiments . applying the filtered log data to the token classifier 
What is claimed is : comprises ( a ) generating a token vector based on one or 
1. A method comprising : more tokens within the filtered log data , and ( b ) gen 
storing , by a log analytics system , a plurality of log 5 erating the second classification result based on a 

parsers associated , respectively , with a plurality of log second distance between the token vector and a second 
types ; centroid in the second plurality of centroids . 

obtaining , by the log analytics system , log data from a log ; 4. The method of claim 2 , further comprising : 
identifying within the log data : ( a ) a first set of field names applying , by the log analytics system , the filtered log data 

that are common to at least one log type of a plurality 10 to a regular expression classifier to obtain a third 
of log types , ( b ) a first set of variable portions com classification result ; and 
prising field values of fields represented by the first set assigning a third weighting to the third classification 
of field names , and ( c ) a first set of field rule portions , result to obtain a third weighted classification result 
wherein at least one of the first set of field names is corresponding to the regular expression classifier ; 
defined based on log entry metadata ; wherein to obtain the final classification result , the log 

generating filtered log data by removing the first set of analytics system further combines the third weighted 
variable portions from the log data , wherein the filtered classification result corresponding to the regular 
log data comprises the first set of field names and does expression classifier with the first weighted classifica 
not include the field values of the fields represented by tion result corresponding to the distribution classifier 
the first set of field names ; and the second weighted classification result corre 

generating vectors that are ( a ) based on the first set of field sponding to the token classifier . 
names in the filtered log data and ( b ) not based on the 5. The method of claim 2 , further comprising : 
removed first set of variable portions comprising the applying , by the log analytics system , the filtered log data 
field values ; to a pattern signature classifier to obtain a fourth 

obtaining a final classification result that classifies the log 25 classification result ; and 
as being of a particular type at least by applying , by the assigning a fourth weighting to the fourth classification 
log analytics system , the vectors based on the first set result to obtain a fourth weighted classification result 
of field names to one or more classifiers ; and corresponding to the pattern signature classifier ; 

based on the final classification result : parsing the log , by wherein to obtain the final classification result , the log 
the log analytics system , using a log parser associated 30 analytics system further combines the fourth weighted 
with the particular log type ; classification result corresponding to the pattern signa 

wherein the first set of field rule portions is retained in the ture classifier with the first weighted classification 
filtered log data subsequent to removing the first set of result corresponding to the distribution classifier and 
variable portions ; the second weighted classification result corresponding 

wherein the method is performed by at least one device 35 to the token classifier . 
comprising a processor . 6. The method of claim 1 , further comprising : 

2. The method of claim 1 , further comprising : determining a set of highest probability candidate log 
applying , by the log analytics system , the filtered log data types for the log , the set of highest probability candi 

to a distribution classifier to obtain a first classification date log types comprising the final classification result 
result , wherein the distribution classifier classifies the 40 and at least one other candidate classification result 
filtered log data using a distribution model comprising based on the filtered log data ; and 
a first plurality of centroids that are associated , respec- generating a user interface comprising the set of highest 
tively , with the plurality of log types , wherein applying probability candidate log types . 
the filtered log data to the distribution classifier com- 7. The method of claim 1 , wherein : 
prises ( a ) generating a distribution vector based on one 45 the log data comprises one or more log entries ; 
or more frequencies of one or more characters within obtaining the log data from the log comprises receiving 
the filtered log data , and ( b ) generating the first clas- the one or more log entries from one or more log 
sification result based on a first distance between the gatherers located in a distributed host environment . 
distribution vector and a first centroid in the first 8. The method of claim 2 , wherein : 
plurality of centroids ; based on the first weighting and the second weighting , the 

applying , by the log analytics system , the filtered log data first classification result contributes a first percentage 
to a token classifier to obtain a second classification toward the final classification result and the second 
result , wherein the token classifier classifies the filtered classification result contributes a second percentage 
log data using a token model comprising a second toward the final classification result . 
plurality of centroids that are associated , respectively , 55 9. The method of claim 1 , the operations further comprise : 
with the plurality of log types ; identifying ( c ) a first set of field rule portions in the log 

assigning a first weighting to the first classification result data , wherein the field rule portions are retained in the 
to obtain a first weighted classification result corre- filtered log data subsequent to removing the first set of 
sponding to the distribution classifier ; variable portions . 

assigning a second weighting to the second classification 60 10. The method of claim 2 , wherein applying the filtered 
result to obtain a second weighted classification result log data to the distribution classifier comprises applying a 
corresponding to the token classifier ; and distribution of characters within the filtered log data to the 

combining at least ( a ) the first weighted classification distribution classifier . 
result corresponding to the distribution classifier and 11. The method of claim 2 , wherein applying the filtered 
( b ) the second weighted classification result corre- 65 log data to the token classifier comprises : 
sponding to the token classifier to obtain the final identifying one or more tokens within the filtered log data ; 
classification result . and 
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applying the one or more tokens within the filtered log second weighted classification result corresponding to 
data to the token classifier . the non - RE classifier to obtain the final classification 

12. A non - transitory computer readable medium compris result ; wherein : 
ing instructions which , when executed by one or more based on the first weighting and the second weighting , the 
hardware processors , causes performance for operations 5 first classification result contributes a first percentage 
comprising : toward the final classification result and the second 

storing , by a log analytics system , a plurality of log classification result contributes a second percentage parsers associated , respectively , with a plurality of log toward the final classification result . 
types ; 16. A system comprising : obtaining , by the log analytics system , log data from a log ; 10 at least one hardware processor ; identifying within the log data : ( a ) a first set of field names the system being configured to execute operations com that are common to at least one log type of a plurality prising : of log types , ( b ) a first set of variable portions com 
prising field values of fields represented by the first set storing , by a log analytics system , a plurality of log 
of field names , and ( c ) a first set of field rule portions , 15 parsers associated , respectively , with a plurality of log 
wherein at least one of the first set of field names is types ; 
defined based on log entry metadata ; obtaining , by the log analytics system , log data from a log ; 

generating filtered log data by removing the first set of identifying within the log data : ( a ) a first set of field names 
variable portions from the log data , wherein the filtered that are common to at least one log type of a plurality 
log data comprises the first set of field names and does 20 of log types , ( b ) a first set of variable portions com 
not include the field values of the fields represented by prising field values of fields represented by the first set 
the first set of field names ; of field names , and ( c ) a first set of field rule portions , 

generating vectors that are ( a ) based on the first set of field wherein at least one of the first set of field names is 
names in the filtered log data and ( b ) not based on the defined based on log entry metadata ; 
removed first set of variable portions comprising the 25 generating filtered log data by removing the first set of 
field values ; variable portions from the log data , wherein the filtered 

obtaining a final classification result that classifies the log log data comprises the first set of field names and does as being of a particular type at least by applying , by the not include the field values of the fields represented by 
log analytics system , the vectors based on the first set the first set of field names ; 
of field names to one or more classifiers ; and generating vectors that are ( a ) based on the first set of field based on the final classification result : parsing the log , by names in the filtered log data and ( b ) not based on the the log analytics system , using a log parser associated 
with the particular log type ; removed first set of variable portions comprising the 

field values ; wherein the first set of field rule portions is retained in the 
filtered log data subsequent to removing the first set of 35 obtaining a final classification result that classifies the log 
variable portions . as being of a particular type at least by applying , by the 

13. The non - transitory computer readable medium of log analytics system , the vectors based on the first set 
claim 12 , further comprising : of field names to one or more classifiers ; 

determining a set of highest probability candidate log based on the final classification result : parsing the log , by 
types for the log , the set of highest probability candi- 40 the log analytics system , using a log parser associated 
date log types comprising the final classification result with the particular log type ; 
and at least one other candidate classification result wherein the first set of field rule portions is retained in the 
based on the filtered log data ; filtered log data subsequent to removing the first set of 

generating a user interface comprising the set of highest variable portions . 
probability candidate log types . 17. The system of claim 16 , further comprising : 

14. The non - transitory computer readable medium of determining a set of highest probability candidate log 
claim 12 , wherein : types for the log , the set of highest probability candi 

the log data comprises one or more log entries ; date log types comprising the final classification result 
obtaining the log data from the log comprises receiving and at least one other candidate classification result 

the one or more log entries from one or more log 50 based on the filtered log data ; 
gatherers located in a distributed host environment . generating a user interface comprising the set of highest 

15. The non - transitory computer readable medium of probability candidate log types . 
claim 12 , further comprising : 18. The system of claim 16 , wherein : 

applying , by the log analytics system , the filtered log data the log data comprises one or more log entries ; 
by a regular expression ( RE ) classifier to obtain a first 55 obtaining the log data from the log comprises receiving 
classification result ; the one or more log entries from one or more log 

applying , by the log analytics system , the filtered log data gatherers located in a distributed host environment . 
by a non - RE classifier to obtain a second classification 19. The system of claim 16 , wherein : 
result ; applying , by the log analytics system , the filtered log data 

assigning a first weighting to the first classification result 60 to a pattern signature ( PS ) classifier to obtain a first 
to obtain a first weighted classification result corre classification result ; 
sponding to the RE classifier ; applying , by the log analytics system , the filtered log data 

assigning a second weighting to the second classification to a non - PS classifier to obtain a second classification 
result to obtain a second weighted classification result result ; 
corresponding to the non - RE classifier ; and assigning a first weighting to the first classification result 

combining at least ( a ) the first weighted classification to obtain a first weighted classification result corre 
result corresponding to the RE classifier and ( b ) the sponding to the PS classifier ; 
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assigning a second weighting to the second classification 

result to obtain a second weighted classification result 
corresponding to the non - PS classifier ; 

combining at least ( a ) the first weighted classification 
result corresponding to the PS classifier and ( b ) the 5 
second weighted classification result corresponding to 
the non - PS classifier to obtain a final classification 
result that classifies the log as being of a particular type ; 
and 

based on the first weighting and the second weighting , the 10 
first classification result contributes a first percentage 
toward the final classification result and the second 
classification result contributes a second percentage 
toward the final classification result . 
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