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COMPUTERIZED PROCEDURES SYSTEM

GOVERNMENT INTEREST

This invention was made with government support under Contract No. DE-FC07-051D14636
awarded by the United States Department of Energy. The govenment has certain rights in

this invention.

CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims the priority of Provisional Application Serial No. 60/747,714, filed
May 19, 2006; entitled “A DYNAMICALLY DRIVEN COMPUTERIZED OPERATING
PROCEDURES SYSTEM™.

BACKGROUND OF THE INVENTION

1. Field of the Invention
[0001] This invention is directed to a method and apparatus for aiding an operator in

" executing step-by-step procedures during the operation of a complex process facility such as
a nuclear power plant. More particularly, this invention involves a computer based system
which incorporates plant data and interactive plant operator responses in a chient/server
environment in which the procedure, document and authorization databases as well as the
sensor monitoring, procedure evaluator and procedure state management software modules
are maintained on the server and the outputted information is formatted at any one of a

number of client workstations independently of each other.

2. Background Information

[0002] As large process facilities become more complex, the burden placed on the operator to
assimilate large amounts of data, evaluate the status of the process and various components
and systems from those data, and take informed, decisive action based upon such evaluations,
becomes greater. In view of the complexity of the process it is not unlikely that there may be
any number of individuals managing or auditing the process to assure its safe operation.

Such a complex process facihity is a nuclear power generation plant.
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10003) Due to concern for public safety and to the significance of nuclear power generation
1o the world, there has been a steadily increasing emphasis on the need to operate nuclear
power plants safely and reliably. To satisfy this need, written procedures have been
developed to guide the opérator in controlling the power plant. However, many of these
procedures are difficult for the operator to manage in a purely paper format because they
require him to continuously monitor and comprehend numerous plant conditions over an

extended period of time.

[0004] Several attempts have been made to alleviate this problem. One such attempt has
resulted in the safety parameter display system covered by U.S. Patent No. 4,552,718. This
system generates meaningful information for the operator of a pressurized water reactor
(PWR) on six critical safety functions which must be maintained or reestablished if lost
during emergency operation. The system uses a status tree approach to generate
automatically, or lhfough manual responses by an operator, a visual indication of the current
status of all six critical safety functions. This system is used in conjunction with the paper
procedures to alert the operator, who is absorbed n the steps of the particular emergency
procedure, to the overall condition of the plant. While the status tree system advises the
operator of any threats to the critical safety functions, and suggests a procedure to be
followed, the operator must still locate the recommended procedure in the paper procedures
and then follow 1t manually step-by-step. The status tree system also does not keep the
operator apprised of other plant conditions which the paper procedures require t0 be

monitored, but which do not directly affect the critical safety functions.

|0005] U.S. Patent 4,803,039, issued February 7, 1989 1s directed to a computer based system
which both assesses the plant data and provides guidance in light of pre-defined procedures.
In this system, current plant data are used by the computer to trace a path through the logic of
appropriate procedure steps in order to identify a recommended course of action. The course
of action along with related data is displayed for the operator on one or more electronic
display devices. The computer then uses the plant data and the operator’s interactive
response to proceed 1o the next appropriate procedure step. In addition, the computer
simultaneously mom'.tors certain functions which must normally be continuously monitored
by the operator. If a problem becomes apparent in any of these functions, the operator is

alerted and appropriate actions are displayed. In this manner, the operator is relieved of the
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duty of continually gathering and assessing large amounts of data, as required by the purely
paper form of the procedures. This frees the operator to concentrate on operating the plant in
a safe manner when hazardous conditions are not present, and to alleviate potential

emergency situations when hazardous conditions exist.

[0006] U.S. Patent 5,068,080 took such computerized procedure systems one step further
enabling them to recognize successive changes in the monitored systems state and compare
those changes with a preprogrammed sequence of operations and draw the operators’
attention to any undesirable deviations. U.S. Patent 5,553,304 furthered the evolution of
these systems moving away from hard-coded software systems to the use of a relational
database. U.S. Patents 5,881,115 and 7,085,607 further advanced the state of the art in
enabling the operator 10 absorb more data about the steps of the process and the current and
historical conditions of the process while providing an overview of plant operation in a

manner the operators could easily assimilate.

[0007] As these processes further evolved and the process controls developed to be more
sophisticated, it became advisable to have more people involved in the control and
monitoring of the process conditions, such as the developers and other experts, in addition to
the plant operators. 1t is not practical to expect all of these people to be available at the plant
on a continuous basis. Therefore, it is preferable that these individuals be able to monitor the
plant remotely and, desirably, in their native languages. Therefore, there is a need to further
evolve computer based procedures management systems to improve the safe operation of

such complex processes.

|0008] Accordingly, it is the object of this invention to provide a computerized procedure
system that runs on a secure server with the operator and other users having remote access

through workstations at their own resident locations.

[0009] 1t is an additional object of this invention to provide a computerized procedure system
that has a server that can communicate with multiple workstations having different operating

system platforms.

[0010} Furthermore, it is an object of this invention to provide such a system wherein the

workstation operator or other user has the capability to format the data presented on the



WO 2008/016409 PCT/US2007/011868

corresponding workstation in a selected language and format that 1s independent of the
language and format that the same information is being displayed simultaneously on other

workstations at the same or other locations.

[0011] It 1s a further object of this invention to have each workstation’s access to the server

be fully secured and coordinated.

SUMMARY OF THE INVENTION

[0012] These and other objects are realized by the apparatus of this invention, for online,
computer assisted execution by a human operator of procedures for a complex process
facility in which the steps of a selected procedure stored in the computer memory are
sequentially presented to the operator on a display device. A plurality of sensors for

_ generating sensor signals representative of the real time value of a plurality of the process
facility’s parameters that indicate varnous conditions of the process are communicated over a
network to a server. The server has one or more databases which store the procedures,
related documents and authonzation information. The server also houses one or more
software modules that monitor the data from the sensors, evaluate the procedures with respect
to the momtored data and determine the state of the procedures. The server also maintains an
active log of the commands or resources requested from remote workstations where the
operator and other users access selected information on the network. The server output to the
workstations is communicated over a network and comprises the text and structure of the
prbcedure, as well as associated logic and metadata, and the workstation defines the format in
which the server output is presented to the operator or other user. The sequencing of the
computerized procedure system is very similar to that set forth in U.S. Patent 7,085,607,
however, this invention further improves how those steps are processed and displayed to
provide the information in a manner that is tatlored independently to multiple operators and

other users in a manner that they can most easily absorb, e.g., in their own diverse languages.

[0013] In particular, the computerized procedure system senses the starting conditions for
automatic execution of given steps of the procedures so that when satisfied the procedure is
initiated automatically. Stop conditions for automatically stopping a procedure are also

established. The operator also has the option of executing the procedures manually.
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'10014] Some of the procedural steps generate control signals which result in modification of
process conditions. Such control signals can be automatically generated by a procedure
which is running automatically. Some procedures call for verification that the control signal
has been effective before advancing to the next step. In some instances, this may take some
time. If the condition is not satisfied, the step is violated and the automatic sequencing will
terminate requiring operator intervention. A suitable time delay can be provided to allow the
command signal to take effect so that the process may continue automatically. Time delays
can also be programmed into any of the steps of the procedure so that the operator may

follow the sequence of steps during automatic execution.

[0015] Preferably the server has a separate procedure database for storing one or more step-
by-step procedures for operating the process under various conditions; a document database
for storing documents that contain background and amplification for the procedural steps
stored in the procedure database; and an authorization database for storing user names,
passwords and security access levels of the operators and other users authorized to access the
server. Furthermore, preferably, some of the computer software modules on the server

- include a data monitor module for receiving, interpreting and processing the sensor signals; a
procedure evaluator module for receiving the interpreted and processed sensor signals from
the data monitor module and determining whether the entry conditions for entering a
procedure have been satisfied; a procedure state manager module for evaluating the
terpreted and processed sensor signals received from the procedure evaluator module and

- determining the step in one or more of the procedures from the procedure database applicable

to the conditions of the process indicated by the sensor signals and sequencing the applicable

procedure further; and a request handler module for managing and satisfying access and

information requests from one or more computer workstations by drawing on the output of

the server procedure state manager module, the document database and the authdrizalion

database to provide server output to the one or more workstations.

[0016] Desirably the client and server are platform, 1.e., operating system, independent, and a
client on any platform can communicate with the server on any platform. Preferably the
- procedure steps are stored n a plurality of languages and can be displayed on separate
workstations respectively in different languages. The workstation determines the language in
which the applicable steps of the procedure are displayed. The operator or other user also

controls the format in diverse views of the information that is displayed on the workstation.

6
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The operator and other users access to the server is determined by a pre-authonzed level of
security assigned so that only selected information or selected actions may be permitted for

any given user.

[0017] In one preferred embodiment an operator or user may be authorized to edit the
procedures. In such case, each accepted change or series of changes in the procedures is

uniquely 1dentified and prior versions archived.

10018] In another preferred embodiment a backup server, running the same software and
having the same databases, runs in parallel with the main server and assumes control of the
system if the first server goes down. Still in another embodiment the apparatus of this
mvention includes a logger that records and stores the time, the workstation address, the
operator or othér user and the command or other resource requested. In addition, the logger
may record a detailed and time-stamped log of all procedure activations and step transitions,
including specific data values of entry conditions for each procedure activated and data
values for each step when the step is exited. Thus, the computerized procedure system of this
invention operates in a secure, redundant server environment and 1s capable of being accessed
by the operator or other users in a manner that satisfies their individual needs to best

comprehend the status of process conditions.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] A further understanding of the invention can be gained from the following description |
of the preferred embodiments when read in conjunction with the accompanying drawings in

which:

10020} FIG. 1 is a block diagram of an overview of the computerized procedures system of

this invention;

10021] FIG. 2 is a block diagram of the computerized procedures systems’ server illustrated

in FIG. 1;

{0022] FIG. 3 is a block diagram of the computerized procedures system’s client illustrated in

FIG. 1;
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[0023] FIG. 4 is a computer generated display of three diverse views of the same step of a
procedure generated by a client of the computerized procedure system of this invention;

[0024] FIG. 5 is a computer generated view of a status tree display presented by a client of

the computerized procedures system of this invention;

[0025] F1G. 6 is a computer generated display illustrating another view showing the entry

conditions for entering a procedure of the computerized procedures system of this invention;

10026} FIG. 7 is a computer generated view of a workstation display of the computenzed

procedures system workstation of this invention showing the procedures list;

[0027] FIG. 8 is another computer generated view of a client display of this invention similar

to that illustrated in F1G. 4; and

[0028] FIG. 9 is suill another computer generated view of a chent display of this invention

illustrating a second window opened from the view of Figure 8.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

10029] The computerized procedures system of this invention is a data driven, software
based, dynamic system that guides operators through plant operating procedures. 1t monitors
plant data, processes the data and then, based on this processing, identifies the applicable
procedure and presents the status of the procedure steps to the operator. For the AP1000,
advanced passive nuclear power generating plant designed by Westinghouse Electric
Company LLC, the computerized procedures system of this invention will be used for normal

operating procedures, abnormal operating procedures and emergency operating procedures.

{0030} The system provides a consistent structure within which plant operating procedures
are created, maintained and utilized. 1t will permit a reduction in the cycle time needed to
implement changes n the operating procedures because each procedure will reside within the

computerized system as a single file format.
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[0031] The computerized procedures system of this invention combines the textural
pfocedure information synergistically with the plant data required to determine the status of
the steps and then processes that data to give the operator the status of the steps. Hence, 1t
provides the “answers™ o the procedure “questions”. Additionally, the system provides
singe-click links to support graphical displays and documentation that the operator may wish
to view during procedure execution. The system makes an important contribution to the
improved effectiveness of plant procedure execution by providing for multiple user support.
There is no arbitrary limit to the number of users simultaneously accessing the system, with
per user privileges and access rights, on different, client workstations, with different layers of

security.

[0032] The computerized system of this invention embodies a unique user interface that
supports diverse procedure views, e.g., interactive graphical flowchart view, formatted text

.view and dynamic logic view-all at the same time on a single display screen.

[0033] FIG. 1 shows an overview of the computerized procedure system of this invention that
has two main components, the server 14, 16 and the client workstations 20. The main server
14 and backup server 16 are responsible for all dynamic information, while the client
workstations 20 handle presentation of the information and the interaction with the user. The
servers 14, 16 receive information from plant sensors which monitor process conditions, over
the plant instrumentation and control network 12 and output information regarding those
conditions and the applicable procedure steps, over an application network 18 to the various
client workstations 20. The client software on the workstations 20 initiates all transactions.
The server responds to client workstation requests asynchronously, i.e., while responding to
the workstation requests the server continues to monitor the sensor outputs and update the
procedures steps and the workstations continue to process the server outputs and place further
demands on the server. There is no arbitrary limit to the number of clients 20, and all chents
20 connected to the same server are synchronized, so that, the result of an authorized action
request to the server by one workstation is reflected on the display of all the workstations 20.
Both the client workstation 20 and the servers 14, 16 are platform independent. That means a
chient on any platform can communicate with the server on any platform. Thus the server
may run on any operating system platform such as multiple versions of UNIX and Windows

operating systems while the client workstations may run on different ones of the multiple
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versions of UNIX or Windows operating systems. Fufthermore, each of the client
workstations 20 may run on different operating system platforms as well without degrading
communication. All communications between a client workstations 20 and server 14, 16 use
HTTP (Hypertext Transfer Protocol Overview) initiated by the client workstations 20. HTTP
is a protocol used by the worldwide web. Data and computerized documents are passed as
XML (Extensible Markup Language), another convention employed on the web. Optionally,
the communications can be compressed and/or encrypted. Static content, such as online

cdpies of paper documents and online help are delivered in PDF or HTML format.

[0034] The text of the procedures and background and supporting documents that may be
used for reference are stored in multiple languages and may be displayed on different client
workstations 20 in different Janguages. The state of the procedure system is independent of
whether chent workstations 20 are currently running or not. The server 14, 16 handles
authentication and authorization approval of the operator or other users. The server 14, 16
can control all the way from totally blocking a connection to allowing unlimited access on a
per user basis. For example, a user may be provided with read-only privileges if the user’s
sole reason for accessing the computerized procedures system is to monitor the state of the
procedures. Additionally, specific actions and information can be access controlled by the
server on a per user basis on a document-by-document or procedure-by-procedure degree.
The client software on a workstations 20, connects to a server and gets all plant data, system
status, and other related information from the server. The client software on the workstations
20 1s dedicated to interfacing with the server 14, 16 in carrying out the tasks of the
computerized procedures system of this invention, though it should be appreciated that the
workstations may simultaneously run other software and receive and communicate other
information that may be related or totally unrelated to the procedures processed by the system
of this invention. All state information originates in the server, that the authorized users
control from the client workstations 20 through requests for specific procedures or actions.
The procedure document from the server contains the text and structure of the procedure, as
well as associated logic and metadata. From that single procedure document, the client builds
the flowchart, text and logic panes for the procedure. Individual users can configure many '
display options, such as fonts, colors, panel sizes, etc. Options are saved between sessions.
The pfesenlalion of the procedures and procedure related information is controlled by the
client on the workstations 20. For example, the server sends the client the abstract structural

descriptions of the logic trees, along with the associated text, decision logic, and current

10
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values for nodes, but 1t is the client workstations 20 that uses that abstract information to

build the displays of the trees. The server has no knowledge of screen layout, colors, shapes,

fonts, etc.

|0035) FIG. 1 shows the main server 16 connected to the plant instrumentation and control
network 12 from which it receives the sensor signals 13 that also include information on the
quality of the data being received. The server’s procedures output 35 is communicated
through an application network 18 to the client workstations 20. An optional backup server
16 1s connected in paralle] with the main server 14 and includes the identical databases,
compuAler software modules and sensor information as the main server 14. Processing will
automatically transfer over to the backup server 16 should the main server 14 fail for any

reason.

[0036] FIG. 2 is a more detailed block diagram of the computerized procedures system server
14 though it should be appreciated that the same components are employed by the backup
server 16 previously shown in FIG. 1. The procedure database contans all the procedure
information, including the abstract structural descriptions of the procedural logic trees, along
with the associated text in several languages and metadata. The procedure database 22
communicates with a procedure evaluator computer software module 30 that also receives
input from a data monitor 28 that processes and conditions the sensor signals 13. The
procedure evaluator compares the sensor signals with the entry conditions required for the
start of the several procedures and identifies the appropriate procedures whose entry
conditions are satisfied. The procedure evaluator software module 30 communicates with a
procedure state manager computer program software module 32 which monitors the state of
the procedure and at the option of the operator either automatically implements and advances
the consecutive steps of the procedure as each step is satisfied or manually takes the action
directed by the client workstations 20 through the request handler computer software module
34. The request handler computer software module 34 communicates requests and directions
from the client workstations 20 which are conveyed over the application network 18 and
communication link 35. The server 14 also has a logger 36 that monitors and records the
steps of the procedures, entry conditions and other data from the procedure state manager 32,
all of which is time-stamped. The requests and directions from the client workstations 20 are

processed through the application network 18 and communication link 35, by way of the

i1
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request handler computer software module 34. The server logs are stored in database 38 and
can be requested by the workstations 20 through the request handler 34. The document
database 24 stores background documents concemihg the procedure and other reference
material that might be helpful to the operators, in several languages. This information is
available to the operators through the client workstations by requests made to the request
handler 34. The authorization database 26 stores all of the information about authorized

uscrs and can venfy a request for access through the request handler 34.

0037} The server has two main processing tasks. The first is to evaluate pertinent plant data
supplied by the sensors through the client instrumentation and control network 12. The
second is to process client requests that are made through the client workstations 20 and
communicated over the application network 18 to the request handler 34. When the server
first starts or is reset it loads the procedure definitions from the procedure database 22 and
finds those with entry conditions as determined by the procedure evaluator 30. A procedure
can become active by having its entry conditions satisfied or by a user action through the
client workstations 20. When a procedure becomes active, the server 14 monitors the plant
data for the current step, along with related parallel information, through the procedure state
manager 32. A procedure can be inactive, 1.e., not running; monitored, i.e., running
automatically while being monitored; active, i.e., running under the step-by-step direction of
an operator; idle, 1.e., waiting for data that indicates the preconditions for the next step to be
taken has been satisfied; or done, 1.e., cycled through its full complement of steps. All data

has an epoch-based time-stamp for synchronization and network efficiency.

10038] FIG. 3 1s a more detailed block diagram of the client software running on the
workstations 20. All the inputs from the operators and other users are supplied through the
user input 40 to an event handler software module 42. Depending upon the nature of the
‘input the event handler can communicate with the network connection card 58 through the
processor 52, State Control 54 and Request Generator 56, if it is a network event or if the
input concerns the format of the display interface, with the layout control software module
44. The layout control software both stores the layout preferences in a local memory storage
unit 46 and communicates that information to the display generator 48, which formats the
information supplied by the state control software module 54 to build the display which is
presented on the video display unit 50. The request generator 56 periodically requests

updates on the state of the process and the process data is updated through the state control

12
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software module 54 to the display generator. When the client polls, i.e., requests, a dataset
from the server the request may include an optional time-stamp argument. If a time-stamp
argument is included in the request the workstation will receive an empty reply if nothing has
changed since that time. By excluding the time-stamp argument the client can synchronize

with the current state of the server.

[0039] When the client starts up the workstations 20 it connects to the server 14, which

. authenticates the session. The client requésts state information from the server through the
state control software module 54 and request generator 56 and builds its display through the |
display generator 48 based on the system state and user preferences obtained from the local
preference memory 46 saved during the last session. At regular intervals the client
workstations 20 ask the server for any new information which keeps all the clients
synchronized. A change initiated from one client workstation 20 will quickly display on all

other connected client workstations 20.

[0040] Under the user’s control, the chent workstation requests specific procedures. The
procedure document from the server 14 contains the text and structure of the procedure as
well as associated logic and metadata. From that single procedure doéument the client builds
the flowchart, text, and logic panes for the procedure. If the server is monitoring data for a

procedure the client asks for updates to that data at regular intervals.

[0041] The procedure display that is projected on the video display unit 50 js illustrated in
FIG. 4. There are three main panes in the procedure display, i.e., flowchart 60, text 62 and
logic 64, all synchronized to show different views of the same thing. The ﬂowcﬁan 60 shows
an overview of the procedure’s structure and flow with a focus on the current step 23. There
is text in each box that summarizes the step. The text in each box can be expanded upon by
hovering the cursor over the appropriate box. Most if not all of the outlined areas on the
display are context sensitive in that when relevant to a particular step outlined areas will be
available and active and hovering over them wiil open text that further explains the outlined
area’s function. The user can click on any node to set the focus and/or navigate ;hrough the
flowchart. Hovering, navigating, actively highlighting, moving the cursor, or pressing the
mouse can all be used to display text. The flowchart display is automatically scaled to fit the
‘width of the panel. The steps that are satisfied are shown in the lower right comer of each

box on the left hand side of the flow chart display 60 with a green check while those that are

13
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- violated are shown with the red X in the same location. The text display 62 is shown in the
upper right region of the display and shows the full text of the current step, formatted to look
 like the paper version. RNO which stands for Response Not Obtained, is indented instead of
| being set out in a separate column. The RNO identifies an alternative step that needs to be
taken if the expected response to the previous step is not obtained. The active or focused
node, in this case 23, is highlighted. The context sensitive navigation buttons 68 are either |
shown with dark print and outlining or are grayed-out depending whether they are applicable
to the particular step highlighted. In this case, step 23 has no RNO or GOTO navigation
command applicable. However, if the step 23(a) was highlighted the RNO and GOTO
navigation buttons 68 would be shown as active. The logic portion of the display 64 1s shown
in the lower right portion of the screen and displays the logic for the current step, i.e., the
) logic for the active/focus node highlighted. Checks and X's respectively show true/false
conditions for the logic conditions specified. Values of vanables along with an indication of
the quality of the data are shown in square brackets. The user controls the font size and color.
The buttons 72 in the upper night header of the display, when activated, will provide
information on the entry conditions for the procedure, a copy of the specific procedure
document, background documents that may help the user better understand the procedure and

graphics which are relevant to the current step of .ihe procedure that is highlighted.

[0042] When the CSF trees tab 66 is selected the screen transfers to the display illustrated in
FIG. 5. CSF stands for Critical Safety Function, which displays a logic tree for six separate
cntical functions that are constantly monitored, regardless of the other procedures being
followed, to assure plant safety. The six cntical functions are sub-cnticality, i.e., to assure
that the fissionable reactions within the core are being maintained below that which would
create a sustained chain reaction, as measured by the in-core and ex-core neutron detectors;
core cooling, i.e., the exit temperature of the reactor coolant as measured by the in-core
thermocouples; heat sink, i.e., the level of the steam generator secondary feed water as
measured by the feed water level sensors; integrity, 1.e., the pressure in the primary side of
the plant as measured by the reactor coolant system pressure sensors; containment condition,
1.e., the temperature, pressure, humidity, etc., of the environment in the containment, as
measured by local sensors; and coolant inventory, i.e., the level of coolant within the core as
measured by pressurizer coolant level, as shown in FIG. 5. In the upper left corner of the

CSF trees display below the tabs 66 are six buttons one for displaying the logic tree for each
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of the Critical Safety Functions. Each button 74 has an icon on its left representative of the
state of the Critical Safety Function (CSF) that it represents. Solid red would indicate the
most serious state while solid green would indicate normal operation; with shades in between
indicating gradients of states from worst to best. The CSF tab 66 also has an icon on the
- extreme left that indicates the most serious state among the six Critical Safety Functions,
however the operator cannot tell which function is in the most serious state without opening
- the window illustrated in FIG. 5 by clicking on the CSF tab 66. The icon for the highest
priority CSF comes up first when the tab 66 for the CSF trees is actuated. The trees are
identical to the paper version of the procedures with added highlighting of the current path.
The operator can navigate to the procedure from the corresponding terminus 76 shown on the
far rightv of the display. The relevant CSF trees display takes priority over the display shown
in FIG. 4 if the corresponding critical safety function indicates an emergency condition. The
CSF tree displays are themselves prioritized inorder in which the buttons 74 are listed in
FIG. 5.
[0043] 1f the entry conditions button 72 shown in FIG. 4 is actuated a pop-up box like the one
lustrated in FIG. 6 is displayed showing the entry conditions for the corresponding
procedure. In other words, the pop-up box shown in FIG. 6 displays the conditions that must
be met 1o enter, in this case, procedure E-0; step 23 of which was highlighted in FIG. 4. The
checks and X's 1n the boxes on the left of FIG. 6 show whether the conditions have been met
and the actual values for the monitored parameters are shown in brackets. The brackets also
show the quality of the data with the O within the brackets of the low pressurizer pressure
- condition indicating that the corresponding pressure sensors are “OFF SCAN” and the data
within the brackets is old data. Typically the sensor output signals are scanned once a second
10 update the data readings unless they are taken off line or for some other reason stop
transmitung. The “F” within the brackets under the “Low Pressurizer Level” label means the
data is of fair quality. *“P” would stand for poor quality, “B” would stand for bad quality and
no quality indication means the data is good. Once a condition is met and the corresponding
procedure is entered, the entry condition display stops updating and provides a record of what

caused entry to the procedure.

10044] 1f the procedure list tab 66 is actuated the procedure directory illustrated in FIG. 7 is
displayed showing all available procedures. The list is sortable by columns and can be
searched within each column. The directory shows the state of each procedure, the operator

that entered and is operating the procedure, the stef) the procedure is 1n and the entry
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condition which was the reason for the procedure being activated. The user has the ability to
filter the list, e.g., only have the active procedures showing, to aid the user in monitoring the

list.

[0045] The computenized procedure system server supports an editor client for creating and
modifying the procedures. The procedure can be viewed in the editor as it will be seen in the
runtime client. The procedure is contained in one file that includes the text, structure, logic
and metadata. The stored procedures contain the combined information for multiple methods
of display along with the logic for evaluating the state of the process. From the stored .
procedure the system can generate a paper printout, build the client displays, and evaluate the
state of the plant in relationship to the procedure. As previously mentioned the text can be in
multiple languages. The main unit in the procedure is a step which may include substeps,

RNOs, notes and cautions, all of which can be edited.

[0046] FIG. 8 illustrates another view of the procedures display previously illustrated in FIG.

" 4. FIG. 8 shows another step of the E-0 procedure and by comparing the two windows

" 1llustrated in FIGS. 4 and 8 some differences in formatting can be appreciated. 1f the cursor
15 left clicked on the tab E-3 in the view shown in F1G. 8 and dragged, a sepérate window
opens up and shows the current step of the E-3 procedu‘re, m this case Step 1 as shown FIG.
9. The separate windows can be positioned on the screen so that they are completely visible
to lhé operator so that the operator can run two or more procedures simultaneously. That is,
operator A can run procedures A and B simultaneously on the same or different workstations
or operator A can run procedure A and operator B can run procedure B simultaneously on the

same or different workstations.

10047] All requests to a server from a client are logged. Each log entry contains at least the
'time, the client address, the user, and the command or resource requested.: A more detailed
log 1s kept of active procedures. A detailed and time-stamped-log is kept of all procedure
activations and step trénsitions. The specific data values of the entry conditions are logged,
and the data values for each step are logged when the step is exited. All of this information is

available at the workstations 20 of authorized users.

|0048] Thus, the computerized procedure system embodies a unique user interface that

“supports diverse procedure views, €.g., interactive graphical flowchart view, formatted text

16
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view and dynamic logic view that presents a wealth of information to the operators and those
monitoring the process in a manner that can be easily assimilated. While specific
embodiments of the invention have been described in detail, it will be appreciated by those
skilled in the art that various modifications and alternatives to those details could be
developed in hght of the overall teachings of the disclosure. For example, it should be
appreciated that the term database has been used in describing the preferred embodiment in a
very general sense as a collection of data or other information organized for rapid search and
retrieval and should not be construed as limited to any particular database format.
Accordingly, the particular embodiments disclosed are meant to be illustrative only and not
limiting as to the scope of the invention which is to be given the full breath of the appended

claims and any and all equivalents thereof.

17
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What is claimed 1s:

1. Apparatus for assisting an operator in the execution of procedure steps in a

complex process facility to manage a complex process and other users to monitor the process,

comprnsing.

a plurality of sensors for generating signals representative of the real-time
value of a plurality of facility parameters that indicate various conditions of the
process; |

a server having one or more databases and computer program modules in
electrical communication with said sensdr signals and operable to provide a server
output along a computer network that identifies the steps of a procedure applicable to
the process conditions identified by the sensor signals; and

one or more workstations connected to the computer network for receiving
and displaying the server output and for requesting information from the server
wherein the server output comprises the text and structure of the procedure, as well as
associated logic and meta data and the workstation defines the format in which the

server output is presented to the operator or other user.

2. The apparatus of Claim 1 wherein the one or more databases comprise:
| a procedure database for storing one or more step-by-step procedures
for operating the process under varnious conditions;

a document database for storing documents that contain background
and amplification for the procedural steps stored in the procedure database;
and

an authorization database for storing user names, passwords and
security access levels of the operators and other users authorized to access the

se€rver.

3. The apparatus of Claim 1 wherein the one or more co'mputer modules

comprise:

a data monitor module for receiving, interpreting and processing the

sensor signals;

18
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a procedure evaluator module for receiving the interpreted and
processed sensor signals from the data monitor module and determining
whether the entry conditions for entering the procedure have been satisfied;

a procedure state manager module for evaluating the interpreted and
processed sensor signals received from the procedure evaluator module and
determining the step in the process applicable to the conditions of the process
indicated by the sensor signals and sequencing through the applicable
procedure steps; and

a request handler module for managing and satisfying access and
iﬁformation requests from the one or more computer workstations by drawing
on the outputs of the procedure state manager module, the document database
and the authorization database to provide the server output to the one or more

workstations.

4. The apparatus of Claim 1 wherein the server output can accommodate any

operating system platform run on the workstation.

5. The apparatus of Claim 1 wherein the procedure steps are stored in the
procedure database on the server in a plurality of languages including at least two
workstations wherein the applicable steps of the procedure are displayed on the workstations

in different languages.

6. The apparatus of Claim 5 wherein the documents are stored on the document

database on the server in a plurahty of languages.

7. The apparatus of Claim 5 wherein the workstation determines the language in

which the applicable steps of the procedure are displayed.

8. The apparatus of Claim 2 wherein the operator or other user, at one
workstation, may have different security levels of access to the information on the server and

to control the process than other users at other workstations.

9. The apparatus of Claim 8 wherein in the information to be accessed and the

actions permitted to be taken for each user can be controlled individually to a fine degree.
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10.  The apparatus of Claim 8 wherein the appropriate security level of access 1s
chosen from, e.g., rights to monitor only, rights to monitor and control the process, and rights

to edit the procedural steps in the procedure database and/or the computer program modules.

11.  The apparatus of Claim 1 including means for uniquely identifying each
accepted change or senes of changes in the procedure and/or database information and

archiving pnior versions.

12. The apparatus of Claim 1, including a plurality of workstations wherein each

workstation supports diverse procedure views independent of the other workstations.

13.  The apparatus of Claim 1 wherein the server is a first server, further including
a second server wherein the second server includes the same databases and computer
program modules as the first server and is connected to a same sensor network and a same
workstation network as the first server so that the second server receives any changes in the
databases, computer program modules and any other information that the first server receives
and the second server automatically takes o.ver communications with the workstations if the

first server fails.

14.  The apparatus of Claim 1 wherein one or more of the databases includes a
procedures database that includes a complete definition of the procedure as a single file that

comprise the entire text, structure, logic and dynamics of the procedure.

15. The apparatus of Claim 1 wherein data from the sensors is time stamped and

stor_ed.

16.  The apparatus of Claim 15 wherein when an operator or other user from a
workstation includes a sensor data update with an optional timestamp argument the server
will provide an empty reply if nothing has changed since a time identified in the timestamp
argument and if the imestamp argument is not included the workstation will synchronize

with the current state of the server.
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17.  The apparatus of Claim 1 including a logger that records and stores the time,
the workstation address, the operator or other user and the command or other resource

requested.

18.  The apparatus of Claim 17 wherein the logger records a detailed and time
stamped log of all procedure activations and step transitions, including specific data values of

entry conditions and data values for each step when the step‘is exited.

19.  The apparatus of Claim 1 wherein the format defined by a client software
running on the workstation includes a windows environment in which procedure information
of interest is displayed in a first window, wherein the display in the first window includes at
least one tab, corresponding to procedufe information not displayed in the first window, that
when the tab is activated opens a second window displaying the corresponding procedure
information and wherein dragging the tab in the first window displays the first and second

windows concurrently.

20. The apparatus of Claim 19 wherein the first window displays a step of a first

procedure and the second window displays another step of a second procedure.

21 The apparatus of Claim 20 wherein the first procedure and the second

procedure are executed concurrently.

22 The apparatus of Claim 19 wherein the tab in the first window includes an

icon that provides information on a state of the corresponding procedure information.
23. The apparatus of Claim 1 for executing a first procedure and a second

procedure concurrently wherein the first procedure and the second procedure are run on the

same or separate workstations in separate windows.
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f E-0 Entry Conditions [E”:D:'\

Entry conditions met fri May 19
13:53:20 2006

Low Pressurizer Pressure
(RCS-P191A-1 MED [594.95 0O]) < 1795
Low Pressurizer Level
(PMSA-RCPL-1-MED [9.95 F]) < 10
Reactor Trip Breakers OPEN
(PMS-RTSAO01-0OPN [-5.05]) ==1 and
(PMS-RTSA02-OPN [-5.05]) ==1

FIG. 6
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