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related data is received . For example , data representing a 
current position of the mobile device , such as Bluetooth low 
energy beacon signals , WiFi signals , and the like , may be 
monitored . In response to determining that the current 
position is within a threshold proximity of a first location , 
the user interface may be updated to emphasize a first 
location interface corresponding to the first location over 
interfaces corresponding to other locations . 
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CONTEXTUAL APPLICATION 
INTERACTIONS WITH CONNECTED 

DEVICES 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[ 0001 ] This application claims priority to U . S . Provisional 
Patent Application No . 62 / 450 , 460 , filed Jan . 25 , 2017 , the 
content of which is incorporated herein by reference in its 
entirety . 

BACKGROUND 
[ 0002 ] This disclosure relates generally to providing con 
textual interactions with connected devices via a network . 
Examples of such connected devices include conventional 
appliances , entertainment electronics , hazard detectors , 
lighting devices , components of climate control systems , 
and other known Internet of Things ( “ JOT ” ) devices . Users 
of conventional solutions may interact with such connected 
devices using pre - defined , static user interfaces presented by 
client applications running on computing devices . These 
static user interfaces may not account for external informa 
tion that impacts a context of the user ' s interaction with the 
connected devices . For example , static user interfaces may 
not account for a user ' s current location when interacting 
with the connected devices . 

BRIEF DESCRIPTION OF THE DRAWINGS 
[ 0003 ] FIG . 1 depicts an example general purpose com 
puting environment in which embodiments of the invention 
may be implemented . 
[ 0004 ] FIG . 2 depicts an example operational environment 
for implementing aspects of the present invention . 
[ 0005 ] FIG . 3 illustrates an example of providing location 
based contextual interactions with connected devices . 
[ 0006 ] FIGS . 4A - 4B depict examples of user interfaces 
providing location - based contextual interactions in the 
embodiment of FIG . 3 . 
[ 0007 ] FIG . 5 illustrates another example of providing 
location - based contextual interactions with connected 
devices . 
[ 0008 ] FIGS . 6A - 6B depict examples of user interfaces 
providing location - based contextual interactions in the 
embodiment of FIG . 5 . 
[ 0009 ] FIG . 7 illustrates an example of providing event 
based contextual interactions with connected devices . 
[ 0010 ] FIG . 8 illustrates another example of providing 
event - based contextual interactions with connected devices . 
[ 0011 ] FIG . 9 illustrates another example of providing 
event - based contextual interactions with connected devices . 
[ 0012 ] FIG . 10 illustrates an example of providing guest 
access for contextual interactions with connected devices . 
[ 0013 ] FIG . 11 is a schematic diagram illustrating an 
example cloud - based server that may be used in accordance 
with aspects of the present invention . 

connectivity that is configured to communicate with other 
computing devices via one or more networks ( e . g . , network 
250 of FIG . 2 ) . That is , a connected device is capable of 
serving as an endpoint , connection point , and / or a redistri 
bution point of a communication session communicatively 
coupling the connected device with another network - con 
nected computing node . In an embodiment , a connected 
device is an IOT device . In contrast , “ non - connected device " 
refers to a non - addressable device lacking network connec 
tivity that is not configured to communicate with other 
computing devices via one or more networks . 
[ 0015 ] According to an aspect of the subject matter , a 
system is provided for contextual interaction with connected 
devices . The system includes a mobile device having a 
display on which a user interface is presented . The user 
interface enables access to functionalities provided by the 
connected devices . The system monitors , at the mobile 
device , data representing a current position of the mobile 
device within a structure . The system also determines , at a 
first time , that the current position is within a threshold 
proximity of a first location of the structure . In response to 
determining that the current position is within the threshold 
proximity , the system updates the user interface to empha 
size a first location interface corresponding to the first 
location over interfaces corresponding to other locations of 
the structure . 
[ 00161 In another embodiment , a method provides for 
contextual interaction with connected devices . The method 
includes monitoring , at a mobile device , data representing a 
current position of the mobile device . The method also 
includes determining , at a first time , that the current position 
is within a threshold proximity of a first structure . In 
response to determining that the current position is within 
the threshold proximity , a user interface of the mobile device 
is updated to present a first structure interface enabling 
access to functionalities provided by connected devices at 
the first structure . 
[ 0017 ] In another embodiment , a system provides for 
contextual interaction with connected devices . The system 
includes a mobile device having a display on which a user 
interface is presented . The user interface enables access to 
functionalities provided by the connected devices . The sys 
tem detects , at the mobile device , data indicative of a first 
connected device proximate to the mobile device . In 
response to detecting the data indicative of the first con 
nected device , the system updates the user interface to 
present a request interface associated with the first con 
nected device . The system forwards , to a remote server , an 
access request that is received via the request interface . A 
permission setting granting access to the first connected 
device is received from the remote server in response to the 
access request . The user interface is updated to present an 
access interface enabling access to functionalities of the first 
connected device that are designated in the permission 
setting . 
[ 0018 ] . Having briefly described an overview of embodi 
ments of the invention , an example of a computing envi 
ronment suitable for implementing the embodiments is 
described below . Referring to the figures generally and 
initially to FIG . 1 in particular , an exemplary computing 
environment in which embodiments of the present invention 
is depicted and generally referenced as computing environ 
ment 100 . As utilized herein , the phrase " computing system " 
generally refers to a dedicated computing device with pro 

DETAILED DESCRIPTION OF EMBODIMENTS 
[ 0014 ] Various aspects of the present disclosure described 
herein are generally directed to systems , methods , and 
computer - readable storage media for , among other things , 
providing contextual interactions with connected devices 
and associated functionality . As used herein , “ connected 
device ” refers to an addressable device having network 
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cessing power and storage memory , which supports operat 
ing software that underlies the execution of software , appli 
cations , and computer programs thereon . As used herein , an 
application is a small in storage size , specialized program 
that is downloaded to the computing system or device . In 
some cases , the application is downloaded from an “ App 
Store ” such as APPLE ' S APP STORE or GOOGLE ' s 
ANDROID MARKET . After download , the application is 
generally installed on the computer system or computing 
device . As shown by FIG . 1 , computing environment 100 
includes bus 110 that directly or indirectly couples the 
following components : memory 120 , one or more proces 
sors 130 , I / O interface 140 , and network interface 150 . Bus 
110 is configured to communicate , transmit , and transfer 
data , controls , and commands between the various compo 
nents of computing environment 100 . 
[ 0019 ] Computing environment 100 typically includes a 
variety of computer - readable media . Computer - readable 
media can be any available media that is accessible by 
computing environment 100 and includes both volatile and 
nonvolatile media , removable and non - removable media . 
Computer - readable media may comprise both computer 
storage media and communication media . Computer storage 
media does not comprise , and in fact explicitly excludes , 
signals per se . 
[ 0020 ] Computer storage media includes volatile and non 
volatile , removable and non - removable , tangible and non 
transient media , implemented in any method or technology 
for storage of information such as computer - readable 
instructions , data structures , program modules or other data . 
Computer storage media includes RAM ; ROM ; EE - PROM ; 
flash memory or other memory technology ; CD - ROMs ; 
DVDs or other optical disk storage ; magnetic cassettes , 
magnetic tape , magnetic disk storage or other magnetic 
storage devices ; or other mediums or computer storage 
devices which can be used to store the desired information 
and which can be accessed by computing environment 100 . 
[ 0021 ] Communication media typically embodies com 
puter - readable instructions , data structures , program mod 
ules or other data in a modulated data signal such as a carrier 
wave or other transport mechanism and includes any infor 
mation delivery media . The term “ modulated data signal ” 
means a signal that has one or more of its characteristics set 
or changed in such a manner as to encode information in the 
signal . By way of example , communication media includes 
wired media , such as a wired network or direct - wired 
connection , and wireless media , such as acoustic , RF , infra 
red and other wireless media . Combinations of any of the 
above should also be included within the scope of computer 
readable media . 
[ 0022 ] Memory 120 includes computer - storage media in 
the form of volatile and / or nonvolatile memory . The 
memory may be removable , non - removable , or a combina 
tion thereof . Memory 120 may be implemented using hard 
ware devices such as solid - state memory , hard drives , opti 
cal - disc drives , and the like . Computing environment 100 
also includes one or more processors 130 that read data from 
various entities such as memory 120 , I / O interface 140 , and 
network interface 150 . 
[ 0023 ] I / O interface 140 enables computing environment 
100 to communicate with different input devices and output 
devices . Examples of input devices include a keyboard , a 
pointing device , a touchpad , a touchscreen , a scanner , a 
microphone , a joystick , and the like . Examples of output 

devices include a display device , an audio device ( e . g . 
speakers ) , a printer , and the like . These and other I / O devices 
are often connected to processor 110 through a serial port 
interface that is coupled to the system bus , but may be 
connected by other interfaces , such as a parallel port , game 
port , or universal serial bus ( USB ) . A display device can also 
be connected to the system bus via an interface , such as a 
video adapter which can be part of , or connected to , a 
graphics processor unit . I / O interface 140 is configured to 
coordinate I / O traffic between memory 120 , the one or more 
processors 130 , network interface 150 , and any combination 
of input devices and / or output devices . 
[ 0024 ] Network interface 150 enables computing environ 
ment 100 to exchange data with other computing devices 
( e . g . , client device 210 , connected devices 230A - C , and 
server 250 of FIG . 2 ) via any suitable network ( e . g . , network 
250 ) . In a networked environment , program modules 
depicted relative to computing environment 100 , or portions 
thereof , may be stored in a remote memory storage device 
accessible via network interface 150 . It will be appreciated 
that the network connections shown are exemplary and other 
means of establishing a communications link between the 
computers may be used . 
[ 0025 ] Turning to FIG . 2 , an example operational envi 
ronment for implementing aspects of the subject matter is 
depicted and referenced generally by designator 200 . FIG . 2 
and the other figures use like reference numerals to identify 
like elements . A letter after a reference numeral , such as 
“ 230A ” , indicates that the text refers specifically to the 
element having that particular reference numeral . A refer 
ence numeral in the text without a following letter , such as 
“ 230 ” , refers to any or all of the elements in the figures 
bearing that reference numeral . The components shown in 
FIG . 2 are a few of the components that embodiments of the 
present invention may interact with during operation . 
Accordingly the components therein are described with an 
emphasis on function and in brief for the sake of simplicity . 
One skilled in the art will recognize that operational envi 
ronment 200 is but one example of a suitable operational 
environment for implementing aspects of the invention . As 
such , operational environment 200 is not intended to suggest 
any limitation as to the scope of use or functionality of the 
invention . Thus , the example operational framework is to be 
treated as illustrative only and in no way limit the scope of 
the claims . 
[ 0026 ] As discussed above , users of conventional solu 
tions may interact with connected devices using pre - defined , 
static user interfaces presented by client applications run 
ning on computing devices . Such static user interfaces may 
not account for external information that impacts a context 
of a user ' s interaction with a particular connected device . By 
not accounting for that external information , conventional 
solutions require the user to navigate through various levels 
of interfaces and / or menus to identify an interface corre 
sponding to the particular connected device . This approach 
decreases user efficiency thereby negatively impacting the 
user ' s experience . Furthermore , the user ' s computing device 
must process multiple user inputs as the user navigates 
through the various levels of interfaces and / or menus 
thereby negatively impacting an efficiency of the computing 
device . 
[ 0027 ] Operational environment 200 is configured to 
leverage various sources external information that impacts a 
context of a user ' s interaction with connected devices . 



US 2018 / 0212791 A1 Jul . 26 , 2018 

Providing contextual interaction with the connected devices 
enables operational environment 200 to improve user expe 
rience and computing device efficiency by allowing users to 
interaction with connected devices in a seamless manner . 
Operational environment 200 includes client device 210 that 
is comprised of circuitry configured to effectuate client 
application 220 for providing contextual interaction with 
one or more connected devices ( e . g . , connected devices 
230A - C ) and their associated functionalities . As used herein , 
the term “ client device ” can be used interchangeably with 
the terms “ mobile device , " “ portable device , ” and “ comput 
ing device . ” Operational environment 200 may include any 
number of client devices . A single client device is shown for 
the sake of simplicity . In an embodiment , client device 210 
is implemented in a computing environment similar to 
computing environment 100 of FIG . 1 . 
[ 0028 ] Client device 210 can be implemented as any 
device capable of processing machine - readable instructions . 
Examples of suitable devices for implementing client device 
210 include a desktop computer , a laptop computer , a 
smartphone , a notepad computer , a game console , an enter 
tainment appliance , and the like . Client device 210 may be 
associated with a user . The user is the person submitting 
instructions and interacting with client device 210 . 
100291 Client application 220 is configured to present a 
user interface on a display of client device 210 through 
which the user associated with client device 210 may 
interact with connected devices . In an embodiment , client 
application 220 is a native application executing within a 
local computing environment instantiated using computing 
resources provided by client device 210 . In an embodiment , 
client application 220 is a web application executing within 
a runtime environment of a web browser or other web based 
interface . In an embodiment , client application 220 is a 
virtualized application executing in a virtualized environ 
ment communicatively coupled to client device 210 via 
network 260 . For example , client application 220 may be a 
virtualized application deployed within a session - based 
desktop environment or a virtual machine - based desktop 
environment . In an embodiment , client application 220 is a 
hybrid application comprising a local process executing on 
computing resources provided by client device 210 and a 
remote process executing on computing resources provided 
by a remote computing device ( e . g . , server 250 ) . 
[ 0030 ] Some embodiments of the invention described 
herein discuss client device displays in terms of touch 
screens ( or touch - sensitive displays ) for the sake of enable 
ment . However , embodiments are not limited to a touch 
screens , but rather may include other known displays 
capable of displaying graphics and text associated with an 
application . As known by those skilled in the art , a touch 
screen is concurrently an input device and an output device 
as it provides both input and output interfaces for through 
which a client device and an associated user interact . 
[ 0031 ] Auser interface presented by client application 220 
includes one or more interface elements associated with 
functionalities provided by connected devices . The one or 
more interface elements may include information elements 
enabling data access to the connected devices . Information 
elements provide users with information relating to device 
state ( e . g . , on / off , open / closed , active / inactive , error codes , 
and the like ) , environmental conditions ( e . g . , ambient tem 
perature , ambient humidity , illuminance , and the like ) , and 
device attributes ( e . g . , device make , device model , device 

identifier , and the like ) . In an embodiment , information 
elements may also provide users with data generated by the 
connected devices , such as sensor data and image data . 
[ 0032 ] As another example , the one or more interface 
elements may include control elements enabling control 
access to the connected devices . Control elements are select 
able to generate control commands that are communicated to 
a corresponding connected device . In response to receiving 
a control command , the corresponding connected device 
modifies one or more of its controllable parameters . Stated 
differently , control elements are selectable to modify , con 
trol , adjust , and / or otherwise influence a current device state 
of a corresponding connected device . For example , client 
application 220 may present a user interface having a control 
element that is selectable to transition a lighting device from 
an “ OFF ” state to an “ ON ” state . As another example , client 
application 220 may present a user interface having a control 
element that is selectable to adjust a temperature set point of 
a thermostat 
[ 0033 ] Operational environment 200 may include any 
variety of connected devices 230 . For example , operational 
environment 200 may include connected devices ( e . g . , con 
nected device 230A ) that provide remote clients ( e . g . , client 
device 210 or server 250 ) with direct access to its function 
alities . For example , connected device 230A may be imple 
mented as an appliance ( e . g . , a refrigerator , a coffee maker , 
an alarm clock , and the like ) , entertainment electronics ( e . g . , 
a television , an audio device , a gaming system , and the like ) , 
hazard detectors ( e . g . , a smoke detector , a carbon monoxide 
detector , and the like ) , lighting devices ( e . g . , a light bulb , 
architectural lighting , and the like ) , components of climate 
control systems ( e . g . , a heater , an air conditioner , a thermo 
stat , and the like ) , and any other known Internet of Things 
( “ TOT " ) device . 
[ 0034 ] Operational environment 200 may also include 
connected devices ( e . g . , connected device 230B ) that inter 
face with non - connected devices ( e . g . , non - connected 
device 240 ) to provide remote clients ( e . g . , client device 210 
or server 250 ) with indirect access to functionalities pro 
vided by the non - connected devices . For example , con 
nected device 230B may be implemented using a “ smart 
plug ” that is configured to enable remote clients to connect 
and disconnect non - connected devices from an electrical 
power source , schedule electrical power to non - connected 
devices , and monitor non - connected devices energy usage . 
[ 0035 ] Server 250 provides computing resources to 
remote clients ( e . g . , client device 210 and / or connected 
devices 230A - C ) via network 260 . Server 250 may be 
implemented using one or more computing devices each 
composed of well - known hardware components such as one 
or more processors coupled to network interfaces and stor 
age devices . In an embodiment , a computing device further 
includes a virtualization component ( e . g . , hypervisor or 
virtual machine monitor ) permitting a plurality of computing 
devices to share underlying physical hardware of the com 
puting device . The one or more processors of server 250 
execute various software components ( e . g . , computer 
executable instructions ) loaded from non - transitory storage 
devices . By executing the software components , the one or 
more processors are configured to perform various function 
alities on behalf of the remote clients . 
[ 0036 ] In an embodiment , server 250 is a cloud - based 
server providing a shared pool of configurable computing 
resources to remote clients as a service . That is , server 250 



US 2018 / 0212791 A1 Jul . 26 , 2018 

may be implemented with a service - oriented architecture in 
which software components executing on hardware 
resources associate with server 250 provide services to other 
software components executing on remote devices ( e . g . , 
client device 210 and / or connected devices 230A and 230B ) . 
Examples of such services provided by server 250 include 
infrastructure services , platform services , software applica 
tion services , and combinations thereof . 
[ 0037 ) Network 260 represents any communication net 
work that enables computing devices to exchange data . 
Network 260 may include a combination of discrete net 
works that may use different communication protocols , but 
is depicted in simple form to not obscure other aspects of the 
present invention . For example , network 260 may be imple 
mented using a cellular network , a WiFi / broadband network , 
a local area network ( LAN ) , a wide area network ( WAN ) , a 
telephony network , a fiber - optic network , an infrared net 
work , the Internet , or a combination thereof . Communica 
tion over the network 260 may be enabled by any combi 
nation of wired communication links or wireless 
communication links . 
[ 0038 ] Operational environment 200 may optionally 
include connected hub 270 as indicated by the dashed lines . 
Connected hub 270 , in general , serves as an end access point 
for remote clients ( e . g . , client device 210 or server 250 ) to 
interact with one or more connected devices ( e . g . , connected 
device 230C ) via network 260 . In operational environment 
200 , a remote client establishes a communication session 
with a network interface of connected hub 270 . Connected 
hub 270 and the remote client exchange communications 
regarding connected devices within the communication ses 
sion . For example , connected hub 270 may receive a com 
mand instruction from a remote client within a communi 
cation session via the network interface . As another 
example , connected hub 270 may communicate information 
associated with one or more connected devices to the remote 
client within the communication session via the network 
interface . 
[ 0039 ] FIG . 3 illustrates an example of providing location 
based contextual interactions with connected devices . In the 
example of FIG . 3 , a client device traversing within a 
structure 300 associated with connected devices in accor 
dance with one embodiment of the invention . The client 
device may have a display for presenting a user interface that 
enables access to functionalities provided by the connected 
devices . A client application ( e . g . , client application 220 of 
FIG . 2 ) may monitor data representing a current position of 
the client device within structure 300 . Examples of such data 
representing the current position may include : a Bluetooth 
Low Energy ( “ BLE ” ) beacon , a WiFi signal , a cellular 
network signal , and the like . 
[ 0040 ] At a first time , the client application may determine 
that a current position of the client device ( represented by 
client device 310A ) is within a threshold proximity of a first 
location 330 of structure 300 . For example , the client 
application may receive a wireless signal from a first con 
nected device 335 at the first time . Using that wireless 
signal , the client application of this example may determine 
that the current position is within the threshold proximity of 
the first location 330 . Responsive to that determination at the 
first time , the client application may update the user inter 
face to emphasize a first location interface corresponding to 
the first location 330 over interfaces corresponding to other 
locations of structure 300 . For example , if the first location 

330 is a kitchen , the user interface may be updated as shown 
in the embodiment depicted in FIG . 4A . As best seen in FIG . 
4A , the client application may bring a first location interface 
410 corresponding to the kitchen to an upper portion ( or 
easier to access locations ) of a user interface 400A . 
[ 0041 ] Returning to FIG . 3 , at a second time subsequent to 
the first time , the client application may determine that the 
current position of the client device ( represented by client 
device 310B ) is in closer proximity to a second location 340 
of structure 300 . For example , the client application may 
receive a wireless signal from a second connected device 
345 at the second time . Using that wireless signal , the client 
application of this example may determine that the current 
position is in closer proximity to the second location 340 . 
Responsive to that determination at the second time , the 
client application may update the user interface to empha 
size a second location interface corresponding to the second 
location 340 over the first location interface . For example , if 
the first location 330 is a kitchen and the second location 340 
is a bedroom , the user interface may be updated as shown in 
the embodiment depicted in FIG . 4B . As best seen in FIG . 
4B , the client application may bring a second location 
interface 420 corresponding to the bedroom to the upper 
portion of a user interface 400B . In doing so , the client 
application may move interfaces corresponding to other 
locations of structure 300 ( e . g . , first location interface 410 ) 
to lower portions ( or less accessible locations ) of the user 
interface 400B . 
[ 0042 ] FIG . 5 illustrates another example of providing 
location - based contextual interactions with connected 
devices . In the example of FIG . 5 , a client device traversing 
between structures associated with connected devices in 
accordance with one embodiment of the invention . The 
client device may also have a display for presenting a user 
interface that enables access to functionalities provided by 
the connected devices . A client application ( e . g . , client 
application 220 of FIG . 2 ) may monitor data representing a 
current position of the client device . Examples of such data 
representing the current position may include : a BLE bea 
con , a WiFi signal , a GPS signal , a cellular network signal , 
and the like . 
[ 0043 ] At a first time , the client application may determine 
that a current position of the client device ( represented by 
client device 510A ) is within a threshold proximity of a first 
structure 520 . For example , a client application in a GPS 
denied environment ( e . g . , inside an apartment building or a 
shopping mall ) may receive a wireless signal from a WiFi 
access point associated with the first structure 520 at the first 
time . Using that wireless signal , the client application of this 
example may determine that the current position is within 
the threshold proximity of the first structure 520 . Responsive 
to that determination at the first time , the client application 
may update the user interface to present a first structure 
interface enabling access to functionalities provided by 
connected devices at the first structure 520 . As best seen in 
the embodiment of FIG . 6A , the client application may 
present a first structure interface 610 corresponding to the 
first structure 520 on a user interface 600A . 
[ 0044 ] There are a variety of techniques contemplated to 
determine the location of the application . The techniques 
contemplate that the application calls a service to determine 
location or that the application itself contains the logic to 
determine location . In either case , the logic to determine 
location could be based on at least on or more of the 
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following inputs : GPS and WiFi location provided by the 
OS ; BLE beacon detection , again provided by the host OS ; 
causing the client device to send a BLE beacon , WiFi signal 
or BLE signal that is detected by an external device that is 
determines location , e . g . , in the cloud and provides relevant 
location information to the application . The above list is 
intended to be exemplary as there may be other embodi 
ments such as the mobile device detecting multiple beacons 
nearby and triangulating to determine estimated location . 
[ 0045 ] In an embodiment , upon determining that the cur 
rent position is within the threshold proximity of first 
structure 520 , the client application may designate first 
structure 520 as a target location . In an embodiment , control 
commands received by the client application would be 
routed to connected devices associated with first structure 
520 as the designated target location . For example , an 
“ unlock door ” control command received via user interface 
600A would be routed to a connected device associated with 
a door at first structure 520 . 
[ 0046 ] Returning to FIG . 5 , at a second time subsequent to 
the first time , the client application may determine that the 
current position of the client device ( represented by client 
device 510B ) is in closer proximity to a second structure 530 
than the first structure 520 . For example , the client applica 
tion may receive a wireless signal from a WiFi access point 
associated with the second structure 530 at the second time . 
Using that wireless signal , the client application of this 
example may determine that the current position is in closer 
proximity to the second location 530 . Responsive to that 
determination at the second time , the client application may 
update the user interface to replace the first location inter 
face 610 with a second location interface 620 . As best seen 
in the embodiment of FIG . 6B , the client application may 
only present the second location interface 620 enabling 
access to functionalities provided by connected devices at 
the second structure 530 on the user interface 600B . 
[ 0047 ] In an embodiment , upon determining that the cur 
rent position is in closer proximity to second location 530 , 
the client application may update its target structure desig 
nation to identify second structure 530 as the target struc 
ture . In an embodiment , control commands received by the 
client application would be routed to connected devices 
associated with second structure 530 as the current desig 
nated target location — not first structure 520 . For example , 
an " unlock door ” control command received via user inter 
face 600AB would be routed to a connected device associ 
ated with a door at second structure 530 . 
[ 0048 ] FIG . 7 illustrates an example of providing event 
based contextual interactions with connected devices . In the 
example of FIG . 7 , a client application ( e . g . , client applica 
tion 220 of FIG . 2 ) running on computing device 710 may 
receive an event notification corresponding to an intrinsic 
condition . As used here , “ intrinsic condition ” refers to a 
condition that originates from within or proximate to a 
structure associated with connected devices . In this example , 
the intrinsic condition is a water leak detected by first 
connected device 720 . 
[ 0049 ] In response to receiving the event notification , the 
client may update a user interface to include an alert 
notification ( e . g . , user interface 740 and alert notification 
750 , respectively ) . As shown in FIG . 7 , alert notification 750 
includes information 752 describing an event obtained from 
the event notification ( i . e . , the water leak ) . In an embodi - 
ment , the client application may identify a functionality 

provided by a connected device that relates to the intrinsic 
condition . For example , the client application in the embodi 
ment of FIG . 7 has identified an actuator function for closing 
a valve provided by a connected device 730 as being related 
to the detected water leak . In an embodiment , the client 
application presents an interface element ( e . g . , interface 
element 754 ) on an alert interface that is selectable for 
implementing the identified functionality . 
[ 0050 ] In an embodiment , in updating a user interface to 
include an alert notification , the client application may move 
interfaces corresponding to other locations of a structure 
( e . g . , bed room interface 760 ) to lower portions ( or less 
accessible locations ) of the user interface . In an embodi 
ment , an alert notification may be superimposed over other 
interfaces of the user interface . In an embodiment , an alert 
notification may be presented as a dialog window over a user 
interface , which prevents the user from accessing interfaces 
within the user interface until the alert notification is 
addressed . 
[ 0051 ] FIG . 8 illustrates another example of providing 
event - based contextual interactions with connected devices . 
In the example of FIG . 8 , a client application ( e . g . , client 
application 220 of FIG . 2 ) running on computing device 810 
may receive an event notification corresponding to a con 
nected device transitioning from a first state to a second 
state . As used herein , “ transitioning ” from one state to 
another refers to the process of going from one state to 
another . For example , in FIG . 8 , connected device 820 has 
transitioned from an adequate battery state to a low battery 
state . Other examples of connected device states include : on 
or off , open or closed , active or inactive , and the like . In an 
embodiment , the event notification is received directly from 
a connected device . For example , a connected device may 
directly transmit an event notification to a computing device 
in accordance with a wireless protocol ( e . g . , a BLE proto 
col ) . 
[ 0052 ] In an embodiment , connected devices may have 
states corresponding to a defined set point . For example , a 
thermostat of a climate control system monitoring an ambi 
ent environment may have states corresponding to a tem 
perature set point . In this example , a first state may indicate 
that the ambient environment of the thermostat is below a 
particular thermal set point ( e . g . , 72 degrees Fahrenheit ) . If 
the ambient environment rises above the particular thermal 
set point , the thermostat may transition to a second state 
indicating as much . 
[ 0053 ] In response to receiving the event notification , the 
client may update a user interface to include an alert 
notification ( e . g . , user interface 830 and alert notification 
840 , respectively ) . As shown in FIG . 8 , alert notification 840 
includes information 842 indicative of the status transition 
obtained from the event notification . In an embodiment , the 
client application may identify a functionality provided by a 
connected device that relates to the status transition . In an 
embodiment , the client application may present an interface 
element on an alert notification that is selectable for imple 
menting the identified functionality . For example , a client 
application receives an event notification indicating that a 
connected device providing a door lock function has tran 
sitioned from a locked state to an unlocked state . In this 
example , the client application may present a user interface 
element on an alert notification that is selectable to return the 
connected device to the locked state by actuating its door 
locking function . 
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[ 0054 ] FIG . 9 illustrates another example of providing 
event - based contextual interactions with connected devices . 
In the example of FIG . 9 , a client application ( e . g . , client 
application 220 of FIG . 2 ) running on computing device 910 
may receive an event notification corresponding to an extrin 
sic condition that is detected using extrinsic information 
provided by a remote server . As used here , " extrinsic con 
dition ” refers to conditions occurring external to a structure 
associated with connected devices that nevertheless impact 
conditions within the structure . In this example , the extrinsic 
condition may be a meteorological event ( e . g . , rain ) that is 
detected using weather data provided by weather service 930 
via network 250 . In an embodiment , the client application 
may subscribe to the extrinsic information provided by the 
remote server . In an embodiment , a cloud - based service 
( e . g . , controller service 920 ) providing computing resources 
to the client application may subscribe to the extrinsic 
information provided by the remote server . 
[ 0055 ] In response to receiving the event notification , the 
client may update a user interface to include an alert 
notification ( e . g . , user interface 940 and alert notification 
950 , respectively ) . As shown in FIG . 9 , alert notification 950 
includes information 952 describing an event obtained from 
the event notification ( i . e . , the weather alert ) . FIG . 9 further 
illustrates that the client application may also identify status 
information associated with connected devices that relate to 
the extrinsic condition . The information corresponding to 
that identified status information ( e . g . , status information 
954 ) may be presented on the alert notification . 
10056 ] In an embodiment , the client application may also 
identify functionalities provided by connected devices that 
relate to the extrinsic condition and present interface ele 
ments corresponding to those identified functionalities . In 
the example of FIG . 9 , the client application has identified 
a sprinkler control function and an actuator function for 
closing a gas valve as being related to the weather alert . In 
this example , the client application presented user interface 
elements corresponding to those identified functionalities 
( i . e . , interface elements 956 and 958 ) on alert notification 

[ 0059 ] Controller service 1050 may forward the access 
request received from guest computing device 1020 via 
network 250 to user computing device 1060 . In an embodi 
ment , user computing device 1060 is a computing device 
that is registered with controller service 1050 as having 
administrative privileges with respect to connected device 
1010 . In an embodiment , user computing device 1060 is 
associated with a user account that is registered with con 
troller service 1050 as having administrative privileges with 
respect to connected device 1010 . 
[ 0060 ] In response to receiving the access request from 
controller service 1050 , a user application running on user 
computing device 1060 may update user interface 1070 to 
present a permission interface 1080 . In an embodiment , a 
permission interface may be superimposed over other inter 
faces on user interface 1070 . In an embodiment , a permis 
sion interface may be presented as a dialog window over 
user interface 1070 , which prevents a user from accessing 
interfaces within user interface 1070 until the permission 
interface is addressed . A permission setting granting access 
to connected device 1010 may be received via permission 
interface 1080 that grants one or more access rights to 
connected device 1010 . In response to receiving the permis 
sion setting , the guest application may update guest interface 
1030 to present an access interface that enables access to the 
functionalities of connected device 1010 as specified in the 
one or more access rights . 
[ 0061 ] In an embodiment , the one or more access rights 
may limit the guest user to a particular type of access with 
respect to connected device 1010 . For example , the one or 
more access rights may provide the guest user with data 
access to connected device 1010 . In this example , the guest 
application may update guest interface 1030 to present an 
access interface that enables access to information regarding 
connected device 1010 , such as status information . As 
another example , the one or more access rights may provide 
the guest user with control access to connected device 1010 . 
In this example , the guest application may update guest 
interface 1030 to present an access interface that enables 
access to modify one or more control parameters of con 
nected device 1010 . 
[ 0062 ] In an embodiment , the one or more access rights 
may be further subject to one or more contextual rules 
included in the permission setting . Examples of contextual 
rules include rules relating to temporal conditions , a prox 
imity of a registered device to a connected device , a user 
account associated with a guest computing device , a location 
conditions , and the like . For example , a contextual rule may 
limit the one or more access rights to a particular time 
period , day , date range , etc . As another example , a contex 
tual rule may limit the one or more access rights to instances 
where user computing device 1060 ( or another registered 
device ) is within a specified proximity to connected device 
1010 . In another example , a contextual rule may limit the 
one or more access rights according to an account of the 
guest user associated with guest computing device 1020 . As 
another example , a contextual rule may limit the one or more 
access rights to instances where guest computing device 
1020 is proximate to a particular location . 
[ 0063 ] FIG . 11 is a schematic diagram illustrating an 
example cloud - based server 1100 that may be used in 
accordance with the present disclosure . As discussed above 
with respect to FIG . 2 , cloud - based server 1100 may provide 
infrastructure services , platform services , and software 

950 . 
[ 0057 ] FIG . 10 illustrates an example of providing guest 
access for contextual interactions with connected devices . In 
the example of FIG . 10 , a guest application running on a 
guest computing device 1020 may detect data indicative of 
a connected device 1010 proximate to guest computing 
device 1020 . In an embodiment , the data indicative of 
connected device 1010 is a wireless signal received from 
connected device 1010 . In an embodiment , the wireless 
signal is received from connected device 1010 in response to 
a polling signal transmitted by guest computing device 
1020 . In an embodiment , the data indicative of connected 
device 1010 is obtained using GPS signals , WiFi signals , or 
a combination thereof . 
[ 0058 ] In response to detecting the data indicative of 
connected device 1010 , the guest application may update 
guest interface 1030 to present a request interface 1040 
associated with connected device 1010 . An access request 
may be received via request interface 1040 indicating that a 
guest user associated with guest computing device 1020 
seeks access to functionalities provided by connected device 
1010 . The guest application may forward the access request 
via network 250 to a cloud - based service hosted by a remote 
server ( e . g . , controller service 1050 ) that is associated with 
connected device 1010 . 
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application services . In an embodiment , cloud - based server 
1100 is used to implement at least a portion of server 140 in 
FIG . 2 . The infrastructure services may include virtualized 
resources , such as virtual machines , virtual storage , and so 
on . The infrastructure services may also include virtualized 
services , such as database services and others . Each of these 
infrastructure services may be deployed in an infrastructure 
service layer 1120 . 
[ 0064 ] The scale and various aspects , such as data , con 
nectivity , and dependency relationships within and between 
service components , of an infrastructure service deployment 
are configurable by an administrator user . For instance , the 
administrator user may submit a configuration specification 
to cloud - based server 1100 via a frontend interface 1150 and 
service manager 1160 . The configuration specification can 
be translated into infrastructure and kernel level APIs calls 
that create , re - create , move , or delete components such as 
virtual machines and services , and assign or change attri 
butes of the components . 
[ 0065 ] In addition to the infrastructure services , cloud 
based server 1100 may also provide platform services , such 
as an environment for running virtual machines or a frame 
work for developing and launching a particular type of 
software applications . The platform services may be imple 
mented in a platform service layer 1130 over the infrastruc 
ture service layer 1120 , and may employ one or more 
infrastructure services configured in a particular manner . 
Configuration of platform services can be accomplished by 
program code written according to the APIs of the platform 
services and , optionally , the APIs of the infrastructure ser 
vices that are employed in enabling the platform services . 
[ 0066 ] In some examples , cloud - based server 1100 may 
also provide software application services in an application 
service layer 1140 . A software application can be installed 
on one or more virtual machines or deployed in an appli 
cation framework in the platform service layer 1130 . The 
software application can also communicate with one or more 
infrastructure service components , such as databases , in the 
infrastructure layer 1120 . The installation and configuration 
of the software application in the application service layer 
1140 can be accomplished through APIs of the software 
itself and the APIs of the underlying platform and infra 
structure service components . 
[ 0067 ] Depending on the type of services , a cloud - service 
user may be granted different levels of control in configuring 
the services . For example , if a software application service 
is employed , an administrator user is given control over how 
the software application is configured . If a platform service 
is employed , an administrative user is given control over 
how the platform and / or application frameworks are con 
figured . Similarly , if infrastructure services are employed , an 
administrative user is given control over the particular 
infrastructure services employed . 
[ 0068 ] The illustrations of the aspects described herein are 
intended to provide a general understanding of the structure 
of the various aspects . The illustrations are not intended to 
serve as a complete description of all of the elements and 
features of apparatus and systems that utilize the structures 
or methods described herein . Many other aspects may be 
apparent to those of skill in the art upon reviewing the 
disclosure . Other aspects may be utilized and derived from 
the disclosure , such that structural and logical substitutions 
and changes may be made without departing from the scope 
of the disclosure . Accordingly , the disclosure and the figures 

are to be regarded as illustrative rather than restrictive . It is 
to be understood that the subject matter defined in the 
appended claims is not necessarily limited to the specific 
features or acts described above . Rather , the illustrations of 
the aspects described herein are intended as examples of 
implementing the claims and other equivalent features and 
acts are intended to be within the scope of the claims . 
[ 0069 ] The techniques , or certain aspects or portions 
thereof , may , for example , take the form of program code 
( i . e . , instructions ) embodied in tangible storage media or 
memory media implemented as storage devices , such as 
magnetic or optical media , volatile or non - volatile media , 
such as RAM ( e . g . , SDRAM , DDR SDRAM , RDRAM , 
SRAM , etc . ) , ROM , etc . , that may be included in computing 
devices or accessible by computing devices . When the 
program code is loaded into and executed by a machine , 
such as a computer , the machine becomes an apparatus for 
practicing the disclosure . In the case of program code 
execution on programmable computers , the computing 
device generally includes a processor , a storage medium 
readable by the processor ( including volatile and non 
volatile memory and / or storage elements ) , at least one input 
device , and at least one output device . One or more pro 
grams that may implement or utilize the processes described 
in connection with the disclosure , e . g . , through the use of an 
application programming interface ( API ) , reusable controls , 
or the like . Such programs are preferably implemented in a 
high level procedural or object oriented programming lan 
guage to communicate with a computer system . However , 
the program ( s ) can be implemented in assembly or machine 
language , if desired . In any case , the language may be a 
compiled or interpreted language , and combined with hard 
ware implementations . 
[ 0070 ] It should be understood that the various techniques 
described herein may be implemented in connection with 
hardware or software or , where appropriate , with a combi 
nation of both . The subject matter presented herein may be 
implemented as a computer process , a computer - controlled 
apparatus or a computing system or an article of manufac 
ture , such as a computer - readable storage medium . The 
terms “ circuitry ” , “ component ” , or “ module ” are used inter 
changeably throughout and include hardware components 
such as hardware interrupt controllers , hard drives , network 
adaptors , graphics processors , hardware based video / audio 
codecs , and the firmware used to operate such hardware . The 
terms " circuitry ” , “ component " , or " module ” can also 
include microprocessors , application specific integrated cir 
cuits , and processors , e . g . , cores of a multi - core general 
processing unit that perform the reading and executing of 
instructions , configured by firmware and / or software . Pro 
cessor ( s ) can be configured by instructions loaded from 
memory , e . g . , RAM , ROM , firmware , and / or mass storage , 
embodying logic operable to configure the processor to 
perform a function ( s ) . 
[ 0071 ] In an example embodiment , where circuitry 
includes a combination of hardware and software , an imple 
menter may write source code embodying logic that is 
subsequently compiled into machine readable code that can 
be executed by hardware . Since one skilled in the art can 
appreciate that the state of the art has evolved to a point 
where there is little difference between hardware imple 
mented functions or software implemented functions , the 
selection of hardware versus software to effectuate herein 
described functions is merely a design choice . Put another 
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way , since one of skill in the art can appreciate that a 
software process can be transformed into an equivalent 
hardware structure , and a hardware structure can itself be 
transformed into an equivalent software process , the selec 
tion of a hardware implementation versus a software imple 
mentation is left to an implementer . 

What is claimed is : 
1 . A system for providing contextual application interac 

tion with connected devices , the system comprising : 
a mobile device having a display on which a user interface 

of the application is presented , the user interface 
enabling access to functionalities provided by con 
nected devices ; 

a processor ; and 
a computing device comprising a first set of instructions 

that when executed by the processor at least cause the 
system to : 
monitor , at the mobile device , data representing a 

current position of the mobile device within a struc 
ture ; 

determine , at a first time , that the current position is 
within a threshold proximity of a first location of the 
structure ; and 

in response to determining that the current position is 
within the threshold proximity , update the user inter 
face to emphasize a first location interface corre 
sponding to the first location over interfaces corre 
sponding to other locations of the structure . 

2 . The system of claim 1 , wherein the computing device 
further comprises a second set of instructions that when 
executed by the processor further causes the system to : 

determine , at a second time subsequent to the first time , 
that the current position is in closer proximity to a 
second location of the structure than the first location ; 
and 

in response to determining that the current position is in 
closer proximity to the second location , update the user 
interface to emphasize a second location interface 
corresponding to the second location over the first 
location interface . 

3 . The system of claim 1 , wherein the data representing 
the current position of the mobile device is a wireless signal 
received from a first connected device at the first location . 

4 . The system of claim 3 , wherein the wireless signal 
received from the first connected device is responsive to a 
polling signal transmitted by the mobile device . 

5 . The system of claim 3 , wherein the wireless signal is a 
Bluetooth low energy ( BLE ) beacon signal . 

6 . The system of claim 1 , wherein the display is a touch 
sensitive display of the mobile device . 

7 . The system of claim 1 , wherein the computing device 
further comprises a third set of instructions that when 
executed by the processor further causes the system to : 

designate , the first location as a target location thereby 
causing the system to route control commands received 
via the user interface to the first location . 

8 . The system of claim 7 , wherein designating the first 
target location as the target location further causes the 
system to route control commands received via any input of 
the mobile device to the first location . 

9 . A method for providing contextual interaction with 
connected devices , the system comprising : 
monitoring , at a mobile device , data representing a current 

position of the mobile device ; 

determining , at a first time , that the current position is 
within a threshold proximity of a first structure ; and 

in response to determining that the current position is 
within the threshold proximity , update a user interface 
on a display of the mobile device to present a first 
structure interface enabling access to functionalities 
provided by connected devices at the first structure . 

10 . The method of claim 9 , further comprising : 
determining , at a second time subsequent to the first time , 

that the current position is in closer proximity to a 
second structure than the first structure ; and 

in response to determining that the current position is in 
closer proximity to the second structure , updating the 
user interface to replace the first location interface with 
a second location interface enabling access to function 
alities provided by connected devices at the second 
structure . 

11 . The method of claim 9 , further comprising : 
receiving , at the mobile device , an event notification ; and 
in response to receiving the event notification , updating 

the user interface to include an alert interface compris 
ing information describing an event obtained from the 
event notification . 

12 . The method of claim 11 , wherein the event notification 
corresponds to an intrinsic condition detected by a first 
connected device associated with the first structure . 

13 . The method of claim 12 , further comprising : 
identifying a functionality provided by a second con 

nected device that relates to the intrinsic condition ; and 
presenting an interface element on the alert interface that 

is selectable for implementing the identified function 
ality . 

14 . The method of claim 11 , wherein the event notification 
corresponds to a third connected device transitioning from a 
first state to a second state . 

15 . The method of claim 14 , wherein the event notifica 
tion is directly received from the third connected device . 

16 . The method of claim 11 , wherein the event notification 
corresponds to an extrinsic condition detected using extrin 
sic information provided by a remote server . 

17 . The method of claim 16 , further comprising : 
identifying a functionality provided by a fourth connected 

device that relates to the extrinsic condition ; and 
presenting an interface element on the alert interface that 

is selectable for implementing the identified function 
ality . 

18 . A system for providing contextual interaction with 
connected devices , the system comprising : 

a mobile device having a display on which a user interface 
is presented , the user interface enabling access to 
functionalities provided by connected devices ; 

a processor ; and 
a computing device comprising a first set of instructions 

that when executed by the processor cause the system 
to : 
detect , at the mobile device , data indicative of a first 

connected device proximate to the mobile device ; 
in response to detecting the data indicative of the first 

connected device , update the user interface to pres 
ent a request interface associated with the first con 
nected device ; 

forward , to a remote server , an access request received 
via the request interface ; 
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receive , from a remote server , a permission setting 
granting access to the first connected device in 
response to the access request ; 

in response to receiving the permission setting , update 
the user interface to present an access interface 
enabling access to the first connected device that are 
designated in the permission setting . 

19 . The system of claim 18 , wherein the permission 
setting limits access to either information access or control 
access . 

20 . The system of claim 18 , wherein the access to the first 
connected device is subject to one or more contextual rules 
included in the permission setting , wherein the one or more 
contextual rules are related to temporal conditions , a prox 
imity of a registered device , a user account associated with 
the mobile device , a location of the mobile device , or a 
combination thereof . 

* * * * * 


