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SECURE DIGITAL CONTENT MANAGEMENT USING MUTATING IDENTIFIERS
RELATED APPLICATIONS

[0001] The present application claims priority to U.S. Provisional Application Nos.

60/771,366 and 60/771,398, both filed on February 8, 2006, the entire contents of which are
" both herein incorporated by reference. The present application is also a continuation-in-part
of U.S. Application No. 11/368,959, filed on March 6, 2006, which is a continuation-in-part
of U.S. Application No. 11/286,890, filed on November 23, 2005, which is a continuation-in-
part of U.S. Application No. 10/854,604, filed on May 26, 2004, which is a continuation-in-
part of U.S. Application No. 10/248,894, filed on February 27, 2003, which claims priority to
U.S. Provisional Application No. 60/360,023, filed on February 27, 2002, the entire contents

of which are all herein incorporated by reference.
BACKGROUND OF THE INVENTION

[0002] An intranet includes a network established for use by a particular group of
individuals. For example, an organization, such as a business, may establish an intranet in
order to connect multiple devices (e.g., computers, printers, routers, servers, etc.) managed by
the organization, and a member of the organization logging on or connecting to the intranet

can then access some or all of the devices managed by the organization.

[0003] Intranet operators may want to limit access to specific devices and specific data
and/or software provided by devices for particular authorized users of an intranet. For -
example, a particular authorized user of an intranet may only be allowed to access particular
data or files stored in a server connected to the intranet. In addition, intranet operators may
want to authenticate devices and/or users of devices before allowing a device to connect to

the intranet or a device connected thereto.

[0004] In addition, intranet operators may want to limit and secure the distribution and
the manipulation of specific data accessed by authorized users of the intranet. For example,
intranet operators may want to prevent a specific individual from modifying data, copying
data, saving a copy of the data to disk or an unauthorized storage device, sending a copy to an

unauthorized user, etc.
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SUMMARY OF THE INVENTION

[0005] Embodiments of the invention provide methods and systems for securely
transmitting data and providing software over an intranet using mutating IDs. Another
embodiment provides methods and systems for authorizing communication between devices
connected to an intranet using mutating IDs. Additional embodiments provide methods and
systems for authenticating devices connecting to an intranet and/or connecting to devices
connected to an intranet using mutating IDs. Furthermore, embodiments. provide methods

and systems for providing secure digital content management using mutating IDs.

[0006] Some embodiments of the invention provide methods for managing manipulation
of digital content stored in a content server. One method includes receiving a first mutating
identifier at a content manipulation device, the first mutating identifier including a first secret
key, and generating a content request for digital content stored in the content server at the
content manipulation device. The content request is encrypted with the first secret key and
includes an identifier of the digital content. The method also includes transmitting the
content request to an authenticator over at least one communication link; transmitting access
rights from the authenticator to the content manipulation device over at least one
communication link; transmitting the digital content from the content server to the content
ménipulation device; manipulating the digital content at the content manipulation device
based on the access rights; and marking the first mutating identifier as used at the

authenticator.

{0007} Additional embodiments of the invention provide systems for managing
manipulation of digital content stored in a content server. One system includes an
authenticator and a content manipulation device. The authenticator is configured to assign a
first mutating identifier to the content manipulation device and the content manipulation
device is configured to generate a content request for digital content stored in the content
server. The first mutating identifier includes a first number or label and a first secret key.
The content request is encrypted with the first secret key and includes an identifier of the
digital content. The content manipulation device transmits the content request to the
authenticator over at least one communication link and receives a package from the
authenticator encrypted with the first secret key and includes access rights. The content

management device also receives the digital content from the content server over at least one
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communication link and manipulates the digital content based on the access rights. The
access rights are associated with the content manipulation device and the digital content. The

authenticator also marks the first mutating identifier as used.

[0008] Further embodiments of the invention provide computer-readable medium
encoded with a plurality of processor-executable instructions for manipulating digital content.
The medium includes an instruction for generating a content request for digital content stored
in a content server, where the content request is encrypted with a first secret key of a first
mutating identifier and includes an identifier of the digital content and identifying
information of a user. The medium also includes instructions for receiving the digital content
from the content server; receiving a package from an authenticator, the package encrypted
with the first secret key and including access rights; and manipulating the digital content

based on the access rights.

[0009] In addition, some embodiments of the invention provide an authenticator for
managing manipulation of digital content stored in a content server. One authenticator
includes a memory module configured to store a first mutating identifier assigned to content
manipulation device. The first mutating identifier includes a first secret key. The
authenticator also has an input/output module configured to receive a content request for
digital content from the content manipulation device over at'least one communication link,
and a processor configured to generate a package for the content manipulation device based
on the content request. The content request and package are encrypted with the first secret
key. The package includes access rights specifying permitted manipulation of the digital
content. The input/output module is configured to transmit the package to the content

manipulation device over at least one communication device.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0010] In the drawings:

[0011]) FIG. 1 schematically illustrates a system for transmitting data within an intranet

according to one embodiment of the invention.

[0012] FIG. 2 illustrates a bit stream (called a “mutating ID”) according to one

embodiment of the invention.
[0013] FIGS. 3A and 3B illustrate ways of distributing mutating IDs.

[0014] FIGS. 4 and 5 schematically illustrate a system for managing digital content

manipulation using mutating IDs according to one embodiment of the invention.

[0015] FIG. 6 illustrates a protocol for managing storing digital content within the system

of FIGS. 4 and S using mutating IDs according to one embodiment of the invention.

[0016] FIG. 7 illustrates a protocol for managing accessing digital content within the

system of FIGS. 4 and 5 using mutating IDs according to one embodiment of the invention.

[0017)] FIG. 8 schematically illustrates a system for managing rights associated with

digital content manipulation according to one embodiment of the invention.
DETAILED DESCRIPTION

[0018] Before embodiments of the invention are explained in detail, it is to be understood
that the invention is not limited in its application to the details of the construction and the
arrangements of the components set forth in the following description or illustrated in the
drawings. The invention is capable of still other embodiments and of being practiced or

being carried out in various ways.

[0019] In particular, it should be understood that some embodiments are implemented
using various computer devices, such as personal or home computers, servers, and other
devices that have processors or that are capable of executing programs or sets of instructions,
including special-purpose devices, such as set top boxes (e.g., digital cable or satellite

decoders). In general, some embodiments may be implemented using existing hardware or
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hardware that could be readily created by those of ordinary skill in the art. Thus, the
architecture of exemplary devices will not be explained in detail, except to note that the
devices will generally have a processor, memory (of some kind), and input and output
mechanisms. In some cases, the devices may also have one or more oi)erating systems and
one or more application programs that are managed by the operating systems. In some
embodiments, the hardware devices or software executed by the hardware devices also
provides some ability, depending on the role of the device in the particular embodiment of the
invention implemented, to compress or decompress data or to encode data or decode
encrypted data. In some instances, a decompression capability may be provided using
available codecs, such as hardware-implemented Moving Picture Experts Group (“MPEG”)
codecs. A decryption capability may be provided using a decryption hardware or software
module capable of decrypting data that is encrypted using a particular encryption algorithm.
In some embodiments, the encryption algorithm includes the Rijndael algorithm, an example

of which is available at http://www.esat.kuleuven.ac.be/~rijmen/rijndael/rijndaelref.zip.

[0020] FIG. 1 illustrates an exemplary system 20 configured to distribute data and
software within an intranet 21. The intranet 21 operates internally within an organization,
such as a company or the like. Therefore, the intranet 21 is not, in general, accessible to
outsiders (e.g., persons or entities that are not affiliated with the organization). The intranet
21 may, however, provide access to an external network 30, such as the Internet, via a router,
a bridge, or another intermediate system 32. The intranet 21 includes one or more types of
network connections and transmission mediums, such as a telephone or twisted pair network,
a wireless network, a satellite network, a cable TV network, an Ethernet-based network, an
optical fiber network, and/or various other networks as would be apparent to one of ordinary
skill in the art. Thus, the invention is not limited to any specific network or combinations of
networks. However, in some embodiments, the networks or communication systems used in
the system 20 have the ability to support digital and/or secure communications, such as
communications involving data encrypted with a version of Rijndael encryption, secured
socket layer (“SSL”) communications, digital signature standard (“DSS”) communications,
or other types of secure communication protocols. Further, data can be transferred from one
entity to another with wired communications and/or wireless communications or media being

physically carried from one entity to another.
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[0021] In the embodiment shown in FIG. 1, three participants are connected to the
intranet 21: a first device 22, a second device 24, and an authenticator device or authenticator
28. The first device 22, the second device 24, and the authenticator 28 are operated by the
organization operating the intranet 21. Although the participants are shown in FIG. 1
attached to the intranet 21 in a ring topology, other network topologies and layouts could be

used as would be apparent to one of ordinary skill in the art.

[0022] In the exemplary embodiment illustrated in FIG. 1, it is assumed that the first
device 22 possesses data (e.g., a file) and/or sofiware (e.g., an application or program) to be
transmitted to or provided for the second device 24. Although FIG. 1 only illustrates the first
device 22 and the second device 24, in most embodiments, numerous devices are included in
the system 20, wherein at least one of the devices possesses data and/or software to be
transmitted to or executed for another device. Furthermore, in some embodiments, the

system 20 includes multiple authenticators 28.

[0023] In some embodiments, as shown in FIG. 1, the authenticator 28 uses a random
number generator 39 to generate numbers used by a protocol implemented or followed by the
system 20. The random number generator 39 produces numbers that are truly random (i.e.,
numbers that are as random as is possible with the particular technology used to implement
the invention). For example, communication traffic, such as requests from customers to
obtain content, can be used to create random numbers. Such requests occur, in general, in an
unpredictable manner. Thus, the random numbers generated based on such traffic are also
truly or nearly truly random, as opposed to pseudo random numbers generated with

algorithmic methods.

[0024] In some embodiments, the first device 22 and the second device 24 use mutating
identifiers (“IDs”) to obtain data and/or software from a device connected to the intranet 21.
An exemplary mutating ID 38 is shown in FIG. 2. The mutating ID 38 is an identifier having
two portions: a first portion 40 and a second portion 42. The first portion 40 includes an
identifying number, which is a random number. As indicated in FIG. 2, in some
embodiments, the two portions of a mutating ID each include a predetermined number of bits.
For example, the first portion 40 and the second portion 42 can each include 256 bits. In
other embodiments, the first portion 40 and/or the second portion 42 include a larger number

of bits, such as 1 megabit or 1 megabyte.
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[0025]) The second portion 42 of the. mutating ID 38 includes a secret key, which is also a
random number and, in some embodiments, is a symmetric cipher key. A mutating ID is

used only once and then cannot be used again.

[0026] In addition, although FIG. 2 illustrates a mutating ID as having only two portions,
a mutating ID can include additional sections or portions. For example, a mutating ID can
include an identifying number, a secret key for a first type of data (e.g., discoverable data),

and a secret key for a second type of data (e.g.‘, undiscoverable data).

[0027] Mutating IDs are generated and tracked by the authenticator 28. Because
mutating IDs are one-time-use mechanisms, once the first device 22, the second device 24, or
another device uses its supply of mutating IDs (e.g., a single mutating ID or multiple
mutating IDs), the device obtains another mutating ID (or multiple mutating IDs, if
applicable) from the authenticator 28. The data included in a mutating ID assigned to a
particular device can be chosen at random with an equal probability of all possible mutating
IDs.

[0028] FIGS. 3a and 3b illustrate how mutating IDs are distributed from the authenticator
28 to the first device 22 or the second device 24. As shown in FIG. 3a, in some
embodiments, a device 43, such as the first device 22 or the second device 24, requests
multiple mutating IDs from the authenticator 28. The authenticator 28 creates as many
mutating IDs as the device 43 requested and sends a list of mutating IDs to the device 43.
The device 43, knowing the quantity of mutating IDs requested and the size of each mutating
ID, breaks the list into individual mutating IDs. In some embodiments, the authenticator 28
provides information or instructions to the device 43 to assist the device 43 in separating the
list of mutating IDs into individual mutating IDs. For example, the authenticator 28 can
provide information or instructions to the device 43 to assist the device 43 in separating the
list of mutating IDs using a data description language, such as extensible markup language
(“XML”).

[0029] As shown in FIG. 3b, in other embodiments, a device 43 receives a single
mutating ID from the authenticator 28. The device 43 receives the single mutating ID upon
requesting a mutating ID from the authenticator 28 or can automatically receive a new

mutating ID from the authenticator 28 upon using a previously provided mutating ID. The
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mutating ID is sent to the device 43 and replaces the mutating ID previously provided or

assigned to the device 43.

{0030} In the embodiment shown in FIG. 1, the authenticator 28 randomly assigns or
provides a mutating ID to the first device 22 (hereinafter referred to in this example as the
“first mutating ID”’) and a mutating ID to the second device 24 (hereinafter referred to in this
example as the “second mutating ID”). The first mutating ID is different from the second
mutating ID and each of the first mutating ID and the second mutating ID do not provide
information for determining the other mutating ID. As described above with respect to FIG.
2, each mutating ID includes a random number 40 and a corresponding random secret key 42.
In some embodiments, a mutating ID takes the form of a modified hash. As described above,
in addition to being random, the mutating ID (or the hash if applicable) is discarded after
each use. In other words, the authenticator 28 provides a new mutating ID with a new
random number 40 and a new random secret key 42 to a device after the device uses a
mutating ID. In some embodiments, the mutating ID is completely unrelated from the device
using it. That is, the mutating ID or the hash does not contain any information concerning the
identity of the device receiving and using the mutating ID. In this way, except for the
authenticator 28, individual devices are blind to the identities of other devices included in the

system.

[0031] In some embodiments, a device uses an assigned mutating ID to encrypt messages
and/or data to be transmitted through the intranet 21. For example, some embodiments of the
invention implement symmetric key systems for encrypting ‘messages and/or data.
Symmetric key systems commonly encounter key management issues as the number of
entities or parties of the system grbws. For example, a network of » entities requires n(n-1)/2
keys to enable all entities to communicate with one another. Thus, for a system of 1000
entities, where every entity wishes to send identical content to every other entity, almost a

half million keys are required.

[0032] Disclosed embodiments, however, do not require a separate key for every pair of
entities of the system. As will be illustrated, each entity and each piece of content distributed
by each entity receives one key, which is mutated after each use. Therefore, for a system of
1000 entities, only 2000 keys are required compared to the almost half of a million keys with

previous symmetric key systems. Also, the authenticator 28 is not required to store the entire
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bit string of a mutating ID. The authenticator 28 may use a hash function or simply a
positional index to map each key partition of a mutating ID into a memory storage location

based on the corresponding number of the mutating ID.

[0033] Other differences between embodiments of the invention and prior security
systems relate to speed and reduced vulnerability to certain attacks. For example, the use of
symmetric keys allows fast computation (as compared to public key systems). The
fundamental concept behind public key systems is the use of one-way functions. One-way
functions are easy to compute but hard to reverse. Public key systems use trapdoor one-way
functions that provide a key to compute the one-way function in the opposite direction.
Systems employing public key systems provide a public key and a private key for each
participant. The public keys are accessible by all participants and the associated private keys
are known only by the participant associated with the private key. Participants use the public
keys to encrypt messages for a particular participant or to decrypt messages received from the
particular participant using a one-way function. Participants use their confidential private
key (which are believed to be computationally infeasible to derive from the public key) to
encrypt messages for other participants (which the other participants can decrypt using the
associated public key for the participant) or to decrypt messages received from other

participants (which were encrypted with the associated public key for the participant).

[0034] The security of public key systems relies on the assumption that the private key
cannot be derived from the public key. In order to maintain this requiremeﬁt, the one-way
functions used in public key systems are complex. The added complexity, however, comes at
the cost of added computation time. Public key systems are often 1000 times slower than

symmetric key systems.

[0035] The use of symmetric keys also reduces the effectiveness of chosen plaintext
attacks. A chosen-plaintext attack occurs when an intruder has access to an encryption key or
process, chooses specific plaintext to encrypt, and attempts to gain knowledge from the
encrypted text. In public-key systems an individual’s public key is known to all participants
in a communication system. Any intruder can encrypt an endless number of messages using
an individual’s public key. If an attacker encrypts possible messages with an individual’s
public key and then intercepts an encrypted message sent to the individual, the intruder

compares the intercepted message with messages he or she has created. If an intercepted
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message matches an encrypted message created by the intruder, the message has been
compromised and the intruder can now read a message that was not intended for him or her.
This attack is relatively easy and effective if a small number of possible messages exist, but
even if the number of possible messages is more than the intruder is able to encrypt or
compare with intercepted encrypted messages, just knowing that an intercepted encrypted
message does not correspond to a particular message can provide useful information to the
intruder. In both situations, the intruder will not be able to deduce the private key of the
individual, but the intruder may be able to deduce the message, or information regarding the
message, sent to the individual. Since embodiments of the invention utilize a2 symmetric key
system, chosen-plairitext attacks are not applicable because encryption keys are not public

knowledge.

[0036] There is another problem with prior symmetric key systems and public key
systems. Once an unauthorized entity gains access to a key, the unauthorized entity can
decode all messages encrypted with the key, and, perhaps more dangerous, can encrypt false
messages with the key in order to deceive other entities of the system. The mutating ID
protocol reduces this weakness by mutating each secret key after it has been used. Even if a
key is compromised, the compromised key cannot be used to generate future messages nor
can it be used to decrypt future messages since it is marked by the authenticator 28 as “used”

and, therefore, cannot and will not be used for future messages.

[0037] A device can also use an assigned mutating ID to provide credentials (e.g.,
previously assigned by the authenticator 28) to the authenticator 28 in order to authenticate
itself with the authenticator 28. Since the authenticator 28 assigns the mutating IDs and the
credentials to the devices included in the system 20, the authenticator 28 can verify that the
credentials are valid and that they match a mutating ID provided by a device (e.g., a mutating
ID and credentials provided by a device are assigned to the same device). If the credentials
are valid, the authenticator 28 allows the device providing the credentials (i.e., the
“requesting device”) access to particular data and/or software accessible through the intranet
21. In one embodiment, the anthenticator 28 provides the requesting device with a session
key for communicating with another device connected to the intranet 21, a decryption key for
decrypting data obtained from another device connected to the intranet 21, or a password or
other access mechanism for connecting to another device connected to the intranet 21,

particular data and/or a particular application, etc. Upon validating the credentials of the
10
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requesting device, the authenticator 28 may also forward a particular request or message to

another device connected to the intranet 21 on behalf of the requesting device.

[0038] In addition, if the credentials received from the requesting device are valid, the -
authenticator 28 uses the 'credentials (and, consequently, the identity of the associated
requesting device) to determine whether the requesting device is allowed to perform certain
functions. For example, if the authenticator 28 determines that credentials provided by the
requesting device are valid but that the requesting device is not authorized to access the
particular data and/or software requested by the requesting device, the authenticator 28 can

deny the device’s request.

[0039] The systemn 20 uses a protocol to govern communications between entities. Each
entity is randomly assigned a mutating ID, such as the identifier or ID 38 shown in FIG. 2, by
the authenticator 28. As noted, each mutating ID includes a random number 40 and a random
corresponding secret key 42. In some embodiments, a mutating ID takes the form of a
modified hash.

[0040] In some embodiments, the authenticator 28 also generates encryption keys for
content or data distributed through the system 20. To request an encryption key, a device
wanting to send data (i.e., the “sending device™) supplies the authenticator 28 with the data it
wants to transmit or a label or function (i.e., any identifying string) of the data it wants to
transmit, and the authenticator 28 responds with an associated encryption key. The
encryption key, like the mutating IDs, can be unrelated to the data that it encrypts. In
addition, if the sending device only sends an identifier to the authenticator 28 (e.g., a random
identifier) of the data it wants to transmit, the authenticator 28 has no knowledge of the data
associated with a particular encryption key. The authenticator 28 records the assigned key

and the associated data or identifier of the data.

[0041] In addition to or as an alternative to requesting an encryption key, the sending
device can send credentials to the authenticator 28. The authenticator 28 validates the
credentials, determines the identity of the sending device providing the credentials, and can
reject or accept the request based on whether the credentials are valid and whether the
sending device is authorized to transmit the data. The sending device also supplies the

authenticator 28 with an identity of the intended recipient of the data, and the authenticator 28
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determines whether the sending device is authorized to transmit the data to the intended

recipient.

[0042] After the authenticator 28 generates and supplies an encryption key to the sending
device, the sending device uses the encryption key to encrypt the data. The sending device
then sends the encrypted data to a device. To decrypt the encrypted data, the device receiving
the encrypted data (i.e., the “receiving device”) requests the corresponding decryption key
(e.g., the same key used to encrypt the data) from the authenticator 28. In some
embodiments, the authenticator 28 supplies a decryption key to any device included in the
system 20 that makes a legitimate request. A request for a decryption key can include a
reference to the data (e.g., the label or identifying string of the data) that the receiving device
wants to decrypt.

[0043] In some embodiments, the request also includes credentials of the receiving
device. The authenticator 28 validates the credentials of the receiving device and determines
the associated key based on the label indicated in the request and returns the appropriate key
to the receiving device. The authenticator 28 also determines an identity of the receiving
device and determines whether the receiving device is authorized to receive the key to
decrypt the data. If the credentials of the receiving device are invalid or the receiving device
is not authorized to decrypt the data, the authenticator 28 can deny the request for the
decryption key.

[0044] Exemplary embodiments of the invention will now be described using several
examples. As with many descriptions of communication protocols, names are assigned to the
various devices (or individuals associated with those devices) used in the protocol. In one
embodiment, Alice (4) and Bob (B) represent the first device 22 and the second device 24,
respectively, and Trent (7) represents the authenticator 28, a trusted arbiter of communication
(e.g., managed by the organization managing the intranet 21). In some examples, Carol (C)
represents a third device included in the system 20 and connected to the intranet 21. The
following table, Table 1, is a list of other symbols used in this document to explain multiple

embodiments of the protocol.
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Table 1

Symbol Meaning

ABC T Entities (e.g., devices) included in the system.

D Digital content.

Xy An identifier (e.g., public identifier) for an entity .X.

KXered Secret information that identifies an entity X, which is known only to the
entity X and the authenticator and is randomly assigned by the
authenticator.

Ky A key for a symmetric cipher associated with some entity X,

Ny A one-use number associated with some key Ky.

H(X) A function that produces a hash of X.

EXKX) A cipher that encrypts X with K.

XY, Z A message Z sent from X'to ¥,

{(N'y, K'v)} A set of mutating IDs of arbitrary size associated with entity X.

SESSION KEYS
[0045] In some embodiments, mutating IDs are used to exchange a communication or

session key between two entities. For example, assume that Alice and Bob would like to
communicate securely. Again assume that Alice and Bob trust Trent and that Trent assigns
Alice a mutating ID that includes a number N, and a secret key K,; for some symmetric cipher
and assigns Bob a mutating ID that includes a number Np and a secret key Kp for some
symmetric cipher. Also assume that Alice and Bob each have credentials (e.g., Acres and Beyeq

respectively) that are known only to Trent and the holder of the credentials.

[0046]

session key between two entities. For example, assume that Alice and Bob would like to

In some embodiments, mutating IDs are used to exchange a communication or

communicate securely using a session key shared by Alice and Bob. Again assume that Alice
and Bob trust Trent and that Trent assigns Alice a mutating ID that includes a number N, and
a secret key K, for some symmetric cipher and assigns Bob a mutating ID that includes a
number N and a secret key K for some symmetric cipher. Also assume that Alice and Bob
each have credentials (e.g., Acrea and B4 respectively) that are known only to Trent and the

holder of the credentials.

[0047]
Acreq and an identifier of Bob (e.g., Big) with her secret key K4 and appends her number N4 to

To request a session key (e.g., K45) from Trent, Alice encrypts her credentials

the result. Alice sends the message to Bob.
13
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A — B: NA E(KA» AcredBid)

[0048] Bob concatenates his credentials B...; and an identifier of Alice (e.g., Aiz) with the
message from Alice and encrypts the result with his secret key Kp. Bob appends his number

Kp to the result of the encryption and sends the resulting message to Trent.
B—T: NB E(KB. BcredAid N/f E(KA: AcredBid))

(00491 Trent identifies that the message has come from Alice and Bob because Trent
knows that the identifying numbers N, and Np are associated with Alice and Bob. Trent
decrypts thie message using the secret keys K4 and K associated with the identifying numbers
N4 and Ni. To validate the message, Trent can verify multiple components of the message.
For example, in one embodiment, Trent verifies that Bob’s credentials Ber.qs are valid and
match his nuraber N3 and his identifier By provided by Alice and that Alice’s credentials Aceq
are valid and match her number N, and her identifier 4;; provided by Bob. If either Bob’s or
Alice’s credentials are invalid or do not match the number provided by the owner of the
credentials or do not match the identifier provided by the other entity, Trent can reject the

request.

[0050] Once Trent identifies the entities involved in the message, Trent also verifies that
Bob is authorized to communicate with or connect to Alice and that Alice is authorized to
communicate with or connect to Bob. If Alice is not authorized to communicate with Bob or

if Bob is not authorized to communicate with Alice, Trent can reject the request.

[0051] If Trent verifies the request, Trent generates a message for Alice and a message
for Bob. The message for Alice includes a new number N,’, a new secret key Ky’, Alice’s
credentials A4, and a session key K, 5. In addition, the message for Alice can include new
credentials for Alice Aqeq’. Trent encrypts the message for Alice with Alice’s current secret

key K, and sends the message to Alice.
T— A E(KA' Na' Ky’ Acrea Acred’ KAB)

[0052] The message for Bob includes a new number Np’, a new secret key Kp’, Bob’s
credentials Beyeq, and a session key K p. In addition, the message for Bob can include new
credentials for Bob B..s’. Trent encrypts the message for Bob with Bob’s current secret key
Kp and sends the messages to Bob.

14
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T — B: E(KB, NB ’ KB ’ Bcrea'Bcred ! KAB)

[0053] The above protocol can be extended to include more entities. For example, if
Alice wants a session key associated with Bob and Carol, Alice can list known identifiers of
Bob and Carol, such as Bob’s identifier By and an identifier of Carol (e.g., Ciz) in her
message. Similarly, Bob can list identifiers of Alice and Carol, and Carol can list identifiers
of Alice and Bob. Each entity can also include their credentials in their message. As shown
above, each entity can forward their message to another entity associated with the requested
session key and each entity can add their message to the received message. Once all the
intended entities have added their message to the request, the last entity forwards the request
to Trent. Trent verifies that the credentials of each entity match the mutating IDs assigned to
each entity and that the list of identifiers specified by each entity match the provided
credentials. Trent can also verify that each entity is authorized to communicate with each
other entity involved in the message. After verifying the request, Trent sends a new mutating
ID (e.g., a new number and a new identifying key) and the session key associated with the
listed entities to each entity along with their credentials. Trent can also provide each entity

with new or mutated credentials.
CONTENT USE LICENSES

[0054] Mutating IDs can also be used to provide a license that an entity can use to obtain
and decode a piece of content. For example, assume Alice has content or a message P that
she wants to securely send to Bob. Again assume that Alice and Bob trust Trent and that
Trent assigns Alice a mutating ID that includes a number N, and a secret key K for some
symmetric cipher and assigns Bob a mutating ID that includes a number Np and a secret key
Kjp for some symmetric cipher. Also assume that Alice and Bob each have credentials (e.g.,

Acreq and Be,.q, respectively) that are known only to Trent and the holder of the credentials.

[0055] To obtain a license for the message P, Alice generates a hash of the message P
(e.g., H(P)), concatenates the message hash H(P) with her credentials 4.4, and encrypts the
result with her secret key K4. Alice also appends her number Ny to the encryption result.

Alice sends the resulting license request to Trent.

A—T: NA E(KAu AcredH(P))
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[0056] Trent decrypts the license request from Alice and generates a response to Alice
that includes a new mutating ID that includes a new number N’ and a nev&; secret key K4’ for
Alice, a mutating ID to be associated with a license for the message P that includes a license
number (e.g., Npp) and a license secret key (e.g., Kup)), and an encryption key (e.g., Kp) for
the message P. In some embodiments, Trent also includes the message hash H(P) in the
response to Alice so that Alice can ensure that the message has not been tampered with (e.g.,
provided by an imposter). Trent encrypts the response with Alice’s current secret key N4 and

sends the encrypted response to Alice.
T— A: E(K4, Ni’ K4’ Neypy Kyp) Kp H(P))

[0057] Once Alice obtains the response from Trent, Alice decrypts the response and
obtains the key Kp and the mutating ID associated with a license for the message P. Alice
encrypts the message P with the key Kp and generates a license for the encrypted message P.
The license for the encrypted message P includes Alice’s credentials 4. and the message
hash H(P). In some embodiments, the license also includes an identifier of the recipient of
the license. For example, if Alice is going to send the license to Bob, the license can include
an identifier of Bob (e.g., Biy). In some embodiments, an identifier of the recipient is
excluded from the license in order to reduce the complexity of the protocol. For example,
digital media production companies may not know ahead of time or track potential recipients

of content.

[0058] Alice encrypts the license with the license secret key Kpyp) and appends the
associated license number Nyp) to the encryption result. Alice sends the encrypted message

P and the associated license to Bob.
A — B: E(Kp, P)
A4 — B: Nuw) E(Kupy, Acrea H(P) Big)

[0059] At some point afier receiving the encrypted message P and the associated license,
Bob requests the decryption key for the encrypted message P. To generate a request for the
decryption key, Bob concatenates his credentials B..; to the license Alice provided and
encrypts the result with his secret key K. Bob also appends his number Np to the encrypted

concatenation and sends the resulting request to Trent.
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B — T: N3 E(Kp, Bered Ny E(Knep), Acrea H(P) Big)

[0060] Trent unrolls the encryption, and, if an identifier of Bob is included in the license,
Trent :/eriﬁes that the credentials B¢ and the number N provided in the request match the
identifier in the license Alice generated. Trent also verifies that the message hash H(P)
included in the request matches the license number Ny and the license secret key Kpp).
After verifying the message from Bob, Trent sends Bob a decryption (e.g., Kp) that is used to
decrypt the encrypted message P, a mutating ID that includes a new number Np’ and a new
secret key Kp’ for Bob, and Bob’s credentials B...q all encrypted with Bob’s current secret
key Kp.

Tr'— B.' EKB, NB ! KB ! KP Bcred)
[0061] Optionally, Trent can inform Alice that Bob requested the decryption key.
T — A: E(K4’, “Bob requested the key associated with the identifier H(P)”)

[0062) After providing the decryption key to Bob, the license Alice provided to Bob is no
longer valid because Trent has already seen the license number Nyp) and the license secret
key Kup) associated with the one-time-use mutating ID associated with the license for the

message P.

[0063] As in the previous example, this protocol can be extended to include multiple
entities by having each entity add their credentials to the license, encrypt the result with their
assigned mutating ID, and forward the modified license to the next entity. For example, if
Alice generates and sends a license to Carol who forwards the license to David who then

sends the license to Bob, the resulting license received by Trent would be as follows:
T — A: NgE(Kp, Berea Np E(Kp, Derea Ne E(Kc, Cerea Nuepy E(K ey, Acred H(P) Bi))))
DEVICE AUTHENTICATION

[0064) The above protocol can also be used to perform other activities within the intranet
21, such as requesting encryption keys, requesting decryption keys, requesting that a message
or data be forwarded to a particular device, requesting authorization to transmit data to a
particular receiving device, requesting authorization to obtain or send data and/or requesting

software from a particular device, authenticating a device to be connected to the intranet 21,
17
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etc. For example, in or<1e embodiment, the protocol is used to authenticate a device before
connecting the device to the intranet 21. As described above, given that the intranet 21 is
managed internally by a specific organization for a controlled set of users, the organization
can regulate the devices and the users of the devices connected to the intranet 21. For
example, the authenticator 28 (and/or another authenticating device connected to the intranet
21) can authenticate a device connected to the intranet 21 (such as the devices 22 or 23) that
makes a request to 1) connect to or communicate on the intranet 21, to 2) access data or files
stored on the intranet (e.g., classified or confidential data such as trade secrets, financial
information, and the like), or to 3) connect to another device (such as a computer storing a
database) or an external network (such as the Internet) based on the identification of the
requesting device (e.g., a device ID). The authenticator 28 can compare the identification of
the device requesting connection to a list of validated device IDs. For example, the
organization operating the intranet 21 can establish a list of device IDs for each device owned
or managed by the organization that is capable of connecting to the intranet 21. If the
identification of a device requesting a connection to the intranet 21 matches a device ID
validated by the organization (and an access or communication permission is associated with
the device ID), the authenticator 28 authorizes the device’s connection to the intranet 21. In
this way, it is possible to control access to certain information, files, and software on the
intranet 21, and control the dissemination of such material both within the intranet 21 and

beyond or outside of the intranet 21.

[0065] For example, assume Alice is a server connected to the intranet 21 with resources
that Carol, a client computer connected to the intranet 21, wants to utilize. Let Bob represent
a user of the client computer Carol who instructs Carol to use or access particular resources.
Trent remains the authenticator for the protocol. Assume that Alice, Carol, and Bob all have
an identifying number N and a secret key K assigned by Trent. Further, assume that Trent
knows all secrets and that Alice, Carol, and Bob do not know each other’s secrets. In
addition, Alice, Carol, Bob, and Trent are all managed by the organization managing the

intranet 21.°

[0066] Since Alice may need to service many clients at once, Alice obtains a list of
mutating IDs. Assuming that Alice already has an initial or current mutating ID assigned by
Trent, Alice negotiates with Trent to get multiple mutating IDs. Alice first needs to prove to

Trent that she is authorized to request multiple mutating IDs. To do this, Alice encrypts an
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identifier that Trent will recognize as belonging to Alice (e.g., Aig or Agreq) With a request for
x mutating IDs with the secret key K of her current mutating ID and appends the identifying

number of her current mutating ID to the encryption result. Alice sends the request to Trent.

A — T Ng E(Ky, Acrea Send x mutating IDs)

[0067] Once Trent validates the request (e.g., validates Alice’s credentials Ag.s and
verifies that Alice is authorized to submit the request), Trent generates x mutating IDs,
encrypts the x mutating IDs with the secret key K of Alice’s current mutating ID, and sends
the encrypted x mutating IDs to Alice as shown in Fig. 3B. Trent can also provide Alice with

new credentials 4.yeq’. &

T — A: E(K4, Aerea’ {(N' 4, K')) (V24 K24) ...(Na, K1)}

[0068] Since Alice used her current mutating ID, Alice destroys that mutating ID, and
Trent marks the mutating ID as “used.” This protocol can be run at any time to ensure that a
server or other type of device has enough mutating IDs to function correctly and/or

efficiently.

[0069] A user, Bob, supplies his identifying credentials B...; (e.g., a password, a user
identifier, biometric information, etc.) to client sofiware on the client computer, Carol. Carol
encrypts Bob’s credentials B,..s and her own identification (e.g., Ciz or Ccres) With her current
secret key K¢ and appends her current identifying number N¢ to the result. Carol and/or Bob
can also specify a particular service and/or particular data to be obtained from Alice. Carol

sends the result to Alice.
C— A: NCE(KC; Bcred Cid)

[0070] Alice encrypts the message from Carol with a secret key K4' of one of the x
mutating IDs provided by Trent and appends the associated identifying number N4 to the

encryption result. Alice sends the resulting message to Trent.
A — T Ny E(Ky, NcE(K, BeredCid))

[0071] Trent decrypts the encrypted message received from Alice and determines that
Bob, who is operating the client computer, Carol, would like to connect or use services

resident on the server, Alice. Next, Trent validates Bob’s credentials B..; and Carol’s
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identification Ci; and determines whether Bob and/or Carol are authorized to use the services
resident on the server, Alice. Aﬁér Trent validates Bob’s credentials B..s and Carol’s
identification Cjz and verifies that Bob and Carol are authorized to use the services provided
by Alice, Trent generates two messages. The first message is destined for Carol and contains
a new mutating ID (e.g., N¢’ and K¢"), the identity of Alice 4,4, and a session key Ks. In
some embodiments, the first message also includes new credentials for Bob B¢’ and/or a
new identification for Carol Cyy’. Trent encrypts the message for Carol with Carol’s current

secret key K¢ and sends the resulting message to Carol.
T— C: E(Kc, A,-d Nc’Kc’Ks)

[0072] The second message is destined for Alice, the server, and contains an identity of
Bob (e.g., BiJ), the identification of Carol Cy, and the session key Ks. Trent encrypts the

second message with Alice’s current secret key K, and sends the resulting message to Alice.
T—A: E(KA,BM C[sz)

[0073] At this point, Carol knows that the session. key K is safe to use to encrypt all
communications exchanged with the Alice. Furthermore, Alice knows that the identities of
Carol and/or Bob have been validated by Trent and that Carol and/or Bob are authorized to

use the services Alice provides.

[0074] In some embodiments, Trent may authorize Bob to use the services provided by
Alice even if the identification of Carol (e.g., Cig or C,eg) is not validated. For example,
assume Bob is attempting to access or connect to a device connected to the intranet 21 from a
remote or external device that is not owned or managed by the organization managing the
intranet 21. The authenticator 28, therefore, may not recognize the identification of the
external device as a valid device ID. If, however, Bob provides valid credentials (e.g., and is
authorized to connect to devices connected to the intranet 21 from a remote device), Trent
may authorize Bob’s access to the intranet 21 and the devices connected thereto even if the

external device does not have a valid device ID.
BLACK PROTOCOL

[0075] The secret keys of mutating IDs (e.g., K4, Kp, and K¢) need to remain secret in
order to protect the security of transmitted data encrypted with the secret keys. For example,
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if Trent provides Alice with a new mutating ID encrypted with Alice’s current secret key
(e.g., K4), an eavesdropper who has determined Alice’s current secret key can obtain Alice’s
new mutating ID. The eavesdropper can then use the new mutating ID to send false data

and/or to obtain the plaintext of future data exchanged between Alice and Trent.

[0076] Eavesdroppers can determine (or attempt to determine) a key used to encrypt
particular data by performing an attack. For example, an eavesdropper can perform a brute
force attack. A brute force attack includes decrypting ciphertext with every possible key until
a key is found that produces coherent or recognizable data (e.g., human readable data). If the
eavesdropper obtains or knows the plaintext (or a portion or pattern thereof) corresponding to
obtained ciphertext, the eavesdropper can more easily determine whether a correct candidate
key has been found. For example, if the eavesdropper obtains ciphertext and knows that the
ciphertext includes an individual’s name followed by a 4-digit personal identification number
(“PIN™), the eavesdropper can apply candidate keys until a candidate key produces the
plaintext including the individual’s name. The eavesdropper can then assume, with some
certainty, that the remaining information included in the generated plaintext corresponds to
the PIN.

[0077] However, if the eavesdropper has no knowledge of the plaintext or a pattern of the
plaintext (i.e., has no content hint), the eavesdrdpper's ability to determine whether a correct
candidate key has been found is greatly reduced and, perhaps, eliminated. For example, if
plaintext includes a random number encrypted with a particular key, no matter how many
keys the eavesdropper attempts in a brute force attack, the eavesdropper will have no way to
determine whether candidate plaintext is the true plaintext corresponding to the ciphertext.
Decrypting an encrypted random number with any candidate key will produce a random
number that is equally likely to be the original random number as every other random number

produced by every other candidate key.

10078] Referring to the session key example described above involving Alice, Bob, and
Trent, if any portion of an encrypted message is recognizable, known, becomes known, or
includes any content hints, an eavesdropper could possibly perform a plaintext or partial-
plaintext attack on the encrypted message and uncover a secret key of Alice or Bob used to
encrypt the message. For example, assume that Alice sends the following message to Bob

that is intercepted by an eavesdropper.
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A— B: NA E(KA, Acrede'd)

[0079] The eavesdropper can perform a brute force attack on the intercepted message
because Bob’s identifier By and the format of the above message are known or public. Thus,
the eavesdropper can obtain Alice’s secret key K4 and her credentials Acrea. Furthermore,
once the eavesdropper obtains Alice’s current seéret key K4, the eavesdropper can use Alice’s
current secret key K4 to obtain all data encrypted with Alice’s current secret key Ky, such as

her next mutating ID (e.g., Ny’ and K4°).

[0080] An eavesdropper can use other knowledge about an encrypted message or the
communication protocol used to generate an encrypted message to perform brute force
attacks. For example, an eavesdropper can use the mutating ID number (e.g., N4), which is
passed in the clear, to perform a brute force attack. An eavesdropper could also use
knowledge of the algorithm used to generate the mutating ID numbers to perform a brute

force attack.

[0081] As pointed out above, keys used to encrypt undiscoverable data (i.e., data that is
random or has no content hints) cannot be easily determined or discovered using a brute force
attack, since an eavesdropper will be unable to determine when a correct candidate key is
found. Keys used to encrypt discoverable data (i.e., data that is known, may be later
disclosed, is recognizable, or has a known or easily guessed format), however, can
(theoretically) be determined using a brute force attack. When the discoverable data and the
undiscoverable data are encrypted together or with the same encryption key (e.g., a
recognizable name and a corresponding possibly random PIN encrypted with the same key), a
key determined through a brute force attack using the discoverable data is also the key used

to encrypt the undiscoverable data and, therefore, the undiscoverable data can be discovered.

[0082] To increase the security of the undiscoverable or secret data, separate keys can be
used to encrypt the different types of data (hereinafter referred to as “separate encryption
protocols”). For example, one or more keys (e.g., one or more mutating IDs) are used to
encrypt the undiscoverable data (e.g., the secret keys Ky, Kp, and K¢) and one or more keys
(e.g., one or more mutating IDs) are used to encrypt the discoverable data (e.g., B;g). Since
the same keys are never used to encrypt undiscoverable data and discoverable data, the

possibility of an eavesdropper determining undiscoverable date is reduced.
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SECURE DIGITAL CONTENT MANIPULATION MANAGEMENT

[0083] Mutating IDs can also be used to control manipulation of digital content (e.g.,
documents, images, video, audio, etc.). For example, digital content may be confidential
(e.g., a contract, a movie in production, payroll information, etc.) and, therefore, only
particular entities (e.g., human users, computer applications, computer devices, etc.) may be
allowed to access and/or modify the digital content. It should be understood that the terms
“manipulate” and “manipulation,” as used in the present application, includes accessing and
viewing digital content, modifying digital content, executing digital content, distributing
digital content (e.g., copying digital content, transmitting digital content (e.g., emailing),
storing digital content (e.g., to a disk or a flash memory device), etc. In some embodiments,
mutating IDs may be used to manage manipulation of data stored in a device connected to the
intranet 21 of FIG. 1.

[0084] FIGS. 4 and 5 illustrate an exemplary system 50 configured to provide digital
content management. In the embodiment shown in FIG. 4, the system 50 includes four
participants or entities: an authenticator 28, a content packager 54, a content server 57, and a
content manipulation device 62. Although only one content packager 54, content server 57,
and content manipulation device 62 are shown in FIG. 4, in some implementations the system
50 may include multiple content packagers 54, content servers 57, and/or content
manipulation devices 62. Further, there could be multiple authenticators 28. As shown in
FIG. 4, in some émbodiments, the authenticator 28 includes an external memory device 60.

The memory device 60 stores mutating IDs managed by the authenticator 28.

[0085] In some embodiments, the content packager 54 and the content manipulation
device 62 are connected to the authenticator 28 via communication links 63 and 64,
respectively. The content packager 54 and the content manipulation device 62 are also
connected to the content server 57 via communication links 64 and 65, respectively. In some
embodiments, the content manipulation device 62 is also connected to the content packager
54 via communication link 66, and the authenticator 28 is connected to the content server 57
via communication link 67. The communication links 62, 63, 64, 65, and 66 can include two-
way links and may be constructed from all or part of the netwérks mentioned above. In some
embodiments, the communication links 62, 63, 64, 65, and 66 include communication links

of an intranet.
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[0086] FIG. 5 schematically illustrates the authenticator 28, the content packager 54, the
content server 57, and the content manipulation device 62 according to.one embodiment of
the invention. As shown in FIG. 5, each apparatus includes a processor 70 (e.g., 70a, 70b,
70c, and 70d), a memory module 71 (e.g., 71a, 71b, 71c, and 71d), and an input/output
module 72 (e.g., 72a, 72b, 72¢, and 72d). It should be understood that the components shown
in FIG. 5 are exemplary and can be combined and distributed in various arrangements and
configurations. For example, a memory module 71 can be included in a processor 70 and/or
an input/output module 72 in place of or in addition to being included as a separate
component. The input/output modules 71 can also be located in a device external to the

apparatus housing the corresponding processor 70.

[0087] The processors 70 can include one or more processors or similar circuitry for
managing the manipulation of digital content using mutating IDs. In one embodiment, the
memory modules 71 store instructions and data retrieved and executed by the processor 70
for managing the manipulation of digital content using mutating IDs, as described below with
respect to FIG. 6. The memory modules 71 can also store mutating IDs. In particular, the
memory modules 71b, 71c, and 71d included in the content packager 54, the content server
57, and the content manipulation device 62, respectively, can be configured to store one or
more mutating IDs assigned to each apparatus by the authenticator 28. Similarly, the
memory module 71a included in the authenticator 28 can store the mutating IDs previously
and currently assigned to each participant included in the system 50. In some embodiments,
the memory module 71a included in the authenticator 28 also stores future mutating IDs
awaiting assignment to a participant. As noted above, the authenticator 28 can also store

mutating IDs to the external memory device 60.

[0088] The functions performed by each processor 70, and, consequently, the instructions
and data stored in the memory module 71 of each participant, are configured based on the
role a particular participant plays in managing the manipulation of digital content. The
memory modules 71 can also store data received or transmitted by a particular participant via

its input/output module 72.

[0089] As shown in FIG. 5, each participant includes an input/output module 72 that
interfaces with at least one communication link. It should be understood that although each

participant is shown connected to anther participant by a single, direct connection, each

24



WO 2007/092588 PCT/US2007/003440

participant is connected to another participant via one or more wired and/or wireless
connections over one or more networks or communication systems, as described above. Each
input/output module 72 can also interface with additional participants (e.g., networks,

devices, etc.) over the same or additional communication links.

[0090] As directed by the processor 70, each input/output module 72 outputs data to
another participant. Similarly, each input/output module 72 can receive data from another
participant and forward the data to the associated processor 70 and/or memory module 71.
As noted above, the input/output module 72 of a particular participant can be located in a
device that is external to the device housing the processor 70 and/or the memory module 71

of the participant.

[0091} As shown in FIG. 5 and as described above with to FIG. 1, the authenticator 28
also includes a random number generator 73. The authenticator 28 uses the random number
generator 73 to generate random numbers used in the protocol implemented or followed by
the system 50 for managing the manipulation of digital content using mutating IDs. As noted
above, the random number generator 73 can produce numbers that are truly random (i.e.,
numbers that are as random as is possible with the particular technology used to implement

the invention).

[0092] In some embodiments, the functionality of the authenticator 28, the content
packager 54, and/or the content server 57 is combined and provided by a single entity. Other
functions performed by individual participants, as described below, can also be combined and

distributed among the participants in various configurations.

[0093] As shown in FIGS. 4 and 5, the content manipulation device 62 executes at least
one security-aware application 62a configured to create digital content and/or manipulate
stored digital content (e.g., digital content stored in the content server 57). As described in
more detail below, the application 62a performs various functions in order to control the
manipulation of digital content. For example, as described below, based on the user of the
application 62a, the application 62a may decrypt encrypted digital content and display the
digital content to the user but may prevent the user from modifying the digital content or
distributing the digital content (e.g., copying the digital content, transmitting the digital
content (e.g., emailing the digital content), storing the digital content to a memory device

(e.g., a disk or a flash memory device), etc.). As shown in FIG. 5, the security-aware
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application 62s is stored in the memory module 71d of the content manipulation device 62

and is retrieved and executed by the processor 70d of the content manipulation device 62.

[0094] If a user creates new digital content or modifies existing digital content using the
application 62a, the application 62a (e.g., if the application 62a and/or the user operating the
application 62a is authorized) stores the digital content to the content server 57. In some
embodiments, as described below, the content packager 54 encrypts the digital content before

the digital content is stored to the content server 57.

[0095] To access digital content stored in the content server 57, the application 62a
requests access to digital content from the content server 57. In some embodiments, in
response to the request, the content server 57 generates and transmits a use license to the
device 62. The content manipulation device 62 forwards the use license to the authenticator
28, and the authenticator 28 determines whether the device 62 should be allowed access to
the requested digital content. If the device 62 (e.g., the application 62a and/or the user
operating the application 62a) is authorized to access the requested digital content, the
authenticator 28 instructs the content server 57 to provide the digital content to the device 62.
If the requested digital content is stored in the content server 57 in an encrypted form, the

authenticator 28 also provides a decryption key to the device 62.

[0096] The authenticator 28 distributes mutating IDs to the participants, and the
participants use the assigned mutating IDs to securely communicate with the authenticator 28
and other participants included in the system 50. As described below, the authenticator 28
can also generate and distribute encryption and decryption keys for digital content stored in
the content server 57. Furthermore, in some embodiments, the authenticator 28 assigns
credentials to each participant included in the system 50 that the authenticator 28 uses to

verify messages received from participants.

[0097] Examples of protocols for managing the manipulation of digital content within the
system 50 are illustrated in FIGS. 6 and 7. In these examples, Alice (e.g., 4) represents the
content manipulation device 62 (e.g., the security-aware application 62a), Bob (e.g., B)
represents the content packager 54, and-Carol (e.g., C) represents the content server 57. Trent
(e.g., T) represents the authenticator 28. The above table, Table 1, is a list of other symbols

used to explain embodiments of the proposed protocol.
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[0098] FIG. 6 illustrates a protocol for storing digital content. For this example, assume
that Alice would like to store digital content (e.g., D) to the content server 57. In addition,
assume that Alice previously received a secret key K, and an identifying number Ny (i.e., a
mutating ID) from Trent. Furthermore, assume Trent has previously assigned Bob a secret
key Kp and an identifying number N and assigned Carol a secret key K¢ and an identifying
number Ne. In some embodiments, Trent also assigns Alice, Bob, and/or Carol credentials
(€.8., Acred, Bereds Cored» TESPECtively) that each entity can include in messages. Trent uses the

credentials to verify that messages were truly constructed by Alice, Bob, and/or Carol.

[0099] To store the digital content D, Alice forwards the digital content D to Bob. In
some embodiments, Alice sends Bob the digital content D as plaintext. In other
embodiments, Alice sends Bob the digital content D encrypted with her secret key K4 or
another key, such as a session key (e.g., K45) previously established between her and Bob. It
should be understood that in some embodiments the communication link between Alice and
Bob is considered to be a secure communication link and, therefore, the digital content D can

generally be transmitted securely between Alice and Bob as plaintext.

[00100} Alice can include additional information with the digital content D. In one
example, Alice provides an identifier of the digital content (e.g., Dis). The identifier Dy
includes a hash of the digital content D, a filename to be associated with the digital content
D, etc. Alice provides Bob with the identifier Dy as plaintext, encrypted with a key known to
Bob, or encrypted with a key unknown to Bob (e.g., her secret key K4). In some
embodiments, Alice also provides her credentials Aq.¢ and encrypts her credentials A...q with
her secret key K. If Alice encrypts any portion of the information provided to Bob with her

secret key K4, Alice can append her identifying number N4 to the encryption result.
A — B: E(K4p D)
A — B: NAE(Ky, Dig Acreq)

[00101] As shown in the example messages above, in some embodiments Alice sends Bob
the digital content D as plaintext or encrypted with a key known to Bob such that he can
obtain the plaintext of the content D and can send the additional information (e.g., the
identifier D;y and her credentials) to Bob encrypted with her secret key K4. By encrypting

some of the information provided to Bob with her secret key K4, Alice can ensure that her
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message cannot be easily tampered with. Tt should be understood that other configuration
and variations are also possible for providing Bob with the digital content D and the

additional information.

[00102] After Bob receives the digital content and any additional information from Alice,
Bob generates an encryption key request for Trent. In some embodiments, the key request
includes the message Bob received from Alice. For example, the key request can include the
digital content D Bob received from Alice. In other embodiments, if Alice provides Bob the
digital content D as plaintext or encrypted in such a way that Bob can separate the encrypted
content D from the remainder of the message received from Alice, the key request includes
the additional information Bob received from Alice (e.g., the identifier D;; and/or Alice’s
credentials 4...4) but does not include the actual digital content D. In this way, Trent can be

kept blind to the digital content that is being stored in the content server 57.

[00103] As noted above, the key request can include the identifier Dy of the requested
content. In some embodiments, the key request only includes the identifier D,z Bob received
from Alice. In other embodiments, if Alice did not provide an identifier D;;, Bob creates an
identifier D;; and includes the identifier in the key request. For example, if Bob obtains the
plaintext of the digital content D, Bob creates an identifier of the digital content using the
same function or mechanism that Alice used to create her provided identiﬁer Dy In still
other embodiments, if Bob creates an identifier for the digital content, Bob includes his
identifier and Alice’s provided identifier in the key request. Trent can use the identifiers
provided by Alice and Bob to verify that the identifiers provided by each participant match.

Bob can also include his credentials B,.q in the key request.

[00104] In some embodiments, Bob encrypts the key request with his secret key Kp and
can append his identifying number Np to the encryption result. Bob sends the resulting key

request to Trent.
B — T: Ng E(Kp, Dig Beyea NAE(K 4, Dia Acred))

[00105] Trent identifies that the key request has come from Bob and Alice because Trent
knows that the number Np is associated with Bob and that the number N, is associated with
Alice. Trent decrypts the key request using Kgand K4. In some embodiments, if Alice and/or

Bob provided credentials, Trent verifies the credentials. If the credentials are not valid (e.g.,
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they do not match the credentials currently assigned to Alice and/or Bob), Trent declines the

key request and sends a decline message to Bob and/or Alice.

[00106] Trent can also verify additional information, or a portion thereof, included in the
key request. In one example, Trent verifies that the identifiers of the digital content received
from Bob and Alice match. If the identifiers do not match, Trent declines the key request and
sends a decline response to Bob and/or Alice. In addition, if Trent declines the key request,

Trent provides Alice and Bob with new mutating IDs.

[00107] In some embodiments, Trent also verifies that Alice is authorized to store digital
content to the content server 57. As described below with respect to FIG. 8, the authenticator
28 and/or a separate device manages a list of entities that are authorized to store digital
content to the content server 57. In some embodiments, a manager of the digital content
(e.g., a manager of the system 50) specifies which entities are authorized to store digital
content to the content server 57. In other embodiments, any entity that is authorized to
communicate with Trent (e.g., has a valid mutating ID) is automatically authorized to store

digital content to the content server 57.

[00108] If Trent verifies the information included in the key request, Trent generates a key
response for Bob. The key response includes an encryption key (e.g., Kp) for the digital
content D (e.g., randomly chosen by Trent). Trent stores the encryption key Kp and the

identifier Dy of the digital content included in the key request.

{00109] In some embodiments, Trent encrypts the key response with Bob’s secret key Kp.
The key response can also include additional information, such as the identifier D;s of the

digital content, Bob’s credentials B,.s, and/or a new mutating ID for Bob (e.g., Ng’ and K3").
T— B: E(Kg KpDigBerea Ng' Kpg')

[00110] Bob decrypts the key response from Trent and verifies the information included in
the message. For example, Bob can verify that the identifier D;; provided by Trent matches
the identifier Bob provided to Trent. Bob can also verify that his credentials B.rs included in

the response are valid.

[00111] After verifying the key response from Trent, Bob uses the encryption key Kp
included in the key response to encrypt the digital content D. After encrypting the digital
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content D, Bob sends the encrypted content to Carol for storage. Bob also sends Carol the
identifier Dy associated with the digital content D, as plaintext, encrypted with the encryption
key Kp, or encrypted with another key shared between Bob and Carol, such as a previously-

established session key.
B—C: D"d E(KD, D)

[00112] Carol stores the encrypted digital content and the associated identifier D;y. Storing
the digital content D in an encrypted form helps prevent an unauthorized user from obtaining

plaintext digital content if the unauthorized user obtains access to the content server 57.

[00113]  Trent also generates and sends a key response to Alice. In some embodiments, if
Alice used her mutating ID when she sent the digital content D and/or the additional
information to Bob, Trent includes a new mutating ID (e.g., N4’ and K, ") for Alice in the key
response. The key response for Alice also includes the identifier Dy of the digital content
and/or Alice’s credentials Ac.q. Alice uses the identifier and/or the credentials to verify that
her request to store the digital content D is being processed and that the message was
generated by Trent. In some embodiments, Trent also sends Alice the encryption key Kp
(and/or the decryption key, if different) assigned to the digital content D. Alice uses the
decryption key (e.g., the symmetric encryption key) to decrypt the encrypted digital content if
she retrieves the stored content from Carol. In this way, Alice can retrieve and decrypt the
stored digital content at a later time without having to request the decryption key from Trent.
In other embodiments, Alice is not informed of the encryption key Kp (and/or the decryption

key, if different) in order to control her further access to the digital content D.
T— A: E(KA. Dig Acrea NA ’ KA 7

[00114] It should be understood that, in some embodiments, Alice generates and transmits
a key request to Trent rather than Bob. In addition, as noted above, the functions of the
authenticator 28, the content packager 54, and the content server 57 can be combined such
that separate messages between Bob and Trent are not necessary to obtain an encryption key

for the digital content D.

[00115] Afier the digital content D is stored to the content server 57, a user of the content

manipulation device 62 can use the application 62a to request access to the stored content D.
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FIG. 7 illustrates one example protocol for obtaining or accessing digital content stored in the
content server 47. For this example, assume that Alice wants to access digital content D
stored by Carol. In addition, assume that Alice previously received a secret key K4 and an
identifying number N4 (i.e., a mutating ID) from Trent. Furthermore, assume Trent has
previously assigned Bob a secret key Kp and an identifying number Nz and assigned Carol a
secret key K¢ and an identifying number Nc. In some embodiments, Trent also assigns Alice,
Bob, and/or Carol credentials (e.g., Acreds Bered> Cereds TESPECtively) that each entity can include
in messages. Trent uses the credentials to verify that messages were truly constructed by
Alice, Bob, and/or Carol.

[00116] As shown in FIG. 7, to request access to the digital content D, Alice generates and
transmits a content request 78 to Carol. The content request 78 includes an identifier of the
digital content D (e.g., D;;). The identifier D;y can include a hash of the digital content D, a
filename associated with the digital content, or another identifier that uniquely identifies the
digital content D. The content request 78 can also include additional information, such as
Alice’s credentials A4,.s; or other identifying information. In some embodiments, Alice
encrypts the content request 78, or a portion thereof, with her secret key K4 and appends her
identifying number N4 to the encryption result. In other embodiments, Alice sends the

content request 78, or a portion thereof, as plaintext.
A — C Did

[00117] After Carol receives the content request 78 from Alice, Carol generates a use
license 80 or content identifier for the requested content. The use license 80 includes the
identifier D;4 of the requested digital content (e.g., the identifier received from Alice and/or
an identifier generated by Carol). In some embodiments, the use license 80 also includes
Carol’s credentials C,.s. Carol encrypts the use license 80 with her secret key K¢ and
appends her identifying number N to the encryption result. Carol encrypts the use license 80
in order to prevent the license from being tampered with. In some embodiments, Carol
obtains multiple mutating IDs, as described above with respect to FIG. 3, in order to service
many requests for digital content from one or more content manipulation devices 62. Carol
can also create a supply of one or more use licenses 80 (e.g., for a particular piece of content)

before receiving the content request 78 from Alice. Carol sends the use license 80 to Alice.

C— A: Nc E(Kc, Dig Cereq)
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[00118] Upon receiving the use license 80 from Carol, Alice generates a signed use license
or content request 90 for Trent. In some embodiments, Alice generates the signed use license
90 by encrypting the use license 80 with her secret key K, and appending her identifying
number N, to the encryption result. Alice can also concatenate additional information to the
use license 80 before encrypting the use license 80 with her secret key K4. In one example,
Alice concatenates the identifier Dy of the requested content and/or her credentials Acpeq tO
the use license 80 before encrypting the use license 80 with her secret key K. Alice sends

the resulting signed use license 90 to Trent.
A= T: Ny E(Ky, Dig Acrea Nc E(K¢, Dig Cered))

[00119] It should be understood that, in some embodiments, Carol creates a use license 80
based on information contained in the content request 78 received from Alice in such a
manner that the use license 80 already includes Alice’s information and/or “signature.” For
example, in her content request 78, Alice includes the identifier Dy, of the digital content and
her credentials A..s encrypted with her secret key K, and concatenated with her identifying
number N4. Carol concatenates the use license information (e.g., the identifier Dy of the
digital content and/or her credentials C.s) to the encrypted information received from Alice
and encrypts the concatenation result with her secret key K¢ and appends her identifying
number N¢ to the encryption result. Carol then forwards the use license 80 to Trent without

requiring additional information from Alice.

[00120] Upon receiving the signed use license 90 from Alice (or from Carol, if
applicable), Trent identifies that the signed use license 90 was generated by Carol and Alice
because Trent knows that the number N is associated with Carol and that the number Ny is
associated with Alice. Trent decrypts the signed use license 90 using K¢ and K4 and obtains
the information contained in the use license 80 and the additional information provided by
Alice. In some embodiments, if Alice and/or Carol provided credentials, Trent verifies the
credentials. If the credentials are not valid (e.g., they do not match the credentials currently
assigned to Alice and/or Carol), Trent declineé the signed use license 90 and sends a decline
responsé to Carol and/or Alice. Trent can also verify additional information included in the
signed use license 90. In one example, Trent verifies that the identifiers of the digital content
received from Carol and Alice match. If the identifiers do not match, Trent declines the

signed use license 90 and sends a decline response to Carol and/or Alice. In some
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embodiments, if Trent declines the signed use license 90, Trent provides Alice and Carol with

new mutating IDs.

[00121] In some embodiments, Trent also verifies that Alice and/or a user operating Alice
is authorized to access digital content stored in the content server 57. As described below
with respect to FIG. 8, the authenticator 28 and/or a separate device manage a list of entities
that are authorized to access digital content stored in the content server 57. In some
embodiments, a manager of the digital content (e.g., a manager or organization of the system
50) specifies which entities are authorized to access digital content stored in the content
server. In other embodiments, any entity that is authorized to communicate with Trent (e.g.,
has a valid mutating ID) is automatically authorized to access digital content stored in the

content server 57.

[00122] If Trent verifies the information contained in the signed use license 90, Trent
generates an authorization message 100. The authorization message 100 can include the use
license 80, or information contained therein, such as the identifier D;; of the requested digital
content. The authorization message 100 can also include credentials and/or identifiers of
Alice and/or Carol. For example, in some embodiments, the authorization message 100
includes a public or non-secret identifier of Alice (e.g., Aiy) and Carol’s credentials Cered,
which are known only to Trent and Carol. Carol uses the public identifier of Alice 4z to
identify which entity has been authorized to receive the requested content and uses the
credentials Cg..q to verify that the authorization message 100 was generated by Trent. In
some embodiments, the authorization message 100 also includes a new mutating ID for Carol
(e.g., K¢’ and N¢”). Trent encrypts the authorization message 100 with Carol’s secret key K¢
and sends the encryption result to Carol, and, in some embodiments, Trent appends Carol’s

identifying number N to the encryption result.
T'— C: E(Kc, Did Aid Bcred KC' NC ’)

[00123] The authorization message 100 informs Carol that Alice has been authorized to
access the requested digital content D and instructs Carol to send Alice the requested digital
content D. As described above with respect to FIG. 6, the digital content D is stored in the
content server 57 in an encrypted form. Therefore, Carol sends Alice the requested digital

content D in an encrypted form (e.g., as a ciphertext package 56). In some embodiments,
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Carol also sends Alice additional information, such as the identifier D;; of the requested

content.
C— A: EKp, D)

[00124] In addition to sending the authorization message 100 to Carol, Trent sends Alice a
decryption package 110. The decryption package 110 includes the decryption key Kp
associated with the requested digital content D. As described above with respect to FIG. 6,
the authenticator 28 generates the encryption keys for digital content stored in the content
server 57 and stores the encryption key for each piece of digital content along with an
associated identifier. Therefore, Trent uses the identifier D;; included in the use license
obtained from Alice and Carol to determine and obtain the decryption key (e.g., the
symmetric encryption key) for the requested content D. The decryption package 110 can also
include addition information, such as the identifier D;; of the requested content and/or a new
mutating ID for Alice (e.g., K4’ and N;’). Trent encrypts the decryption package 110 with
Alice’s current secret key K, and, in some embodiments, appends Alice’s identifying number

N4 to the encryption result.
T— A: E(KA, Did KD KA ’ NA ’)

[00125]) Afier Alice receives the encrypted digital content D from Carol (e.g., the
ciphertext package 56) and receives the decryption package 110 from Trent, Alice decrypts
the encrypted requested content D with the decryption key included in the decryption
package 110 and manipulates (e.g., displays) the digital content D as desired or authorized.

[00126] If Alice modifies the digital content D, Alice stores the modified digital content D
to the content server 57. In some embodiments, Alice requesfs a new encryption key for the
modified digital content, as described above with respect to FIG. 6. In other embodiments,
Alice uses the decryption key received from Trent to encrypt the modified digital content and

transmits the encrypted modified digital content to the content server 57 for storage.

[00127] It should be understood that the steps and/or order of the protocol described above
and illustrated in FIG. 7 can be modified. For example, Carol can send Alice the encrypted
requested content before sending a use license and/or before receiving an authorization

message from Trent. Upon receiving the encrypted content from Carol, Alice requests the
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decryption key from Trent, and, if Trent approves Alice’s access of the requested content,
Trent sends the decryption key to Alice and does not necessarily need to send an
authorization message to Carol. In this way, Carol can automatically send encrypted content
to Alice upon receiving a content request and does not need to be involved in the remainder
of the approval process. Even if Trent ultimately declines Alice’s request for the decryption
key associated with the requested digital content, Alice has not obtained any useful

information since the content received from Carol is encrypted.

[00128] As described above with respect to FIGS. 6 and 7, the authenticator 28 verifies
that a particular entity is authorized to store digital content to the content server 57 and/or
access digital content stored in the content server 57. In one example, the authenticator 28
uses information obtained in request to store content to or retrieve content from the content
server 57 (e.g., a mutating ID or credentials) to identify the entity making the request and
verifies that the identified entity is authorized to perform the requested function (e.g.,
compare the identified entity to a list of authorized entity). If the entity is not authorized to

perform the requested function, the authenticator 28 declines the request.

{00129] 1In some embodiments, the authenticator 28 (or another device included in the
system 50) also manages additional rights associated with digital content. For example, a
particular entity may be assigned particular rights associated with particular digital content.
The rights govern whether the entity can access or view the digital content, execute the digital
content, modify (e.g., edit) the digital content, distribute the digital content (e.g., copy the

digital content, email the digital content, or store the digital content to a memory device), etc.

[00130] As shown in FIG. 8, in some embodiments, the system 50 includes a system
management console 58. The system management console 58 is connected to the content
packager 54, the authenticator 28, and/or the memory device 60. An owner, creator, or other
manager of digital content 52 (e.g., a manager of the organization or system 50) uses the
system management console 58 to specify access controls for digital content stored in the
content server 57. For example, a manager of digital content can specify users that can
access digital content stored in the content server 57 and/or user that can store digital content
in the content server. In addition, a manager of digital content can use the system
management console 58 to enter specific access controls or rights for each user that is

allowed access to digital content stored in the content server 57. The access controls or rights
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can inchide read-only rights, read-and-write rights, read-write-and-execute rights, distribution
rights, copying rights, etc. In some embodiments, the access controls apply to all digital
content accessed by a particular entity. In other embodiments, specific access controls are
specified for particular digital content accessed by all or any particular entity and/or accessed
by particular entities. For example, a manager of a particular piece of digital content can
specify that all entities included in the system 50 can access the piece of digital content but

can specify that only certain entities can modify and/or distribute the piece of digital content.

[00131] The authorized users and/or the access controls provided by a manager of digital
content via the system management console 58 are stored in the memory device 60. As
described above, the memory device 60 can also store keys (e.g., symmetric encryption and
decryption keys and/or encryption keys and corresponding decryption keys) used to encrypt
and/or decrypt digital content stored in the content server 57 and mutating IDs assigned to
entities of the system 50. In some embodiments, the memory device 60 also stores an audit
log or other information as to when digital content was created, encrypted, stored, accessed,

executed, modified, distributed, etc.

[00132] For example, if a user creates digital content and stores the digital content to the
content server 57, the user uses the system management console 58 to specify access rights
associated with the digital content. The access rights specify what entities (e.g., users,
devices, etc.) can access or retrieve the digital content and/or, of those entities authorized to
access the content, what rights particular entities have associated with the digital content. For
example, the user can specify that another user can access the digital content but cannot
modify the content or distribute the content. The system management console 58 stores the

access rights specified by the user to the memory device 60.

{00133] . As described above with respect to FIG. 7, when a user wants to access digital
content stored in the content server 57, the user uses a content manipulation device 62 to
execute the security-aware application 62a. The security-aware application 62a performs
various functions in order to protect digital content 52 from being viewed, edited, and/or
executed based on the authorized and/or unauthorized functions specified by access rights
associated with the digital content 52. For example, the security-aware ai)plication 62a can
decrypt the digital content 52, can prevent a user from editing the digital content 52, can

prevent a user from executing digital content, can prevent a user from copying the digital
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content 52, can prevent the user from distributing the digital content 52 (e.g., emailing the

digital content or storing the digital content 52 to an authorized storage device), etc.

[00134] As shown in FIG. 8, in some embodiments, prior to or upon loading the
application 62a, the application 62a obtains a mutating ID or user certificate 64. In some
embodiments, the authenticator 28 creates and distributes the user certificate 64. The user
certificate 64 identifies a user of the application 62a and, in some embodiments, is assigned
in addition to the mutating ID assigned to the content manipulation device 62. In one
embodiment, the user certificate 64 is different from (e.g., completely unrelated to) the
mutating ID assigned to the content manipulation device 62. In some embodiments, the user
certificate 64 includes an identifying number and a secret key (e.g., a mutating ID). The user
certificate 64 can also be associated with credentials, access rights, and other information
stored in the memory device 60 that is associated with the application 62a and/or the user of
the application 62a. For example, a user of the application 62a can provide identification
and/or authentication information (e.g., a password, a username, biometric information, etc.)
and the application 62a and/or the content manipulation device 62 can forward the user
information to the authenticator 28. The authenticator 28 uses the user information when

creating the user certificate 64.

[00135] As noted above, in some embodiments, the authenticator 28 creates and distributes
the user certificate 64. In other embodiments, a mutating ID/user certificate packager 66
creates the user certificate 64 based on information obtained from the authenticator 28, the
system management console 58, and/or the content manipulation device 62 and/or
information stored in the memory device 60 (see FIG. 8). After creating the user certificate
64, the mutating ID/user certificate packager 66 distributes the user certificate 64 to the

content manipulation device 62 and, in particular, the application 62a.

[00136] Afier the application 62a obtains the user certificate 64, the application 62a
includes the user certificate 64, and/or information contained therein, in requests and/or
messages exchanged between entities included in the system ‘50. In one example, the
application 62a generates a-content request 90 by encrypting the use license 80 received from
the content server 57 with a secret key of the user certificate 64 and appending an identifying
number of the user certificate 64 to the encryption result. In some embodiments, the

application 62a also encrypts the use license 80 with the secret key of the mutating ID
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assigned to the content manipulation device 62 and appends the corresponding number to the
encryption result. In this way, the signed use license 90 includes identifying information of
the content manipulation device 62 and the user of the device 62, and the authenticator 28 can
verify the access rights of both the device 62 and the user 62 before approving access to
particular digital content. In other embodiments, the application 62a only encrypts the

content request with the secret key of the user certificate 64.

[00137] When the authenticator 28 receives the encrypted use license, it uses the secret
key of the user certificate 64 and the identifying number of the user certificate 64 to identify
the entity (e.g., the application 62a and/or the user of the application 62a) requesting the
digital content. After determining the identity of the entity requesting the digital content, the
authenticator 28 determines whether the entity requesting the digital content has the
appropriate access rights for obtaining the requested digital content. In some embodiments,
the authenticator 28 obtains access rights stored in the memory device 60 in order to
determine whether the requesting entity has the appropriate rights to access the requested
digital content. If the requesting entity does not have the appropriate access rights to access
the requested digital content, the authenticator 28 declines the content request and sends a

decline response to the content manipulation device 62 and/or the content server 57.

[00138] If the requesting entity has appropriate rights to access the requested digital
content, when the authenticator 28 generates the authorization message 100 and/or the
decryption package 110 for the content server 57 and/or the content manipulation device 62,
the authenticator 28 includes the access rights associated with the requesting entity and/or the
requested digital content. In some embodiments, the decryption package 110 generated by
the authenticator 28 includes access rights that specify how and if the security-aware
application 62a should allow the user to view, edit, and/or execute the requested digital
content. For example, the instructions can specify that the application 62a should only allow
a user to view the digital content, that the content manipulation device 62 should allow a user
to view and edit the digital content, that the content manipulation device 62 should allow a
user to execute the digital content, that the content manipulation device 62 should prevent a
user from distributing (e.g., emailing, storing to an external memory device, etc.) the digital

content, etc.
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[00139] In some embodiments, the authenticator 28 only includes access rights in the
decryption package 1.10 if specific access rights are associated with the requesting entity
and/or the requested digital content. For example, if an entity is authorized to access
particular digital content and no other access rights are defined for the entity and/or the
digital content, the authenticator 28 generates a decryption package 110 that does not include
any access rights or instructions. A decryption package devoid of access rights indicates to

the application 62a that the entity can perform any or all functions on the digital content.

[00140] Rather than including the access rights or instructions in the decryption package
110, the authenticator 28 can provide the access rights or instructions to the content
manipulation device 62 as a separate message or package. In some embodiments, the system
management console 58 or the mutating ID user certificate packager 68 provides the access
rights, or a portion thereof, to the content manipulation device 62. The access rights can be
provided as plaintext or e;ncrypted or protected with a key known to the application 62a

and/or the content manipulation device 62.

[00141] When tﬁe application 62a receives the ciphertext package 56 from the content
server 57 and receives the decryption package 110 from the authenticator 28, the security-
aware application 62a decrypts the ciphertext package 56 and displays the decrypted digital
content based on the access rights provided in the decryption package 110 (or obtained
separately). For example, the security-aware application 62a can display the decrypted
digital content in a read-only version, a read-and-write version, a read-write-and-execute
version, etc. If the user of the application 62a attempts to perform a function on the digital
content that is not allowed based on the provided access rights, the application 62a can
generate a warning indication that informs the user that he or she is not authorized to perform
the attempted function. The warning indication can include a visual message, an audible

sound, etc.

[00142] In some embodiments, decrypted digital content is only available to the
application 62a and is protected from outside applications requesting and obtaining the
decrypted digital content. In addition, the application 62 can prevent the user from copying
digital content or distributing the digital content (e.g., emailing, saving to a disk or another
unauthorized storage device, etc.) based on the access rights included in the decryption

package 110 or as default behavior.
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[00143] If the access controls associated with digital content obtained by the application
62a change while a user is viewing, editing, and/or executing the digital content, the
authenticator 28, the system management console 58, and/or the mufating ID user certificate
packager 66 can inform the application 62a of the change(s) (e.g., in approximately real-

time), and the application 62a can modify its operation accordingly.

[00144] In some embodiments, a user certificate 64 is only used once (e.g., for one content
manipulation request). Therefore, after an assigned user certificate 64 is used, the
authenticator 28, the system management console 58, and/or the mutating ID user certificate
packager 66 provide the content manipulation device 62 (e.g., the application 62a) with a new
user certificate 64. In some embodiments, the authenticator 28 prompts the user, the
application 62a, and/or the content manipulation device 62 to provide authentication -
information before the authenticator 28 generates and provides a new user certificate 64.” In
this way, the authenticator 28 can guarantee that an authorized user is operating the

application 62a throughout the use of the application 62a.

[00145] It should be understood that the functions performed by the authenticator 28, the
system management console 58, and/or the mutating ID user certificate packager 66 can be
combined and distributed in various configurations. For example, the functions provided by
the authenticator 28, the system management console 58, and the mutating ID user certificate
packager 66 can be combined and provided by a single entity or device. The memory device
60 can also be constructed using multiple devices, some of which can be combined with the

authenticator 28 and/or the system management console 58.

[00146] It should be also understood that the above protocols can be used in various types
of networks. For example, the protocols can be used to manage manipulation of digital
content stored and distributed within an intranet-based system, such as the system 20 shown
in FIG. 1. The above digital content management protocols can also be used when a user is
requesting and receiving digital content from a database or server over a public network, such

as the Internet.

[00147] Furthermore, it should be understood that other communication and transaction
protocols (or portions thereof) involving mutating IDs, such as the protocols described above
with respect to session keys, content use licenses, device authentication, and discoverable and

undiscoverable data, can be combined with the proposed digital content manipulation
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management protocols. For example, obtaining digital content can be included in digital
content purchases from a content provider or a service provider and the transaction can be
conducted using mutating IDs. Additionally, digital content accessed by a user can be
watermarked to guarantee unique digital content. Furthermore, the messages exchanged
between the participants of the system 50 can use separate encryption protocols, as described
above, and encrypt discoverable data and undiscoverable data with separate, unrelated keys in
order to decrease the effectiveness of brute force attacks on messages passed between Alice,

Bob, Carol, and Trent. Other combinations and configurations are also possible.

[00148] Various features of embodiments of the invention are set forth in the following

_claims.
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CLAIMS

1. A method of managing manipulation of digital content stored in a content server, the

method comprising;:

receiving a first mutating identifier at a content manipulation device, the first

mutating identifier including a first secret key;

generating a content request for digital content stored in the content server at the
content manipulation device, the content request encrypted with the first secret key and

including an identifier of the digital content;

transmitting the content request to an authenticator over at least one communication
link;
transmitting access rights from the authenticator to the content manipulation device

over at least one communication link;

transmitting the digital content from the content server to the content manipulation

device;

manipulating the digital content at the content manipulation device based on the

access rights; and
marking the first mutating identifier as used at the authenticator.

2. The method of claim 1, further comprising generating a package at the authenticator
and transmitting the package to the content manipulation device over at least one

communication link, the package encrypted with the first secret key.

3. The method of claim 2, wherein generating a package at the authenticator includes
generating a package including a second mutating identifier, the second mutating identifier

including a second secret key.

4, The method of claim 2, wherein generating a package at the authenticator includes

generating a package including a decryption key for the digital content.
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5. The method of claim 2, wherein generating a package at the authenticator includes

generating a package including the access rights.

6. The method of claim 5, wherein transmitting access rights to the content manipulation
device includes transmitting the access rights to the content manipulation device in the

package.

7. The method of claim 1, further comprising encrypting the access rights with the first
secret key prior to transmitting the access rights from the authenticator to the content

manipulation device.

8. The method of claim 1, wherein receiving a first mutating identifier at a content
manipulation device includes receiving a user certificate at the content manipulation device,
the user certificate including the first mutating identifier and associated with a user of the

content manipulation device.

0. The method of claim 8, further comprising receiving user information at the content

manipulation device from the user of the content manipulation device.

10.  The method of claim 9, further comprising transmitting the user information to the
authenticator.
11.  The method of claim 10, further comprising generating at the authenticator the user

certificate based on the user information.

12. The method of claim 8, wherein generating a content request for digital content stored
in the content server at the content manipulation device includes generating a content request

including at least a portion of the user certificate.

13. The method of claim 12, further comprising verifying the content request at the

authenticator.

14, The method of claim 13, wherein verifying the content request at the authenticator
includes determining if the user can access the digital content based on the at least a portion

of the user certificate included in the content request.
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15. The method of claim 8, wherein transmitting access rights from the authenticator to
_the content manipulation device includes transmitting access rights associated with the user

from the authenticator to the content manipulation device.

16. The method of claim 1, wherein transmitting access rights from the authenticator to
the content manipulation device includes transmitting access rights including at least one of
view access rights, modify access rights, execute access rights, and distribute access rights

from the authenticator to the content manipulation device.

17. The method of claim 1, wherein manipulating the digital content at the content
manipulation device based on the access rights includes preventing the content manipulation

device from performing a function on the digital content that is inconsistent with the access

rights.

18. The method of claim 1, further comprising generating a warmning indication if the
content manipulation device attempts to perform a function on the digital content is

inconsistent with the access rights.

19. The method of claim 1, further comprising transmitting updated access rights from the

authenticator to the content manipulation device over at least one communication link.

20. The method of claim 1, further comprising marking at the authenticator the first

mutating identifier as used.

21. The method of claim 1, wherein receiving a first mutating identifier at a content
manipulation device includes receiving a first mutating identifier at a content manipulation,

the first mutating identifier including a first number.

22. The method of claim 21, wherein generating a content request for digital content
stored in the content server at the content manipulation device includes generating a content
request for digital content stored in the content server at the content manipulation device

including the first number.

23.  The method of claim 1, wherein transmitting access rights from the authenticator to

the content manipulation device includes transmitting access rights associated with at least
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one of the content manipulation device and the digital content from the authenticator to the

content manipulation device.

24, A system for managing manipulation of digital content stored in a content server, the

system comprising:

an authenticator configured to assign a first mutating identifier to a content

manipulation device; and

the content manipulation device configured to generate a content request for digital
.content stored in the content server, the content request encrypted with a first secret key and
including an identifier of the digital content; to transmit the content request to the
authenticator over at least one communication link; to receive a package from the
authenticator encrypted with the fist key and including access rights over at least one
communication link; to receive the digital content from the content server over at least one

communication link; and to manipulate the digital content based on the access rights,

the authenticator configured to generate the package including the access rights, the
access rights associated with at least one of the content manipulation device and the digital

content, and to mark the first mutating identifier as used.

25. The system of claim 24, wherein the content request includes credentials of the

content manipulation device.

26. The system of claim 24, wherein the content manipulation device receives a user

certificate including identifying information of a user of the content manipulation device.

27. The system of claim 26, wherein the content manipulation device receives user

information from the user.

28. The system of claim 27, wherein the content manipulation device transmits the user

information to the authenticator.

20. The system of claim 28, wherein the authenticator generates the user certificate based

on the user information.
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30.  The system of claim 26, wherein the content request includes at least a portion of the

user certificate.
31. The system of claim 26, wherein the authenticator verifies the content request.

32. The system of claim 31, wherein the authenticator verifies the content request by
determining if the user can access the digital content based on the at least a portion of the user

certificate included in the content request.
33, The system of claim 26, wherein the user certificate includes a user secret key.

34, The system of claim 33, wherein the content manipulation device encrypts the content

request with the user secret key.

35.  The system of claim 26, wherein the access rights include access rights associated

with the user.

36. The system of claim 24, wherein the access rights includes at least one of view access

rights, modify access rights, execute access rights, and distribute access rights.

37. The system of claim 24, wherein the content manipulation device manipulates the
digital content based on the access rights by preventing the content manipulation device from

performing a function on the digital content that is inconsistent with the access rights.

38. The system of claim 24, wherein the content manipulation device generates a warning
indication if the content manipulation device attempts to perform a function on the digital

content that is inconsistent with the access rights.

39. The system of claim 24, wherein the authenticator marks the first mutating identifier
as used.
40.  The system of claim 24, further comprising a system management console configured

to receive the access rights from a user.
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41, A computer-readable medium encoded with a plurality of processor-executable

instructions for:

generating a content request for digital content stored in a content server, the content
request encrypted with a first secret key of a first mutating identifier and including an

identifier of the digital content and identifying information of a user;
receiving the digital content from the content server,

receiving a package from an authenticator, the package encrypted with the first secret

key and including access rights; and
manipulating the digital content based on the access rights.

42, The computer-readable medium of claim 41, further comprising instructions for

transmitting the content request to the authenticator over at least one communication link.

43, The computer-readable medium of claim 41, further comprising instructions for

decrypting the digital content.

44, The computer-readable medium of claim 41, further comprising instructions for

receiving a user certificate including identifying information of the user.

45. The computer-readable medium of claim 44, further comprising instructions for

receiving user information from the user.

46. The computer-readable medium of claim 45, further comprising instructions for

transmitting the user information to the authenticator over at least one communication link.

47. The computer-readable medium of claim 44, further comprising instructions for

including at least a portion of the user certificate in the content request.

48. The computer-readable medium of claim 44, further comprising instructions for

encrypting the content request with at least a portion of the user certificate.

49, The computer-readable medium of claim 41, wherein the instructions manipulating

the digital content at the content manipulation device based on the access rights include
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instructions for preventing the content manipulation device from performing a function on the

digital content that is inconsistent with the access rights.

50. The computer-readable medium of claim 41, further comprising instructions for
generating a warning indication if the content manipulation device attempts to perform a

function on the digital content that is inconsistent with the access rights.

51. An authenticator for managing manipulation of digital content stored in a content

server, the authenticator comprising:

a memory module configured to store a first mutating identifier assigned to the

content manipulation device, the first mutating identifier including a first secret key;

an input/output module configured to receive a content request for digital content
from the content manipulation device over at least one communication link, the content

request encrypted with the first secret key; and

a processor configured to generate a package for the content manipulation device
based on the content request, the package encrypted with the first secret key and including

access rights specifying permitted manipulation of the digital content,

the input/output module configured to transmit the package to the content

manipulation device over at least one communication device.

52. The authenticator of claim 51, wherein the processor verifies the content request by

determining if the content manipulation device is authorized to access the digital content.

53. The authenticator of claim 51, wherein the processor generates a decline message if

the content manipulation device is not authorized to access the digital content.

54. The authenticator of claim 51, wherein the input/output module receives user
information from the content manipulation device over at least one communication link, the
user information including identifying information of a user of the content manipulation

device.

55. The authenticator of claim 54, wherein the processor is configured to generate a user

certificate based on the user information.
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56. The authenticator of claim 55, wherein the input/output module transmits the user

certificate to the content manipulation device over at least one communication link.

57. The authenticator of claim 54, wherein the content request includes at least a portion

of the user certificate.

58. The authenticator of claim 57, wherein the access rights include access rights

associated with the user.

59.  The authenticator of claim 51, wherein the processor marks the first mutating

identifier as used.

60. The authenticator of claim 59, wherein the processor assigns the content manipulation

device a second mutating identifier, the second mutating identifier including a second secret

key.

61. The authenticator of claim 60, wherein the memory module stores the second
mutating identifier.

62. The authenticator of claim 60, wherein the input/output module transmits the second

mutating identifier to the content manipulation device over at least one communication link.

63. The authenticator of claim 51, wherein the memory module stores the access rights.
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