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(57) Abstract: Embodiments of the present invention provide methods to perform key updates on key shares of a masked key, which
allows updating the masked key without unmasking the masked key (e.g., producing the effective key). By using key shares of a masked
key and performing the key update on one or more of the key shares without unmasking the eftective key, the cumulative leakage of
individual effective keys across multiple cryptographic operations is reduced, and preferably minimized.
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