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SPATIOTEMPORAL DEEP LEARNING FOR BEHAVIORAL BIOMETRICS
BACKGROUND

[0001] The present application relates generally to an improved data processing apparatus and method and

more specifically to mechanisms for performing spatiotemporal deep learning for behavioral biometrics.

[0002] Physical biometrics involves the measurement and analysis of unique physical characteristics, such
as fingerprints, voice patterns, DNA, retinal patterns, etc. typically used to verify a person’s identity. Behavioral
biometrics is an area of study dealing with the measurement of uniquely identifying and measurable patterns in
human activities. Examples of behavioral biometrics include keystroke dynamics in which patterns of rhythm and
timing created when a person selects keys on a keyboard device, gait analysis, computer mouse use
characteristics, signature analysis, and the like. Behavioral biometrics are used in many industries for secure
authentication including financial institutions, business, government facilities, retail point of sale (POS) devices, and
the like.

SUMMARY

[0003] This Summary is provided to infroduce a selection of concepts in a simplified form that are further
described herein in the Detailed Description. This Summary is not intended to identify key factors or essential

features of the claimed subject matter, nor is it intended to be used to limit the scope of the claimed subject matter.

[0004] In an aspect of the present invention, there is provided a method, in a data processing system
comprising at least one processor and at least one memory, the at least one memory comprising instructions
executed by the at least one processor to specifically configure the at least one processor to implement a
behavioral biometrics deep learning (BBDL) pipeline comprising a plurality of stages of machine learning computer
models that operate to provide a behavioral biometric based authentication mechanism that operates based on
spatiotemporal input data. In accordance with one illustrative embodiment, the method comprises receiving, from
one or more sensors, spatiotemporal input data corresponding to an input associated with an entity over a
predetermined time window comprising a plurality of time intervals, each time interval having a corresponding
subset of the spatiotemporal input data. The method also comprises, for each time interval in the plurality of time
intervals, processing, by one or more machine learning computer models of a corresponding stage in the plurality of
stages, a subset of the spatiotemporal input data corresponding to the time interval to generate an output vector
having values indicative of an internal representation of spatiotemporal traits of the entity represented in the subsst
of the spatiotemporal input data. In addition, the method comprises accumulating output vectors, across the
plurality of stages of the BBDL pipeline, to generate a final output vector comprising final output vector values
indicative of the spatiotemporal traits of the entity represented in the spatiotemporal input data. Furthermore, the

method comprises authenticating, by the data processing system, the entity based on the final output vector.



[0005] The spatiotemporal input data comprises input data that is both spatially dependent with regard to a
physical area monitored by at least one of the one or more sensors, and time dependent. Thus, the BBDL pipeline
of the illustrative embodiments does not require a preprocessing of raw spatiotemporal input data to generate a
fixed predetermined set of input features and remove temporal characteristics, such as in existing mechanisms.
Moreover, the processing of the spatiotemporal input data allows the BBDL pipeline to learn the behavioral
biometrics of the entities (users) rather than merely authenticating patterns of input that may be provided by any
entity, or multiple entities, that is/are aware of the particular pattern. That is, the spatiotemporal input data is
representative of the unique behavior exhibited by the entity/user represented in the manner by which the

entity/user generates input and is more than merely a detected pattern.

[0006] Preferably, the present invention provides a method, wherein the authenticating the entity comprises
comparing the final output vector to at least one previously generated output vector, generated by the BBDL
pipeline, stored in a user profile for an authorized user to determine a probability that the final output vector
represents spatiotemporal traits of the authorized user. Moreover, authenticating the entity further comprises
controlling access to protected resources in response to results of the comparison. In this way, a small set of
previously generated output vectors may be used to define a user profile representing the behavioral biometrics of

an authorized user and subsequent user input may be authenticated against such behavioral biometric data.

[0007] Preferably, the present invention provides a method, wherein controlling access to protected
resources comprises, in response to determining that the probability indicates that the final output vector represents
spatiotemporal traits of the user which match spatiotemporal traits of the authorized user; granting access to the
protected resources to the user; and updating the user profile to include the final output vector. In this way, the user
profile may be dynamically updated to reflect the most current behavioral biometric information for the authorized

user.

[0008] Preferably, the present invention provides a method, wherein each stage of the BBDL pipeline
comprises an image processing machine learning computer model, and wherein, for each stage of the BBDL
pipeline, processing the subsst of spatiotemporal input data corresponding to the time interval comprises:
processing the subset of spatiotemporal input data to transform spatiotemporal features in the subset of
gpatiotemporal input data into an image; and performing, by the image processing machine learning computer
model of the stage, image analysis on the image to generate a first vector output. In this way, the spatiotemporal
features are able to be represented in a format that can be subjected to image analysis by machine learning models

80 as to classify the spatiotemporal data with regard to various spatiotemporal features.

[0009] Preferably, the present invention provides a method, wherein each stage of the BBDL pipeline
comprises a fully connected neural network machine learning computer model, and wherein, for each stage of the
BBDL pipeline, processing the subset of spatiotemporal input data corresponding to the time interval comprises:

processing the subset of spatiotemporal input data to identify temporal features in the subset of spatiotemporal



input data; and processing, by the fully connected neural network machine learning model of the stage, the
temporal features to generate a second vector output. Thus, temporal features may be identified in the
spatiotemporal input data where the temporal features are not dependent upon the particular spatial elements and
can be evaluated separately from the spatiotemporal features before being combined with the results of analyzing

the gpatiotemporal features.

[0010Q] Preferably, the present invention provides a method, wherein each stage of the BBDL pipeline
comprises fixed/categorical data embedding logic, and wherein, for each stage of the BBDL pipeline, processing the
subset of spatiotemporal input data corresponding to the time interval comprises: processing the subset of
spatiotemporal input data to identify fixed/categorical features in the subset of spatiotemporal input data; and
processing, by the fixed/categorical data embedding logic of the stage, the fixed/categorical features to generate a
third vector output. Thus, the mechanisms of the illustrative embodiments are able to further base the evaluation of
the input data based on fixed/categorical data as well as spatiotemporal features and temporal features in the

spatiotemporal input data.

[0011] Preferably, the present invention provides a method, wherein each stage of the BBDL pipeline
comprises combination logic that operates to combine the first output vector, second output vector, and third output
vector to generate a combined output vector that is input to a main stage machine learning computer model of the
stage. Thus, the results of processing the spatiotemporal features, temporal features, and fixed/categorical
features in the spatiotemporal input data are combined to generate an internal representation of the spatiotemporal
features of the input for use in predicting whether or not the spatiotemporal input data is associated with an

authorized user or not,

[0012] Preferably, the present invention provides a method, wherein each main stage machine learning
computer model of each stage of the BBDL pipeline processes a corresponding combination output vector of its
corresponding stage along with an input from a previous stage of the BBDL pipeline to generate an stage output
vector, and wherein accumulating output vectors, across the plurality of stages of the BBDL pipeline, to generate a
final output vector comprises, for each stage, outputting the stage output vector as an input to a next stage in the
BBDL pipeline, and wherein a stage output vector of a main stage machine learning computer model of a last stage
of the BBDL pipeline is the final output vector. In this way, the processing of spatiotemporal features, temporal
features, and fixed/categorical features across multiple time intervals of a window of time is accumulated such that

behavioral biometric patterns are able to be identified within the window of time.

[0013] Preferably, the present invention provides a method, wherein embedded device information is input to
a main stage machine learning computer model of a first stage of the BBDL pipeline, and wherein the main stage
machine learning computer model processes a combination output vector associated with the first stage along with
the embedded device information to generate a stage output vector for the first stage. Thus, the evaluation of the

BBDL pipeline may be customized to the particular device associated with the spatiotemporal input data.



[0014] Preferably, the present invention provides a method, wherein the one or more sensors comprise touch
sensors of a touch sensitive display device, and wherein the spatiotemporal input data comprises sensor data
indicating characteristics of a touch input of the entity. For example, the mechanisms of the illustrative
embodiments may be implemented in conjunction with a touch sensitive display device on many modern

electronics, such as smartphones, tablet computers, and the like.

[0015] Preferably, the present invention provides a method, wherein a computer program product comprising
a computer useable or readable medium having a computer readable program is provided. The computer readable
program, when executed on a computing device, causes the computing device to perform various ones of, and

combinations of, the operations outlined above with regard to the method illustrative embodiment.

[0016] According to another aspect of the invention, there is provided a system/apparatus. The
system/apparatus may comprise one or more processors and a memory coupled to the one or more processors.
The memory may comprise instructions which, when executed by the one or more processors, cause the one or
more processors to perform various ones of, and combinations of, the operations outlined above with regard to the

method illustrative embodiment.

[0017] These and other features and advantages of the present invention will be described in, or will become
apparent to those of ordinary skill in the art in view of, the following detailed description of the example

embodiments of the present invention.
BRIEF DESCRIPTION OF THE DRAWINGS

[0018] The invention, as well as a preferred mode of use and further objectives and advantages thereof, will
best be understood by reference to the following detailed description of illustrative embodiments when read in
conjunction with the accompanying drawings, wherein:

[0019] Figures 1A-1D show example plots of spatiotemporal features that may be used for user
authentication in accordance with one illustrative embodiment;

[0020] Figures 1E shows an example plot of temporal features that may be used for user authentication in
accordance with one illustrative embodiment;

[0021] Figure 2 is an example block diagram of a behavioral biometrics deep learning (BBDL) pipeline in
accordance with one illustrative embodiment;

[0022] Figure 3is an example block diagram illustrating a high level representation of a training process for
training the BBDL pipeline in accordance with one illustrative embodiment.

[0023] Figure 4 is an example block diagram illustrating a high level representation of a runtime operation of
a BBDL pipeline in accordance with one illustrative embodiment;

[0024] Figure 5is a flowchart outlining an example operation of a BBDL pipeline in accordance with one

illustrative embodiment;



[0025] Figure 6 is an example diagram of a distributed data processing system in which aspects of the
illustrative embodiments may be implemented; and
[0026] Figure 7 is an example block diagram of a computing device in which aspects of the illustrative

embodiments may be implemented.
DETAILED DESCRIPTION

[0027] Behavioral biometrics is an authentication paradigm that allows continuous authentication as opposed
to one-time authentication typically employed by physical biometric and knowledge based, e.g., password based,
security question based, authentication mechanisms. For example, on a smartphone, tablet devics, or the like,
different users may have different swiping speed, pinching angle, and the like, which can be monitored by
behavioral biometric mechanisms. While mechanisms may exist for using behavioral biometrics as an
authentication methodology, because of the limitation of these existing approaches not being able to handle
variable length input features, these existing mechanisms only take into consideration predefined features with fixed

dimensions eliminating a time dimension.

[0028] That is, existing mechanisms require fixed dimensions in order to train computer models to perform
predictions or classifications, however the time aspect of behavioral biometrics is variable. Thus, the time aspect of
the raw input data must be reduced out of the input data processed by the computer model through a pre-
processing or pre-computation on the raw input data in order to generate higher level features that are defined,
through feature engineering, to specifically distinguish one entity from another, e.g., a swipe angle feature may be
defined which involves computing an angle of a swipe and representing it as a Boolean value depending on a
threshold, which can then be used to determine whether the angle of the swipe represents an angular turn or a
rounded turn in the swipe, e.g., 1if the swipe is an angular swipe, or Qif itis not; 1if it is a rounded turn, or Q if it is
not. Such features may be able to distinguish users by the types of turns that the users use when performing swipe

gestures, but the features themselves do not contain any time aspects or particular spatial information.

[0029] It is this pre-processed data, comprising high level entity distinguishing features, which is generated
by transforming the raw input data to a fixed dimension input having pre-defined entity distinguishing features with
variable timing aspects and/or spatial aspects of the raw input data removed, that is processed by the existing
behavioral biometric computer model. Such high level features with fixed dimensions are required due to the
limitations of existing behavioral biometric computer models requiring fixed dimension inputs. Thus, existing
mechanisms do not perform their behavioral biometric classification operations based on raw spatiotemporal input
data, as they cannot take into consideration the variability of the time dimension with regard to behavioral
biometrics.

[0030] As an example, raw input data from a sensor device, such as for a user's stroke or swipe on a touch
sensitive screen, can be a function of time and space F{t, x, y)=v indicating a value of a sensed characteristic of

the stroke/swipe at coordinates (x, y) at time t (or alternatively F(t)=(x, y, v), where x is an horizontal coordinate of



the screen, y is a vertical coordinate of the screen, t is a time point, and v is a value of a sensed characteristic of the
stroke or swipe, e.g., pressure or the like. Existing mechanisms are not able to process such variable input
because of the fixed dimension based computer models that must be trained using fixed dimension feature input
data. Instead the input data must be converted to fixed dimension user differentiating features through feature
extraction transformations implemented by preprocessing of the input data, e.g., Boolean values such as converting
F(t, x, y)=v to a Boolean input value by preprocessing the input such that F(x, y)= 1 or 0 depending on whether or
not the screen is touched at coordinate (x, y), removing the time dimension of the input. That is, through the feature
extraction performed based on feature engineering, the feature extraction may generate F1(session)= \max |F(t, x,
y) - avg(F(tx, )] - \min [F(tx,y) - avg(F(t,x,y))|, which effectively eliminates one or more of the dimensions t andfor x
andy. The max(F-avg(F)) tells how large a certain feature can be during the session, such as how fast the swiping
can be compared to the session average, where a large number means the deviation is large. This equation may
be further clarified using the 2-norm instead of the absolute value, e.g., F1(session) =\max || F(t,x,y)

avg(Ft X Y2 - \min || F(t,x,y) — avg(F(t,x,¥))||_2, where “||_2" denotes the 2-norm.

[0031] Such preprocessed inputs generate fixed dimension values representing high level features of the
input, such as “this user makes a sharp angle”, “this user zooms in quickly/slowly”, “this user zooms in and out
alternatively/repeatedly”, etc. which are then fed into the computer model which performs a classification or
prediction based on the high level features where spatiotemporal input data has already been removed from the

input.

[0032] The illustrative embodiments provide a behavioral biometric deep learning (BBDL) computer model
pipeline (hereafter referred to as the BBDL pipeline) comprising machine learning image analysis computer models,
feature classification machine learning models, feature embedding mechanisms, and the like, which operate to
learn patterns of spatiotemporal characteristics of raw spatiotemporal input data, which does not need to remove
temporal and/or spatial characteristics to generate high level features as in the existing mechanisms. These
learned patterns of spatiotemporal characteristics are indicative of a particular user's behavioral biometrics and
generate a user profile based on the machine learned patterns of spatiotemporal features, which can then be used
to authenticate subsequent user inputs with regard to the behavioral biometrics represented by the spatiotemporal
features of the subsequent user inputs. It should be appreciated that the raw spatiotemporal input to the BBDL
pipeline is raw input data that is not designed in itself to be specific entity distinguishing features, i.e. the raw input
data is not a pre-processed input data that has been pre-processed to perform feature extraction based on feature
engineering and still comprises the raw temporal and spatial information. That is, unlike existing mechanisms
where the computer model must operate on specific feature engineered inputs that are specifically engineered to be
differentiating of specific entities, the input to the BBDL pipeline is whatever the raw input data happens to be for
the particular embodiment, and comprises raw, non-preprocessed, spatiotemporal input data from one or more

sensor devices over a particular sliding window of time.



[0033] The window of time over which the raw input data is collected and input to the BBDL pipeline is a
sliding or moving window of time where each individual time interval may be overlapping or non-overlapping. For
example, if a time window comprises time points T1,..., T12, the individual time intervals (or time slices) can be (T1,
12), (T2, T3),...(T11, T12) or (T1, T3), (T2, T4), (T3, T5),...(T10, T12), depending on whether overlapping time
intervals are desired for the particular implementation or not. An observable (detectable by one or more sensors)
input event from an entity (assumed to be a human user for purposes of illustration, but not limited to such), can
oceur any time between T1 and T12 in this example. That s, if T1=12:00:10 (hour.minute:second), T2=12:00:15
(based on a wall clock time), a swipe event can happen at 12:00:12 which may associated with a first time interval
(T1, T2). By overlapping the time intervals, the possibility of losing information is minimized, e.g., without
overlapping two events at 12;00:11 and 12:00:13 would fall in the same time interval, however two events at

12:00:14 and 12:00:16 would fall into two different time intervals despite the same time difference.

[0034] Thus, the BBDL pipeline operates on raw spatiotemporal input data that is not directly correlated to
particular high level features of an entity behavior. As aresult, the mechanisms of the BBDL pipeline may be
dynamically trained for new classifications, such as new users, with only a very small set of examples, such as
embedding two swipe sessions and comparing the similarity of the embeddings, as described in greater detail
hereafter. Contrary to this, existing mechanisms require that the computer model being trained for a fixed set of
classifications, or separate trained computer models for different classifications, and if a new classification is

desired, one must retrain the entire computer model with the new classification or generate a new computer model.

[0035] The BBDL pipeline, in accordance with one illustrative embodiment, comprises multiple stages of
computer logic, each stage comprising logic implementing a set of machine learning models (or “sub-models” when
one considers the BBDL pipeline as a whole to be a computer “model”) that evaluate spatiotemporal features,
temporal features, and fixed/categorical features for a particular corresponding time interval comprising time points
t, t+1, t+2, up to t+n, where n indicates the size of the time window over which spatiotemporal feature patterns are
evaluated to determine behavioral biometrics for a particular user. Thus, the BBDL pipeline will have n stages,
each stage having a plurality of machine learning (ML) computer models (or “sub-models” of the overall BBDL
pipeline model) that evaluate spatiotemporal features, temporal features, and fixed/categorial features of a user's
input to the computing device with which the user is interfacing, as may be generated by one or more sensors of a
user input device which is associated with the computing device, and/or generated by the computing device itself,
e.g., a plurality of sensors may be provided in association with one or more user manipulated devices, such as a
smartphone, tablet computer, touchscreen device, computer mouse, trackball input device, image capturing device,

biometric reader device, or any other source of biometric or behavioral biometric input data.

[0036] For example, in some illustrative embodiments, these sensors may comprise touch sensors in a touch
sensitive screen, accelerometers associated with the device itself, ambient light sensors, camera devices where the
input may be expressed in terms of F(t, x, y), and the like. Examples of the spatiotemporal features that are sensed

by such sensors and provided as data for input to the BBDL pipeline include, but are not limited to, finger swipe
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data, e.g., swipe size, swipe velocity, swipe acceleration, swipe directions, etc., on a touchscreen including
coordinate data relative to the particular touchscreen dimensions, pressure information regarding touch pressure on
a touchscreen device, mouse-over information, detected gesture information from image pickup devices (cameras
and the like), touchscreens, or any other source of gesture information, voiceprint information associated with
spoken inputs, acceleration information representing movements of the particular device by the user, and the like.
In one illustrative embodiment, the spatiotemporal features used include Boolean touch (see description hereafter),
touch size (e.g., how large an area around point (x, y) where the value of F(t, x, y) is 1), touch pressure, (x,y)
velocity of touch (determined from a sequence of points {(t1, x1, y1), (t2, x2, y2),...} where the velocity is {(t1, (x2-
x(t2-41), (y2-y1)/(t2-t1),...} and F(t, X, y) and F'(t, x, y) is built from these values), (x,y) acceleration of touch,
scalar speed of touch, and scalar acceleration of touch. It should be appreciated that while Cartesian coordinates
are used in the examples herein, the illustrative embodiments are not limited to such and any other coordinate
system may be utilized without departing from the scope of the present invention, e.g., F(t, X, y) may be transformed
into F(t, phi, r) in order to represent similar information (touch size, velocity, acceleration, etc.) in a polar coordinate

system.

[0037] In general, the spatiotemporal features are collections of features varying over the input range of the
device, e.g., device's screen dimensions or graphical user interface dimensions for touchscreen devices or
computer mouse, trackball or other user input device movements representing user input to a graphical user
interface or the like, and varying over time. For example, a Boolean spatiotemporal touch feature is a collection of
features representing which part of the device screen is touched at a certain time step. Formally, this may be
represented as $f_{Boolean touch)(x,y,)$ where the value is 1 if the device screen is touched at (x,y) on the device
screen at timestep t, and 0 otherwise. Thus, for each value of (x,y) for time step t, the value for the spatiotemporal
feature is either 1 or 0, thereby generating a matrix or bitmap representation of the user input. In the case of a
function F(t, x, y)=v, the value for v may not be limited to Boolean values and instead may be within a predefined

range of values for v depending on the sensed input, e.g., v may be between max(v) and min(v) (for example 1 and

).

[0038] The use of spatiotemporal features in accordance with the illustrative embodiments is significantly
different from prior gesture based authentication mechanisms which disregard location relative to the input range of
the device and that the gestures vary over time of the user action (prior gesture based authentication mechanisms
are only concerned with high level features that eliminate spatial and/or temporal characteristics as discussed
previously). The prior gestured based authentication mechanisms memorize a fixed series of gestures and
authenticate based on the same or different series of gestures being input, such that if the input has the exact same
series of gestures, the user is authenticated and if not, the user is not authenticated. Hence, anyone that knows the
memorized fixed pattern can be successfully authenticated. The illustrative embodiments, on the other hand, use
raw input data and operates on minute nuance of user (entity) behaviors that are not associated with fixed patterns.
That is, the minute nuances of user behaviors provide a representation of the particular user’s spatiotemporal traits,
e.g., spatiotemporal user input traits such as a speed of drawing a curve, a zooming angle and trend, and the like,

8



that the user uses with various inputs of the user. These traits are captured with regard to temporal information
and are uniquely identifiable to a particular user, rather than being a fixed pattern of non-spatiotemporal features

that may be replicated by any user knowing the fixed pattern of inputs.

[0039] The illustrative embodiments consider temporal features that are not dependent on the input ranges
associated with the particular device, which can be aggregated spatiotemporal information or non-spatiotemporal
information associated with user inputs. For example, an accelerometer change does not depend on the particular
input range of the device, e.g., dimensions of a device's touchscreen to which the user provides input, but are
simply relative to previous measures of acceleration. That is, the change in acceleration will be the same
regardless of the input range of the particular device. Formally, $f_{accelerometer-x}(t)$ is the accelerometer
changes along the x-axis at timestep t. Such temporal features include, but are not limited to, three-dimensional
accelerometer values in Euclidean/polar coordinates, the acceleration first derivative, the acceleration second
derivative, aggregated values of the spatiotemporal features, and context embeddings, e.g., which components of

the graphical user interface and/or touchscreen were touched.

[0040Q] Moreover, in addition to the spatiotemporal feature input data and temporal feature input data, the
illustrative embodiments further obtain data from information sources that are not dependent on biometric data,
behavioral biometric data, or other data associated with the user's input. For example, other features that do not
depend on such user input specific data, such as the identity of the user manipulated device itself, e.g., make and
model number (e.g., Apple iPhone X, Samsung Galaxy S20, etc.), configuration of the device (e.g., sensor types
and their characteristics, etc.), dimensions or manipulatable limits of the device (e.g., screen size, touch panel size,
graphical user interface size, etc.), the particular application the entity/user interfaces with to provide the input, and
the like. These features are ones that do not vary over time, i.e. these are fixed features, but nevertheless are
useful in combination with the spatiotemporal features and temporal features for authenticating the identity of a
user. Further examples of fixed features that may be used include configuration information indicating ranges of
measurable values, e.g., different devices may measure input using different ranges of values, different units, or the
like.

[0041] These features may be embedded as one or more vector representations of the device itself. Any
features that are categorical can be embedded, and the embedded vector provided as an input to the rest of the
network of the stage andfor the BBDL pipeline as a whole. Examples of other features that may be embedded in
this manner include, but are not limited to, volume, speakerphone on/off, camera status, camera flash status,

active/touched application, touched user interface element, device nameftype, operating system version, etc.

[0042] The sources of feature data, e.g., spatiotemporal features and temporal features, may continuously or
periodically collect andfor generate the feature data over multiple time points or time intervals and may provide the
feature data to a pre-processor that operates to transform the raw feature data into a form usable by the various

machine learning models of the stages of the BBDL pipeline, e.g., time x 2D feature matrices or maps for



spatiotemporal features, time x 1D matrices or maps for temporal features. In addition, for any fixed device features
or categorical type features, embedding of these features may be performed by the pre-processor or other
embedding component and the embedded vector representations may be provided along with the outputs of the
neural network(s) for downstream processing as discussed hereafter. Embedding is the process of generating a
vector representation of an input value. In neural network mechanisms, embedding is a process for generating low-
dimensional, learned continuous vector representations of discrete variables. The process of embedding an input

into a vector representation is generally known in the art.

[0043] In some illustrative embodiments, each stage of the BBDL pipeline comprises one or more first ML
computer models (or “sub-models”) that are trained through machine learning processes to perform image analysis
or computer vision based analysis of the spatiotemporal feature data received from the various sources and pre-
processed by the pre-processor into the time x 2D feature matrix or map representation. The one or more first ML
computer models may comprise a single ML computer model that is trained to perform classification or
categorization of a plurality of different spatiotemporal features, may be a single ML computer model that is trained
to perform classification or categorization of a single spatiotemporal feature, or may be a combination of a plurality
of ML computer models, each trained to perform classification or categorization with regard to a different
spatiotemporal feature. In the case of a plurality of ML computer models operating on the spatiotemporal feature
data, the results of each ML computer model may be aggregated into a final vector output representation, through
merge logic which outputs the final vector output representation to another neural network or machine learning

model that generates output to the next stage of the BBDL pipeline, as described hereafter.

[0044] It should be appreciated that the training of ML computer models of each stage of the BBDL pipeline
may be performed as part of an overall training operation of the entire BBDL pipeline and thus, it is hot necessary
for each individual model (or “sub-model’) of each stage to be pre-trained, although this may be done in some
illustrative embodiments. Thus, the BBDL pipeline (or “model”) may be trained, which includes training the
computer models of each stage (or the “sub-models”), as an overall training operation of the entire BBDL pipeline.
It should be appreciated that in some embodiments, one or more of the ML computer models of the stages, or the
“sub-models’, may be pre-trained of trained as part of a separate machine learning based training operation if
desired and training data for training the individual ML computer model, or “sub-model,” is available. For ease of
description, the ML computer models in each stage of the BBDL pipeline will be referred to as ML computer models
rather than “sub-models” hereafter and the BBDL pipeline will be referred to as the BBDL pipeline, rather than the
BBDL pipeline ML computer model. However, it should be appreciated that the BBDL pipeline is an overall
computer model having the various stages where each stage comprises one or more “sub-models” of the overall

BBDL pipeline ML computer model.

[0045] The spatiotemporal feature data may be represented as the time x 2D feature matrix or map
representation which essentially provides an image that may be processed by image analysis or computer vision

neural networks or other image/vision analysis machine learning models to generate an output vector representing
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a categorization of the input image. Examples of imagel/vision analysis machine learning models, or “sub-models”
in each of the stages of the overall BBDL pipeline computer model, include AllConvNet, ResNet, Inception and
Xception. The imagefvision analysis machine learning models of the illustrative embodiments are specifically
trained through machine learning processes to classify or categorize spatiotemporal matrix or map representations
with regard to specific behavioral biometric categories. The various categorizations for the various time x 2d feature
matrices or maps for the various spatiotemporal features may be combined to generate a vector representation of

the classifications of the spatiotemporal features present in the inputs for the particular time point or time interval.

[0046] In some illustrative embodiments of the present invention, the last logit layer of the image/vision
analysis machine learning models may not be used. That s, in a neural network a layer produces features which
are then processed by a dense layer to produce a vector with the same dimension as the humber of output classes.
This is referred to as the logit layer, and a last activation is applied on top of the output generated by the logic layer,
e.g., a softmax activation. These last two layers, i.e. the logit and activation layers, in some illustrative
embodiments, are not used in the image/vision analysis of the illustrative embodiments, and thus, the input to the

logit layer is used as an internal representation of an image for the next stage in the BBDL pipeline.

[0047] The temporal features may be represented as a time x 1D matrix or map which may be input to one or
more second neural networks or trained machine learning computer models that generate a vector output
representing a categorization of the temporal features. In some illustrative embodiments, the one or more second
neural networks or trained machine learning computer models may be one or more trained fully connected neural
networks or other dense layer neural networks. The one or more second neural networks or trained machine
learning computer models output one or more vector representations of the classification of the temporal feature
inputs for the time interval, which may be combined with the spatiotemporal feature processing machine learning
model and other embedded features for features that are fixed or categorical, i.e. non-time dependent, to generate
a final vector output that is input to the neural network or machine learning computer model (referred to hereafter as

the main stage machine learning (ML) model) that generates output to the next stage of the BBDL pipeline.

[0048] It should be appreciated that the output of the models of each stage, and thus each main stage ML
model, are internal representations that are learned as part of training the BBDL pipeline as awhole. That is, since
the BBDL pipeline tries to classify if two input sessions are from the same user or not, each stage’s models will try
to extract features that can best represent the user’'s input image. As these outputs of the stage computer models
are internal representations, they are not explicitly/separately trained to generate certain features, but rather are
trained as part of an overall machine learning based training of the BBDL pipeline as a whole. The dimension of the
output of each main stage ML model is a degree of spatiotemporal trait of the entity (user). For example, suppose
that dimension 1 represents a user's spatiotemporal trait of performing several consecutive quick zoom ins and outs
to check the detail of something on a smartphone screen (as opposed to a single zoom-in), whereas dimension 2
represents a trait of a single zooming-in. In both dimensions, 1 means that the performer of this input has that trait

and 0 means that they do not. The BBDL pipeline accumulates the detected traits of the main stage ML models
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over a time window. For example, a first main stage ML model may detect a zooming-in, a second main stage ML
model may detect a zoom-out, a third main stage ML model may detect another zoom-in, while a fourth main stage
ML model may detect a zoom-out. As these detections by the various stages of the BBDL pipeline are accumulated

over the time window, the BBDL pipeline determines that dimension 1 should be 1 (not a single zoom-in trait).

[0049] In one illustrative embodiment, the main stage ML model for a first stage of the BBDL pipeline
receives as an input, an embedding of the device information and/or other fixed or categorial information that is not
provided at each time step. For subsequent stages of the BBDL pipeline, the main stage ML model of the previous
stage is coupled to a next stage’s main stage ML model and provides its output as an input to the next stage’s main
stage ML model. In one illustrative embodiment, the main stage ML model of each of the stages of the BBDL

pipeline may be a recurrent neural network (RNN), such as a long short-term memory (LSTM) RNN.

[0050] At each stage along the BBDL pipeline, the corresponding stage ML models perform similar functions
as noted above but on the particular spatiotemporal, temporal, and other fixed/categorical features for the
corresponding time point or time interval. The resulting output vector of the stage ML models is combined with the
input from the previous stage’s main stage ML model, in the current stage’s ML model as feature inputs that are
then processed by that stage’s main stage ML model to generate a vector output that is input to the next stage’s
main stage ML model. This process continues through a final stage of the BBDL pipeline which then generates an
output vector K representing the user input over a window of time with regard to spatiotemporal, temporal, and
fixed/categorical inputs. The value of “K” represents the number of values included in the output vector that
represent traits of the user input. This output vector K is unique to the particular user's behavioral biometric

features and thus, can be used to authenticate the user.

[0051] In one illustrative embodiment, training of the machine learning models of the stages of the BBDL
pipeline may be performed using any suitable machine learning process, e.g., supervised or unsupervised machine
learning processes. It should be appreciated that while the BBDL pipeline comprises a plurality of machine learning
models of various stages, the BBDL pipeline machine learning training is performed with regard to the BBDL

pipeline as a whole.

[0052] In general, machine learning is concerned with the design and the development of techniques that
take as input empirical data (such as network statistics and performance indicators), and recognize complex
patterns in these data. One pattern among machine learning techniques is the use of an underlying model M,
whose parameters are optimized for minimizing the cost function associated to M, given the input data. For
instance, in the context of a binary classification, the model M may be a straight line that separates the data into two
classes (e.g., labels) such that M=a*x+b*y+¢ and the cost function would be the humber of misclassified points. The
learning process then operates by adjusting the parameters a,b,c such that the number of misclassified points is

minimal. After this optimization phase (or learning phase), the model M can be used to classify new data points. Of
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courss, this is a simple example for binary classification and other models which perform classification into more

than two classes will use other similar techniques.

[0053] With the illustrative embodiments, the machine learning process generally involves learning how to
represent a particular user's behavioral biometric in terms of the spatiotemporal features, temporal features, and
fixed/categorical features of their user input. The machine learning process in general involves, for each iteration of
each epoch of machine learning training, obtaining a pair of user session information representing user inputs over
a particular period or window of time. The pair of user session information involves a first set of session information
that corresponds to the target user. The second session information in the pair may be from the same or a different
user. Corresponding label information is obtained for the second session information that indicates whether the
user is the same user or a different user. The first and second session information are each separately processed
through the BBDL pipeline to generate corresponding K-dimensional output vectors. The K-dimensional output
vector for the first session information is compared to the K-dimensional output vector for the second session
information to determine if the session information is classified by the BBDL pipeline to be the same or different
users, i.e. if the session information for both sessions is determined to be sufficiently similar as to represent the

same user or not.

[0054] This resulting determination may then be compared to the label for the second session information to
determine if the second session information is in fact from the same or different users. If the similarity result is
incorrect based on the label of the second session information, then the operational parameters of the machine
learning models are adjusted so as to reduce errors in the K values generated by the BBDL model. That s, if the
similarity comparison indicates that the users for the two sessions are the same user, and they are not the same as
indicated by the label of the second session information, then the operational parameters of the machine learning
models are adjusted so that the K values generated are different for different users. If the similarity comparison
indicates that the users for the two session are not the same, and they are the same as indicated by the label of the
second session information, then the operational parameters of the machine learning models are adjusted so that
the K values generated are more similar for different sessions with the same user. If the similarity comparison
indicates that the users for the two sessions are the same, and they are the same as indicated in the label of the
second session information, then no adjustments are needed. It should be appreciated that this process is
repeated for different second session information for the same and/or different users, such as may be provided in

training data for training the BBDL pipeline’s machine learning models.

[0055] Once trained, the BBDL pipeline may be executed on one or more user sessions of the target user to
generate an authorized user profile that stores one or more K value outputs of the BBDL pipeline representing user
inputs of the authorized user for the specific device. For example, a user’s historical session information may be
obtained for a plurality user sessions and each of these may be processed by the BBDL pipeline to generate K-
dimensional output vectors for each session that are stored in the user profile. This group of user sessions, i.e. the

user historical sessions, may be a continuously updated set of user historical sessions, e.g., the last 10 sessions
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may be maintained, and the corresponding user profile may be dynamically updated as new sessions with the user
oceour. That is for each subsequent user session, the BBDL pipeline executes on the input data from the user
session to generate a corresponding K-dimensional output vector which is then used to replace the oldest K-
dimensional output vector entry in the user profile. Thus, a dynamic user profile is maintained for the authorized

user.

[0056] Whether or not new user input information for a new session is in fact from the authorized user or not
may be determined in a similar manner as previously described with regard to the training the BBDL pipeline by
determining if the K-dimensional output vector for the new user input information is sufficiently similar to K-
dimensional output vector information stored in an authorized user’s profile, where “sufficiently similar” may be
determined relative to a predetermined threshold indicating an amount of difference that is acceptable while still
indicating the two K-dimensional output vectors to be representative of the same user (entity). In response to the
comparison of the user’s profile with the K-dimensional output vector for the new user input information resulting in
a determination that they are not sufficiently similar, the user is denied access to computing resources, physical
premises, or any other resources protected by the behavioral biometric authentication mechanisms of the illustrative
embodiments. In addition, during runtime operation, a determination of the new user information for the new
session being from the authorized user, in addition to resulting in access being permitted to the protected
resources, may cause an update engine to update the user profile with the K-dimensional output vector for this new
session, such as by replacing an oldest K-dimensional output vector entry in the user profile if a predetermined

number of K-dimensional output vector entries are present in the user profile.

[0057] Thus, the illustrative embodiments provide mechanism for implementing a spatiotemporal deep
learning mechanism for behavioral biometrics. The illustrative embodiments provide a pipeline of stages
comprising a set of machine learning models for each stage which classify or categorize input data for
corresponding time points or time intervals with regard to spatiotemporal features, temporal features, and
fixed/categorical features. In some illustrative embodiments, the spatiotemporal features are rendered as image
data which is then processed by trained image analysis or computer vision analysis machine learning models, while
temporal features are processed through a fully connected and/or dense layer based machine learning model.
Stages of the pipeline operate on the user input data for their corresponding time point or time interval as well as
the output from the previous stage in the pipeline to ultimately generate a K-dimensional output vector that
represents the behavioral biometrics of the user input over the time window or time period processed by the
pipeline. This can be used to generate a user profile which can then be used with subsequent user sessions to

authenticate the user.

[0058] Before continuing the discussion of the various aspects of the illustrative embodiments and the
improved computer operations performed by the illustrative embodiments, it should first be appreciated that
throughout this description the term “mechanism” will be used to refer to elements of the present invention that

perform various operations, functions, and the like. A "mechanism," as the term is used herein, may be an
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implementation of the functions or aspects of the illustrative embodiments in the form of an apparatus, a procedure,
or a computer program product. In the case of a procedure, the procedure is implemented by one or more devices,
apparatus, computers, data processing systems, or the like. In the case of a computer program product, the logic
represented by computer code or instructions embodied in or on the computer program product is executed by one
or more hardware devices in order to implement the functionality or perform the operations associated with the
specific “mechanism.” Thus, the mechanisms described herein may be implemented as specialized hardware,
software executing on hardware to thereby configure the hardware to implement the specialized functionality of the
present invention which the hardware would not otherwise be able to perform, software instructions stored on a
medium such that the instructions are readily executable by hardware to thereby specifically configure the hardware
to perform the recited functionality and specific computer operations described herein, a procedure or method for

executing the functions, or a combination of any of the above.

[0059] The present description and claims may make use of the terms “a’, “at least one of”, and “one or more
of with regard to particular features and elements of the illustrative embodiments. It should be appreciated that
these terms and phrases are intended to state that there is at least one of the particular feature or element present
in the particular illustrative embodiment, but that more than one can also be present. That is, these terms/phrases
are not intended to limit the description or claims to a single feature/element being present or require that a plurality
of such features/elements be present. To the contrary, these terms/phrases only require at least a single
feature/element with the possibility of a plurality of such features/elements being within the scope of the description

and claims.

[0060Q] Moreover, it should be appreciated that the use of the term “engine,” if used herein with regard to
describing embodiments and features of the invention, is not intended to be limiting of any particular implementation
for accomplishing and/or performing the actions, steps, processes, etc., attributable to and/or performed by the
engine. An engine may be, butis not limited to, software, hardware and/or firmware or any combination thereof that
performs the specified functions including, but not limited to, any use of a general and/or specialized processor in
combination with appropriate software loaded or stored in a machine readable memory and executed by the
processor. Further, any name associated with a particular engine is, unless otherwise specified, for purposes of
convenience of reference and not intended to be limiting to a specific implementation. Additionally, any functionality
attributed to an engine may be equally performed by multiple engines, incorporated into and/or combined with the
functionality of another engine of the same or different type, or distributed across one or more engines of various

configurations.

[0061] In addition, it should be appreciated that the following description uses a plurality of various examples
for various elements of the illustrative embodiments to further illustrate example implementations of the illustrative
embodiments and to aid in the understanding of the mechanisms of the illustrative embodiments. These examples
intended to be non-limiting and are not exhaustive of the various possibilities for implementing the mechanisms of

the illustrative embodiments. It will be apparent to those of ordinary skill in the art in view of the present description
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that there are many other alternative implementations for these various elements that may be utilized in addition to,

or in replacement of, the examples provided herein without departing from the scope of the present invention.

[0062] The present invention may be a system, a method, and/or a computer program product. The computer
program product may include a computer readable storage medium (or media) having computer readable program

instructions thereon for causing a processor to carry out aspects of the present invention.

[0063] The computer readable storage medium can be a tangible device that can retain and store
instructions for use by an instruction execution device. The computer readable storage medium may be, for
example, but is not limited to, an electronic storage device, a magnetic storage device, an optical storage device, an
electromagnetic storage device, a semiconductor storage device, or any suitable combination of the foregoing. A
non-exhaustive list of more specific examples of the computer readable storage medium includes the following: a
portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash memory), a static random access memory (SRAM), a portable
compact disc read-only memory (CD-ROM), a digital versatile disk (DVD), a memory stick, a floppy disk, a
mechanically encoded device such as punch-cards or raised structures in a groove having instructions recorded
thereon, and any suitable combination of the foregoing. A computer readable storage medium, as used herein, is
not to be construed as being transitory signals per se, such as radio waves or other freely propagating
electromagnetic waves, electromagnetic waves propagating through a waveguide or other transmission media (e.g.,

light pulses passing through a fiber-optic cable), or electrical signals transmitted through a wire.

[0064] Computer readable program instructions described herein can be downloaded to respective
computing/processing devices from a computer readable storage medium or to an external computer or external
storage device via a network, for example, the Internet, a local area network, a wide area network and/or a wireless
network. The network may comprise copper transmission cables, optical transmission fibers, wireless transmission,
routers, firewalls, switches, gateway computers and/or edge servers. A network adapter card or network interface in
each computing/processing device receives computer readable program instructions from the network and forwards
the computer readable program instructions for storage in a computer readable storage medium within the

respective computing/processing device.

[0065] Computer readable program instructions for carrying out operations of the present invention may be
assembler instructions, instruction-set-architecture (ISA) instructions, machine instructions, machine dependent
instructions, microcode, firmware instructions, state-setting data, or either source code or object code written in any
combination of one or more programming languages, including an object oriented programming language such as
Java, Smalltalk, C++or the like, and conventional procedural programming languages, such as the "C"
programming language or similar programming languages. The computer readable program instructions may
execute entirely on the user's computer, partly on the user's computer, as a stand-alone software package, partly

on the user's computer and partly on a remote computer or entirely on the remote computer or server. In the latter
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scenario, the remote computer may be connected to the user's computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or the connection may be made to an external computer
(for example, through the Internet using an Internet Service Provider). In some embodiments, electronic circuitry
including, for example, programmable logic circuitry, field-programmable gate arrays (FPGA), or programmable
logic arrays (PLA) may execute the computer readable program instructions by utilizing state information of the
computer readable program instructions to personalize the electronic circuitry, in order to perform aspects of the

present invention.

[0066] Aspects of the present invention are described herein with reference to flowchart illustrations and/or
block diagrams of methods, apparatus (systems), and computer program products according to embodiments of the
invention. It will be understood that each block of the flowchart illustrations and/or block diagrams, and
combinations of blocks in the flowchart illustrations and/or block diagrams, can be implemented by computer

readable program instructions.

[0067] These computer readable program instructions may be provided to a processor of a computer or other
programmable data processing apparatus to produce a machine, such that the instructions, which execute via the
processor of the computer or other programmable data processing apparatus, create means for implementing the
functions/acts specified in the flowchart and/or block diagram block or blocks. These computer readable program
instructions may also be stored in a computer readable storage medium that can direct a computer, a
programmable data processing apparatus, and/or other devices to function in a particular manner, such that the
computer readable storage medium having instructions stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act specified in the flowchart and/or block diagram block or

blocks.

[0068] The computer readable program instructions may also be loaded onto a computer, other
programmable data processing apparatus, or other device to cause a series of operational steps to be performed
on the computer, other programmable apparatus or other device to produce a computer implemented process, such
that the instructions which execute on the computer, other programmable apparatus, or other device implement the

functions/acts specified in the flowchart and/or block diagram block or blocks.

[0069] The flowchart and block diagrams in the Figures illustrate the architecture, functionality, and operation
of possible implementations of systems, methods, and computer program products according to various
embodiments of the present invention. In this regard, each block in the flowchart or block diagrams may represent a
module, segment, or portion of instructions, which comprises one or more executable instructions for implementing
the specified logical function(s). In some alternative implementations, the functions noted in the block may occur out
of the order noted in the figures. For example, two blocks shown in succession may, in fact, be executed
substantially concurrently, or the blocks may sometimes be executed in the reverse order, depending upon the

functionality involved. It will also be noted that each block of the block diagrams and/or flowchart illustration, and
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combinations of blocks in the block diagrams and/or flowchart illustration, can be implemented by special purpose
hardware-based systems that perform the specified functions or acts or carry out combinations of special purpose

hardware and computer instructions.

[0070Q] As noted above, the mechanisms of the illustrative embodiments provide a behavioral biometrics deep
learning (BBDL) pipeline comprising a plurality of stages of machine learning computer models that process input
data with regard to spatiotemporal features, temporal features, and fixed/categorical features at various time steps
or time intervals of a time window to thereby characterize the input data as a vector representation that can be used
to generate a user profile and/or compare to a user profile to authenticate a user. The BBDL pipeline comprises a
data pre-processor that takes raw behavioral biometric data and converts the data to a format useable by the
machine learning models of the stages of the BBDL pipeline. For example, the pre-processor converts the
spatiotemporal features present in the raw input data into time x 2D feature matrices or maps. The preprocessor
also converts the temporal features of the raw input data into time x 1D feature matrices or maps. Moreover, the
preprocessor may itself, or in conjunction with a separate embedding engine, embed fixed/categorical input data
into a vector representation of embedded values for use with the outputs of the other machine learning models of

the corresponding stage of logic of the BBDL pipeline.

[0071] Figures 1A-1D show example plots of spatiotemporal features that may be used for user
authentication in accordance with one illustrative embodiment. The plots of these spatiotemporal features, in these
examples, are referred to as time x 2D feature plots and represent the two-dimensional behavioral biometric
features of the user input over time. Each time x 2D feature plot in Figures 1A-1D comprises a time dimension
along the horizontal axis with the two-dimensional (2D) characteristics of the spatiotemporal feature being plotted
as a point along the vertical axis representing a first characteristic and a shade or color representing the other
characteristic of the 2D characteristics. The particular 2D characteristics plotted are dependent upon the particular
spatiotemporal feature being plotted. As can be seen from Figures 1A-1D, the plot of the spatiotemporal feature

results in an image representing the spatiotemporal feature over time.

[0072] In the depicted time x 2D feature plots of Figures 1A-1D represent spatiotemporal features associated
with a swipe user input on a touchscreen of a user manipulated device, such as a smartphone, tablet computing
device, or the like. Figure 1A is time sequence of a time x 2D feature plot for the swipe user input. The x- and y-
axes correspond to the (x, y) coordinate on the touchscreen of the user manipulated device and thus, constitute a
2D plot. Each plot represents the user's input at a particular time point or time interval. Shadings of the pixels in
the 2D feature plot represent a value of a feature at the particular coordinate, where the particular values and value
meanings are dependent on the particular feature being represented, e.g., Boolean touch may be a1 or 0
(represented by two different colors) at a particular coordinate, velocity may be a real number represented by

different shadings over a spectrum of possible shadings (e.g., from white to black), etc.
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[0073] The time x 2D feature plot in Figure 1B represents the 2D characteristics of swipe size plotted versus
time. In the plot of Figure 1B the 2D characteristics may be a value indicating the range or area of pixels around a

given pixel that are touched by the user at the particular time point or time interval.

[0074] The time x 2D feature plot in Figure 1C represents the 2D characteristics of swipe velocity plotted
versus time. In the plot of Figure 1C the 2D characteristics may include the swipe velocity may be an x component
of the velocity, while another plot (not shown) may represent a y component of the velocity. The shading in the plot
may represent positive/negative values where the signs are with respect to the particular axis. In the depicted
figure, the shading of pixels indicates that the left half of the motion is going from left to right (positive direction with
respect to the x-axis) and the right half is going from right to left (negative direction with respect to the x-axis).
Thus, the depicted motion is a pinching motion, such as when a user is trying to zoom-out on a touchscreen.
Similar to the above, the time x 2D feature plot in Figure 1D represents the 2D characteristics of swipe acceleration

plotted versus time.

[0075] The raw sensor data is provided as raw input data to the preprocessor which performs operations to
convert the spatiotemporal features into the time x 2D matrices or maps which are images representing the
individual spatiotemporal features. The image data generated by the preprocessor as a result of its matrix or map
generation of the time x 2D feature plots may then be input to the image analysis/computer vision machine learning
model(s) of the corresponding stage of the BBDL pipeline. There may be a single image analysis/computer vision
ML model for each spatiotemporal features, or a single image analysis/computer vision ML model that handles

image analysis/computer vision operations for a plurality of spatiotemporal feature matrices/maps.

[0076] In addition, as mentioned previously, the preprocessor may also convert the temporal features in the
input data to time x 1D feature matrices or maps. These are features in the input data that do not vary over the
input range(s) of the devics, e.g., over the locations of the touchscreen, as noted above, but do vary over time.
Thus, a time x 1D feature matrix or map may be used to represent these temporal features plotting time and a
single dimension feature, i.e. a value of the corresponding temporal feature. Figure 1E shows an example plot of
temporal features that may be used for user authentication in accordance with one illustrative embodiment. Again,
the horizontal axis represents time, while the vertical axis represents the value of the temporal features, such as an
x-axig of an accelerometer recording. The dashed lined box represents a dliding window of time for sampling the
temporal features. The time x 1D matrices or maps may be input into a fully-connected or dense layer based
machine learning model that generates a vector output representing the temporal feature. The output of the fully-
connected/dense layer based machine learning model may be combined with the output of the image
analysisicomputer vision machine learning model(s) and the embedding of the fixed/categorical input data to
generate a combined vector output representation of the user input for the time point or time interval, which can

then be provided to the main stage ML model as input for processing.
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[0077] Figure 2 is an example block diagram of a behavioral biometrics deep learning (BBDL) pipeline in
accordance with one illustrative embodiment. As shown in Figure 2, and previously described above, the BBDL
pipeline 200 comprises multiple stages 210-230, each stage 210-230 comprising a set of machine learning models
212-218, 222-228, and 232-238 that evaluate spatiotemporal features, temporal features, and fixed/categorical
features for a particular corresponding time interval comprising one or more time points, e.g., t, t+1, t+2, up to t+n,
where n indicates the size of the time window over which spatiotemporal feature patterns are evaluated to
determine behavioral biometrics for a particular user. Thus, the BBDL pipeline 200 will have n stages, each stage
210-230 having a plurality of trained machine learning (ML) computer models 212-218, 222-228, 232-238 that
evaluate spatiotemporal, temporal, and fixed/categorical features of a user’s input received via an input device

associated with a computing device with which the user is interfacing.

[0078] The user input may be captured or gathered by one or more sensors associated with the user input
device associated with the computing device, and/or generated by the computing device itself. Thatis, in
accordance with one or more illustrative embodiments, a plurality of sensors 201-204 are provided in association
with one or more user manipulated devices (not shown), such as a smartphone, tablet computer, touchscreen
device, computer mouss, trackball input device, image capturing device, biometric reader devics, or any other
source of biometric or behavioral biometric input data. For example, in some illustrative embodiments, these
sensors 201-204 may comprise touch sensors in a touch sensitive screen, accelerometers associated with the
device itself, and the like. Examples of the spatiotemporal features that are sensed by such sensors 201-204 and
provided as part of input data 205-208 for input to the BBDL pipeline 200 include, but are not limited to, finger swipe
data, e.g., swipe size, swipe velocity, swipe acceleration, swipe directions, etc., on a touchscreen including
coordinate data relative to the particular touchscreen dimensions, pressure information regarding touch pressure on
a touchscreen device, mouse-over information, detected gesture information from image pickup devices (cameras
and the like), touchscreens, or any other source of gesture information, voiceprint information associated with
spoken inputs, acceleration information representing movements of the particular device by the user, and the like.
In one illustrative embodiment, the spatiotemporal features used include Boolean touch (see description hereafter),

touch size, (x,y) acceleration of touch, scalar speed of touch, and scalar acceleration of touch.

[0079] In general, the spatiotemporal features are collections of features varying over the input range of the
user interface device 292-294 and/or computing device 290, e.g., device’s screen dimensions or graphical user
interface dimensions for touchscreen devices or computer mouse, trackball or other user input device movements
representing user input to a graphical user interface or the like, and varying over time. Again, as mentioned above,
an example spatiotemporal feature may be a Boolean spatiotemporal touch feature that is a collection of features
representing which part of the device screen is touched at a certain time step, and may also be a real value feature
having various values along a range of potential values, e.g. pressure values or the like. However, it should be
appreciated that the spatiotemporal features are not limited to features only able to be sensed by sensors of a user
input device and/or computing device. In some illustrative embodiments, other spatiotemporal features may also be
evaluated, such as any spatiotemporal features corresponding to a physical area monitored by sensors from which
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the spatiotemporal data may be obtained, e.g., in the case of ambient light values, the sensors may detect light
levels over a window of time and over a particular physical area, and this light level data may represent

spatiotemporal input data.

[0080] The illustrative embodiments also consider temporal features that are not dependent on the input
ranges associated with the particular user input device 292-295 or computing device 290. As noted above, these
temporal features may be aggregated spatiotemporal information or non-spatiotemporal information associated with
user inputs. Such temporal features include, but are not limited to, three-dimensional accelerometer values in
Euclidean/polar coordinates, the acceleration first derivative, the acceleration second derivative, aggregated values
of the spatiotemporal features, and context embeddings, e.g., which components of the graphical user interface

and/or touchscreen were touched.

[0081] In addition, for any fixed device features or categorical type features, embedding of these features
may be performed by the preprocessor 280, 282, 284 corresponding to the particular stage 210-230, or other
embedding component 216, 226, 236 of the stages 210-230. The embedding components 216, 226, and 236 may
be machine learning models trained to embed the corresponding fixed/categorical features into a vector

representation representing these fixed/categorical features.

[0082] In should be appreciated that the sensors 201-204 provide raw input data 205-208 comprising the
spatiotemporal features, temporal features, and fixed/categorical features for each of a plurality of time points or
time intervals. These time points or time intervals together represent a time window of user input. The time window
of user input may be a moving or sliding window such that the sensors 201-204 continuously monitor user input
during a user session. Thus, at a time point/interval t+n+1, the time window processing is started over at stage 210
processing, i.e. time pointfinterval t+n+1 becomes time pointfinterval t for the new time window. The time intervals

may be overlapping or non-overlapping as previously described above.

[0083] Each raw input data 205-208 is provided to the corresponding preprocessor 280, 282, 284 for the
particular stage of logic 210-230. The preprocessors 280, 282, 284 generate the time x 2D feature matrices/maps,
time x 1D matrices/imaps, and fixed/categorical features that are provided to the corresponding machine learning

models of the stage of logic 210-230 as described previously.

[0084] In addition to the user input data, device data 250 may be obtained from the computing device 290
and/or user interface device and embedded. For example, other device features that do not depend on such user
input specific data, such as the identity of the user manipulated device itself, e.g., make and model number (e.g.,
Apple iPhone X, Samsung Galaxy S20, etc.), configuration of the device (e.g., sensor types and their
characteristics, etc.), dimensions or manipulatable limits of the device (e.g., screen size, touch panel size, graphical
user interface size, etc.), and the like, may be embedded as vector representations (embeddings) 260 and provided

as input to the main stage ML model 218 of a first stage 210 of the BBDL pipeline 200.
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[0085] The sensors 201-204 of the user input devices 292-294 and/or the computing device 290,
continuously or periodically collect and/or generate the raw input data 205-208 comprising the spatiotemporal
features, temporal features, and fixed/categorical features over multiple time points or time intervals and may
provide the feature data to corresponding preprocessors 280-284 associated with the stages 210-230 of the BBDL
pipeline 200. The preprocessors 280-282 operate to transform the raw user input data into a form usable by the
various machine learning models 212-218, 222-228, and 232-238 of the stages 210-230 of the BBDL pipeline 200,
e.g., time x 2D feature matrices or maps for spatiotemporal features, time x 1D matrices or maps for temporal
features, and the fixed/categorial features being provided for embedding. The preprocessors 280-282 are
configured to identify different types of features present in the raw input data 205-208. That is, the preprocessors
280-284 may parse the raw input data 205-208 and, based on its configuration, categorize portions of the raw input
data 205-208 as to whether those portions represent spatiotemporal features, temporal features, or
fixed/categorical features. Based on the categorization of the portions of the raw input data 205-208, corresponding
processing by the preprocessors 280-284 is performed to generate the time x 2D matrices/maps, time x 1D
matrices/maps, and identification of fixed/categorical features that may be input for embedding. The preprocessed
user input data 240-244 is then provided to the corresponding stage 210-230 logic for processing by the machine

learning models of the corresponding stage 210-230.

[0086] As shown in Figure 2, each stage 210-230 of the BBDL pipeline 200 comprises one or more first ML
computer models 212, 222, 232 that are trained through machine learning processes to perform image analysis or
computer vision based analysis of the spatiotemporal feature data present in the preprocessed user input data 240-
244 for the corresponding time point/slice. That is, the one or more first ML computer models 212, 222, 232 may
comprise a single ML computer model that is trained to perform classification or categorization of a plurality of
different spatiotemporal features, may be a single ML computer model that is trained to perform classification or
categorization of a single spatiotemporal feature, or may be a combination of a plurality of ML computer models,
each trained to perform classification or categorization with regard to a different spatiotemporal features. In the
case of a plurality of ML computer models operating on the spatiotemporal feature data, the results of each ML
computer model may be aggregated into a final vector output representation, through merge logic (not shown)
which concatenates or otherwise aggregates the outputs of the various ML computer models 212 which may then
be combined by combinational logic 217, 227, 237 of the stage 210-230 to generate a single final vector output
representation to the main stage ML model 218 of the BBDL pipeline 200.

[0087] As discussed above, the spatiotemporal feature data may be represented as the time x 2D feature
matrix or map representation which essentially provides an image that may be processed by image analysis or
computer vision neural networks or other imagefvision analysis machine learning models to generate an output
vector representing a categorization of the input image. The image/vision analysis machine learning models of the
illustrative embodiments are specifically trained through machine learning processes to classify or categorize
spatiotemporal matrix or map representations with regard to specific behavioral biometric categories. The various
categorizations for the various time x 2D feature matrices/maps for the various spatiotemporal features may be
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combined or aggregated to generate a vector representation of the classifications of the spatiotemporal features

present in the inputs for the particular time point or time interval.

[0088] The temporal features in the preprocessed user inputs 240-244 may be represented as a time x 1D
matrix or map which may be input to one or more second neural networks or trained machine learning computer
models 214, 224, 234 that generate a vector output representing a categorization of the temporal features. In some
illustrative embodiments, the one or more second neural hetworks or trained machine learning computer models
214, 224, 234 may be one or more trained fully connected neural networks or other dense layer neural networks.
The one or more second nheural networks or trained machine learning computer models 214, 224, 234 output one or
more vector representations of the classification of the temporal feature inputs for the time interval, which may be
combined by the combinational logic 217, 227, 237 with the output from the spatiotemporal feature processing
machine learning model(s) 212, 222, 232 and other embedded features generated by the embedding logic 216,
226, 236 for features that are fixed or categorical, i.e. non-time dependent, to generate a final vector output that is
input to the main stage machine learning (ML) model 218, 228, 238 that generates output to the next stage of the
BBDL pipeline 200.

[0089] The main stage ML model 218 for a first stage 210 of the BBDL pipeline 200 receives as an input, an
embedding 268 of the device information and/or other fixed or categorial information 250 that is not provided at
each time step. For subsequent stages 220-230 of the BBDL pipeline 200, the main stage ML model of the
previous stage is coupled to a next stage’s main stage ML model and provides its output as an input to the next
stage’s main stage ML model, e.g., the output of main stage ML model 218 is input to the main stage ML model 228
of stage 220 and the main stage ML model 228 output is provided as input to the main stage ML model 238. In one
illustrative embodiment, the main stage ML model 218, 228, 238 of each of the stages 210-230 of the BBDL

pipeline 200 may be a recurrent neural network (RNN), such as a long short-term memory (LSTM) RNN.

[0090Q] At each stage 210-230 along the BBDL pipeline 200, the corresponding stage ML models 212-218,
222-228, and 232-238 perform similar functions as noted above but on the particular spatiotemporal, temporal, and
other fixed/categorical features for the corresponding time point or time interval. The resulting output vector of the
stage ML models is combined with the input from the previous stage’s main stage ML model, in the current stage’s
ML model as feature inputs that are then processed by that stage’s main stage ML model to generate a vector
output that is input to the next stage’s main stage ML model. This process continues through afinal stage of the
BBDL pipeline 200, e.g., stage 230, which then generates an output vector K 270 representing the user input over a
window of time with regard to spatiotemporal, temporal, and fixed/categorical inputs. In this way, the BBDL pipeline
200 accumulates the traits of the entity (user) represented in the input over time points represented in the window of
time. The resulting output vector K 270 is unique to the particular user's behavioral biometric features (or user

traits) and thus, can be used to authenticate the user.
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[0091] Training of the machine learning models of the stages of the BBDL pipeline 200 may be performed
using any suitable machine learning process, e.g., supervised or unsupervised machine learning processes. Figure
3is an example block diagram illustrating a high level representation of a training process for training the BBDL
pipeline 200 in accordance with one illustrative embodiment. With the illustrative embodiments, the machine
learning process generally involves learning how to represent a particular user’s behavioral biometric in terms of the
spatiotemporal features, temporal features, and fixed/categorical features of their user input. The machine learning
process in general involves, for each iteration of each epoch of machine learning training, obtaining a pair of user
session information 310 and 320 representing user inputs over a particular period or window of time. The pair of
user session information 310 and 320 involves a first set of session information 310 that corresponds to the target
user, such as raw input data 205-208 obtained from various sensors and/or the computing device, as well as device
information 250 for the user input device/computing device. The second session information 320 in the pair may be
from the same or a different user and may include other raw input data 305-308 and corresponding device
information 250. Corresponding label information 322 is obtained for the second session information 320 that
indicates whether the user is the same user or a different user. In some embodiments, each user session
information 310 and 320 may have label data 312, 322 specifying the identity of the user providing the user session
information 310, 320, such that a comparison of the user identities can determine whether the users are the same

or different for training purposes.

[0092] The first and second user session information 310, 320 are each separately processed through the
model 340 comprising the BBDL pipeline 200, after preprocessing by preprocessor 330, which may include
preprocessors 280-284 to generate corresponding K-dimensional output vectors 342, 344, such as K-dimensional
output vector 270 in Figure 2. The K-dimensional output vector 342 for the first session information is compared to
the K-dimensional output vector 344 for the second session information to determine if the session information is
classified by the model 340, comprising BBDL pipeline 200, to be the same or different users, i.e. if the session

information for both sessions is determined to be sufficiently similar as to represent the same user or not.

[0093] The K-dimensional output vectors, K1 and K2, 342, 344 are compared by the comparison logic 350 to
determine if the K1 and K2 output vectors 342, 344 are sufficiently similar (differences in individual values of the K1
and K2 output vectors are equal to or less than a predetermined or learned threshold) as to conclude that the user
providing the user session information 310 is the same or a different user than the user providing user session
information 320. The results of the comparison generate a probability value that indicates a likelihood that the user
providing the user session information 310 is the same as the user providing user session information 320, which
can then be compared to a threshold probability. If the calculated probability meets or exceeds the threshold
probability, it is predicted that the user providing user session information 310 is the same user that provided user

session information 320.

[0094] Having obtained the prediction, the accuracy of the prediction is then checked by the training logic 360

to determine if the BBDL model 340, comprising BBDL pipeline 200, generated correct results for the user session

24



information 310, 320. For example, the labels 312, 322 for the user session information 310, 320 may be
compared, or in embodiments where only the second user information 320 is labeled the label 322 may be
compared to an identity of the authorized user for which the model 340 is being trained. The comparison performed
by the training logic 360 determines whether the second session information is in fact from the same or different
users. If the similarity prediction is incorrect based on the labels 312 andfor 322 of the user session information
310, 320, then training logic 360 adjusts the operational parameters of the machine learning models of the BBDL
pipeline 200 of the BBDL model 340 so as to reduce errors (loss or cost) in the K values generated by the BEDL
model 340.

[0095] It should be appreciated that the training of the BBDL model 340 and the BBDL pipeline 200 is user
independent in that the BBDL pipeline 200 and BBDL model 340 are trained to accurately generate K vector
outputs for instances of the same and different users. The training determines whether the BBDL pipeline 200 and
BBDL model 340 properly generate K vector outputs that are sufficiently the same for the same user or sufficiently
different for different users so as to make predictions of authentication of users accurate based on their behavioral
biometric data present in user inputs. Rather than having to train separate machine learning models for different
users, the mechanism of the illustrative embodiments can provide a single BBDL pipeline 200 and BBDL model 340
which can operate on authorized user inputs to thereby generate authorized user profiles. Thereafter, the BBDL
pipeline 200 and BBDL model 340 may operate on new user input to generate K vector outputs that can then be

compared to the stored authorized user profiles to authenticate the user input is from an authorized user.

[0096] That s, once trained, the BBDL model 340, comprising the BBDL pipeline 200, may be executed on
one or more user sessions of the target user to generate an authorized user profile that stores one or more K value
outputs of the BBDL pipeline representing user inputs of the authorized user for the specific device. Figure 4 is an
example block diagram illustrating a high level representation of a runtime operation of a BBDL pipeline in
accordance with one illustrative embodiment. As shown in Figure 4, user historical session information 410 may be
obtained for a plurality user sessions and each of these may be processed by corresponding preprocessor 420 and
the BBDL pipeline 200 of the model 430 to generate K-dimensional output vectors for each session that are stored
in the user profile 440. This group of user sessions, i.e. the user historical sessions, may be a continuously
updated set of user historical sessions 410, e.g., the last 10 sessions may be maintained, and the corresponding
user profile 440 may be dynamically updated as new sessions with the user occur. That is for each subsequent
user session, the model 430 comprising BBDL pipeline 200 executes on the input data from the user session to
generate a corresponding K-dimensional output vector which is then used to replace the oldest K-dimensional

output vector entry in the user profile 440. Thus, a dynamic user profile 440 is maintained for the authorized user.

[0097] Whether or not new user input information for a new session is in fact from the authorized user or not
may be determined in a similar manner as previously described with regard to the training of the model 340 and
BBDL pipeline 200. One exception to the training operation is that, during runtime operation after training, a

determination that a user for a subsequent session does not match the authorized user they purport to be, or the
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registered authorized user of the particular device from which the session information is obtained, then
authorization to access protected resources may be denied. That is, the new user input information for the new
session 450, processed via preprocessor 420 and model 430 comprising BBDL pipeline 200, results in a K-
dimensional output vector 460 which may be compared to the K-dimensional output vectors stored in the user
profile 440. The K-dimensional output vector 460 may be compared to each K-dimensional output vector to
determine if the K-dimensional output vector 460 sufficiently matches any of the stored K-dimensional output
vectors in the user profile 440. If the K-dimensional output vector 460 sufficiently matches any one of these stored
K-dimensional output vectors in the user profile 440, then it is determined that the user providing the new session
information 450 is the authorized user and access may be granted to the protected resources. If the K-dimensional
output vector 460 does not sufficiently match any of the K-dimensional output vectors stored in the user profile, then
the user providing new session information 450 is not the authorized user and thus, access to the protected
resources may be denied. A determination of the new session information 450 being from the authorized user, in
addition to resulting in access being permitted to the protected resources, may cause an update engine 480 to
update the user profile 440 with the K-dimensional output vector 460 for this new session information 450, such as
by replacing an oldest K-dimensional output vector entry in the user profile 440 if a predetermined number of K-
dimensional output vector entries are present in the user profile 440 or adding a new entry if the maximum number

of entries has not been reached.

[0098] Thus, as mentioned previously, the illustrative embodiments provide mechanism for implementing a
spatiotemporal deep learning mechanism for behavioral biometrics. The illustrative embodiments provide a pipeline
of stages comprising a set of machine learning models for each stage which classify or categorize input data for
corresponding time points or time intervals with regard to spatiotemporal features, temporal features, and
fixed/categorical features. In some illustrative embodiments, the spatiotemporal features are rendered as image
data which is then processed by trained image analysis or computer vision analysis machine learning models, while
temporal features are processed through a fully connected and/or dense layer based machine learning model.
Stages of the pipeline operate on the user input data for their corresponding time point or time interval as well as
the output from the previous stage in the pipeline to ultimately generate a K-dimensional output vector that
represents the behavioral biometrics of the user input over the time window or time period processed by the
pipeline. This can be used to generate a user profile which can then be used with subsequent user sessions to

authenticate the user.

[0099] Figure 5is a flowchart outlining an example operation of a BBDL pipeline in accordance with one
illustrative embodiment. The operation outlined in Figure 5 may be performed by the BBDL pipeline as part of a
runtime operation, assuming that the BBDL pipeline has been trained through the machine learning process as

previously described above.

[00100] As shown in Figure 5, the operation starts by receiving user input for a new session (step 510). The

user input is preprocessed to identify and preprocess spatiotemporal features, temporal features, and
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fixed/categorical features present in the received user input (step 520). This preprocessing may include generation
of the time x 2D feature matrices/maps and the time x 1D feature matrices/maps, as well as identifying the
fixed/categorical features present in the received user input. The user input, for each time point of a time window
represented in the user input, is processed by a corresponding stage of the BBDL pipeline and the results of the
stages are combined to generate the K vector output representation of the behavioral biometrics of the user input
(step 530).

[00101] The identity of an authorized user for the device is determined and a corresponding user profile for the
authorized user is retrieved (step 540). The identity the user may be specified in the user input, e.g., a user
identifier during a logon process or the like, which can be used to retrieve the user profile for the identified user. In
other cases, the identity of the device may be used to perform a lookup operation in a registry of authorized users

for the particular device.

[00102] A comparison of the K vector entries in the user profile with the K vector output representation for the
user input is performed (step 550) to determine whether the vectors are sufficiently similar as to indicate the same
user, or not sufficiently similar such that they represent different users (step 560). If the prediction indicates that the
users are the same users, then access to protected resources is granted (step 570) and the user profile is updated
with the K vector output for the user input (step 580). If the prediction indicates that the users are different, then

access to the protected resources is denied (step 590). The operation then terminates.

[00103] The illustrative embodiments may be utilized in many different types of data processing environments
to protect various types of computing resources, physical premises or devices, or the like, based on behavioral
biometrics based on analysis of spatiotemporal features, temporal features, and fixed/categorical features of the
behavior biometric inputs. The data processing environments may include single computing devices and/or
distributed data processing environments. Figures 6 and 7 are provided hereafter as example environments in
which aspects of the illustrative embodiments may be implemented. It should be appreciated that Figures 6 and 7
are only examples and are not intended to assert or imply any limitation with regard to the environments in which
aspects or embodiments of the present invention may be implemented. Many modifications to the depicted

environments may be made without departing from the scope of the present invention.

[00104] Figure 6 depicts a pictorial representation of an example distributed data processing system in which
aspects of the illustrative embodiments may be implemented. Distributed data processing system 600 may include
a network of computers in which aspects of the illustrative embodiments may be implemented. The distributed data
processing system 600 contains at least one network 602, which is the medium used to provide communication
links between various devices and computers connected together within distributed data processing system 600.

The network 602 may include connections, such as wire, wireless communication links, or fiber optic cables.

[00105] In the depicted example, server 604 and server 606 are connected to network 602 along with storage
unit 608. In addition, clients 610, 612, and 614 are also connected to network 602, These clients 610, 612, and
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614 may be, for example, personal computers, network computers, or the like. In the depicted example, server 604
provides data, such as boot files, operating system images, and applications to the clients 610, 612, and 614.
Clients 610, 612, and 614 are clients to server 604 in the depicted example. Distributed data processing system

600 may include additional servers, clients, and other devices not shown.

[00106] In the depicted example, distributed data processing system 600 is the Internet with network 602
representing a worldwide collection of networks and gateways that use the Transmission Control Protocol/Internet
Protocol (TCP/IP) suite of protocols to communicate with one another. At the heart of the Internet is a backbone of
high-speed data communication lines between major nodes or host computers, consisting of thousands of
commercial, governmental, educational and other computer systems that route data and messages. Of courss, the
distributed data processing system 600 may also be implemented to include a number of different types of
networks, such as for example, an intranet, a local area network (LAN), a wide area network (WAN), or the like. As
stated above, Figure 6 is intended as an example, not as an architectural limitation for different embodiments of the
present invention, and therefore, the particular elements shown in Figure 6 should not be considered limiting with

regard to the environments in which the illustrative embodiments of the present invention may be implemented.

[00107] As shown in Figure 6, one or more of the computing devices, e.g., server 604, may be specifically
configured to implement a behavioral biometric deep learning (BBDL) model comprising a BBDL pipeline, such as
the BBDL model 340 of Figure 3 comprising BEDL pipeline 200 in Figure 2. The configuring of the computing
device may comprise the providing of application specific hardware, firmware, or the like to facilitate the
performance of the operations and generation of the outputs described herein with regard to the illustrative
embodiments. The configuring of the computing device may also, or alternatively, comprise the providing of
software applications stored in one or more storage devices and loaded into memory of a computing device, such
as server 604, for causing one or more hardware processors of the computing device to execute the software
applications that configure the processors to perform the operations and generate the outputs described herein with
regard to the illustrative embodiments. Moreover, any combination of application specific hardware, firmware,
software applications executed on hardware, or the like, may be used without departing from the scope of the

illustrative embodiments.

[00108] It should be appreciated that once the computing device is configured in one of these ways, the
computing device becomes a specialized computing device specifically configured to implement the mechanisms of
the illustrative embodiments and is not a general purpose computing device. Moreover, as described herein, the
implementation of the mechanisms of the illustrative embodiments improves the functionality of the computing
device and provides a useful and concrete result that facilitates the evaluation of user inputs, such as user inputs
205-208, from user input devices of a client computing device 610, such as user input devices 205-208. The user
input represents behavioral biometrics with regard to spatiotemporal features, temporal features, and
fixed/categorical features. The BBDL model 340 and BBDL pipeline 200 characterize the behavioral biometrics of

the user input and generate a profile of a user which can then be stored in user profiles registry 630 for authorized
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users for accessing protected resources. The user profiles in the user profiles registry 630 may be compared to
characterizations of behavior biometrics of subsequent user inputs to thereby authenticate users in subsequent
sessions. The authentication logic 620, such as the comparison and update logic 470 and 480 in Figure 4, for
example, compares the characterization of the behavioral biometrics to authenticate the user and if the user is not
an authentic user, access to protected resources may be denied. If the user is an authenticated user, then the user
may be granted access to the protected resources, and in some embodiments, the profile for the authenticated user
may be updated by the authentication logic 620, comprising update logic 470 for example, with the characterization

of the session user input to thereby dynamically update the user profile.

[00109] In some embodiments, the user input may be received from sensors of user interface devices 292-295
which may be part of a client computing system 610, and other data characterizing the client computing device 610
itself. The user input and/or device information may be provided via the network 602 to the server 604
implementing the BBDL pipeline 200 which then processes the user input to authenticate the user. The server 604
may then return an output authorizing or denying access to the protected resources. It should be appreciated that
while a client/server configuration is shown in Figure 6, the illustrative embodiments are not limited to such.
Moreover, the client computing devices 610-614 may take many different forms, such as client computers, tablet
computers, smartphones, other smart devices, Internet of Things (loT) devices, and the like. |n short, any
computing device having user input interfaces through which behavioral biometric based user input may be
received and provided to the BBDL pipeline and BBDL model may be used without departing from the scope of the

present invention.

[00110] As noted above, the mechanisms of the illustrative embodiments utilize specifically configured
computing devices, or data processing systems, to perform the operations for implementing the BBDL pipeline 200
and performing behavioral biometric deep learning based authentication of user inputs. These computing devices,
or data processing systems, may comprise various hardware elements which are specifically configured, either
through hardware configuration, software configuration, or a combination of hardware and software configuration, to
implement one or more of the systems/subsystems described herein. Figure 7 is a block diagram of just one
example data processing system in which aspects of the illustrative embodiments may be implemented. Data
processing system 700 is an example of a computer, such as server 604 in Figure 6, in which computer usable
code or instructions implementing the processes and aspects of the illustrative embodiments of the present
invention may be located and/or executed so as to achieve the operation, output, and external effects of the

illustrative embodiments as described herein.

[00111] In the depicted example, data processing system 700 employs a hub architecture including north
bridge and memory controller hub (NB/MCH) 702 and south bridge and input/output (1/O) controller hub (SB/ICH)
704. Processing unit 706, main memory 708, and graphics processor 710 are connected to NB/MCH 702. Graphics
processor 710 may be connected to NB/MCH 702 through an accelerated graphics port (AGP).
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[00112] In the depicted example, local area network (LAN) adapter 712 connects to SB/ICH 704. Audio
adapter 716, keyboard and mouse adapter 720, modem 722, read only memory (ROM) 724, hard disk drive (HDD)
726, CD-ROM drive 730, universal serial bus (USB) ports and other communication ports 732, and PCI/PCle
devices 734 connect to SB/ICH 704 through bus 738 and bus 740. PCI/PCle devices may include, for example,
Ethernet adapters, add-in cards, and PC cards for notebook computers. PCI uses a card bus controller, while PCle

does not. ROM 724 may be, for example, a flash basic input/output system (BIOS).

[00113] HDD 726 and CD-ROM drive 730 connect to SB/ICH 704 through bus 740. HDD 726 and CD-ROM
drive 730 may use, for example, an integrated drive electronics (IDE) or serial advanced technology attachment
(SATA) interface. Super 1/0 (SIO) device 736 may be connected to SB/ICH 704,

[00114] An operating system runs on processing unit 706. The operating system coordinates and provides

control of various components within the data processing system 700 in Figure 7. As a client, the operating system

may be a commercially available operating system such as Microsoft® Windows 10%. An object-oriented
programming system, such as the Java™ programming system, may run in conjunction with the operating system

and provides calls to the operating system from Java™ programs or applications executing on data processing

system 700.

[00115] As a server, data processing system 700 may be, for example, an IBM eServer" System p® computer
system, Power ™ processor based computer system, or the like, running the Advanced Interactive Executive (AIX®)

operating system or the LINUX® operating system. Data processing system 700 may be a symmetric multiprocessor

(SMP) system including a plurality of processors in processing unit 706. Alternatively, a single processor system may

be employed.

[00116] Instructions for the operating system, the object-oriented programming system, and applications or
programs are located on storage devices, such as HDD 726, and may be loaded into main memory 708 for
execution by processing unit 706. The processes for illustrative embodiments of the present invention may be
performed by processing unit 706 using computer usable program code, which may be located in a memory such

as, for example, main memory 708, ROM 724, or in one or more peripheral devices 726 and 730, for example.

[00117] A bus system, such as bus 738 or bus 740 as shown in Figure 7, may be comprised of one or more
buses. Of course, the bus system may be implemented using any type of communication fabric or architecture that
provides for a transfer of data between different components or devices attached to the fabric or architecture. A
communication unit, such as modem 722 or network adapter 712 of Figure 7, may include one or more devices
used to fransmit and receive data. A memory may be, for example, main memory 708, ROM 724, or a cache such
as found in NB/MCH 702 in Figure 7.
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[00118] As mentioned above, in some illustrative embodiments the mechanisms of the illustrative
embodiments may be implemented as application specific hardware, firmware, or the like, application software
stored in a storage device, such as HDD 726 and loaded into memory, such as main memory 708, for executed by
one or more hardware processors, such as processing unit 706, or the like. As such, the computing device shown
in Figure 7 becomes specifically configured to implement the mechanisms of the illustrative embodiments and
specifically configured to perform the operations and generate the outputs described herein with regard to the BBDL
pipeline 200 in Figure 2 and authentication mechanisms based on the characterizations of user inputs generated by
the BBDL pipeline 200.

[00119] Those of ordinary skill in the art will appreciate that the hardware in Figures 6 and 7 may vary
depending on the implementation. Other internal hardware or peripheral devices, such as flash memory, equivalent
non-volatile memory, or optical disk drives and the like, may be used in addition to or in place of the hardware
depicted in Figures 6 and 7. Also, the processes of the illustrative embodiments may be applied to a multiprocessor
data processing system, other than the SMP system mentioned previously, without departing from the scope of the

present invention.

[00120] Moreover, the data processing system 700 may take the form of any of a number of different data
processing systems including client computing devices, server computing devices, a tablet computer, laptop
computer, telephone or other communication device, a personal digital assistant (PDA), or the like. In some
illustrative examples, data processing system 700 may be a portable computing device that is configured with flash
memory to provide non-volatile memory for storing operating system files and/or user-generated data, for example.
Essentially, data processing system 700 may be any known or later developed data processing system without

architectural limitation.

[00121] As noted above, it should be appreciated that the illustrative embodiments may take the form of an
entirely hardware embodiment, an entirely software embodiment or an embodiment containing both hardware and
software elements. |n one example embodiment, the mechanisms of the illustrative embodiments are implemented

in software or program code, which includes but is not limited to firmware, resident software, microcode, efc.

[00122] A data processing system suitable for storing and/or executing program code will include at least one
processor coupled directly or indirectly to memory elements through a communication bus, such as a system bus,
for example. The memory elements can include local memory employed during actual execution of the program
code, bulk storage, and cache memories which provide temporary storage of at least some program code in order
to reduce the number of times code must be retrieved from bulk storage during execution. The memory may be of
various types including, but not limited to, ROM, PROM, EPROM, EEPROM, DRAM, SRAM, Flash memory, solid

state memory, and the like.

[00123] Input/output or I/0 devices (including but not limited to keyboards, displays, pointing devices, etc.) can
be coupled to the system either directly or through intervening wired or wireless I/O interfaces and/or controllers, or
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the like. 1/0 devices may take many different forms other than conventional keyboards, displays, pointing devices,
and the like, such as for example communication devices coupled through wired or wireless connections including,
but not limited to, smart phones, tablet computers, touch screen devices, voice recognition devices, and the like.

Any known or later developed I/O device is intended to be within the scope of the illustrative embodiments.

[00124] Network adapters may also be coupled to the system to enable the data processing system to
become coupled to other data processing systems or remote printers or storage devices through intervening private
or public networks. Modems, cable modems and Ethernet cards are just a few of the currently available types of
network adapters for wired communications. Wireless communication based network adapters may also be utilized
including, but not limited to, 802.11 a/b/g/n wireless communication adapters, Bluetooth wireless adapters, and the

like. Any known or later developed network adapters are intended to be within the scope of the present invention.

[00125] The description of the present invention has been presented for purposes of illustration and
description, and is not intended to be exhaustive or limited to the invention in the form disclosed. Many
modifications and variations will be apparent to those of ordinary skill in the art without departing from the scope of
the described embodiments. The embodiment was chosen and described in order to best explain the principles of
the invention, the practical application, and to enable others of ordinary skill in the art to understand the invention
for various embodiments with various modifications as are suited to the particular use contemplated. The
terminology used herein was chosen to best explain the principles of the embodiments, the practical application or
technical improvement over technologies found in the marketplace, or to enable others of ordinary skill in the art to

understand the embodiments disclosed hersin.
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CLAIMS

1. A method, in a data processing system, comprising at least one processor and at least one memory, the at
least one memory comprising instructions executed by the at least one processor to specifically configure the at
least one processor to implement a behavioral biometrics deep learning (BBDL) pipeline comprising a plurality of
stages of machine learning computer models that operate to implement the method comprising:

receiving, from one or more sensors, spatiotemporal input data corresponding to an input associated with
an entity over a predetermined time window comprising a plurality of time intervals, each time interval having a
corresponding subset of the spatiotemporal input data, wherein the spatiotemporal input data comprises input data
that is both spatially dependent with regard to a physical area monitored by at least one of the one or more sensors,
and time dependent;

for each time interval in the plurality of time intervals, processing, by one or more machine learning
computer models of a corresponding stage in the plurality of stages, a subset of the spatiotemporal input data
corresponding to the time interval to generate an output vector having values indicative of an internal representation
of spatiotemporal traits of the entity represented in the subset of the spatiotemporal input data;

accumulating output vectors, across the plurality of stages of the BBDL pipeline, to generate a final output
vector comprising final output vector values indicative of the spatiotemporal traits of the entity represented in the
spatiotemporal input data; and

authenticating, by the data processing system, the entity based on the final output vector.

2. The method of claim 1, wherein authenticating the entity comprises:

comparing the final output vector to at least one previously generated output vector, generated by the BBDL
pipeline, stored in a user profile for an authorized user to determine a probability that the final output vector
represents spatiotemporal traits of a user matching spatiotemporal traits of the authorized user; and

controlling access to protected resources in response to results of the comparison.

3. The method of claim 2, wherein controlling access to protected resources comprises, in response to
determining that the probability indicates that the final output vector represents spatiotemporal traits of the user
which match spatiotemporal traits of the authorized user:

granting access to the protected resources to the user; and

updating the user profile to include the final output vector.

4, The method of claim 1, wherein each stage of the BBDL pipeline comprises an image processing machine
learning computer model, and wherein, for each stage of the BBDL pipeline, processing the subset of
spatiotemporal input data corresponding to the time interval comprises:

processing the subset of spatiotemporal input data to transform spatiotemporal features in the subset of

spatiotemporal input data into an image; and
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performing, by the image processing machine learning computer model of the stage, image analysis on

the image to generate a first vector output.

5. The method of claim 4, wherein each stage of the BBDL pipeline comprises a fully connected neural
network machine learning computer model, and wherein, for each stage of the BBDL pipeline, processing the
subset of spatiotemporal input data corresponding to the time interval comprises:

processing the subsst of spatiotemporal input data to identify temporal features in the subset of
spatiotemporal input data; and

processing, by the fully connected neural network machine learning model of the stage, the temporal

features to generate a second vector output.

6. The method of claim 5, wherein each stage of the BBDL pipeline comprises fixed/categorical data
embedding logic, and wherein, for each stage of the BBDL pipeline, processing the subsst of spatiotemporal input
data corresponding to the time interval comprises:

processing the subsst of spatiotemporal input data to identify fixed/categorical features in the subset of
spatiotemporal input data; and

processing, by the fixed/categorical data embedding logic of the stage, the fixed/categorical features to

generate a third vector output.

7. The method of claim 6, wherein each stage of the BBDL pipeline comprises combination logic that
operates to combine the first output vector, second output vector, and third output vector to generate a combination

output vector that is input to a main stage machine learning computer model of the stage.

8. The method of claim 7, wherein each main stage machine learning computer model of each stage of the
BBDL pipeline processes a corresponding combination output vector of its corresponding stage along with an input
from a previous stage of the BBDL pipeline to generate an stage output vector, and wherein accumulating output
vectors, across the plurality of stages of the BBDL pipeline, to generate a final output vector comprises, for each
stage, outputting the stage output vector as an input to a next stage in the BBDL pipeline, and wherein a stage
output vector of a main stage machine learning computer model of a last stage of the BBDL pipeline is the final

output vector.

9. The method of claim 8, wherein embedded device information is input to a main stage machine learning
computer model of a first stage of the BBDL pipeline, and wherein the main stage machine learning computer
model processes a combination output vector associated with the first stage along with the embedded device

information to generate a stage output vector for the first stage.
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10. The method of claim 1, wherein the one or more sensors comprise touch sensors of a touch sensitive
display device, and wherein the spatiotemporal input data comprises sensor data indicating characteristics of a

touch input of the entity.

1. A computer program product comprising a computer readable storage medium having a computer
readable program stored therein, wherein the computer readable program, when executed on a computing device,
causes the computing device to implement a behavioral biometrics deep learning (BBDL) pipeline comprising a
plurality of stages of machine learning computer models that operate to:

receive, from one or more sensors, spatiotemporal input data corresponding to an input associated with an
entity over a predetermined time window comprising a plurality of time intervals, each time interval having a
corresponding subset of the spatiotemporal input data, wherein the spatiotemporal input data comprises input data
that is both spatially dependent with regard to a physical area monitored by at least one of the one or more sensors,
and time dependent;

for each time interval in the plurality of time intervals, process, by one or more machine learning computer
models of a corresponding stage in the plurality of stages, a subset of the spatiotemporal input data corresponding
to the time interval to generate an output vector having values indicative of an internal representation of
spatiotemporal traits of the entity represented in the subset of the spatiotemporal input data;

accumulate output vectors, across the plurality of stages of the BBDL pipeline, to generate a final output
vector comprising final output vector values indicative of the spatiotemporal traits of the entity represented in the
spatiotemporal input data; and

authenticate, by the data processing system, the entity based on the final output vector.

12. The computer program product of claim 11, wherein authenticating the entity comprises:

comparing the final output vector to at least one previously generated output vector, generated by the
BBDL pipeline, stored in a user profile for an authorized user to determine a probability that the final output vector
represents spatiotemporal traits of a user matching spatiotemporal traits of the authorized user; and

controlling access to protected resources in response to results of the comparison.

13. The computer program product of claim 12, wherein controlling access to protected resources comprises,
in response to determining that the probability indicates that the final output vector represents spatiotemporal traits
of the user which match spatiotemporal traits of the authorized user:

granting access to the protected resources to the user; and

updating the user profile to include the final output vector.

14, The computer program product of claim 11, wherein each stage of the BBDL pipeline comprises an image
processing machine learning computer model, and wherein, for each stage of the BBDL pipeline, processing the

subset of spatiotemporal input data corresponding to the time interval comprises:
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processing the subset of spatiotemporal input data to transform spatiotemporal features in the subset of
spatiotemporal input data into an image; and
performing, by the image processing machine learning computer model of the stage, image analysis on

the image to generate a first vector output.

15. The computer program product of claim 14, wherein each stage of the BBDL pipeline comprises a fully
connected neural network machine learning computer model, and wherein, for each stage of the BBDL pipeline,
processing the subset of spatiotemporal input data corresponding to the time interval comprises:

processing the subsst of spatiotemporal input data to identify temporal features in the subset of
spatiotemporal input data; and

processing, by the fully connected neural network machine learning model of the stage, the temporal

features to generate a second vector output.

16. The computer program product of claim 15, wherein each stage of the BBDL pipeline comprises
fixed/categorical data embedding logic, and wherein, for each stage of the BBDL pipeline, processing the subset of
spatiotemporal input data corresponding to the time interval comprises:

processing the subset of spatiotemporal input data to identify fixed/categorical features in the subset of
spatiotemporal input data; and

processing, by the fixed/categorical data embedding logic of the stage, the fixed/categorical features to

generate a third vector output.

17. The computer program product of claim 16, wherein each stage of the BBDL pipeline comprises
combination logic that operates to combine the first output vector, second output vector, and third output vector to

generate a combination output vector that is input to a main stage machine learning computer model of the stage.

18. The computer program product of claim 17, wherein each main stage machine learning computer model of
each stage of the BBDL pipeline processes a corresponding combination output vector of its corresponding stage
along with an input from a previous stage of the BBDL pipeline to generate an stage output vector, and wherein
accumulating output vectors, across the plurality of stages of the BBDL pipeline, to generate a final output vector
comprises, for each stage, outputting the stage output vector as an input to a next stage in the BBDL pipeline, and
wherein a stage output vector of a main stage machine learning computer model of a last stage of the BBDL
pipeline is the final output vector.

19. The computer program product of claim 18, wherein embedded device information is input to a main stage
machine learning computer model of a first stage of the BBDL pipeline, and wherein the main stage machine
learning computer model processes a combination output vector associated with the first stage along with the

embedded device information to generate a stage output vector for the first stage.
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20. An apparatus comprising:

at least one processor; and

at least one memory coupled to the at least one processor, wherein the at least one memory comprises
instructions which, when executed by the at least one processor, cause the at least one processor to implement a
behavioral biometrics deep learning (BBDL) pipeline comprising a plurality of stages of machine learning computer
models that operate to:

receive, from one or more sensors, spatiotemporal input data corresponding to an input associated with an
entity over a predetermined time window comprising a plurality of time intervals, each time interval having a
corresponding subset of the spatiotemporal input data, wherein the spatiotemporal input data comprises input data
that is both spatially dependent with regard to a physical area monitored by at least one of the one or more sensors,
and time dependent;

for each time interval in the plurality of time intervals, process, by one or more machine learning computer
models of a corresponding stage in the plurality of stages, a subset of the spatiotemporal input data corresponding
to the time interval to generate an output vector having values indicative of an internal representation of
spatiotemporal traits of the entity represented in the subset of the spatiotemporal input data;

accumulate output vectors, across the plurality of stages of the BBDL pipeline, to generate a final output
vector comprising final output vector values indicative of the spatiotemporal traits of the entity represented in the
spatiotemporal input data; and

authenticate, by the data processing system, the entity based on the final output vector.
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