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Description
INTRODUCTION

[0001] The present invention relates to the domain of
conditional access systems and more particularly to
methods for uncovering the identity of an apparatus used
in the practice of unauthorised redistribution of secret
encryption keys.

STATE OF THE ART

[0002] One area in which the present invention may
be of particular interest is in the domain of pay-TV, where
broadcast proprietary audio/video content is offered by
an operator at a fee to a plurality of subscribing consum-
ers. Conditional access systems are employed to handle
the processing of pay-TV content, with a view to ensuring
thatonly consumers who have subscribed to certain serv-
ices, usually by payment of a fee to the operator or pro-
vider of those services, actually have access to the con-
tent provided for those services. According to such con-
ditional access systems, the content is encrypted by the
operator under control words, the latter being supplied
to the subscribing consumers via security messages,
which are either broadcast in a data stream along with
the content or may be distributed by some other means.
Each subscribing consumer is supplied with an appro-
priate receiver comprising a security module to allow for
the extraction of the control words from the security mes-
sages and a descrambling unit for decrypting the broad-
cast encrypted audio/video content.

[0003] Encrypted audio/video content has value and
as such, conditional access systems have been the tar-
get for attack by malicious third parties intent on gaining
access to the audio/video content without subscribing to
the services of the operator and without being in posses-
sion of the necessary authorised reception equipment.
A practice commonly known as control word sharing,
whereby the control words broadcast along with encrypt-
ed content are extracted by a malicious third party using
valid security modules and re-distributed freely to other
malicious third parties, is a particularly significant threat
to operators offering pay-TV services since it deprives
them of revenue from which they would otherwise have
benefited.

[0004] Pay-TV operators therefore have a great inter-
est in being able to trace receiver units which are used
in control word sharing activities as this allows the oper-
ator to take action against those involved in such activi-
ties. United States Patent Application Publication No.
2002/0,133,701A describes a method for tracing traitor
receivers in a broadcast encryption system. The method
includes using a false key to encode plural subsets rep-
resenting receivers in the system. The subsets are de-
rived from a tree using a Subset-Cover system, and the
traitor receiver is associated with one or more compro-
mised keys that have been obtained by a potentially

10

15

20

25

30

35

40

45

50

55

cloned pirate receiver. Using a clone of the pirate receiv-
er, the identity of the traitor receiver is determined. This
system however has the disadvantage that multiple en-
codings of the same content have to be broadcast, thus
having a negative impact on broadcast bandwidth effi-
ciency.

[0005] The document US 2009/0097659 describes a
solution to trace a rogue receiver by encrypting at least
some packets of the transmitted stream by different
group keys. Each receiver belongs to a group and re-
ceives the keys necessary to decrypt the packet pertain-
ing to said group.

[0006] When one of said group keys are found to an
illegitimate person, this is the proof that one receiver of
said group is not longer trustworthy. The group is then
divided into smaller groups in order to point toward the
rogue receiver by iterating steps.

[0007] The document US 2009/0080689 describes a
solution for watermarking a content. A pre-processing
unitgenerates one or more alternate values foran original
value of the content. The alternate values are added to
the content as metadata. On the recipient side, the meta-
data are processed and one alternate value (or the orig-
inal value) is selected according to an internal parameter
such as an identifier uniquely identifying the recipient.
The selected alternate value is used to update the content
to produce a watermarked content.

[0008] The document US 2010/0169349 describes a
similar solution as the previous document. The content
isanalysed to produce Metada according to a watermark-
ing scheme. At the reception, the Metadata and a pay-
load, which could the serial number of the player, are
used to introduce modification into the original content.
The final result is a watermarked content comprising in-
formation allowing to later recover the payload.

[0009] The document WO 2004/082286 describes a
conditional access system in which the content is en-
crypted by control words. The control word is then em-
bedded into an ECM and encrypted by a service key.
Said service key is then as well embedded into an EMM
which comprises as well unique or group addresses of
the intended receivers. The aim of this document is to
reduce the harm caused by the leak of a service key. For
that purpose, the same control word is encrypted by two
different service keys and sent in two distinct ECM. The
first service key is sent via an EMM to a first set of de-
coders and the second service key is sent to a second
set of receivers. In case that one set of compromised,
this set is divided into a smaller group and the keys are
to be changed to grant access only the participants of
the group.

Brief description of the invention

[0010] This invention proposes a solution to identify
the origin of a security module in pay-ty system according
to the following method :

[0011] Method toidentify the origin of a security module
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in pay-tv decoder system this method comprising the
steps of :

- receiving by the pay-tv decoder system a service
comprising at least a first stream, a second stream
and a control word stream, the second stream being
a duplicate of the first stream, said first stream being
encrypted by afirst controlword (CW1) and said sec-
ond stream being encrypted by a second control
word stream (CW2),

- extracting from the control word stream, entitlement
messages containing at least one main control word
(CW) allowing to retrieve the first and the second
control words, and access conditions,

- transferring the control word stream to the security
module,

- extracting the entitlement messages from the control
word stream and checking the access conditions,

- if the access conditions are met, determining the first
and second controlwords from the main controlword
in the entitlement message,

- determining an internal parameter of the security
module, this internal parameter being unique per se-
curity module,

characterized in that, it further comprises the steps of :

- selecting a current control word from the first or the
second control word based on part of the internal
parameter, corresponding to the first or the second

stream,

- transmitting the current control word to the pay-tv
decoder,

- selecting a current stream from the first or the second
stream in accordance with the selection of the first

or the second control word,

- decrypting the current stream with the current control
word.

Brief description of the figures

[0012] This invention will be better understood thanks
to the attached figures in which :

- the figure 1 illustrates the devices of the invention,
namely a pay-tv decoder system,

- the figure 2 illustrates the resulting stream.
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Description of the invention

[0013] The present invention proposes to duplicate at
least one of the elementary streams of a service and to
encrypt this supplemental stream by a particular control
word. A service comprises several elementary streams
assembled together to form a service, such as a video
stream, an audio stream and data stream (for carrying
the control messages ECM).

[0014] These elementary streams are described in the
PMT (Program Map Table). The Program Map Tables
(PMTs) contain information about services. For each
service, thereis one PMT. The PMTs provide information
on each service presentin the transport stream, including
the program_number, and list the elementary streams
that comprise the described MPEG-2 program. There are
also locations for optional descriptors that describe the
entire MPEG-2 program, as well as an optional descriptor
for each elementary stream. Each elementary stream is
labeled with a stream_type value.

[0015] The presentinvention will describe as an exam-
ple the duplication of an audio stream. However, the
same method can be applied with a video stream in case
that the bandwidth is not an issue.

[0016] As it is well known from the man skilled in the
art, the security module can essentially be realised ac-
cording to four distinct forms. One of these forms is a
microprocessor card, a smart card, or more generally an
electronic module (taking the form of key, a badge,...).
Such a module is generally removable and connectable
to the decoder.

[0017] The form with electric contacts is the most wide-
ly used, but a connection without contact for example of
the type ISO 14443 is not excluded.

[0018] A second known form is that of an integrated
circuit box, generally placed definitively and irremovably
in the decoder. An alternative is made up of a circuit
mounted on a base or connector such as a SIM module
connector.

[0019] In athird form, the security module is integrated
into an integrated circuit box also having another func-
tion, for example in a descrambling module of the decod-
er or in the microprocessor of the decoder.

[0020] In a fourth embodiment, the security module is
not realised in hardware, but its function is implemented
only in software form. Given that in the four cases, the
function is identical although the security level differs, we
can talk about a security module regardless of the way
in which its function is carried out or the form that this
module may take.

[0021] The audio stream is duplicated, each audio
stream is then encrypted by a different key or control
word.

[0022] Both encrypted streams (audio1, audio2) are
then assembled with the other streams to form the serv-
ice. The various streams are identified in the PMT and
the keys for the first and the second audio stream are
included in the data stream.
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[0023] The keys, also named Control-Words are em-
bedded into Entitlement Control Messages which com-
prises also the right requirements for having access to
the encrypted content. In general, a message contain the
current control-word and the next control-word i.e. the
control word that applies on the future data when after a
key change.

[0024] According to a first embodiment, the message
comprises four control-words, two by streams (current
and next). According to another embodiment, two mes-
sages are provided to the security module, each mes-
sage being dedicated to only one stream.

[0025] Since the service comprises several streams,
and only one is duplicated, the method of the invention
is preferably based on the use of three control words.
One (CWH1) for the first stream, one (CW2) for the dupli-
cated first stream, and one (CW3) for the other streams.
As far as the decoder is concerned, only two control
words will be provided at a time, i.e. CW1 and CW3 or
CW2 and CW3 by the security module.

[0026] The security module process the received mes-
sage, i.e. decrypt the same with a transmission key per-
taining to the broadcasting system and extractthe access
conditions as well as the control-words.

[0027] The security module verifies that the access
conditions are met, i.e. the memory of the security module
contains the rights referred by the access conditions.
These rights are loaded into the security module prefer-
ably by messages uniquely addressed to said security
module and encrypted by a personal key of this security
module.

[0028] Each security module (SM) in a collection of se-
curity modules (SM) managed by the operator (OP) is
uniquely identifiable by an internal setting (UA) which is
particular to the security module (SM). Each security
module (SM) is instructed to select one of the control
words (CW) according to its unique internal setting (UA).
The internal setting (UA) could be for example the value
of a register representing the security module’s unique
address. Preferably, the security module (SM) is instruct-
ed to select the controlword (CW) according to the value
of the nth bit of its unique address for example.

[0029] For the sake of understanding the control word
for the first steam will be named first control word CW1,
the control word for the duplicated steam (second
stream) will be named second control word CW2, and
the control word for the other stream (or streams) will be
named third control word CW3.

[0030] Asaconsequence, basedon aninternal param-
eter, the security module selects the first of the second
control-word and returns it to the decoder. The control
words used for the decryption of the streams are not nec-
essarily extracted for the ECM. The security module can
extract one main control word from the ECM and produce
the first and the second words with a cryptographic func-
tion from the third control word. This function will be pref-
erably initialized by a parameter known by all security
modules. Of course, any one of the control word can be
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used as initial control word to produce the other control
words.

[0031] Itis important that the decoder selects the cor-
rect stream with the corresponding control word. This
can be done by different means i.e. by an instruction of
the security module or by the decoder itself.

[0032] Inthe same way thatthe security module sends
instructions to the decoder DEC, the security module in-
forms the decoder of the stream to be processed. It is
worth noting that the decoder has set the filter Fl of the
elementary to both streams. Only one among the first or
second stream is selected to be passed to the descram-
bler DSC. The information received from the security
module will be used to select the proper stream among
the streams, preferably when the control word changes.
The decoder stores temporary the stream selection and
analyses the current stream. When a control-word
change is detected, the new stream selection is applied
so that the descrambler receives the correct stream
matching the control-word received previously.

[0033] In case that the decoder can decide itself on
which stream is to the processed, the decoder is aware
of the internal parameter used for the selection and ap-
plies the same selection. The unique address UA of the
security module is known by the decoder.

[0034] Ina particular embodimentofthe presentinven-
tion, an initialised sweep register (CNTR) is used to point
to a particular bit in the unique address of the security
module. When initialised, the sweep register points to
the first bit of the unique address and the state of that bit
is used to select one from the two control words. When
the selection has been made the sweep register incre-
ments and the next bit of the unique address is used to
select one of the first or second control words. This proc-
ess is continued until all of the bits of the unique address
have been used, whereupon the sweep register is rein-
itialised. The control words from the security messages
may be processed as and when they arrive or they may
be stored in a control word table (CWT) and processed
on demand or according to a time-based regime.
[0035] The figure 2 illustrates the result of the streams
after the selection of the first (ST1) or second (ST2)
stream according to the state of the corresponding bit of
the internal parameter UA.

[0036] According to another embodiment of the
present invention, rather than the command driven
processing described above, a more automated method
may be used. In this embodiment the security message
(ECM) or the management message (EMM) further com-
prises information related to time - time of day for exam-
ple. This information may be used to further indicate at
what time the selection of the control word should be
made. It is then possible to send a command to a group
of security modules to determine if a member of that
group is used fraudulently. In the positive event, the size
ofthe group can be reduced until the proper security mod-
ule is located.

[0037] The advantage of the turning on or off this dual
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controlword method is to select the time when aduplicate
stream is present. It is not necessary to duplicate a
stream at all time, the method can be started for a short
period, thus reducing the impact on the bandwidth.
[0038] Furthermore, a hash function performed on the
time-related information yields a value which may be
used to point to a particular bit of the unique address to
use in selecting one from the pair of control words. For
example, for a 32-bit unique address, a modulo-32 of the
result of the hash of the time-related information would
point to one of the 32 bits from the unique address.
[0039] According to another aspect of the invention,
the duplicate stream is not a copy of the first stream. The
second stream contains some modification such as wa-
termarking in a way that the modifications are visually
undetectable by the end user. As a consequence, the
resulting output of the descrambler will alternatively con-
tain the first and the second stream, the change from the
firstto the second being dictate by the internal parameter
of the descrambler.

Claims

1. A method to identify the origin of a security module
in pay-tv decoder system this method comprising the
steps of :

- receiving by the pay-tv decoder system a serv-
ice comprising at least a first stream, a second
stream and a control word stream, the second
stream being a duplicate of the first stream, said
first stream being encrypted by a first control
word (CW1) and said second stream being en-
crypted by a second control word (CW2),

- extracting from the control word stream, enti-
tlement messages containing at least one main
control word (CW) allowing to retrieve the first
and the second control words, and access con-
ditions,

- transferring the control word stream to the se-
curity module,

- extracting the entitlement messages from the
control word stream and checking the access
conditions,

- if the access conditions are met, determining
the first and second control words from the main
control word in the entitlement message,

- determining an internal parameter of the secu-
rity module, this internal parameter being unique
per security module,

- selecting a current control word from the first
or the second control word based on part of the
internal parameter, corresponding to the first or
the second stream,

-transmitting the current control word to the pay-
tv decoder,

- selecting a current stream from the first or the
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second stream in accordance with the selection
of the first or the second control word,

- decrypting the current stream with the current
control word,

characterized in that, the internal parameter is a
unique address of the security module and having a
plurality of bits, and the method comprises the steps
of :

a. initializing a sweep register (CNTR) pointing
to the first bit of the unique address,

b. using the sweep register to point to a bit of
the unique address,

c. using the state of said bit to select the current
control word,

d. incrementing the sweep register to point to
the next bit of the unique address each time the
selection of a current control word from the first
or the second control word is performed,

e. repeating the steps b to d until all of the bits
of the unique address have been used, and rein-
itializing the sweep register.

2. Method of claim 1, wherein the entitiement message

comprises the first and the second control words.

3. Method of claim 1, wherein the first and the second
control word are calculated from the main control
word using a cryptographic function.

4. Method of claim 3, wherein the cryptographic func-

tion is initialized by a parameter common to all se-
curity modules.

5. Method of any of the claim 1 to 4, wherein the selec-
tion of the current stream by the pay-tv decoder is
triggered by an instruction received from the security
module.

6. Method of any of the claim 1 to 4, wherein the selec-
tion of the current stream by the pay-tv decoder is
triggered by the selection of the same part of the
internal parameter by the pay-tv decoder.

7. Method of any of the claims 1 to 6, wherein the first
and the second stream are streams carrying the
same audio or video information.

8. Method of any of the claims 1 to 6, wherein at least
the first stream comprises a mark allowing to distin-
guishing said first stream from said second stream.

9. Method according to claim 8, wherein the first stream

is an audio stream and the mark is an unperceived
audio mark.

10. Method according to claim 8, wherein the first stream
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is a video stream and the mark is an unperceived
video mark.

A pay-tv decoder system (DEC) comprising a secu-
rity module (SM) to identify the origin of a security
module in pay-tv decoder system, the pay-tvdecoder
system being configured to :

- receives a service comprising at least a first
stream, a second stream and a control word
stream, the second stream being a duplicate of
thefirststream, said firststream being encrypted
by a first control word (CW1) and said second
stream being encrypted by a second control
word (CW2),

- extracts from the control word stream, entitle-
ment messages containing at least one main
control word (CW) allowing to retrieve the first
and the second control words, and access con-
ditions,

- transfers the control word stream to the security
module,

- selects a current stream from the first or the
second stream in accordance with the selection
of the first or the second control word,

- decrypts the current stream with a current con-
trol word,

said security module being configured to :

- determines an internal parameter of the secu-
rity module, this internal parameter being unique
per security module,

- extracts the entitlement messages from the
control word stream and checks the access con-
ditions,

- if the access conditions are met, determines
the first and second control words from the main
control word in the entitlement message,

- selects the current control word from the first
or the second control word based on part of the
internal parameter, corresponding to the first or
the second stream,

- transmits the current control word to the pay-
tv decoder (DEC),

characterized in that, the internal parameter is a
unique address of the security module and having a
plurality of bits, said security module (SC) being fur-
ther configured to :

a. initialize a sweep register (CNTR) thus point-
ing to the first bit of the unique address,

b. use the sweep register to point to a bit of the
unique address,

c. use the state of said bit to select the current
control word,

d. increment the sweep register to point to the

10

15

20

25

30

35

40

45

50

55

10

next bit of the unique address each time the se-
lection of a current control word from the first or
the second control word is performed,

e. repeat the steps b to d until all of the bits of
the unique address have been used, and reini-
tialize the sweep register.

Patentanspriiche

Verfahren, um die Herkunft eines Sicherheitsmoduls
in einem Pay-TV-Decodersystem zu identifizieren,
mit folgenden Phasen:

- Empfang, durch das Pay-TV-Decodersystem,
eines Dienstes mit mindestens einem ersten
Strom, einem zweiten Strom und einem Kon-
trollwortstrom, wobei der zweite Strom ein Du-
plikat des ersten Stromes ist, wobei besagter
erster Strom durch ein erstes Kontrollwort
(CWH1) verschlisselt wird und der zweite Strom
durch ein zweites Kontrollwort (CW2) verschlis-
selt wird,

- Extrahieren, aus dem Kontrollwortstrom, von
Zugriffsmeldungen, die mindestens ein Haupt-
kontrollwort (CW) enthalten, das es gestattet,
das erste und das zweite Kontrollwort und Zu-
gangsbedingungen abzurufen,

- Ubertragung des Kontrollwortstroms an das Si-
cherheitsmodul,

- Extrahieren der Zugriffsmeldungen aus dem
Kontrollwortstrom und Kontrolle der Zugangs-
bedingungen,

- wenn die Zugangsbedingungen erflllt sind,
Bestimmung des ersten und zweiten Kontroll-
worts aus dem Hauptkontrollwort in der Zugriffs-
meldung,

- Ermittlung eines internen Parameters des Si-
cherheitsmoduls, wobei dieser interne Parame-
ter fir jedes Sicherheitsmodul eindeutig ist,

- Auswahl eines aktuellen Kontrollworts aus
dem ersten oder dem zweite Kontrollwort auf
der Grundlage eines Teilsdes internen Parame-
ters, entsprechend dem ersten oder dem zwei-
ten Strom,

- Ubertragung des aktuellen Kontrollworts an
den Pay-TV-Decoder,

- Auswabhl eines aktuellen Stroms aus dem ers-
ten oder dem zweiten Strom in Ubereinstim-
mung mit der Auswahldes ersten oderdes zwei-
ten Kontrollworts,

- Entschlisselung des aktuellen Stroms mitdem
aktuellen Kontrollwort, gekennzeichnet da-
durch, dass der interne Parameter eine eindeu-
tige Adresse des Sicherheitsmoduls ist und eine
Vielzahl von Bits umfasst, wobei das Verfahren
folgende Phasen umfasst:
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a. Initialisieren eines Sweep-Registers
(CNTR), das auf das erste Bit der eindeuti-
gen Adresse weist,

b. Verwendung der Sweep-Registers, um
auf ein Bit der eindeutigen Adresse zu wei-
sen,

c. Verwendung des Zustandes des besag-
ten Bits, um das aktuelle Kontrollwort aus-
zuwahlen,

d. Erhdhen des Sweep-Registers, um auf
das nachste Bitder eindeutigen Adresse zu
weisen, jedes Mal wenn die Auswahl eines
aktuellen Kontrollworts aus dem ersten
oder dem zweiten Kontrollwort durchge-
fuhrt wird,

e. Wiederholung der Phasen b bis d, bis alle
Bits der eindeutigen Adresse verwendet
wurden, und Neuinitialisierung des Sweep-
Registers.

Verfahren nach Anspruch 1, wobei die Zugriffsmel-
dung das erste und das zweite Kontrollwort umfasst.

Verfahren nach Anspruch 1, wobei das erste und
das zweite Kontrollwort aus dem Hauptkontrollwort
unter Verwendung einer kryptographischen Funkti-
on berechnet werden.

Verfahren nach Anspruch 3, wobei die kryptographi-
sche Funktion von einem Parameter initialisiert wird,
der allen Sicherheitsmodulen gemein ist.

Verfahren nach einem beliebigen der Anspriiche 1
bis 4, wobei die Auswahl des aktuellen Stroms durch
den Pay-TV-Decoder durch eine Anweisung ausge-
|6st wird, die von dem Sicherheitsmodul empfangen
wird.

Verfahren nach einem beliebigen der Anspriiche 1
bis 4, wobei die Auswahl des aktuellen Stroms durch
der Pay-TV-Decoder durch die Auswahl desselben
Teils des internen Parameters durch den Pay-TV-
Decoder ausgelost wird.

Verfahren nach einem beliebigen der Anspriiche 1
bis 6, wobeider erste und der zweite Strom dieselben
Audio- oder Video-Informationen enthalten.

Verfahren nach einem beliebigen der Anspriiche 1
bis 6, wobei mindestens der erste Strom eine Mar-
kierung umfasst, durch die man den ersten Strom
vom zweiten Strom unterscheiden kann.

Verfahren nach Anspruch 8, wobei der erste Strom
ein Audiostrom ist und die Markierung eine unbe-
merkte Audiomarkierung ist.

10. Verfahren nach Anspruch 8, wobei der erste Strom
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1.

ein Videostrom ist und die Markierung eine unbe-
merkte Videomarkierung ist.

Pay-TV-Decodersystem (DEC) mit einem Sicher-
heitsmodul (SM), um die Herkunft eines Sicherheits-
moduls in einem Pay-TV-Decodersystem zu identi-
fizieren, wobei das Pay-TV-Decodersystem wie folgt
konfiguriert ist:

- es empfangt einen Dienst mit mindestens ei-
nem ersten Strom, einem zweiten Strom und ei-
nem Kontrollwortstrom, wobei der zweite Strom
ein Duplikatdes ersten Stroms ist, wobei besag-
ter erster Strom von einem ersten Kontrollwort
(CWH1) verschlisselt wird und der zweite Strom
durch ein zweites Kontrollwort (CW2) verschlis-
selt wird,

- es extrahiert aus dem Kontrollwortstrom Zu-
griffsmeldungen, die mindestens ein Hauptkon-
trollwort (CW) enthalten, das es gestattet, das
erste und das zweite Kontrollwort und Zugangs-
bedingungen abzurufen,

- es Ubertragt den Kontrollwortstrom an das Si-
cherheitsmodul,

- eswahlt einen aktuellen Strom aus dem ersten
oder dem zweiten Strom in Ubereinstimmung
mit der Auswahl des ersten oder des zweiten
Kontrollworts aus,

- es entschlisseltden aktuellen Strom miteinem
aktuellen Kontrollwort,

wobei das Sicherheitsmodul wie folgt konfiguriert ist:

- es bestimmt einen internen Parameter des Si-
cherheitsmoduls, wobei dieser interne Parame-
ter fir jedes Sicherheitsmodul eindeutig ist,

- es extrahiert die Zugriffsmeldungen aus dem
Kontrollwortstrom und kontrolliert die Zugangs-
bedingungen,

-wenndie Zugangsbedingungen erfiillt sind, be-
stimmt es das erste und das zweite Kontrollwort
aus dem Hauptkontrollwort in der Zugriffsmel-
dung,

- eswahltdas aktuelle Kontrollwort aus dem ers-
ten oder dem zweiten Kontrollwort auf der
Grundlage eines Teils des internen Parameters
aus, entsprechend dem ersten oder dem zwei-
ten Strom,

- es Ubertragt das aktuelle Kontrollwort an den
Pay-TV-Decoder (DEC), gekennzeichnet da-
durch, dass der interne Parameter eine eindeu-
tige Adresse des Sicherheitsmoduls ist und eine
Vielzahl von Bits umfasst, wobei das Sicher-
heitsmodul (SC) des Weiteren wie folgt konfigu-
riert ist:

a. es initialisiert ein Sweep-Register (CN-
TR),das so aufdas erste Bitder eindeutigen
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Adresse weist,

b. es verwendet das Sweep-Register, um
auf ein Bit der eindeutigen Adresse zu wei-
sen,

c. es verwendet den Zustand dieses Bits,
um das aktuelle Kontrollwort auszuwéahlen,
d. es erhoht das Sweep-Register, um auf
das nachste Bitder eindeutigen Adresse zu
weisen, jedes Mal wenn die Auswahl eines
aktuellen Kontrollworts aus dem ersten
oder zweiten Kontrollwort durchgefiihrt
wird,

e. es wiederholt die Phasen b bis d, bis alle
Bits der eindeutigen Adresse verwendet
wurden, und initialisiert das Sweep-Regis-
ter neu.

Revendications

Méthode pour identifier I'origine d’'un module de sé-
curité dans un systéme de décodeur de télévision a
péage, cette méthode comprenant les étapes de:

- recevoir par le systéme de décodeur de télé-
vision a péage un service comprenant au moins
un premier flux, un deuxiéme flux et un flux de
mot de contrdle, le deuxiéme flux étant un dou-
ble du premierflux, ledit premier flux étant crypté
par un premier mot de contrdle (CW1) et ledit
deuxiéme flux étant crypté par un deuxiéme mot
de contrdle (CW2),

- extraire a partir du flux de mot de contrdle, des
messages de droit d’acceés contenant au moins
un motde contréle principal (CW) permettantde
récupérer le premier et le deuxieme mot de con-
tréle, et des conditions d’accés,

- transférer le flux de mot de contréle au module
de sécurité,

- extraire des messages de droits d’accés du
flux de mot de contréle et vérifier les conditions
d’acces,

- si les conditions d’accés sont remplies, déter-
miner le premier et le deuxieme mot de contrdle
a partirdu mot de contrdle principal dans le mes-
sage de droit d’acces,

-déterminer un parametre interne du module de
sécurité, ce paramétre interne étant unique pour
chaque module de sécurité,

- sélectionner un mot de contréle actuel a partir
du premier ou du deuxieme mot de contréle en
fonction d’une partie du paramétre interne, qui
correspond au premier ou au deuxiéme flux,

- transmettre le mot de contréle actuel au déco-
deur de télévision a péage,

- sélectionner un flux actuel a partir du premier
ou du deuxiéme flux selon la sélection du pre-
mier ou du deuxiéme mot de controle,
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- décrypter le flux actuel avec le mot de contréle
actuel,

caractérisée en ce que le paramétre interne estune
adresse unique du module de sécurité et ayant une
pluralité de bits, et la méthode comprend les étapes
de:

a. initialiser un registre de balayage (CNTR)
pointant vers le premier bit de 'adresse unique,
b. utiliser le registre de balayage pour pointer
vers un bit de I'adresse unique,

c. utiliser I'état dudit bit pour sélectionner le mot
de controle actuel,

d. augmenter le registre de balayage pour poin-
ter vers le bit suivant de 'adresse unique a cha-
que fois que la sélection d’'un mot de contrdle
actuel a partir du premier ou du deuxieme mot
de controle est effectuée,

e. répéter les étapes b a d jusqu’a ce que tous
les bits de 'adresse unique aient été utilisés, et
réinitialiser le registre de balayage.

Méthode selon la revendication 1, ou le message de
droit d’acces comprend le premier et le deuxiéme
mot de contréle.

Méthode selon la revendication 1, ou le premier et
le deuxiéme mot de contrdle sont calculés a partir
du mot de contrdle principal utilisant une fonction
cryptographique.

Méthode selon la revendication 3, ou la fonction
cryptographique est initialisée par un parameétre
commun a tous les modules de sécurité.

Méthode selon 'une quelconque des revendications
1 a4, ou la sélection du flux actuel par le décodeur
de télévision a péage est déclenchée par une ins-
truction regue du module de sécurité.

Méthode selon 'une quelconque des revendications
1 a4, ou la sélection du flux actuel par le décodeur
de télévision a péage est déclenchée par la sélection
de la méme partie du paramétre interne par le dé-
codeur de télévision a péage.

Méthode selon 'une quelconque des revendications
1 a6, ol le premier et le deuxiéme flux sont les flux
portant les mémes informations audio ou vidéo.

Méthode selon 'une quelconque des revendications
1 a 6, ol au moins le premier flux comprend une
marque permettant de distinguer ledit premier flux
dudit deuxiéme flux.

Méthode selon la revendication 8, ou le premier flux
est un flux audio et la marque est une marque audio
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inapergue.

Méthode selon la revendication 8, ou le premier flux
est un flux vidéo et la marque est une marque vidéo
inapergue.

Systéme de décodeur de télévision a péage (DEC)
comprenant un module de sécurité (SM) pour iden-
tifier 'origine d’un module de sécurité dans un sys-
téme de décodeur de télévision a péage, le systéme
de décodeur de télévision a péage étant configuré
pour:

- recevoir un service comprenant au moins un
premier flux, un deuxiéme flux et un flux de mot
de contrdle, le deuxiéme flux étant un double du
premier flux, ledit premier flux étant crypté par
un premier mot de contréle (CW1) et ledit
deuxiéme flux étant crypté par un deuxiéme mot
de contrdle (CW2),

- extraire du flux de mot de controle, des mes-
sages de droit d’accés contenant au moins un
mot de contréle principal (CW) permettant de
récupérer le premier et le deuxieme mot de con-
tréle, et des conditions d’accés,

- transférer le flux de mot de contréle au module
de sécurité,

- sélectionner un flux actuel a partir du premier
ou du deuxiéme flux selon la sélection du pre-
mier ou du deuxiéme mot de controle,

- décrypter le flux actuel avec un motde contrdle
actuel,

ledit module de sécurité étant configuré pour:

-déterminer un parametre interne du module de
sécurité, ce paramétre interne étant unique pour
chaque module de sécurité,

- extraire les messages de droit d’accés du flux
de motde contrdle et vérifier les conditions d’ac-
cés,

- si les conditions d’accés sont remplies, déter-
miner le premier et deuxieme mot de contréle a
partir du mot de contrdle principal dans le mes-
sage de droit d’acces,

- sélectionner le mot de contrdle actuel a partir
du premier ou du deuxieme mot de contrdle en
fonction d’une partie du paramétre interne, qui
correspond au premier ou au deuxiéme flux,

- transmettre le mot de contréle actuel au déco-
deur de télévision a péage (DEC), caractérisé
en ce que le paramétre interne est une adresse
unique du module de sécurité et ayant une plu-
ralité de bits, ledit module de sécurité (SC) étant
configuré en outre pour:

a. initialiser unregistre de balayage (CNTR)
ainsi pointant vers le premier bit de I'adres-
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se unique,

b. utiliser le registre de balayage pour poin-
ter vers un bit de I'adresse unique,

c. utiliser I'état dudit bit pour sélectionner le
mot de contrdle actuel,

d. augmenter le registre de balayage pour
pointer vers le bit suivant de 'adresse uni-
que a chaque fois que la sélection d’'un mot
de contrble actuel a partir du premier ou du
deuxiéme mot de contrdle est effectuée,
e. répéter les étapes b a d jusqu’a ce que
tous les bits de I'adresse unique aient été
utilisés, et réinitialiser le registre de balaya-

ge.
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