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DIAGNOSING CAUSES OF APPLICATION LAYER INTERRUPTIONS IN PACKET-
SWITCHED VOICE APPLICATIONS

BACKGROUND

[0001] Service providers offer packet-switched voice applications such as voice over Internet
Protocol (VolP) that aliow users to place and receive calls over a wireless communication
network such as a network that operales according to the Long Term Evolution (LTE)
standards. For example, voice over LTE {(Vol.TE) is a VolP application provided by service
providers using an Internet Multimedia Subsystem (IMS) core network within an LTE network.
The voice guality perceived by users is one of the key performance indicators (KPIs) used 1o
assess the performance of Yol.TE applications. Users are able {0 detect audio interruptions
of more than approximately a half second. An absence of audio or an audio interruption that
lasts for less than a half of a second has little or no impact on the percaived voice quality.
However, an absence of audio or an audio interruption that lasis for more than a half second
degrades the percelved voice guality. Application layer monitoring tools ars able to detect
audio interruptions for packet-switched voice applications such as VolL.TE, but the application
layer monitoring tools lack the ability to diagnose the fundamental causes of the interruptions.
Drive testing, collection of trace Information, and the like can be used to identify some
sources of call interruption, but these methods are time-consuming and are not able {o
identify the causes if the interruptions do not occur during the drive test or trace collection

interval,

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] The present disclosure may be better understood, and its numerous features and
advantages made apparent (o those skilled in the art by referencing the accompanying
drawings. The use of the same reference symbols in different drawings indicates similar or

identical items.

[0003] FIG. 1 is a block diagram of a wireless communication system according 1o some

embodiments.

[0004] FIG. 2 is a block diagram illustrating struciure of the layers that are used to implement
nodes in a wireless communication system such as the wireless communication system

shown in FIG. 1 according to some embodiments.
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[0005] FIG. 3 is a block diagram of a wireless communication sysiem that includes an iP
Multimedia Subsystem (IMS) core network 1o support voice applications for user equipmeit

according to some embodiments.

[0006] FIG. 4 is a block diagram of a monitoring and analysis system for generating

actionable key performance indicators (KPls) according to some embodiments.

[0007] FIG. 5 is a flow diagram of a method for generating actionable KPls based on
application layer interruptions and correlaied radio bearer release events according (o soms

embodiments.

[0008] FIG. 6 is a timeline that indicates timing of an application layer interruption and a

correlated radio bearer release event according to some embodiments.

[0008] FIG. 7 is a diagram of a wireless communication system including a user equipment
that hands off between different base stations according to some embodiments.

[0010] FIG. 8 illustrates real-time protocol (RTP) packet data and S11 signaling layer events
that occur in the wireless communication system shown in FIG. 7 according o some

embodiments.

[0011] FIG. 8 is a flow diagram of a method for generating actionable KPls based on
application layer interruptions and correlated hand off events according to some

embodiments,

[0012] FIG. 10 is a timeline that indicates timing of an application layer interruption and

correlated handoff preparation/completion events according to some embodiments.

[0013] FIG. 11 is a diagram of a wireless communication system including a user equipment
ithat hands off between base siations that serve adjacent cells according to some

embodiments.

[0014] FIG. 12 illustrates RTP packet data and S11 signaling layer events that occur in the

wireless communication systaem shown in FIG. 11 according to some embodiments.

DETAILED DESCRIPTION

[0015] The cause of an inferruplion during voice communication supported by packet-
switched voice applications can be effectively diagnosed in real-time by monitoring

application laver packets for a call supported by a voice application concurrently with
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monitoring signaling layer events associated with the voice application. If an interruption is
detected by monitoring the application layer packets, signaling layer events are correlated
with the interruption. One or more signaling layer events are selecied in response {0 a value
representing the interruption exceading a threshold. An application layer monitoring module
generates a message identifying the detected interruption. In some embodiments, detecting
the interruption includes detecting a call drop or no audio being provided for af least a

threshold time interval,

[0016] Signaling layer events that are monitored and correlated with the interruption include
release of radio bearers used to convey application layer packets for the voice application,
modification or reestablishment of the radio bearers, handolf preparation for the gall, path
switching between two cells, handoff completion, and the like. The signaling layer events are
monitored on signal interfaces such as a signaling interface between a base siation and a
mobility management entity (MME), and a signaling interface between the MME and a
gateway such as a serving gateway. In some embodiments, the message identifying the
deiected interruption and the correlated signaling layer events is provided 1o an analysis
module, which is configured to generate action plans for service providers that identify
corrective aclions. The corrective actions include actions to improve user experience at the
network level, actions that can be applied to different device types, actions that can enhance

the experience of high-priority subscribers, and the like.

[0017] FIG. 1 is a block diagram of a wireless communication system 100 according o some
embodiments. The wireless communication system 100 implements an Internet Protocol (1P}
packet-switched network that is used to convey packets of information between different user
gguipment such as the user equipment 105, Examples of user equipment 105 include cell
phones, smart phones, tablets, laptop computers, and other wireless-enabled devices. User
equipment 105 access the wireless communication system 100 over an air interface 110 that
is terminated at a base stafion 115, which can also be referred 1o as an eNodeB, an access
point, a cell, or using other terms of art for nodes that terminate air interfaces with the user
equipmeant 105, Some embodiments of the user squipment 105 and the base station 115
operate according to the Long Term Evolution (LTE) standards defined by the Third
Generation Partnership Project (3GPP).

[0018] Some embodiments of the wireless communication system 100 implement a serving
gateway (SGW) 120 and a packet data network (PDN) gateway (PGW) 125. The serving
gateway 120 routes and forwards user data packets and acts as a maobility anchor for the

user plane during handovers between the base station 115 and other base stations. The
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serving gateway 120 also terminates the downlink data path when the user equipment 105 is
in an idle state and triggers paging of the user equipment 105 in response 1o downlink data
arriving for the user equipment 105 while it is in the idle state. The serving gateway 120 s
also configured to store context information for the user eguipment 105 such as parameters
that define P radic bearers, network routing information, and the like. The PDN gateway 125
provides connectivity betweean the user equipment 105 and an external packet dala network
130. The serving gateway 120 is connected to the base station 115 by a packet interface
135 such as an 81-1 packst interface and the serving gateway 120 is connected to the PDN
gateway 125 by a packet interface 140 such as an S5/38 interface. In some embodiments,
the serving gateway 120 and the PDN gateway 125 are part of the Evolved Packet Core in

the wireless communication system 100,

[0019] The interfaces 110, 135, 140 are used {o support bearers (such as EPS bearers) that
provide connection segments between nodes in the wireless communication system 100.
The EPS hearers are defined by a set of characteristics that specify configuration of &
physical laver and a datia link iayer in the terminating nodes. The EPS bearers also define
channels between the datg link laver and higher layers for transfer of user or control data.
The user aguipment 105 and the base station 115 are terminaling endpoints of a radio bearer
145 that utilizes the air interface 110. The radio bearer 145 is defined by characteristics
stored in the user equipment 105 and the base station 115, The user equipment 105 and the
serving gateway 120 are terminating endpoints of a radic access bearer 150 (such as k-
RAB) that utilizes the packet interface 135 {such as 81 bearer). The radio access bearer 150
is defined by characieristics stored in the user equipment 105 and the serving galeway 120.
The serving gateway 120 and the PDN gateway 125 are terminating endpoints of a S5/58
bearer 155 that utilizaes the packet inlerface 140. The 55/58 bearer 155 is defined by
characteristics stored in the serving gateway 120 and the PDN gateway 125.

[0020] The sel of EPS bearsrs 145, 150, 155 are used in support packet-switched voics
applications such as a VoL TE application 160 in the wireless communication system 100. A
disconmnect or disruption of one or more of the EPS bearers 145, 150, 155 can cause an
iterruption in a call supported by the Vol TE application 160. For example, a call drop can
occur due 1o release of the radio access bearer 150 and a delay in re-establishing the radio
access bearer 150. For ancther example, an interruption in the audio for more than a
threshold time interval can also cocur because of release and fallure 1o re-establish the radio
access bearer 150, The cause of the call drop or audio interruption can therefore be
classified as “Release Access Bearer.” Similar interruptions can occur due o disconnection

or disruption of the radio bearers 145,
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[0021] Mobility-related events such as hand off of the user squipment 105 can also cause
cail drops or audio interruptions for call supported by the VoL TE application 160. For
exampie, a call drop can occur if the call is handed off {0 the wrong cell. For ancther
exampie, a call drop or audio interruption can cocur in response to the duration of a handoff
exceeding a threshold value. The duration of the handoff can be determined based on
signaling layer eventis such as modification of one or more of the radio {access) bearers 145,
150, a handoff preparation event, a handoff completion event, and the like. interference or
other conditions in the radiofreguency environment can also cause call drops or audio
interruptions even in cases where the EPS bearars 145, 150, 155 are not disconnected and
no mobility-related events have occurred. Radiofrequency (RF) layer measurements such as
cell traces and per-call measurement data (PCMD) can therefore be used to diagnose the
causes of application layer events such as call drops or audio interruptions.

[0022] As discussed herein, packet-switched applications are able 1o detect interruptions
{(such as no audio or an audio interruption) by monitoring packets at the application layer.
Some embodiments of the wirsless communication sysiem 100 are able io diagnose causes
of the interruptions by concurrently monitoring application layer packets for a call supported
by the voics application 160 and signaling layer events associated with the voice application
160. In response to detecting an interruption in the call based on the application layer
packets, the wirgless communicatlion systerm 100 correlates the interruption with the signaling
layer eventis and generates one or more key performance indicator {KPI) messages that
include information indicating the interruption and one or maore signaling layer events that are
correlated with the interruption. For example, detecting a correlation between application
layer events such as call drops or audio interruptions and a signaling layer event such as
release of one or more EPS bearers 145, 150, 155 can result in ganeralion of an actionabls

KPPl message that indicates the application layer event and the signaliing layer event.

[0023] FIG. 2 is a block diagram iilustrating structure 200 of the layers thal are used to
implement nodes in g wireless communication system such as the wirsless communication
system 100 shown in FIG. 1 according to some embodiments. Nodes of the wireless
communication system include the user equipment 105, the base station 115, the serving
gateway 120, or the PDN gateway 125 in the wireless communication systerm 100 shown in
FIG. 1. The funclional laysrs in the structure 200 are defined according 1o the Open Systsm
Interconnection (OS1) model. An gpplication layer 205 interacts with software apgilications
and is configured to identify comimunication partners, determine resource availability, and
synchronize communication. As discussed herein, monitoring of packets to detect

interruptions in voice applications is performed at the application layer 205. A presentation
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layer 210 establishes a context between application layers of nodes in the wireless
communication system. A session layer 215 establishes, manages, and terminates
connections between applications in the different nodes of the wireless communication
system. A transport layer 220 provides the functional and procedural means for transferring
variable-length data sequences from a source to a deslination, e.¢., from a base station to a
serving gateway, or vice versa. A network layer 225 provides functional and procedural
means of transferring the variable-length data sequences from one node to another node that
is connected to the same network, e.g., using iogical network addresses for the nodes. A
data link iayer 230 supports node-to-node data transfer and may alsc perform error
correction. A physical layer 235 defines the electrical and physical specifications of the data
connections between the nodes in the wireless communication system. The physical layer
also defines a protocol to establish and terminate the physical connections between the
nodes in the wirsless indication system. Signaling layer events are detscted at the data link
layer 230 or the physical layer 235.

[0024] FIG. 3 is a block diagram of a wireless communication sysiem 300 that includes an P
Multimedia Subsystem (IMS) core network 301 to support voice applications for user
equipmeant 302, 303 according 1o some smbodimeants. The IMS core netwaork 301 includes
call session control functions {CSCFs) including one or more proxy CSCFs (P-CSCFs) 305,
308 and one or more serving CSCFs (8-CSCFs) 307, 308. The P-CSCFs 305, 306 are
Session Initiation Protocol (SIP) proxies that provide a first point of contact for the user
eguipment 302, 303. The P-CSCFs 305, 306 are assigned 1o the corresponding user
squipment 302, 303 using a registration process that can be performed at atlach and
subsequently provides subscriber authentication, security, and other functions for the
ragistered user equipment 302, 303. The S-C&8CFg 307, 308 are implemented as SIP
servers and are the central nodes of the signaling plane for the user equipment 302, 303.
The S-C8CFs 307, 308 handle SIP regisirations, bind the IP address of the user equipment
302, 303 to the SIP addressas, perform routing services, enforce policies, and provide other
functionality. The IMS core network 301 also includes a media gateway (MGW) 310 that
interfaces with a media plane ¢f a circuit-switched neiwork and is able to perform transcoding

if needed,

[0025] The wireless communication system 300 includes two evolved packet core (EPC)
networks 315, 320 that are interconnected by a network 325. The EPC networks 315, 320
include respective serving gateways 3330, 331, PDN gateways 332, 333, and maohbility
management entities (MMESs} 334, 335. The mobility management entities 334, 335 are
responsible for implementing mobility functions for the user equipment 302, 303, supporting
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paging of the user equipment 302, 303, reset functionality, non-access stratum (NAS)
signaling transport, and the like. The mobility management entities 334, 335 are connected
to corresponding base siations 340, 341 by signaling inferfaces 345, 346, which can be
implemented as 51 interfaces that operate according to protocols including 1P, a stream
control transmission protocol (SCTP) to support datagram delivery, and an 51 Application
Part (S1AP) protocol to support signaling. The maobility management entities 334, 335 are
connected to corresponding serving gateways 330, 331 by signaling interfaces 350, 351,
which can be implemented as 511 interfaces. As discussad herein, the serving gateways
330, 331 are connected to the base stations 340, 341 by packet interfaces 355, 356, which
can be implemented as 81-U interfaces.

[0026] Monitoring modules 380, 381 monitor packets at the application layer and signaling
layer events at the signaling layer. For example, the moniloring modules 380, 361 can
monitor packets transmitted over the packet interfaces 355, 356 and detect cail drops or
audio interruptions based on the monitored packets at the application layer. For another
exampie, the moniforing modules 360, 361 can monitor signaling transmitied over the
interfaces 345, 346, 350, 351 to detect signaling laver events such as radio bearer events,
eveits related to hand off of the user equipment 302, 303, and the like. The monitoring
modules 360, 361 are also configured to acquire cell trace information, PCMD, and other
information collected by the nodes in the wireless communication system 300. Some
embodiments of the monitoring modules 360, 361 include an application layer monitoring

module, a signaling layer monitoring module, and a correlation monitoring module.

[0027] FIG. 4 is a block diagram of a monitoring and analysis system 400 for generating
actionable KPls according to some embodiments. The monitoring and analysis sysiem 400
is implemented in some embodiments of the wirsless communication system 100 shown in
FIG3. 1 and the wireless communication system 300 shown in FIG. 3. For example, the
monitoring and analysis systenm 400 can be implemented in the monitoring modules 360, 361
shown in FIG. 3. The monitoring and analysis system 400 shown in FIG. 4 performs
monitoring associated with packet-switched applications such as Vol TE applications.
However, some embodiments of the monitoring and analysis system 400 are configured to
monitor other packet-switched media applications including audio, video, or multimedia

applications.

[0028] The monitoring and analysis sysiermn 400 includes an application layer monitoring
moduie 405 that monitors application layer packets that are transmitted over packet

interfaces. Some embodiments of the application layer monitoring module 405 monitor
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packets fransmitted gver an S1-U interface between a base station and a serving gateway,
an $5-U interface between a serving gateway and a PDN gateway, an S8-U interface
between a serving gateway and a PDN galeway, an 52b interface between a PDN gateway
and ePDG and the like. For example, the application layer monitoring module 405 can
monitor information obtained by observing SIF signaling, packets that are fransmitted
according to the real-time transport protocol (RTP), packets that are transmitted according to
the RTP control protocol (RTCP), and the like. The RTP packets include audio, video, or
other madia information. The RTCP packets include statistics and control information for an

RTP session.

[0028] The monitoring and analysis sysiem 400 also includes a signaling layer monitoring
module 410 that monitors signaling layer events indicated by signaling transmittad over
signaling inferfaces. Some embodiments of the signaling laver monitoring module 410
monitor signaling transmitted over an 31 interface between a base station and a mobility
management entity, an 511 interface between a mobility management entity and a serving
gaisway, an 55 or 88 inlerface belween a sarving gateway and a PDN gataway, an 82b
interface between g PDN gateway and ePDG, and the Hike. The signaling layer monitoring
module 410 can also be configured 1o monitor cell frace information and collect PCMD

FeCcords.

00307 A correlation module 415 receives information indicating dropped calis or audio
interruptions that are detected by the application laver monitoring module 405 and
information indicating signaling layer events detected by the signaling layer monitoring
moduie 410. The correlation module 415 can correlate the dropped calls or audio
interruptions with signaling layer events. For example, the correlation module 415 can
determine a time of a droppad call or a beginning time of audio interruption and an ending
time of the audio interruption based on packets fransmitied over corresponding packet
interfaces. The correlation module 415 can then correlate the time of the dropped call, or ths
beginning time, the ending time, or the time interval of the audio interruption with signaling
layer events based on the occurrence time of the signaling layer events. For example, ths
correlation module 415 determines that a dropped call or audio interruption is correlated with
a radio access bearer release event if the radio bearer release event occurs within a
predetermined interval before or after the beginning time of the droppad call or audio
interruption. For another example, the correlation module 415 determines that the audio
interruption is correlated with the reiease of the radio bearer if a subsequent reestablishment
of the radio bearer occurs within a predetermined time interval before or after the ending time

of audio event. In some embodiments, correlations are represented by correlation values
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that are determined using a cross-correlation function and then the correlation values are
compared o a threshold 1o determine whether application layer events are correlated with

signaling layer events.

[0031] The correlation module 415 generates actionable KPPl messages based on the
determined correlations between dropped calls or audio interruptions and signaling layer
events. The actionable KPl messages include information identifying the interruption
detected by monitoring packets at the application laver and information identifving one or
mora signaling layer events that are correlated with the interruption. If the correlation module
415 is not able to detect a correlated signaling layer event, a non-actionable KPPl message is
generated. The KPPl messages generaled by the correlation module 415 are provided (o a

data storage module 420 for storage.

[0032] Upper laver analysis modules access the actionable KPl messagss from the data
storage module 420 and use this information to generate recommended action plans that are
provided to service providers. For example, a network action analysis module 425 can use
information in the acticnable KPI messages to identify corrective actions that can be applied
at the network level 1o improve the experience of users of the VoL TE application. For
another example, a device type analysis module 430 can use the information in the
actionable KPPl messages to identify different corrective actions associated with different
device typas. For yet another example, a subscriber action analysis module 435 can use the
information in the actionable KPPl messages {o identily corrective actions that can improve the
experience of a subset of the subscribers such as a subset of subscribers that have been
identified as high priority or VIP subscribers.

[0033] FIG. 5 is a flow diagram of a method 500 for gensraling actionable KPls based on
application laver interruptions and correlated bearer release events according to some
embodiments. The method 500 is implemented in some embodiments of the correlation
module 415 shown in FIG. 4.

[0034] Al block 505, an application layer monitoring module in the correlalion module detects
an interruption in a call that operates according to RTP. The interruption can be a call drop
or the absence of audio for a time interval greater than a threshold time interval. The
correlation module then correlates the detected interruption with signaling events that are

monitored by a signaling layer monitoring module.

[0035] At decision block 510, the correlation module determines whether a radio bearer
release for the call is correlated with the application layer interruption. The radio bearer
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release event can be an S11 release access bearer event or a $1-AP UE context release
event. If not, the method 500 flows to block 515 and the correlation module generates a non-
actionable KPI message that indicates the RTP interruption delected by the application layer
monitoring module. The non-actionable KPP message does not include information indicating
any signaling layer events. if the corelation module determines that g radio bearer release
is correlated with the application layer inferruption, the meathod flows to decision blogk 520.

[00368] At decision block 520, the correlation module determines whether a radio bearer
modify event for the call is correlated with the application layer interruption. The radio bearer
modify event can be an 811 radio bearer modify event or an 81-AP service request. For
example, the correlation module can determine whether a radio bearer modify eveni that is
used to reestablish a radio bearer for the call is correlated with the application layer
interruption. If not, the method flows to block 525 and the correlation module generates an
actionable KPPl massage that includes information indicating the RTP interruption and
information identifying the correlated radio bearer release. If so, the method flows o block
530 and the correlation module generates an actionable KPP message that includes
information indicating the RTP interruption and information identifying the correlated radio

bearer release and modification events.

[0037] The actionable KPI message generated by the correlation module includes fields for
information that identify the RTP interruption, the radio bearer release svent, and (if detacted)
the radio bearer modification event. For example, the actionable KPPl message can include
fields identifying user eguipment involved in the call, a timestamp indicating the stari of the
RTP interruption event, information identifying a base station serving the user equipment at
the beginning of the RTP interruption event, a timestamp indicating a time of release of the
radio bearer, a imestamp indicating the end of the RTP interruption event, information
identifying a base station serving the user equipment at the end of the RTP interruption
event, and the like.

[0038] FIG. 6 is a timeline 600 that indicates timing of an appilication layer interruption and &
coirelated radio bearer release event according 1o some embodiments. Time increases from
left o right (in arbitrary units) on the axis 605. In the illustrated embodiment, the user
equipment has established a radio bearer with a first base station and is engaged in an

ongoing packet-switched application such as a VoL TE application.

[0038] At T<T1, the user eguipment is transmitting or recelving RTP packets using the
VoL TE gpplication 610, The user equipment also has established the radio bearer at the
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signaling layer, as indicated by the double headed arrow 615. The radio bearer is terminated

by a first base station.

[0040] At T=T1, an application layer moniloring module detects an intsrruption event in the
RTP packets.

[0041] At T=T2, a signaling layer moniioring module delects release of a radio beaver that is
used to support the VoL TE application for the user equipment.

[0042] At T=T3, the application layer monitoring module detects the end of the interruption
event in the RTP packets.

[0043] At T>T3, the user equipment resumes transmitting or recelving RTP packets using
the VolL.TE application 610. The user eguipment has also reesiablished a radio bearer at the
signaling layer, as indicated by the double headed arrow 620, In the illusirated embodiment,
the reestablished radio bearer is terminated by a second base station, which may or may not
be difierent than the first base station.

[0044] A correlation module can correlate the RTP interruption with the radio bearer
release/modify events and generate actionable KPls on the basis of the correlations. For
example, the RTP interruption and the radio bearer release/modify events occurred during
overlapping time intervails and are therefore highly correlated in time, which causes the
carrelation module to generate a correlation value above a threshold for the RTP interruption
and the radio bearer release/modify events. The actlionable KPls can then be used {o
determine a cause of the RTP interruption. For example, if the first base station and the
second base station are the same, the cause of the interruption can be dus 1o g coverage
hole or gap, a decrease in a signal-io-interference-plus-noise ratio for signals transmitted
between the user equipment and the base station, an “around the corner” issue, and the like.
For another example, if the firsi base station is different than the second base station the
cause of the RTP interruption can be related to handoff issues, inconsistencies in the
coverage areas of the first and second base stations, and the like. For another example, the

RTP interruption can be caused by defects in devices for some device types, and the like.

[0045] FIG. 7 is a diagram of a wireless communication system 700 including a user
eqguipment 705 that hands off between different base stations 710, 711, 712, 713 according
to some embodiments. The base stations 710, 711, 712, 713 are collectively referred to
herein as “the bass stations 710-713." The wireless communication system 700 implements
some embodiments of the method 500 shown in FIG. 5. For example, the wireless
communication system 700 can include a moniloring and analysis module 715 that operates
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i a manner similar io the monitoring and analysis module 400 shown in FIG. 4. inthe
interest of clarity, interconnections between the monitoring and analysis module 715 and the

base stations 710-713 are not shown in FIG, 7.

[0046] The monitoring and analysis module 715 accesses information indicating application
layer interruptions and signaling layer events. For example, the monitoring and analysis
module 715 can access the information stored in the table shown in FIG. 8, which illustrates
RBTP packet data and S11 signaling layer events that occur in the wireless communication
system 700. The first column in the table indicates the record type (RTP record or S11
record). For an RTP record, the second column indicates a time at which the first packet
associated with the RTP record was received, the third column indicates a time in which the
last packst associated with the RTP record was recsived, the fourth column indicates an
uplink handover interruption time, the fifth column indicates a downlink handover interruption
time, the sixth column indicates an uplink RTP packet loss rate, the seventh column indicates
a downlink RTP packet loss rate, the eighth column indicates number of uplink RTP
interruption events, the ninth column indicates number of uplink BTP interruption events, and
the tenth column indicates the base station serving the user equipment during the time
interval associated with the RTP record using the reference numerals for the base stations
710-713 shown in FIG. 7. For an 511 recard, the second column indicates a time at which
the S11 procedure requestled, the third column indicates a time at which the 811 procedure
responded, the fourth column indicates the S11 procedure type, and the tenth column
indicates the base station serving the user equipment during the time interval associated with
the 811 record using the referance numerals for the base stations 710-713 shown in FIG. 7,

[0047] Initially, the user equipment 705 is being served by the base station 719, as indicated
by the RTP record for packets received between 06:07:26.233 and 06.07.58.913. The user
eguipment 705 hands over 1o the base station 711 in the time interval from 06:07:59.055 and
(6:08:59.193 as indicated by the nexi RTP record. The user equipment 705 hands over io
the base station 712 in the time interval from 06:08:59.213 and 06:09:28.790 as indicated by
the next BRTP record. A radio access bearer release gccurs in the time interval 06:09:28.789
t0 06:09.:28.793 as indicated by the corresponding signaling iayer event. Downlink data
becomes available for the user equipment 705 in the time interval 06:09:28.855 {o
(6:09:28.861 as indicated by the corresponding signaling layer eveni. A bearer modify event
occurs to indicate that a radio bearer has been established between the user equipment 705
and the bass station 713 in the time inferval 06:08:31.728 10 06:08:31.755 as indicated by

the corresponding signaling layer event.
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[0048] No audic was recaived by the user equipment 705 for more than three seconds, and
was recorded in the RTP record for the time interval from 06:08:31.792 10 06:09:35.392. The
RBTP record for this time inferval was generated because the time difference between last
RTP packet received at the base station 712 and first RTP packet received at the base
station 713 was more than 3 second. During this time interval, RTP packet loss also
ocourred. The uplink RTP packet loss rate was 51.7% and the downlink RTP packst loss
was 27.4%, which ingicates that an RTP interruption occurred during that time interval.
Immediately afier the radio bearer release, the downlink data notily event indicated thai
downlink data was still available for transmission to the user equipment, which indicated that
the Vol.TE application was active at the SIP layer. Nevertheless, more than three seconds
franspired before the new radio bearer was sstablished with the base station 713, Ths
monitoring and analysis module 715 determines that the RTP interruption is highly correlated
with the radio bearer release and reestablishmant, The monitoring and analysis module 715
therefore generates an actionable KPI message that includes information indicating the RTP
interruption event correlated with radio bearer release/modify signaling evenis involving the
base stations 712, 713. The monitoring and analysis module 715 can also use the
actionable KPI message (o generale action recommendations. For example, the monitoring

and analysis module 715 can generate a recommendation {o down tile the base station 712.

[0049] FIG. 9 is g flow diagram of a method 800 for generating actionable KPls based on
application layer interruptions and correlated hand off events according {0 some
embodiments. The method 900 is implemented in some embodiments of the correlation
module 415 shown in FIG. 4.

[0050] Al block 905, an application layer moniforing module in the correlation module detects
a hand off interruption in a call that operates according to RTP. The interruption can be a call
drop or the absence of audio for a time interval greater than a threshold time interval. The
correlation module then correlates the detected interruption with signaling evenis that are
monitored by a signaling layer monitoring module.

[0051] At decision block 810, the correlation module detarmines whether a signaling event
incicating preparation for hand off the of the call from a source base siation 1o a target base
station is correlated with the application layer interruption. The X2 hand off preparation event
can be detected using a cell trace (or X2 singling probe, or PCMD record) for signaling
performed over an X2 interface between the source and target base stations. An 31 hand off
preparation event can be detected by S1-AP signaling layer monitoring module for signaling

performed over an S1 interface between the source base station and MME. I a correlated
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handoff preparalion event is not detected, the method 900 flows 1o decision block 815, At
decision block 915, the correlation module determines whether a handoff completion event
for the cali is correlated with the application layer interruption. The handoff completion event
can be an S11 radio bearer modify event or an 81-AP path switch event. If not, the method
900 flows to block 920 and the correlation module generates a non-actionable KP1 message
that indicaies the RTP interruption detectaed by the application layer monitoring module. The
non-actionable KPP message does not include information indicating any signaling layer
gvents. if a handoff completion event is delecled at decision block 815, the method 200 flows
to biock 925 and the correlation module generates an actionable KPi message that includes
information indicating the RTP interruption and information identifying the correlated handoff
compiletion event. If the correlation module determines thatl a hand off preparation event is
correlated with the application layer interruption, the method flows to decision block 930.

[0052] At decision block 830, the correlation module determines whether a handoff
completion event for the call is correlated with the application layer interruption. The handoff
completion event can be an 511 radio bearer modify event or an S1-AP path switch event. i
not, the method 900 flows to block 835 and the correlation module generates an actionable
KP! message that includes information indicaiing the RTP interruption and information
identifying the correlated handoff preparation svent. If so, the method 900 flows 1o block 940
and the correlation module generates an actionable KPPl message that includes information
indicating the RTP interruption and information identifying the correlated handoff preparation

and completion events.

[0053] The actionable KPPl message generated by the correlation module includes fields for
information that identify the RTP interruption, (if detected) the handolf preparation event, and
the handoff completion event. For example, the actionable KPPl message can inciude fields
identifying user eguipment involved in the call, a timestamp indicating the last uplink or
downlink RTP packst served by the source cell or bass station, information identifving the
source cell or base station, a timestamp indicating a time of the handoff preparation event, a
timestamp indicating a time of the handoff completion event, a timsstamp indicating the first
uptink or downlink packet served by the target cell or base station, information identifying the
iarget cell or base station serving the user equipment after the handoff completion event, and

the like.

[0054] FIG. 10 is a timeline 1000 that indicates timing of an application layer interruption and
correlated handoff preparation/completion events according to some embodiments. Time

increases from left to right (in arbitrary units) on the axis 1005. In the Hustrated embodiment,
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the user equipment has established a radio bearer with a first base station and is engaged in

an ongoing packet-switched application such as a Vol.TE application.

[0055] At T<T1, the user eguipment is transmitting or recelving RTP packets using the
VoL TE gpplication 1010, The user equipment also has established the radio bearer at the

signaling layer, as indicated by the double headed arrow 1015.

[0056] At T=T1, an application layer monitoring module detects an interruption event in the
RTP packeis. For example, the application layer monitoring module can detect the last
uptink or downlink RTP packet transmitted via the source base station.

[0057] At T=T2, a signaling layer moniioring module detects a handof preparation event that
initiates handoff of the user equipment from a source base station that is currently serving the

user equipment.

[0058] At T=T3, the signaling layer monitoring module detects a handoff completion event
that indicates completion of the handoff of the user squipment from the source base station
to a target base station that is now the serving base station for the user equipment.

[0058] At T=T4, the application layer monitoring module detacts the end of the interruntion
event in the RTP packets. For example, the application laver monitoring module can detect
the first uplink or downlink RTP packet that is transmitied via the target base station. Some
embodiments of the application layer monitoring module obtain information identifying the

updated serving base station from the signaling layer monitoring module.

[0060] Al T>T4, the user equipment resumes transmitting or recelving RTP packets using
the Vol.TE application 1010. The user eguipment has also reesiablished a radio bearer af
the signaling layer, as indicated by the double headed arrow 1020. In the iliustrated
embodiment, the reestablished radio bearer is terminated by the target base station.

[0061] A correlation module can correlate the RTP interruption with the handoff
preparation/completion events and generale actionable KPls on the basis of the correlations.
For example, the RTP interruption and the handoff preparatiocn/completion events define
overlapping time intervals and are therefore highly correlated in time, which causes the
correlation module to generate a correlation value above a threshold for the RTP interruption
and the handoff completion/preparation events. The actionable KPls can then be used to
determine a cause of the BTP intsrruption. For example, the RTP interruption can be caused
by poor coverage in the location of the user equipment, defects in devices for some device
iypes, and the like.
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[0062] FIG. 11 is a diagram of a wirgless communication system 1100 including a user
eqguipment 1105 that hands off between base stations 1110, 1115 that serve adjacent celis
1120, 1125 according to some embodiments. The wireless communication system 1100
implements some embodiments of the method 800 shown in FiGg. 9. For example, the
wireless communication system 1100 can include a monitoring and analysis module 1130
that operates in accordance with the monitoring and analysis module 400 shown in FIG. 4.
In the interest of clarity, interconnections between the monitoring and analysis module 1130
and the base stations 1110, 1115 are not shown in FIG. 7.

[0063] The monitoring and analysis module 1130 accesses information indicating application
layer interruptions and signaiing layer events. For example, the monitoring and analysis
module 1130 can access the information stored in the table shown in FIG. 12, which
ilustrates RTP packet data and S11 signaling layer evenis that occur in the wireless
communication system 1100. The first column in the table indicates the record type (RTP
record or 811 record). For an BRTP record, the second column indicates a time at which a
first uplink media packet associated with the record was transmiited, the third column
indicates a time at which a first downlink media packet associated with the record was
transmitted, the fourth column indicates a time at which the last uplink media packet
associated with the record was transmitied, the fifth column indicates a time at which the last
downlink media packet associated with the record was transmitted, the sixth column
indicates a duration of a uplink handover interruption time interval, the seventh column
indicates a duration of a downlink handover interruption time interval, and the sighth column
indicaies the base station serving the user equipment during the time inlerval associated with
the RTP record using the reference numerals for the base stations 1110, 1115 shown in FIG.
1. Foran 511 record, the second column indicales a time af which the 511 procedure was
requested, the third column indicates a time at which the S11 procedure responded, the
fourth column indicates the 811 procedure type, and the eighth column indicates the base
station serving the user equipment during the time interval associated with the S11 record
using the reference numerals for the base stations 1110, 1115 shown in FIG. 11,

[0064] Initially, the user equipment 1105 is being served by the base station 1110, as
indicaled by the BTP record for uplink and downlink packels transmitted between
(37:34:37.485 and 07:34:41.300. The user equipment 1105 hands over fram the source base
station 1110 to the target base station 1115 as indicated by the 811 record of the signaling
gvent that indicates modification of an $1 bearer. The $11 modily bearer procedurs {ogk
place from (07:34:41.336 10 (7:34:41.362 indicating a completion of a handover. Following
the handoff, the user eguipment 1105 is served by the base station 1115, as indicated by the
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RTP record for uplink and downlink packets transmilted between 07:34:41.441 and
(7:34:41.801.

[0065] The last uplink packet was received by the base station 1110 from the user
eguipment 1105 approximately 2.5 seconds before the handoff event, as indicated by the
iimestamp of 07:34:38.989 in the last uplink media column of the BTP record for the time
interval from 07:34:37 495 to 07:34:41.300. This time interval corresponds 1o the uplink
handover time of 2609 milliseconds indicated in the RTP record for the time interval from
(07:34:41.441 10 07:34:41.801. The monitoring and analysis module 1130 determines that the
RTP interruption is highly correlated with the handoff event detected at the signaling layer.
The moniforing and analysis module 1130 therefore generates an actionable KPI message
that includes information indicating the RTP interruption event correlated with handoff
signaling events involving the base stations 1110, 1115, The monitoring and analysis
moduie 1130 can also use the actionable KP{ message to generate action recommendations.
For example, the monitoring and analysis module 1130 can generale a recommendation {o
adjust a handoff threshold used by one or more of the base siations 1110, 1115, adjust
antenna tilt or transmission power at the base stations 1110, 1115, and the like.

[0066] in some embodiments, certain aspects of the techniques described above may
implemented by one or more processors of a processing system executing software. The
sofiware comprises one or more sets of executable instructions stored or otherwise tangibly
embodied on a non-transitory computer readable storage medium. The software can include
the instructions and certain data that, when execuied by the one or more processors,
manipuiate the one or more processors to perform one or more aspects of the techniques
described above. The non-transitory computer readable storage medium can include, for
exampie, a magnetic or optical disk storage device, solid state storage devices such as Flash
memory, a cache, random access memory (RAM) or other non-volatile memory device or
devices, and the like. The executable instructions siored on the non-iransitory computer
readable storage medium may be in source code, assembly language code, obiject code, or
other insiruction Tormat that is interpreted or otherwise executable by one or more

Processors.

[0067] A computer readable storage medium may include any storage medium, or
combination of storage media, accessible by a computer system during use to provide
instructions and/or data {o the computer system. Such storage media can include, but is not
limited to, optical media (e.g., compact disc (CD), digital versatile disc {DVD), Biu-Ray disc),

magnetic media {(e.q., floppy disc , magnstic tape, or magnstic hard drive), volatile memory
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{e.g., random access memory {RAM} or cache}, non-volatile memary {8.g., read-only memory
(ROM) or Flash memary), or microelectromechanical systems (MEMS)-based storage media.
The computer readable storage medium may be embedded in the computing system (e.q.,
system RAM or ROM), fixedly attached to the computing system (e.g., a magnetic hard
drive), removably attached to the computing system (e.qg., an optical disc or Universal Serial
Bus {(USB)-based Flash memory), or coupled to the computsr system via a wired or wireless
network (e.g., network accessible storage (NAS)).

[0068] Note that not all of the activities or elements described above in the general
description are required, that a portion of a specific activity or device may not be required,
and that one or more further activities may be performed, or elements included, in addition to
those described. Still further, the grder in which activitias are listed are not necessarily the
order in which they are performed. Also, the concepts have been described with reference fo
specific embodiments. However, one of ordinary skill in the arnt appreciates that various
modifications and changes can be made without departing from the scope of the present
disclosure as set forth in the claims below. Accordingly, the specification and figures are {o
be regarded in an illusirative rather than a restrictive sense, and all such maodifications are

intended to be included within the scope of the present disclosure.

[0069] Benefits, other advaniages, and solutions to problems have been described above
with regard o specific embodiments. Howaver, the benefits, advaniages, solutions {0
problems, and any feature(s) that may cause any benefit, advantage, or solution to occcur or
hecome more pronounced are not 1o be consirued as a critical, required, or essential feature
of any or all the claims. Moreover, the particular embodiments disclosad above are illustrative
only, as the disclosed subject malter may be modified and practiced in different but
equivalent manners apparent to those skilled in the art having the benefit of the teachings
herein. No limitations are intended fo the details of construction or design herein shown,
other than as describad in the claims balow. W is therefore evident that the particular
embodiments disclosed above may be altered or modified and all such variations are
considered within the scope of the disclosed subject matter. Accordingly, the protection

sought herein is as set forth in the claims below.
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WHAT IS CLAIMED IS:

1. A method comprising:

concurrently monitoring application layer packets for g call supported by a voice
application and signaling layer evenis associated with the voice application;

in rasponse 1o detecting an interruption in the call based on the monitoring of the
application layer packeis, correlating the interruption with the signaling layer
events; and

generating a key performance indicator (KP1) message including information
indicating the interruption and at least one signaling laysr event that is
correlated with the interruption.

2. The method of claim 1, wherein detecting the interruption comprises determining that the
call has been dropped or that no audio has been provided for at least g threshold time

interval.

3. The method of claim 1, further comprising:
identifying the at least one signaling layer event as being correlated with the
interruption in response to a value representing the correlation between the at

least one signaling eveni and the interruption exceeding a threshold value.

4. The method of claim 1, further comprising:
storing the KPl message in a data storage module; and
generating at least one of a corrective action to improve user experience al a network
levsl, & corrective action associatad with a device type of a user equipment
involved in the call, or a carrective action to improve user experience of high-

priority users based on the KPI message stored in the data siorage module.

5. An apparatus comprising:

an application laysr monitoring module configured 10 monitor application layer packets
for a call supported by a voice application and to detect an interruption in the
call based on the application layer packets;

a signaling layer monitoring module configured to monitor signaling layer events
associated with the voice application concurrently with monitoring of the
application layer packets for the call; and

a correlation module configured o correlate the interruption with the signaling laver

events in response (o the application layer moniioring module detecting the
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interruption and genserale a key parformance indicator (KPH message
inciuding information indicating the interruption and at least one signaling layer

event thal is correlated with the interruption.

6. The apparatus of claim 5, wherein the application layer monitoring module is configured 1o
detect the interruption by determining that the call has been dropped or that no audio has
been provided for at least a threshold time interval.

7. The apparatus of ¢laim 5, wherein the correlation module is configured to identify the ai
least one signaling layer avent as being correlated with the interruption In response to a
value representing the correlation between the at least one signaling event and the

interruption exceeding a threshold value.

8. The apparatus of claim 5, further comprising:
a data storage module configured to store the KPl message in a data storage; and
an analysis module configured o generate at least one of a corrective aclion o
improve user experience at a network lavel, a corrective action associated
with a device type of a user equipment involved in the call, or a corrective
action to improve user experience of high-priority users based on the KPI
message stored in the data storage module.

9. An apparatus, comprising:

a monitoring module configured to concurrently monitor application layer packels and
signaling layer evenis; and

a correlation module configured o selectively generate an actionable KPI message
that includes information indicating an interruption in a call detected based on
the application layer packets and at ieast one signaling event or a non-
actionable KPP message that includes information indicating the information
and ng information indicating the at isast one signaling event based on a
degree of correlation between the interruption and the at least one signaling

event.

10. The apparatus of claim 9, wherein the monitoring module is configured 1o detect the
interruption by determining that the call has been dropped or that no audio has been
provided for at least a threshold time interval, and wherein the correlation module is
configured to identify the at least one signaling layer event as being correlated with the
interruption in response o a value representing the correlation between the at least one

signaling event and the interruption exceeding a threshold value.
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