wo 2017/142786 A1 [N NP0 OO 0O 0 O

(43) International Publication Date

Organization
International Bureau

—~
é

=

\

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)
(19) World Intellectual Property

(10) International Publication Number

WO 2017/142786 Al

(51

eay)

(22)

(25)
(26)
(30)

1

(72

74

31

24 August 2017 (24.08.2017) WIPOIPCT
International Patent Classification:
GO6F 3/06 (2006.01)
International Application Number:
PCT/US2017/017179

International Filing Date:
9 February 2017 (09.02.2017)

Filing Language: English
Publication Language: English
Priority Data:

15/043,928 15 February 2016 (15.02.2016) US

Applicant: NETAPP, INC. [US/US]; 495 East Java Drive,
Sunnyvale, CA 94089 (US).

Inventor: KOLBUSH, Richard; 5900 Stable Court,
Raleigh, NC 27612 (US).

Agents: GALLOQO, Nicholas, J. et al.; Leclairyan, A Profes-
sional Corporation, 70 Linden Oaks, Suite 210, Rochester,
NY 14625 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,

(84)

AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KH, KN,
KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY, MA,
MD, ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG,
NI NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS,
RU, RW, SA, SC, SD, SE, SG, SK, SL, SM, ST, SV, SY,
TH, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN,
ZA, ZM, ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
GW, KM, ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

(54) Title: METHODS FOR MANAGING ARRAY LUNS IN A STORAGE NETWORK WITH A MULTI-PATH CONFIGURA -
TION AND DEVICES THEREOF

Stack 22
ge Dewice
Tdentify Port Bridge Device 2
Based on LUN and 14
Initiate Action
504 SAS
Storace Port Determine
- 32(1 Storage Device
Managerr_lent 20 Fai]ire 500
Computing -
Device 12 Fibre Storage Device
Report Channel 24(n)
Failure and Port
Associated 16
LUN -
502
SAS
Port
32(n)

FI1G. 5

(57) Abstract: Methods, non-transitory computer readable media, and storage management computing devices that obtains and
stores a plurality of LUN ranges and an indication of a plurality of ports of a bridge device corresponding to the plurality of LUN
ranges. A LUN is received from the bridge device. One of the plurality of ports of the bridge device to which a storage device associ -
ated with the received LUN is attached via inclusion in one of a plurality of stacks communicably coupled to the one of the plurality
of ports of the bridge device is identified. The received LUN is within one of the plurality of LUN ranges corresponding to the one
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METHODS FOR MANAGING ARRAY LUNS IN A STORAGE NETWORK WITH A
MULTI-PATH CONFIGURATION AND DEVICES THEREOF

FIELD

[0001] This application claims priority benefit of U.S. Patent Application Serial No.
15/043,928, filed February 15, 2016, which is hereby incorporated by reference in its entirety.

[0002] This technology relates to data storage networks, and more particularly to
methods and devices for managing array logical unit number (LUNSs) in storage networks with a

multi-path configuration.
BACKGROUND

[0003] Storage networks are increasingly utilized to store large amounts of data for
enterprises. In order to optimize the storage of data, and provide efficient service for storage
operations for clients, data storage networks can incorporate storage management computing
devices. Storage management computing devices can run an operating system that is optimized
for storing data in a data storage network and for performing storage operations on the stored
data. Storage networks in data centers generally include storage management and data storage
devices, among others, that communicate across varying distances. For this and other reasons,
various protocols are used within storage networks, and bridge devices are provided to perform

translations and routing, among other functions.

[0004] For example, a storage management computing device can communicate with a
bridge device using a fibre channel (FC) protocol and FC link that facilitates communications
over relatively long distances. The bridge device then communicates with stacks that hold
shelves of storage devices (e.g., disks) using a serial attached small computer system interface
(SCSI) (SAS) and SAS link optimized for communication over relatively short distances.
Accordingly, the bridge device in this example translates and routs FC messages received
from a storage management computing device via an FC port to storage devices in stacks that

are each connected to an SAS port of the bridge device.

[0005] The FC messages can be requests to perform storage operations and can

include a logical unit number (LUN) that is associated with one of the storage devices in a
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shelf of one of the stacks communicably coupled to the bridge device via one of the SAS
ports. Accordingly, upon receipt, the bridge device knows where to access data in order to
implement the storage operation of an FC message based on a LUN included in the FC

message.

[0006] Currently, bridge device assign LUNs sequentially as storage devices are
connected or come online, and report the LUNSs to storage management computing devices.
Based on the reporting, a storage management computing device learns that a new storage
device is available to provide storage functionality. Bridge devices are also configured to
monitor failure of storage devices and to report a failure of a storage device to storage
management computing devices by sending the LUN number of the failed storage device via

an FC link, for example.

[0007] As LUNs are currently assigned sequentially by bridge devices, storage
management computing devices are unable to determine the port of a bridge device that a
storage device is attached (e.g., via inclusion in a stack coupled to the port), which can be
useful information in many contexts. In one particular example, storage management
computing devices cannot provide information (e.g., an indication of a stack) that would
allow a technician to efficiently locate a failed storage device, resulting in increased time to
address the failure of the storage device and reduced performance of the storage network for

client devices.
BRIEF DESCRIPTION OF THE DRAWINGS

[0008] FIG. 1 is a block diagram of a network environment with an exemplary storage

management computing device coupled to a bridge device;

[0009] FIG. 2 is a block diagram of the exemplary storage management computing
device of FIG. 1;

[0010] FIG. 3 is a flowchart of an exemplary method for interfacing, by the exemplary
storage management computing device of FIGS. 1 and 2, with a bridge device to manage array

LUNs in a storage network with a multi-path configuration,;
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[0011] FIG. 4 is a flow diagram of an exemplary method for interfacing, by the
exemplary bridge device of FIG. 1, with a storage management computing device to manage

array LUNSs in a storage network with a multi-path configuration; and

[0012] FIG. 5 is a flow diagram of an exemplary method for identifying a bridge device

port in response to a storage device failure.
DETAILED DESCRIPTION

[0013] An exemplary storage network 10 including an exemplary storage management
computing device 12 coupled to a bridge device 14 at a fibre channel (FC) port 16 of the bridge
device 14 and via an FC link 18 is illustrated in FIG. 1. The storage network 10 in this example
further includes client devices 20(1)-20(n), stacks 22(1)-22(n) hosting storage devices 24(1)-
24(n) and 26(1)-16(n), and an optional administrator device 28, although this storage network 10
can include other numbers and types of systems, devices, components, and/or elements in other
configurations. The client devices 20(1)-20(n) communicate with the storage management
computing device 12 via communication network(s) 30 and the bridge device 14 is coupled to
the stacks 22(1)-22(n) and 24(1)-24(n) at serial attached small computer system interface
(SCSI) (SAS) ports 32(1)-32(n) and via SAS links 34(1)-34(n) to provide a multi-path
configuration in this example. This technology provides a number of advantages including
methods, non-transitory computer readable media, and storage management computing devices

that more efficiently manage array LUNs in a storage network with a multi-path configuration.

[0014] The storage management computing device 12 in this particular example is
configured to store, retrieve, and/or manage files or other units of data stored by the storage
devices 24(1)-24(n) and 26(1)-26(n). Accordingly, the storage management computing device
12 manages and provisions storage volumes, provides high availability for the data stored
therein, and receives and responds to various read and write requests from the client devices
20(1)-20(n) directed to data stored in, or to be stored in, one or more of the storage volumes of

the storage devices 24(1)-24(n) and 26(1)-26(n).

[0015] Referring to FIG. 2, a block diagram of the exemplary storage management
computing device 12 is illustrated. In this example, the storage management computing device
12 includes processor(s) 26, a memory 38, and a communication interface 40, which are coupled

together by a bus 42 or other communication link.
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[0016] The processor(s) 36 of the storage management computing device 12 execute a
program of instructions stored in the memory 38 for one or more aspects of the this technology,
as described and illustrated by way of the embodiments herein, although the processor(s) 36
could execute other numbers and types of programmed instructions. The processor(s) 36 in the
storage management computing device 12 may include one or more central processing units

(CPUs) or general purpose processors with one or more processing cores, for example.

[0017] The memory 38 of the storage management computing device 12 may include
any of various forms of read only memory (ROM), random access memory (RAM), flash
memory, non-volatile or volatile memory, or the like, or a combination of such devices, for
example. In this particular example, the memory includes a logical unit number (LUN) range
table 44 and an active LUN table 46, although other types of tables, databases, applications, or

modules can also be included in other examples.

[0018] The LUN range table in this example stores LUN ranges that are established as
corresponding to SAS ports 32(1)-32(n). The LUNs are each associated with storage devices
24(1)-24(n) and 26(1)-26(n), although the LUNs could be associated with other types of storage
entities in other examples. In this example, a corresponding LUN range table is maintained by
the bridge device 14, and used by the bridge device 14 to assign LUNs when storage devices
24(1)-24(n) and 26(1)-26(n) are connected or come online.

[0019] Accordingly, the storage management computing device 12 and the bridge device
14 are preconfigured to store an indication of the LUN ranges that are available to be allocated to
storage devices 24(1)-24(n) and 26(1)-26(n) and that are associated with each of the SAS ports
32(1)-32(n). For example, LUN ranges 0-499 and 500-99 may be established as corresponding
to SAS port 32(1) and 32(n), respectively. In other examples, different LUN ranges can be used
and the number of LUNs in the LUN range for one or more of the SAS ports 32(1)-32(n) can be
the same or different than that of one or more other of the SAS ports 32(1)-32(n).

[0020] The active LUN table 46 in this example stores the LUNs within the established
LUN ranges that correspond to those of the storage devices 24(1)-24(n) and 26(1)-26(n) that are
currently online or connected and available to provide storage functionality. The LUNs stored in
the active LUN table 46 are communicated via connection message to the storage management

computing devices 12 from the bridge device 14, as described and illustrated in more detail later.
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Accordingly, the storage management computing device 12 can use the active LUN table 46 to

determine which LUNSs are available for performing storage functions.

[0021] The communication interface 40 of the storage management computing device 12
in this example can include one or more network interface controllers (NICs) for operatively
coupling and communicating between the storage management computing device 12, the client
devices 20(1)-20(n), and the administrator device 28, which are coupled together by the
communication network(s) 30, and between the storage management computing device 12 and
the bridge device 14, which are coupled together by the FC link 18, although other types and
numbers of communication networks or systems with other types and numbers of connections

and configurations to other devices and elements also can be used.

[0022] By way of example only, the communication network(s) 30 can use TCP/IP over
Ethernet and industry-standard protocols, including NFS, CIFS, SOAP, XML, LDAP, and
SNMP, although other types and numbers of communication networks, can be used. The
communication network(s) 30 in this example may employ any suitable interface mechanisms
and network communication technologies including, for example, Ethernet-based Packet Data
Networks (PDNs) and the like. The communication network(s) 30 may also comprise any local
area network and/or wide area network (e.g., Internet), although any other type of traffic network

topologies may be used.

[0023] Referring back to FIG. 1, the bridge device 14 in this particular example is
configured to manage and monitor direct attached storage, including the storage devices 24(1)-
24(n) and 26(1)-26(n), as well as extend FC storage area network capabilities to SAS storage.
The bridge device 14 in this example includes processor(s), a memory, and a communication
interface, which are coupled together by a bus or other communication link, although the bridge

device 14 can have other types and numbers of components.

[0024] The processor(s) of the bridge device 14 can execute a program of instructions
stored in the memory of the bridge device for one or more aspects of the this technology, as
described and illustrated by way of the embodiments herein, although the processor(s) could
execute other numbers and types of programmed instructions. The processor(s) in the storage
management computing device 12 may include one or more central processing units (CPUs) or

general purpose processors with one or more processing cores, for example.
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[0025] The memory of the bridge device 14 can include any of various forms of ROM,
RAM, flash memory, non-volatile or volatile memory, or the like, or a combination of such
devices, for example. In this example, the memory includes a LUN allocation table, although

other types of tables, databases, applications, or modules can also be included in other examples.

[0026] The LUN allocation table in this example stores LUN ranges and associated SAS
ports 32(1)-32(n) that correspond with the contents of the LUN range table 44 stored in the
memory 38 of the storage management computing device 12, as well as unused LUNSs in the
associated LUN range for each of the SAS ports 32(1)-32(n). By allocating LUNs according to
preconfigured LUN ranges shared by the storage management computing device 12, the storage
management computing device can advantageously determine which of the SAS ports 32(1)-
32(n) any one of the storage devices 24(1)-24(n) and 26(1)-26(n) is connected, as described and

illustrated in more detail later.

[0027] The communication interface of the bridge device 14 is configured to
communicate with the storage management computing device via an FC port 16 and FC link 18
and with the stacks 22(1)-22(n) via SAS ports 32(1)-32(n) and SAS links 34(1)-34(n).
Accordingly, the communication interface of the bridge device facilitates communication of the
storage management computing device 12 with storage devices 24(1)-24(n) and 26(1)-26(n)
hosted by the stacks 22(1)-22(n) in a multipath configuration, with the various links 18 and
34(1)-34(n) having different associated protocols. While FC and SAS protocols are used in this
example, any other protocols can be used for the links 18 and/or 34(1)-34(n).

[0028] The stacks 22(1)-22(n) are coupled to the SAS ports 32(1)-32(n) via SAS links
34(1)-34(n) in this example and are configured to host the storage devices 24(1)-24(n) and 26(1)-
26(n). The stacks 22(1)-22(n) can include shelves in which the storage devices 24(1)-24(n) and
26(1)-26(n) are mounted as well as cabling and other connection infrastructure, for example.

The storage devices 24(1)-24(n) and 26(1)-26(n) can be hard disk drives, solid state drives, flash
memory, optical disk-based storage or any other type of storage suitable for storing files or

objects in storage volumes for short or long term retention, for example.

[0029] Each of the storage devices 24(1)-24(n) and 26(1)-26(n) that is currently
active/online is allocated a LUN by the bridge device 14, which is reported to the storage
management computing device 12. The currently-allocated LUNs are then used by the storage

management computing device 12 to provide storage services on behalf of the client devices
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20(1)-20(n) using the storage devices 24(1)-24(n) and 26(1)-26(n), as described and illustrated in

more detail later.

[0030] Each of the client devices 20(1)-20(n) in this example includes a processor, a
memory, and a communication interface, and optionally includes an input device and/or a
display device, which are coupled together by a bus or other link, although each of the client

devices 20(1)-20(n) can have other types and numbers of components or other elements.

[0031] The client devices 20(1)-20(n) may run interface applications that provide an
interface to make requests for and send content and/or data to the storage management
computing device 12 via the communication network(s) 30, for example. Each of the client
devices 20(1)-20(n) may be, for example, a conventional personal computer, a smart phone, a
virtual machine running in a cloud, an application server hosting applications that utilize

backend storage, or other processing and/or computing device, for example.

[0032] The administrator device 28 in this example is used by a storage administrator to
establish and change configuration settings or policies for the storage network 10, as maintained
or implemented by the storage management computing device 12. Accordingly, the

administrator device 28 can optionally be used to populate the LUN range table 44 based on the
pre-configuration of the bridge device 14 in some examples, as described and illustrated in more

detail later.

[0033] The administrator device 28 can include a processor, a memory, a communication
interface, an input device, and a display device, which are coupled together by a bus or other
communication link, although the administrator device 28 can also have other types and numbers
of components. The administrator device 28 can be a conventional personal computer or any
other type computing device capable of communicating via the communication network(s) 30

with the storage management computing device 12

[0034] Although examples of the storage management computing device 12, bridge
device 14, client devices 20(1)-20(n), stacks 22(1)-22(n), and administrator device 28, are
described and illustrated herein, it is to be understood that the devices and systems of the
examples described herein are for exemplary purposes, as many variations of the specific

hardware and software used to implement the examples are possible, as will be appreciated by
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those skilled in the relevant art(s). In addition, two or more computing systems or devices can be

substituted for any one of the systems in any embodiment of the examples.

[0035] The examples also may be embodied as one or more non-transitory computer
readable media having instructions stored thereon for one or more aspects of the present
technology, as described and illustrated by way of the examples herein, which when executed by
the processor, cause the processor to carry out the steps necessary to implement the methods of

this technology, as described and illustrated with the examples herein.

[0036] An exemplary method for managing array LUNSs in a storage network with a
multi-path configuration will now be described with reference to FIGS. 1-5. Referring more
specifically to FIG. 3, an exemplary method for interfacing, by the storage management
computing device 12, with the bridge device 14 to manage array LUNSs in the storage network 10
with the multi-path configuration of stacks 22(1)-22(n) is illustrated. In step 300 in this example,
the storage management computing device 12 obtains LUN ranges and corresponding SAS ports
32(1)-32(n) of the bridge device 14, and stores each of the LUN ranges as associated with one of
the SAS ports 32(1)-32(n) in the LUN range table 44. Optionally, a correspondence of each of
the stacks 22(1)-22(n) with each of the SAS ports 32(1)-32(n) is also obtained by the storage
management computing device 12 in step 300, and stored in the LUN range table 44.

[0037] In one example, the bridge device 14 and the storage management computing
device 12 are pre-configured to store the associations of the LUN ranges and the SAS ports
32(1)-32(n). For example, a manufacturer of the bridge device 14 and/or the storage
management computing device 12 may store the LUN ranges in a non-volatile memory as
associated with each of the SAS ports 32(1)-32(n). In another example, the bridge device 14 can
communicate the pre-configured associations of the LUN ranges and the SAS ports 32(1)-32(n)
to the storage management computing device 12 via the FC link 18, such as upon initialization or
in response to a request from the storage management computing device 12. Optionally, an
administrator can also use the administrator device 28 to populate the LUN range table 44 based

on a known pre-configuration of the bridge device 14.

[0038] Accordingly, one or more of the LUN ranges can be static or one or more of the
LUN ranges can be dynamically established during runtime by one or both of the bridge
device 14 or the storage management computing device 12. In examples in which the LUN

ranges are dynamic, the storage management computing device 12 can receive an updated
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LUN range for one of the SAS ports 32(1)-32(n) from the bridge device 14 and can store the
updated LUN range in the LUN rang table 38. Alternatively, the storage management
computing device 12 can instruct the bridge device 14 to use an updated LUN range for one

or more of the SAS ports 32(1)-32(n).

[0039] Irrespective of the manner by which the storage management computing device
12 obtains the LUN ranges and corresponding SAS ports 32(1)-32(n) of the bridge device 14,
the LUN range table 44 is initialized and maintained to correspond with the LUN ranges that
are stored and used by the bridge device 14 for allocation to the storage devices 24(1)-24(n)
and 26(1)-26(n), as described and illustrated in more detail later. In some examples, one or
more of the LUN ranges associated with one or more of the SAS ports 32(1)-32(n) includes a
same number of LUNSs, although one or more of the LUN ranges can also includes a different

number of LUNs than one or more other of the LUN ranges.

[0040] Optionally, one or more of the LUN ranges can establish, updated, and/or
maintained to accommodate insertion and removal of one or more of the storage devices
24(1)-24 (n) and 26(1)-26(n). In some storage networks, a failed one of the storage devices
24(1)-24(n) or 26(1)-26(n) is given a time period (e.g., 30 seconds) to come back online to
accommodate for a toggling of the power supply or other brief interruption, for example.
During the time period, another one of the storage devices 24(1)-24(n) or 26(1)-26(n) may be
brought online, but is not allocated the LUN of the failed one of the storage devices 24(1)-
24(n) or 26(1)-26(n) since the failed one of the storage devices 24(1)-24(n) or 26(1)-26(n)

may come back online.

[0041] Instead, the newly initialized one of the storage devices 24(1)-24(n) or 26(1)-
26(n) is allocated an unused LUN in the associated LUN range for the corresponding one of the
SAS ports 32(1)-32(n). Accordingly, the LUN ranges are optionally larger than (e.g., double)
the number of storage devices 24(1)-24(n) and 26(1)-26(n) that may be coupled to one of the
SAS ports 32(1)-32(n) based on the capabilities of the operating system of the storage

management computing device 12, or other constraint in the storage network 10 for example.

[0042] In step 302, the storage management computing device 12 receives a request
from one of the client devices 20(1)-20(n) to perform a storage operation. For example, one

of the client devices 20(1)-20(n) can request to read or write data stored by one or more of the
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storage devices 24(1)-24(n) or 26(1)-26(n), although other storage operations can also be

used.

[0043] In step 304, the storage management computing device 12 processes the request
received in step 302 by communicating with the bridge device 14 via the FC link 18.
Accordingly, the storage management computing device 12 determines a LUN that is
associated with one of the storage devices 24(1)-24(n) or 26(1)-26(n) for which access is
required in order to service the storage operation. The LUN is optionally maintained in the
active LUN table 46 and the storage management computing device 12 includes the LUN in
the communication sent to the bridge device 14 via the FC link 18 and FC port 16. In some
examples, the storage management computing device 12 may receive a communication in
response from the bridge device 12, such as a confirmation of the performance of the storage

operation or data that was requested, for example.

[0044] In step 306, the storage management computing device 12 determines whether
a connect message is received from the bridge device 14, such as via the FC link 18. The
connect message is a reporting message from the bridge device 14 that one of the storage
devices 24(1)-24(n) or 26(1)-26(n) has connected and is now available for providing storage

functionality.

[0045] In this example, the connect message includes a LUN allocated to the newly-
connected one of the storage devices 24(1)-24(n) or 26(1)-26(n). The connect message can be
sent by the bridge device 14, as described and illustrated in more detail later with reference to
step 410 of FIG. 4, for example. If the storage management computing device 12 determines
that a connect message has been received from the bridge device 14, then the Yes branch is

taken to step 308.

[0046] In step 308, the storage management computing device 12 stores the LUN
identified in the connect message in the active LUN table 46, although the LUN can be stored
or maintained in other ways by the storage management computing device 12. Accordingly,
the operating system of the storage management computing device 12 is now able to use the
newly-connected one of the storage device 24(1)-24(n) or 26(1)-26(n) for storage functions
based on the stored LUN. Subsequent to storing the LUN, or if the storage management

computing device 12 determines in step 306 that a connect message is not received from the
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bridge device 14 and the No branch is taken, the storage management computing device 12

proceeds to step 310.

[0047] In step 310, the storage management computing device 12 determines whether
a disconnect message is received from the bridge device 14, such as via the FC link 18. The
disconnect message is a reporting message from the bridge device 14 that one of the storage

devices 24(1)-24(n) or 26(1)-26(n) has disconnected and is no longer available for providing
storage functionality. The disconnect of the one of the storage devices 24(1)-24(n) or 26(1)-
26(n) can be a result of a failure or a rescaling of a storage device array, for example,

although the disconnect can also result from other activity.

[0048] In this example, the disconnect message includes a LUN previously allocated to
the disconnected one of the storage devices 24(1)-24(n) or 26(1)-26(n). The disconnect
message can be sent by the bridge device 14, as described and illustrated in more detail later
with reference to step 414 of FIG. 4, for example. If the storage management computing
device 12 determines that a disconnect message has been received from the bridge device 14,

then the Yes branch is taken to step 312.

[0049] In step 312, the storage management computing device 12 removes the LUN
identified in the disconnect message from the active LUN table 46, for example, so that it is not
used going forward by the operating system of the storage management computing device 12 to
service storage operations. Optionally, the storage operation system of the storage management
computing device 12 will use a LUN of a partner node in a high availability configuration in
order to service storage requests relating to the data stored on the failed one of the storage

devices 24(1)-24(n) or 26(1)-26(n).

[0050] In step 314 in this particular example, the storage management computing device
12 identifies one of the SAS ports 32(1)-32(n) of the bridge device 14 based on the LUN range
table 44 and the LUN included in the disconnect message. Accordingly, the failed one of the
storage devices 24(1)-24(n) or 26(1)-26(n) is attached to the identified one of the SAS ports
32(1)-32(n) via inclusion in one of the stacks 22(1)-22(n) coupled to the one of the SAS ports
32(1)-32(n).

[0051] The storage management computing device 12 is able to identify the one of the

SAS ports 32(1)-32(n) based on the LUN included in the disconnect message being within one of



10

15

20

25

30

WO 2017/142786 PCT/US2017/017179

-12 -

the LUN ranges in the LUN range table 44 that is associated with the one of the SAS ports 32(1)-
32(n). Accordingly, the one of the SAS ports 32(1)-32(n) can advantageously be determined by
the storage management computing device 12 based on the pre-configuration of the LUN ranges
corresponding to the SAS ports 32(1)-32(n), as reflected in the LUN range table 44 in this

example.

[0052] In step 316, the storage management computing device 12 initiates an action
based on the one of the SAS ports 32(1)-32(n) identified in step 314. In this particular example,
the one of the SAS ports 32(1)-32(n) is identified as a result of a failed one of the storage devices
24(1)-24(n). Accordingly, the action can include outputting to the administrator device 28 or to
a technician an indication of the one of the SAS ports 32(1)-32(n) to which one of the stacks
22(1)-22(n) hosting the failed one of the storage devices 24(1)-24(n) or 26(1)-26(n) is coupled.

[0053] In examples in which the correspondence of the stacks 22(1)-22(n) with the SAS
ports 32(1)-32(n) is obtained and stored in step 300, the storage management computing device
12 can also output an indication of the one of the stacks 22(1)-22(n) that hosts the failed one of
the storage devices 24(1)-24(n) or 26(1)-26(n). Also optionally, the action in step 316 can
include causing an LED to be illuminated on the failed one of the storage devices 24(1)-24(n) or

26(1)-26(n).

[0054] Accordingly, in this particular example, the storage management computing
device 12 can provide a technician with an indication of one of the stacks 22(1)-22(n) hosting a
failed one of the storage devices 24(1)-24(n) or 26(1)-26(n) having an associated LED
illuminated, thereby facilitating more efficient response time and resolution of the failure. Since
LUNs are assigned sequentially without regard for any LUN ranges or association with bridge
device ports, prior storage management computing devices are unable to identify any bridge

device port based on a LUN.

[0055] Moreover, the storage management computing device 12 in this example can
receive multiple disconnect message that include LUNs and facilitate a determination of other
failures, such as a cabling failure, for example. Since the storage management computing device
12 can determine that two or more LUNs are within a same LUN range corresponding to one of
the SAS ports 32(1)-32(n) in the LUN range table 44, the storage management computing device
32 can identify a problem with one of the stacks 22(1)-22(n) much earlier, and taken an

appropriate action in step 316. In contrast, prior storage management computing devices cannot
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determine from two or more LUNs whether failed storage devices associated with those LUNs

are associated with a same port or associated stack.

[0056] While the particular examples described and illustrated earlier relate to failure of
one or more of the storage devices 24(1)-24(n) or 26(1)-26(n), the ability of the storage
management computing device 12 to identify one of the SAS ports 32(1)-32(n) of the bridge
device 14 based on a LUN is advantageous in other contexts, and other actions can be initiated
based on identifying one of the SAS ports 32(1)-32(n). For example, the storage management
computing device 12 can detect and report various types of configurations and/or configuration
problems relatively easily, as well provide advanced graphical user interface (GUI) functionality

for administrators, among other advantages of this technology.

[0057] Referring back to step 310, if the storage management computing device 12
determines that a disconnect message is not received, then the No branch is taken back to step
302. Accordingly, the storage management computing device 12 essentially receives and
processes storage operation requests received from the client devices 20(1)-20(n) while waiting
for a connect or disconnect message from the bridge device 14 in this example, although one or
more of steps 300-316 can be performed concurrently or in a different order, and other steps can

be performed by the storage management computing device 12 in other examples.

[0058] Referring more specifically to FIG. 4, an exemplary method for interfacing, by
the bridge device 14, with the storage management computing device 12 to manage array LUNs
in the storage network 10 with the multi-path configuration of stacks 22(1)-22(n) is illustrated.
In step 400, the bridge device 14 obtains LUN ranges and corresponding SAS ports 32(1)-32(n).
The LUN ranges and correspondence of the LUN ranges with each of the SAS ports 32(1)-32(n)
can be obtained as described and illustrated earlier with reference to step 300 of FIG. 3, and

optionally stored in a LUN allocation table in the memory of the bridge device 14.

[0059] Accordingly, the LUN ranges can be pre-configured and stored in a non-volatile
memory of the bridge device 14 by a manufacturer, static, dynamic, and/or include the same or
different number of LUNs as one or more other of the LUN ranges, for example. Irrespective of
the manner by which the bridge device 14 obtains the LUN ranges corresponding to each of
the SAS ports 32(1)-32(n), the LUN ranges and corresponding SAS ports 32(1)-32(n) are
initialized and maintained by the bridge device 14 to correspond to the contents of the LUN

range table 44 of the storage management computing device 12.
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[0060] In step 402, the bridge device 14 receives a request from the storage
management computing device 12 to perform a storage operation on one of the storage
devices 24(1)-24(n) or 26(1)-26(n). The storage operation can be a request to write data to
one of the storage devices 24(1)-24(n) or 26(1)-26(n) or read data stored on one of the storage
devices 24(1)-24(n) or 26(1)-26(n), for example. The request can be received via the FC link
18 and at the FC port 16.

[0061] In step 404, the bridge device 14 communicates with the one of the storage
devices 24(1)-24(n) or 26(1)-26(n) via one of the SAS ports 32(1)-32(n) and one of the SAS
links 34(1)-34(n) to service the request. Accordingly, the bridge device 14 can identify the
one of the storage devices 24(1)-24(n) or 26(1)-26(n), as well as the one of the SAS ports
32(1)-32(n) and SAS links 34(1)-34(n) to use, based on a correspondence of the one of the
storage devices 24(1)-24(n) or 26(1)-26(n) with a LUN included in the request. Optionally,
the bridge device 14 can also send a confirmation message to the storage management
computing device 12, requested data in the case of a read storage request, or any other type of

message in response to the request received in step 402

[0062] In step 406, the bridge device 14 determines whether a new one of the storage
devices 24(1)-24(n) or 26(1)-26(n) is connected or has come online. In some examples, the

bridge device 14 can provision the new one of the storage devices 24(1)-24(n) or 26(1)-26(n)
or the new one of the storage devices 24(1)-24(n) or 26(1)-26(n) can be inserted manually by
a technician, for example, although other methods of instantiating the new one of the storage

devices 24(1)-24(n) or 26(1)-26(n) can also be used.

[0063] Following connection with a shelf in one of the stacks 22(1)-22(n), the bridge
device 14 can be configured to identify the new one of the storage devices 24(1)-24(n) or
26(1)-26(n), such as by a receive message indicating the connection, for example.
Accordingly, if the bridge device 14 determines that a new one of the storage devices 24(1)-

24(n) or 26(1)-26(n) is connected, then the Yes branch is taken to step 408.

[0064] In step 408, the bridge device 14 determines one of the SAS ports 32(1)-32(n)
that is coupled to one of the stacks 22(1)-22(n) hosting the new one of the storage devices
24(1)-24(n) or 26(1)-26(n) and assigns a LUN within one of the LUN ranges corresponding to
the determined one of the SAS ports 32(1)-32(n) to the new one of the storage devices 24(1)-
24(n) or 26(1)-26(n). The bridge device 14 also stores an indication that the allocated LUN
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for the LUN range corresponding to the determined one of the SAS ports 32(1)-32(n) is

currently used, such as in the LUN allocation table.

[0065] Accordingly, the LUN assignment by the bridge device 14 is within the LUN
range allocated to each of the SAS ports 32(1)-32(n). Constraining all new LUN assignments
within pre-configured LUN ranges for each SAS port 32(1)-32(n) allows the storage
management computing device 12 to identify one of the SAS ports 32(1)-32(n) based on a
provided LUN.

[0066] In step 410, the bridge device 14 sends a connect message to the storage
management computing device 12 reporting the new one of the storage devices 24(1)-24(n) or
26(1)-26(n) and including the assigned LUN. The connect message can be received by the
storage management computing device, as described and illustrated in more detail earlier with
reference to step 306 of FIG. 3, for example. Subsequent to sending the connect message, or
if the bridge device 14 determines in step 406 that a new one of the storage devices 24(1)-
24(n) or 26(1)-26(n) has not been connected and the No branch is taken, then the bridge
device 14 proceeds to step 412.

[0067] In step 412, the bridge device determines whether one of the storage devices
24(1)-24(n) or 26(1)-26(n) has disconnected, such as due to a failure and expiration of a
failure time period, for example, although the one of the storage devices 24(1)-24(n) or 26(1)-
26(n) can be disconnected for any other reason. The bridge device 14 can determine that the
one of the storage devices 24(1)-24(n) or 26(1)-26(n) based on polling, a received error
message, or a message automatically communicated to the bridge device 14 upon
disconnection of the one of the storage devices 24(1)-24(n) or 26(1)-26(n), for example,
although the bridge device 14 can determine that the one of the storage devices 24(1)-24(n) or
26(1)-26(n) has disconnected in other manners. If the bridge device 14 determines that one of
the storage devices 24(1)-24(n) or 26(1)-26(n) has disconnected, then the Yes branch is taken
to step 414.

[0068] In step 414, the bridge device 14 sends a disconnect message to the storage
management computing device 12 reporting the disconnection and including the LUN
associated with the disconnected one of the storage devices 24(1)-24(n) or 26(1)-26(n).
Optionally, the LUN number can be stored in the LUN allocation table as corresponding to a
unique identifier of the one of the storage devices 24(1)-24(n) or 26(1)-26(n), for example,
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although the LUN number can be identified in other ways. Also optionally, the bridge device
14 can mark the LUN number in the LUN allocation table as available for reuse in examples
in which LUN numbers are not assigned strictly in sequential order within the LUN ranges.
The disconnect message can be received by the storage management computing device 12 as

described and illustrated earlier with reference to step 310 of FIG. 3.

[0069] Subsequent to sending the disconnect message, or if the bridge device 14
determines in step 412 that one of the storage devices 24(1)-24(n) or 26(1)-26(n) has not
disconnected and the No branch is taken, then the bridge device 14 proceeds back to step 402.
Accordingly, the bridge device 14 receives, and communicates with the storage devices 24(1)-
24(n) and 26(1)-26(n) to processes, storage operations requests received from the storage
management computing device 12 while waiting for one of the storage devices 24(1)-24(n) or
26(1)-26(n) to connect or disconnect in this example, although one or more of steps 400-414 can
be performed concurrently or in a different order, and other steps can be performed by the

storage management computing device 12 in other examples.

[0070] Referring more specifically to FIG. 5, a flow diagram of an exemplary method for
identifying a bridge device port in response to a storage device failure is illustrated. In step 500,
the bridge device 14 determines that the storage device 24(1) has failed, such as based on a
message automatically sent by the storage device 24(1) upon failure for example. The storage
device 24(1) in this particular example is hosted by stack 22(1), which is coupled to SAS port
32(1) of the bridge device 14.

[0071] In step 502, the bridge device 14 sends a disconnect message using the FC port
16 to report the failure of the storage device 24(1) to the storage management computing device
12 and includes the LUN associated with the storage device 24(1) in the disconnect message.
The LUN was previously allocated to the storage device 24(1) by the bridge device 14 based on
an unused LUN associated with the SAS port 32(1) and within a LUN range pre-configured for
the SAS port 32(1).

[0072] In step 504, the storage management computing device 12 identifies the SAS port
32(1) based only on the LUN included in the disconnect message and initiates an action, such as
outputting an indication of the identified SAS port 32(1) for example. The storage management
computing device 12 in this example stores the same pre-configured LUN ranges corresponding

to each of the SAS ports 32(1)-32(n) as maintained by the bridge device 14.
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[0073] Accordingly, the storage management computing device 14 compares the LUN in
the disconnect message to the stored LUN ranges, and identifies the SAS port corresponding to
the LUN range that includes the LUN included in the disconnect message, which is SAS port
32(1) in this example. Optionally, the storage management computing device 12 is also
configured, such as by an administrator, to store a correspondence of the SAS port 32(1) and the
stack 22, and the storage management computing device 12 can also output an indication of that
stack 22 as part of the initiated action in step 504. Therefore, the storage management
computing device 12 can advantageously direct an administrator or technician to the stack 22
that hosts the failed storage device 24(1) in this particular example based on the LUN number

communicated from the bridge device 14.

[0074] With this technology, a storage management computing device is able to
determine the location of an array LUN using an established correspondence of LUN ranges and
ports of a bridge device, irrespective of the order in which storage devices are detected, removed,
or inserted into stacks in a storage network. With this technology, LUNs are assigned within
ranges based on the bridge device port coupled to a stack hosting the storage devices, in contrast
to the conventional and well-understood method of assigning LUNSs to storage devices
sequentially without regard for any LUN ranges or bridge device ports. Accordingly, this
technology advantageously facilitates more effective and efficient detection and reporting of

storage network configurations and configuration problems.

[0075] Having thus described the basic concept of the invention, it will be rather
apparent to those skilled in the art that the foregoing detailed disclosure is intended to be
presented by way of example only, and is not limiting. Various alterations, improvements, and
modifications will occur and are intended to those skilled in the art, though not expressly stated
herein. These alterations, improvements, and modifications are intended to be suggested hereby,
and are within the spirit and scope of the invention. Additionally, the recited order of processing
elements or sequences, or the use of numbers, letters, or other designations therefore, is not
intended to limit the claimed processes to any order except as may be specified in the claims.

Accordingly, the invention is limited only by the following claims and equivalents thereto.
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CLAIMS
What is claimed is:

1. A method, comprising:

obtaining and storing, by a storage management computing device, a
plurality of logical unit number (LUN) ranges and an indication of a plurality of ports of a bridge
device corresponding to the plurality of LUN ranges;

receiving, by the storage management computing device, a LUN from the
bridge device;

identifying, by the storage management computing device, one of the
plurality of ports of the bridge device to which a storage device associated with the received
LUN is attached via inclusion in one of a plurality of stacks communicably coupled to the one of
the plurality of ports of the bridge device, wherein the received LUN is within one of the
plurality of LUN ranges corresponding to the one of the plurality of ports; and

initiating, by the storage management computing device, an action based on

the identified one of the plurality of ports of the bridge.

2. The method of claim 1, wherein the plurality of ports are Serial Attached
Small Computer System Interface (SCSI) (SAS) ports and the LUN is received from the
bridge device via a Fibre Channel (FC) link to the bridge device.

3. The method of claim 1 or 2, further comprising obtaining and storing, by
the storage management computing device, a correspondence of each of the plurality of stacks

with each of the plurality of ports.

4. The method of claim 3, further comprising:
receiving, by the storage management computing device, a disconnect
message from the bridge device indicating that the storage device has disconnected; and
outputting, by the storage management computing device, an indication of
the one of the plurality of stacks communicably coupled to the one of the plurality of ports of

the bridge device.

5. The method of claim 3 or 4, further comprising:
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receiving, by the storage management computing device, another LUN
from the bridge device; and

determining, by the storage management computing device, that another
storage device associated with the received another LUN is attached to the one of the plurality
of ports via inclusion in the one of the plurality of stacks communicably coupled to the one of
the plurality of ports of the bridge device, wherein the another LUN is within the one of the
plurality of LUN ranges corresponding to the one of the plurality of ports.

6. The method of any preceding claim, wherein each of the plurality of LUN
ranges is static, accommodates storage device insertion and removal, or comprises the same

number of LUNs.

7. A non-transitory machine readable medium having stored thereon
instructions for performing a method, the instructions comprising machine executable code
which when executed by at least one machine causes the machine to perform the method of

any preceding claim.

8. A non-transitory machine readable medium having stored thereon
instructions for performing a method comprising machine executable code which when executed
by at least one machine causes the machine to:

obtain and store a plurality of LUN ranges and an indication of a plurality of
ports of a bridge device corresponding to the plurality of LUN ranges;

receive a LUN from the bridge device;

identify one of the plurality of ports of the bridge device to which a storage
device associated with the received LUN is attached via inclusion in one of a plurality of stacks
communicably coupled to the one of the plurality of ports of the bridge device, wherein the
received LUN is within one of the plurality of LUN ranges corresponding to the one of the
plurality of ports; and

initiate an action based on the identified one of the plurality of ports of the

bridge.

9. The non-transitory machine readable medium of claim 8, wherein the

plurality of ports are Serial Attached Small Computer System Interface (SCSI) (SAS) ports
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and the LUN is received from the bridge device via a Fibre Channel (FC) link to the bridge

device.

10. The non-transitory machine readable medium of claim 8 or 9, wherein the
machine executable code when executed by the machine further causes the machine to obtain

and store a correspondence of each of the plurality of stacks with each of the plurality of ports.

11. The non-transitory machine readable medium of claim 10, wherein the
machine executable code when executed by the machine further causes the machine to:
receive a disconnect message from the bridge device indicating that the
storage device has disconnected; and
output an indication of the one of the plurality of stacks communicably

coupled to the one of the plurality of ports of the bridge device.

12. The non-transitory machine readable medium of claim 10 or 11, wherein
the machine executable code when executed by the machine further causes the machine to:
receive another LUN from the bridge device; and
determine that another storage device associated with the received
another LUN is attached to the one of the plurality of ports via inclusion in the one of the
plurality of stacks communicably coupled to the one of the plurality of ports of the bridge
device, wherein the another LUN is within the one of the plurality of LUN ranges

corresponding to the one of the plurality of ports.

13.  The non-transitory machine readable medium of any of claims 8 to 12,
wherein each of the plurality of LUN ranges is static, accommodates storage device insertion

and removal, or comprises the same number of LUNs.

14. A storage management computing device comprising:

a memory containing a machine readable medium comprising machine
executable code having stored thereon instructions for managing array LUNs in a storage
network with a multi-path configuration; and

a processor coupled to the memory, the processor configured to execute

the machine executable code to cause the processor to:
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obtain and store a plurality of LUN ranges and an indication of a
plurality of ports of a bridge device corresponding to the plurality of LUN ranges;

receive a LUN from the bridge device;

identify one of the plurality of ports of the bridge device to which a
storage device associated with the received LUN is attached via inclusion in one of a plurality of
stacks communicably coupled to the one of the plurality of ports of the bridge device, wherein
the received LUN is within one of the plurality of LUN ranges corresponding to the one of the
plurality of ports; and

initiate an action based on the identified one of the plurality of

ports of the bridge.

15. The storage management computing device of claim 14, wherein the
plurality of ports are Serial Attached Small Computer System Interface (SCSI) (SAS) ports
and the LUN is received from the bridge device via a Fibre Channel (FC) link to the bridge

device.

16.  The storage management computing device of claim 14 or 15, wherein the
processor is further configured to execute the machine executable code to further cause the
processor to obtain and store a correspondence of each of the plurality of stacks with each of the

plurality of ports.

17. The storage management computing device of claim 16, wherein the
processor is further configured to execute the machine executable code to further cause the
processor to:

receive a disconnect message from the bridge device indicating that the
storage device has disconnected; and
output an indication of the one of the plurality of stacks communicably

coupled to the one of the plurality of ports of the bridge device.

18. The storage management computing device of claim 16 or 17, wherein the
processor is further configured to execute the machine executable code to further cause the
processor to:

receive another LUN from the bridge device; and
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determine that another storage device associated with the received
another LUN is attached to the one of the plurality of ports via inclusion in the one of the
plurality of stacks communicably coupled to the one of the plurality of ports of the bridge
device, wherein the another LUN is within the one of the plurality of LUN ranges

corresponding to the one of the plurality of ports.

19. The storage management computing device of any of claims 14 to 18,
wherein each of the plurality of LUN ranges is static, accommodates storage device insertion

and removal, or comprises a same number of LUNs.
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Obtain Logical Unit Number (LUN) Ranges and Corresponding Ports of a Bridge
Device and Store the LUN Ranges and Ports in a LUN Range Table 300

v

Receive a Request from a Client Device to Perform a Storage Operation 302

A 4

Process Request by Communicating with the Bridge Device Coupled to a Storage
Device Associated with a LUN Identified in the Request 304

Connect Message?

306

Store LUN Identified in Connect Message and Associated with a Storage Device in
an Active LUN Table as Being Available for Servicing Storage Requests 308

Disconnect N

Message? 310

Y

Remove LUN Identified in Disconnect Message from the Active LUN Table 312

A 4

Identify a Port of the Bridge Device, to which a Storage Device Associated with the
LUN is attached via inclusion in a Stack Coupled to the Port, Based on the LUN
Range Table 314

.

Initiate an Action Based on the Identified Port 31

FIG. 3
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Obtain and Store Logical Unit Number (LUN) Ranges and Corresponding Ports 400

A

Receive a Request from a Storage Management Computing Device to Perform a
Storage Operation on a Storage Device 402

A 4

Communicate with the Storage Device via One of the Ports to Service the Request
404

Storage Device

Connected? 406

Determine One of the Ports, Assign a LUN within One of the LUN Ranges
Corresponding to the Determined Port 408

A

Send a Connect Message to the Storage Management Computing Device Reporting
the New Storage Device and Including the Assigned LUN 410

Storage Device

Disconnected? 412

Send a Disconnect Message to the Storage Management Computing Device

Reporting the Disconnect and Including the LUN Associated with the Storage
Device 414

FIG. 4
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