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METHOD AND SYSTEM FOR SECURITY

REQUIRINGAUTHORIZATION BY MULTIPLE USERS

CLAIM OF PRIORITY

[0001] The present application claims benefit of priority to U.S. provisional application serial no.

61/046,751, filed April 21, 2008, the disclosure of which is incorporated herein by reference in its

entirety.

TECHNICAL FIELD

[0002] This application relates generally to system and file security, and more specifically to

controlling access to files for which there are multiple authorized users.

BACKGROUND

[0003] Information and its protection have been an important aspect of life. Society as a whole

evolved through creating, using, and sharing information. Over time, information has become a

more and more valuable resource. And, as with other resources, it is desirable to control access to

information.

[0004] In the past, our ancestors devised various ways of protecting valuable and/or sensitive

information. One of the most common forms of protection has been physical separation. For

example, important documents of royal families are often stored (and even hidden) at a secure place,

to which access is impossible to all but select members of royal families. While effective, this type

of protection is burdensome for sharing of information, even for those who are entitled to the

information. Another type of physical protection has been to use special seals and/or packages to

make protected documents inaccessible in certain ways. However, these methods are unsatisfactory

solutions at least because they are cumbersome.

[0005] In the last century, with the advent of telecommunication techniques, and in the events of

two world wars, the protection of information has in large part been focused on protection of

electronic information. For example, various coding schemes have been developed to protect radio



transmissions of military information. Specific code machines have been used by intelligence

agencies.

[0006] In today's world, the protection of information is more important than ever. Much

information, private or public, trivial or important, is often stored and communicated in the

electronic form, which is far easier to duplicate than the physical forms of old. To protect valuable

information, various types of information protection and/or information security techniques have

been developed.

[0007] In general, information protection in this information age refers to protecting data from

unauthorized access, use, disclosure, destruction, modification, or disruption. Among other things,

the goal is to protect the confidentiality, integrity, and availability of information.

[0008] For digital information, one of the most common ways of protecting data is access control.

That is, access to protected information is restricted to authorized persons.

[0009] Generally, conventional information protection techniques prevent unauthorized users from

accessing protected information. For example, password protection and data encryption are common

techniques. However, conventional techniques are often inadequate.

[0010] Therefore, an improved method and system for information protection is desired.

SUMMARY

[0011] This application relates generally to system and file security. More specifically,

embodiments according to the present technology provide a technique for a security scheme, in

which access to files or systems is granted only after a predetermined number of security measures

has been taken. For example, wherein the security measure is an unlocking operation, the specific

sequence of unlockings (e.g., providing correct access codes) is immaterial, but the number of

unlockings performed determines whether the access is granted. In a specific embodiment, there are

N keys that are associated with the access of a specific file, and the file only becomes accessible

after a lesser number, M, of keys have been received. The technology provides particular benefit

when both N and M are greater than 1. There are other embodiments as well.

[0012] According to an embodiment, the present technology provides a method for encrypting one

or more data files. The method includes specifying an encryption policy for encrypting the one or



more data files and generating an output file. The encryption policy includes at least an

authorization group and a number. The encryption policy specifies the number of authorizations

within the authorization group being required for accessing the output file. The method further

includes defining the authorization group, the authorization group including a plurality of users

being able to satisfy the number. Each of the plurality of users has an authorization code. The

method additionally includes encrypting the one or more data files in accordance with the encryption

policy. Other embodiments include corresponding systems, apparatus, computer program products,

and computer readable media.

[0013] According to another embodiment, the present technology provides a method for

decrypting a file. The method includes receiving a file. The file is encrypted in accordance with an

encryption policy. The encryption policy includes at least an authorization group and a first number

of authorizations within the authorization group being required for accessing the file. The method

further includes receiving authorization codes from members of the authorization group.

Additionally, the method includes determining a second number, the second number being a number

of correct authorization codes received from members of the authorization group. Also, the method

includes decrypting the file if the second number is equal to or greater than the first number. Other

embodiments include corresponding systems, apparatus, computer program products, and computer

readable media.

[0014] According to yet another embodiment, the present technology provides a method for

decrypting a file. The method includes receiving a file. The file is encrypted in accordance with an

encryption policy including at least an authorization group and a first number of authorizations

within the authorization group being required for accessing the file. The authorization group

includes a plurality of users. The method also includes storing the file on storage, the storage being

accessible by the plurality of users. The method also includes providing a status indicator associated

with a decryption status for the file. In addition, the method includes sending a plurality of

decryption requests to the plurality of users. Furthermore, the method includes receiving

authorization codes from a second number of the plurality of users. The method also includes

updating the status indicator based on the authorization codes received from the second number of

the plurality of users. Additionally, the method includes decrypting the file if the second number is



equal to or greater than the first number. Other embodiments include corresponding systems,

apparatus, computer program products, and computer readable media.

[0015] According to yet another embodiment, the present technology provides a method for

encrypting plaintext data. The method includes encrypting the data with a first encryption key to

generate at least an encrypted file and obtaining a number N of encryption codes, each of the

encryption codes being associated with a user. The method further includes defining an encryption

policy, the encryption policy specifying a number M, the number M being a specified number of

encryption codes required for performing decryption. The method further includes generating at

least N !/(M!*(N-M)!) number of combination keys, each of combination keys being a function of M

number of encryption codes and the first encryption key, and storing the combination keys. The

technology provides particular advantages when both N and M are greater than 1.

[0016] According to yet another embodiment, the present technology provides a method for

accessing an encrypted file. The method includes receiving an encrypted file. The encrypted file

includes a predetermined number of combination keys, each of the combination keys being a

function of a number M of authorization codes. The method further includes requesting the

authorization codes from a plurality of users chosen from a number N of users having one of the

authorization codes, N being greater than M and, typically, both N and M being greater than 1. The

method further includes receiving the authorization codes and verifying the authorization codes. The

method further includes forming an unlocking key if the a number of verified authorization codes is

equal to or exceeds the number M and decrypting the encrypted file using the unlocking key. Other

embodiments include corresponding systems, apparatus, computer program products, and computer

readable media.

[0017] According to yet another embodiment, the present technology provides a system for

encrypting one or more files. The system includes a storage that is configured to store one or more

data files. The system also includes a user interface that includes a display and an input device. The

system further includes a processor. The user interface is configured to receive instructions' for

specifying an encryption policy for encrypting the one or more data files and generating an output

file. The encryption policy includes at least an authorization group and a number. The encryption

policy specifies the number of authorizations within the authorization group being required for

accessing the output file. The processor is configured for defining the authorization group, which



includes a plurality of users being able to satisfy the number. For example, each of the plurality of

users has an authorization code. The processor is further configured for encrypting the one or more

data files in accordance with the encryption policy. The storage is being configured to store the

output file. Other embodiments include corresponding methods, apparatus, computer program

products, and computer readable media.

[0018] It is to be appreciated various embodiments of the present technology provide numerous

advantages over conventional techniques. In a specific embodiment, the present technology

provides a flexible method that allows multiple users to determine the access of a protected file,

which is useful in many ways, especially in large corporate settings. In addition, certain

embodiments of the present technology are compatible with a wide range of existing systems. For

example, a system according to the present technology is may be implemented as a software added

on solution. There are other benefits as well.

[0019] Depending upon embodiment, one or more of these benefits may be achieved. These

benefits and various additional objects, features and advantages of the present technology can be

fully appreciated with reference to the detailed description and accompanying drawings that follow.

DESCRIPTION OF DRAWINGS

[0020] FIG.l is a diagram illustrating a data security system according to an embodiment

described herein;

[0021] FIG. 2 is a diagram illustrating an encryption header according to an embodiment described

herein;

[0022] FIG. 3 is a flow diagram illustrating a process for encrypting information according to an

embodiment described herein;

[0023] FIG.4 is a diagram illustrating a decryption process according to an embodiment described

herein;

[0024] FIG. 5 is a diagram illustrating an alternative process for access an encrypted file according

to an embodiment described herein;



[0025] FIG. 6 is a diagram illustrating an encryption process according to an embodiment

described herein; and

[0026] FIG. 7 is a diagram illustrating a decryption process according to an embodiment described

herein.

DETAILED DESCRIPTION

[0027] This application relates generally to system and file security. More specifically,

embodiments of the present technology provide a technique for a security scheme, in which access to

files or systems is granted only after a predetermined number of security measures (e.g., unlocking

operations) has been executed. For example, the specific sequence of unlockings (e.g., receiving

correct access codes) is immaterial, but the number of unlockings performed determines whether the

access is granted. In a specific embodiment, there are N keys associated with the access of a specific

file, and the file only becomes accessible after a number, M (where M is less than N and, typically,

both N and M exceed 1), of keys has been unlocked. There are other embodiments as well.

Introduction and Representative Hardware

[0028] It is desirable to provide an information protection technique in which access to data is

allowed after having been authorized by a predetermined number of users. For example, in a

corporate environment where information is constructed and shared by a group of people, it is often

desired to have a scheme in which the right to access (and/or modify) is subjected to the approval of

multiple users. There could be many similar scenarios.

[0029] It is to be appreciated that embodiments of the present technology have a wide range of

applications in a variety of settings. In a specific embodiment, the present technology provides an

information protection scheme in a storage area network, where various types of security measures

have been taken to protect data from external security breaches. In certain embodiments, the present

technology provides a technique where the data protection scheme is specifically tailored for one or

more files, the access to which may be authorized by users both inside and outside a storage area

network. It is to be understood that there are other embodiments as well.

[0030] FIG. 1 is a simplified diagram illustrating a data security system 100 according to an

embodiment of the present technology. This diagram is merely an example, which should not



unduly limit the scope of the claims. One of ordinary skill in the art would recognize many

variations, alternatives, and modifications.

[0031] As shown, system 100 includes a processing component 105, terminals 108 and 109, a

storage area network 106, and a storage 110. It is to be understood that there may be other

components in system 100 as well. For example, there can be additional terminals in addition to

terminals 108 and 109.

[0032] The processing component 105 is configured to receive user inputs and to perform

encryption. Depending on the application, the processing component 105 may be implemented in

various ways. In a specific embodiment, the processing component 105 is a workstation in a

computer network. In another embodiment, the processing component 105 is a portable computer.

The processing component 105 includes, among other things, a display 101, a processor 102, a

keyboard 103, and a mouse 104. The processing component 105, as shown is connected to the

storage area network 106, for example, through a secured connection (e.g., secured high-speed wired

connection). In certain embodiments, the processing component 105 is apart of the storage area

network 106. Depending on the application, the processing component 105 may also include various

types of storage media, such as hard disk, compact disc, backup tape drive, etc. For example, these

storage media can be used to temporarily or permanently store various types of data, including the

information that are to be encrypted and/or decrypted.

[0033] The processor component 105 is configured to receive user input and provide a display.

For example, using the keyboard 103 and the mouse 104, a user is able to provide specific

instructions associated with encrypting and/or decrypting data. In a specific embodiment, the

processor component 105 includes a user interface that is configured to receive instructions for

specifying an encryption policy for encrypting the one or more data files and generating an output

file.

[0034] For example, the encryption policy includes, among other things, at least an authorization

group and a number. The encryption policy specifies the number of authorizations within the

authorization group that is required for accessing the output file. The processor component is also

configured for defining the authorization group. For example, the authorization group includes a

plurality of users being able to satisfy the number of authorization users. Depending on the

application, the authorization group may be predetermined and/or defined on a case-by-case basis.



As merely an example, the authorization group is predefined to include members of a specific

project who use and exercise control over the files that are encrypted. Each member may supply

their own access codes, or the access codes are randomly generated and then provided to each of the

members.

[0035] Depending on the application, various techniques according to the present technology are

implemented by way of a software solution, e.g., a computer program product stored on a

computer-readable medium and executed by one or more processors. A computer program (also

known as a program, software, software application, script, or code) can be written in any form of

programming language, including compiled or interpreted languages, declarative or procedural

languages, and it can be deployed in any form, including as a stand-alone program or as a module,

component, subroutine, object, or other unit suitable for use in a computing environment. A

computer program may, but need not, correspond to a file in a file system. A program can be stored

in a portion of a file that holds other programs or data (e.g., one or more scripts stored in a markup

language document), in a single file dedicated to the program in question, or in multiple coordinated

files (e.g., files that store one or more modules, sub-programs, or portions of code). A computer

program can be deployed to be executed on one computer or on multiple computers that are located

at one site or distributed across multiple sites and interconnected by a communication network. For

example, a user-friendly software interface can be provided so that users are able to provide various

information related to the encryption and decryption of the files.

[0036] The processor component 105 is also used for the actual encryption. Depending on the

application, various types of encryption methods may be used. For example, an encryption key is

generated for the purpose of encrypting files. In addition, the encrypted file includes a file header

that is based on the encryption policy. In addition to encryption, the processor component 105 may

additionally compress files.

Representative Data File Structure

[0037] FIG. 2 is a simplified diagram illustrating an encryption header according to an

embodiment of the present technology. This diagram is merely an example, which should not

unduly limit the scope of the claims. One of ordinary skill in the art would recognize many

variations, alternatives, and modifications.

[0038] As shown in FIG. 2, the header 200 includes the following fields:



1. file name;

2 . decryption key;

3 . access policy;

4 . key status;

5. encryption verification;

6 . keys; and

7 . encryption method.

[0039] Various fields as shown in the header 200 may be added, removed, modified, and/or

replaced, and should not limit the scope of technology. Typically, these fields are defined according

to the encryption policy, predetermined or manually provided, and may vary from file to file.

[0040] The file name field, depending on the application, may include various types of

information, such as location (link) of file(s) stored, and names of the files that are encrypted, and

the names of encrypted files themselves. The file name may be displayed or hidden based on the

encryption policy. For example, the file name field may be encrypted as well.

[0041] The decryption key field includes a decryption key for decrypting the encrypted file. In a

specific embodiment, the decryption key is defined at the time when the encryption process is

performed. For example, the decryption key includes a randomly generated nonce (e.g., encryption

initialization character) that is used for the encryption, and the nonce is used for decryption of the

file. According to embodiments, the decryption key allows access and decryption of the encrypted

file. For example, the decryption key becomes available only after the predetermined number of

users has approved the access.

[0042] The access policy field stores various types of access policies, and is based on the

encryption policy. The access policy field includes information regarding the members of the

authorization group and the number of authorizations required for accessing the encrypted file.

According to embodiments, the number of authorizations required for access the file is less than the

total number of members of the authorization group. It is to be appreciated that such a scheme

provides various benefits, as it is possible to define a minimum quorum within a group that is

required to authorize access. In addition, this scheme may be flexibly implemented based on

embodiments of the present technology.



[0043] In addition, the access policy field may include different types of policies for different

types of access. For example, the access policy may define one authorization group and a number

required for viewing the encrypted content, and a different authorization group and a different

number required for writing and/or modifying the encrypted content.

[0044] Furthermore, the access policy field may include information that further defines access

groups. In a specific embodiment, the access policies for access may be different for different users.

For example, for a CEO of a company to access the encrypted file, the requirement for authorization

may be less stringent than for other members of the company.

[0045] In certain embodiments, the access policy field defines not only what authorization codes

are needed, but also how the authorization codes are to be provided. In one embodiment,

authorization codes may be provided in any order, and the predetermined number of authorization

codes is needed. In another embodiment, the authorization codes are to be provided in specific

orders, whether sequential or not, for the access to the encrypted file to be granted.

[0046] The key status field includes various information associated with the status of keys and/or

authorization codes. It is to be understood that the terms "keys" and "authorization codes" are used

interchangeably in the body of the specification and should not unduly limit the scope of technology

or appended claims. The key status field contains, among other things, information related to the

number of keys and/or authorization codes that have been received. In a specific embodiment, the

key status field includes the number of keys and/or authorization codes received. In another

embodiment, the key status field includes specific status associated with each authorization code,

which includes, but not limited to, whether the particular key and/or authorization that has been

received is correct, and/or the number of attempts of failure for providing the key and/or the

authorization code. In addition, the key status field may also include information related to the order

in which the keys and/or authorization codes have been received.

[0047] The verification field includes information related to verification for the encryption and/or

decryption of the file. For example, the verification code is to ensure that the decryption process is

correctly performed.

[0048] The keys field includes various keys and authorization codes. As explained above, the

keys and/or authorization codes may be user provided, randomly generated, and/or the combination



thereof. For added security, the keys themselves may be encrypted within the header. Depending on

the encryption policies, the number of keys stored varies. For example, the number of keys may be

equal to the numbers of members within the authorization group (i.e., each member provides or is

assigned a key). In a specific embodiment, each of the keys is associated with a particular member

of the authorization group, and the information concerning that particular member is also stored in

the keys field. In other embodiments, keys and members share a one-to-one correspondence that is

randomly assigned.

[0049] In addition to the fields described elsewhere herein, the header 200 may include other fields

and information as well. For example, the header 200 includes fields such as encryption method,

encryption date, etc.

[0050] Now referring back to FIG. 1, the processor component 105, as explained herein, is

configured to process and/or encrypt files. In addition, the processor component is connected to the

storage area network 106. The terminals 108 and 109 are also connected to the storage area network

106. For example, the terminals 108 and 109 can be used by different users, who use these two

terminals to provide customized authorization codes to the processor component during the

encryption process. There may be additional terminals as well.

[0051] The processor component 105 is also connected to the storage 110 via the storage area

network 106. It is to be understood that the processor component 105 can be an integral part of the

storage area network 106. The storage area network 106, as an example, is a part of the internal

network, which is protected by firewalls and various other types of security measures.

[0052] Merely by way of an example, the storage 110 is one of much storage on the storage area

network 106. Depending on the application, the storage 110 may include various types of hardware

storage components (i.e., computer readable media), such as hard disks, optical discs (e.g., CD, CD-

RW, DVD-R), tape, etc. In addition, the storage 110 may be configured to securely store

information using RAID drives. In a specific embodiment, the storage 110 stores the encrypted file,

and the storage 110 is accessible to the processor component 105, and terminals 108 and 109.

Merely as an example, the processor component 105 and the terminals (and possibly additional

terminals as well) have access to the storage 110 during the decryption process.



Representative Methods

[0053] FIGS. 3, 4, and 5 show flow diagrams of processes according to embodiments of the

present technology. These diagrams are merely examples, which should not unduly limit the scope

of the technology or appended claims. One of ordinary skill in the art would recognize many

variations, alternatives, and modifications. For example, various steps may be added, removed,

replaced, rearranged, repeated, modified, overlapped, and/or partially overlapped, and should not

unduly limit the scope of claims. As merely an example, the processes can be implemented in

conjunction with the system 100.

[0054] FIG. 3 includes the following steps:

1. receive one or more data files (step 301);

2 . specify an encryption policy (step 302);

3 . obtain parameters for the encryption policy (step 303);

4 . define authorization group and authorization codes (step 304);

5 . process the one or more data files (step 305); and

6 . store the encrypted (and/or compressed) file (step 306).

[0055] At step 301, data files that are to be encrypted are received. As an example, the data file is

stored on a network storage device in a storage area network. Depending on the application, the one

or more files may be grouped together for encryption. The one or more data files can be plaintext

files and/or encrypted files.

[0056] At step 302, an encryption policy is specified. Depending on the application, the

encryption policy may be predetermined and/or determined on a case-by-case basis. In a specific

embodiment, the encryption policy is provided by the owner(s) of the one or more data files. In

another embodiment, the encryption policy is provided by a system administrator of the storage area

network. For example, the encryption policy includes information regarding the member of the

authorization group and the number of authorizations required for accessing the encrypted file.

According to some embodiments, the number of authorizations required for access to the file is less

than the total number of members of the authorization group.

[0057] At step 303, parameters for the encryption policies are obtained. In an embodiment, the

parameters are received. As explained elsewhere herein, the parameters may be received from one

or more users manually (e.g., users entering passwords and/or keys). For example, the owner of the



one or more data files that are to be encrypted can provide a list of members in the authorization

group and the number of authorization codes being required for accessing the encrypted file. In a

specific embodiment, an interface such as a "user-friendly" interface is displayed to allow the user to

enter this information. According to an alternative embodiment, parameters are based on

predetermined encryption policies.

[0058] At step 304, the authorization group and authorization codes are defined. According to a

specific embodiment, the authorization group is specified by the owner of the files, and the

authorization codes are randomly generated and then provided to the members of the authorization

group. According to another embodiment, the authorization group is defined according to a

predetermined encryption policy, and each member of the authorization group is prompted by a

message to enter her or his own authorization code.

[0059] At step 305, the one or more data files are processed. More specifically, the one or more

files are encrypted. Depending on the application, the one or more data may also be compressed

and/or subjected to other processes as well. During the encryption process, a header is generated and

stored in accordance with a data structure format. For example, the header is illustrated in FIG. 2

and explained above. The encryption in step 305 may be various types of data encryption. For

example, encryption key(s) of various lengths may be generated and used for the encryption process.

Depending on the application, the encryption key itself can be encrypted in various methods, which

are described below. In an embodiment, encryption keys are encrypted using authorization codes.

For example, multiple encrypted encryption keys are generated as a function of the key used for

encrypting the files and the authorization codes. In addition, the encryption key(s) may be stored in

a hidden section of the encrypted file.

[0060] At step 306, the encrypted file is stored. According to an embodiment, the encrypted file is

stored on a secured network storage device. For example, the encrypted file is stored on a dedicated

network RAID device. According to another embodiment, the encrypted file is stored on a local

computer.

[0061] FIG. 4 is a diagram illustrating a decryption process according to an embodiment of the

present technology, and includes the following steps:

1. receive an encrypted file (401);

2 . store the encrypted file on a network storage (402);



3 . provide a decryption status indicator for the encrypted file (403);

4 . send decryption request to users (404);

5 . receive authorization codes from users (405);

6 . update the status indicator (406); and

7 . decrypt the encrypted file if condition satisfied (407).

[0062] At step 401, an encrypted file is provided. According to an embodiment, the encrypted file

includes information (e.g., encryption keys, pointers) to other protected files. In another

embodiment, the encrypted file contains an encryption key (and/or other information) that is needed

to unlock one or more files. Depending on the application, the encrypted file may be compatible

with various types of formats. For example, the encrypted file can include a header file which is

substantially similar to the header shown in FIG. 2 .

[0063] At step 402, the encrypted file is stored on network storage. The storage of the encrypted

file on a network storage allows the encrypted file to be better protected against potential data loss

due to various types of hardware failure. For example, the network storage where the encrypted file

is stored is a RAID drive where duplicate copies of the encrypted file is stored to allow better

reliability. In addition, being stored on the network drive, the encrypted file is accessible to different

users who provide authorization codes for access of the encrypted file.

[0064] At step 403, a status indicator associated with the encrypted file is provided. For example,

the status indicator is a part of the encrypted file itself. The status indicator is used to record the

status related to the decryption of the encrypted file. Among other things, the status indicator

records the number of times proper authorization codes have been received and whether the

encrypted file is to be decrypted and/or accessed. For example, if the number of correct

authorization codes is equal to or exceeds the predetermined threshold, the status indicator would

indicate that the encrypted file should be accessible. The status indicator, depending on the

application, may be implemented in various ways. For example, the status indicator is stored as a

part of the header of the encrypted file. In another example, the status indicator is a separate file that

is associated with the encrypted file and contains information related to the decryption process.

[0065] At step 404, decryption requests are sent to members of the authorization group.

Depending on the application, these decryption requests may be in various forms, such as an email

message, an electronic request, etc. For example, each of the decryption requests includes the link to



the encrypted file and requests an authorization code to be entered. In addition, a decryption request

may include detailed information regarding the sender of the requests, that is, who is requesting the

access to the requested file. For example, the decryption requests may be sent by a user and/or by a

system administrator. According to an embodiment, the number of decryption requests sent is equal

to the total number of users in the authorization group.

[0066] At step 405, authorization codes are received. Each of the users who receives a decryption

request may provide her or his own authorization code. As explained elsewhere herein, the

authorization code for each user may be user specified and/or randomly generated. According to a

specific embodiment, the authorization code is provided specifically by each user through a user

interface, where the user can provide authorization and, in certain cases, user identification

information as well.

[0067] At step 406, the status indicator is updated based on the authorization codes received. In an

embodiment, the status indicator records the number of the successful entries of authorization codes.

In addition, the status indicator, as explained above, may also include an indication as whether the

predetermined threshold number of authorization codes have been received to allow access to the

encrypted file and/or decryption thereof.

[0068] At step 407, access to the encrypted file is allowed if various conditions have been

satisfied. These conditions include, among other things, the number of successful authorization

codes that have been received. As explained above, the number of authorization codes to be

received is equal to or less than the total number of authorization codes. In addition, depending on

the encryption policy associated with the encrypted file, there may be other conditions as well. For

example, the encryption policy may require that the require number of authorization codes include

authorization codes of the one or more members of the authorization group. In certain embodiments,

the sequence in which authorization codes are received is also a condition which needs to be

satisfied before access to the encrypted file is allowed.

[0069] On the other hand, if it is determined that the conditions for granting access are not

satisfied, the access is not granted and the process proceeds at step 405 where more authorization

codes can be received.



[0070] FIG. 5 is a simplified diagram illustrating an alternative process for access an encrypted file

according to an embodiment of the present technology. This diagram is merely an example, which

should not unduly limit the scope of the technology or of the appended claims, and includes the

following steps:

1. receive an encrypted file (501);

2 . provide a decryption status indicator for the encrypted file (502);

3 . send decryption request and the encrypted file to users (503);

4 . receive authorization codes from users (504);

5 . update the status indicator (505);

6 . forward the decryption request and the encrypted file to a different user (506); and

7 . decrypt the encrypted file if condition satisfied (507).

[0071] At step 501, an encrypted file is received. The considerations discussed elsewhere herein

with respect to step 401 apply.

[0072] At step 502, a status indicator associated with the encrypted file is provided. The

considerations discussed above with respect to step 402 apply.

[0073] At step 503, decryption requests and the encrypted file are sent to members of the

authorization group. According to an embodiment, the encrypted file is sent to a member of the

authorization group. For example, the order in which the encrypted file is sent may be based on a

predetermined policy and/or arranged by the sender. The encrypted file is sent along with a

decryption request. For example, a decryption request may include detailed information regarding

the sender of the requests, that is, who is requesting the access to the requested file. For example,

the decryption requests may be sent by a user and/or by a system administrator. According to an

embodiment, the number of decryption requests sent is equal to the total number of users in the

authorization group. According to certain embodiments, to ensure that the correct version of the

encrypted file is transferred for the purpose of decryption, a version number (and/or version history

and time stamp) is attached to the encrypted file. For example, once sent, the prior copy of the

encrypted file may be deleted.

[0074] At step 504, an authorization code for the encrypted file is received from the recipient (i.e.,

a member of the authorization group). Depending on the application, this may be accomplished in

various manners. For example, user partially opens the encrypted file, which prompts the user to



enter a user name and a password thereof. In certain embodiments, the user uses a special

application to access the encrypted file and provides the authorization code accordingly.

[0075] At step 505, the status indicator is updated based on the authorization codes received. The

considerations discussed above with respect to step 406 apply.

[0076] Based on the decryption status, the encryption file is either forwarded to a different

member of the authorization group or decrypted. For example, if the number of corrected

authorization codes received is fewer than the predetermined number, the encryption file is

forwarded to another member of the authorization group (see step 506). On the other hand, if the

number of authorization codes received satisfies the predetermined number, then the decryption

process is initiated (see step 507).

[0077] As shown in FIG. 5, at step 506, the encrypted file is forwarded to a different member of

the authorization group. For example, the new recipient of the encrypted file is selected based on a

predetermined scheme. The choice of forwarding the encrypted file for decryption may be based on

a variety of schemes.

[0078] At step 507, the encrypted file is allowed access if various conditions have been satisfied.

The considerations discussed above with respect to step 407 apply.

[0079] It is to be appreciated that various embodiments of the present technology provide

numerous advantages over other techniques in the art. In a specific embodiment, the present

technology provides a flexible method that allows multiple users to determine the access of a

protected file, which is useful in many ways, especially in large corporate settings. In addition,

certain embodiments of the present technology are compatible with a wide range of existing systems.

For example, a system according to present technology may be implemented as a software added on

solution. There are other benefits as well.

Specific Implementation of encryption and decryption

[0080] It is to be appreciated that, based on needs, there are alternative specific implementations

based on the embodiments of the present technology. According to a specific embodiment, the

access policy that requires a predetermined number of users to authorization access to one or more

file is implement by software, which verifies and counts user authorization codes and determines



whether to grant access accordingly. According to another embodiment, which is discussed below,

user authorization codes are used in the encryption process.

[0081] FIGS. 6 and 7 are simplified diagrams illustrating specific encryption and decryption

processes according to embodiments of the present technology. This diagram is merely an example,

which should not unduly limit the scope of the technology herein or the appended claims. One of

ordinary skill in the art would recognize many variations, alternatives, other embodiments, and

modifications of the technology described herein. For example, various steps may be added,

removed, replaced, rearranged, repeated, modified, overlapped, and/or partially overlapped, and

should not unduly limit the scope of claims. As merely an example, the processes can be

implemented in conjunction with the system 100. In addition, these processes may be implemented

using a proprietary encryption/decryption software.

[0082] FIG. 6 includes the following steps:

1. receiving one or more plaintext data files (step 601);

2 . encrypting the one or more plaintext data files with a first encryption key to generate at

least an encrypted file (602);

3 . obtaining a number N of encryption codes, each of the encryption codes being associated

with a user (step 603);

4 . defining an encryption policy, the encryption policy specifying a number M, the number

M being a specified number of encryption codes required for performing decryption,

wherein M is less than or equal to N and both M and N exceed 1 (step 604);

5 . generating N!/(M!*(N-M)!) combination keys, each of the combination keys being a

function of M encryption codes and the first encryption key (step 605); and

6 . storing the combination keys (606).

[0083] At step 601, one or more plaintext data files are received. It is to be understood that the use

of plaintext throughout FIG. 6 is preferred though not required. For example, the data files include

information in formats, such as but not limited to plaintext, that are readily accessible to users via

various application programs.



[0084] At step 602, the one or more plaintext data files are encrypted using an encryption key. For

example, the encryption key can be randomly generated at the time of encryption. In an

embodiment, the encryption key is an initialization nonce vector that is used to encrypt the one or

more plaintext data files. Depending on the application, other encryption techniques may be used,

using the encryption key for the encryption of the one or more plaintext data files. Among other

thing, the encryption key is needed for decrypting the one or more plaintext data files.

[0085] At step 603, a number N of encryption codes are obtained. Each of the encryption codes is

associated with a user. In a specific embodiment, each of the encryption codes is provided by a user.

For example, a user may be prompted to enter a pass code to be used for encryption. As another

example, a user may be requested to provide a user specific key file. In an alternative embodiment,

encryption codes are randomly generated and then sent to users. For example, each uses receives

and stores a randomly generated encryption code.

[0086] According to certain embodiments, each of the encryption codes includes two or more

segments. As an example, each of encryption code includes a verification segment and a key

segment. The verification segment is used to determine whether an encryption code is correct and to

be used for the decryption process. The key segment is used for encrypting and/or decrypting the

encryption key. For example, an encryption code is shown below.

Table 1

[0087] During the encryption process, the verification segment is stored at a secured location.

During the decryption process, which is described elsewhere herein, users provide encryption codes

that contain verification segments, and these verification segments are then verified against the

stored verification segments to make sure that the encryption codes from the users are correct.

[0088] At step 604, an encryption policy is defined. Among other things, the encryption policy

specifies a number M of encryption codes required for decrypting the encryption key, thereby

allowing access to the one or more plaintext data files. As an example, M can be less than or equal

to N. Typically both M and N are greater than 1.



[0089] At step 605, a number of combination keys are generated. The number of combination

keys is a function of the total number of encryption codes and the required number of encryption

codes for access. For example, the total number of combination keys may be equal to N!/(M!*(N-

M)!). That is, the total number of combination keys equals to all the possible combinations of M

number of encryption codes, where each encryption codes one of N total combination codes.

According to embodiments, each of the combination keys is a function of M key segments of

encryption codes and the encryption key. For example, M key segments are used together in a

reversible manner (i.e., for decoding) to provide encryption for the encryption key.

[0090] Depending on the application, the sequence in which key segments are used in the

encryption process may or may not be important during the decryption processes. In a specific

embodiment, a specific sequence of key segment used is stored by the encryption software, which

performs decryption in a reverse order. In another embodiment, the specific encryption function is

used so that the sequence using key segments for encryption and/or decryption is immaterial.

[0091] At step 606, the combination keys are stored. A secured location and special techniques

may be used to ensure the security and integrity of the combination keys. For example, the

combination keys are stored using a proprietary file structure in a secured location. As another

example, the combination keys are stored as a single encrypted file.

[0092] FIG. 7 illustrates a specific decryption process according to an embodiment of the present

technology, and includes the following steps:

1. receiving an encrypted file, the encrypted file includes a predetermined number of

combination keys, each of the combination keys being a function of a number M of

authorization codes (step 701);

2 . requesting the authorization codes from a plurality of users, a number N of users having

the authorization code, N being greater than M and, typically, both N and M are greater

than 1 (step 702);

3 . receiving the authorization codes (step 703);

4 . verifying the authorization codes (step 704);

5 . forming an unlocking key if a number M of authorization codes are received (step 705);

and



6 . decrypting the encrypted file using the unlocking key (step 706).

[0093] At step 701, an encrypted file is received. According to an embodiment, the encrypted file

includes a predetermined number of combination keys, and each of the combination keys is a

function of the number M of authorization codes. For example, the encrypted file includes all the

combination keys generated during the encryption process (e.g., step 605).

[0094] At step 702, authorization codes are requested from users. For example, there are a number

N of users, and requests for authorization codes are sent to each of the N users. In a specific

embodiment, a request is sent to users through an electronic message (e.g., e-mail, a text message

notification), which informs users as who needed the access, what is being accessed, and that the

encryption codes are required.

[0095] The authorization codes can be the same as the encryption codes discussed above. In

certain implementations, authorization codes are different from encryption codes. For example,

authorization codes include user names and password. By providing authorization codes, the users

then may provide encryption codes for decrypting the encryption key.

[0096] At step 703, authorization codes are received by the decrypting software. For example,

users can send authorization codes and/or encryption codes through a secured network connection.

[0097] At step 704, the authorization codes are verified. In a specific embodiment, the

authorization codes are user names and password that are verified against pre-stored user names and

passwords. In another embodiment, the authorization codes that are received are the same as the

encryption codes described above, and the verification is performed by checking the verification

segment of the encryption codes.

[0098] At step 705, an unlocking key is generated if the number M of encryption codes are

received. For example, the unlocking key is the same as the encryption key described above, which

is used for both encryption and decryption of plaintext data files. According to an embodiment, the

decrypting software gathers the encryption keys (e.g., key segments) and determines whether the M

number of codes has been received. If so, the software uses the received encryption codes to

determines which of the combination key to decrypt, and uses the M number of available encryption

codes to form an unlocking key.



[0099] At step 706, the encrypted file is decrypted using the unlocking key. Depending on the

encryption algorithm used, the decryption process may be performed in various ways.

[0100] Although specific embodiments of the present technology have been described, it will be

understood by those of skill in the art that there are other embodiments that are equivalent to the

described embodiments. Accordingly, it is to be understood that the technology is not to be limited

by the specific illustrated embodiments, but only by the scope of the appended claims.



WHAT IS CLAIMED IS:

1. A method for encrypting one or more data files, the method comprising:

specifying an encryption policy for encrypting the one or more data files and generating an

output file, the encryption policy including at least an authorization group and a number of

authorizations within the authorization group being required for accessing the output file;

defining the authorization group, the authorization group including a plurality of users being

able to satisfy the number, each of the plurality of users having an authorization code; and

encrypting the one or more data files in accordance with the encryption policy.

2 . The method of claim 1 further comprising compressing the one or more data files.

3. The method of claim 1 further comprising:

generating a plurality of authorization codes; and

providing each of the plurality users with one of the plurality of the authorization codes.

4 . The method of claim 1 further comprising:

receiving the authorization code from a user input.

5. The method of claim 1 wherein the number is less than a total number of the plurality

of users.

6. The method of claim 1 wherein the encrypting the one or more data files comprises

performing an XOR function between the one or more data files and an encryption key.

7. The method of claim 1 further comprising forming a data structure for the output file,

the data structure including information associated with the encryption policy.

8. The method of claim 1 further comprising generating an encryption key.

9. The method of claim 1 wherein the output file comprises encrypted one or more data

files.

10. The method of claim 1 wherein the output file comprises an encryption key.



11. The method of claim 1 further comprising generating a plurality of authorization

codes for the plurality of users.

12. The method of claim 1 further comprising defining the plurality of users.

13. The method of claim 1 wherein the output file is stored at a secure network drive.

14. The method of claim 1 wherein the encryption policy defines an access policy.

15. The method of claim 1 wherein the number is associated with a read level access for

the output file.

16. A method for decrypting a file, the method comprising:

receiving a file, the file being encrypted in accordance with an encryption policy, the

encryption policy including at least an authorization group and a first number of authorizations

within the authorization group being required for accessing the file;

receiving authorization codes from members of the authorization group;

determining a second number, the second number being a number of correct authorization

codes received from members of the authorization group; and

decrypting the file if the second number is equal to or greater than the first number.

17. The method of 16 wherein each of the authorization codes is unique.

18. The method of claim 16 wherein the second number of members consists of a subset

of members from the authorization group.

19. The method of claim 16 wherein the file comprises an encryption key.

20. The method of claim 16 wherein the second number is greater than one.

21. The method of claim 16 wherein the authorization codes are received non-

sequentially.

22. The method of claim 16 further comprising updating a status for the file based on the

authorization codes provided.



23. The method of claim 16 wherein:

the file is associated with a decryption key and an encryption key; and

the decryption key and the encryption key are different.

24. A method for decrypting a file, the method comprising:

receiving a file, the file being encrypted in accordance with an encryption policy, the

encryption policy including at least an authorization group and a first number of authorizations

within the authorization group being required for accessing the file, the authorization group

including a plurality of users;

storing the file on a storage, the storage being accessible by the plurality of users;

providing a status indicator associated with a decryption status for the file;

sending a plurality of decryption requests to the plurality of users;

receiving authorization codes from a second number of the plurality of users;

updating the status indicator based on the authorization codes received from the second

number of the plurality of users; and

decrypting the file if the second number is equal to or greater than the first number.

25. The method of claim 24 wherein a name associated with the file is hidden.

26. The method of claim 24 further comprising sending a link for the file to the plurality

of users.

27. The method of claim 24 further comprising providing a encryption key file if the

second number is equal to or greater than the first number.

28. The method of claim 24 further comprising providing instructions associated with the

decryption requests.

29. The method of claim 24 wherein the decryption requests comprise email messages.

30. The method of claim 24 wherein the storage comprises a network drive.

31. The method of claim 24 further comprising sending the file to the plurality of users.

32. The method of claim 24 wherein the status indicator is stored at a section of the file.



33. A system for encrypting one or more files, the system comprising:

a storage being configured to store one or more data files;

a user interface, the user interface including a display and an input device; and

a processor;

wherein:

the user interface is configured to receive instruction for specifying an encryption

policy for encrypting the one or more data files and generating an output file, the encryption policy

including at least an authorization group and a number of authorizations within the authorization

group being required for accessing the output file;

the processor is configured for defining the authorization group, the authorization

group including a plurality of users being able to satisfy the number, each of the plurality of users

having an authorization code;

the processor is further configured for encrypting the one or more data files in

accordance with the encryption policy; and

the storage is configured to store the output file.

34. The system of claim 33 wherein the storage is located in a storage area network.

35. The system of claim 33 wherein the storage includes at least one hard drive.

36. The system of claim 33 wherein the number comprises a predetermined threshold

number of users required for decrypting the output file.

37. The system of claim 33 wherein:

the output file comprises a data structure, the data structure including a plurality of entries;

the plurality of entries includes a first entry for plurality of encryption keys;

the plurality of entries includes a second entry for a status indicator; and

the plurality of entries includes a third entry for the encryption policy.

38. The system of claim 33 wherein names for the one or more data files are hidden.

39. A method for encrypting plaintext data, the method comprising:

encrypting the data with a first encryption key to generate at least an encrypted file;

obtaining a number N of encryption codes, each of the encryption codes being associated



with a user;

defining an encryption policy, the encryption policy specifying a number M, the number M

being a specified number of encryption codes required for performing decryption;

generating at least N !/(M!* (N-M)!) number of combination keys, each of combination keys

being a function of M number of encryption codes and the first encryption key; and

storing the combination keys.

40. The method of claim 39 further comprising generating user keys, wherein each of the

user keys comprise a verification segment and a key segment.

4 1. The method of claim 39 wherein each of the combination keys is characterized by a

size that is equal to a size of the first encryption key.

42. The method of claim 39 further comprising receiving encryption codes from a

plurality of users.

43. The method of claim 39 further comprising storing the encrypted file at a secured

location.

44 . The method of claim 39 further comprising:

generating the encryption codes; and

sending the encryption codes to a plurality of users.

45. The method of claim 39 wherein the combination keys are stored in a file.

46. The method of claim 39 wherein the combination keys wherein the combination keys

are stored at a location different from a location associated with the encrypted file.

47. A method for accessing an encrypted file, the method comprising:

receiving an encrypted file, the encrypted file includes a predetermined number of

combination keys, each of the combination keys being a function of a number M of authorization

codes;

requesting the authorization codes from a plurality of users chosen from a number N of users

having the authorization code, N being greater than M;

receiving the authorization codes;



verifying the authorization codes;

forming an unlocking key if a number of verified authorization codes is equal to or exceeds

the number M; and

decrypting the encrypted file using the unlocking key.

48. The method of claim 47 wherein each of the authorization codes comprises:

a verification segment; and

a key segment.

49. The method of claim 48 wherein the verifying the authorization codes comprises

matching the verification segment with a pre-stored verification code.

50. The method of claim 48 wherein the unlocking key is a function of key segments.

5 1. The method of claim 47 wherein the encrypted file comprises a key file for unlocking

a plaintext file.

52. The method of claim 47 wherein each of the authorization codes comprises 128 bytes.

53. The method of claim 47 wherein the authorization codes are characterized by a same

length.

54. The method of claim 47 wherein the receiving the authorization codes comprises:

receiving requests from users to release authorization codes; and

verifying the requests.

55. The method of claim 47 further comprising verifying the unlocking key.

56. The method of claim 47 wherein the predetermined number of combinations is equal

to N!/(M!*(N-M)!).

57. A computer program product for encrypting one or more data files encoded on a

computer-readable medium, the computer program product operable to cause data processing

apparatus to perform operations comprising:

specifying an encryption policy for encrypting the one or more data files and generating an



output file, the encryption policy including at least an authorization group and a number of

authorizations within the authorization group being required for accessing the output file;

defining the authorization group, the authorization group including a plurality of users being

able to satisfy the number, each of the plurality of users having an authorization code; and

encrypting the one or more data files in accordance with the encryption policy.

58. A computer program product for decrypting a data file, the computer program product

encoded on a computer-readable medium and operable to cause data processing apparatus to perform

operations comprising:

receiving a data file, the file being encrypted in accordance with an encryption policy, the

encryption policy including at least an authorization group and a first number of authorizations

within the authorization group being required for accessing the file,

receiving authorization codes from members of the authorization group;

determining a second number, the second number being a number of correct authorization

codes received from members of the authorization group; and

decrypting the file if the second number is equal to or greater than the first number.

59. A computer program product for decrypting a file, the computer program product

encoded on a computer readable medium and operable to cause data processing apparatus to perform

operations comprising:

receiving a file, the file being encrypted in accordance with an encryption policy, the

encryption policy including at least an authorization group and a first number of authorizations

within the authorization group being required for accessing the file, the authorization group

including a plurality of users,

storing the file on a storage, the storage being accessible by the plurality of users;

providing a status indicator associated with a decryption status for the file;

sending a plurality of decryption requests to the plurality of users;

receiving authorization codes from a second number of the plurality of users;

updating the status indicator based on the authorization codes received from the second

number of the plurality of users; and

decrypting the file if the second number is equal to or greater than the first number.



60. A computer program product for encrypting plaintext data, the computer program

product encoded on a computer readable medium and operable to cause data processing apparatus to

perform operations comprising:

encrypting the data with a first encryption key to generate at least an encrypted file;

obtaining a number N of encryption codes, each of the encryption codes being associated

with a user;

defining an encryption policy, the encryption policy specifying a number M, the number M

being a specified number of encryption codes required for performing decryption;

generating at least N !/(M!* (N-M)!) number of combination keys, each of combination keys

being a function of M number of encryption codes and the first encryption key; and

storing the combination keys.

6 1. A computer program product for accessing an encrypted file, the computer program

product encoded on a computer readable medium and operable to cause data processing apparatus to

perform operations comprising:

receiving an encrypted file, the encrypted file including a predetermined number of

combination keys, each of the combination keys being a function of a number M of authorization

codes;

requesting the authorization codes from a plurality of users chosen from a number N of users

having the authorization code, N being greater than M;

receiving the authorization codes;

verifying the authorization codes;

forming an unlocking key if a number of verified authorization codes is equal to or exceeds

the number M; and

decrypting the encrypted file using the unlocking key.

62. A system for decrypting a file, the system comprising:

a storage being configured to store one or more files; and

a processor configured to perform operations comprising:

receiving a file, the file being encrypted in accordance with an encryption policy, the

encryption policy including at least an authorization group and a first number of authorizations

within the authorization group being required for accessing the file;



receiving authorization codes from members of the authorization group;

determining a second number, the second number being a number of correct

authorization codes received from members of the authorization group; and

decrypting the file if the second number is equal to or greater than the first number.

63. A system for decrypting a file, the system comprising:

a storage being configured to store one or more files; and

a processor configured to perform operations comprising:

receiving a file, the file being encrypted in accordance with an encryption policy, the

encryption policy including at least an authorization group and a first number of authorizations

within the authorization group being required for accessing the file;

providing a status indicator associated with a decryption status for the file;

sending a plurality of decryption requests to the plurality of users;

providing receiving authorization codes by from a second number of the plurality of

users;

updating the status indicator based on the authorization codes received from the

second number of the plurality of users; and

decrypting the file if the second number is equal to or greater than the first number.

64. A system for encrypting plaintext data, the system comprising:

a storage being configured to store one or more files; and

a processor configured to perform operations comprising:

encrypting the data with a first encryption key to generate at least an encrypted file;

obtaining a number N of encryption codes, each of the encryption codes being

associated with a user;

defining an encryption policy, the encryption policy specifying a number M, the

number M being a specified number of encryption codes required for performing decryption;

generating at leastN!/(M!*(N-M)!) number of combination keys, each of

combination keys being a function of M number of encryption codes and the first encryption key;

and

storing the combination keys.



65. A system for accessing an encrypted file, the system comprising:

a storage being configured to store one or more files; and

a processor configured to perform operations comprising:

receiving an encrypted file, the encrypted file including a predetermined number of

combination keys, each of the combination keys being a function of a number M of authorization

codes;

requesting the authorization codes from a plurality of users chosen from a number N

of users having the authorization code, N being greater than M;

receiving the authorization codes;

verifying the authorization codes;

forming an unlocking key if a number of verified authorization codes is equal to or

exceeds the number M; and

decrypting the encrypted file using the unlocking key.
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