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MEMORY DEVICE HAVING ERROR CORRECTION LOGIC

Background
[0001] A memory device can be used in a computing system to store data. In some

cases, the memory device can be provided between a processor and a persistent
storage subsystem, which is often implemented with lower speed storage device(s),
such as disk-based storage device(s). The processor is able to perform data
accesses at the memory device more quickly than at the persistent storage
subsystem.

[0002] To address data errors that may occur in a memory device, an error detection
and correction technique can be employed for protecting data stored in a memory
device. Error correction codes can be stored with data in the memory device, and
the error correction codes can be used for detecting and correcting errors in data
read from a memory device. Error detection and correction can cause an increase in
memory access latency, which can reduce the speed at which data of the memory
device can be accessed.

Brief Description Of The Drawings

[0003] Some embodiments are described with respect to the following figures:

Fig. 1 is a block diagram of an example system that includes a memory

controller and a memory device according to some implementations;

Fig. 2 is a flow diagram of an inline error detection and correction process

according to some implementations; and

Fig. 3 is a block diagram of an example system according to further

implementations.
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Detailed Description

[0004] As dimensions of memory devices have continued to shrink, the memory
devices may be more prone to suffer data errors, which have led to increased data
error rates in the memory devices. There are various different types of memory
devices that can be used in computing systems (e.g. desktop computers, notebook
computers, tablet computers, smartphones, server computers, storage systems,

communication nodes, etc.).

[0005] Examples of memory devices include dynamic random access memory
(DRAM) devices, flash memory devices, phase change memory devices, memristor
memory devices, and so forth. A memristor memory device can store data using
memristors that store data based the resistance level of each cell. When a
sufficiently large electrical current flows in a first direction through a memristor, the
electrical resistance of the memristor increases. When a sufficiently large electrical
current flows in the opposite direction through the memristor, the resistance of the
memristor decreases. When the current is stopped, the memristor retains the last
resistance that it had, which provides a representation of a data bit stored by the

memristor.

[0006] A memory cell of a phase change memory device is also effectively a variable
resistor. In some cases, the variable resistor can be formed of chalcogenide glass.
To write to a phase change memory cell, the cell is heated, which melts the material,
which is then cooled. The rate of cooling controls the crystal size of the resulting
solid material, which controls the resistance of the memory cell. Different resistance
levels can represent different data states.

[0007] In some cases, data error rates can be affected by how writes are performed
to write data to a memory device. With a memristor memory device, for example, an
electrical current flow is used for writing a data state to a particular memristor. A
relatively low electrical current level can be used for writing memristors to extend the
life of the memristors. However, using relatively low electrical current levels to write

to memristors can result in higher rates of data bit errors.



WO 2014/158130 PCT/US2013/033679

3

[0008] Other types of memory devices are also associated with respective factors

that can result in increased data error rates.

[0009] In some systems, error detection and correction can be performed in a
memory controller that is used for managing access of a memory device (or multiple
memory devices). However, performing error detection and correction at the
memory controller can increase memory access latency. When error detection and
correction is applied at the memory controller, the memory controller has to first
receive read data from the memory device. After all of the read data (along with
corresponding error correction codes) is received, the memory controller can then
apply memory error detection and correction, which involves computations that may
add to the overall time involved in providing data from the memory device to a
requestor of the data. The requestor can be a processor or other device in the

computing system.

[0010] In accordance with some implementations, an inline error detection and
correction technique or mechanism is provided to perform inline error detection and
correction of data within the memory device, as the data read from the memory
device is delivered over a data link between the memory device and the memory
controller. The data path inside the memory device may be a parallel path, where a
collection (e.g. row) of data bits (along with bits corresponding to an error correction
code) can be read out in parallel. Once read in parallel, the memory device can
proceed to apply error detection and correction on the read data, while portions of
the read data are communicated over a link between the memory device and the
memory controller. The portions of the read data can be provided from the memory
device to the memory controller before the error detection and correction
computations at the memory device complete. As a result, the error detection and
correction does not add to the data access latency in the normal case that an error is
not detected.

[0011] Fig. 1 shows an example arrangement that includes a memory device 102
and a memory controller 104. The memory device 102 and the memory controller
104 are connected over a data link 106. In some examples, the data link 106 is a
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serial link, such as a Serializer/Deserializer (SerDes) link. In other examples, the
data link 106 can be a different type of data link.

[0012] The memory device 102 includes a communication interface 108, which
allows the memory device 102 to communicate over the serial link 106. In some
implementations, the communication interface 108 can include a parallel-to-serial
converter and a serial-to-parallel converter to convert between a serial format (used
on the serial link 106) and a parallel format (used on a parallel link 110 within the
memory device 102). A parallel link 110 has multiple data paths over which data bits
can be communicated in parallel. In contrast, the serial link 106 has one data path
over which data bits are communicated serially.

[0013] The parallel link 110 is provided between a storage array 112 and the
communication interface 108. The storage array 112 includes an array of memory
cells, which can be DRAM cells, flash memory cells, memristor cells, phase change
memory cells, and so forth, depending on the type of the memory device 102. More
generally, a memory cell refers to circuitry used to store a data bit (or data bits).

[0014] The parallel link 110 allows a collection of data bits (e.g. a row of data bits or
some other segment of data bits) to be retrieved at the same time from the storage
array 112. For example, the collection of data bits can include read data as well as
error correction code (ECC) bits. Once read in parallel from the storage array 112,
the read data and ECC is available on the parallel link 110 to error detection and

correction logic 114 (referred to herein as “ECC logic 1147).

[0015] Also, the read data on the parallel link 110 can be provided to the
communication interface 108, where the read data is converted to a format suitable
for communication over the link 106. For example, as noted above, the

communication interface 108 can apply a parallel-to-serial conversion.

[0016] In accordance with some implementations, during the time that the read data
is being provided from the parallel link 110 through the communication interface 108
to the serial link 106, the ECC logic 114 can perform computations relating to error

detection and correction on the read data. Examples of error detection and



WO 2014/158130 PCT/US2013/033679

5

correction techniques that can be applied include symbol-based ECC techniques,
such as a Reed-Solomon ECC technique, or bit-based ECC techniques, such as a
BCH technique. Although reference is made to example ECC techniques, it is noted
that in other implementations, the ECC logic 114 can apply other types error
detection and correction techniques.

[0017] The error detection and correction technique performed by the ECC logic 114
is considered to be an inline error detection and correction technique, in that the
error detection and correction can be performed while the communication interface
108 is transferring portions of data read from the storage array 112 over the serial
link 106 to the memory controller 104. Stated differently, the communication
interface 108 is able to transfer read data from the storage array 112 of the memory
device 102 over the serial link 106 to the memory controller 104, prior to completion
of error detection and correction of the read data by the ECC logic 114 inside the
memory device 102.

[0018] By performing inline error detection and correction using the ECC logic 114,
data read from the storage array 112 is protected against errors without adding to
the memory access time. For example, if the memory device 102 were to wait until
the error detection and correction were completed by the ECC logic 114 before
transferring the read data from the memory device 102 to the memory controller 104,
then memory access latency would be increased.

[0019] The memory device 102 also includes data access logic 116, which is
responsive to a command received from the memory controller 104 through the
communication interface 108 to issue respective commands to the storage array
112. The request received from the memory controller 104 can be a read request or

a write request.

[0020] If the ECC logic 114 determines that there is no error in the read data that is
transferred from the memory device 102 to the memory controller 104, then the ECC
logic 114 does not have to take any further action, since the read data has been

transferred to the memory controller 104 is without error.
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[0021] However, if the ECC logic 114 determines that an error is present in the read
data that is or has been transferred to the memory controller 104, then the ECC logic
114 can provide an indication to the memory controller 104 regarding the presence
of an error in the transferred data. The indication can be an indication that the read
transaction has failed. The indication that the transaction has failed can be an
explicit failed indication (e.g. a signal asserted to a specified state). Alternatively, the
indication can be implicitly communicated to the memory controller 104 by
“poisoning” a check code that is used to protect communication over the serial link
106. An example of a check code is a cyclic redundancy check (CRC) code. To
protect data transferred over the serial link 106, the communication interface 108 can
produce a CRC code, which is calculated based on the content of the data to be
transferred over the serial link 106. The CRC code can then be provided with the
actual data over the serial link 106. At the memory controller 104, the memory
controller re-generates the CRC code based on the received data, and compares the
re-generated CRC code with the received CRC code. If the CRC codes match, then
that means that the data transfer over the serial link 106 was successful. However, if
the CRC codes do not match, then that is an indication that a data communication
error has occurred over the serial link 106. Poisoning the CRC code refers to
deliberately making the CRC code wrong or invalid such that the CRC code
comparison performed at the memory controller 104 in response to the received data

would result in a determination of a data communication error.

[0022] Once the ECC logic 114 detects an error in the data, in some
implementations, the ECC logic 114 can correct the error, assuming that the data
error is of a type that is correctable using the associated error correction code. For
example, the error correction code associated with a specific collection of data bits

can correct up to n bits of error, where n = 1.

[0023] When the memory controller 104 receives the indication of failed transaction
(either explicit indication or implicit indication as discussed above), in some
implementations, the memory controller 104 can retry a read of the erroneous data.
In response to the retried read, the communication interface 108 can provide the
corrected data (corrected by the ECC logic 114) to the memory controller 104.



WO 2014/158130 PCT/US2013/033679

7

[0024] In alternative implementations, instead of the memory controller 104
performing a read retry in response to a failed read transaction indication, the
memory device 102 can send the ECC to the memory controller 104 if the ECC logic
114 detects an error in the data that can be corrected. In such implementations, the
ECC logic 114 does not perform the error correction—instead, the error correction is
performed by the memory controller 104.

[0025] The memory controller 104 can stall the return of data to a requestor (e.g.
processor or other requestor) until the memory controller 104 has completed the
error correction of the data. Furthermore, in such implementations, the memory
controller 104 can proceed to correct the data stored in the memory device 102 by
writing the corrected data back to the memory device 102.

[0026] Fig. 2 is a flow diagram of an inline error detection and correction process,
according to some implementations. The process of Fig. 2 can be performed by the
memory device 102, for example. The process reads (at 202), in the memory device
102, data from the memory cells of the storage array 112 in the memory device 102.
The read data is transferred (at 204) over the serial link 106 to the memory controller
104. While the transferring of the read data is ongoing, error detection of the data
read from the memory cells is performed (at 206) by the ECC logic 114 inside the
memory device 102. In other words, the error detection of the read data is
performed concurrently with the transfer of the read data over the serial link 106.

[0027] Fig. 3 is a block diagram of an example system 300 according to alternative
implementations. In addition to the memory device 102 and the memory controller
104, a requestor 301 is also present in the system 300. The requestor 301 is able to
issue data requests (read requests or write requests) for accessing data in the
memory device 102. In response to a data request from requestor 301, the memory
controller 104 issues a respective data request to the memory device 102.

[0028] As further depicted in Fig. 3, the communication interface 108 in the memory
device 102 includes a buffer 302 and a parallel-serial converter 304. The buffer 302
is used to temporarily store data that is read from the storage array 112 that is to be
delivered over the serial link 106 to the memory controller 104. The parallel-serial
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converter 304 converts data between the parallel format on the parallel link 110 and
the serial format on the serial link 106.

[0029] The memory controller 104 includes error handling logic 306, which is
responsive to a failed read transaction indication 308 from the memory device to
perform an error handling procedure. The error handling procedure can include
sending a read retry 310 to the memory device 102, to perform a retry of the data
read. The error handling procedure can also alternatively wait for an error correction
code to be received from the memory device 102 for use in correcting the received
data. Also, the error handling procedure can include performing a write of the
corrected data back to the memory device 102.

[0030] By using techniques or mechanisms according to some implementations, data
correctness can be checked without adding to the access time latency, except in
situations where an error occurs, in which case extra time would be added to
perform the data handling procedure to correct the data error. When there is no data
error, an error correction code does not have to be provided from the memory device
102 to the memory controller 104, in some implementations. This can reduce
consumption of the data bandwidth over the serial link 106, since error correction
codes do not have to be provided in non-error situations.

[0031] In the foregoing description, numerous details are set forth to provide an
understanding of the subject disclosed herein. However, implementations may be
practiced without some or all of these details. Other implementations may include
modifications and variations from the details discussed above. It is intended that the

appended claims cover such modifications and variations.
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What is claimed is:

1. A memory device comprising:

a communication interface to communicate over a link to a memory controller
that is external of the memory device;

data access logic to read data from memory cells, wherein the communication
interface is to output the read data through the communication interface over the link;
and

error correction logic to perform error detection of the read data using an error
correction code associated with the read data, wherein the error correction logic is to
perform the error detection concurrently with portions of the read data being

communicated over the link.

2. The memory device of claim 1, wherein the link is a serial link, and wherein
the communication interface includes a parallel-serial converter to convert between
data of a parallel format used internally in the memory device and data of a serial
format used on the serial link.

3. The memory device of claim 2, further comprising a parallel link in the
memory device, wherein the error correction logic is to receive the read data over the

parallel link from the memory cells.

4. The memory device of claim 1, wherein the error correction logic is to output
an indication of failure to the memory controller in response to the error correction

logic detecting an error in the read data.

5. The memory device of claim 4, wherein the failure indication includes a signal
asserted to a specific state.

6. The memory device of claim 4, wherein the failure indication is provided by
poisoning a check code associated with transfer of the read data over the link.
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7. The memory device of claim 4, wherein the memory device is to receive a
read retry from the memory controller, where the read retry is responsive to the

failure indication.

8. The memory device of claim 4, wherein the error correction logic is to output
the error correction code to the memory controller in response to detecting the error,
and to decline to output the error correction code if no error is detected in the read

data.

9. The memory device of claim 8, wherein provision of the error correction code
to the memory controller allows the memory controller to correct the read data using

the error correction code.

10. A method comprising:
reading, in a memory device, data from memory cells in the memory device;
transferring the read data over a link to a memory controller that is external of
the memory device; and
while the transferring of the read data is ongoing, performing, inside the

memory device, error detection of the read data using an error correction code.

11.  The method of claim 10, wherein the transferring of the read data over the link
to the memory controller occurs prior to completion of the error detection of the read
data inside the memory device.

12.  The method of claim 10, further comprising:
determining, by the memory device, whether error exists in the read data;
in response to determining that no error exists in the read data, declining to

send the error correction code to the memory controller.
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13.  The method of claim 12, further comprising:
in response to determining that error exists in the read data, sending a failure

indication to the memory controller.

14. The method of claim 13, wherein the failure indication is an explicit failure

indication or an implicit failure indication.

15. A system comprising:
a memory controller;
a memory device; and
a link interconnecting the memory controller and the memory device, wherein
the memory device comprises:
a communication interface to communicate over a link to a memory
controller that is external of the memory device;
data access logic to read data from memory cells; and
error correction logic to perform error detection of the read data using
an error correction code associated with the read data, wherein the communication
interface is to output portions of the read data through the communication interface
over the link prior to completion of the error detection of the read data.
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( INLINE ERROR DETECTION AND CORRECTION PROCESS )

READ, IN A MEMORY DEVICE, DATA FROM
MEMORY CELLS IN THE MEMORY DEVICE

~—202

TRANSFER THE READ DATA OVER THE
SERIAL LINK TO THE MEMORY CONTROLLER

~—204

WHILE THE TRANSFERRING OF THE READ DATA IS ONGOING,
PERFORM, INSIDE THE MEMORY DEVICE, ERROR
DETECTION OF THE DATA READ FROM THE MEMORY CELLS

~—206

FIG. 2
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