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R BASED DEVICE SECUR

H

BO2)  This spplication s related to the foHowing pending LA, Apphe
_ ap i}

HUE KEYS AND APPLICATIONS
i, 26 sﬁ, as US2006/02100824A

CINTEGRATED CIRCL

204743 A1, which are als incorporated herein by roference,

fited on Aprild 2{'}{}3, mibiished on

Background

03] This tnvention relates (o use of signal generators for devive seaurity,

10047 Seeret Kevs or other values embedded in devices such ay mtegrated oivcuits {chips)

sesd 1o authenticate the devices. Ag example of such an mpr@m% uses @ seorst Koy

emmbedded in g ymart card, Thiz secret key 13 not iatended to be read out, but can be ysed

W

decrypt messsges sent to the emart card, A service provider who knows the secrel key can

authenticate the smatt card by asking it to decrypt an cneryptod message or using other

£

cryptographic protocels that vertly that the smart sard possesses the key, The secret key

et

t o that an adversary cannet duplicate the key and assume & false

I603)  Authentication of integrated circuits has been suggested using device characteristios
that vary from devise to device b m.d\ on variation in the fabrication process. Some such
&p;s aches, which are based on cireuit delay ave desortbed 1 ULS, Application Publication
US2003/0304743A 1, diled “Anthentication of Integrated Clrouity,” wiich s incorporated

herern by referonce.

&)
"

J0867  Oue approach o generating a key that 1s desertbed 1n USZ00N
measurentent of a frequency of a self~oseillating cireuit. Another approgch os

3

the measared frequencies of two selftoscillating circuils. Use of & rativ provides stme

compensition oy vartations that are due, for example, to eavironmental condifions af the
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Summary

{0871 Inone aspect, o general, subsets {e.g., palrs, three, or more} of maltiple signal

i embodied 0 a deviee are selocted, and then s volatile value for the device

SETETRGE o1t

rom the selected subsets. The signal gensrator circuits may each comprise an

the sefection of the subsets may be scoording 1o a comparison of the

o
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cutts, for example, according 1o 8 comparison of outpud

O8] In apother aspect, in general, an integrated cironit includes multple ssgnal generstor

gnal generalor cireuits Bor opiptting o

fech

errpuits, and selection circuitry coupled o the st

selection of subsews of the plurality of signal generator circuits. The cirenit alse includes

%

voiatile valune generator coupled to the signal generator circuits for outpatt

1 -
geoonding {o the selected subsets,

HHT In anothor aspecy, in gcne‘-uii software stored on compuier-readable media enables 2

A
devive to perform functions including selecting subsely of a phurality of signs! gonerator
civoutts emtbodiied in s davies, and generating the volatile value for the device from the

1elude data for confipuring programmabie cironitry to

porform the funchiows {eg, a pcnomi ty mabeix for and FRPGA), or may inclade ins&;‘z;acm}s};%

- u:iu’*ivﬁ‘ i device spectfication for {abrig:aii,ng the device,

HYEG]  In another aspect, i general, subsets of aset of sigmal g

orater girsuis embodied n

U
ot

a device are selocted, A velatie valoe is then generated for the device from the seleoted

subsets,
1Y Aspocts can include one or more of the following featurss.
{121 Thoe signal generator circults compriss oscillators,

{13 Each subset conssts of @ par of clrowts.

subset comprises a pair of predetermuned groups of two or more circaits,

,.;,

By

HHST  Informestion characterizing the selection of the pairs is stored, for example, in non-

volatile form on or off g device hosting the cireuits,

{6} Error correciion information 1s compuied from the generated volatile value, 1

grvor control wiiormation is stored, for example, either on or off the device.

v

T The dovive w authenticated ustug the volatile vahue, The device may also be

bt n

Hiy anthenticater! usine renaated re. “ o e
repeatedly authenticated ysing repoated re-generation of the volatite value, A cryprowraphie

< ile
provedure-can slse be apphind o data at the device using the volatide value,

i
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0881 The volatile value for the devive is re-genergted from the selected snbsets, Re-
ng

generating the volatile value can include using stored information characterizing the

selection of the subsets of cirautis, Re-generating the volatile value can wclode uaing

grror correction mlormabion conyuted from the generated velatile value,

£

of clrouits and gonerating the volgtile value g

nformation characterizing the selection of the subsets s performed as part

af an enrolment procedure,

ke

21 Genormiing the volatile value inclodes genceating s difforent portion of the value
from sach of the selected subsets, For example, a difforent bit of the value 15 geserated from

each of the selected anhsels

coted according 10 an anticipsted ervor rates associated with

sircutis, For iﬁ.‘*{i.’n’}}{}fﬁy the subsets are selected according to a comparison of esciiiation

veguencies of the subsets of cirouits. The subsets with escillstion frequencies that difter

O“
’fa
=,
[
£
-
]
[

according to a 'mdm od criterion may

{124} In another aspoct, in general, an integrated orcutt inchudes v set of signal generator

5}
{“}

cirouits, and seloction cireutiry coupled to the signal generator ©
selection of subsets of the signal generator cireutts. The cirewt als
generator conpled {o the signal generator ciroutts for outpuiting an &

{1281 Aspects camn inghde one or more of the following features.

{126 The signal generator clreuits comprise osciliators,

<

271 Theintegrated oirouit includes an interfaee {o the ciradt for providing amd fo

retrieving the selection of subsets of the plurality of signal generator cireutts, For

the interface §s an juterface to an external storage to the oromt.

eprated civeud! includes an error correction module coupled to the volatile key
ared correct the value owtputted from the volatile value gensrator accaszfgiing;
{oy ervor conired informgtion. The cirewit can inclonde an interface 6 the cireutt for providing

ek
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and for rotrioving the error contro! information, for example, from an externs! storage, and

the cirout can mclode 2 storage for the ervor control information,

{138 In another aspect, my general, sofbware 1s stored on computer-readable madia for

enabling a device to perform all the steps of any wethod set forth above.

N

HIZ1]  Insnother gspect, in general, soflware 18 stored on compuier-readable media
enabling or uu’\:mg a device to select snbsets of a plurality of signal generator circuils

gmbodied in g device, and to generate a volatile value for the device from the sefected

suhsets,

W32 The software may include data for configuring progeammable cirowiry {eg, an

NI

tabricating the

w
2]
ol
"‘5

FRGA) to pertorm the funchions, or for generating a device spectficatior

{833} The software may include instroctions for causing 2 computing system to perfarm

W34]  In snother aspect, in general, a device 1 configured o perform all the steps of any of

{93581 Aspects can have one or more of the following advantages

1936] A wnigue of relatively uniq‘ue and unpredictable value can tw goneratod on a device

and idwwg nerated withow disclosing the valoe, This permits authentication and

sgraphic procodures on the device in & seoure manner, The value does

¢ i wdentiy the device, but rather provides a &i{:grae of unpredictability

X

of the value that 1s used as # basis for the seourity of the dev

{0371 Other featwres st advantages of the invention ave appatest from the Rollowing

deseription, and from the clatma,

Deseriotion of Drawines

38 PG s a blook diagram of a bt generator.
HI39) FIG. 248 a blook diagram of o multiple-hit generation approach,

48] FHY 3 s a How chart of & pair selection process,

W41 FIGR. 44 and 48 are block diagranms related to enroliment and ran-time use,

respectively, of & multiple bt generator,

{42} FIGS. 5 and & are embodiments of a bit generator,



LA

B

Lok

WO 2007/087559

signal ponerators, The s o‘imi valus may, for exalmpie,, be

dov

vk

device on which the value iy generated or temporarily

N

tee andr o erypiographic procedures (including ans ‘sm- oatinn &

i

3 ':’,i‘-;mi enerat are setf-oscillation cirowits {e.g. ring
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ue that s fransient, for example, not being retamed when power is s
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38 {,‘ \.:;ex‘% £

virdiong,

» the volatile value 1 used as a volatile key for eryptographic purposes.

T

oseiigtors), which

more detall below, A “volatile” valoe, such as a binary key, refersto a

<

removed froma

storved. That 1s, g volatile value iy not

stored 1y & hingry fonm, for example, using Rusible hoks orina dm.mmﬂ‘s}, writeable read-

'\15

o

memory, such that the value can be defermined from such a store

S P RPN L S B 3 } MY RO R ‘i 29 ! 1 i e Sttt perd bas W pe e vty
gnenicies of the selfoscillation gireuits can be used 1o generate and repeatediy re-generat

& volatle value sssociated with the device, without that value being discoverable Fom none

ol

I

atite values stoved on the device or from values that are exposed vutside the device,

10441 o some examples, cach of the ning oscillators hes the sume des

fgn, such that absent

fabwrication-related or cnvironmental varfations, each of the ring vsorliators we

expovted to have the same frequency. For example, cach ring oscilla

8 loop that include

o~
(&3

nm

>3

a fixed number {e.g., five) inverters that osciliale s

e

{845] Referring to FIG. 1, some approaches o generating & volatile ey

bit

Y

generator 100 that inchudes an gactllator civeuit 110 that ind

&

gaciilators 112

signad 8 d

pRets:

division 857 8L

46]  Reforing to FIG. 2, s multiple-bit generator 200 makes use ofy

srHators,

o passes the Lu;:m‘mndnm pair of penodic signal

4

“:i i‘foqmnc‘«,\ of the signals {o.g., subtraction 8~ &, oy

s nsoiblators, with each paiy mzcratirzg ope bit 222 of ax

&

sontrol nput can be deternined, for exanmple, fro

ihle paivy of inpuls, or some i:g'z,ii\:‘ak:nt data repy

sof osoillators 1o ose 1o generate cach 0§ thy corresp \;:ding’ita'
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v 130 The frequency cotaparator 130 outputs a quantity charseterizing

alternativaly

A one bit output by i set to 1188 > § and O otherwase,

i

si a bt mask of the

eseriation.
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{0471 Refornng to FUG. 3, asis discussed further below, the seleotion of which pairs 1o use
for the control mput B may be based on an corollment time generation of some of alf o the

N{N-1) guantities &y 310 chavacterizing the difference in frf;\@r:ca}m es oof the ring oseillat

\-./

ey

for a parieniar device. & pair selector 300 is apphed to these differences 1o generste the

controd nput B 210 or ap equivalent specification of the pairs {o use in generating the

ks kS

m
nrn,
&
.
A
7
ot
i
[
o3
b
o
e
oo
=
T
Dyscd
=
T
st
ot
e
7
oy
,
o
.
o
4
.
ol
P
&=
josd
L%
4
s
4
s
T
=.
foaes
=

ment phase, enrollment cirauttry on the device

pist
-
ok
b
&

moiudes the powr selector 300 ag well as the multi-hit generator 200, which depensds or
seioction R of pates of oscillators, The selettion R, or a guantity that allows régeneration of

o35

Rowithout disclosing R 13 8 non-volatile manner, i3 stored on or off the device. The volati

key B isused an the device, for example, by security envollment logie 440, Gptionally, an

(-‘,
o>
e
74
b2
-

grow oorresting code {ECCY module generates error correction Grformation &, which 1

stored onor off the device.

~

{8491 Referring 1o FIG. 4B, in a use phase (L., af “run time™), the gquaniity B s passed o
the multi-ht generator 200, which generates B which is o version of B with possible bit

errors. This gmf%:‘ai‘ed value i passed fo an ervor correction modude that makes use offthe

saved orror covrection information E o generate 5 which typically matches the valug of B

e

generated during the enrollment phase. This error corrected value is then used, for example,

o~

by secuniy nun-time logic 430

[B88]  In general, given N oseillators on a device, there are NE(N factorial} difforent

orderings of the freguencies of the N oscillstors. Each crdering s egually BRely assumin

that the freguescics are independent, Therefore, the N{N-1} pairwise compurisons of

frequencies provides logp{ND indepetdent bits of information. For example:
N Pages (=N{N-1} bits {sdogNTH
35 SU3 133
28 812 716

fO511  In practice, for a particedar dovice, Biis avxuaﬂm from comyprarisas of o
of oscillatory extabit different probabilities of error (Lo, Hipping of that ) between

=

fment and rup-time use. For example, two O\LJEaW that have ghmost identica

SIS

Troguencivs may on one use {e.g., onroliment} have one ordering, and on another use {e.g,

-

frava
to

at run timey have the opposie ordering. One approach to handhng thia phenomenon s te
use the error covrection approach cutline abovee fo vorrect sucl errors. Broanse ¢ Hmited
pumber of pairs of escillators will have sach close frequencies, a limited number of such by

b

errors will have o typically be comected.

wfin
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{8521 Another approach to address this effect sssentially wses 8 predicied evvor rate for

stermined during the covollnent phase and uses this

o
Pt
o
£
]

partteptar pairs of oseiliaton

N

prediction i the selection process for pairs of oscillators. For example, the frequency

differonees A are nsed as proxies for tha crror rate, with small differences between

frequencivs being uses as a prediction of a hgh error rate.

HIS3]  Solection approaches, some of which are desertbed below, can reduce the arror rate
it possible to avoid the need for an error correction phase al n;t:‘im or ot least

allow use of » shmplified ervor correction appreach, for example, that may be sinpler thus

use of a BOH error corvection approach,

1054

osciifators $12. The outputs of all the oscillators are fed to two multplexers 524, which

S, an implementation 300 of @ bit gencrator makes ase of]

1 by .
ring

ogether select the outputs of & paar of the oscillators. The ouipnt of cach of the muliplexers

is fod wy g counter 3300 At the end of & sampling interval in which the counters start at a
conron connt {e.g., zero}, the outpuis of the counters we passed (o & comparator 540,

which defermines the output bit value according to which counter has a targer value. The

puplomentation MH can be used to tme-serially generate multiple nts with different controd

P X
inprut values selovting the escillator signals to feed o the counters for each bitto b

generated. Altprnatively, mudiiple mstances of the selectors and counters can be used in

generate muthiple by concurrently.

W

Reforring 1o FIG. &, in another taplementation 600, oscillators 612 are placed ong

device in pairs {e.g, adiacent or In close proximity to one another), and #is a difference

e

{e.g., absolpte difference} in freguency between the two oserllators of such a par of

AN

£

gscillators, rather than an absolute i‘}:‘aquenc\; of pne escillator, that iy compared with the

difference of another pair with the pairs being selected sccording to the contrgd ;zlgmts, For

be due o operating { es?npefsﬁ‘ium vm'iati{ms across the chip, Such g vend can result o

degree of predivtability {or squivalently fower probabilistic entropy} of the relative

frecueencies of different osoilators, The systematic skew may smpdy that more ring

escillators are needed to generate a Certain numbor of napro j@i‘i’ibi*’ bils.

Hise]  Somwe fbrication approaches may be more sesceptible to systematie skew, For

eoample, sydiomaiic skews may b less stgnificant in ASIC implempniations than tn FPGA
implementaiion. In examples of ASIC implementations, each dimension of the tiag
gsciator arrsy may be FO-T000 times smaller than i FPGA tmplomentations, whach may

reduce signifivance of the skew effect as compared o other localized faclors.

~
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{6371 In some examples, the mechanism thudtrated i FIG. 6 essentially eliminses

systematic skow such as mgy be found in FPGA ifﬂpkﬁ"tfﬂmi\\»i% This mechanism

reduces/oliminates low fraquescy systematic skew by using the distance D =P - F2}

hetween freguencies of adjacent ring oscillators ustes d of ring oscitltor freguencies
themselves. These distances, or “delie” frequencies are compared to generate Roy bits.

{038]  The implomentation shown m FIG. 6 has N pairs of osvilfators 612, & control input

e
"“s’
]
s
70,
4«1
jose}
[
[
o
ooy
o
3

cases the signals from one pair {e.g., from nng oscilimtors 1-A and 3-8 throug

30 and the signals from another of the pairs g, KA and ko

B 1o fwo other countérs 8380 A sunnmer 8§35 takes the difference bebween the differonee

pgd
~
Lo
o
fos
-
mv‘
puso
xd

Beteeson the counters from each of the pairs. That s, 8 Cl-AT reprosents the count e

sefosted A counter fromn the 3th paly, then the summer computes UU-ACH-E

J

{1593 i oxamples of approaches to selecting the pairs of escillitors {or in the ease of

approachos such ax shown n PG 6, pars of lecalized oxcillator patrs} for generation of

successive bits m g key value make use of measurements relatest to the oscill

chargeienstics o a particalar device, This selection can be done intemally

withont nocessarily disclosing the selected pates outsido the device,

o

W6} In g first oxample, an ordenng of the frequencies of all the ring osoillators
wentified on g chip to generaie the bits ofthe m‘m‘n‘ae Key, In examples ur which there are N

s.‘im—; oscillators, the frequency of the i oscillator is denoted £,

-

I'o find the ordening of't

cacillators, ¥ processing slenas on the obip sompare
and generates Tl > § 3 # 1 otherwise . This s

N ving oscillators, which effectively represent NN fae

3

foma M lndependent .

f061] In an cxperiment in which all pairs were conpared, the probebility of g fipofabit
WK s.t(}frgxmr xd according 1o the frequency separation of the oscillators ssed {o generate the

s. For osciliators with § inverters the bils generated by osciliator pairs that

have freguencies move than 2MH: apart were essentially ervor free,

f3621  Another example generates bits oply from pairs of cscifiators that have frequencivs

~

HY ek Trr ods ¥
that are suffiviently differen

. difforent by at feast 2MH2} such that they generate

baas
e
v
{i:,
>
~

yesponse bits that do not necessarily veguire additional error correction schemes, Quiﬂg an

fosiy

enroiime ;i‘m s, the frequencies are compared, and dats representing the Hst of sufficiently
separaied pairs i stored on or off the device. A challenge to applying this mxngﬁs of oaly
using “robust’” pairs (0 gonerate response bits is to ensure a device will ose e same set of

p

pairs oven with eovivonmental varfations without leaking formation i the data stored on
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‘iaf:ing wsed to gencrate the volatile key. The wentification of the os
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ar off the device. For example, o device can generate a bitwveetor {Le., one bit for eack (1,1

%

oscitlator pair} during an enroliment phase, which indicate whether o use each pair or not

<
¥

However, deperding on how this bitevector 1s stored and acvessible, information sbout

SE

which ring oscilisfors are close o each other may be exposed.
{631 T another example, the freguency of cach ring oscillator s compared o an average

frequency of vl the ring oscillators. H an oscillator is faster than the average, the response

agsociated with that oscillator ts 1, otherwise . Therefore, in this example, N bits are

seneraied from N esciilators. A subset of the oscillators is selgeted according to how
difforent thay §

roquencies are from the average, with the sscillators close to the smawa 1t
Hith rith

«.G

suffictently difforent than the average can be stared on or off the device and kater used )
regenerate the volatile value, Note that this identification inlprmation doos not rovea any

mtormation whether any particular osciator is faster or slower than the average frequency.

1364]  One possible Hmitation of this example that may onbweigh advantages (such as less
revealed information) m some applications 15 that response bifs may not be untormiy
distributed. Becaose o it is gonerated by comparing a ving osciilator froquensy with the

::a\f%ts‘age obtained on the chip, response bits from ditferent oscilfators may be corrslated. For

example, {F there are only two ring ascillators (n=3}, then the average fre
hetween the two ring oseilator frequenvies, resulting in the response of either 10 or G, bt

wet Q0 or 1l

1065] Svme examples follow the gencral approach flustraled in FIGS. 44-8, but have a

goal o replace the errov correcting usd or 1o reduce the complextty of the ervor vorreching

cade by reducing the ervor rate, For calibration, a chip generates error reduction {oorrection)

&

information {8} as well s a response {B). To re-peperate the same respotss, the chip is

deen the same error reduction wfonnation,

s

e6]  In some examples, for calibration of ¢ device with N oscillators, an Nt

-

generated that mdicates whether to use cach oscillator or not. For examaple, a bt in the masy

pery
P
it

is sey i the corvesponding oscillator frequency is oo vlose to the average or the

correspording {¢.g., adjacent} palr consists of oscillators with very close fv s;};.e-na;ties. For

Yy T Faee Ny S PRI oY s ol £ oagr et o ot
re-generation, only oscilistors or pairs whose mask bit is not set gre used,

R

{067] I some examples, for calibration of a device with N osciilators, an M=NA{N-1¥

oo
4

atask iy generated that indicates whether o use each pawr of cscillators or not. The b_ii 1§

¥
EHR

-

set if the eorresponding palr consists of oscillators with very close frequenuies;, Ophionally

i order 1o prevent adversaries Hom guessing the ordering of oseiilators from the mask,

some additional hils of the M-bit mask are randomly set so ¢

o
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) n
H

close or not. For re-generation, enly oscillator pairs whose mask bit

¢
G
g
x
*
32
A
po/
b
TR
o
piH
fased
T
L
his
v
s
o
e
gl
bl
o
3
7
e
et

s ot set are used. The mask bit can be compressed to save storage space.

[06R]  In some examples, rather than storing a bit vector or g compression of the bt veetor,

o
a guantity that can be used © generate a bit vector 18 sfored, snd the bit vector is generated

when needed, For examiple, the quantity can he a seed for g pse-:u.d{}vra;udﬂm nomber
generator, such as 8 Linear Feodback Shutt Register {LFSR). In order to generate a suifable

&

bitvecior, a manber of seeds can cach be tested according to the quality of the resulting bit

vorior measured gecording fo the guality of the volatile value that is generated. For
example, for a particular seed value, M osedlator pairs are gonerated fram the seed, and the

of cach hit error on re-peneration of the associated M-bit volattie value is

pas

wated using the ditference between the compared esciliator fregoensies. The error

probahibities for the bits 1o the volatile value are summed fo get the expected number of bit

errors for the value as a whoele, The tmtiad seed is changed, and the process s

cod that produees M response bits with lowest expected nomber of errors

3
3

seed is publicly stored on or offechip, essentially serving the function of the pair

(R 1n FIG. 440 An BOC is optionally chosen based on the expected number of srrers.

0651 I some oxamples, the possible oscilfator pairsare splt in g
868y | t thic N¥N-1¥2 Hator ¢ pli i

predetermined manner into B groups, each of which has K oscillators (Le, N¥(N-11

N

M
-
E2

.,/
o
=
o

e a

pooc

34

']

& i

g

<

‘i‘i.vii(}‘ﬁ_, a (K1} bit vector is genernied per group. The (K1) bils m the
vegtor m a proup iz obfained by XORing a bl generated from the Hirst oseillator pair ot the
group with cach of the 2 i’.’immgh K bits generated from the other pairs in the sume group,
These P i%x svectors are publicly stored one or offechip. Duoring re-generation, the bits

e oseilator patr are generated. For a given group, the (K-1) bit vector 1s ggain
with the stored (K-1) bit vector for that group. Majority voting over

or is usad 1o determine 1f the b generated fromg the first paw of

(

{I70]  To claborate, consider that we have K= 4] and & particular group corresponds pairs

that generale bits ri} 2, 3, vd, We generate vl xor 2, r1 xor o3, vl xor od, and store i away

1, Druring ve-generation, the oniginally gencrated bits

&

known with corlunty, and the same pars gonerate new bits v, £27 0%
ustng 1" in place of vl we then compate {r xor v2 xore2™), &1 xor v3 xor 37}, and & gor

w4 xor v} aned use the majority vote of these three bits as the re-generated vabue of vl

{0711 In some soamples, the N oscillatory divided to form M groups, each of which

S
o
per’
24
i~
3
o~

o

conaists of K oseillators (N & M*K}, Groups are detormined at an enrolient tin wWay

that oserlator frequencies across ii.{‘}‘hrem groups are as far apart as posasibie, The C’S&‘.iiiami‘

fregquencies within g geoeap are close to gach other, In order 1o schieve this, seme nseiliators
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can be oliminated (not included in any group). Teo generate bity, the groups are compared by

palr-wise comnparisons and majority voling. That s, the fest oscillator in a groupg A i3

cornprred o he st i another group B, the seeond oscillator in group A is compared to the
second i group B, ole. A mugiortly vote is taken in order to determing the response bi. That

4 3

i, each puir of groups generates one bit of the volaitle valpe aecording to whether the group

L-.s

as & whole has o higher or lower freguency.

{8721 In seme oxamples, an orror correction gpprnm‘i; 1% tattored o acvouns for thy
different probabalivy of evror of each of the bits 1 g re-generated volatile valoe, For

sxample, more redundant s ave used to protect bits that are wmore hkedy to be erroneoas.

This optindzation can lsad 1o a soaaller total sumber of syndrome bits {(E)

siue i stored, To re- s:cmmt > bty of the \f(ﬁsiatéﬁie ‘;-’Eﬂi'it‘ { B:}, we first respeneraie the value

&

{8}, which ceuld have errors in a few positions in comparison to the cslibr

Given that we have knowledge at re-goneration time of the positions thal are Hkely w have

"
3

errirs in the re-gonersted vales, different 071 combinations of the poientially ervoneous by
are tried, for cach try computing the hash and compars with the stoved hash to see ff we

v

have eddained the value B, This search continues until the value B is a_,wv*md

{74]  In somve oxamples, error control information (B} andfor selection information (X} s

not required 1o be stored. Such oxa 1p§ , ay have advamasges becguse devine speciiic

o
]
T
,..
oo
ot
(b'
e
K.«
M
U
ol
e,
,4
m
&
el
sty
o
=%
)
)
s
[
pid
h-l

miormation

78] In some sxamples, the bits generated from pairy of oscillators are determined based

om o comparison of their frequencizs with an offset. In one sueh sxample, 8 pair of

¥

,.

oscillators (1,3}, for i+ j may generate a | -6 < +t otherwise O In snother such

1

example, 8 pair of oscillators (1,43, for 1 # j may geperate a L > 8+ ¢ otherwise O

ii??{ai Hmbodinunts of sppreached describad above can pse o variety of chip technologies.
“or example, oscilistors can be placed on & FPGA (field programmable gate armay) or

{‘icsigm:s;i it an ASIC {application speatfic nﬁcummi circuit}. The characteristics uf the

,jm
'.’.';.,
&
"3
%
5
Cia
%
s
5

oscilators, such as the within-chip, across-chip, or teraperature or voltsge

vartation of oscibiator frequencies can be used to predict performance. For example

¥

vate of the vola tiie’: kovs can be predicted hased on fabricaiion process chargotorisiics 0§ the

s

~y
r§.‘
2

he predicted performance can then be used 1o select

¥

devices hosting the oseillators.

i~

sumber of peeiilniors or dc:grea of error correction that 1s seitable to achieve desired

¥

charaeteristios of the volatile values that are regenersted on the devices,
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3

77 Approaches desoribed above can be combined with approsched described in the
coperiding applivations that are meorporated inte this document by reference. For example,

¥

the volatile value generated by the oscillators can be combined with o challenge

t

oxontid

pre
tor the device Yo produce a response to the challenge, As snother example, the volatile value

cant be wnod (o genorate publiviprivate ervplographic key paar, such that the private Rey i

a0t disclosed sutstde the device

iors can be used

78] The approsches deseribed sbove for selection of patrs or ring ozl
for selection of subsets of mors than two oscillators or for selection of signal generators

by than osctliators, Alse, other characteristics than frequency of signal generators may

{079 Approached deseribed above can be implemented on a device in dedivated logie
circritry, using a processor controlled by stored instructions, or & combination of dedizated
cireuitry and processors. The ingtructions for @ processor may be stored in g machine-
readable medium {e.g, ROM) on or off the device. For exampie, the processor may

f:i{}ﬂ“i}i??’::SG a general-poarpose processor core that wses mstructions that are stored off the

device to control oseillator selector carcoitry and provesses cacilation counts 1o determing
the Wity of & volattle vidue, Storage of values, sueh as selection information o ervor control
iz'fn'z‘fi:)m'izzst&3‘;25 arr use @ variety of technologies, including fash memory, electrivally

ad-cnly mugmory, Tusible links, ote. Some implementations can be representod as

Wit
instructions or data for configuning a FPGA, or w fustructions or data {eg., Vertog) that s

t

unsed o speatty a irout design of an ASIC

BR8] 1w in be undersiond that the foregoing deseniption s Intended o Glustrate and not

to Hmit the scope of the inveution, whith is defined by the scope of the sppended ciatms.

Other erubodinents ave within the scope of the following clamms,
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T T R T
rality of signal generator Sircuits embodied in g device; and

o T

generating & volatile value fur the device front the selected subseats.

The mothed of clatm 1 wheremn the signal generator cironits comprise oscillators.

o«

The method of elaim | whersin cach subset consists of a pair of cirouts,

3
3

The methed of claim | wherem gach subset comprises a pair of prodetermined

The method of clamm | further comprising:

rixing the seloction of the subsets,

=
3

storing Griotmation che

-

Fhe method of laim 1 further comprising:

storing ervor correction nfbrmation computed from the generated volatite valoe.

7

Tl st e
The method

of claim | further comprising:

oy

suthenticating the devics using the volatile value.

Fhe methed of cladm | further Comprising:

$HN

applyving 8 eryptographic provedure to data at the device using the volalite val

=

device from the selected subsets,

The method of glatm © whereln re-generating the volatile valpe includes using stored

X
taitd

mformation chavacterizing the selection of the subsets of circutts.

ot
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¥

11 The method of claim © wherem re-generating the volatide value includes nsing stored

X3

ervor correciion infprmation computed from the generated volatile value,

12 The method of claxm | wherein selecting the subsets of cirouits and genevating the

bes
2]
1 v
o
e}
]
%
T
b
s

volatibe value are performed ag part of an enrollment procedure.

5

13 The method of clatm 12 forther comprising storing udonmation charactenizing the

seloction of the subsely as part of the envollment procedure.

sthod of daim | wherem generating the volatile value includes gonerating g

)
s
-
g
poos
<y
L5
et
o
.~4—

o e . P

different portion of the vadue fraan cach of the selected subsets,

ethnd of claint 14 whereln gonerating the volatile value miclndes generating a

Jifferent bit of the value front sach of the selected subsets.

N A PR T SR Ao S T ovrviag SERN ~§ Sy Gt oapye ag DT - Qe
i, Phe moethod of claim T wherein selecling the subsets includes selecting the subsets

according 1o an auticipated erroy rates associated with correspon
17, The method of claim | whereln selecting the subsets includes selecting the subsets

seconding to & compartson of the oatpots of the subsets of epromts

IR, The method of olaim 17 whereln selecting the subsety ncludes seleeting the subsels

according to a compartson of eacillation frequencies of the subsets of clruits.

19 The method of cladm 18 wherein selecting the subsely aceording to & eomparison of

N

Wation frequencies of the subsets of circnits inchudes selecting sy

»rr

ith oscillation

HE0ls Wi

e

freguencies that differ accordimg to a predefined oriderion

regrated Coivaut comprising:

fv of signal generator circnits;

selection olreuitey coupled to the signal generator civuits for outputting a selection

of subsets of the phaality of signal gencrator circuits; and
2 volatile value generator coupled 1o the signal generator clrouits for sniputting @

T

value according to the selected subsets,
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21, The integrated ciroust of claim 20 whersin the signal generator clrouits coraprise
oscibiators
2 The integrated efvouit of claim 26 further comprising:

an juterfaes 1o the cirewdt for providing and for retrioving the selection of subsets of

the plurality of signal generator cirenits,

o]
(2]
,

The integrated olreuit of olaim 26 further comprising:

“
¥ 1

- the selection of subsets of the plurslity of signal generator ciroutis,

o
e
b4
=
T2
&4
)
s
!'I,
P;l;
-/
by
o

24 The integrated cireait of claim 20 further compuising:

an error correction modale coupled to the wolatile key generator configured correct
ihe value outputied from the volatile value generator govording o error

controd information.

35 The integrated cironit of cluim 24 further comprising:
ars inderface 1o the cirenit for providing and for reirieving the error control
{ vaiin
28, rated circuit of elatm 24 further comprising:

storage for the ervoy control information.

softwars stored on computer-readable media comprising data for cansing & devies

selecting sabsets of a plurality of signal generator cireuits embodied fn a device! and

5
3

generating a volatile vatue for the device from the selected subsets,

38 The software of dlaim 37 wheredn the data comprises data for configuring

i1

programmable clreuitey to perform the functions,

gy

M The software of claim 27 wherein the data comprises instractions for generating 8

device specilication for ﬁii?’ﬁﬁ&ﬁi’lg the deviee.

rn

st

v
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3G, The software of elaim 2

=

7 wherein the data comprises instructions for causing a

computing system o perform the functions.
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