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AUTHENTICATION METHOD, APPARATUS AND SYSTEM USED IN 

QUANTUM KEY DISTRIBUTION PROCESS 

CLAIM OF PRIORITY 

[0001] The present application claims the benefit of Chinese Patent Application No.  

201510509537.5 filed August 18, 2015 to Fu, Yingfang, which is incorporated by 

reference and in its entirety.  

TECHNICAL FIELD 

[0002] The present application relates to the technical field of authentication, in 

particular to an authentication method for a quantum key distribution (QKD) process.  

The present invention further relates to an authentication system for the QKD process.  

BACKGROUND OF THE INVENTION 

[0003] Authentication is an important part of ensuring network security; effective 

authentication can guarantee the authenticity of two communication parties, the 

integrity of a message and the reliability of a source, and can also protect information 

from attacks by illegal parties through such means as forgery, modification, and delay.  

Both private key cryptography mechanisms and public key cryptography mechanisms 

are commonly used in cryptography to ensure the security, integrity, and 

non-repudiation of identity information in communications, and to resist identity 

spoofing attacks. Quantum cryptography is a joint product of quantum mechanics and 

cryptography, and has proven to provide increased security and eavesdropper detectability.  

Quantum cryptography employs the fundamentals of quantum mechanics and is 

irrespective of the computing power and storage capacity of attackers. However, 

conventional QKD protocols do not provide an effective authentication mechanism, so a 

QKD process may still be subject to spoofing attacks, man-in-the-middle attacks or 

distributed denial of service (DDoS) attacks.
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[0004] In view of the foregoing problems, the prior art provides the following two 

solutions: 

i. M.Dusek et al. is one solution that is characterized by a belief that it is 

unnecessary to authenticate all pre-determined information in a quantum 

communication process. According to M.Dusek, only pre-determined information that 

affects the correct determination of the error rate of quantum states should be 

authenticated, and all other pre-determined information does not need to be 

authenticated. As a result, M.Dusek proposes a quantum authentication protocol in 

combination with a pre-determined message authentication algorithm, and the essence 

of the protocol is to authenticate as few pre-determined messages as possible with a 

pre-determined authentication algorithm.  

ii. Another proposed solution combines the BB84 protocol with authentication. This 

protocol is different from the original BB84 protocol in that some bits in a randomly sent 

quantum bit string are set as specific authentication bits, the specific positions of the 

authentication bits are determined by an authentication key, authentication between two 

communication parties is achieved with measurement bases and polarization states of 

photons represented by bits of the authentication bits, and quantum states information of 

the authentication bits cannot be randomly sent and should be determined by an 

authentication key shared between the two parties according to a specific rule. A 

transmitter and a receiver set a portion of the shared quantum key acquired by each 

negotiation as an authentication key so as to realize the dynamic update of the 

authentication key.  

[0005] The foregoing two solutions can improve the security of a QKD process to 

some extent because both adopt an authentication mechanism, however, they each 

have certain defects: 

i. For the M.Dusek solution, the number of authentication keys pre-provisioned 

between two communication parties is limited, and the solution still adopts a 

pre-determined authentication technology without taking full advantage of quantum
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technology, so the solution inherits the risk of hacking and is vulnerable to spoofing 

attacks, man-in-the-middle attacks and DDoS attacks.  

ii. For the BB84 protocol with authentication, although authentication information is 

sent in the form of quantum states to improve the security of key distribution, as this 

technical solution requires choosing a portion of the shared quantum key acquired by 

each negotiation as the authentication key, that portion of the shared quantum key can 

no longer be used for service data encryption, and quantum key resources are wasted.
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SUMMARY OF THE INVENTION 

[0006] Embodiments of the present application provide an authentication method 

used in a QKD process, which not only provides a new idea for performing dynamic 

authentication in a QKD process, but can also effectively solve the issues of vulnerability 

and quantum key resource waste. The embodiments of the present application further 

provide another two authentication methods and corresponding apparatuses used in a 

QKD process, and an authentication system used in a QKD process.  

[0007] In one aspect, the present invention provides a method for quantum key 

distribution (QKD), the method including generating a transmitter authentication 

information bit string and a key information bit string, selecting, by a transmitter 

participating in the QKD process, a preparation basis for authenticating transmitter 

identity information according to a basis selection rule, sequentially transmitting, by the 

transmitter, a plurality of quantum states of a binary bit string including the key 

information bit string and the transmitter authentication information bit string, the 

transmitter authentication information bit string corresponding to the transmitter 

authentication information being transmitted in the form of quantum states using the 

preselected basis, receiving, by a receiver participating in the QKD process, the plurality 

of quantum states, measuring, by the receiver, the plurality of quantum states of the bit 

string corresponding to the transmitter authentication information using the preselected 

basis to generate the bit string corresponding to the transmitter authentication 

information and measured with the receiver, comparing the measured plurality of 

quantum states and the transmitter authentication information calculated using the first 

pre-provisioned algorithm, determining that the transmitter is authenticated when the 

measured plurality of quantum states is consistent with the transmitter authentication 

information calculated using the first pre-provisioned algorithm, determining that the 

transmitter is not authenticated when the measured plurality of quantum states is not 

consistent with the transmitter authentication information calculated using the first 

pre-provisioned algorithm, terminating the QKD process when the measured plurality of 

quantum states is not consistent with the transmitter authentication information
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calculated using the first pre-provisioned algorithm, wherein the transmitter 

authentication information generated with the first pre-provisioned algorithm varies 

dynamically in different QKD processes initiated towards the receiver, and when the 

measured plurality of quantum states is consistent with the transmitter authentication 

information calculated, randomly selecting, by the receiver, a measurement basis to 

measure received quantum states of key information bit string to generate a random key 

information bit string.  

[0008] In an embodiment, the following operations are performed after determining 

(in the receiver) that the transmitter is authenticated generating, by the receiver, receiver 

authentication information with a second pre-provisioned algorithm, and transmitting the 

receiver authentication information, and calculating, in the transmitter, receiver 

authentication information with the second pre-provisioned algorithm, and, when the 

received receiver authentication information is consistent with the calculation result, 

determining that the receiver is authenticated; otherwise, determining that the receiver 

is not authenticated and ending the QKD process.  

[0009] In an embodiment, the receiver further performs the following operations 

after determining that the transmitter is authenticated randomly selecting a measurement 

basis to measure the received quantum states of the key information, and disclosing the 

measurement basis through a pre-determined channel, and correspondingly, after 

determining that the receiver is authenticated, the transmitter performs the following 

operations determining a correct measurement basis of the quantum states of the key 

information, and screening an original key, and disclosing the correct measurement basis 

of the quantum states of the key information through the pre-determined channel, and 

correspondingly, after the step of disclosing, by the transmitter, the correct measurement 

basis of the quantum states of the key information, the following operations are 

performed screening, by the receiver, an original key, and acquiring, by the transmitter 

and the receiver, a final shared quantum key through bit error rate estimation, error 

correction and privacy amplification processes.



6 

[0010] In an embodiment, the first pre-provisioned algorithm includes: calculating 

the transmitter authentication information according to transmitter identification 

information and a synchronously changing parameter according to a preset policy by 

both the transmitter and the receiver; and wherein the transmitter identification 

information on the receiver side is pre-provisioned or sent to the receiver by the 

transmitter through a pre-determined channel.  

[0011] In an embodiment, before selecting, by a transmitter, a basis of preparation for 

transmitter authentication information according to the basis selection rule agreed upon with 

a receiver, the following operation is performed performing, by both the transmitter and 

the receiver, authentication for the peer device of the other party with the 

synchronously changing parameter according to the preset policy during a request 

initiating interaction carried out through the pre-determined channel, and not initiating 

the QKD process if either device fails the authentication.  

[0012] In an embodiment, the second pre-provisioned algorithm includes: calculating 

the receiver authentication information according to receiver identification information 

and a variant of the synchronously changing parameter according to a preset policy by 

both the transmitter and the receiver; wherein the receiver identification information on 

the transmitter side is pre-provisioned or sent to the transmitter by the receiver through a 

pre-determined channel.  

[0013] In an embodiment, the variant of the synchronously changing parameter 

according to the preset policy includes the parameter itself, or a result obtained from 

processing the parameter with a preset mathematical transformation method.  

[0014] In an embodiment, the synchronously changing parameter according to the 

preset policy of both the transmitter and the receiver includes the number of times the 

transmitter and the receiver perform the QKD processes.  

[0015] In an embodiment, calculating the authentication information includes calculating 

the corresponding authentication information with a hash function.
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[0016] In an embodiment, transmitting quantum states containing at least key 

information and the transmitter authentication information in a preset manner includes 

transmitting quantum states of control information and data information with 

respectively different wavelengths in a preset information format, wherein the data 

information includes the key information and the transmitter authentication information.  

[0017] In an embodiment, the preset information is formatted such that the 

authentication information and the key information use respective control information 

as prefixes.  

[0018] In an embodiment, a wavelength carrying quantum states of the control 

information used as the prefix of the authentication information is different from a 

wavelength carrying quantum states of the control information used as the prefix of the 

key information.  

[0019] In an embodiment, the preset information is formatted such that the control 

information used as the prefix of the authentication information and the control 

information used as the prefix of the key information use different codes, respectively; 

the different codes are preset by the transmitter and the receiver or determined via 

negotiation through a pre-determined channel; and a basis for preparing or measuring 

quantum states of control information is preset by the transmitter and the receiver or 

determined via negotiation through the pre-determined channel.  

[0020] In an embodiment, the preset information is formatted so that the 

authentication information and the key information use common control information as a 

prefix, and the length of the authentication information between the control information 

and the key information is preset by the transmitter and the receiver or determined via 

negotiation through a pre-determined channel.  

[0021] In another aspect, the present invention provides an apparatus used in a 

quantum key distribution (QKD) for distributing quantum keys, the apparatus including a 

memory, a processor coupled to the memory, the processors configured to generate a 

transmitter key information bit string and an authentication information bit string
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corresponding to transmitter authentication information generated with a first 

pre-provisioned algorithm, wherein the transmitter authentication information varies 

dynamically in different QKD processes initiated towards a receiver, select a basis of 

preparation for the transmitter authentication information according to a basis selection 

rule agreed upon with a peer device participating in the QKD process and receive, from a 

receiver, receiver authentication information and a randomly selected measurement 

basis, calculate receiver authentication information, when the received receiver 

authentication information is consistent with the calculated receiver authentication 

information, determine a correct measurement basis by comparing the measurement 

basis disclosed by the receiver with the basis of preparation used by the transmitter, and 

screen an original key and acquire a final shared quantum key, and a quantum states 

transmitting unit configured to sequentially transmit quantum states containing at least 

key information bit string and the transmitter authentication information bit string to the 

peer device using the preselected basis, wherein the apparatus is deployed on a 

quantum communication transmitter device participating in a QKD process.  

[0022] In an embodiment, after transmitting quantum states containing at least key 

information and the transmitter authentication information to the peer device participating 

in the QKD process in a preset manner, the following operations are performed receiving 

information returned by the peer device, wherein the information includes at least receiver 

authentication information, calculating receiver authentication information with a second 

pre-provisioned algorithm, and determining whether the receiver authentication 

information received is consistent with the calculation result, and if so, then determining 

that the receiver is authenticated; otherwise, determining that the receiver is not 

authenticated and ending the QKD process.  

[0023] In an embodiment, the information returned by the peer device not only 

includes the receiver authentication information, but also includes a measurement 

basis used for measuring quantum states of the key information, and correspondingly, 

after determining that a receiver is authenticated, the following operations are 

performed determining a correct measurement basis of the quantum states of the key
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information, and screening an original key, disclosing the correct measurement basis of 

the quantum states of the key information through a pre-determined channel, and 

acquiring a final shared quantum key through bit error rate estimation, error correction 

and privacy amplification processes.  

[0024] In an embodiment, the first pre-provisioned algorithm includes calculating 

the transmitter authentication information according to identification information of a 

host device and a synchronously changing parameter of the peer device according to a 

preset policy.  

[0025] In an embodiment, the second pre-provisioned algorithm includes calculating 

the receiver authentication information according to identification information of the peer 

device and a variant of a synchronously changing parameter of the peer device 

according to a preset policy.  

[0026] In an embodiment, synchronously changing parameter of the peer device 

according to the preset policy includes the number of times the QKD process is 

performed with the peer device.  

[0027] In an embodiment, calculating the authentication information includes calculating 

the corresponding authentication information with a hash function.  

[0028] In an embodiment, transmitting quantum states containing at least key 

information and the transmitter authentication information in a preset manner includes 

transmitting quantum states of control information and data information with respectively 

different wavelengths in a preset information format, wherein the data information 

includes the key information and the transmitter authentication information.  

[0029] In an embodiment, the preset information is formatted so that the 

authentication information and the key information use respective control information 

as prefixes.  

[0030] In an embodiment, the preset information is formatted so that the 

authentication information and the key information use common control information as



10 

a prefix, and the length of the authentication information between the control 

information and the key information is preset or determined via negotiation with the 

peer device through a pre-determined channel.  

[0031] In yet another aspect, the present invention provides a non-transitory 

computer-readable medium used in a quantum key distribution (QKD) for distributing 

quantum keys, the computer-readable medium storing instructions including one or more 

instructions that, when executed by one or more processors, cause the one or more 

processors to generate a transmitter authentication information bit string and a key 

information bit string, select, by a transmitter participating in the QKD process, a 

preparation basis for authenticating transmitter identity information according to a basis 

selection rule, sequentially transmit, by the transmitter, a plurality of quantum states of a 

binary bit string including the key information bit string and the transmitter authentication 

information bit string, the transmitter authentication information bit string corresponding 

to the transmitter authentication information being transmitted in the form of quantum 

states using the preselected basis, receive, by a receiver participating in the QKD 

process, the plurality of quantum states, measure, by the receiver, the plurality of 

quantum states of the bit string corresponding to the transmitter authentication 

information using the preselected basis to generate the bit string corresponding to the 

transmitter authentication information and measured with the receiver, compare the 

measured plurality of quantum states and the transmitter authentication information 

calculated using the first pre-provisioned algorithm, determine that the transmitter is 

authenticated when the measured plurality of quantum states is consistent with the 

transmitter authentication information calculated using the first pre-provisioned algorithm, 

determine that the transmitter is not authenticated when the measured plurality of 

quantum states is not consistent with the transmitter authentication information 

calculated using the first pre-provisioned algorithm, terminate the QKD process when the 

measured plurality of quantum states is not consistent with the transmitter authentication 

information calculated using the first pre-provisioned algorithm, wherein the transmitter 

authentication information generated with the first pre-provisioned algorithm varies
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dynamically in different QKD processes initiated towards the receiver, and when the 

measured plurality of quantum states is consistent with the transmitter authentication 

information calculated, randomly select, by the receiver, a measurement basis to 

measure received quantum states of key information bit string to generate a random key 

information bit string.  

[0032] In addition, the present application further provides an authentication system 

used in a QKD process, which includes the authentication apparatus being deployed 

on a quantum communication transmitter device according to any of the foregoing parts, 

and the authentication apparatus being deployed on a quantum communication 

receiver device according to any of the foregoing parts.  

[0033] Compared with the prior art, the present application has the following 

advantages according to the authentication method used in the QKD process provided in 

the present application, a transmitter selects, according to a basis selection rule agreed 

upon with a receiver, a basis of preparation of transmitter authentication information that 

is generated with a first pre-provisioned algorithm, and transmits quantum states 

containing at least key information and the transmitter authentication information in a 

preset manner, the receiver differentiates (filters) the received quantum states of various 

information in the preset manner, and measures the received quantum states of the 

transmitter authentication information according to the basis selection rule, and if a 

measurement result is consistent with transmitter authentication information calculated 

with the first pre-provisioned algorithm, determines that the transmitter is authenticated, 

and determines that the transmitter is not authenticated and ends the QKD process 

otherwise. In the above technical solution, the transmitter authentication information, 

which is sent by the transmitter in the form of quantum states and generated with the first 

pre-provisioned algorithm, varies dynamically in different QKD processes initiated 

towards the receiver, and the receiver verifies the received authentication information 

with the same pre-provisioned algorithm, so that dynamic authentication of a requestor is 

achieved in a QKD process, an effective defense can be provided against spoofing 

attacks, man-in-the-middle attacks and distributed denial of service (DDoS) attacks on
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the receiver, and the security of the QKD process is improved; furthermore, a waste of 

quantum key resources can be avoided as authentication information is dynamically 

generated with an algorithm.  

[0034] This paragraph intentionally left blank.  
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0049] FIG. 1 is a flow diagram of an embodiment of an authentication method used in a 

QKD process as provided in the present application; 

[0050] FIG. 2 is a process flow diagram depicting a transmitter transmitting quantum 

states containing authentication information and key information as provided in the 

embodiment of the present application; 

[0051] FIG. 3 is a schematic diagram of a first information format as provided in the 

embodiment of the present application; 

[0052] FIG. 4 is a schematic diagram of a second information format as provided in 

the embodiment of the present application; 

[0053] FIG. 5 is a schematic diagram of a third information format as provided in the 

embodiment of the present application; 

[0054] FIG. 6 is a process flow diagram depicting a receiver performing an 

authentication operation as provided in the embodiment of the present application; 

[0055] FIG. 7 is a flow diagram of an embodiment of another authentication method 

used in a QKD process as provided in the present application; 

[0056] FIG. 8 is a schematic diagram of an embodiment of an authentication 

apparatus used in a QKD process as provided in the present application; 

[0057] FIG. 9 is a flow diagram of an embodiment of a third authentication method 

used in a QKD process as provided in the present application; 

[0058] FIG. 10 is a schematic diagram of an embodiment of an authentication 

apparatus used in a QKD process as provided in the present application; 

[0059] FIG. 11 is a schematic diagram of an embodiment of an authentication system 

used in a QKD process as provided in the present application; and 

[0060] FIG. 12 is a schematic diagram illustrating an interactive processing flow of
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the authentication system as provided in the embodiment of the present application.
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DETAILED DESCRIPTION OF EMBODIMENT(S) OF THE INVENTION 

[0061] Many specific details are elaborated in the following description to facilitate a 

thorough understanding of the present application. However, the present application 

can be implemented in other manners different from what is described herein, and those 

skilled in the art can make similar extensions without deviating from the spirit of the 

present application. It is to be understood that the present application is not limited to the 

specific embodiments disclosed below.  

[0062] The present application provides an authentication method, and additional 

two other authentication methods and corresponding apparatuses, and an authentication 

system used in a QKD process, which are described respectively in detail in the following 

embodiments.  

[0063] FIG. 1 illustrates a flow diagram of an embodiment of an authentication 

method used in a QKD process following the application. The method is implemented on 

a quantum communication transmitter device and a quantum communication receiver 

device participating in a QKD process. Before the specific steps of this embodiment are 

described in detail, the quantum communication transmitter device and the quantum 

communication receiver device involved in this embodiment are described briefly.  

[0064] In this embodiment, identities of quantum communication devices 

participating in a QKD process are dynamically authenticated in the distribution process.  

Specifically, a first device that selects a basis of preparation and transmits quantum 

states to a peer device. This device (also called an initiator or a requestor of a QKD 

process) is defined as a quantum communication transmitter device, or a transmitter for 

short within this technical solution. A second device that selects a measurement basis to 

measure received quantum states is defined as a quantum communication receiver 

device, or a receiver for short within this technical solution.  

[0065] According to one or more embodiments, the QKD process includes the 

following stages: transmitting quantum states by a transmitter, measuring quantum states 

by a receiver, comparing a measurement basis by the transmitter and the receiver,
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screening an original key, estimating bit error rate, correcting error and amplifying privacy.  

Dynamic authentication is achieved in the above process according to this technical 

solution. In particular, after the transmitter transmits quantum states containing key 

information and authentication information, the receiver may verify the identity of the 

transmitter by measuring quantum states of the authentication information, so as to avoid 

spoofing attacks, man-in-the-middle attacks or DDoS attacks. In addition to the foregoing 

one-way authentication, the transmitter may also verify the identity of the receiver 

according to authentication information provided by the receiver, so as to avoid "phishing 

attacks," thereby achieving a more secure two-way authentication.  

[0066] Following examples will focus on describing this two-way authentication. It 

should be noted that In one or more implementations of this technical solution, one-way 

authentication by the receiver on the transmitter may be performed alone, which can 

also achieve the beneficial effects of improving security and avoiding wasted quantum 

key resources.  

[0067] In addition, In one or more implementations of this technical solution, the 

subsequent stages such as measuring quantum states of the key information and 

comparing the measurement basis may be proceeded after authentication is completed.  

The mutual authentication may also be accomplished at and interleaved with various stages.  

The second implementation can simplify the interaction process and improve execution 

efficiency. As such, the following embodiments are described using these implementations.  

This embodiment is described in detail below.  

[0068] The authentication method used in a QKD process includes the following 

steps: 

Step 101: A transmitter selects a preparation basis of transmitter authentication 

information according to a basis selection rule agreed upon with a receiver, and 

transmits quantum states containing at least key information and the transmitter 

authentication information in a preset manner, where the transmitter authentication 

information is generated with a first pre-provisioned algorithm and varies dynamically in
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different QKD processes initiated towards the receiver.  

[0069] In order to avoid initiating a QKD process between non-legitimate quantum 

communication devices, quantum communication devices of the transmitter and the 

receiver need to verify the identity of the peer device through a pre-determined channel 

(such as classical channel) before the transmitter initiates a QKD process. According 

to one or more embodiments, any subsequent QKD process can be initiated only when 

both devices are authenticated.  

[0070] In this technical solution, the transmitter generate transmitter authentication 

information with a first pre-provisioned algorithm, and the transmitter authentication 

information varies dynamically for different QKD processes. In order to accomplish this 

functionality, in this embodiment, the transmitter and the receiver may each maintain a 

synchronously changing parameter n (relevant description can be found from relevant 

text in the subsequent step 101-1) according to a preset policy, and the transmitter and 

the receiver may use the parameter n to achieve the foregoing pre-determined 

channel-based authentication process.  

[0071] For example, the requestor of a QKD process, i.e., the transmitter in the present 

application, may first transmit a quantum key negotiation request, where the request 

contains a hash value hash(userid_A, n) calculated based on identification information 

useridA (a description of the identification information can be found from relevant text in the 

subsequent step 101-1) of the transmitter and the parameter n. The peer device 

participating in the QKD process, i.e., the receiver in the present application, then calculates 

a hash value of locally preset userid_A and the locally maintained parameter n after 

receiving the foregoing request information, and returns response information containing a 

hash value hash(useridB, n) to the transmitter if the calculated value is consistent with the 

received value,; or ends the QKD process otherwise. Similarly, the transmitter may also 

verify the identity of the receiver in the same way, and if the receiver is authenticated, the 

QKD process may be initiated; the QKD process is not initiated otherwise.  

[0072] In the implementation described above, a manner for pre-provisioning both
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the transmitter and the receiver with identification information of the other party is 

adopted. In other implementations, the transmitter and the receiver is not 

pre-provisioned with identification information of the other party; instead, a manner of 

carrying identification information in the request interaction of the QKD process is 

adopted. For example, information sent by the transmitter includes hash (userid_A, n) 

and userid_A, and information returned by the receiver includes hash(useridB, n) and 

userid_B, and the transmitter and the receiver can also acquire identification information 

of the other party in this manner.  

[0073] If both the transmitter and the receiver are authenticated in the above 

process, the subsequent QKD process is initiated, and the transmitter transmits 

quantum states containing at least authentication information and key information to 

the receiver. The process includes steps 101-1 to 101-3, and is further described 

below with reference to FIG. 2.  

[0074] Step 101-1: Generate transmitter authentication information with a first 

pre-provisionedalgorithm.  

[0075] In this technical solution, the transmitter and the receiver are 

pre-provisioned with the same algorithm, i.e., the first pre-provisioned algorithm in the 

present application, for calculating transmitter authentication information, and the 

transmitter authentication information generated with the algorithm varies dynamically 

for different QKD processes initiated towards the receiver. In other words, 

authentication information of each requestor that is received by the receiver varies 

dynamically for the receiver, the receiver may perform authentication on the requestor 

according to the first pre-provisioned algorithm, and it is difficult for attackers to mimic 

the dynamically-varying authentication information, thus the receiver can effectively 

defend against spoofing attacks, man-in-the-middle attacks or DDoS attacks.  

[0076] In one or more implementations, the required first pre-provisioned algorithm may 

be designed according to requirements as long as the dynamic-varying requirement is met.  

The following first pre-provisioned algorithm is used in this embodiment to calculate the



21 

transmitter authentication information according to the transmitter identification information 

userid_A and the synchronously changing parameter n according to a preset policy by the 

transmitter and receiver.  

[0077] The transmitter identification information userid_A generally refers to 

identification information that can differentiate the transmitter from other quantum 

communication devices. For example, the transmitter identification information 

useridA may be a device identifier as shipped from the factory or a fixed IP address of 

the transmitter (the same identification manner may also be adopted for receiver 

identification information userid_B involved in the following text).  

[0078] The parameter n may be a synchronously changing numerical value according 

to the same preset policy by the transmitter and the receiver, i.e., a variable that can be 

inferred by the transmitter and the receiver. For example, the transmitter and the receiver 

may be pre-provisioned with the same initial numerical value and then synchronously 

change the respectively maintained numerical value according to a preset period, or a 

synchronous change may be triggered each time before a QKD process is initiated. The 

synchronous change may be implemented by means of a basic operation such as addition, 

subtraction, multiplication or division or a preset function. Because n is set locally at the 

transmitter and the receiver requiring no negotiation between the two parties, and n is a 

dynamically changing value, the probability that n is leaked or speculated is low, thereby 

ensuring security of authentication information.  

[0079] In this embodiment, the transmitter authentication information Y may be 

calculated according to the following first pre-provisioned algorithm: Y=f (userid_A, n), 

where the transmitter and the receiver use the same function f, for example, a hash function.  

The transmitter may acquire its identification information useridA by calling a local function 

interface, while information of userid_A on the receiver side may be pre-provisioned or sent 

to the receiver by the transmitter through a pre-determined channel. For example, the 

information is sent at the negotiation request stage before the QKD process is initiated 

(information of userid_B on the transmitter side may also be acquired in the same manner).
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[0080] It can be seen that userid_A is known by the transmitter and the receiver, 

and the parameter n of the transmitter and the receiver is also inferable in the foregoing 

first pre-provisioned algorithm. Therefore, transmitter authentication information 

calculated with the first pre-provisioned algorithm in a certain QKD process is definite 

for the transmitter and the receiver, the transmitter encloses the information in quantum 

states, and the receiver may verify the identity of the transmitter with the information.  

Due to the uniqueness of the identification information and the dynamic variation of the 

value of n, the receiver can effectively defend against spoofing attacks, 

man-in-the-middle attacks or DDoS attacks.  

[0081] Based on the first pre-provisioned algorithm provided above, this embodiment 

further provides an exemplary implementation in which the number of times the 

transmitter and the receiver perform the QKD process may be used as the value of the 

parameter n. For example, the transmitter and the receiver set the initial value of the 

parameter n to 0, the two parties set the respectively maintained value of n to 1 when the 

transmitter and the receiver initiate the QKD process for the first time, and set the value 

of n to 2 when they initiate the QKD process for the second time, and so on, so as to 

realize a synchronous variation of the value of n for both the transmitter and the receiver.  

In one or more implementations, when the value of n accumulates to a preset upper limit, 

the transmitter and the receiver can synchronously clear n to 0 and restart the 

accumulation.  

[0082] In the foregoing implementation, identification information of different QKD 

requestors, i.e., transmitters in the present application, is definitely different for the same 

receiver, so transmitter authentication information provided by each requestor in the QKD 

process is different For the same QKD requestor, the value of n varies according to the 

number of times the QKD process is performed, so transmitter authentication information 

provided by the same requestor in different QKD processes is also different. In this case, 

the receiver can verify identity information of a requestor more securely and therefore can 

resist spoofing attacks, man-in-the-middle attacks or DDoS attacks more effectively.
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[0083] In one or more implementations, in addition to the first pre-provisioned 

algorithm based on the identification information and the parameter n as provided in 

this embodiment, first pre-provisioned algorithms in other forms may also be used. For 

example, this technical solution of the present application may also be implemented by 

pre-provisioning the same random number between a transmitter and a receiver, 

pre-provisioning different random numbers for different transmitters and receivers, and 

using the random number to replace the identification information.  

[0084] Step 101-2: Select a preparation basis of the transmitter authentication 

information according to a basis selection rule agreed upon with a receiver.  

[0085] Because the transmitter and the receiver calculate transmitter authentication 

information with the same first pre-provisioned algorithm, the transmitter transmits the 

information in quantum states, and the receiver verifies the identity of the transmitter 

with the same information, the transmitter and the receiver can select a corresponding 

basis of preparation or measurement basis according to an agreed basis selection rule 

after the transmitter and the receiver obtain the transmitter authentication information 

by calculation.  

[0086] The agreed basis selection rule may be preset by the transmitter and the 

receiver or negotiated and determined through a pre-determined channel before the 

QKD process is initiated. For example, the transmitter uses preparation bases of 

horizontal polarization and vertical polarization, and the receiver uses a linear 

polarization measurement basis for measurement; or, the transmitter uses preparation 

bases of left-hand polarization and right-hand polarization, and the receiver uses a 

circular polarization measurement basis for measurement. Specifically for instance, 

for a bit 0, the transmitter uses a basis of preparation of horizontal polarization, and the 

receiver uses a linear polarization measurement basis, and for a bit 1, the transmitter 

uses a basis of preparation of left-hand polarization, and the receiver uses a circular 

polarization measurement basis.  

[0087] The transmitter selects, according to the agreed basis selection rule, a
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corresponding basis of preparation for a bit string corresponding to the transmitter 

authentication information generated in step 101-1.  

[0088] Step 101-3: Transmit (in a preset manner) quantum states containing at least key 

information and the transmitter authentication information.  

[0089] The preset manner may be pre-determined by the transmitter and the receiver, 

by which the transmitter transmits quantum states following the preset manner, and the 

receiver differentiates quantum states of various information following the same manner.  

For example, the transmitter may transmit quantum states of the transmitter 

authentication information and randomly generated key information with different 

wavelengths, and the receiver differentiates the quantum states with the different 

wavelengths accordingly.  

[0090] Preferably, in order to provide further security assurance and prevent 

attackers from making targeted monitoring, the quantum states of the transmitter 

authentication information and the key information (which may be collectively called 

quantum states of data information) may be sent using the same wavelength, and 

control information may be introduced as prefixes of the transmitter authentication 

information and the key information to facilitate the differentiation of the quantum states 

by the receiver. Based on this consideration, in this embodiment, the transmitter 

transmits quantum states of the control information and the data information (including 

the key information and the transmitter authentication information) using different 

wavelengths in a preset information format, and the receiver differentiates the received 

quantum states of various information according to wavelength characteristics and the 

information format. The different wavelengths may be preset by the transmitter and the 

receiver or negotiated and determined through a pre-determined channel before the 

QKD process is initiated.  

[0091] The information format may be defined in many manners as long as the receiver 

can correctly differentiate the quantum states. Several specific examples of which are 

given below.
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[0092] Example 1: The transmitter authentication information and the key information 

have respective control information as prefixes (i.e., authentication control information 

and key control information in short, respectively), and wavelengths carrying quantum 

states of the two types of control information are different, referring to the schematic 

diagram of an information format shown in FIG. 3. A wavelength carrying the quantum 

states of the data information (including the transmitter authentication information and 

the key information) is A1, a wavelength carrying quantum states of the authentication 

control information is A2, a wavelength carrying quantum states of the key control 

information is A3, and A1, A2 and A3 are different from each other. A2 and A3 may be preset 

by the transmitter and the receiver or negotiated and determined before the quantum key 

negotiation process is initiated. In this manner, the transmitter can randomly select 

quantum states of the two types of control information, and the receiver can directly 

distinguish the authentication control information from the key control information 

according to the wavelengths.  

[0093] Example 2: The transmitter authentication information and the key information 

have respective control information as prefixes, and the two types of control information 

have different codes, referring to the schematic diagram of an information format shown in 

FIG. 4. A wavelength carrying the quantum states of the data information (including the 

transmitter authentication information and the key information) is A1, a wavelength carrying 

quantum states of the authentication control information and a wavelength carrying 

quantum states of the key control information are both A2 (different from A1), but the two 

types of control information have different codes. For example, 00000 is the code of the 

authentication control information, and 11111 is the code of the key control information.  

The different codes are preset by the transmitter and the receiver or negotiated and 

determined through a pre-determined channel before the QKD process is initiated; and a 

basis for preparing or measuring quantum states of the two types of control information may 

also be preset by the transmitter and the receiver or negotiated and determined through the 

pre-determined channel before the QKD process is initiated.  

[0094] Example 3: The transmitter authentication information and the key information
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use common control information as a prefix, referring to the schematic diagram of an 

information format shown in FIG. 5. A wavelength carrying the quantum states of the 

data information (including the transmitter authentication information and the key 

information) is A1, the transmitter authentication information and the key information 

share the same control information prefix, a wavelength carrying quantum states of the 

control information is A2, which is different from A1. In this manner, because the receiver 

can distinguish the control information from the data information according to the 

wavelengths, the transmitter can randomly select the quantum states of the control 

information, but a length of the transmitter authentication information located between 

the control information and the key information should be agreed upon by the transmitter 

and the receiver so as to enable the receiver to correctly distinguish the transmitter 

authentication information from the key information in the data information. In one or 

more implementations, the length of the transmitter authentication information may be 

preset by the transmitter and the receiver or negotiated and determined through a 

pre-determined channel before the QKD process is initiated.  

[0095] It should be noted that the examples given above and the corresponding 

diagrams provide just part of the information format, and in one or more 

implementations, each information format may be repeated many times and 

concatenated. For example, the information format provided in Example 3 may be 

extended as (for example, but not limited to): control informationltransmitter 

authentication informationkey information control information transmitter 

authentication informationkey information.  

[0096] In the foregoing implementation provided in this embodiment, the transmitter 

transmits quantum states of control information, transmitter authentication information 

and key information, according to wavelength characteristics and in an information 

format that are agreed upon with the receiver. For ease of understanding, description 

is made below using the information format in Example 3 as an example.  

[0097] For example, the transmitter transmits quantum states of a binary bit string
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with a length of n at time points ti, t2...tn, and the binary bit string is shown below: 

X1, X2 ... Xi, Xi+1 ... Xi+m+1 ... Xn 

[0098] The binary bit string includes three parts: the first part is a control information 

bit string, the second part is an authentication information bit string, and the third part is a 

key information bit string. The control information bit string is a randomly selected 

binary bit string and has a length of i; the authentication information bit string is a 

transmitter authentication information bit string generated with the first pre-provisioned 

algorithm in step 101-1, and the length m thereof may be negotiated and determined by 

the transmitter and the receiver through a pre-determined channel; and the key 

information bit string is a randomly generated binary bit string and has a length of n-m-i.  

[0099] The transmitter transmits a coded quantum states 

Q 1 , p ... p ,i p ... .. i of the binary bit string to the receiver at the time 

points ti, t2,...... t, where j1, j2, ji, ji+l ... ji+m, ji+m+l, ... jn is a basis of preparation 

sequence used by the transmitter, j1, j2, ... ji is a random quantum states basis of 

preparation corresponding to the control information bit string and has a wavelength of 

A2, ji+1... ji+m is a quantum states basis of preparation of the authentication information 

bit string that is selected according to the basis selection rule agreed upon by the 

transmitter and the receiver, ji+m+l,...jn is a random quantum states basis of preparation 

corresponding to the key information bit string, wavelengths of the preparation bases of 

the authentication information bit string and the key information bit string are both A1, 

which is different from A2.  

[0100] Correspondingly, the receiver can distinguish the control information from 

the data information according to the wavelengths, distinguish the transmitter 

authentication information from the key information in the data information according to 

the length m, and use a measurement basis sequence ki+1 ... ki+m, ki+m+1 ... kn to 

measure the received quantum states of the data information, where ki+1... ki+m is a 

measurement basis for the quantum states of the transmitter authentication information,
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the measurement basis is selected according to the basis selection rule agreed upon 

with the transmitter, and ki+m+i... kn is a random quantum states measurement basis 

corresponding to the quantum states of the key information.  

[0101] At this point, the transmitter has completed the quantum states transmitting 

operation through steps 101-1 to 101-3. In this process, the transmitter generates 

transmitter authentication information with a first pre-provisioned algorithm, and the 

transmitter authentication information is not fixed but varies dynamically in different QKD 

processes initiated towards the receiver, so as to provide a guarantee for the receiver to 

defend against various possible spoofing attacks, man-in-the-middle attacks or DDoS 

attacks.  

[0102] Step 102: The receiver uses a preset manner to differentiate the received 

quantum states of various information, and the receiver measures received quantum 

states of the transmitter authentication information according to the basis selection rule, 

and if a measurement result is consistent with transmitter authentication information 

calculated with the first pre-provisioned algorithm, transmits receiver authentication 

information generated with a second pre-provisioned algorithm; or determines that the 

transmitter is not authenticated and ends the QKD process otherwise.  

[0103] In one or more implementations of this technical solution, the receiver verifies 

the identity of the transmitter by measuring the received quantum states of the 

transmitter authentication information, and if the transmitter is not authenticated, ends 

the QKD process; otherwise, the receiver may perform subsequent operations of 

measuring quantum states of the key information and the like.  

[0104] Preferably, based on the above one-way authentication, the receiver may 

further provide its identity information to the transmitter for verification, and the 

transmitter can avoid "phishing attacks" and other possible attacks following this 

manner, so as to achieve a more secure two-way authentication. The specific 

process of the implementation includes steps 102-1 to 102-5 and is further described 

below with reference to FIG. 6.
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[0105] Step 102-1: Differentiate received quantum states of various information in the 

preset manner.  

[0106] In this step, the receiver differentiates quantum states of information such as 

transmitter authentication information and key information in a preset manner agreed 

upon with the transmitter for quantum states of various information received from a 

quantum channel. In one or more implementations, different processing manners may 

be adopted according to different preset manners. Using the implementation provided 

in step 101-3 that the transmitter transmits quantum states of the control information and 

the data information with different wavelengths as an example, the quantum states of the 

control information and the data information may be differentiated first according to 

different wavelengths, and the quantum states of authentication information and key 

information may be differentiated further according to a preset information format.  

[0107] For example, if the transmitter and the receiver agree upon the wavelength 

characteristics and the information format as demonstrated in Example 1 of step 101-3, 

in this step, if the receiver receives quantum states having a wavelength of A2, it can be 

known that the quantum states is the quantum states of the authentication control 

information, that subsequently received quantum states having a wavelength of A1 is the 

quantum states of the transmitter authentication information, and a measurement basis 

should be selected according to a basis selection rule agreed upon by the two parties for 

measurement. Instead, if quantum states having a wavelength of A3 are received, it can 

be known that a subsequently received quantum states having a wavelength of A1 is the 

quantum states of the key information, and a randomly selected measurement basis may 

be used for measurement.  

[0108] For another example, if the transmitter and the receiver agree upon the 

wavelength characteristics and the information format as demonstrated in Example 2 of 

step 101-3 (e.g., if the receiver receives quantum states having a wavelength of A2), it can 

be known that the quantum states are the quantum states of the control information, and a 

measurement basis agreed upon (preset or negotiated and determined) with the transmitter
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is used for measurement. A measurement result is compared with an agreed-upon coded 

value to acquire the type of the received control information: authentication control 

information or key control information, and if quantum states having a wavelength of A1 is 

received subsequently, a measurement basis corresponding to the type may be used for 

measurement.  

[0109] For the wavelength characteristics and the information format as 

demonstrated in Example 3 of step 101 and other wavelength characteristics and 

information formats that may be used by the transmitter, the receiver may also 

differentiate or filter the quantum states of various information in a similar manner, which 

will not be described herein again.  

[0110] Step 102-2: Calculate transmitter authentication information with the first 

pre-provisioned algorithm.  

[0111] According to this embodiment, the transmitter and the receiver are preset 

with the same algorithm for calculating transmitter authentication information, i.e., the 

first pre-provisioned algorithm in the present application. Reference can be made to 

the description of step 101-1 for details of the algorithm, which will not be described 

herein again.  

[0112] Because the receiver is pre-provisioned with the same algorithm, 

authentication information that should be provided by the transmitter can be expected, 

and in this step, the receiver calculates transmitter authentication information with the 

first pre-provisioned algorithm to serve as an expected value of authentication 

information provided by the transmitter.  

[0113] Step 102-3: Select a measurement basis according to the basis selection 

rule, and measure received quantum states of transmitter authentication information.  

[0114] According to this embodiment, the transmitter and the receiver agree upon a 

basis selection rule. Reference can be made to the description of step 101-2 for 

description of the basis selection rule, which will not be described herein again.
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[0115] If a fixed measurement basis (e.g., a linear polarization measurement basis) 

is set for the receiver in the basis selection rule, the received quantum states of the 

transmitter authentication information is measured by using the fixed measurement basis.  

If different measurement bases are set for different bit values in the basis selection rule, 

in this step, a corresponding measurement basis is selected according to the value of 

each bit of the transmitter authentication information calculated in step 102-2, and a 

corresponding bit in the received quantum states of the transmitter authentication 

information is measured.  

[0116] Step 102-4: Determine whether a measurement result is consistent with the 

calculated transmitter authentication information, and if so, perform step 102-5; and end the 

QKD process otherwise.  

[0117] A corresponding measurement result, namely, the transmitter authentication 

information carried in the quantum states, is obtained through the measurement in step 

102-3. In this step, the measured transmitter authentication information is compared 

with the transmitter authentication information calculated in step 102-2, so as to 

complete authentication on the transmitter.  

[0118] In this embodiment, the transmitter generates transmitter authentication 

information with a first pre-provisioned algorithm Y=f(useridA, n). The receiver also 

uses the same algorithm to calculate an expected value of the information, and 

compares measured transmitter authentication information with the expected value. If 

the measured transmitter authentication information is consistent with the expected 

value, it indicates that the transmitter uses the correct identification information 

userid_A, variable n, and function f when generating its authentication information, and 

only a quantum communication device having legal identity can acquire the foregoing 

information. Thus, it can be determined that the transmitter is authenticated, and 

therefore a subsequent step 102-5 can be performed accordingly. If, on the contrary, 

it can be determined that the transmitter is not authenticated, the QKD process is 

ended.
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[0119] In a quantum channel transmission process, a few photons may fail to be 

detected or the measurement result may not be completely consistent with the expectation 

due to factors such as attenuation and noise interference. In this case, it may lead to a 

meaningless reduction in the distribution amount of quantum keys if the transmitter is 

considered to fail the authentication and the QKD process is ended. Based on this 

consideration as well as the requirement for defense against spoofing attacks, 

man-in-the-middle attacks or DDoS attacks, a manner of setting a threshold may be 

adopted. That is, if the difference between transmitter authentication information 

measured by the receiver and an expected value is less than a preset threshold, for 

example, the number of bits of the measured transmitter authentication information 

inconsistent with the expected value is less than a preset upper limit value, the receiver 

may consider that the transmitter is authenticated.  

[0120] Step 102-5: Randomly select a measurement basis to measure received 

quantum states of key information, disclose the measurement basis, and transmit 

receiver authentication information generated with a second pre-provisioned algorithm.  

[0121] Upon reaching this step, the transmitter has been authenticated by the 

receiver, and therefore, the QKD process can be continued, and the receiver may 

randomly select a measurement basis to measure received quantum states of key 

information, and to disclose the measurement basis through a pre-determined channel 

according to a QKD protocol. In this embodiment, the disclosed measurement basis 

may be encrypted with a variable n maintained by the receiver and then transmitted, 

and the transmitter also uses a variable n maintained by the transmitter to decrypt the 

measurement basis after receiving it.  

[0122] In order to provide further security assurance and to achieve two-way 

authentication, the transmitter and the receiver may be pre-provisioned with the same 

algorithm for calculating receiver authentication information, i.e., the second 

pre-provisioned algorithm in the present application. According to these embodiments, 

the receiver generates its authentication information with the algorithm and provides it to
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the transmitter, and the transmitter verifies the identity of the receiver with the same 

algorithm.  

[0123] In one or more implementations, the required second pre-provisioned 

algorithm may be designed to meet requirements. In this embodiment, in order to 

generate dynamic receiver authentication information, the following second 

pre-provisioned algorithm is applied based on the first pre-provisioned algorithm: 

receiver authentication information is calculated according to receiver identification 

information userid_B and a variant of a synchronously changing parameter n according 

to a preset policy by the transmitter and the receiver. Reference can be made to the 

relevant text in step 101-1 for description of the parameter n. The variant of the 

synchronously changing parameter n according to the preset policy may include: the 

parameter n itself; or a result obtained by processing the parameter using a preset 

mathematical transformation method, for example, n+1. A rule for generating the 

variant of the parameter n may be agreed upon by the transmitter and the receiver.  

[0124] A specific example of the second pre-provisioned algorithm is given below: 

receiver authentication information Y=hash(userid_B, n+1), that is, a hash value of a 

character string formed by joining receiver identification information and information of 

the variant of the parameter n is calculated, and the hash value is used as the receiver 

authentication information.  

[0125] It can be seen from the above description that the receiver authentication 

information calculated with the second pre-provisioned algorithm also varies dynamically.  

For the transmitter in this embodiment, different receivers have different identification 

information, so they provide different receiver authentication information. For the same 

receiver, because the value of n varies dynamically, the receiver authentication information 

provided by the receiver also varies dynamically. Furthermore, if the number of times the 

transmitter and the receiver perform the QKD process is used as the parameter n, receiver 

authentication information provided by the same receiver in different QKD processes is also 

different. It is difficult for attackers to mimic the dynamic characteristic, thereby providing a
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strong guarantee for the transmitter to avoid attacks such as phishing by verifying the 

identity of the receiver.  

[0126] Step 103: The transmitter calculates receiver authentication information with 

the second pre-provisioned algorithm, and when the received receiver authentication 

information is consistent with the calculation result, determines that the receiver is 

authenticated. If the received receiver authentication information is not consistent, 

then the receiver is determined not to be authenticated and the QKD process is ended.  

[0127] After receiving the receiver authentication information, the transmitter 

calculates receiver authentication information with the second pre-provisioned 

algorithm, and compares the received receiver authentication information with the 

calculated one, so as to complete the authentication on the receiver.  

[0128] Using the specific example given in step 102-5, the transmitter calculates 

receiver authentication information with the second pre-provisioned algorithm, that is, 

Y=hash(useridB, n+1), where userid_B may be pre-provisioned or sent in advance by the 

receiver to the transmitter through a pre-determined channel. If the received receiver 

authentication information is consistent with the calculation result, it indicates that the 

receiver uses the correct identification information userid_B, variable n, and hash function 

when generating its authentication information. If the transmitter also knows the variant 

generation rule agreed upon by the two parties, and only a quantum communication 

device having legal identity can acquire the foregoing information, it can then determine 

that the receiver is authenticated; otherwise, it determines that the receiver is not 

authenticated and the QKD process is ended.  

[0129] If the transmitter determines that the receiver is authenticated, the 

transmitter may, according to the QKD protocol, compare a measurement basis 

disclosed by the receiver with a basis of preparation used by the transmitter to select a 

correct measurement basis, screen out an original key according to the correct 

measurement basis, and disclose the correct measurement basis to the receiver 

through the pre-determined channel.
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[0130] Subsequently, the receiver screens an original key according to the correct 

measurement basis disclosed by the transmitter, the transmitter and the receiver 

further acquire a final shared quantum key through bit error rate estimation, error 

correction and privacy amplification processes, and the QKD process is ended. In this 

embodiment, at the bit error rate estimation, error correction and privacy amplification 

stages, information negotiated by the transmitter and the receiver through the 

pre-determined channel may be a variant of the parameter n (for example, n+1), for 

performing the corresponding encryption or decryption operation.  

[0131] At this point, it can be seen from the foregoing step 101 to step 103 that this 

technical solution described in this embodiment improves the existing QKD protocol and 

provides a new idea for performing dynamic authentication in a QKD process. Because 

the transmitter transmits, through the quantum channel, authentication information that is 

generated with the first pre-provisioned algorithm and varies dynamically in different QKD 

processes initiated towards the receiver, and the receiver also uses the same 

pre-provisioned algorithm to verify the received authentication information, dynamic 

authentication is realized on a QKD requestor in a QKD process, and an effective defense 

can be provided against spoofing attacks, man-in-the-middle attacks and DDoS attacks on 

the receiver. Furthermore, on the basis of the one-way authentication, the transmitter 

and the receiver use the second pre-provisioned algorithm to realize dynamic 

authentication on the receiver by the transmitter, thereby effectively resisting potential 

risks of phishing attacks on the transmitter.  

[0132] In addition, in this solution, the transmitter authentication information is sent in 

the form of quantum states, so that security can be further improved, and a waste of 

quantum key resources can be avoided, as authentication information is dynamically 

generated with an algorithm.  

[0133] In addition, the present application further provides another authentication 

method used in a QKD process. The method is implemented on a quantum 

communication transmitter device participating in a QKD process. FIG. 7 illustrates a
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flow diagram of an embodiment of another authentication method used in a QKD 

process in the present application. The same steps in this embodiment as the 

foregoing embodiment are not described again, and the following description focuses 

on the differences. The method includes the following steps: 

[0134] Step 701: Generate transmitter authentication information with a first 

pre-provisioned algorithm, where the transmitter authentication information generated 

with the first pre-provisioned algorithm varies dynamically in different QKD processes 

initiated to a receiver, and the receiver device refers to a peer device participating in the 

QKD process.  

[0135] The first pre-provisioned algorithm includes: calculating the transmitter 

authentication information according to identification information of a host device and a 

synchronously changing parameter with the peer device according to a preset policy.  

The calculation of the transmitter authentication information may employ a hash 

function.  

[0136] Step 702: A preparation basis of the transmitter authentication information is 

selected according to a basis selection rule agreed upon with the peer device.  

[0137] Step 703: Quantum states containing at least key information and the transmitter 

authentication information are transmitted to the peer device in a preset manner.  

[0138] For example, quantum states of control information and data information 

may be sent with different wavelengths in a preset information format, where the data 

information includes the key information and the transmitter authentication information.  

[0139] The preset information is formatted so that the authentication information 

and the key information have respective control information as prefixes; or the 

authentication information and the key information use common control information as 

a prefix, and a length of the authentication information between the control information 

and the key information is preset or negotiated and determined with the peer device 

through a pre-determined channel.
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[0140] After the quantum states transmission operation in this step is completed, 

information returned by the peer device may be received, where the information includes at 

least receiver authentication information. Additionally, receiver authentication information 

may be calculated with a second pre-provisioned algorithm; whether the received receiver 

authentication information is consistent with the calculation result is determined. If the 

received receiver authentication information is consistent with the calculation result, the 

receiver is determined to be authenticated; otherwise, that the receiver is determined not to 

be authenticated and the QKD process is ended.  

[0141] The second pre-provisioned algorithm includes calculating the receiver 

authentication information according to identification information of the peer device and 

a variant of a synchronously changing parameter with the peer device according to a 

preset policy. The synchronously changing parameter with the peer device according to 

the preset policy consists of the number of times the QKD process is performed with 

the peer device. The calculation of the receiver authentication information may 

employ a hash function.  

[0142] The information returned by the peer device may include not only the receiver 

authentication information, but also a measurement basis for measuring quantum states of 

the key information. After the determining that the receiver is authenticated, the following 

operations may be performed: determining a correct measurement basis of the quantum 

states of the key information, screening an original key, disclosing the correct measurement 

basis of the quantum states of the key information through a pre-determined channel, and 

acquiring a final shared quantum key through bit error rate estimation, error correction and 

privacy amplification processes, so as to complete the QKD process.  

[0143] Another authentication method used in a QKD process is provided in the 

foregoing embodiment. Correspondingly, the present application further provides an 

authentication apparatus used in a QKD process. The apparatus is deployed on a 

quantum communication transmitter device participating in a QKD process. FIG. 8 

illustrates a schematic diagram of an embodiment of an authentication apparatus used in a
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QKD process in the present application. The apparatus embodiment is basically similar to 

the method embodiment and therefore is described briefly. Reference can be made to the 

description of the method embodiment for relevant parts. The apparatus embodiment 

described below is merely exemplary.  

[0144] An authentication apparatus used in a QKD process in this embodiment 

includes: an transmitter identity information generating unit 801, configured to generate 

transmitter authentication information with a first pre-provisioned algorithm, where the 

transmitter authentication information varies dynamically in different QKD processes 

initiated to a receiver; a basis of preparation selection unit 802, configured to select a basis 

of preparation of the transmitter authentication information according to a basis selection 

rule agreed upon with a peer device participating in the QKD process; and quantum states 

transmitting unit 803, configured to transmit quantum states containing at least key 

information and the transmitter authentication information to the peer device in a preset 

manner.  

[0145] In an embodiment, the apparatus further includes a receiver identity 

information receiving unit, configured to, after the quantum states transmitting unit 

completes the quantum states transmitting operation, receive information returned by the 

peer device, where the information includes at least receiver authentication information, 

a receiver identity information calculation unit, configured to calculate receiver 

authentication information with a second pre-provisioned algorithm, and a receiver 

authentication unit, configured to determine whether the received receiver authentication 

information is consistent with the calculation result, and if so, determine that a receiver is 

authenticated; and to determine that the receiver is not authenticated and end the QKD 

process otherwise.  

[0146] In an embodiment, the information received by the receiver identity 

information receiving unit not only includes the receiver authentication information but 

also includes a measurement basis used by the peer device for measuring quantum 

states of the key information. In these embodiments, the apparatus may include an
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original key screening unit, configured to determine a correct measurement basis of the 

quantum states of the key information, and screen an original key after the receiver 

authentication unit determines that the receiver is authenticated, a correct measurement 

basis disclosing unit, configured to disclose the correct measurement basis of the 

quantum states of the key information through a pre-determined channel, and a shared 

quantum key generating unit, configured to acquire a final shared quantum key through 

bit error rate estimation, error correction and privacy amplification processes.  

[0147] In an embodiment, the first pre-provisioned algorithm used by the transmitter 

identity information generating unit includes calculating the transmitter authentication 

information according to identification information of a host device and a synchronously 

changing parameter with the peer device according to a preset policy.  

[0148] In an embodiment, the second pre-provisioned algorithm used by the 

receiver identity information calculation unit includes calculating the receiver 

authentication information according to identification information of the peer device and 

a variant of a synchronously changing parameter with the peer device according to a 

preset policy.  

[0149] In an embodiment, the synchronously changing parameter used for 

calculation within the transmitter identity information generating unit and the receiver 

identity information calculation unit according to the preset policy includes the number of 

times the QKD process is performed with the peer device.  

[0150] In an embodiment, the transmitter identity information generating unit or the 

receiver identity information calculation unit is specifically configured to calculate the 

corresponding authentication information with a hash function.  

[0151] In an embodiment, the quantum states transmitting unit is specifically 

configured to transmit quantum states of control information and data information by 

respectively using different wavelengths in a preset information format, and the data 

information includes the key information and the transmitter authentication information.
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[0152] In an embodiment, the preset information format used by the quantum states 

transmitting unit includes the authentication information and the key information using 

respective control information as prefixes.  

[0153] In an embodiment, the preset information format used by the quantum states 

transmitting unit includes the authentication information and the key information using 

common control information as a prefix, and a length of the authentication information 

between the control information and the key information is preset or negotiated and 

determined with the peer device through a pre-determined channel.  

[0154] In addition, the present application further provides a third authentication method 

used in a QKD process. The method is implemented on a quantum communication 

receiver device participating in a QKD process. FIG. 9 illustrates a flow diagram of an 

embodiment of a third authentication method used in a QKD process in the present 

application. The same steps in this embodiment as the foregoing embodiment are not 

described again, and the following focuses on differences. The method includes the 

following steps: 

[0155] Step 901: Receive quantum states sent by a peer device participating in a 

QKD process, and differentiate the received quantum states of various information in 

the same preset manner as that of the peer device.  

[0156] Step 902: Calculate transmitter authentication information with the same first 

pre-provisioned algorithm as that of the peer device.  

[0157] Step 903: Select a measurement basis according to the same basis selection 

rule as that of the peer device, and measure received quantum states of transmitter 

authentication information.  

[0158] Step 904: Determine whether a measurement result is consistent with the 

calculated transmitter authentication information, and if so, determine that a transmitter 

is authenticated; otherwise, determine that the transmitter is not authenticated and end 

the QKD process.
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[0159] In one or more embodiments, the following operations may be performed 

after determining that the transmitter is authenticated: generating receiver 

authentication information with the same second pre-provisioned algorithm as that of 

the peer device, and transmitting the receiver authentication information to the peer 

device.  

[0160] In one or more other embodiments, the following operations may be 

performed after determining that the transmitter is authenticated: randomly selecting a 

measurement basis to measure received quantum states of the key information, and 

disclosing the measurement basis through a pre-determined channel; receiving a correct 

measurement basis of the quantum states of the key information sent by the peer device 

through the pre-determined channel; and screening an original key, and acquiring a final 

shared quantum key through bit error rate estimation, error correction and privacy 

amplification processes.  

[0161] The third authentication method used in a QKD process is provided in the 

foregoing embodiment. Correspondingly, the present application further provides an 

authentication apparatus used in a QKD process. The apparatus is deployed on a 

quantum communication receiver device participating in a QKD process. Referring to FIG.  

10, FIG. 10 is a schematic diagram of an embodiment of an authentication apparatus used 

in a QKD process in the present application. The apparatus embodiment is basically 

similar to the method embodiment and therefore is described briefly. Reference can be 

made to the description of the method embodiment for relevant parts. The apparatus 

embodiment described below is merely exemplary.  

[0162] An authentication apparatus used in a QKD process in this embodiment includes: 

a quantum states receiving and differentiating unit 1001, configured to receive quantum 

states sent by a peer device participating in the QKD process, and to differentiate the 

received quantum states of various information in the same preset manner as that of the 

peer device; a transmitter identity information calculation unit 1002, configured to calculate 

transmitter authentication information with the same first pre-provisioned algorithm as that of
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the peer device; an identity information quantum states measurement unit 1003, configured 

to select a measurement basis according to the same basis selection rule as that of the peer 

device, and to measure received quantum states of transmitter authentication information; 

and a transmitter authentication unit 1004, configured to determine whether a measurement 

result is consistent with the calculated transmitter authentication information, and if so, to 

determine that a transmitter is authenticated; and to determine that the transmitter is not 

authenticated and end the QKD process otherwise.  

[0163] In an embodiment, the apparatus further includes a receiver identity 

information generating unit, configured to generate receiver authentication information 

with the same second pre-provisioned algorithm as that of the peer device after the 

transmitter authentication unit determines that the transmitter is authenticated, and a 

receiver identity information transmitting unit, configured to transmit the receiver 

authentication information to the peer device.  

[0164] In an embodiment, the apparatus further includes a key information quantum 

states measurement basis disclosing unit, configured to randomly select a measurement 

basis to measure received quantum states of key information after the transmitter 

authentication unit determines that the transmitter is authenticated, and disclose the 

measurement basis through a pre-determined channel, a correct measurement basis 

receiving unit, configured to receive a correct measurement basis of the quantum states of 

the key information sent by the peer device through the pre-determined channel, and a 

screening and shared quantum key generating unit, configured to screen an original key, 

and acquire a final shared quantum key through bit error rate estimation, error correction 

and privacy amplification processes.  

[0165] In addition, an embodiment of the present application further provides an 

authentication system used in a QKD process. As shown in FIG. 11, the system 

includes an authentication apparatus 1101 deployed on a quantum communication 

transmitter device and an authentication apparatus 1102 deployed on a quantum 

communication receiver device.
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[0166] The authentication apparatuses respectively deployed on the quantum 

communication transmitter device and the quantum communication receiver device use 

an authentication method provided in the present application to realize dynamic 

authentication on a peer device in a QKD process. An interactive processing flow of 

the authentication system used in a QKD process is described briefly below with 

reference to FIG. 12. The authentication apparatus deployed on the quantum 

communication transmitter device is called A for short, the authentication apparatus 

deployed on the quantum communication receiver device is called B for short, the 

transmitter and the receiver are both preset with identification information userid_A and 

userid_B as well as a first pre-provisioned algorithm and a second pre-provisioned 

algorithm, and the transmitter and the receiver respectively maintain a synchronously 

changing parameter n according to a preset policy.  

1) A transmits a key negotiation request to B, where the request carries 

hash(useridA, n).  

2) B verifies the validity of the identity of A and transmits hash(userid_B, n) to A.  

3) A verifies the validity of the identity of B; and selects, according to a basis selection 

rule agreed upon with B, a corresponding basis of preparation for transmitter 

authentication information generated with a first pre-provisioned algorithm f(userid_A, n), 

and transmits quantum states containing at least key information and the transmitter 

authentication information in a preset manner.  

4) B differentiates the received quantum states of various information in the preset 

manner, and measures received quantum states of the transmitter authentication 

information according to the basis selection rule. In addition, if a measurement result 

is consistent with transmitter authentication information calculated with the first 

pre-provisioned algorithm f(userid_A, n), B also transmits receiver authentication 

information hash(userid_B, n+1) generated with a second pre-provisioned algorithm, 

randomly selects a measurement basis to measure received quantum states of the key 

information, and then discloses the measurement basis. Otherwise, the transmitter is
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not authenticated and the QKD process is ended.  

5) A calculates receiver authentication information with the second pre-provisioned 

algorithm, and when the received receiver authentication information is consistent with 

the calculation result, screens an original key, and discloses a correct measurement 

basis of the quantum states of the key information through a pre-determined channel; 

otherwise, determines that the receiver is not authenticated and ends the QKD 

process.  

6) B screens an original key; and A and B acquire a final shared quantum key 

through bit error rate estimation, error correction and privacy amplification processes.  

[0167] It should be noted that a possible interaction process of the system is shown 

above, and different ways of interaction may be adopted in other implementations.  

Relevant description is made in the method embodiments provided above and will not be 

repeated herein.  

[0168] The present application has been disclosed above according to one or more 

embodiments, but is not intended to be limited thereto. Possible variations and 

modifications can be made by those skilled in the art without deviating from the spirit 

and scope of the present application. Therefore, the scope of the present application 

shall be defined by the claims of the present application.  

[0169] In a typical configuration, a computing device includes one or more processors 

(CPUs), input-output interfaces, network interfaces and memories.  

[0170] A memory may include a volatile memory in a computer-readable medium, a 

random access memory (RAM) and/or a non-volatile memory, such as a read-only 

memory (ROM) or a flash RAM. A memory is an example of a computer-readable 

medium.  

[0171] A computer-readable medium includes a non-volatile medium, a volatile medium, 

a mobile medium or an immobile medium, which may implement information storage by 

means of any method or technology. Information may be a computer-readable instruction,
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a data structure, a module of a program, or other data. Examples of computer storage 

media include, but are not limited to a phase change random access memory (PRAM), a 

static random access memory (SRAM), a dynamic random access memory (DRAM), other 

types of random access memories (RAMs), a read-only memory (ROM), an electrically 

erasable programmable read-only memory (EEPROM), a flash memory or other memory 

technologies, a compact disc-read only memory (CD-ROM), a digital versatile disc (DVD) or 

other optical memories, a cartridge magnetic tape, a magnetic tape or magnetic disk 

memory or other magnetic storage devices or any other non-transmission media, which 

may be configured to store information that can be accessed by a computing device. As 

defined herein, computer-readable media do not include transitory media, for example, 

modulated data signals and carriers.  

[0172] Those skilled in the art should understand that an embodiment of the present 

application may be provided as a method, a system or a computer program product.  

Therefore, the present application may be in the form of a full hardware embodiment, a full 

software embodiment, or an embodiment combining software and hardware. Furthermore, 

the present application may be in the form of computer program products implemented on 

one or more computer storage media (including, but not limited to a magnetic disk memory, 

a CD-ROM, an optical memory or the like), which include a computer program code.  

[0173] Throughout this specification and the claims which follow, unless the context 

requires otherwise, the word "comprise", and variations such as "comprises" and 

"comprising", will be understood to mean the inclusion of a stated feature or step, or group 

of features or step, but not the exclusion of any other feature or step, or group of features or 

steps.  

[0174] Any reference to prior art in this specification is not, and should not be taken as 

an acknowledgement, or any suggestion that, the prior art forms part of the common 

general knowledge.
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The claims defining the invention are as follows: 

1. A method for quantum key distribution (QKD), the method including: 

generating a transmitter authentication information bit string and a key information 

bit string; 

selecting, by a transmitter participating in the QKD process, a preparation basis 

for authenticating transmitter identity information according to a basis selection rule; 

sequentially transmitting, by the transmitter, a plurality of quantum states of a 

binary bit string including the key information bit string and the transmitter 

authentication information bit string, the transmitter authentication information bit string 

corresponding to the transmitter authentication information beingtransmitted in the form 

of quantum states using the preselected basis; 

receiving, by a receiver participating in the QKD process, the plurality of quantum 

states; 

measuring, by the receiver, the plurality of quantum states of the bit string 

corresponding to the transmitter authentication information using the preselected basis 

to generate the bit string corresponding to the transmitter authentication information 

and measured with the receiver; 

comparing the measured plurality of quantum states and the transmitter 

authentication information calculated using the first pre-provisioned algorithm; 

determining that the transmitter is authenticated when the measured plurality of 

quantum states is consistent with the transmitter authentication information calculated 

using the first pre-provisioned algorithm; 

determining that the transmitter is not authenticated when the measured plurality 

of quantum states is not consistent with the transmitter authentication information 

calculated using the first pre-provisioned algorithm; 

terminating the QKD process when the measured plurality of quantum states is 

not consistent with the transmitter authentication information calculated using the first 

pre-provisioned algorithm, 

wherein the transmitter authentication information generated with the first
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pre-provisioned algorithm varies dynamically in different QKD processes initiated towards 

the receiver; and 

when the measured plurality of quantum states is consistent with the transmitter 

authentication information calculated, randomly selecting, by the receiver, a 

measurement basis to measure received quantum states of key information bit string to 

generate a random key information bit string.  

2. A method according to Claim 1, wherein the determining that the transmitter is 

authenticated further includes: 

generating, by the receiver, receiver authentication information with a second 

pre-provisioned algorithm; 

transmitting the receiver authentication information to the transmitter; 

calculating, by the transmitter, receiver authentication information with the second 

pre-provisioned algorithm; 

comparing the receiver authentication information generated by the receiver with 

receiver authentication information calculated by the transmitter; 

determining that the receiver is authenticated when the receiver authentication 

information generated by the receiver is consistent with receiver authentication 

information calculated by the transmitter; 

determining that the receiver is not authenticated when the receiver 

authentication information generated by the receiver is not consistent with receiver 

authentication information calculated by the transmitter; and 

terminating the QKD process when the receiver authentication information 

generated by the receiver is not consistent with receiver authentication information 

calculated by the transmitter.  

3. A method according to Claim 2, wherein determining that the transmitter is 

authenticated further includes: 

randomly selecting a measurement basis to measure the received quantum states 

of the key information;
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disclosing the measurement basis through a pre-determined channel; 

determining a correct measurement basis of the quantum states of the key 

information; 

screening an original key; 

disclosing the correct measurement basis of the quantum states of the key 

information through the pre-determined channel; 

screening, by the receiver, an original key; and 

acquiring, by the transmitter and the receiver, a final shared quantum key through 

bit error rate estimation, error correction and privacy amplification processes.  

4. A method according to either Claim 2 or Claim 3, wherein the first pre-provisioned 

algorithm is performed by calculating the transmitter authentication information according 

to: 

transmitter identification information, and 

a synchronously changing parameter according to a preset policy by both the 

transmitter and the receiver, wherein: 

the transmitter identification information on the receiver side is pre-provisioned 

or sent to the receiver by the transmitter through a pre-determined channel.  

5. A method according to Claim 4, wherein selecting a basis of preparation further 

includes: 

performing, by both the transmitter and the receiver, an authentication process for the 

peer device of the other party with the synchronously changing parameter according to the 

preset policy during a request initiating interaction carried out through the pre-determined 

channel; and 

not initiating the QKD process if either device fails the authentication.  

6. A method according to any one of Claims 2 to 5, wherein the second 

pre-provisioned algorithm is performed by calculating the receiver authentication 

information according to receiver identification information and a variant of the
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synchronously changing parameter according to a preset policy by both the transmitter 

and the receiver, wherein the receiver identification information on the transmitter side 

is pre-provisioned or sent to the transmitter by the receiver through a pre-determined 

channel.  

7. A method according to Claim 6, wherein the variant of the synchronously changing 

parameter according to the preset policy includes at least one of the parameter itself, and a 

result obtained from processing the parameter with a preset mathematical 

transformation method.  

8. A method according to any one of Claims 4 to 7, wherein synchronously changing 

parameter according to the preset policy by both the transmitter and the receiver includes a 

number of times the transmitter and the receiver perform the QKD processes.  

9. A method according to any one of Claims 4 to 8, wherein calculating the 

authentication information includes calculating the corresponding authentication 

information with a hash function.  

10. A method according to any one of the preceding claims, wherein transmitting of 

quantum states including key information and the transmitter authentication information 

includes transmitting quantum states of control information and data information with 

respectively different wavelengths in a preset information format, wherein the data 

information includes the key information and the transmitter authentication information.  

11. A method according to Claim 10, wherein the preset information format includes 

using control information as prefixes for the authentication information and the key 

information.  

12. A method according to Claim 11, wherein a wavelength carrying quantum states 

of the control information used as the prefix of the authentication information is different
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from a wavelength carrying quantum states of the control information used as the prefix 

of the key information.  

13. A method according to either Claim 11 or Claim 12, wherein the preset information 

format includes the control information used as the prefix of the authentication information 

and the control information used as the prefix of the key information having different codes, 

and the different codes are preset by the transmitter and the receiver or determined via 

negotiation through a pre-determined channel, 

wherein at least one of a basis for preparing and a basis of measuring quantum 

states of control information is preset by the transmitter and the receiver or determined 

via negotiation through the pre-determined channel.  

14. A method according to any one of Claims 10 to 13, wherein the preset information 

format includes using common control information as a prefix of the authentication 

information and the key information, and the length of the authentication information 

between the control information and the key information is preset by the transmitter and 

the receiver or determined via negotiation through a pre-determined channel.  

15. An apparatus used in a quantum key distribution (QKD) process for distributing 

quantum keys, the apparatus including: 

a memory; 

a processor coupled to the memory, the processor configured to: 

generate a transmitter key information bit string and an authentication information 

bit string corresponding to transmitter authentication information generated with a first 

pre-provisioned algorithm, wherein the transmitter authentication information varies 

dynamically in different QKD processes initiated towards a receiver; 

select a basis of preparation for the transmitter authentication information 

according to a basis selection rule agreed upon with a peer device participating in the 

QKD process and receive, from a receiver, receiver authentication information and a 

randomly selected measurement basis;
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calculate receiver authentication information; 

when the received receiver authentication information is consistent with the 

calculated receiver authentication information, determine a correct measurement basis 

by comparing the measurement basis disclosed by the receiver with the basis of 

preparation used by the transmitter; and 

screen an original key and acquire a final shared quantum key; and 

a quantum states transmitting unit configured to sequentially transmit quantum 

states containing at least key information bit string and the transmitter authentication 

information bit string to the peer device using the preselected basis, 

wherein the apparatus is deployed on a quantum communication transmitter 

device participating in a QKD process.  

16. An apparatus according to Claim 15, wherein the apparatus further includes: 

a receiver identity information receiving unit configured to receive information returned 

by the peer device after the quantum states transmitting unit completes the quantum states 

transmitting operation, wherein the information includes at least receiver authentication 

information; 

a receiver identity information calculation unit configured to calculate receiver 

authentication information with a second pre-provisioned algorithm; and 

a receiver authentication unit configured to determine that the receiver is authenticated 

when the receiver authentication the receiver authentication information received is 

consistent with the calculation result and further configured to determine that the receiver is 

not authenticated and end the QKD process otherwise.  

17. An apparatus according to either Claim 15 or Claim 16, wherein the apparatus 

further includes: 

an original key screening unit configured to determine a correct measurement 

basis for the quantum states of the key information and to screen the original key after 

the receiver authentication unit determines that the receiver is authenticated; 

a correct measurement basis disclosing unit configured to disclose the correct
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measurement basis for the quantum states of the key information through a 

pre-determined channel; and 

a shared quantum key generating unit configured to acquire a final shared quantum 

key through bit error rate estimation, error correction and privacy amplification processes, 

wherein the information received by the receiver identity information receiving unit 

further includes a measurement basis used by the peer device for measuring quantum 

states of the key information.  

18. A non-transitory computer-readable medium used in a quantum key distribution 

(QKD) for distributing quantum keys, the computer-readable medium storing instructions 

including: 

one or more instructions that, when executed by one or more processors, cause 

the one or more processors to: 

generate a transmitter authentication information bit string and a key 

information bit string; 

select, by a transmitter participating in the QKD process, a preparation 

basis for authenticating transmitter identity information according to a basis 

selection rule; 

sequentially transmit, by the transmitter, a plurality of quantum states of a 

binary bit string including the key information bit string and the transmitter 

authentication information bit string, the transmitter authentication information bit 

string corresponding to the transmitter authentication information being 

transmitted in the form of quantum states using the preselected basis; 

receive, by a receiver participating in the QKD process, the plurality of 

quantum states; 

measure, by the receiver, the plurality of quantum states of the bit string 

corresponding to the transmitter authentication information using the preselected 

basis to generate the bit string corresponding to the transmitter authentication 

information and measured with the receiver; 

compare the measured plurality of quantum states and the transmitter
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authentication information calculated using the first pre-provisioned algorithm; 

determine that the transmitter is authenticated when the measured plurality 

of quantum states is consistent with the transmitter authentication information 

calculated using the first pre-provisioned algorithm; 

determine that the transmitter is not authenticated when the measured 

plurality of quantum states is not consistent with the transmitter authentication 

information calculated using the first pre-provisioned algorithm; 

terminate the QKD process when the measured plurality of quantum states 

is not consistent with the transmitter authentication information calculated using 

the first pre-provisioned algorithm, 

wherein the transmitter authentication information generated with 

the first pre-provisioned algorithm varies dynamically in different QKD 

processes initiated towards the receiver; and 

when the measured plurality of quantum states is consistent with the 

transmitter authentication information calculated, randomly select, by the receiver, 

a measurement basis to measure received quantum states of key information bit 

string to generate a random key information bit string.
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