
US 2002O066792A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2002/0066792 A1 

Guthery et al. (43) Pub. Date: Jun. 6, 2002 

(54) CONCURRENT COMMUNICATION WITH (52) U.S. Cl. .............................................................. 235/492 
MULTIPLE APPLICATIONS ON A SMART 
CARD 

(57) ABSTRACT 
(75) Inventors: Scott Bates Guthery, Newton, MA 

(US); Mary Joanne Kiernan Cronin, Newton, MA (US) A Smart card capable of having a plurality of applications 
has a memory that is logically partitioned into a plurality of 

Correspondence Address: memory blocks. A control program allocates one or more 
blocks to one of the applications, upon a declaration from 

HAMILTON BROOK, SMITH & REYNOLDS, the application of its memory needs, and Schedules the 
applications for execution. Only those applications whose 

YESN ROAD memory needs have been Satisfied are Scheduled. The con 
trol program receives a permission request packet from a 

CONCORD, MA 01742-9133 (US) host, addressed to an application, and passes the permission 
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200 One Application - Single Packet Request/Single Packet Response 

Host Cold Mana-e- Application M 

Send RTS to M. (202) 
Receive RTS in Buffer a (204) 

Activate M with RTS (206) 
Ask for 2 Buffers (208) 

Monitor Buffer Availability for M (210) 
Provide Buffers c,e (212) 

Output PTS to M (214) 
Output M's PTS Packet (216) 

Receive M's PTS (218) 
SendMessage to M (220) 

Receive Message in Buffer b (222) 
Pass Buffer b to M (224) 

Copy Buffer b to Buffer d (226) 
Activate M for j Steps (228) 

Run Steps (230) 
Activate M for jSteps (232) 

Run jSteps (234) 
Activate M for Steps (236) 

Output Response in e (238) 
Copy Buffere to Buffer b (240) 

Free Buffers d, e (242) 
Output Buffer b (244) 

Receive Response from M (246) 
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300 two Applications - Single Packet Request/single Packet Response 

Host (all - a.k 4, ei- Application M & N. 

Send RTS to M (302) 
Receive RTS in Buffera (304) 

Activate M with RTS (306) 
M; Ask for 2 Buffers (308) 

Monitor Buffer Availability for M (310) 
Provide Buffers de to M (312) 

M: Output PTS to M (314) 
Output M's PTS Packet (316) 

Receive M's PTS (318) 
Send RTS to N (320) 

Receive RTS in Buffer a (322) 
Activate N with RTS (324) 

N: Ask for 2 Buffers (326) 
Monitor Buffer Availability for N (328) 

Send Message to M (330) 
Receive Message in Buffer b (332) 

Pass Buffer b to M (334) 
M: Copy Buffer b to Buffer d (336) 

Activate M for jSteps (338) 
M: Runj Steps (340) 

Provide Buffers f,g to N (342) 
N: Output PTS to N (344) 

Output. N's PTS Packet (346) 
Receive N's PTS (348) 

Send Message to N (350) 
Receive Message in Buffer a (352) 

Activate M for Steps (354) 
M. Runj Steps (356) 

Pass Buffer a to N (358) 
N; Copy Buffer a to Buffer f (360) 

Activate N for jSteps (362) 
N: Run Steps (364) 

Activate M for Steps (366) 
M: Output Response in e (368) 

Copye to b (370) 
Output Buffer b (372) 

Free Buffers d, e (374) 
Receive Response from M (376) 

Activate N for jSteps (378) 
N: Output Response in g (380) 

Copyg to b (382) 
Free Buffers f, g (384) 

Output Buffer b (386) 
Receive Response from N (388) 
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4OO One Application - Single Packet Request/Multi-Packet Response 

Host Card as a ce- Application M 

Send RTS to M (402) 
Receive RTS in Buffer a (404) 

Activate M with Request (406) 
Ask for 2 Buffers (408) 

Monitor Buffer Availability for M (410) 
Provide Buffers de (412) 

Output PTS to M (414) 
Output M's PTS Packet (416) 

Receive M's PTS (418) 
SendMessage to M (420) 

Receive Message in Buffer b (422) 
Pass Buffer b to M (424) 

Copy Buffer b to Buffer d (426) 
Activate M for j Steps (428) 

Run Steps (430) 
Activate M for j Steps (432) 

Run jSteps (434) 
Activate M for j Steps (436) 

Output Response ind (438) 
Output Buffer d (440) 

Receive Response from M (442) 
Activate M for jSteps (444) 

Output Response in e (446) 
Output Response Packet (448) 

Receive Response from M (450) 
Free Buffers d, e (452) 
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8OO One Application - Multi-Packet Request/Multi-Packet Response 
Enfire message received before processing 

Host Co- v. & &ber Application M 

RTS to M (802) 
Receive RTS in Buffer a (804) 

Activate M with RTS (806) 
Ask for 2 Buffers (808) 

Monitor Buffer Availability for M (810) 
Provide Buffers de (812) 

Output PTS to M (814) 
Output PTS to M (816) 

Receive M's PTS (818) 
Send Part 1 of Message to M (820) 

Receive Data in Buffer b (822) 
Pass Buffer b to M (824) 

Copy Buffer b to Buffer d (826) 
Output PTS to M (828) 

Output PTS to M (830) 
Receive M's PTS (832) 

Send Part 2 of Message to M (834) 
Receive Data in Buffer b (836) 

Pass Buffer b to M (838) 
Copy Buffer b to Buffer e (840) 

Activate M for jSteps (842) 
Run Steps (844) 

Activate M for Steps (846) 
Run jSteps (848) 

Activate M for Steps (880) 
Output Response in d (882) 

Output Response Packet (884) 
Receive Response from M (886) 

Activate M for j Steps (888) 
Output Response in e (890) 

Output Response Packet (892) 
Receive Response from M (894) 

Free Buffers d, e (896) 
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900 One Application - Multi-Packet Request/Multi-Packet Response 
/Message paris processed as they are received 

Host Cat-i Moth cee- Application M 

Send RTS to M (902) 
Receive RTS in Buffera (904) 

Activate M with RTS (906) 
Ask for 1 Buffer (908) 

Monitor Buffer Availability for M (910) 
Provide Buffers d (912) 

Output PTS to M (914) 
Output PTS to M (916) 

Receive M's PTS (918) 
Send Part 1 of Message to M (920) 

Receive Data in Buffer b (922) 
Pass Buffer b to M (924) 

Copy Buffer b to Buffer d (926) 
Activate M for Steps (928) 

Run Steps (930) 
Activate M for jSteps (932) 

Output PTS to M (934) 
Output PTS to M (936) 

Receive M's PTS (938) 
Send Part 2 of Message to M (940) 

Receive Data in Buffer b (942) 
Pass Buffer b to M (944) 

Copy Buffer b to Bufferd (946) 
Activate M for Steps (948) 

Run jSteps (950) 
Activate M for j Steps (952) 

Run Steps (954) 
Activate M for jSteps (956) 

Output Response ind (958) 
Output Response Packet (960) 

Receive Response from M (962) 
Activate M for Steps (964) 

Output Response ind (966) 
Output Response Packet (968) 

Receive Response from M (970) 
Free Buffer d (972) 
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CONCURRENT COMMUNICATION WITH 
MULTIPLE APPLICATIONS ON A SMART CARD 

BACKGROUND OF THE INVENTION 

0001 Smart cards are small, tamper resistant plastic 
cards that contain in them a central processing unit (CPU) 
and Supporting hardware. They can be used, for example, as 
Smart credit cards, or employee badges, or for thousands of 
other uses, by having different application programs on 
board. 

0002. In the international Smart card standard ISO/IEC 
7816-4, incorporated herein by reference in its entirety, one 
finds the concept of up to four logically independent com 
munication channels with a Smart card. The State each of 
these channels is kept Separate from the State of each of the 
others. Thus, for example, the current file on one channel 
may be different from the current file on another channel. A 
command Sent to the card on one channel must be completed 
before a command can be sent on another channel. 

0003) The EMV 96 Smart card specification, incorpo 
rated herein by reference in its entirety, defines the notion of 
application Selection wherein the card returns a list of all of 
the applications that are contained on the card. Also in EMV 
96 is described a method of activating individual applica 
tions on the Smart card. A command Sent to one application 
must be completed before a command can be sent to another 
application. 

0004 U.S. Pat. No. 6,005,942 discloses a method for 
activating individual applications on a Smart card. When an 
application is activated all communication with the Smart 
card is directed to that application. To communicate with 
another application the currently activated application must 
be deactivated and the new application activated. 
0005 U.S. Pat. No. 6,052,690 discloses the notion of 
maintaining multiple independent contexts on a Smart card 
and the notion of communicating with any one of these 
COnteXtS. 

0006 U.S. Pat. No. 5,204,965 discloses the scheduling of 
tasks on a computer based on the availability of data needed 
by those tasks. 
0007. In Summary, current art teaches “heavyweight” or 
“course grain' Scheduling of applications on a Smart card. 
One application must completely process a message Sent to 
it before another application is started. 
0008 Currently, data to be processed by a smart card is 
transmitted by the terminal to the Smart card in a Single data 
block called an Application Protocol Data Unit (APDU). An 
APDU contains the data to be processed as well as the 
description of the type of processing that is to be performed. 
The data returned by the Smart card to the terminal in 
response to an APDU is the result of applying the requested 
processing to the provided data. The Size of the data block 
that can be provided to the Smart card and retrieved from the 
Smart card of the current art is typically less than or equal to 
256 bytes. This restriction is due primarily to the limited 
amount of random access memory (RAM) in the Smart card 
as it is the RAM memory that is used hold data as it is 
received into and Sent out of the Smart card. 

0009 U.S. Pat. No. 3,825,904 (among many other fol 
lowing) discloses a method of mapping pages of random 
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acceSS memory to and from disk Storage in order to Support 
programs whose memory needs in total exceed the size of 
the random access memory actually available on a computer. 
0010. In the ETSI international mobile telephony stan 
dards GSM 11.11 and 11.14, each of which is incorporated 
herein by reference in its entirety, one finds the concept of 
a method whereby a Smart card and in particular a Subscriber 
identity module (SIM) chip in a GSM mobile telephone can 
request Services from the handset. The Smart card can, in the 
process of responding to an APDU, Stimulate the terminal to 
issue a FETCH APDU. The FETCH APDU provides the 
Smart card with the ability to Send a command to the 
terminal for execution. After the terminal has executed this 
command, the terminal returns the result of the execution to 
the Smart card using a TERMINAL RESPONSE APDU. In 
a mobile telephone application, for example, the FETCH 
and TERMINAL RESPONSE APDUs are used to give 
commands to the handset, Such as a command to display a 
message or to retrieve a keypad hit from the Subscriber. 
0011. In addition, in a general technique known as data 
caching, data currently being used by a processor is Stored 
in a manner that enables the processor to access it more 
quickly than when it resides in its assigned Storage location. 
For example, a microprocessor chip may cache the instruc 
tions it executes in high-speed cache memory rather than 
return them to comparatively low-speed RAM memory in 
the expectation that recently executed instructions are more 
likely to be executed in the near future than instructions that 
have not been recently executed. Another example is the 
caching of Web pages on the World Wide Web where 
recently viewed pages are store closer (with respect trans 
mission time on the network) to the computer on which they 
were viewed than the original network Source of the pages. 
0012. In yet another general technique known as virtual 
memory, the amount of memory available to an application 
program is larger than the actual amount of memory on the 
processor on which it is running. Segments of the Virtual 
memory Space are Swapped into and out of the actual 
memory of the processor from a non-memory device Such as 
a hard disk as they are needed by the application. 
0013 While there are many applications of Smart codes, 
one particular application is for its use in a mobile or cellular 
telephone. 

SUMMARY OF THE INVENTION 

0014) A multi-application integrated circuit card (“smart 
card') contains a plurality of application programs. It is 
desirable for the entities communicating with the Smart card 
to be able to conduct simultaneous independent communi 
cations with more than one of these programs. Current art 
holds that only one application can be communicating with 
entities outside the Smart card at any one time. This restric 
tion is due to a number of factors, including the fact that only 
one of the data messages of today's art can fit in the Smart 
card's random access memory (RAM) at a time. 
0015. A system and method is hereby disclosed for 
Simultaneously communicating with multiple individual 
applications on a Smart card. The System and method 
employs fixed-size data packets and tightly couples the 
execution of applications and thereby communication with 
them with efficient management of the Smart cards limited 
RAM memory. 
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0016. The present invention provides “lightweight” or 
fine grain' Scheduling of applications. Packets comprising 
partial communication with multiple, concurrently running 
applications on the Smart card can be intermixed on the 
Single physical communication channel with the card. An 
additional benefit of the method of the disclosure is that 
multiple long-running applications can be concurrently 
active on the card. 

0.017. As noted above current art includes the notion of 
multiple independent applications and multiple independent 
application execution contexts on a Smart card. Current art 
also includes the notion of up to four independent logical 
communication channels to the card that can be used to 
communicate with applications on the Smart card. 

0.018. It would be natural to use these methods in com 
bination and to thereby temporarily associate a communi 
cation channel with an application to achieve Simultaneous 
communication with up to four applications. This requires 
the entity or entities communicating with applications on the 
Smart card to maintain an up-to-date list of association of 
channels to applications. In effect, current art externalizes an 
important component of the management of the State of the 
Smart card: the activation and Scheduling of multiple appli 
cations on a Smart card and the concurrent communication 
with them. This places an unnecessary burden on programs 
and Systems using multi-application Smart cards and, by 
exposing Some internal State of the Smart card, can weaken 
the Security provided by the Smart card. 

0019. The current disclosure teaches a system and 
method for moving the administration of Simultaneous com 
munication with multiple applications on a Smart card onto 
the Smart card itself. This simplifies communication with the 
applications on a Smart card from the point of View of the 
entities using the Smart card and at the same time makes 
more efficient use of the limited RAM memory and the 
physical communication channel with the Smart card. 
0020. The Smart card can associate each of its applica 
tions with an application indeX that is unique on that card. 
An application indeX provides shorthand identification for, 
and hence, faster access to, each application on the card. An 
application-identification packet is Sent to the host for each 
application on the Smart card, each application-identification 
packet identifying the application and providing the associ 
ated application indeX. In one embodiment, upon the Start of 
a usage Session, an application-identification packet for each 
application on the Smart card is Sent to the host upon the Start 
of a usage Session, which may include, for example, the 
application of power to the Smart card, or the connection of 
the Smart card to a host. 

0021 According to another aspect of the invention, an 
application that executes on a Smart card receives a request 
ing packet from a host requesting to Send information. The 
application declares its memory requirements. When the 
application is notified that its memory requirements have 
been Satisfied, it sends to the host a permission packet Such 
as a permission-to-Send packet, at which time the applica 
tion is ready to receive the information from the host. 
0022. According to yet another aspect of the invention, a 
Smart card host sends a request-to-Send packet to a Smart 
card that is capable of having a plurality of applications. The 
packet is addressed to an application on the Smart card. A 
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permission-to-Send packet is received from the addressed 
application once Sufficient memory has been allocated to the 
addressed application. Information is then Sent to the 
addressed application upon receiving, at the host, the per 
mission-to-Send packet. 
0023. A further embodiment of the present invention 
provides a protocol whereby blocks of data larger than will 
fit in the communication buffer of the random access 
memory (RAM) of an integrated circuit card (“smart card”) 
can nonetheless be processed by the Smart card. The proto 
col is also of use when multiple programs are sharing the 
RAM of a Smart card and their total combined use of RAM 
exceeds the available physical RAM of the Smart card. The 
disclosed protocol is compatible with existing Smart card 
technology, Standards, conventions and implementations. 
0024. Accordingly, with respect to one embodiment of 
the present invention, a Smart card capable of having on it 
a plurality of applications, has a random access memory 
(RAM) that is logically partitioned into a plurality of 
memory blocks. A control program on the Smart card allo 
cates one or more memory blocks to one of the applications, 
upon a declaration from the application of its memory needs. 
The control program then Schedules the applications for 
execution. Only those applications whose memory needs are 
currently Satisfied are Scheduled for execution. 
0025 The control program receives a request such as a 
request-to-Send (RTS) packet from a host. The packet is 
addressed to a particular application, and the control pro 
gram passes the requesting packet to the application. When 
the control program receives a permission Such as a permis 
Sion-to-Send (PTS) packet from the addressed application 
after the addressed application has had its declared memory 
needs Satisfied, the control program Sends the permission 
packet to the host. 
0026. In a further embodiment, the control program 
maintains a list of outstanding permissions. Any incoming 
packet addressed to an application that, using this list, 
cannot be paired with a permission Sent out the addressed 
application, is rejected. 

0027. The host can be, for example, a wireless commu 
nication device, which is meant to include any part of the 
device, for example, the handset, and is meant cover any 
variety of Such devices including but not limited to cellular 
mobile telephones and personal digital assistants (PDAS). 
0028. In one embodiment, a virtual machine is used to 
execute one or more of the applications on the Smart card. 
The control program communicates with the Virtual machine 
to control Scheduling to a predetermined granularity. For 
example, an application might be allowed to execute ten 
Steps, or it might be allowed to execute just one Step. The 
number of steps allowed may be fixed, or it may be 
determined once for each application or it may be deter 
mined repeatedly for every application just before executing 
the application. 
0029 Various scheduling algorithms such as round robin 
Scheduling can be used. Alternatively, the control program 
can Schedule just those applications that have incoming data. 
In yet another alternative, the control program Schedules 
applications based on priorities assigned to the applications. 
Of course, various combinations of these and other Sched 
uling algorithms can also be used. 



US 2002/0066792 A1 

0.030. A further embodiment of the present invention 
includes a capability called a Swapper for Swapping data 
pages between the Smart card's memory (the primary Stor 
age) and a host, for example a mobile telephone handset (the 
Secondary Storage). 
0031) Using, for example, the method of ETSI GSM 
11.14, the Swapper causes a FETCH command to be issued 
from the host. Upon receiving a FETCH command from the 
host, a first Set, e.g. a first block or page, of data is Swapped 
out from the memory of the Smart card back to the host. At 
the same time a request can be made for a Second set of data 
from the Secondary Storage to be transferred back into the 
Smart card. In this latter case, the requested Second Set of 
data is received from the Secondary Storage and is Stored in 
the Smart card's memory. 
0032. In one embodiment, a Swap table is maintained in 
which each entry tracks, for a given application and memory 
page, the corresponding data Stored in the Secondary Storage. 
0033. In another embodiment, an extended Swap table is 
maintained in which each entry tracks, for a given applica 
tion and logical page, corresponding data Stored in the 
Secondary Storage and a corresponding physical page loca 
tion where the data is Stored in primary Storage, i.e., the 
Smart cards memory, thus providing a level of indirection. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0034. The foregoing and other objects, features and 
advantages of the invention will be apparent from the 
following more particular description of preferred embodi 
ments of the invention, as illustrated in the accompanying 
drawings in which like reference characters refer to the same 
parts throughout the different views. The drawings are not 
necessarily to Scale, emphasis instead being placed upon 
illustrating the principles of the invention. 
0.035 FIG. 1 is a schematic diagram illustrating several 
typical uses of a Smart card. 
0.036 FIG. 2 is a high-level schematic diagram of an 
embodiment of the present invention within a Smart card. 
0037 FIG. 3 is a schematic diagram illustrating that at 
least a portion of the RAM of FIG. 2 is logically divided into 
several buffers. 

0.038 FIG. 4 is a schematic diagram of the software of 
the Smart card of FIG. 2. 

0.039 FIG. 5 is a schematic diagram illustrating a packet 
as employed by an embodiment of the present invention. 
0040 
chain. 

0041 FIG. 7 is a schematic diagram illustrating an 
Initialization and Application-Identification packet of the 
present invention. 

FIG. 6 is a Schematic diagram illustrating a packet 

0.042 FIG. 8 is a schematic diagram illustrating a 
Request-to-Send packet of the present invention. 

0.043 FIG. 9 is a schematic diagram of a Permission-to 
Send packet of the present invention. 
0044 FIG. 10 is a flowchart, illustrating at a high level, 
the input phase of the card manager of the present invention, 
which begins when a packet is received from the host. 
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004.5 FIG. 11 is a flowchart, illustrating at a high level, 
the processing phase of the card manager of the present 
invention. 

0046 FIG. 12 is a flowchart, illustrating at a high level, 
the output phase of the card manager of the present inven 
tion. 

0047 FIG. 13 is a flowchart illustrating at a high level, 
application processing according to an embodiment of the 
present invention. 

0048 FIG. 14 is a schematic diagram of a timeline 
illustrating the operation of an embodiment of the present 
invention for the Simple exemplary case of a host commu 
nicating with one application on the Smart card. 

0049 FIG. 15 is a schematic diagram of a timeline 
illustrating the operation of an embodiment of the present 
invention for an exemplary case of Simultaneous commu 
nication between a host and two applications on the Smart 
card. 

0050 FIG. 16 is a schematic diagram of a timeline 
illustrating the operation of an embodiment of the present 
invention for an exemplary case of communication between 
a host and a Single application which provides a multi 
packet chained response. 

0051 FIG. 17 is a schematic diagram of a timeline 
illustrating the operation of an embodiment of the present 
invention for an exemplary case of communication with a 
Single application using a multi-packet input and multi 
packet output where the entire message is received before 
processing by the Smart card. 

0052 FIG. 18 is a schematic diagram of a timeline 
illustrating the operation of an embodiment of the present 
invention for an exemplary case of communication with a 
Single application using a multi-packet input and multi 
packet response, where message parts are processed by the 
Smart card as they are received. 
0053 FIG. 19 is a schematic diagram illustrating a 
SWAP packet of one embodiment of the present invention. 

0054 FIG. 20 is a schematic diagram illustrating a 
TERMINAL RESPONSE packet of one embodiment of the 
present invention. 

0055 FIG. 21 is a schematic diagram of an exemplary 
Swap table maintained by the Smart card operating System, 
in an embodiment of the present invention, to track appli 
cation pages. 

0056 FIG. 22 is a schematic diagram of the SWAP 
packet that the Smart card returns for the example of FIG. 
2O. 

0057 FIG. 23 is a schematic diagram of the Subsequent 
TERMINAL RESPONSE APDU sent by the terminal or 
host in response to the SWAP packet of FIG. 21. 

0058 FIG. 24 is a schematic diagram of the Swap table 
of FIG. 20 which has been updated after receiving the data 
in the TERMINAL RESPONSE APDU of FIG. 22. 

0059 FIG. 25 is a schematic diagram illustrating an 
embodiment an extended Swap table 700. 
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DETAILED DESCRIPTION OF THE 
INVENTION 

0060 An integrated circuit card (“smart card”) is typi 
cally a Small plastic card about the size of and having the 
appearance of a credit card, with a microprocessor and 
Supporting hardware built in, as well as one or more appli 
cations to be executed by the processor. Other Smart cards 
can be even Smaller than credit cards, depending on their 
intended use. 

0061 FIG. 1 is a schematic diagram illustrating several 
typical uses of a Smart card 10. For example, a credit 
card-type of Smart card can be used to access an ATM or 
kiosk 2. Another application of Smart cards is within various 
appliances, including mobile telephones 4, in which a Smart 
card serves as a subscriber identity module (SIM), holding 
user-specific information Such as the Subscriber's account 
information. In yet another application, a Smart card 10 can 
be presented to a Smart card reader 8 attached to a computer 
6. Depending on the type of Smart card, the reader might 
read the Smart card through electrical contacts or through 
Some other, wireleSS means. 
0062) The terms “host” and “terminal” are used herein 
interchangeably and are meant to represent devices that 
connect to a Smart card, including but not limited to kiosks, 
ATMs, mobile telephones, appliances and computers. 
0.063 Concurrent Communication with Multiple Appli 
cations 

0064 FIG. 2 is a high-level schematic diagram of an 
embodiment of the present invention within a smart card 10. 
The Smart card 10 is shown logically split between hardware 
12 and software 30. Only those aspects important to the 
present invention are shown. 
0065. On the hardware side 12, a central processing unit 
(CPU) 20 is connected via a bus 22 to various types of 
memory and an input/output (I/O) port 24. The memory in 
a Smart card typically comprises random access memory 
(RAM) 14, read-only memory (ROM) 16 and non-volatile 
memory 18 Such as electronically erasable programmable 
read-only memory (EEPROM). The I/O port 24 is used to 
connect to an external device Such as a terminal or a mobile 
telephone handset. The CPU, memory and I/O port driver 
are typically realized on one integrated circuit. 
0.066 On the software side 30, there are one or more 
applications 32, typically written in a language to be inter 
preted by a virtual machine 36. For example, one application 
might be a banking application, while another is a credit card 
application, and So on. A System program called a card 
manager 34 coordinates the activation and Scheduling of 
applications and communication with them. At least one 
embodiment of the present invention also has a swapper 35 
for utilizing external memory. 
0067 FIG. 3 is a schematic diagram illustrating that at 
least a portion of the RAM 14 of FIG. 2 is logically divided 
into several buffers 40. One or more buffers 40 can be 
assigned to an application 32 according to the application's 
needs. 

0068 FIG. 4 is a schematic diagram of the software 30 
of the Smart card of FIG. 2. The card manager 34 maintains 
a directory 44 of all of the applications 32 on the Smart card 
and is able to place any of these applications into execution. 
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The order in which the applications are placed in execution 
by the card manager is not fixed, and determining which 
application to place into execution next is a function of the 
Scheduling capability of the card manager. 

0069. The card manager also controls all communication 
into and out of the Smart card. When data is sent from 
outside the Smart card to an application on the Smart card, 
the data is first received, through an I/O driver 38, by the 
card manager 34 and later passed to the target application 32. 
Similarly, when an application 32 on the Smart card wishes 
to pass data to an outside entity, the data is passed to the card 
manager 34 that later Sends it out on the Smart cards 
communication channel via the I/O driver 38. 

0070 New applications are loaded into the Smart card by 
a loader application 42, which updates the directory of 
applications 44. 
0071. The present invention provides tight linkage 
between the communication with Smart card applications, 
allocation of Scarce resources within the Smart card, and the 
Scheduling of execution of those applications. The System 
and method is constructed to embrace and be compatible 
with current modes of Smart card usage. 
0072. In one particular embodiment, all communication 
with the card manager 34 and hence with applications 32 on 
the Smart card is formatted as packets of fixed number of 
bytes, e.g., Sixteen bytes. 

0073. Of course, one skilled in the art would recognize 
that in other embodiments, packet types may have different 
sizes, or all packets may be of various sizes by using 
different methods of delimiting. 
0074 FIG. 5 is a schematic diagram illustrating a packet 
as employed by an embodiment of the present invention. 
The first byte of an incoming packet 50 holds the application 
index 52 of the application 32 for which the packet is 
intended. Similarly, the first byte of an outgoing packet 
indicates the application from which the packet is being Sent. 
0075. The second byte contains a packet type field 56 that 
indicates the type of the packet. In addition, the high bit 54 
of the second byte holds the value 1 to indicate that this 
packet is not the last packet of a Series of packets comprising 
this data transfer. If the high bit 54 is 0, then this is last 
packet, and perhaps the only packet, of the data transfer. A 
Sequence of packets with all but the last having the high bit 
54 of the second byte set to 1 and the last packet having the 
bit 54 set to 0 is called a “packet chain.” 
0076. The remaining bytes, if any, contain the actual data 
58 being Sent to or from the Smart card application. 
0077 FIG. 6 is a schematic diagram illustrating a packet 
chain 59. The packet chain 59 comprises a series of packets, 
here shown as Packet #150-1 through Packet #J 50-J. Each 
packet 50 has the high bit 54 of its second byte set to 1, 
except for the last packet 50-J, which has the bit 54 set to 0 
to indicate the end of the packet chain 59. 
0078. In one embodiment of the present invention, the 
master-Slave relationship between the host computer and the 
Smart card found in current Smart card implementations and 
Smart card Standards and Specifications is preserved. Thus, 
the terminal or host computer into which the card is inserted 
or otherwise presented initiates all communication with the 
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Smart card. The host computer can regularly poll the card to 
See if there is data waiting to be sent from the card. 
0079 Alternatively, a low-level protocol such as that 
defined in ESTI GSM 11.11 and 11.14 can allow the card to 
respond a request from the host in a manner that indicates 
that additional messages are waiting to be transferred from 
the card to the host. 

0080. In either case, the host maintains regular commu 
nication with the Smart card So that if the card generates one 
or more messages, these messages can be Successfully 
passed out of the card and onto the host. 
0.081 First, several key packet types are discussed, fol 
lowed by a discussion of Scheduling of applications. It 
should be noted that the present invention is not limited to 
the packet types discussed and in fact assumes that new 
types can and will be defined in the future as needed. 
0082 FIG. 7 is a schematic diagram illustrating an 
Initialization and Application-Identification packet of the 
present invention. When a Smart card is electrically acti 
Vated, for example at the Start of a usage Session or when a 
mobile telephone is Switched on, the card manager 34 sends 
to the host computer an application-identification packet 60 
for each application 32 on the Smart card that identifies the 
application. The first byte of this application identification 
packet 60 contains the application indeX 62 used to reference 
the corresponding application on the particular Smart card. 
0.083. The second byte contains the application identifi 
cation packet type code 64. The data bytes of the packet 60 
contain the application's globally unique integrated circuit 
card Application Identifier or AID as specified by ISO/IEC 
7816-5 and ISO/IEC 7816-6, both of which are incorporated 
by reference herein in the their entirety. The first byte is the 
length 66 of the AID and the remaining bytes 68 up to the 
specified length are the AID itself. 
0084. In one embodiment of the present invention, appli 
cation index 0 is reserved for the card manager 34 itself. The 
card manager's identification packet is normally the first 
application-identification packet issued after electrical reset. 
In one embodiment, the AID of the card manager is the 
9-byte value AO 00 000092 00 00 00 0A. 
0085. In an embodiment where packets are of fixed 
length, one or more filler bytes 99 can be attached to the 
packet to bring it to the required length. Of course, if the 
information consumes the entire packet, then no filler bytes 
are neceSSary. 

0.086 At the end of the initialization and application 
identification phase, the entities wishing to communicate 
with applications on the card know what applications are 
available and have one-byte application indexes to uniquely 
and efficiently identify the applications on the particular 
Smart card at hand. 

0.087 FIG. 8 is a schematic diagram illustrating a 
Request-to-Send packet 70 of the present invention. A 
Request-to-Send packet 70 is sent from the host computer to 
the card and addressed to the card manager 34, i.e., the 
application index 72 is 0. The packet type field holds a 
Request-to-Send value 74. The packet's data comprises a list 
76 of applications for which packets are waiting on the host 
side. The list 76 is terminated by a null byte 78, and possibly 
followed by one or more filler bytes 99. 
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0088 Upon receipt of a Request-to-Send packet 70, the 
card manager 34 notifies each of the listed applications in 
turn that incoming data is available. The host then expects to 
receive a permission-to-Send packet, described next, from 
each of these applications, when the application is ready to 
receive this data. 

0089 FIG. 9 is a schematic diagram of a Permission-to 
Send packet 80 of the present invention. The first byte 
contains the application indeX 82 of the application Sending 
the packet 80. The second byte contains the Permission-to 
Send packet type 84. 

0090. Because the RAM memory on a smart card is 
limited, there is not room to buffer on the card itself at one 
time all of the data going to and coming from all of the 
applications on the Smart card. The more extensive 
EEPROM memory is not used for such transient data due to 
the long write times it requires. Thus, a method is needed to 
manage the RAM memory on the Smart card. 
0091. The card manager 34 adopts the convention that 
each application 32 is programmed to explicitly determine 
its own input, output and temporary Storage memory 
requirements. When activated, an application 32 attempts to 
fulfill its memory buffer requirements by requesting tempo 
rary use of RAM memory blocks 40 from the card manager 
34. Entities outside the Smart card may only Send data to an 
application after the application has Satisfied its memory 
needs. 

0092. When an application's memory needs are satisfied, 
the application issues a Permission-to-Send packet 80. The 
terminal or host computer must be in possession of Such a 
packet in order to Send data to the application. In one 
embodiment, one permission is required for each packet. 
Depending on the expected level of compliance with this 
protocol by the host computer, the card manager 34 may 
keep a list of outstanding Permission-to-Send packets 80 and 
reject any incoming packets that cannot be paired with a 
Permission-to-Send packet. 
0093. There is always an implicit outstanding permission 
to Send for application index 0, the card manager itself, as it 
is always possible to Send at least one packet directly to the 
card manager. 

0094 FIG. 10 is a flowchart, illustrating at a high level, 
the card manager's input phase 100, which begins when a 
packet is received from the host, as in step 102. In step 104, 
the application indeX is examined. If the application indeX is 
0, the packet is intended for the card manager, which then 
processes the packet (step 112) and then enters the process 
ing phase 120. 

0095. If, on the other hand, the application index is not 0, 
the packet is intended for an application. The card manager 
first looks to see if there is an outstanding Permission-to 
Send to the application with this application index (Step 
106). If not, the packet will not be delivered, and the card 
manager again proceeds to the processing phase 120. 

0096. If there is an outstanding Permission-to-Send to the 
application with this application index, then the application 
is activated at step 108. The activated application then, at 
step 110, moves the received packet to a RAM buffer that 
has been assigned to the application. This is done because 
typically a fixed portion of the RAM that is used for a 
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communication buffer. Bytes must be moved out of this 
buffer to free up the buffer for further communication while 
the application works on the data. 
0097 Finally, after moving the data to an assigned buffer, 
the card manager proceeds to the processing phase 120. 
0.098 FIG. 11 is a flowchart, illustrating at a high level, 
the card manager's processing phase 120. First, at Step 122, 
the amount of time available for the processing phase 120 is 
determined. In one embodiment, the total time available is 
fixed by the need to respond to the handset or other host 
within a specified period. 
0099. At step 124, an application is selected according to 
Some Scheduling algorithm, discussed below. 
0100. At step 126, the selected application is activated 
and allowed to run for Some number of Steps that may be 
determined, for example, each time through the loop of steps 
124 through 128, based on various information, or may, for 
example, be fixed. After the predetermined amount of time, 
the application is de-activated, and the card manager, at Step 
128, determines whether there remains any time for further 
processing. If Some time is still available, the card manager 
goes back to Step 124 and Selects another application. The 
loop of Steps 124 through 128 repeats until no time remains, 
at which point the card manager enters the output phase 130. 
0101 FIG. 12 is a flowchart, illustrating at a high level, 
the card manager's output phase 130. First, at step 132, the 
card manager determines the number of packets remaining 
that need to be sent to the host. When there are no Such 
packets remaining, this phase 130 is complete and the card 
manager returns to the input phase 100 of FIG. 10. 
0102) If there is more than one packet remaining, then at 
step 134, the continuation bit 54 is set to 1 to indicate that 
this packet is not the last packet of the outgoing packet 
chain. When there is only one packet remaining, Step 134 is 
skipped So that the continuation bit 54 is clear. i.e., Set to 0, 
indicating the end of the packet chain. In either case, at Step 
136, the outgoing packet is sent to the host, and the number 
of packets remaining is decremented (Step 138). The loop of 
steps 132 through 138 is repeated until the last packet is sent 
to the host. 

0103) The primary purpose of the card manager 34 is to 
make the most efficient use of the limited RAM 14 in a Smart 
card, the modest computational capabilities of the Smart card 
and the relatively slow physical communication channel 
between the Smart card and the outside world. The card 
manager 34 accomplishes this by controlling the order in 
which it selects (step 124) and activates (step 126) applica 
tions. The data and rules that the card manager uses to 
determine which application to activate next are together 
called a “Scheduling regimen.” 
0104. There are many known scheduling regimens that 
can be implemented by the card manager. One example of 
a Scheduling regimen is called round-robin Scheduling 
wherein each application is activated in turn regardless of 
whether or not there is data waiting for it. 
0105. Another example of a scheduling regimen is called 
dataflow Scheduling wherein an application is Scheduled if 
and only if there is incoming data for it. In this case, 
applications are Scheduled in the order in which data arrives 
for them. 
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0106 Among the scarce resources on the Smart card, the 
resource for which there is the most contention in today's 
multi-application Smart cards is RAM memory. The primary 
use of RAM memory in a Smart card is to hold incoming 
data, as it is being processed and outgoing data as it is being 
constructed. Basing the application-Scheduling regimen 
jointly on RAM memory demand and communication 
demand therefore yields an application execution environ 
ment that makes efficient use of the Scarce RAM resource. 

0107 The scheduling regimen disclosed herein can be 
combined with other Scheduling regimens found in the 
literature. One Such example is priority-based Scheduling. In 
priority-based Scheduling, each application is assigned a 
priority number. Applications with higher priority number 
are executed in preference to applications with lower prior 
ity numbers. Such a combination of the resource optimiza 
tion regimen described above with a priority regimen could, 
for example, be useful on the Subscriber Identity Module 
(SIM) Smart card in mobile telephones. Here, applications 
concerned with network access and performance are given 
higher priority than applications that are only interacting 
with the Subscriber. 

0.108 Many Smart cards run application programs using 
a Software program called a byte code interpreter or a virtual 
machine inside the Smart card. The instructions implement 
ing the application, called byte codes do not correspond to 
the instructions of the Smart cards hardware processor and 
therefore cannot be directly executed by the hardware. The 
byte code interpreter program that reads and then executes, 
i.e., interprets, the applications byte code instructions one 
byte code at a time, realizes the execution of the application 
program. Virtual machines open the possibility of very fine 
grain application Scheduling-down to the individual byte 
code. 

0109 Scheduling regimens are classified in the art as 
being deterministic or non-deterministic and preemptive or 
non-preemptive. Generally Speaking, deterministic regi 
mens maintain Some Sense of time whereas non-determin 
istic regimens do not. Preemptive regimens permit the 
operating System to interrupt the execution an application at 
any moment whereas a non-preemptive regimens let the 
application run until relinquishes control of the processor 
voluntarily. 

0110 Since the virtual machine is part of the operating 
System on the Smart card, it is possible to consult the 
Scheduling regimen before and after the interpretation of 
each byte code. In this way the card manager can Support 
deterministic, preemptive and non-preemptive Scheduling 
on the Smart card. Counting the number of byte code 
instructions executed and interrupting the application after a 
fixed number can achieve rough time determinism. If a finer 
grain time determinism is required, the time to execute each 
byte code can be tallied as the byte code is interpreted. 
Preemption can be achieved by interrupting the application 
after the completion of the interpretation of a byte code 
instruction. 

0111 FIG. 13 is a flowchart illustrating at a high level, 
application processing 150 according to an embodiment of 
the present invention. From the point of view of the appli 
cation, the application is running continuously until it is 
complete. An application is not aware that it is being 
preempted. 
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0112 The application, then, at step 152, first determines 
whether it needs one or more buffers. If it does, then at step 
166 it acquires the necessary number of buffers, by request 
ing the buffers from the card manager. The card manager 
puts the application to Sleep until the request can be Satisfied, 
at which time the card manager assigns the requested 
number of buffers to the application and notifies the appli 
cation as to which bufferS have been assigned. Then, at Step 
168, the application places a Permission-to-Send packet 84 
(FIG. 9) into a buffer and, at step 170, marks the buffer as 
containing an output packet. The application processing is 
then finished until the host responds. 

0113) If, on the other hand, no input buffers are needed at 
step 152, then at step 154, the application transfers a 
received packet to one of its input buffers. Next, at step 158, 
the application processes the data that has been made 
available to it. 

0114. When the application has completed processing the 
data at step 158, it determines, at step 162, whether any 
output has been generated. If no output has been generated, 
then the application is complete. Otherwise, the buffer 
holding the generated output is marked as an output buffer, 
for example, by Setting an appropriate buffer Status flag. In 
one embodiment, when an application returns control to the 
card manager, the card manager Scans an array of buffer 
Status flags and outputs all of the buffers that are marked as 
output packets, i.e., buffers that hold output packets ready to 
be returned to the host. 

0115 FIG. 14 is a schematic diagram of a timeline 200, 
with time going down, illustrating the operation of an 
embodiment of the present invention for the Simple exem 
plary case of a host communicating with one application on 
the Smart card. 

0116. At step 202, the host sends a Request-to-Send 
packet 70 (FIG. 8) addressed to Application M. The card 
manager receives the request in Buffer a (step 204) and 
activates Application M (step 206) with the request. Appli 
cation M determines that it requires two buffers in order to 
perform its operation, and at Step 208, asks the card manager 
for two buffers. 

0117. At step 210, the card manager monitors the avail 
ability of the buffers. When two buffers, Buffers d and e, 
become available, the card manager assigns them to Appli 
cation M (step 212). Application M then outputs (step 214) 
a Permission-to-Send 80 (FIG. 9), which the card manager 
relays (step 216) to the host, which receives the packet 80 at 
step 218. 

0118. The host then sends a data message to Application 
M (step 220). The card manager, at Step 22, intercepts the 
message, Stores the message in Buffer b, and passes Buffer 
b to Application M. Application M copies the data to its 
assigned Buffer d (step 226). 
0119) At step 228, the card manager activates Application 
M for some number of steps or byte codes, or for a fixed 
time, and in Step 230, Application M responds by using the 
executing the allowed number of Steps (). This is repeated 
at StepS 232 and 234. At Step 236, the card manager again 
activates Application M for Steps, but this time, at Step 238, 
Application M outputs a response into Buffer e. 
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0120) The card manager then copies the content of Buffer 
e to Buffer b (step 240), frees Buffers d and e (step 242) and 
finally outputs Buffer b (step 244) to the host, where it is 
received, at Step 246. 
0121 FIG. 15 is a schematic diagram of a timeline 300, 
with time going down, illustrating the operation (Steps 
302-388) of an embodiment of the present invention for an 
exemplary case of Simultaneous communication between a 
host and two applications, Application M and Application N, 
on the Smart card. 

0.122 FIG. 16 is a schematic diagram of a timeline 400, 
with time going down, illustrating the operation (Steps 
402-452) of an embodiment of the present invention for an 
exemplary case of communication between a host and a 
Single application that provides a multi-packet chained 
response. 

0123. In one embodiment, the original request to send 
packet contains an indication of the Size of the message, e.g., 
the total number of bytes that the host seeks to send to an 
application. Because packets are a fixed size, the application 
can determine how many packets to expect and therefore 
how many permissions to Send it must grant to the host to 
receive the entire message. 
0.124. A permission is needed from the application for 
each and every packet of a multi-packet request, because the 
application may be able to process the packets as they arrive. 
Thus, an application may require only one buffer or it may 
need to have a number of blocks Sufficient to handle the 
entire request allocated at one time to process the request. 
Neither the Sender for the operating System can know which 
of these two cases apply in any particular situation. There 
fore, it is up to the Smart-card application to Strobe the 
packets onto the card one at a time. 
0.125 Each message has a unique identifier. A permission 
can then, for example, grant permission to the host to Send 
part X of message y to application M, or alternatively grant 
permission to the host to Send the next part of message y to 
application M. 

0126 FIG. 17 is a schematic diagram of a timeline 800, 
with time going down, illustrating the operation (Steps 
802-866) of an embodiment of the present invention for an 
exemplary case of communication with a single application 
using a multi-packet input and multi-packet output where 
the entire message, comprising two packets is received 
before processing by the Smart card. Thus, in this example, 
the application assembles the whole message before per 
forming any processing. This is useful, for example, where 
the message is encrypted and the encryption depends on the 
whole message. 

0127. In the example of FIG. 17, a first request to send 
(RTS) is sent to the host at step 802. When a permission to 
send (PTS) is received (step 818), the host sends the first 
packet of the message (step 820). After receiving the first 
packet (step 826), the application sends out a second PTS 
(step 828). Upon receipt of the second PTS (step 832), the 
host sends the Second packet to the application (step 834). 
0128. When the application receives the second packet of 
the message (step 840), it then processes the message (steps 
844, 848) and finally outputs its multi-packet response at 
steps 882 and 890. 
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0129 FIG. 18 is a schematic diagram of a timeline 900, 
with time going down, illustrating the operation (Steps 
902-972) of an embodiment of the present invention for an 
exemplary case of communication with a single application 
using a multi-packet input and multi-packet response, where 
message parts are processed by the Smart card as they are 
received. Thus, in this example, the application needs only 
one buffer because the buffer can be reused to hold each new 
packet. This is useful, for example, where the application is 
handed several numbers to be stored. 

0130. In this case, a first request to send (RTS) is sent 
from the host at step 902. The application immediately asks 
for enough buffers to process a first packet (step 908), and 
when the requested number of buffers is provided (step 912), 
the application sends a permission to send (PTS) to the host 
(step 914). 
0131). Upon receipt of the PTS (step 918), the host sends 
the first packet of the message to the application (step 920). 
When the application receives the first packet (step 926), it 
processes the packet immediately (step 930) and then 
requests the next packet by sending another PTS to the host 
(step 934). 
0132) When the host receives this second PTS (step 938), 

it sends the second packet of the message (step 940). When 
the application receives the Second packet (step 946), it 
processes the message (steps 950, 954). Upon completion of 
the processing, two packets are output to the host (steps 958, 
966). 
0133) Virtual Memory Protocol 
0134) For an increasing number of Smart card applica 
tions, it is desirable to present the card with blocks of data 
to be processed and to retrieve results from the Smart card 
whose size exceeds the capacity of the RAM memory of the 
Smart card. An example of Such an application is imple 
menting the Version 6 IP protocol (IPv6) on the Smart card. 
The minimum block size of this protocol called the mini 
mum transmission unit (mtu) is 1024 bytes. Another 
example is digital rights management wherein the crypto 
graphic capabilities of the card are to be applied to blocks of 
multi-media data that exceed the available RAM in the Smart 
card. 

0135 While each application could be written to manage 
its own use of RAM, this would be an inefficient use of both 
the computational capabilities of the Smart card and the 
persistent memory (EEPROM) of the Smart card. First, use 
of the computational capabilities would be inefficient 
because RAM management would be performed by the 
application, thus executing in the Smart card's virtual 
machine which runs much slower than the hardware pro 
cessor of the Smart card. EEPROM use would be inefficient 
because each application stored in the EEPROM would 
contain code for RAM management. Since the problem is 
common acroSS many applications on the Smart card, a 
common and generally uSeable Solution is desirable. 
0136. In the case where many applications on the Smart 
card are sharing RAM, Such that the use of any one 
application does not exceed the size of the RAM but the use 
of all the applications combined does, then the approach of 
having each application manage its own RAM usage does 
not work. This is because, for both practical and Security 
reasons, one application cannot monitor the RAM usage of 
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the other applications and thereby Synchronize its usage to 
the usage of the other applications. In this case, a centralized 
Solution is mandatory. 
0.137 In an embodiment of the present invention, the 
portion of RAM in the Smart card allocated for use by an 
application is divided into blocks called pages. The pages 
can be of equal size, although this is not necessary. The total 
number of pages on the Smart card is denoted by M and they 
are indexed by I=1,2,..., M., where I is the primary Storage 
index. 

0.138. The terminal into which the Smart card has been 
inserted is assumed to be able to Store the content of many 
more pages than the Smart card. An example of Such a 
terminal is a GSM or 3GPP mobile telephone where the 
Smart card is a subscriber identity module (SIM) card. The 
number of pages that can be Stored on the terminal is 
denoted as N and they can be indexed by J=1,2,..., N, 
where J is the Secondary Storage index. 

0.139 Pages are stored outside of the Smart card in 
Secondary Storage. The terminal may provide the Secondary 
Storage itself or it may store pages on yet another device to 
which it connected via, for example, a communication 
channel. In either case, we say that the terminal Stores the 
pages, as this is the Smart card's view of the Secondary 
Storage. 

0140) Swapping 
0.141. The process of moving a page between the Smart 
card and the terminal is called Swapping, and is performed 
by a swapper 35 (FIG. 2). In one embodiment of the present 
invention, the FETCH and TERMINAL RESPONSE 
APDUs defined in the current art are used for this purpose. 
The Smart card's reply to a FETCHAPDU to the terminal 
contains a page of Smart card RAM that is moving from the 
Smart card to the terminal. The TERMINAL RESPONSE 
APDU issued by the terminal as a consequence of the 
FETCHAPDU contains a page moving from the terminal to 
the Smart card. 

0.142 FIG. 19 is a schematic diagram illustrating a 
SWAP packet 500 of one embodiment of the present inven 
tion. The Smart card sends a SWAP packet in response to a 
FETCH command from the host. The application index 502 
is that of the application for which data is being retrieved. 
The SWAP packet 500 includes a SWAP packet code 504, 
followed by the secondary index of the requested page 506, 
the primary index of the outgoing page as was returned 
previously by the host, and the outgoing page data, which 
may contain a length field. Of course, if all pages are a 
Standard length, a length field is not necessary. It would be 
understood by one skilled in the art that the particular order 
of the fields in the SWAP packet 500 is not crucial to the 
implementation of the invention. 
0.143 FIG. 20 is a schematic diagram illustrating a 
TERMINAL RESPONSE packet 520 of one embodiment of 
the present invention. A TERMINAL RESPONSE packet is 
sent from the host to the Smart card in response to a SWAP 
packet 500. 

0144) The TERMINAL RESPONSE packet 520 includes 
the application index 522 used in the corresponding SWAP 
packet 500, and a TERMINAL RESPONSE packet code 
524, followed by the secondary index 526 of the outgoing 
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page which was last sent in a SWAP packet. Next is the 
primary indeX 528 of the requested incoming page, followed 
by the incoming page data 530. As with the SWAP packet, 
a TERMINAL RESPONSE packet 520 can contain a length 
field, and the particular order of the fields in is not crucial to 
the implementation of the invention. 
0145 Swap Table 
0146 FIG. 21 is a schematic diagram of an exemplary 
Swap table 600 maintained by the Smart card operating 
System, in an embodiment of the present invention, to track 
application pages. There is one entry in the table 600 for 
each RAM block required for each executing application. 
0147 The swap table 600 has three columns. The first 
column 602 holds the Secondary index, i.e., a pointer to the 
data that has been Stored in the external or Secondary 
Storage. A Secondary index of 0 means that the application 
page is currently in the Smart card. A Secondary index 
greater than 0 means that the page is currently Stored on the 
terminal at the indicated Secondary indeX position. 
0.148. The second column 604 identifies the application to 
which the data belongs. In one embodiment, this is the 
application index, although it could be another identifier, 
Such as the application's unique registered identifier or the 
application's name. 

0149 The third column 604 holds the primary index. This 
is a reference to the memory block where the application 
identified in column 604 can find the data. 

0150. Note, in the example of FIG. 21, memory block 4 
has been assigned to two different applications, identified 
with Application ID (AID) 8 and AID 5. Since memory 
block 4 can only hold one Set of data at a time, the data for 
Application AID 8 has been Swapped out to Secondary 
Storage, to the location identified by the Secondary indeX 
which has a value of 145. Data for Applications AID 2 (#2) 
and AID 5 (#5) reside in the Smart card in memory blocks 
7 and 4 respectively, as indicated by the corresponding 
Secondary indices 602 being Zero. 
0151 Swapping Algorithm 
0152 Given the swap table 600 of FIG. 21, suppose that 
the Application 8 is to be placed into execution. The Smart 
card operating system consults the Swap table 600 and 
observes that this application needs the Smart card RAM 
page with primary indeX 4, but that this page is currently 
being used by another application, namely Application #5. 
At the next opportunity, the Smart card requests the Sending 
of a FETCHAPDU from the terminal or host, and returns a 
SWAP reply to this FETCH APDU. 
0153. For example, when a SIM responds to its host, it 
normally responds with the two bytes “90 00” to indicate 
Successful execution of the host's command. However, the 
SIM can also respond with “91 XX” to indicate that the host's 
command has executed Successfully, and that the SIM has XX 
bytes to send to the host. The host normally responds with 
a FETCHAPDU to retrieve the XX bytes. This is the method 
defined by the ETSI standard GSM 11.14. In the present 
invention, the SIM returns a SWAP packet. 
0154 FIG. 22, using the same reference numbers as 
FIG. 19, is a schematic diagram of the SWAP packet 500 
that the Smart card returns for the example of FIG. 21. The 
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Secondary indeX 506 of the requested incoming page is 145. 
The primary index 508 of the outgoing page is 4, and the 
outgoing data 510 is the data currently residing in page 4, 
which is being used by Application #5. 
O155 FIG. 23 is a schematic diagram of the Subsequent 
TERMINAL RESPONSE APDU 520 sent by the terminal or 
host in response to the SWAP packet of FIG. 22. The 
secondary index 526 assigned to the outgoing data 510 
(FIG.22) is 337. Finally, the incoming data 530 is the data 
for Application #8, and will be placed into memory page 4. 
0156 Before copying the content data in the TERMINAL 
RESPONSE to Smart card page 4 and activating Application 
#8, the Smart card operating System then updates the Swap 
table. FIG. 24 is a schematic diagram of the Swap table of 
FIG. 21 that has been updated after receiving the data in the 
TERMINAL RESPONSE APDU of FIG. 23. 

0157 Extended Swap Table 
0158 FIG. 25 is a schematic diagram illustrating an 
embodiment an extended Swap table 700. The extended 
Swap table 700 Supports an additional level of indirection 
between the application and the Smart card RAM. In this 
embodiment, the Smart card operating System can place an 
application page having, Say, primary indeX K at location L 
in the Smart card RAM. 

0159. Here, columns 702, 704 and 706 correspond 
respectively to columns 602, 604 and 606 of FIG. 21, with 
the exception that in the Swap table 600 (FIG. 21), the 
primary indeX 604 points directly to a memory page, while 
in the extended swap table 700 of FIG. 25, the primary 
index 704 serves to identify the data via a virtual page 
number, while column 708 provides a pointer to the physical 
RAM location. 

0160 With an extended swap table 700, an application 
must inquire about the current location of its block K before 
using it rather than Simply assuming that its block K is in 
RAM location K. For example, Application #8's page 4 is 
actually located in physical page 6. 
0.161 While this entails some extra processing, it allows 
the Smart card operating System to use Swapping algorithms 
that yield more efficient use of Smart card RAM and at the 
Same time require leSS Overall Swapping. An example of 
Such an algorithm is the least recently used (LRU) algo 
rithm. In the LRU algorithm, when a free slot is needed to 
Swap in a needed page, rather than Swapping out the location 
where the page is to be addressed by the application, the 
page that was used by an application the farthest back in 
time, i.e., least recently, is freed up by Swapping it out. 
0162. It will be apparent to those of ordinary skill in the 
art that methods involved in the present System for concur 
rent communication with multiple Smart-card applications 
and a virtual memory protocol may be embodied in a 
computer program product that includes a computer usable 
medium. For example, Such a computer uSable medium can 
include a readable memory device, Such as a hard drive 
device, a CD-ROM, a DVD-ROM, or a computer diskette, 
having computer readable program code Segments Stored 
thereon. The computer readable medium can also include a 
communications or transmission medium, Such as a bus or 
a communications link, either optical, wired, or wireless, 
having program code Segments carried thereon as digital or 
analog data Signals. 
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0163 While this invention has been particularly shown 
and described with references to preferred embodiments 
thereof, it will be understood by those skilled in the art that 
various changes in form and details may be made therein 
without departing from the Scope of the invention encom 
passed by the appended claims. 

What is claimed is: 
1. A Smart card capable of having a plurality of applica 

tions, the Smart card comprising: 
a memory, logically partitioned into a plurality of memory 

blocks, and 
a control program comprising: 
program code for allocating at least one memory block 

for at least one of the plurality of applications, upon 
a declaration from the at least one application of its 
memory needs, and 

program code for Scheduling the applications for 
execution, wherein an application is Scheduled only 
if its declared memory needs have been Satisfied. 

2. The Smart card of claim 1, further comprising: 
the control program further comprising: 

program code for receiving a request for a permission 
from a host, the request addressed to the at least one 
application, and for passing the request to the at least 
one application; and 

program code for receiving the requested permission 
from the addressed application upon the addressed 
application having its declared memory needs Satis 
fied, and for Sending the requested permission back 
to the host. 

3. The Smart card of claim 2, the control program further 
comprising: 

program code for maintaining a list of outstanding per 
missions, wherein any incoming packet that cannot be 
paired with a permission in the list is rejected. 

4. The Smart card of claim 2, wherein a request includes 
an indicator of the amount of data to be sent, and a 
permission includes a message identifier and an identifier for 
a packet for which permission is being granted. 

5. The Smart card of claim 2, wherein the host is a 
telephone. 

6. The Smart card of claim 5, wherein the telephone is a 
mobile telephone. 

7. The Smart card of claim 1, further comprising: 
a virtual machine for executing at least one the plurality 

of applications, and 
the control program further comprising program code for 

Scheduling execution of applications to a predeter 
mined granularity. 

8. The Smart card of claim 7, the control program code for 
Scheduling comprising: 

program code for communicating with the virtual 
machine to control Scheduling. 

9. The Smart card of claim 7, the control program code for 
Scheduling comprising: 

program code for counting the number of byte code 
instructions executed for an application; and 

Jun. 6, 2002 

program code for interrupting the application after a 
predetermined number of byte code instruction have 
been counted. 

10. The Smart card of claim 7, the control program for 
Scheduling comprising: 

program code for Scheduling execution of a byte code 
instruction of an application based on time to execute 
the byte code instruction; and 

program code for interrupting the application after the 
completion of the execution of a byte code instruction. 

11. The Smart card of claim 1, wherein the program code 
for Scheduling uses a round robin Scheduling algorithm. 

12. The Smart card of claim 1, wherein the program code 
for Scheduling Schedules an application only if there is 
incoming data for the application. 

13. The Smart card of claim 1, wherein the program code 
for Scheduling Schedules applications based on priorities 
assigned to the applications. 

14. The Smart card of claim 1, further comprising a 
Swapper, the Swapper comprising: 

program code for Swapping data pages between the 
memory and Secondary Storage in a host. 

15. The Smart card of claim 14, wherein the program code 
for Swapping comprises: 

program code for stimulating a FETCH command from 
the host; 

program code for swapping out, upon receiving a FETCH 
command from the host, first data from the memory and 
requesting Second data from the Secondary Storage; and 

program code for receiving the requested Second data 
from the Secondary Storage, and Storing the received 
Second data into the memory. 

16. The Smart card of claim 15, wherein the program code 
for Swapping further comprises: 

program code for maintaining a Swap table, each entry in 
the Swap table tracking, for a given application and 
memory page, corresponding data Stored in the Sec 
ondary Storage, the program code for requesting data 
from the Secondary Storage being responsive to the 
Swap table. 

17. The Smart card of claim 15, wherein the program code 
for Swapping further comprises: 

program code for maintaining an extended Swap table, 
each entry in the Swap table tracking, for a given 
application and logical page, corresponding data Stored 
in the Secondary Storage and a corresponding physical 
page location, the program code for requesting data 
from the Secondary Storage being responsive to the 
Swap table. 

18. The Smart card of claim 1, further comprising: 
program code for associating an application on the Smart 

card with an application index; and 
program code for Sending an application-identification 

packet to a host for each application on the Smart card, 
each application-identification packet identifying the 
application and providing the associated application 
index. 
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19. The Smart card of claim 18, further comprising: 
program code for Sending to the host, upon the Start of a 

usage Session, an application-identification packet for 
each application on the Smart card. 

20. A Smart card capable of containing a plurality of 
applications, the Smart card comprising: 

a memory logically partitioned into a plurality of memory 
blocks, and 

program code for Swapping data pages between the 
memory and Secondary Storage in a host. 

21. The Smart card of claim 20, wherein the program code 
for Swapping comprises: 

program code for stimulating a FETCH command from 
the host; 

program code for Swapping out, upon receiving a FETCH 
command from the host, first data from the memory and 
requesting Second data from the Secondary Storage; and 

program code for receiving requested Second data from 
the Secondary Storage, and Storing the received Second 
data into memory. 

22. The Smart card of claim 21, wherein the program code 
for Swapping further comprises: 

program code for maintaining a Swap table, each entry in 
the Swap table tracking, for a given application and 
memory page, corresponding data Stored in the Sec 
ondary storage, the program code for requesting data 
from the Secondary Storage being responsive to the 
Swap table. 

23. The Smart card of claim 21, wherein the program code 
for Swapping further comprises: 

program code for maintaining an extended Swap table, 
each entry in the Swap table tracking, for a given 
application and logical page, corresponding data Stored 
in the Secondary Storage and a corresponding physical 
page location, the program code for requesting data 
from the Secondary Storage being responsive to the 
Swap table. 

24. A Smart card application for executing on a Smart card, 
the Smart card comprising a plurality of memory blocks, the 
application comprising: 

program code for receiving a request from a host request 
ing to Send information; 

program code for declaring memory requirements, 
responsive to the received request; 

program code for receiving an indication that the appli 
cation's declared memory requirements have been Sat 
isfied; and 

program code for Sending to the host, upon receiving the 
indication, a permission, wherein the application is 
ready to receive the information from the host. 

25. A method for Scheduling plural applications on a Smart 
card capable of having a plurality of applications, the 
method comprising: 

logically partitioning a memory on the Smart card into a 
plurality of memory blocks, 
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allocating at least one memory block for at least one of the 
plurality of applications, upon a declaration from the at 
least one application of its memory needs, and 

Scheduling the applications for execution, wherein an 
application is Scheduled only if its declared memory 
needs have been Satisfied. 

26. The method of claim 25, further comprising: 
receiving a request from a host, the packet addressed to 

the at least one application; 
passing the request to the at least one application; 
receiving a permission from the addressed application 

upon the addressed application having its declared 
memory needs Satisfied; and 

Sending the permission to the host. 
27. The method of claim 26, further comprising: 
maintaining a list of outstanding permissions, and 
rejecting any incoming packet that cannot be paired with 

a permission in the list. 
28. The method of claim 26, wherein a request includes an 

indicator of the amount of data to be sent, and a permission 
includes a message identifier and an identifier for a packet 
for which permission is being granted. 

29. The method of claim 26, wherein the host is a 
telephone. 

30. The method of claim 25, further comprising: 
executing, in a virtual machine, at least one the plurality 

of applications; and 
communicating with the virtual machine to control Sched 

uling to a predetermined granularity. 
31. The method of claim 25, wherein scheduling is 

according to a round robin Scheduling algorithm. 
32. The method of claim 25, wherein an application is 

Scheduled only if there is incoming data for the application. 
33. The method of claim 25, further comprising: 
assigning priorities to the applications, and 
Scheduling applications based on the assigned priorities. 
34. The method of claim 25, further comprising: 
Swapping data pages between the memory and Secondary 

Storage in a host. 
35. The method of claim 34, further comprising: 
stimulating a FETCH command from the host; 
Swapping out, upon receiving a FETCH command from 

the host, first data from the memory and requesting 
Second data from the Secondary Storage; and 

receiving requested Second data from the Secondary Stor 
age, and Storing the received Second data into memory. 

36. The method of claim 35, further comprising: 
maintaining a Swap table, each entry in the Swap table 

tracking, for a given application and memory page, 
corresponding data Stored in the Secondary Storage, the 
Swap table used to request data from the Secondary 
Storage. 

37. The method of claim 35, further comprising: 
maintaining an extended Swap table, each entry in the 
Swap table tracking, for a given application and logical 
page, corresponding data Stored in the Secondary Stor 
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age and a corresponding physical page location, the 
Swap table used to request data from the Secondary 
Storage. 

38. The method of claim 25, further comprising: 
asSociating an application on the Smart card with an 

application index; and 
Sending an application-identification packet to a host for 

each application on the Smart card, each application 
identification packet identifying the application and 
providing the associated application index. 

39. The method of claim 38, further comprising: 
Sending to the host, upon the Start of a usage Session, an 

application-identification packet for each application 
on the Smart card. 

40. A method for Swapping data in and out of a Smart card, 
the Smart card capable of containing a plurality of applica 
tions, the method comprising: 

logically partitioning a memory into a plurality of 
memory blocks, and 

program code for Swapping data pages between the 
memory and Secondary Storage in a host. 

41. The method of claim 40, further comprising: 
stimulating a FETCH command from the host; 
Swapping out, upon receiving a FETCH command from 

the host, first data from the memory and requesting 
Second data from the Secondary Storage; and 

receiving requested Second data from the Secondary Stor 
age, and Storing the received Second data into memory. 

42. The method of claim 41, further comprising: 
maintaining a Swap table, each entry in the Swap table 

tracking, for a given application and memory page, 
corresponding data Stored in the Secondary Storage, the 
Swap table used to request data from the Secondary 
Storage. 

43. The method of claim 41, further comprising: 
maintaining an extended Swap table, each entry in the 
Swap table tracking, for a given application and logical 
page, corresponding data Stored in the Secondary Stor 
age and a corresponding physical page location, the 
Swap table used to request data from the Secondary 
Storage. 

44. A method for ensuring that an application on a Smart 
card capable of having a plurality of applications has Suf 
ficient allocated memory to execute, the Smart card com 
prising a plurality of memory blocks, the method compris 
ing, in the application: 

receiving a request from a host requesting to Send infor 
mation; 

declaring memory requirements, responsive to the 
received request; 

receiving a indication that the application's declared 
memory requirements have been Satisfied; and 

Sending to the host, upon receiving the indication, a 
permission, wherein the application is ready to receive 
the information from the host. 
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45. A Smart card host, comprising: 
program code for Sending a request to a Smart card, the 

Smart card capable of having a plurality of applications, 
the request addressed to an application on the Smart 
card; 

program code for receiving a permission from the 
addressed application, the addressed application Send 
ing the permission upon Sufficient memory being allo 
cated to the addressed application; and 

program code for Sending information to the addressed 
application upon receiving the permission. 

46. The Smart card host of claim 45, wherein the host is 
a telephone. 

47. The Smart card host of claim 45, further comprising: 
Secondary Storage; 
program code for receiving, from the Smart card, a request 

to Store a first Set of data, and the first Set of data; 
program code for Storing the first Set of data in the 

Secondary Storage; and 
program code for Sending to the Smart card an indeX 

pointer to the first Set of data in the Secondary Storage. 
48. The Smart card host of claim 47, wherein the request 

to Store a first Set of data includes a request to retrieve a 
Second Set of data from the Secondary Storage, the request to 
retrieve including an indeX pointer to the Second set of data 
in the Secondary Storage, the Smart card host further com 
prising: 

program code for retrieving the Second Set of data from 
the Secondary Storage, responsive to the indeX pointer; 
and 

program code for Sending the Second Set of data to the 
Smart card. 

49. The Smart card host of claim 45, further comprising: 
Secondary Storage; 

program code for receiving, from the Smart card, a request 
to retrieve a Second Set of data from the Secondary 
Storage, the request including an indeX pointer to the 
Second Set of data in the Secondary Storage; 

program code for retrieving the Second Set of data from 
the Secondary Storage, responsive to the indeX pointer; 
and 

program code for Sending the Second Set of data to the 
Smart card. 

50. The Smart card host of claim 45, farther comprising: 
program code for receiving, from each of the plurality of 

applications on a Smart connect, an application-identi 
fication packet, each application-identification packet 
identifying the application and providing an associated 
application index, the application indeX to be used in 
Subsequent communications between the host and the 
Smart card to identify the application. 

51. A Smart card host, comprising: 
Secondary Storage; 

program code for receiving, from a Smart card, a request 
to Store a first Set of data, and the first Set of data, the 
Smart card capable of having a plurality of applications, 
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program code for Storing the first Set of data in the 
Secondary Storage; and 

program code for Sending to the Smart card an indeX 
pointer to the first Set of data in the Secondary Storage. 

52. The Smart card host of claim 51, wherein the request 
to Store a first Set of data includes a request to retrieve a 
Second Set of data from the Secondary Storage, the request to 
retrieve including an indeX pointer to the Second set of data 
in the Secondary Storage, the Smart card host further com 
prising: 

program code for retrieving the Second Set of data from 
the Secondary Storage, responsive to the indeX pointer; 
and 

program code for Sending the Second Set of data to the 
Smart card. 

53. A method for accessing, from a Smart card host, one 
of a plurality of applications on a Smart card capable of 
having a plurality of applications, the method comprising, at 
the Smart card host: 

Sending a request to the Smart card, the packet addressed 
to an application on the Smart card; 

receiving a permission from the addressed application, the 
addressed application Sending the permission upon 
Sufficient memory being allocated to the addressed 
application; and 

Sending information to the addressed application upon 
receiving the permission. 

54. The method of claim 53, wherein the host is a 
telephone. 

55. The method of claim 53, further comprising: 
providing Secondary Storage; 

receiving, from the Smart card, a request to Store a first Set 
of data, and the first Set of data; 

Storing the first Set of data in the Secondary Storage; and 
Sending to the Smart card an indeX pointer to the first Set 

of data in the Secondary Storage. 
56. The method of claim 55, wherein the request to store 

a first Set of data includes a request to retrieve a Second Set 
of data from the Secondary Storage, the request to retrieve 
including an indeX pointer to the Second Set of data in the 
Secondary Storage, the method further comprising: 
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retrieving the Second Set of data from the Secondary 
Storage, responsive to the indeX pointer; and 

Sending the Second Set of data to the Smart card. 
57 The method of claim 53, further comprising: 
receiving, from the Smart card, a request to retrieve a 

Second Set of data from the Secondary Storage, the 
request including an indeX pointer to the Second Set of 
data in the Secondary Storage; 

retrieving the Second Set of data from the Secondary 
Storage, responsive to the indeX pointer; and 

Sending the Second Set of data to the Smart card. 
58. The method of claim 53, further comprising: 
receiving, from each of the plurality of applications on a 

Smart connect, an application-identification packet, 
each application-identification packet identifying the 
application and providing an associated application 
index, the application indeX to be used in Subsequent 
communications between the host and the Smart card to 
identify the application. 

59. A method for temporarily storing data from a smart 
card, the Smart card capable of containing a plurality of 
applications, the method comprising, at a Smart card host: 

providing Secondary Storage; 

receiving, from the Smart card, a request to Store a first Set 
of data, and the first Set of data, the Smart card capable 
of having a plurality of applications; 

Storing the first Set of data in the Secondary Storage; and 

Sending to the Smart card an indeX pointer to the first Set 
of data in the Secondary Storage. 

60. The method of claim 59, wherein the request to store 
a first Set of data includes a request to retrieve a Second Set 
of data from the Secondary Storage, the request to retrieve 
including an indeX pointer to the Second Set of data in the 
Secondary Storage, the Smart card host further comprising: 

retrieving the Second Set of data from the Secondary 
Storage, responsive to the indeX pointer; and 

Sending the Second Set of data to the Smart card. 


